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Agenda

* Last session pointers and answers to questions
* News: FNMS 2021R1.4

* Windows Server Optimization, Java embedded instance

* see: https://docs.flexera.com/fnms/EN/features/index.htmI#FeatureList/2021R1-
4/2021 r1 4.html

* Managing Unrecognized Applications

* Context

* How recognition works

* How to prioritize the effort

* On Prem reports that could help you

* Step by step demo
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Last Session: Managing Java in FNMS

* Useful pointers

e Recording and PowerPoint:

* https://community.flexera.com/t5/Events-and-Webinars/Recording-and-Presentation-of-the-
February-Monthly-SAM-Best/ba-p/223205/jump-to/first-unread-message

e Answers to questions:

* Hi Nicolas, Regarding the Charge Back Rest API feature , will that also work for Public Cloud ?

* The charge back REST API is available to Cloud Customers only and accessible by any authenticated
script

* Will there be restrictions built into ITAM that will, for example, only allow you to Flag a certain
number of applications in total?

» All applications will not have by default the “Track evidence details” flag (billions of records), but
customer will be able to flag wished applications. There is no Ul for multi edition at this stage.

* Isthe 'Exemption by file path' a new tab in the Application?

* This is a new section in the Use Rights & Rules of the license and a new flag in the Application
“General” tab.

FLEXEBId
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This Compliance is

CO ntext The result of a best of breed Contract / Purchase / Inventory / Reconcile
solution/ \

Hardware Asset Management 0@ CMDB, Configuration ltems
Process and Governance @5‘3 Service Request, Incident, Problem, Change

[ Optimized License Position ]

[ J Renable inventory is a pilar Of SAM Product Use Rights @ ‘ [ Apply use rights and process to

Library (PURL) optimize license consumption

360K applications recognized, 1 million 7 (oo comprne v ] <

evidences... there will always be gaps P Yo
Recognition Library@ ‘ I?@ - @ Library
o

(ARL) (sKu)

There could be reasons why some applications are
not recognized

* Related add / remove program have been renamed \ .

(packaging)
* The ARL has some gaps (unintentional)

* The applications have no interest (intentional) Exciing and i

+ Charge back
* Reclamation, advanced dashboarding

The Maslow Pyramid for Flexera ITAM

* To take advantage of the shiny value of SAM you
need to have the foundations right

* Understand gaps
* Fix them

Boring but so necessary,
* pre-requisite to the fun part
* Reliable integrations with inventory / business sources

+ Transparency
_ *  Performance KPIs
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How Recognition works

* An Application

* isastructured record in ARL
* Product
* Version (version sequence)
* Edition (edition sequence)
* Publisher

* Recognized through evidence

* Installer Evidence (raw)
* Display Name: Visio 2016 Professional
* Version 16.3.2.1
* Publisher: Microsoft Software Corporation
* Type: Add/Remove Program
* File evidence (raw, Not used for recognition)
* FileName: Visio.exe
* \Version: 16.3.2.1
* Company: Microsoft Corporation
* Size: 123465KB

App“cation Propel’ties Microsoft Office Visio 2016 Professional

Evidence

Installer evidence

62 results returned 20 W rows per page ! v

] nName Version Publisher Type Added evidence

[J Microsoft Visio Professional 2016 - en-us 16.0.% Microsoft% Any No

D ar//MGS-APP-00000207276 FlexeralD No

[J Microsoft Visio Professional 2016 16.% Microsoft% Any No

[0 Microsoft Visio Professionnel 2016 - en-us 16.% Microsoft% Any No

|:| Microsoft Visio Professional 2016 16.% regid.1991-06.com.microsoft% Any No

[ Microsoft Visio Professional 2016 - en-us Microsoft% Any No

[J Microsoft Visio npogeccuonansHsii 2016 - ru-ru 16.0.% Microsoft% Any No No

Microsoft Office Visio 2016 Professional

Application Properties

Evidence
File evidence

2 results returned 20 ¥ rows perpage $v ™ | + Y
[] Name Maiches ¥ Version Size (bytes) Product name: Company Recognition rule Added evidence
v v v v - —
D VPREVIEW EXE 1308 160% Microsoft% _ No
At least
D Visio.exe 217 16.0% Microsoft% jeast one No
Not allowed
Not for recognition

Required

I=%Y
Assigned Matches ¥ Overlapping evidence
Yes 0 No
Yes 0 No
Yes 0 No
Yes 0 No
Yes 0 No
Yes 0 No
Yes 0 No

Source: Flexera

Save

Source: Flexera

Close

@ General
ﬂ Usage

e Licenses

@ Evidence

1]
=}
g
g

Ignored Assigned

v v E Precedence
No es @ History
No Yes

©2022 Flexera / Company Confidential FLE)(E ra 5



The matching mechanism

Raw Evidence ARL Evidence ARL Application

Microsoft Visio Microsoft
Professional 2016 - en-us Visio

Microsoft Visio
Professional 2016 - en-us

16.0.7967.2139 16.% 2016

. 5 .
Microsoft Corporation Microsoft% Professional
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Different types of evidences / different level of interest

Installer (add remove, RPM, uninstall...)
» By far the most used (90% of the case)
* Influenced by packaging

ADDHC&]’['IOH PI’Opel’tieS Microsoft Office Visio 2016 Professional

° H Evidence -
Not always present depending on deployment ST T Er——
m et h Od File evidence

,
* File

* Rarely used for recognition (big exception: java) == = rommee & =T

* Used often for usage (not for recognition) - — e — ——

* Has interesting recognition rule (at least one, L e T o menomrsoronmr oo [ e : :

. O wvisio exe 16.0.% rosoft Vi Microsaft G Flexera
required, for e
< . >

* WMI

* Quite specific: Windows, SQL Server, Acrobat
continuous (from SWIDTag)

Access
* CAL usage

Special case of Suites: combinations of applications
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How to prioritize?
* The “unrecognized evidence” screen will show you the gaps

* Focus on installer evidence
* Vendor by vendor (your SAM scope)
* Ignore when the evidence relates to a component, freeware
* Link to applications is case on unrecognized commercial apps
* Keep the list empty

* File
* Aiming an empty list is a lost battle (millions of unrecognized evidences)

* You should use it opportunistically (specific investigation on specific
application)

* Don't Wa Ste you r energy fighting the nOise ! U nrecognized EVidence Evidence discovered in your enterprise, but not yet linked to applications.

@ Installer evidence File evidence

Source All ¥  and Publisher contains microsoft X T Add filter

27 results retumed 20 ¥ rows per page ¥ ™ | . YD

[] Publisher Name © Version Matches Type Assigned
microsofi| x T T T T v

[[] Microsoft Corporation Windows Driver Kit 10.0.10075 2 Add/Remove Programs No

[[] microsoft Corporation Windows Driver Kit 8.100.26638 1 Add/Remove Programs No

[[] microsoft Corporation Windows Driver Kit 8.100.26846 3 Add/Remove Programs No

I:] Microsoft Visual C++ 2012 Redistributable x86 11.0.61030.0 83 Add/Remove Programs No

D Microsoft Visual C++ 2012 Redistributable x64 11.0.61030.0 106 Add/Remove Programs No
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Two flows

* An unrecognized evidence exists
* Guess what product it stands for
* Check other similar recognized evidence
* If not, check what devices it is on
* Find an owner, investigate

* An application exists that seems not recognize
* Look for unrecognized evidence
* If nothing found, check on a device that should have the application installed... dig
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Process for adding unrecognized evidence to existing
application (Exact evidence)

1) Open unrecognized evidence screen

FlexNet Manager Suite  Flexera software - FNMSOD-Demo-1

Management Reports

— . R — p— 2) Filter on managed vendor (Adobe) / “Assign”

Compliance

@

@ Reconciled: 27/0472016 15:31  rousseau, nicolas ¥ #F ¥

FlexNet Manager Suite

Compliance Licenses Applications Evidence Events

Licenses in Breach Under-Consumed Installed Applications License Expiry

Uniicensed Instaliations W Unmanaged Applications  Discovered Evidence License Contract Expiry

Recommended License DR Managed Applications Inactive Evidence Licenses with Payments

s AICEETES Deferred Applications lgnored Evidence T2

Management Reports
Procurement Enterpri:

(Ui S Ignored Applications All Evidence

Product Summary All Applications

License Summary

U Iq reCOg n | ZEd E\/id e ﬂ(:e Evidence discovered in your enterprise, but not yet linked to applications.

E Installer evidence le eviden

3) Filter On managed Vendor (Adobe) / llAssign” Source Al ¥ Publisher contains adobe X T Add filter

4 results refurned 20 ¥ rows perpage i v D

U r] reCOg n i Zed E\/id e r]Ce Evidence discovered in your enterprise, but not yet linked to applications.

Drag a column header here to group by that column
vidence to an application W] T S p— pra— P >

Assign the selected evidence

st i 5 —_
dreiorEi Adobe Animste CC 2015 151 Adobe Systems Incorporated AddRemove Programs 1
Name A Publisher Installed Licensed Classification [0 adoberesder-enu 855 Adobe Systems, Incorporated DPKG Nao 1
D INlustrator for Mac CS5 ‘Adobe Systems Commercial Inactive

Create an application _

a = ' -
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Process for adding unrecognized evidence to a new

application

1) After peaking up evidence “create application”

Assign evidence to an application

Cancel Create an application _
@ Installerevidence  IFIEIREN 2

Source All W Publisher contains adobe X T Add filter

Iresuttsretumed 20V rowsperpage *v D= NTY DN

Drag a column header here to group by that column

O  Name 4 Version Publisher Type Assigned Matches
hd ¥ | adobe hd v v

[0 Adobe Animate GG 2015 15.1 Adobe Systems Incorporated AddiRemove Programs No
adobersader-snu

N = -

Adobe Systems, Incorporated

3) Define version, editions

Identification

Product:  Animate

Publisher:  Adaobe Systems

License upgrade and downgrade rights will follow the order of application versions in this list.

Upgrade

@® 2015

() CC(2015)

Downgrade
Edition O
Name: Adobe Animate CC 2015 15.1
Source:  Local
Classification:  None

©2022 Flexera / Company Confidential

2) Pick up product or create it. Don’t create a second

product tree!

Application Properties

Identification

Product:  animate|
15 results returned

Product

3D Snowy Cottage Animated Wallpaper
Animate

Animated Cursor Editor

Animated GIF Banner Maker

Animated Water Scenes

Crashing Waves Animated Wallpaper
Edge Animate

Ooooooooo

Edge Animate Helper

X Create product

A Publisher
W3i
Adobe Systems
Microsoft
banner-maker.net
Wisit Website
W3i

Adobe Systems
Adobe Systems

FLEXEld




Always use “clever” evidence

* First understand what are the “matching criteria”

* Installer
* Display Name Identification
* ¥e rsion Name: Microsoft Visio Professional 2016 - en-us
¢ lype B,
. Pubhsher Version: 16.0.%
° Fi | e Publisher:  Microsoft%
*  File Name free: Ay
° F|Ie Vers'on Source:  Flexera
. Eescription Status File Evidence Properties
. ompany
. Active:  Yes
° SIZG Assigned:  Yes Identification
* Unrecognized evidence will have a “raw” version -16.0.5 lnored Mo I
Matches: 36 - Microsoft%
* Evidence version has to be aligned
_—

e 16.%, Microsoft%

* |s better than
¢ 16.0.1, Microsoft

* 16.0.2, Microsoft Corporation

* 16.0.3, Microsoft US

* Because 16.0.5, Microsoft Corporation US will not be recognized!

* You need to edit (installer) or create (File, because the size is blocking)

* You need to delete the overlapping raw evidences (that otherwise would still show as “unrecognized”)

©2022 Flexera / Company Confidential

Size (bytes): None

Source:  Flexera

Extra properties
Product name:  None
Product version:  None
Language: Invariant Language (Invariant Country)

File path:  None

Status
Active:  Yes
Assigned:  Yes
Ignored:  No v

Maiches

|I’15ta||er EVidEﬂce Properties Microsoft Visio Professional 2016 - en-us

Source: Flexera

Visio.exe

@] General

ﬂ Devices

Source: Flexera Save

Close

@ General

@ Applications

E Devices
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What to prioritize?

* Managing unrecognized evidence seems discouraging

* Massive number of unrecognized installer evidences (across vendors)
* Even worse on File evidence

* How to find the priorities? Get more trust?
* Let’s use the past to enlighten the future!

e Custom SQL report... a step toward Al based Application Recognition?

https://community.flexera.com/t5/FlexNet-Manager-Knowledge-Base/Unrecognized-Installer-
Evidence-Prioritization-Custom-SQL-Report/ta-p/226066

* The file evidence version comes soon

* Approach:

* Analyze unrecognized evidences and find matching recognized evidences

* Prioritize the priority (based on the commercial... or even licensed nature of the
brother application)

* Suggest evidence / application creation
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Preview

Unrecognized Installer Evidences Analysis (NR)

(v2) The report retrieves all unrecognized applications and makes sugestions on installer evidences mapping to existing or to be created applications.

« CEEED

[Friority] is not emply >

2 308 results retumed 20 ¥ rows per page 2 v D l +
|:| [UnrecEvid DisplayMame] [UnrecEvid Version] [UnrecEvid Publisher] [UnrecEvid Type] [UnrecEvid Scurce] [Matches] [Pricrity] © [Recommended Actien For The Unrcognized Evidence] [CleanMame] [ToCreateEvid Display Name] [TeCreateEvid Version] [TeC vid P [R Linked icati [Rec Linked App Produ
T T T T T T T T T T T T T
|:| Microsoft Visual Studio 1 Microsoft Corporation Uninstall Flexera (Flexera) 59 1 Meed fo create an installer evidence in the ARL. Need Microsoft Microsoft Visual Studic 2008 1% % Visual Studio 1 Professional Visual Studio
2003 Professional Edition to create an new version for an existing application in Visual Studic  Professional Edition - ENU
- ENU Service Pack 1 ARL. Has 4 raw evidences that match the same to be Professional Service Pack 1 (KB945140)
(KB945140) created ARL evidence. Version may already exist, the Edition - ENU
versions for this product seem commercial. Service Pack
(KB)
[ Microsoft Visual Studio 1 Microsoft Corporation Uninstall Flexera (Flexera) 1 1 Meed fo create an installer evidence in the ARL. Need Microsoft Microsoft Visual Studio 2008 1% % Visual Studio 1 Professional Visual Studio
2008 Professional Edition to create an new version for an existing applicafion in Visual Studic  Professional Edition - 538
- B35 Senvice Pack 1 ARL. Has 3 raw evidences that match the same to be Professional Service Pack 1 (KB945140)
(KB945140) created ARL evidence. Version may already exist, the Edition - B
versions for this product seem commercial. 8 Service
Pack (KB)
[ rednatrelease IWS-13.9.5 Red Hat, Inc. RPM Flexera (Flexera) 1 1 Meed fo create an installer evidence in the ARL. Need redhat- redhat-release IWS-13.9% Red Hat% Enterprise Linux 3W5-13.9 Server  Enterprise Linux
to create an new version for an existing application in release
ARL. Has 1 raw evidences that match the same to be
created ARL evidence. Version may already exist, the
versions for this product seem commercial.
|:| Microzoft BizTalk Server 3.0.4902.0 Microzoft Corporation MSI Flexera (Flexera) 1 1 Meed fo create an installer evidence in the ARL. Need Microsoft Microesoft BizTalk Server 2004 3% Microsoftlt BizTalk Server 3 Unspecified BizTalk Server
2004 to create an new version for an existing applicafion in BizTalk
ARL. Has 1 raw evidences that match the same to be Server
created ARL evidence. Version may already exist, the
versions for this product seem commercial.
|:| Diagnostics Pack 12c Release 1 Oracle Corporation Uninstall FHMP (ManageSoft) 1 1 Meed to create an installer evidence in the ARL. Need Diagnostics Diagnostics Pack 12c Release 1% Oracle% Diagnostics Pack 12c Release 1 Diagnostics Pack

to create an new version for an existing applicafion in Pack
ARL. Has 1 raw evidences that match the same to be

created ARL evidence. Version may already exist, the

versions for this product seem alpha numerical. Version

may already exist, the versions for this product seem
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