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FlexNet Publisher Documents

FlexNet Publisher Documents
The information described here will help you navigate the FlexNet Publisher documentation set and identify which 
document you need to accomplish your goal. It contains the following sections:


• Document Descriptions


• Document by User Role


• Identifying the Document Revision


Document Descriptions
The following documents are available with this release:


Release Notes—Provides the most current FlexNet Publisher requirements and information about the latest changes to the 
product.


Installation Guide—Describes how to download and install the Licensing toolkit from the Flexera download site.


Getting Started with License File–Based Licensing—Contains information for readers who are new to license file–based 
licensing using FlexNet Publisher. It includes an evaluation procedure that introduces licensing concepts from both the 
software publisher and end-user’s perspective. 


Getting Started with Trusted Storage–Based Licensing—Provides an introduction to trusted storage–based licensing 
using FlexNet Publisher. It includes step-by-step instructions for using the example files packaged in the Licensing toolkits. 
These examples demonstrate how FlexNet Publisher can be used to provide various license models.


Development Environment Guide—Describes how to integrate the toolkit into the development environment, build a 
production licensing toolkit, and distribute a FlexEnabled application containing licensing components. This document is 
intended to be used by build or packaging engineers who are building and packaging the licensing solution. It is also 
intended for developers who are setting up their development environment. 


Programming Reference for License File–Based Licensing—Contains information about license file–based licensing. (You 
should also read the document Getting Started with License File–Based Licensing to understand the basic concepts of 
FlexNet Licensing if you have not previously used it). 


Programming Reference for Trusted Storage–Based Licensing—Contains information about licensing using trusted 
storage. (If you have not previously used this capability, you should also read Getting Started with Trusted Storage–Based 
Licensing to understand the basic concepts about trusted storage.) 


C/C++ Function Reference—Summarizes and describes all publicly available C/C++ functions in the Licensing toolkit 
libraries. This document is intended to be used by developers who are programming a licensing solution.


Licensing for Java Programming Reference Guide—Contains guidelines for using the FlexNet Publisher Licensing for Java 
toolkit.


Licensing for Java API Reference—Summarizes and describes all publicly available Java classes and methods in the 
Licensing for Java toolkit. This is packaged in the Licensing for Java toolkit.


License Administration Guide—Contains information about the setup and administration of a licensing server, including 
setting up an options file and using the license server utilities. This document is for use by license administrators who 
manage licenses and license servers within an enterprise. This document includes information about the GUI-based 
version of the license server manager, lmadmin.
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Document by User Role

Driver Installation Guide for FlexNet ID Dongles—Describes how to install the FlexNet ID dongle drivers and test their 
operation. (A FlexNet ID dongle is a hardware device that locks FlexNet license rights to the machine to which the dongle is 
attached.) This document also lists the latest dongle versions supported by FlexNet Publisher.


Document by User Role
The following table lists the documentation available with FlexNet Publisher and the likely users of each document. 


Identifying the Document Revision
Each document is labeled with a unique part number. The part number encodes information about the product, release, 
document type, and document version. You can use this information to help you identify which revision of the document 
you are reading. For example, the part number for this document is FNP-11170-RB00: 


• FNP in the first segment designates the product to which the document applies—in this case FlexNet Publisher.


• The second segment contains the five-digit version number for this release: 11.17.0


Table 1 • Documents and users
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Release Notes X X X X


Installation Guide X X X


Getting Started with License File–Based Licensing X X X X


Getting Started with Trusted Storage–Based Licensing X X X X


Development Environment Guide X X X


Programming Reference for License File–Based Licensing X X


Programming Reference for Trusted Storage–Based Licensing X X


C/C++ Function Reference X


Licensing for Java Programming Reference Guide X X X


Licensing for Java API Reference X


License Adminstration Guide X X X X


Driver Installation Guide for FlexNet ID Dongles X X X X
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Identifying the Document Revision

• The final segment includes a code that identifies the document and the document revision. RB for Reference Bulletin 
and a two digit document revision number. 
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be construed to confer any license or rights under any Flexera intellectual property rights, whether by estoppel, implication, or otherwise.


All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright and ownership in full.


FlexNet Publisher incorporates software developed by others and redistributed according to license agreements. Copyright notices and licenses for these 
external libraries are provided in a supplementary document that accompanies this one.


Intellectual Property
For a list of trademarks and patents that are owned by Flexera, see https://www.flexerasoftware.com/producer/company/about/intellectual-property/. All 
other brand and product names mentioned in Flexera products, product documentation, and marketing materials are the trademarks and registered 
trademarks of their respective owners.


Restricted Rights Legend
The Software is commercial computer software. If the user or licensee of the Software is an agency, department, or other entity of the United States 
Government, the use, duplication, reproduction, release, modification, disclosure, or transfer of the Software, or any related documentation of any kind, 
including technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in accordance with Federal Acquisition 
Regulation 12.212 for civilian purposes and Defense Federal Acquisition Regulation Supplement 227.7202 for military purposes. The Software was 
developed fully at private expense. All other use is prohibited.


Book Name: Driver Installation Guide for FlexNet ID Dongles


Part Number: FNP-11170-RN00


Product Release Date: April 2020

2 Company Confidential FNP-11170-RN00 Driver Installation Guide for FlexNet ID Dongles



https://www.flexera.com/producer/company/about/intellectual-property/





Contents

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5
About FlexNet ID Dongles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5


Purpose of This Guide  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5


Supported FlexNet ID Dongles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6


Multiple Dongle Support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7


Environment Variable FLEXID_LIBRARY_PATH  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8


2 Installing Dongle Drivers on Windows  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9
Where To Start  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9


Removing Pre-11.11.1 Dongle Drivers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
Uninstalling Using FLEXID_Dongle_Driver_Installer.exe . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
Uninstalling Using FLEXIDInstaller.exe. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10


Installing or Removing Current Dongle Drivers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
Cautions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
Obtaining the FLEXID Dongle-Driver Installer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
Installing or Removing FLEXID9 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11


Installing FLEXID9 Drivers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
Removing FLEXID9 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
Viewing Other Options  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13


Installing or Removing FLEXID10 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
Installing FLEXID10 Drivers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
Removing FLEXID10 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
Disabling Network Monitor and Network Server. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15


3 Installing Dongle Drivers on Mac . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16
Installing or Removing FLEXID9 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16


Installing FLEXID9 Drivers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
Removing FLEXID9 Drivers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

Driver Installation Guide for FlexNet ID Dongles FNP-11170-RN00 Company Confidential 3







Contents

Installing or Removing FLEXID10 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
Installing FLEXID10 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
Removing FLEXID10 Drivers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19


4 Installing Dongle Drivers on Linux  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21
Installing or Removing FLEXID9 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21


Removing Older Dongle-Driver Versions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
FLEXID9 Installers and Shared Objects. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
Installing FLEXID9 Drivers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
Removing FLEXID9 Drivers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22


Installing or Removing FLEXID10 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
FLEXID10 Installers and Shared Objects. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
Installing FLEXID10 Drivers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
Removing FLEXID10 Drivers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24


5 Testing the Dongle Driver Installation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25
Obtaining the Dongle Identity (FLEXID)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25


Issuing a License That Uses a FlexNet ID Dongle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
Building the Licensing Toolkit With Dongle Support. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
Issuing a License on an End-User Machine  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
Issuing a License on a License Server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27


6 FlexNet ID Dongle FAQ and Troubleshooting. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29
FAQ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29


FLEXID9 Troubleshooting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30


Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  33

4 Company Confidential FNP-11170-RN00 Driver Installation Guide for FlexNet ID Dongles







1


Introduction

About FlexNet ID Dongles
A FlexNet ID dongle is a hardware device which locks FlexNet license rights to the machine to which the dongle is attached. 
Each FlexNet ID dongle contains a unique identity. This identity is used to provide a hostid. (This hostid type is referred as a 
FLEXID.) The FLEXID can be used to lock license rights to either a server or an end-user machine.


FlexNet dongles are normally used with license rights that are held in license files, and this document assumes that this is 
the case in all examples.


For the FlexNet dongle to communicate with the computer it is attached to, the appropriate drivers must be installed on 
the computer. Drivers are specific to a given platform and operating-system version. Therefore, you might need to 
download and provide updated drivers for existing products when new operating-system versions are released. The latest 
drivers are packaged with the current release version of the FlexNet Publisher Licensing Toolkit and are also available from 
specific download Flexera sites. 


You must always install the drivers for the FlexNet ID dongles using the files provided by Flexera. Do not install drivers from 
any other source (for example, from an automatic search and download).


Purpose of This Guide
This document describes how to install the FlexNet dongle drivers and test their operation:


• Installing Dongle Drivers on Windows


• Installing Dongle Drivers on Mac


• Installing Dongle Drivers on Linux


• Testing the Dongle Driver Installation


Further information on using FlexNet dongles is provided in the documentation supplied with your Licensing toolkit. 
Depending on the version of the toolkit you are using, information about FlexNet dongles is provided in the following 
FlexNet Publisher documents:


• Programming Reference for License File–Based Licensing
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• C/C++ Function Reference


Hostid keyword


FLEXID – The license server does not check for virtualization when attempting to extract the FLEXID. Normally it means a 
physical machine, but could also mean a virtual machine where the hypervisor supports USB pass-through. For VMWare 
USB dongle pass-through support, refer http://kb.vmware.com/selfservice/microsites/
search.do?language=en_US&cmd=displayKC&externalId=1021345


Supported FlexNet ID Dongles
The following table lists the FlexNet ID dongles, the platforms on which they can be used, the hostid keywords, and the 
name of the driver installation files.


Table 1-1 • FlexNet ID Dongles: Tested Platforms


Operating System
Manufacturer and Device and hostid 
Keyword Driver Installation File


OS X 32-bit and 64-bit


(x86 and x64 hardware)


Apple OS X 10.13 and 10.14


SafeNet (FLEXID9): 


• HASP 4 M1 and Sentinel HL Pro USB 
memory keys


• Sentinel HL Pro Drive


FLEXID9_OSX_V7_90.dmg


(Version 7.9)


Wibu Systems AG


WibuKey (FLEXID10)


FLEXID10_OSX_6.50.500.dmg 


(Version 6.5)


Microsoft Windows 32-bit and 
64-bit


(x86 and x64 hardware)


• Windows Server 2016 and 2019


• Windows 10 (Windows 10 
Insider Preview builds are not 
supported.)


SafeNet (FLEXID9):


• HASP 4 M1 and Sentinel HL Pro USB 
memory keys


• Sentinel HL Pro Drive


32-bit:


FLEXID9_Windows_v7_90_i686.zip


(Version 7.9)


64-bit:


FLEXID9_Windows_v7_90_x64.zip


(Version 7.9)


Wibu Systems AG


WibuKey (FLEXID10)


32-bit:


FLEXID10_Windows_v6_50_i686.zip 


(Version 6.5)


64-bit:


FLEXID10_Windows_v6_50_x64.zip 


(Version 6.5)
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Multiple Dongle Support
Multiple dongles are supported across platforms for release 11.12.1 and later. The following table indicates whether a 
platform supports single or multiple dongles.


RHEL and SLES 32-bit and 64-bit


(x86 and x64 hardware)


• RHEL 6.x and 7.x


• SLES 11 SP4 and 12


Note • Dongles are not supported 
on Ubuntu.


SafeNet (FLEXID9):


• HASP 4 M1 and Sentinel HL Pro USB 
memory keys


• Sentinel HL Pro Drive


32-bit


aksusbd-7.90-1.i386.rpm


(Version 7.9)


64-bit:


aksusbd-7.90-1.x86_64.rpm


(Version 7.9)


Wibu Systems AG


WibuKey (FLEXID=10)


32-bit:


WkRt-Lin-6.50.3310-500.i386.rpm 


(Version 6.5)


64-bit:


WkRt-Lin-6.50.3310-


500.x86_64.rpm (Version 6.5)


Note • Up to three WibuKey dongles per machine are supported.


Table 1-2 • Multiple dongle support


Dongle 
Provider Platforms


Support Information in 
11.12.0 


Support Information in 
11.12.1 and later


FLEXID10 Windows 32 and 64 bit 3 dongles maximum 3 dongles maximums


Linux 32 and 64 bit 3 dongles maximum 3 dongles maximum


MAC 32 and 64 bit 3 dongles maximum 3 dongles maximum


Table 1-1 • FlexNet ID Dongles: Tested Platforms


Operating System
Manufacturer and Device and hostid 
Keyword Driver Installation File
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Environment Variable FLEXID_LIBRARY_PATH
You can use the environment variable FLEXID_LIBRARY_PATH to specify the location of the dongle dll/shared object.


On Windows, the separators “;” (semicolon) and “,” (comma) are supported.


Example: FLEXID_LIBRARY_PATH =C:\flexlm\test1,C:\temp\flexlm\v11.12.1.2;C:\fnp\v11.16.1.0


On Linux, the separators “:” (colon) and “,” (comma) are supported.


Example: FLEXID_LIBRARY_PATH =/var/tmp,/usr/lib:/home/user/demo,.:/tmp


Note • If the value of FLEXID_LIBRARY_PATH exceeds 255 characters, an error message is displayed:


FLEXID9: The "FLEXID_LIBRARY_PATH" path for Aladdin exceeded the max limit of 255 characters!


FLEXID10: The "FLEXID_LIBRARY_PATH" path for Wibu exceeded the max limit of 255 characters!


FLEXID 9 Windows 32 bit Multiple (one HASP4 + multiple 
Sentinel HL Pro)


Multiple (one HASP4 + 
multiple Sentinel HL Pro)


Windows 64 bit Multiple (one HASP4 + multiple 
Sentinel HL Pro)


Multiple (one HASP4 + 
multiple Sentinel HL Pro)


Linux 32 bit Multiple (multiple HASP4 + 
multiple Sentinel HL Pro)


Multiple (one HASP4 + 
multiple Sentinel HL Pro)


Linux 64 bit Single (HASP4 or Sentinel HL 
Pro)


Multiple (one HASP4 or 
multiple Sentinel HL Pro)


Mac 32 bit Multiple (multiple HASP + 
multiple Sentinel HL Pro)


Multiple (one HASP + 
multiple Sentinel HL Pro)


Mac 64 bit Single (Hasp4 or Sentinel HL 
Pro)


Multiple (one Hasp4 or 
multiple Sentinel HL Pro)


Table 1-2 • Multiple dongle support


Dongle 
Provider Platforms


Support Information in 
11.12.0 


Support Information in 
11.12.1 and later
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Installing Dongle Drivers on Windows

Where To Start
If you are installing FlexNet ID dongle drivers for the first time on a machine, use the instructions in Installing or Removing 
Current Dongle Drivers.


If you are replacing older drivers (previous to FlexNet Publisher 11.11.1) with the current versions, best practice is first to 
remove the older drivers as described in Removing Pre-11.11.1 Dongle Drivers; then install the new drivers as described in 
Installing or Removing Current Dongle Drivers. 


If you have installed a current driver and want to remove it, follow the instructions in Installing or Removing Current Dongle 
Drivers.


Removing Pre-11.11.1 Dongle Drivers
For instructions to remove FlexNet ID dongle drivers installed previous to FlexNet Publisher 11.11.1, select the specific pre-
11.11.1 installer used to install the drivers:


• Uninstalling Using FLEXID_Dongle_Driver_Installer.exe


• Uninstalling Using FLEXIDInstaller.exe


Caution • If any of the dongle drivers were updated by Windows Update, remove them using only tools provided by the 
dongle manufacturer. See the dongle manufacturer’s Web site for details. 

Driver Installation Guide for FlexNet ID Dongles FNP-11170-RN00 Company Confidential 9







Chapter 2 Installing Dongle Drivers on Windows
Installing or Removing Current Dongle Drivers

Uninstalling Using FLEXID_Dongle_Driver_Installer.exe


Task To remove (uninstall) dongle drivers installed with the FLEXID_Dongle_Driver_Installer.exe


1. At a command prompt from the directory where the driver installer resides, run the following command:


FLEXID_Dongle_Driver_Installer.exe /remove


2. Select the dongle drivers to uninstall, and click Next.


Note • You have the option to use the command line to uninstall these drivers. You must do so in silent mode (for example, 
FLEXID_Dongle_Driver_Installer.exe /s /remove).


Uninstalling Using FLEXIDInstaller.exe
Use the following method to remove dongle drivers installed by FLEXIDInstaller.exe.


Task To remove dongle drivers installed by FLEXIDInstaller.exe


Access Add or Remove Programs (or the appropriate tool) from your Windows Control Panel, select the dongle drivers to 
remove, and click Uninstall.


Installing or Removing Current Dongle Drivers


Cautions
Do the following:


• Install the driver file before plugging the dongle in to your machine. Plugging in the dongle before installing the driver 
can cause an automatic search for driver files. The driver files found by an automatic search might not be compatible 
with FlexNet ID dongle.


• Use the methods described in this section to install the current versions of the dongle drivers. Do not allow Windows 
Update to install these drivers. Such an update can lead to unpredictable behavior of the dongles with FlexNet 
Licensing software.


• When using the command line (instead of the user interface) to install or remove a driver, you must use the silent 
mode.
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Obtaining the FLEXID Dongle-Driver Installer
The following table lists FLEXID9 installers and shared objects for Windows. Shared objects are included in the FlexNet 
Publisher Licensing Toolkit in the same folder as the installer.


Task To obtain the FLEXID dongle-driver installer


1. Locate the.zip file for the appropriate Windows dongle-driver installer within your FlexNet Publisher Licensing 
Toolkit; or download the installer from the FlexNet Publisher download site. (For example, publishers download from 
the Flexera Product and License Center: https://flexerasoftware.flexnetoperations.com. End users should contact 
Flexera for the appropriate download site.)


For a list of available dongle-driver installers, see Table 1-1, FlexNet ID Dongles: Tested Platforms, on page 6.


2. Decompress the file. 


Installing or Removing FLEXID9 Drivers
The following procedures install or remove FLEXID9 (SafeNet) 32-bit or 64-bit dongle drivers.


Important • FLEXID command-line options are case-sensitive.


Installing FLEXID9 Drivers
Use either procedure to install a 32-bit or a 64-bit FLEXID9 driver. One procedure invokes a user interface for the 
installation process; the other performs a silent installation via the command line. 


Task To install the driver using the supplied user interface


At a command prompt from the directory where the dongle-driver installer resides, enter the following:


Table 2-1 • FLEXID9 installers and shared objects


Platform Driver Version Installer Shared Object


Windows 
32-bit


7.9 FLEXID9_Windows_v7_90_i686.zip haspsrm_win32.dll


hasp_rt.exe (copy the hasp_rt.exe to the 
same folder as the application protected by 
FlexNet Publisher.)


Windows 
64-bit


7.9 FLEXID9_Windows_v7_90_x64.zip haspsrm_win64.dll


hasp_rt.exe (copy the hasp_rt.exe to the 
same folder as the application protected by 
FlexNet Publisher.)
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haspdinst.exe -i


After the installation, perform the steps described under To specify the location of the FLEXID9 dongle library.


Task To install the driver silently using the command line


At a command prompt from the directory where the dongle-driver installer resides, enter the following:


haspdinst.exe -i -nomsg


After the installation, perform the steps described under To specify the location of the FLEXID9 dongle library.


Task To specify the location of the FLEXID9 dongle library


Do one of the following:


• Define the FlexNet environment variable FLEXID_LIBRARY_PATH to point to the location of the dongle shared object, 
haspsrm_win32.dll or haspsrm_win64.dll (depending on your architecture).


• Manually copy the DLLs to the Windows installation System32 or SysWOW64 directory (depending on your 
architecture).


Important • The SafeNet external license manager (hasp_rt.exe) must be placed in the same folder as the FlexNet Publisher 
dongle-protected applications (including lmhostid, vendor daemon, lmtools, and lmadmin). If hasp_rt.exe does not exist in 
the same folder, an unexpected SafeNet error dialog (referring to the SafeNet 'hasp_cleanup' API) may appear when the 
FLEXID9 SafeNet runtime driver is not installed on the machine, but the dynamic library (haspsrm_*.dll) is copied to the 
System32/SysWow64 folder.


Removing FLEXID9 Drivers
Use either procedure to remove a 32-bit or a 64-bit FLEXID9 driver. One procedure invokes a user interface for the removal 
process; the other performs a silent removal via the command line.


Task To remove the driver using the supplied user-interface


At a command prompt from the directory where the dongle-driver installer resides, enter the following:


haspdinst.exe -r


Task To remove the driver silently using the command line


At a command prompt from the directory where the dongle-driver installer resides, enter the following:


haspdinst.exe -r -nomsg
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Viewing Other Options
Use the following command to view additional options for the FLEXID9 driver installation or removal.


Task To view other options for FLEXID9 driver installation or removal


At a command prompt from the directory where the driver installer resides, enter the following:


haspdinst.exe -?


Installing or Removing FLEXID10 Drivers
The following table lists FLEXID10 installers and shared objects for Windows. Shared objects are included in the installer 
zip.


The following procedures install or remove FLEXID10 (Wibu) 32-bit or 64-bit dongle drivers.


Important • FLEXID command-line options are case-sensitive.


Installing FLEXID10 Drivers
Separate commands are used to install the 32-bit and the 64-bit versions of the FLEXID10 driver. You can invoke a user 
interface for the installation process or perform a silent installation via the command line.


Task To install the driver using the supplied user interface


1. Update the parameters in setup.ini: 


ForceOverrite=0


Gui=1


ErrorMessages=1


2. At a command prompt from the directory where the dongle-driver installer resides, enter the appropriate command.


• For a 32-bit driver:


SETUP32.exe


• For a 64-bit driver:


SETUP64.exe


Table 2-2 • FLEXID10 installers and shared objects


Platform Driver Version Installer Shared Object


Windows 32-bit 6.5 FLEXID10_Windows_v6_50_i686.zip WkWin32.dll


Windows 64-bit 6.5 FLEXID10_Windows_v6_50_x64.zip WkWin64.dll
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3. Double click the SETUP32.exe or SETUP64.exe.


4. Click Next to start the copy and setup process. Click Next through the wizard, and then click Finish. 


5. Reboot the machine.


Note • Failure to reboot once you install the driver can cause problems with the driver working properly.


After the installation, perform the steps described under To specify the location of the FLEXID10 dongle library.


Task To install the driver silently using the command line


1. Update the parameters in setup.ini file:


ForceOverrite=1


Gui=0


ErrorMessages=0


2. At a command prompt from the directory where the dongle-driver installer resides, enter the appropriate command.


• For a 32-bit driver:


SETUP32.exe


• For a 64-bit driver:


SETUP64.exe


3. Reboot the machine.


Note • Failure to reboot once you install the driver can cause problems with the driver working properly.


After the installation, perform the steps described under To specify the location of the FLEXID10 dongle library.


Task To specify the location of the FLEXID10 dongle library


Do one of the following:


• Define the FlexNet environment variable FLEXID_LIBRARY_PATH to point to the location of the dongle shared object, 
WkWin32.dll or WkWin64.dll (depending on your architecture).


• Manually copy the DLLs to the Windows installation System32 or SysWOW64 directory (depending on your 
architecture).


Removing FLEXID10 Drivers
Separate commands are used to remove the 32-bit and the 64-bit versions of the FLEXID10 driver. You can invoke a user 
interface for the removal process or perform a silent removal via the command line.
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Task To remove the driver using the supplied user-interface


Access Add or Remove Programs (or the appropriate tool) from your Windows Control Panel, select WibuKey and click 
Uninstall.


Reboot the machine.


Task To remove the driver silently using the command line


1. Unplug the FLEXID10 dongle from the machine.


2. Update the following parameters in setup.ini file:


ForceOverrite=1


Gui=0


ErrorMessages=0


3. At a command prompt from the directory where the dongle-driver installer resides, enter the appropriate command.


• For a 32-bit driver:


SETUP32.exe /R 


• For a 64-bit driver:


SETUP64.exe /R 


4. Reboot the machine.


Disabling Network Monitor and Network Server


Task To disable Network Monitor and Network Server in the setup installer


Comment out the following lines in setup.ini:


; core tool files


;wksvw32.exe=1,wksvw32.ex_


;wksvmon.exe=1,wksvmon.ex_
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Installing Dongle Drivers on Mac

This chapter describes how to use the FlexNet dongle driver installers for OS X. 


Installing or Removing FLEXID9 Drivers
Use the following procedures to install or remove the driver for the FLEXID9 (SafeNet) dongle.


Important • FLEXID command-line options are case-sensitive.


Installing FLEXID9 Drivers
Use either procedure to install a FLEXID9 driver. One procedure invokes a user interface for the installation process; the 
other performs a silent installation via the command line. 


Note • Best practice is to install the driver using the user-interface method.


Task To install the driver using the supplied user interface


1. Locate the installer file FLEXID9_OSX_V7_90.dmg within your FlexNet Publisher Licensing Toolkit; or download the 
installer from a designated FlexNet Publisher download site. (For example, publishers download from the Flexera 
Product and License Center: https://flexerasoftware.flexnetoperations.com. End users should contact Flexera for the 
appropriate download site.)


2. Double-click the file, and follow the on-screen instructions in the installer to complete the installation.


After the installation, perform the steps described under To specify the location of the FLEXID9 dongle library.
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Note • If the end user is using x64_mac10 kits, the universal_mac10 can be used from the dongle.zip.


Task To install the driver silently using the command line


Run the following commands in the order shown:


hdiutil attach FLEXID9_OSX_V7_90.dmg


cd /Volumes/Sentinel Runtime/.Packages


sudo installer -pkg "/Volumes/ Sentinel Runtime/.Packages/Sentinel Runtime.pkg" -target "/"


Note • This procedure is for reference only; it might not work properly on some machines.


After the installation, perform the steps described under To specify the location of the FLEXID9 dongle library.


Task To specify the location of the FLEXID9 dongle library


Do one of the following:


• Define the FlexNet environment variable FLEXID_LIBRARY_PATH to point to the location of the dongle shared object, 
hasp_darwin.dylib.


• Define the system environment variable DYLD_LIBRARY_PATH to point to the location of the dongle shared object, 
lhasp_darwin.dylib.


Removing FLEXID9 Drivers
Use either procedure to remove the FLEXID9 driver. One procedure invokes a user interface for the removal process; the 
other performs a silent removal via the command line.


Note • Best practice is to remove the driver using the user-interface method.


Task To remove the driver using the supplied user interface


1. Double-click the installer file FLEXID9_OSX_V7_90.dmg. Copy the files from the FLEXID9_OSX_V7_90.dmg to the 
desktop.


2. Run this command:


sudo ./dunst


3. Manually delete the directories etc/hasplm and var/hasplm.


4. Reboot the machine.


5. Try installing the latest drivers using this command:
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sudo ./dinst


Task To remove the driver silently using the command line


1. Enter the following command to list all files installed for the dongle driver:


lsbom –fls /Volumes/Sentinel Runtime/.Packages/Sentinel Runtime.pkg/Contents/Archive.bom


2. Perform one of the following:


• Manually delete each of the files that are listed after performing step 1.


• Run this command:


lsbom –fls /Volumes/Sentinel Runtime/.Packages/Sentinel Runtime.pkg/Contents/Archive.bom | (cd /


; sudo xargs rm)


Note • This command is for reference only. It might not work properly on some machines.


Installing or Removing FLEXID10 Drivers
Use the following procedures to install or remove the driver for the FLEXID10 (WibuKey) dongle.


Important • FLEXID command-line options are case-sensitive.


Installing FLEXID10 Drivers
Use either procedure to install a FLEXID10 driver. One procedure invokes a user interface for the installation process; the 
other performs a silent installation via the command line. 


Note • Best practice is to install the driver using the user-interface method.


Task To install the driver using the supplied user interface


1. Locate the installer file FLEXID10_OSX_6.50.500.dmg within your FlexNet Publisher Licensing Toolkit; or download the 
installer from a designated FlexNet Publisher download site. (For example, publishers download from the Flexera 
Product and License Center: https://flexerasoftware.flexnetoperations.com. End users should contact Flexera for the 
appropriate download site.)


2. Double-click the file, and follow the on-screen instructions in the installer to complete the installation.


After the installation, perform the steps described under To specify the location of the FLEXID10 dongle library.
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Task To install the driver silently using the command line


Run the following commands in the order shown:


hdiutil attach FLEXID10_OSX_6.50.500.dmg


cd /Volumes/WibuKey


sudo installer -pkg WkInstall.mpkg -target "/"


Note • This procedure is for reference only; it might not work properly on some machines.


After the installation, perform the steps described under To specify the location of the FLEXID10 dongle library.


Task To specify the location of the FLEXID10 dongle library


Do one of the following:


• Define the FlexNet environment variable FLEXID_LIBRARY_PATH to point to the location of the dongle shared object, 
libwkextmac.dylib.


• Define the system environment variable DYLD_LIBRARY_PATH to point to the location of the dongle shared object, 
libwkextmac.dylib.


Removing FLEXID10 Drivers
Use either procedure to remove a FLEXID10 driver. One procedure invokes a user interface for the removal process; the 
other performs a silent removal via the command line.


Note • Best practice is to remove the driver using the user-interface method.


Task To remove the driver using the supplied user interface


Double-click the installer file FLEXID10_OSX_6.50.500.dmg.


Task To remove the driver silently using the command line


1. Enter the following commands to list all files installed for the dongle driver:


lsbom –fls /Volumes/ WibuKey/packages/AxProtector.pkg/Contents/Archive.bom


lsbom –fls /Volumes/ WibuKey/packages/WkCFM9.pkg/Contents/Archive.bom


lsbom –fls /Volumes/ WibuKey/packages/WkDriver.pkg/Contents/Archive.bom


lsbom –fls /Volumes/ WibuKey/packages/WkServer.pkg/Contents/Archive.bom


2. Perform one of the following:


• Manually delete each of the files that are listed after performing step 1.
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• Run these commands in the order shown:


lsbom –fls /Volumes/ WibuKey/packages/AxProtector.pkg/Contents/Archive.bom | (cd /; sudo xargs 


rm)


lsbom –fls /Volumes/ WibuKey/packages/WkCFM9.pkg/Contents/Archive.bom | (cd /; sudo xargs rm)


lsbom –fls /Volumes/ WibuKey/packages/WkDriver.pkg/Contents/Archive.bom | (cd /; sudo xargs rm)


lsbom –fls /Volumes/ WibuKey/packages/WkServer.pkg/Contents/Archive.bom | (cd /; sudo xargs rm)


Note • This set of commands is for reference only. The commands might not work properly on some machines.
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Installing Dongle Drivers on Linux

This chapter describes how to use the FlexNet dongle-driver rpm files for Linux. 


Installing or Removing FLEXID9 Drivers
The following procedures describe how to install or remove FLEXID9 (SafeNet) 32-bit or 64-bit dongle drivers. Before 
beginning the installation process, however, you must do the following:


• Ensure that you are logged on with superuser (root) privileges.


• Remove any older versions of the dongle driver. For details, see the next section.


Important • FLEXID command-line options are case sensitive.


Removing Older Dongle-Driver Versions
Before installing the latest version of a FlexNet ID dongle driver, remove any dongle driver that was available with a pre-
11.11.1 version of FlexNet Publisher.


Task To remove an older version of the FLEXID9 dongle driver you are installing


At a command prompt from the directory where the dongle-driver rpm file resides, enter the appropriate command:


• For a RHEL driver:


rpm –e aksusbd-redhat


• For a SLES driver:


rpm –e aksusbd-suse
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FLEXID9 Installers and Shared Objects
The following table lists FLEXID9 installers and shared objects for Linux. Shared objects are included in the FlexNet 
Publisher Licensing Toolkit in the same folder as the installation archive file.


Installing FLEXID9 Drivers
Use the following procedure to install the latest driver for a FLEXID9 dongle on Linux. The same command is used to install 
the driver on RHEL or SLES (32-bit or 64-bit). 


Task To install the FLEXID9 driver


1. Locate the installation archive file aksusbd-redhat-suse-7.90.tar.gz within your FlexNet Publisher Licensing 
Toolkit; or download the installation archive file from a designated FlexNet Publisher download site. (For example, 
publishers download from the Flexera Product and License Center: https://flexerasoftware.flexnetoperations.com. 
End users should contact Flexera for the appropriate download site.)


2. Extract aksusbd-redhat-suse-7.90.tar.gz.


3. At a command prompt from the directory where the dongle-driver rpm file resides, enter the following:


• For a 32-bit driver:


rpm –i aksusbd-7.90-1.i386.rpm


• For a 64-bit driver:


rpm -i aksusbd-7.90-1.x86_64.rpm


(You require root privileges.)


4. Do one of the following:


• Define the FlexNet environment variable FLEXID_LIBRARY_PATH to point to the location of the dongle shared 
object, libhasp_linux_i686.so or libhasp_linux_x86_64.so (depending on your architecture).


• Define the system environment variable LD_LIBRARY_PATH to point to the location of the dongle shared object, 
libhasp_linux_i686.so or libhasp_linux_x86_64.so (depending on your architecture).


Removing FLEXID9 Drivers
Use the following procedure to remove the driver for a FLEXID9 (SafeNet) dongle on Linux.


Table 4-1 • FLEXID9 installers and shared objects


Platform Driver Version Installer Shared Object


Linux 32-bit 7.9 aksusbd-redhat-suse-7.90.tar.gz libhasp_linux_i686.so


Linux 64-bit 7.9 aksusbd-redhat-suse-7.90.tar.gz libhasp_linux_x86_64.so
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Task To remove the FLEXID9 driver


Execute the following command:


rpm –ev aksusbd


(You require root privileges.)


Installing or Removing FLEXID10 Drivers
The following procedures describe how to install or remove FLEXID10 (Wibu) 32-bit or 64-bit dongle drivers.


Important • FLEXID command-line options are case sensitive.


FLEXID10 Installers and Shared Objects
The following table lists FLEXID10 installers and shared objects for Linux. Shared objects are included in the FlexNet 
Publisher Licensing Toolkit in the same folder as the installation archive file.


Installing FLEXID10 Drivers
Use the following procedure to install the driver for a FLEXID10 (Wibu) dongle on Linux. 


Task To install the FLEXID10 driver


1. Locate the appropriate rpm file within your FlexNet Publisher Licensing Toolkit; or download the installer from a 
designated FlexNet Publisher download site. (For example, publishers download from the Flexera Product and 
License Center: https://flexerasoftware.flexnetoperations.com. End users should contact Flexera for the appropriate 
download site.)


• For a 32-bit driver:


WkRt-Lin-6.50.3310-500.i386.rpm


• For a 64-bit driver:


WkRt-Lin-6.50.3310-500.x86_64.rpm


Table 4-2 • FLEXID9 installers and shared objects


Platform Driver Version Installer Shared Object


Linux 32-bit 6.5 WkRt-Lin-6.50.3310-500.i386.rpm libwklin.so.6


Linux 64-bit 6.5 WkRt-Lin-6.50.3310-500.x86_64.rpm libwklin64.so.6
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2. At a command prompt from the directory where the dongle-driver rpm file resides, enter the appropriate command 
(you probably require root privileges):


• For the 32-bit driver:


rpm –i WkRt-Lin-6.50.3310-500.i386.rpm


• For the 64-bit driver:


rpm –i WkRt-Lin-6.50.3310-500.x86_64.rpm


Removing FLEXID10 Drivers
Use the following procedure to remove the driver for a FLEXID10 (Wibu) dongle on Linux.


Task To remove the FLEXID10 driver


At a command prompt from the directory where the dongle-driver rpm file resides, enter the following command:


rpm –ev WkRt-Lin


(You require root privileges.)
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Testing the Dongle Driver Installation

The following sections describe how to test that the dongle driver has been installed correctly:


1. Obtaining the Dongle Identity (FLEXID)—Uses the simplest method involving the dongle and lmutil, lmadmin, 
lmhostid, or LMTOOLS.


2. Issuing a License That Uses a FlexNet ID Dongle—Requires installation of a licensed product.


Obtaining the Dongle Identity (FLEXID)
To perform this test you require:


• A dongle


• lmutil utility, lmhostid, lmadmin, or a copy of LMTOOLS (only available on Windows)


This test attempts to obtain the dongle identity from the dongle. The dongle driver is used to access the dongle and 
request its identity and thus this tests that the dongle driver has been correctly installed.


Task To obtain the dongle FLEXID


1. On Windows systems, if you have just installed the dongle driver, ensure that you restart your system to complete the 
installation of the driver software. (Mac and Linux systems do not require a restart.)


2. Connect the dongle to your machine.


3. Install the lmutil utility, lmadmin, lmhostid, or LMTOOLS.


4. Follow the steps indicated by the utility you are using: 


• If using lmadmin:


a. Run lmadmin.


b. In a web browser, open the lmadmin user interface. (Default location is http://localhost:8090.)


c. Log in by entering your username and password. (Default username/password is admin/admin.)
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Chapter 5 Testing the Dongle Driver Installation
Issuing a License That Uses a FlexNet ID Dongle

d. Click Administration.


e. Click System Information.


f. Verify that a valid FLEXID is displayed (for example 9-6b3366b2).


• If using lmhostid:


a. Issue the following command from a command prompt:


lmhostid -flexid or lmhostid -flexid -long


Note • The command lmhostid -flexid is to fetch the dongle id and lmhostid -flexid -long command is used 
to get the error or log information along with the dongle id.


b. Verify that a valid FLEXID is returned. Example output might be the following:


lmhostid - Copyright <c> 1989-2013 Flexera Software LLC. All Rights Reserved.


The FlexNet host ID of this machine is “FLEXID=9-6b3366b2”


• If using LMTOOLS (only available on Windows):


a. Double-click LMTOOLS.exe.


b. Click System Settings.


c. Verify that a valid FLEXID is displayed (for example 9-6b3366b2).


Note • LMTOOLS does not display the Wibu dongle FLEXID.


Issuing a License That Uses a FlexNet ID Dongle
These instructions describe how to use the example FlexEnabled application (lmflex) and other example files provided in 
the Licensing toolkit to issue a license that uses a FlexNet ID Dongle. Instructions are provided to test the use of the dongle:


• Issuing a License on an End-User Machine


• Issuing a License on a License Server


Building the Licensing Toolkit With Dongle Support
The following instructions assume that your Licensing toolkit is built with dongle support. For example, the toolkit build 
command for license-file-based licensing on a Windows machine would look something like this:


nmake -f makefile DONGLE=1


See the Development Environment Guide for more information about toolkit build commands and options. 


Issuing a License on an End-User Machine
These instructions describe how to create a license that uses a FLEXID and use the example FlexEnabled application 
lmflex to check out the license.
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Chapter 5 Testing the Dongle Driver Installation
Issuing a License That Uses a FlexNet ID Dongle

Task To issue and use a license that uses a FlexNet ID dongle on an end-user machine


1. Obtain the dongle identity as described in Obtaining the Dongle Identity (FLEXID).


2. Create a license file that contains a license that uses the FLEXID:


• Within your FlexNet Publisher Licensing Toolkit installation directory, open the example license file 
<platform_dir>\uncounted.lic with an editor.


• Change the feature from f2 to f4.


• Change HOSTID=ANY to the dongle identity obtained in step 1, for example:


HOSTID=FLEXID=9-6b3366b2


• Save the file as uncounted_FLEXID.lic.


• Sign the license file using lmcrypt. Type the following at a command prompt:


lmcrypt uncounted_FLEXID.lic


3. Check out the license:


• Run lmflex.


• Type f4 and press Enter.


• lmflex reports that the license has been checked out.


Issuing a License on a License Server
These instructions describe how to create a license for a license server that uses a FLEXID. The license is for use by the 
example vendor daemon, demo. The example FlexEnabled application lmflex is used to check out the license.


Note • The following procedure uses Windows-based command syntax. For UNIX platforms, apply the appropriate syntax. 


Task To issue and use a license that uses a FlexNet ID dongle on a license server


1. Obtain the dongle identity as described in Obtaining the Dongle Identity (FLEXID).


2. Create a license file that contains a license that uses the FLEXID:


a. Within your FlexNet Publisher Licensing Toolkit installation directory, open the example license file 
<platform_dir>\counted.lic in a text editor.


b. Add the Server line with HOSTID set to the FLEXID, as in the example:


Server this_host FLEXID=9-6b3366b2


c. Save the file as counted_FLEXID.lic.


d. Sign the license file using lmcrypt. Type the following at a command prompt:


lmcrypt counted_FLEXID.lic
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3. Move the license file to <platform_dir>\lmadmin\demo.


4. For purposes of this test, copy the vendor daemon demo.exe and its associated library demo_libFNP.dll from the 
<platform_dir> directory to the <platform_dir>\lmadmin\demo directory.


Note • On UNIX platforms, copy the vendor daemon demo and its associated library demo_libFNP.so from the 
<platform_dir> directory to the <platform_dir>/lmadmin/demo directory. On AIX, copy demo and 
demo_server_libFNP_notr.so.


5. Start the license server:


a. Import the license file by entering the following at a command prompt from <platform_dir>\lmadmin:


lmadmin -import demo\counted_FLEXID.lic -force


b. Start the license server:


lmadmin -adminOnly no -allowRemoteStopServer yes


6. Return to the <platform_dir>, and run lmflex.


7. Type f1 and press Enter.


lmflex reports that the license has been checked out.
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FlexNet ID Dongle FAQ and


Troubleshooting

FAQ
FlexNet ID dongle device drivers are included with the FlexNet Licensing SDKs, which authorized customers may download 
from the Product and License Center at the following location:


https://flexerasoftware.flexnetoperations.com


End users of FlexEnabled products that support FlexNet ID dongles must contact their software vendor directly to 
download compatible dongle driver version. However, publishers can obtain the latest supported driver versions at the 
following location:


Home > Flexera Product and License Center > FlexNet Publisher > FlexNet Publisher Licenses & Tools (11.16.6): Files


1. Will my 11.11.1 FlexNet Publisher application run seamlessly side-by-side with my FlexNet Publisher 11.12.1 
application while using the same Sentinel HL Pro dongle? 


It works seamlessly. If you face any problem, please refer to troubleshooting scenarios listed below in the 
chapter. If you do experience an issue, and the driver version between the FlexNet Publisher versions is different, 
try using the older driver.


2. Why has Flexera moved to the SRM API? 


HASP SRM is used to support multiple dongles on Win64, and is the dongle provider's recommended API going 
forward.


3. Why is Flexera now installing a .dll or .so to support FLEXID9?


We have used dynamic linking of dongle API libraries as the dongle provider's recommended method of HASP 
SRM implementation. This needs .dll or .so installation to the system path.


4. Why is only one ‘HASP4’ FLEXID 9 dongle supported? What do I get in exchange for this limitation?


FlexNet Publisher Dongle Drivers 142 MB dongle--11.16.6.0_v6.zip
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Chapter 6 FlexNet ID Dongle FAQ and Troubleshooting
FLEXID9 Troubleshooting

Hasp SRM has limited support to HASP4 keys and they are soon to be End-Of-Life. Before the SRM API was 
adopted in FlexNet Publisher 11.12, only one FLEXID9 dongle was supported in Win64. In 11.12, multiple 'Sentinel 
HL Pro' FLEXID9 dongles are now supported on Win64. On Win32, multiple 'Sentinel HL Pro' dongles are still 
supported, but now only one of the older HASP4 dongles is supported. So, by removing support for multiple older 
'HASP4' dongles on Win32, Flexera has been able to introduce support for multiple newer 'Sentinel HL Pro' 
dongles on Win64. To reiterate: Multiple 'Sentinel HL Pro' dongles are supported on both Win32 and Win64 in 
FlexNet Publisher 11.12. For more information see Appendix 6, Listed are the possible troubleshooting scenarios:.


5. Do I need to upgrade any of my dongles?


The older 'HASP4' revision of the FLEXID9 dongle is shortly to be end-of-life, and may not be supported in 
upcoming versions of FlexNet Publisher. Flexera recommends replacing these older dongles with the newer 
'Sentinel HL Pro' revision.


FLEXID9 Troubleshooting
This troubleshooting information provides guidance to the software publishers and their end users to troubleshoot the 
FLEXID9 dongle-related issues that might arise during upgrade of FlexNet Publisher Version 11.12 release on Windows 
platforms.


FlexNet Publisher 11.12 has changed the FLEXID9 dongle implementation of HASP4 and Sentinel HL Pro to HASP SRM with 
the primary focus on supporting multiple dongle keys and preparing for the next generation of HASP dongles.


The two types of FLEXID9 dongles which Flexera sells are: 


HASP4 


Figure 6-1: Hasp4 


HASP4 - HASP4 keys are longer ones – 2 inches (thin).


HASPHL


Figure 6-2: HASPHL
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• HASPHL--Sentinel HL Pro keys are of three variants. 


• Short ones (< 2 inches) 


• Medium ones


• Fat and longer ones (> 2 inches)


Multiple FLEXID9 dongles will be supported on all platforms from FlexNet Publisher 11.12.1 onwards. Multiple FLEXID9 
dongles include multiple Sentinel HL Pro keys and a single HASP4 key.


Task Dongle driver installation steps:


1. Set up the run-time environment.


2. Run the command-line installer, haspdinst.exe, that is available in the toolkit (FLEXID9_Windows_vx_xx_xxx.zip).


3. A README document provided in the toolkit describes possible limitations and the required troubleshooting actions.


4. The user space dongle dynamic libraries, haspsrm_win32.dll and haspsrm_win64.dll for 32-bit and 64-bit platforms 
respectively, are not installed when the run-time command-line installer for Sentinel hasp (haspdinst.exe) is run. 
This is because these libraries are specific to Flexera and therefore not included as part of the installer. These libraries 
are present in the toolkit <platform_dir> folder and publishers should include them in their own installers when 
supporting FLEXID9 hostids on Windows. The relevant DLLs should be copied to the folder:


• On a 64-bit system, publishers using the x64_n6 kit should install haspsrm_win64.dll to %windir%/System32.


• On a 64-bit system, publishers using the i86_n3 kit should install haspsrm_win32.dll to %windir%/SysWOW64. 


Important • The SafeNet external license manager (hasp_rt.exe) must be placed in the same folder as the FlexNet 
Publisher dongle-protected applications (including lmhostid, vendor daemon, lmtools, and lmadmin). If 
hasp_rt.exe does not exist in the same folder, an unexpected SafeNet error dialog, referring to the SafeNet 
'hasp_cleanup' API, may appear when the FLEXID9 SafeNet runtime driver was not installed on the machine but the 
dynamic library (haspsrm_*.dll) was copied to the System32/SysWow64 folder.


• On a 32-bit system, publishers using the i86_n3 kit should install haspsrm_win32.dll to %windir%/System32


• On a 64-bit Linux system, publishers using the x64_lsb kit should install libhasp_linux_x86_64.so to 
/usr/lib64.


• On a 32-bit Linux system, publishers using the i86_lsb kit should install libhasp_linux_i686.so to 
/usr/lib.
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• On a Max OS X system, publishers using the universal_mac kit should install hasp_darwin.dylib to 
/usr/local/lib.


Listed are the possible troubleshooting scenarios:


• A FLEXID9 key is no longer detected after an upgrade from earlier FlexNet Publisher version to 11.12.


Check for the type of the key.


a. If the key type is HASP4, unplug all the keys. Plug in this HASP4 key, preferably on the first slot of the primary USB 
slots. lmhostid utility should list an entry(ID) for this HASP4 key now. Continue plugging in the rest of the Sentinel 
HL Pro keys. If the HASP4 key is still not detected, the key could be damaged. Consider replacing the dongle.


b. If the key type is Sentinel HL Pro, the problem could be due to the firmware version of the key. If the firmware 
version is lower than 3.20, the key will not be detected. Upgrade the firmware of your dongle using a utility by 
SafeNet. The Firmware Upgrade utility can be downloaded from this link below and the utility can be used to 
determine the firmware version of the key: 
http://sentinelcustomer.safenet- inc.com/sentineldownloads/
?s=&c=all&p=all&o=all&t=Firmware+Updates&l=all


c. Checkout performance degradation may occur when multiple FLEXID9 keys were present on the machine. When 
the dongle API is executed, it communicates to each dongle and perform a security check on each of them. If 
more than one dongle is discovered, it takes longer to communicate to each dongle, which results in a delay. It is 
recommended to limit the number of dongles to a reasonable count on the machine.


• Only one FLEXID9 dongle is reported by FlexNet Publisher


In order to support multiple FLEXID9 dongles, Sentinel LDK License Manager must be running on the machine. 
Examine the running processes on the machine and look for hasplms (Windows) or hasplmd (Linux and Mac). On 
Windows, all running processes can be found in the Windows Task Manager. On Linux and Mac, the running processes 
can be obtained by using the “ps –ef” command from the command shell. Ensure the latest version of the FLEXID9 
dongle runtime driver is installed on the machine. If there is no multiple dongle support after installing the driver, try 
to reboot the machine.


• Multiple keys were present and some are no longer detected.


Unplug all the FLEXID9 keys. Plugin a single key and see if the lmhostid utility lists an entry for the key. This enables 
you to determine which key is not detected. Then, follow the step (1) above, to rectify the problem.
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Evaluating the FlexNet Publisher Sample C# 
Toolkit


The increasing popularity of the Microsoft .NET platform is providing an impetus for many software publishers 
to release products based on that platform. The C# programming language provides functionality similar to 
Java, but is targeted for the .NET platform. To address the growing needs of this space, the FlexNet Publisher 
2020 R2 (11.17.0) FlexNet Publisher Licensing Toolkit now makes available a sample implementation of the 
Licensing APIs in C#. This Application Note describes the details of this sample C# toolkit. 


Summary Functionality
Using the C# toolkit's sample implementation as a guide, you will be able to develop applications that 
incorporate the following licensing functionality of the FlexNet Publisher 2020 R2 (11.17.0) FlexNet Publisher 
Licensing Toolkit:


• A trusted storage-based application activation utility for managing and automating the license lifecycle 
activities, such as the activation of a license, return of a license to its source, repairing of the trusted 
storage, trial licensing and querying the contents of a trusted storage.


• A trusted storage-based FlexEnabled application that can enforce a variety of license models.


Since the C# source code is made available as part of this toolkit, you can extend the functionality to customize 
the wrappers to suit your needs.


Limitations
Note that the following functionality is not supported with the C# toolkit:


• License file-based licensing model (either served or nodelocked)


• A trusted storage-based server activation utility


• Any of the license server components (e.g. the vendor daemon)


• Activation using composite transactions functionality


• Short code transactions


• Use of multiple job handles


Packaging
The FlexNet Publisher C# Toolkit is delivered as a self-contained zip file that can be downloaded from the same 
location as the other FlexNet Publisher toolkits.


Prerequisites
To be able to use the C# toolkit APIs, you must download and build the FlexNet Publisher 2020 R2 (11.17.0) 
FlexNet Publisher Licensing Toolkit for x86 or x64 Windows (i86_n3 or x64_n6).
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Supported Platforms
The C# toolkit has been tested with the .NET Framework 4.7 runtime environment.


Refer to the FlexNet Publisher Release Notes for versions of currently supported Windows operating systems.


Both 32-bit and 64-bit versions of the above operating systems are supported, with the 64-bit OS running the 
32-bit application.


Additionally, this toolkit supports FlexEnabled applications running on virtual machine instances set up in 
Microsoft Hyper-V, VMware, or Citrix XenServer environments. See the current FlexNet Publisher Release Notes 
for details about the virtualization-platform versions supported in this release.


Supported Compiler
The sample implementation has most recently been tested with Microsoft Visual Studio 2017 (15.7).


Architecture
The C# toolkit provides a C#-based wrapper interface around the native ("unmanaged") code interface of 
FlexNet Publisher Activation APIs and the Flexible APIs. You will then integrate the C# Wrapper APIs into your 
C#-based ("managed") application. The high-level architecture of the C# wrapper interface is shown in the 
following diagram:
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Support Statement
Flexera provides technical support for all the components included in the C# toolkit. Technical support for any 
extensions performed to the source code provided in the toolkit is subject to that issue being reproduced in the 
standard components of the toolkit.


Preparing to Use the C# Toolkit
Before you can use the C# toolkit APIs, you must perform the following steps:


1. Download and install the FlexNet Publisher C# Toolkit.


2. Download, install, and build the native code FlexNet Publisher 2020 R2 (11.17.0) FlexNet Publisher 
Licensing Toolkit for x86 Windows (i86_n3), referred to as the native toolkit.


3. Build the lmagract.dll from the native toolkit using the sample makefile from the C# toolkit.


4. (Optional) Build the demo C# application that provides an example usage of the C# toolkit API calls.


These steps are explained in detail below.


Download and Install the C# Toolkit
The C# toolkit is packaged as a zip file and is downloadable from the same area of the Flexera's web site from 
which you download the native toolkit. The downloaded file follows the naming convention 
fnpcsharpwrapper-i86_n3-<version>.zip. The <version> field contains the version number of the FlexNet 
Publisher toolkit, such as 11.16.1. 


After you download the C# toolkit, unzip the contents into a folder. The folder where you extract the C# toolkit 
will be referred to as C#_INSTALL_DIR. A brief explanation of the folder contents is as below:


• C#_INSTALL_DIR\FlexNetActivation: This folder contains the following main components:


• Under the C#_INSTALL_DIR\FlexNetActivation\FlexNet folder, the source code for the sample C# 
wrapper APIs.


• The Visual Studio project file and solution.


• Under the C#_INSTALL_DIR\FlexNetActivation\demoApp folder, the source code for the demo C# 
application.


• Under the C#_INSTALL_DIR\FlexNetActivation\Properties folder, the assembly and resource 
information for the C# project.


• C#_INSTALL_DIR\lmgract: This folder contains files necessary to build the lmgract.dll. Locate the 
following files in the C#_INSTALL_DIR\lmgract folder:


• lmgract.c: A C program wrapper around the Flexible APIs that provides an easy-to-use encapsulation 
for the C# wrappers.


• lmgract.def: The module definition file required by Visual Studio compiler to create a DLL.


• lmgract.xml: Configuration file to be used by the preptool. The preptool utility is included as part of 
the native toolkit and is used to create a publisher- and product-specific activation library component 
for the applications that use it.
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• makefile.csharp: An example makefile that can be run from the command-line on the native toolkit 
to generate the lmgract.dll file.


Download, Install, and Build the Native Toolkit
Download and install the FlexNet Publisher 2020 R2 (11.17.0) FlexNet Publisher Licensing Toolkit for the 
Microsoft Windows 32-bit (x86) platform. Follow the instructions from the documentation of the native toolkit 
to generate the file lm_new.obj. The folder where you extract the contents of the native toolkit will be referred 
to as FNP_INSTALL_DIR.


Build lmgract.dll
Before you proceed, make sure you have successfully built the lm_new.obj from the native toolkit. Follow these 
instructions to build lmgract.dll from the native toolkit. These instructions are to be executed from a Visual 
Studio command prompt.


Task To build lmgract.dll from the native toolkit


1. Change directory to the FNP_INSTALL_DIR\i86_n3 folder.


2. Copy the file makefile.csharp from C#_INSTALL_DIR\lmgract to FNP_INSTALL_DIR\i86_n3.


3. Edit the makefile.csharp file to specify the location of the C#_INSTALL_DIR by modifying the makefile 
variable CSHARPDIR.


4. Issue the following command to build lmgract.dll: 


nmake -f makefile.csharp csharp-all


5. The above command will not only build lmgract.dll, but will also copy the DLLs that you may need to 
redistribute with your application to your customers. The copied files will be located at the directory 
C#_INSTALL_DIR\FlexNetActivation\demoApp\bin\Release.


6. (Optional) To build a debug version of the lmgract.dll, you can modify the nmake command as below:


nmake -f makefile.csharp csharp-all DEBUG=1


The above command will build and copy the DLLs to 
C#_INSTALL_DIR\FlexNetActivation\demoApp\bin\Debug.


Note • Note: By default, the TRL-only libraries are linked with the FlexNet Publisher toolkits. To use the non-TRL- 
based libraries, modify the toolkit makefile with lmgr.lib while building the kit. 


(Optional) Build the Demo C# Application
A sample C# application is included in the C# toolkit that demonstrates the application and usage of the C# 
Wrapper APIs. 
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Task To build the demo C# application


1. Launch Visual Studio.


2. Open the solution FlexNetActivation, located under the folder C#_INSTALL_DIR\FlexNetActivation.


3. Build the solution FlexNetActivation (default is the Debug configuration). It generates the executable 
FlexNetActivation.exe in the folder C#_INSTALL_DIR\FlexNetActivation\demoApp\bin\Debug. 


Refer to Appendix A: The Demo C# Application on page 12 for instructions on how to run the demo C# 
application.


Understanding the C# Wrapper Classes
The C# toolkit encapsulates a subset of the Activation APIs as well as the Flexible APIs. It also includes a utility 
class that encapsulates the installation and uninstallation of the FlexNet Licensing Service and another class 
that provides a higher level of abstraction for an application activation utility.


Refer to Appendix B: Comparison of C# Toolkit APIs with Native Code Toolkit APIs on page 14 for more details.


Activation API Classes
The trusted storage activation APIs are broadly divided into two categories: 


• The Application Activation functions are used by an application activation utility to manage license rights 
for a FlexEnabled application. Note that the methods from the C# toolkit cannot be used to create a server 
activation utility. The functions in this category are used to initiate activation transactions of the following 
types:


• Activation


• Return


• Repair


• The Common Library functions include activation APIs used when accessing trusted storage. They also 
include functions required to implement local activations (such as ASRs). The basic record in trusted 
storage is a fulfillment record. A fulfillment record contains details of license rights. The Common Library 
functions include APIs for creating and manipulating a structure that contains a single fulfillment record. 
This structure is a product license specification. One or more product license specifications (fulfillment 
records) are held in a license specification. License specifications are used to read and write fulfillment 
records to and from trusted storage.


The C# toolkit further organizes the above two categories of the FlexNet Publisher APIs into distinct classes for 
ease of use as described below:


C# Class Name Description


FlexObjects This is an abstract base class that encapsulates various FlexNet 
handles returned from FlexNet Publisher APIs.
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ApplicationActivation This is a wrapper class that encapsulates a subset of the Application 
Activation category of functions that have the prefix 
flxActAppActivation. For example, this class includes methods that 
wrap the activation APIs such as flxActShortCodeCreate() or 
flxActShortCodeCreateFromBuffer()  and 
flxActAppActivationEntitlementIdSet().


ActivationReturn This is a wrapper class that encapsulates a subset of the Application 
Activation category of functions that deal with activation return 
functionality and have the prefix flxActAppReturn. For example, this 
class includes methods that wrap the activation APIs such as 
flxActShortCodeCreate() and flxActAppReturnVendorDataSet().


ActivationRepair This is a wrapper class that encapsulates a subset of the Application 
Activation category of functions that deal with activation repair 
functionality and have the prefix flxActAppRepair. For example, this 
class includes methods that wrap the activation APIs such as 
flxActShortCodeCreate() and flxActAppRepairVendorDataSet().


CommonLibrary This is a wrapper class that encapsulates a subset of the Common 
Library category of functions that have the prefix 
flxActCommonLibrary and flxActCommonHandle. For example, this 
class includes methods that wrap the common library APIs such as 
flxActCommonLibraryInit() and flxActCommonHandleOpen().


License Specification This is a wrapper class that encapsulates a subset of the Common 
Library category of functions that deal with license specifications and 
have the prefix flxActCommonLicSpc. For example, this class includes 
methods that wrap the common library APIs such as 
flxActCommonLicSpcCreate() and 
flxActCommonLicSpcPopulateFromTS().


ProductLicenseSpecification This is a wrapper class that encapsulates a subset of the Common 
Library category of functions that deal with the product license 
specifications and have the prefix flxActCommonProdLicSpc. For 
example, this class includes methods that wrap the common library 
APIs such as flxActCommonProdLicSpcFulfillmentIdGet() and 
flxActCommonProdLicSpcExpDateGet().


TrialLicensing This is a wrapper class that encapsulates a subset of the Common 
Library category of functions that deal with trial licensing (such as 
loading the license rights from an ASR) and have the prefix 
flxActCommonLicSpcAddASR. For example, this class includes 
methods that wrap the common library APIs such as 
flxActCommonLicSpcAddASRs() and 
flxActCommonLicSpcAddASRFromBuffer().


C# Class Name Description

Using the FlexNet Publisher Sample C# Implementation for Trusted Storage–Based Licensing FNP-11170-C#I00 Company Confidential 8







Flexible API Class
The Feature class from the C# toolkit encapsulates the essential Flexible APIs that can perform the following 
tasks in a FlexEnabled application:


• Activation library initialization and cleanup


• Job handle creation and destruction


• License feature check-out and check-in


• Error string display


Service Installer Class
The ActivationServiceInstaller is an internal class from the C# toolkit that encapsulates native method 
APIs to perform FlexNet Licensing Service installation and uninstallation.


Using the C# Wrapper APIs in an Application
You can invoke the C# Wrapper APIs in your application to build either of the following:


• An application activation utility


• A FlexEnabled application


Building an Application Activation Utility
Use the reference implementation of the C# class ActivationUtility.cs to create an activation utility that 
follows the general flow as below:


1. Instantiate the ActivationUtility class. This will perform the following tasks:


• Install the FlexNet Licensing Service


• Initialize the activation library


2. Set the ActivationUtility.CommunicationType depending on the user choice or your deployment 
model. The communication type determines whether the license rights are being sourced from an 
operations server or an enterprise license server.


3. Perform the desired action as chosen by the user: Activate new rights, return existing rights, repair the 
trusted storage, load an ASR etc.


VirtualizationLibrary This is a wrapper class that encapsulates the Common Library 
category of FlexNet Publisher APIs that deal with virtualization. For 
example, this class includes methods that wrap 
flxActCommonVirtualStatusGet API.


C# Class Name Description
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4. You can also query the license rights held in the trusted storage to display them to the user.


5. Clean up the objects upon closing with ActivationUtility.Dispose().


Refer to the source code C#_INSTALL_DIR\FlexNetActivation\FlexNet\ActivationUtility.cs for more 
details. You can also refer to the demo C# application code in 
C#_INSTALL_DIR\FlexNetActivation\demoApp\Form1.cs for a sample implementation.


Building a FlexEnabled Application
You should modify your C# application at the appropriate place to enforce licensing to make it a FlexEnabled 
Application. The process of integrating the C# toolkit APIs into your application follows the general flow 
described below:


1. Use the following methods from the Feature class in sequence to initialize the licensing library:


• Feature.InitializeHandle()


• Feature.CreateJob()


• Feature.SetAttribute()


2. Check out or check in a license feature using Feature.CheckOut() and Feature.CheckIn() methods. 
Process the error messages with Feature.GetErrorString().


3. Clean up the objects with Feature.FreeJob() and Feature.CleanupHandle() upon program exit.


Refer to the source code C#_INSTALL_DIR\FlexNetActivation\FlexNet\Feature.cs for more details. You can 
also refer to the demo C# application code in C#_INSTALL_DIR\FlexNetActivation\demoApp\Form1.cs for a 
sample implementation. 


Deploying the C# Application
The package of the C# application that you deploy to your customers must include the following DLLs:


• lmgract.dll


• lmgract_libFNP.dll


• FNP_Act_Installer.dll


• FnpCommsSoap.dll


Securing the C# Application
Note that using a DLL that contains all the licensing functionality is susceptible to security hacks leading to 
license leakage. As such, a C# FlexEnabled application using the lmgract.dll as described in this document is 
more suitable to be deployed in a trusted environment. The following security best practices can help lower 
(but will not eliminate) the vulnerability of the application to DLL spoofing:


• Include several calls to the Flexible API licensing functions within a single exported function from the DLL


• Use external function names that do not reflect the licensing functionality. This makes it harder for the 
hackers to identify that licensing functions are being used.
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• Include other (non-licensing) functionality used by the application in the DLL. This makes it harder for the 
DLL to be replaced without loss of major functionality.
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Appendix A: The Demo C# Application
The demo C# application demonstrates the capabilities of the C# toolkit. The demo application implements the 
functionality of both an application activation utility and a FlexEnabled application in a single executable. In 
practice, it is highly recommended that you separate out these two functionalities for maximum flexibility. 
Launch the application and explore the various functionalities as shown in the picture below. 


The title of the demo application window indicates whether you are running the application in a virtual or 
physical environment. The picture below shows that the application is running in a physical environment. 


Figure -1: GUI of the demo C# application


Note • Note: Before you run the Demo C# Application, make sure you have license entitlements available in your 
activation server, license server and/or a local ASR.


Activation Functionality


Task To explore the online (or real-time) activation functionality from the Form GUI


1. Choose the Communication Type option—either License Server or Operations Server.


2. Fill in the Activation Server and Activation ID fields.


3. Click Set to apply the settings.


4. You can click Activate, Repair, or Return to explore the different functionalities.
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Note • Note: The Repair and Return functionality as demonstrated in this application does not let you choose 
the fulfillment record if you have a trusted-storage file with multiple fulfillment records.


Trial Licensing 


Task To explore Trial Licensing functionality using an ASR


1. In the Load ASR field, enter the file path to an ASR file, and click Activate.


2. Optionally, select the Load ASR from buffer checkbox, and click Activate. This demonstrates loading an 
ASR that is built into the application rather than being provided as an external file.


Offline Transaction Processing 
You can perform offline transactions using the controls in the File-based Processing group of the GUI. Choose 
the transaction type (Activation, Repair, or Return); and click Generate… to specify a filename where a 
request transaction will be saved. You can similarly process the response from an activation server using the 
Process… button.


FlexEnabled Application Functionality
You can perform a license check-out and check-in by clicking Feature Check-Out. In the Feature Check-Out /
Check-In window, specify a feature name in the Feature textbox and then click Check Out or Check In. You can 
also view your current entitlements by clicking View. Click Clear to clear out the contents of the status window.
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Appendix B: Comparison of C# Toolkit APIs 
with Native Code Toolkit APIs


This section contains a list of C-based activation APIs that have a corresponding implementation in the C# 
toolkit. 


Common Library Functions
Following are the set of common library category of functions that are implemented as part of the C# toolkit


Native Code Toolkit API Correspond C# Toolkit API


Class Name: CommonLibrary


flxActCommonGetFRCountFromServerTS
Retrieves fulfillment-record counts from remote server-
side trusted storage.


GetFRCountFromServerTS


flxActCommonHandleClose
Closes an activation handle.


CloseHandle


flxActCommonHandleGetCommType
Gets the type of communication used for the connection to 
the activation server.


GetCommunicationType


flxActCommonHandleGetError
Get the latest error code for the last operation performed 
using the specified handle.


GetLastError


flxActCommonHandleGetLastOpsErrorString
Gets text that explains the last error code returned by the 
FlexNet Operations server.


GetLastOperationsErrorDescription


flxActCommonHandleGetRemoteServer
Returns the address of the activation server to which 
activation transactions will be sent.


GetActivationServer


flxActCommonHandleOpen
Creates an Activation API handle.


OpenHandle


flxActCommonHandleSetCommType
Sets the type of communication for the connection to the 
activation server used for transactions.


SetCommunicationType


flxActCommonHandleSetProxyDetails
Sets the proxy server details when using a SOAP 
connection.


SetProxy
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flxActCommonHandleSetRemoteServer
Stores the address of the activation server to be used for 
subsequent activation transactions that require a server.


SetActivationServer


flxActCommonHandleSetStatusCallback
Sets a callback that reports changes in status of 
transactions in progress on a SOAP connection.


SetStatusCallback


flxActCommonLibraryCleanup
Release the activation library


Cleanup


flxActCommonLibraryInit
Initialization required using the activation library and the 
Activation API.


InitializeLibrary


Class Name: License Specification


flxActCommonLicSpcCreate
Creates a license specification.


LicenseSpecification Constructor


flxActCommonLicSpcDelete
Deletes the specified license specification.


LicenseSpecification Desctructor


flxActCommonLicSpcGet
Get the fulfillment record at the specified index from the 
license specification.


ProductLicenseSpecification


flxActCommonLicSpcGetNumberProducts
Returns the number of fulfillment records in the license 
specification.


GetNumberProducts


flxActCommonLicSpcPopulateFromTS
Loads valid fulfillment records from trusted storage into 
the license specification. 


PopulateFromTrustedStorage


flxActCommonLicSpcPopulateAllFromTS
Loads all fulfillment records; expired or non-expired; valid 
or not valid; from trusted storage into the specified license 
specification.


PopulateAllFromTrustedStorage


flxActCommonLicSpcPopulateFromServerTS
Retrieves trusted fulfillment records (expired and non-
expired) from remote server-side trusted storage into the 
specified license specification structure.


PopulateFromServerTrustedStorage


Native Code Toolkit API Correspond C# Toolkit API
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flxActCommonLicSpcPopulateAllFromServerTS
Retrieves all (expired, non-expired, valid or not valid) 
fulfillment records from remote server-side trusted storage 
into the specified license specification structure.


PopulateAllFromServerTrustedStorage


Class Name: TrialLicensing


flxActCommonLicSpcAddASRFromBuffer
Adds the fulfillment record from the supplied ASR to 
trusted storage.


AddASRFromBuffer


flxActCommonLicSpcAddASRs
Adds the fulfillment records from a valid ASR file to trusted 
storage.


AddASR


flxActCommonRepairLocalTrustedStorage
Repairs broken segments of trusted storage so that 
fulfillment records can be added. Existing fulfillment 
records in broken segments of trusted storage will remain 
untrusted until they are repaired using a repair 
transaction.


RepairLocalTrustedStorage


Class Name: ProductLicenseSpecification


flxActCommonProdLicSpcEntitlementIdGet
Get the entitlement ID from the fulfillment record in the 
supplied product license specification.


GetEntitlementId


flxActCommonProdLicSpcExpDateGet
Get the expiration date from the fulfillment record in the 
supplied product license specification.


GetExpirationDate


flxActCommonProdLicSpcFeatureLineGet
Get the feature definition lines from the fulfillment record 
in the supplied product license specification.


GetFeatureLines


flxActCommonProdLicSpcFulfillmentIdGet
Get the fulfillment ID from the fulfillment record in the 
supplied product license specification.


GetFulfillmentId


flxActCommonProdLicSpcFulfillmentTypeGet
Get the fulfillment type from the fulfillment record in the 
supplied product license specification.


GetFulfillmentType


flxActCommonProdLicSpcIsDisabled
Returns the status of the specified fulfillment record.


IsDisabled


Native Code Toolkit API Correspond C# Toolkit API
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Application Activation Functions
Following are the set of application activation category of functions that are implemented as part of the C# 
toolkit.


flxActCommonProdLicSpcPopulateFRFromServerTS
Retrieves detailed information for the fulfillment record 
obtained from either:


• flxActCommonLicSpcPopulateFromServerTS


• flxActCommonLicSpcPopulateAllFromServerTS
PopulateFRFromServerTS


PopulateFRFromServerTS


flxActCommonProdLicSpcProductIdGet
Get the product ID from the fulfillment record in the 
supplied product license specification.


GetProductId


flxActCommonProdLicSpcSuiteIdGet
Get the suite ID from the fulfillment record in the supplied 
product license specification.


GetSuiteId


flxActCommonProdLicSpcTrustFlagsGet
Get the trust status of the fulfillment record in the supplied 
product license specification.


GetTrustFlags


Class Name: VirtualizationLibrary


flxActCommonVirtualStatusGet
Get the status of the machine running the FlexEnabled 
application: virtual or physical (non-virtual).


GetVirtualMachineStatus


Native Code Toolkit API Correspond C# Toolkit API


Class Name: ApplicationActivation


flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer
Creates an application activation object.


ApplicationActivation Constructor


flxActShortCodeDestroy
Deletes an application activation object.


ApplicationActivation Destructor


flxActAppActivationDurationGet
Gets the license rights duration value from the activation 
object.


GetDuration


Native Code Toolkit API Correspond C# Toolkit API
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flxActAppActivationDurationSet
Writes the specified duration into the activation object.


SetDuration


flxActAppActivationEntitlementIdGet
Gets the entitlement ID from the activation object.


GetActivationId


flxActAppActivationEntitlementIdSet
Writes the specified entitlement ID into the activation 
object.


SetActivationId


flxActAppActivationProductIdGet
Gets the ProductID from the specified activation object.


GetProductId


flxActAppActivationProductIdSet
Writes the specified ProductID into the activation object.


SetProductId


flxActAppActivationReqSet
Creates an activation request as a signed XML document 
for use in manual return transactions.


CreateRequest


flxActShortCodeProcessResponse
Processes the activation response. Depending on the 
contents of the activation response it creates a segment of 
trusted storage or adds a fulfillment record to trusted 
storage.


ProcessResponse


flxActAppActivationSend
Sends an activation request to a remote activation server 
and processes the resulting response.


SendActivationRequest


flxActAppActivationExpDateGet
Gets the license rights expiration date from the activation 
object.


GetExpirationDate


flxActAppActivationExpDateSet
Writes the specified expiration date into the activation 
object.


SetExpirationDate


flxActAppActivationVendorDataGet
Gets the vendor data for the specified key from the 
activation object


GetVendorData


flxActAppActivationVendorDataSet
Writes the specified vendor data into the activation object.


SetVendorData


Class Name: ActivationRepair 


Native Code Toolkit API Correspond C# Toolkit API
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flxActShortCodeCreate
Creates an application repair object. This object is used 
when creating a repair request and processing a repair 
response.


ActivationRepair Constructor


flxActShortCodeDestroy
Deletes an application repair object.


ActivationRepair Destructor


flxActAppRepairProdLicSpcSet
Sets the fulfillment record to be repaired into the return 
object.


SetProductLicenseSpecification


flxActShortCodeProcessResponse
Processes the repair response. Depending on the contents 
of the repair response it either repairs the fulfillment 
record or leaves it unrepaired and reports an error.


ProcessResponse


flxActAppRepairSend
Sends a repair request to a remote activation server and 
automatically processes the response.


SendActivationRepair


flxActAppRepairVendorDataSet
Writes the specified vendor data into the repair object.


SetVendorData


flxActAppRepairReqSet
Creates a repair request as a signed XML document for use 
in manual repair transactions


CreateRequest


Class Name: ActivationReturn


flxActShortCodeCreate
Creates an application return object. This object is used 
when creating a return request and processing a return 
Response.


ActivationReturn Constructor


flxActShortCodeDestroy
Deletes an application return object.


ActivationReturn Destructor 


flxActAppReturnProdLicSpcSet
Sets the fulfillment record to be returned into the return 
object.


SetProductLicenseSpecification


flxActAppReturnReqSet
Creates a return request as a signed XML document for use 
in manual return transactions.


CreateRequest


Native Code Toolkit API Correspond C# Toolkit API
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flxActShortCodeProcessResponse
Processes the return response. Depending on the contents 
of the return response it either deletes the returned 
fulfillment record from the application’s trusted storage or 
leaves it in trusted storage and reports an error. 


ProcessResponse


flxActAppReturnSend
Sends a return request to a remote activation server and 
automatically processes the response.


SendActivationReturn


Native Code Toolkit API Correspond C# Toolkit API
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Introduction

This manual C/C++ Function Reference contains details of all the API functions used for Licensing. It includes functions used 
with license files and with trusted storage. It contains the following chapters and appendices:


Table 1-1 • FlexNet Publisher C/C++ Function Reference Chapter Overview


Section Content


Product Introduction Provides an overview of the FlexNet Publisher C/C++ Function 
Reference, including Help Library conventions and usage.


Flexible API Descriptions of the most commonly used Flexible API functions.


Advanced Flexible API Functions Descriptions of less commonly used Flexible API functions.


Flexible API Attributes Descriptions of commonly used attributes used with the Flexible API 
function lc_set_attr to control licensing behavior.


Advanced Flexible API Attributes Descriptions of less commonly used attributes.


Activation Borrow API Descriptions of the Activation Borrow API functions.


FlexNet Licensing Service API API used on Windows platforms to install and uninstall the FlexNet 
Licensing Service.


Activation API Descriptions of the Activation API functions.


Obsolete Flexible API Features Descriptions of Flexible API functions and attributes that are obsolete.


Flexible API Error Return Values Error values returned by lc_xxx functions.


Glossary Glossary of FlexNet Publisher terms.
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Chapter 1 Introduction
Toolkit Functionality

Toolkit Functionality
The licensing and security functionality available in the toolkit depends on the platform on which the toolkit and 
FlexEnabled applications are run. There are three levels of functionality:


• Level One: Licensing using license files only—See information in the following sections except where it references 
trusted storage: Chapter 2, Flexible API, Chapter 3, Advanced Flexible API Functions, Chapter 10, Flexible API Error 
Return Values, Chapter 4, Flexible API Attributes and Chapter 5, Advanced Flexible API Attributes.


• Level Two: Licensing using license files and trusted storage but no additional security—Most of the functionality 
described in this document is available. This level of functionality is referred to as notr within this document. 


• Level Three: Licensing using license files and trusted storage and additional security—All of the functionality 
described in this document is available. This level of functionality is referred to as standard within this document to 
distinguish it from notr.


For details of the functionality available in your toolkit, see the Detailed  Platform Information section in the Release Notes.


FlexNet Publisher Product Documentation
Flexera provides a comprehensive documentation set to assist you in working with the FlexNet Publisher Licensing Toolkit. 
See the Reference Bulletin for Documentation for the current release for information about the most up-to-date 
documentation. 
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Flexible API

Flexible API functions are used in the following contexts:


• License rights usage—By a FlexEnabled application to use license rights held either in license files or trusted storage. 
To report the status and usage of license rights.


• Trusted storage access—To load the activation library that gives access to trusted storage.


• License server—Heartbeat management by the FlexEnabled application.


• License file—To create utilities to generate and install license files.


The following manuals provide Flexible API usage examples:


• Programming Reference for License File–Based Licensing—Adding the client API to an application


• Programming Reference for Trusted Storage–Based Licensing—Adding function calls to a FlexEnabled application


Required Flexible API Functions
The following table lists a minimal set of required Flexible API functions for a FlexEnabled application. Note that the 
functions required for access to license rights in local trusted storage also allow a FlexEnabled application to use license 
rights held in a local license file or from a license server.


Table 2-1 • Minimal Set of Flexible API functions


License Rights in Local License File or from a License 
Server License Rights in Local Trusted Storage


1. lc_flexinit_property_handle_create


2. lc_flexinit_property_handle_set


3. lc_flexinit


1. lc_new_job 4. lc_new_job


2. lc_set_attr 5. lc_set_attr
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Chapter 2 Flexible API
Flexible API Functions by Category

Flexible API Functions by Category
Incorporating the Flexible API into your application involves adding calls to functions from several different function 
categories, which are described in the following sections. Each section includes the category’s API functions and related 
attributes that are used with the lc_set_attr and lc_get_attr functions. Full descriptions for the Flexible API functions are 
presented later in the chapter, and the attributes are described in Flexible API Attributes.


Job Handling
The Flexible API uses a job handle to hold information required for related API functions. Thus a job handle is required to 
initialize FlexNet Licensing. Functions that are related to the job handle apply to all items controlled by that job handle. For 
example:


• Attributes set for the job handle (using the function lc_set_attr) apply to all subsequent checkouts using that job 
handle.


• When a job handle is freed, all licenses checked out using that job handle are no longer available to the application. If 
the license was obtained from a license server, then those licenses become available for checkout.


When a license server is used to obtain license rights, then the job handle represents a connection to the server. 


Job-handling API functions manage job handles.


3. lc_checkout 6. lc_checkout


4. lc_perror or lc_errstring 7. lc_perror or lc_errstring


5. lc_checkin 8. lc_checkin


6. lc_free_job 9. lc_free_job


10. lc_flexinit_cleanup


11. lc_flexinit_property_handle_free


7. lc_virtualstatusget 12. lc_virtualstatusget


Table 2-2 • Job Handling Functions


Function Name Description


lc_first_job Locates the first job on the list of jobs.


lc_free_job Frees the memory associated with a job.


lc_new_job Initializes FlexNet Licensing and creates a new job.


lc_next_job Walks the list of jobs.


Table 2-1 • Minimal Set of Flexible API functions


License Rights in Local License File or from a License 
Server License Rights in Local Trusted Storage
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FlexNet Publisher and Multithreaded Applications 
None of the FlexNet Publisher APIs (flexible or activation) were designed to be thread safe. FlexNet Publisher APIs are not 
tested in multithreaded scenarios. Publishers wishing to access FlexNet Publisher APIs from multiple threads should 
synchronize all calls through a mutex.


License Checkin and Checkout
The FlexEnabled application interfaces to FlexNet Licensing via a set of routines that request (check out) and release 
(check in) licenses for selected features. The following tables list the API functions and attributes related to checking in and 
checking out a feature.


Table 2-3 • Checkin and Checkout Functions


Function Name Description


lc_auth_data Gets the FEATURE or INCREMENT line for a checked-out feature.


lc_checkin Checks in (releases) the licenses of the specified feature.


lc_checkout Requests a license of a feature.


lc_status Returns the status of the requested feature.


Table 2-4 • Checkin and Checkout Attributes


Attribute Name Description


LM_A_BORROW_EXPIRE Sets the date and time when a license borrowed using the BORROW keyword 
expires.


LM_A_CHECK_BADDATE Checks system date on the machine.


LM_A_TS_CHECK_BADDATE Checks system date against timestamp in trusted storage.


LM_A_LICENSE_DEFAULT The expected license file location.


LM_A_LINGER Controls the license linger time.


LM_A_PROMPT_FOR_FILE 
(Windows Only)


Prompts the user for a license-file path or server name.
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Error and Warning Reporting
These functions provide a way to report errors and warnings from the FlexEnabled application to the user.


Initialization Routines for Trusted Storage and SDTs
These initialization functions are required for activation support, the tamper-resistant run time, Secure Data Type (SDT) 
implementation.


Table 2-5 • Error and Warning Reporting Functions


Function Name Description


lc_err_info Used for internationalization.


lc_errstring Returns the Flexible API error string for the most recent Flexible API error.


lc_get_errno Returns the most recent Flexible API error.


lc_perror Prints a Flexible API error message to stderr on UNIX and to a message box on Windows.


Table 2-6 • Error and Warning Reporting Attributes


Attribute Name Description


LM_A_LONG_ERRMSG Presents error messages in the long format.


LM_A_PERROR_MSGBOX (Windows Only) Presents the error message in an error dialog box.


LM_A_WINDOWS_MODULE_HANDLE 
(Windows only)


Enables dialogs and error messages to be displayed properly (used with 
DLL only)


Table 2-7 •  Initialization Routines for Trusted Storage   


Function Name Description


lc_flexinit Loads the activation library and initializes FlexNet Licensing.


lc_flexinit_cleanup Unloads the activation library and performs any cleanup functions 
required.


lc_flexinit_property_handle_create Creates a property handle.


lc_flexinit_property_handle_free Frees an initialization property handle.


lc_flexinit_property_handle_set Sets a type and value into the initialization property handle.


lc_flexinit_property_handle_get Returns the value for a specified property.
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The use of these routines must be coordinated with:


• Use of Secure Data Types (SDTs)—You must call lc_flexinit before any SDTs are used in the code. See the 
Programming Reference for Trusted Storage–Based Licensing for more information about SDTs.


• FlexNet Licensing job management—You must call lc_flexinit before the call to lc_new_job, and call 
lc_flexinit_cleanup after the call to lc_free_job.


In multi-threaded environments, you must ensure synchronization between threads. The following are areas where 
particular care is needed:


• Executable exit logic—Your code must explicitly check in all licenses, using lc_checkin, and free all jobs, using 
lm_free_job, before calling lc_flexinit_cleanup and exiting. Do not rely on the FlexNet Licensing automatic checkin 
mechanism to perform proper cleanup upon exit.


• Lost connection to the license server—When a concurrent license is in use and the connection to the license server 
breaks, the code must explicitly check in all licenses before calling lc_flexinit_cleanup.


See Also
Programming Reference for Trusted Storage–Based Licensing 


Heartbeat Management and Communication
Heartbeat exchange is the mechanism by which a FlexEnabled application keeps track of the license server status. Your 
FlexEnabled application can use either automatic or manual heartbeats. If you are using manual heartbeats, the API 
functions in Table 2-8 and the attributes in Table 2-9 are required


Table 2-8 • Heartbeat Management and Communication Functions


Function Name Description


lc_heartbeat Exchanges heartbeat messages with the license server. Used for manual heartbeat 
implementations.


lc_idle Informs the license server when the FlexEnabled application is idle.


Table 2-9 • Heartbeat Management and Communication Attributes


Attribute Name Description


LM_A_CHECK_INTERVAL Controls the FlexEnabled application’s detection of license server 
failures.


LM_A_RETRY_COUNT, 
LM_A_RETRY_INTERVAL


Specifies the number of and the interval between automatic 
reconnection attempts.


LM_A_TCP_TIMEOUT Specifies the number of seconds to wait, after TCP/IP disconnection, 
before license is automatically checked in.


LM_A_USER_EXITCALL, 
LM_A_USER_EXITCALL_EX


Pointer to a function that receives control if reconnection fails.
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Informational
The following tables list the informational functions and attributes. They provide status and usage information not critical 
to the license management process.


LM_A_USER_RECONNECT, 
LM_A_USER_RECONNECT_EX


Pointer to a function that is called just before a reconnection attempt.


LM_A_USER_RECONNECT_DONE, 
LM_A_USER_RECONNECT_DONE_EX


Pointer to a function that is called after a successful reconnection.


LM_A_USER_RECONNECT_V1_DATA Use to specify a callback routine to pass reconnection data.


LM_A_USER_RECONNECT_V1 Use to specify a callback routine, called before every reconnection.


LM_A_USER_RECONNECT_V1_DONE Use to specify a callback routine used after successfully reconnecting to 
a license server.


Table 2-10 • Informational Functions


Function Name Description


lc_expire_days Returns the number of days until a license expires.


lc_feat_list Gets the list of all features in the license file


lc_fnpservice_present Provides the status of whether the FlexNet Licensing Service is present. 


lc_get_version Gets the version of the Licensing toolkit client library.


lc_get_server_version Gets the version of Licensing Server.


lc_log Logs a message in the debug log file.


lc_tpmstatusget 
(Windows only)


Gets the Trusted Platform Module (TPM) status of the system.


lc_userlist Provides a list of who is using a feature. Helpful to explain why a license is denied.


lc_vsend Sends a message to the vendor daemon and returns a result string.


Table 2-11 • Informational Attributes


Attribute Name Description


LM_A_BORROW_STAT Provides an programming interface to the lmborrow functionality.


Table 2-9 • Heartbeat Management and Communication Attributes


Attribute Name Description
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License File Installation
Software publishers may want to supply a utility along with their FlexEnabled application that performs license file 
installation.


License File Generation
These functions and attributes are provided to the vendor who wishes to develop a proprietary license file generation 
utility.


LM_A_LF_LIST Lists all license files searched for features.


LM_A_VD_GENERIC_INFO, 
LM_A_VD_FEATURE_INFO


Retrieves information from the vendor daemon:


• LM_A_VD_GENERIC_INFO gets information about the server.


• LM_A_FEATURE_INFO gets information about a specific feature.


Table 2-12 • License File Installation Functions


Function Name Description


lc_hostid Provides the hostid in string format.


Table 2-13 • License File Generation Functions


Function Name Description


lc_cryptstr Generates a valid signatures for a license file.


lc_init Creates a job handle for use by lc_cryptstr.


Table 2-14 • License File Generation Attributes


Attribute Name Description


LM_A_LICENSE_FMT_VER Specifies the version format of the license that lc_cryptstr generates.


Table 2-11 • Informational Attributes


Attribute Name Description

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 23







Chapter 2 Flexible API
Flexible API Function Descriptions

Flexible API Function Descriptions
The following table lists the Flexible API functions described in this chapter with a link to the full description. For a 
grouping by function category, see Flexible API Functions by Category. 


Table 2-15 • Flexible API Function Summary 


Function Name Description


lc_auth_data Gets the FEATURE or INCREMENT line for a checked-out feature.


lc_checkin Checks in (releases) the licenses of the specified feature.


lc_checkout Requests a license of a feature.


lc_cryptstr Generates a valid signature in a feature line.


lc_err_info Returns error information to an LM_ERR_INFO structure pointer.


lc_errstring Returns the Flexible API error string for the most recent error.


lc_expire_days Returns the number of days until a license expires.


lc_feat_list Gets the list of all features in the license file


lc_first_job Locates the first job on the list of jobs.


lc_flexinit Loads and initializes the activation library component.


lc_flexinit_cleanup Unloads the activation library.


lc_flexinit_property_handle_create Creates a property handle for use by lc_flexinit.


lc_flexinit_property_handle_free Frees the property handle.


lc_flexinit_property_handle_get Gets the current value of the specified property handle.


lc_flexinit_property_handle_set Sets the value of the specified property handle.


lc_free_job Frees the memory associated with a job.


lc_get_attr Retrieves a Flexible API attribute.


lc_get_errno Returns the most recent Flexible API error.


lc_get_version Gets the version of the Licensing toolkit client library.


lc_get_server_version Gets the version of the Licensing Server.


lc_heartbeat Exchanges heartbeat messages with the license server.
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See Also
Advanced Flexible API Functions


lc_auth_data
Gets the FEATURE or INCREMENT line for a checked-out feature.


Syntax
CONFIG *lc_auth_data(


LM_HANDLE *job,


char *feature);


Parameters


The lc_auth_data function uses the following parameters:


lc_hostid Provides the hostid in string format.


lc_idle Informs the license server when the FlexEnabled application is idle.


lc_init Creates a job handle for use by lc_cryptstr.


lc_log Logs a message in the debug log file.


lc_new_job Initializes FlexNet Licensing and creates a new job.


lc_next_job Walks the list of jobs.


lc_perror Prints a Flexible API error message.


lc_set_attr Sets a Flexible API attribute.


lc_status Returns the status of the requested feature.


lc_tpmstatusget (Windows only) Gets the Trusted Platform Module (TPM) status of the system.


lc_userlist Provides a list of who is using a feature.


lc_vsend Sends a message to the vendor daemon and returns a result string.


Table 2-16 • lc_auth_data Parameters


Parameter Description


job From lc_new_job.


Table 2-15 • Flexible API Function Summary 


Function Name Description
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Return Values


The following values are returned by lc_auth_data:


Error Returns


When NULL is returned instead of a CONFIG, the following errors are set in the job handle used when calling lc_auth_data:


Note • If you want a checkout to depend on information in the license line, call lc_set_attr with LM_A_CHECKOUTFILTER, 
LM_A_CHECKOUTFILTER_EX, or LM_A_CHECKOUTFILTERLAST_EX before the call to lc_checkout.


Discussion


Gets authenticated information corresponding to the specific license line for a feature that has been checked out. Use a 
separate call to lc_auth_data for each checked out feature. 


The FlexNet license server may combine FEATURE and INCREMENT lines for the same feature into a single license pool. When 
this pooling takes place, the license server reports only on the first FEATURE or INCREMENT that contributed to the pool; the 
details of all others are unavailable. Thus in this case, lc_auth_data returns only the first FEATURE/INCREMENT line for the 
feature in the license pool. When license rights are held in license files and trusted storage, license rights are pooled from 
both sources. For further information about license pools, see Programming Reference for License File–Based Licensing. For 
information about license rights held in trusted storage, see “Description of License Rights in Server-side Trusted Storage” 
in Programming Reference for Trusted Storage–Based Licensing.


Note • Compare this function with the attribute LM_A_PORT_HOST_PLUS, which retrieves authenticated information for all 
features in a license file without their having to be checked out first.


feature The desired feature.


Table 2-17 • lc_auth_data Return Values


Return Value Description


CONFIG The CONFIG struct, or NULL if error. The CONFIG struct is defined in the header file lmclient.h.


Table 2-18 • lc_auth_data Error Returns


Error Return Description


LM_FUNCNOTAVAIL Vendor keys do not support this function.


LM_NOFEATURE Feature not found.


Table 2-16 • lc_auth_data Parameters


Parameter Description
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Example


The following code excerpt demonstrates using this function. In this example, the application obtains the feature line for 
the feature just checked out in order to process the NOTICE field. For this example, consider the following feature line:


FEATURE f1 demo 1.0 permanent 4 NOTICE="ab" SIGN=xxxxxxxxxxxx


The code appears as follows in the application:


Fnp_config_type config_type;


...


/* after the call to lc_new_job() */


if (lc_checkout(job, feature, ...))


{


    /* error processing...*/


}


else


{


    conf = lc_auth_data(job, feature);


    if (conf)


    {


        config_type = conf->nConfigType;


        /* Use conf->lc_notice for intellectual property info. */


        if(conf->lc_notice[0] == 'a')


        {


            /* "a" processing */


        }


        else if(conf->lc_notice[1] == 'b')


        {


            /* "b" processing */


        }


        ...


        if (config_type == FNP_CONFIG_TYPE_CLIENT_TS)


        {


            /* CONFIG from client trusted storage */


            ...                   


        }


        else if (config_type == FNP_CONFIG_TYPE_UNSERVED_CERT)


        {


            /* CONFIG from unserved license file */


            ...


        }


        else if (config_type == FNP_CONFIG_TYPE_SERVED_TS)


        {


            /* CONFIG from server trusted storage */


            ...


        }


        else if (config_type == FNP_CONFIG_TYPE_SERVED_CERT)


        {


            /* CONFIG from served license file */


            ...


        }


        /* Display information for the given feature  */


        printf("feature=%s version=%s daemon=%s, feature count = %d, total feature count=%u   \n",


            conf->feature, conf->version, conf->daemon, conf->users, conf->nTotalFeatureCount); 
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    }


See Also
lmclient.h for the CONFIG struct definition
lc_get_attr
lc_checkout
LM_A_MULTIPLE_CHECKOUT_DATA
LM_A_CHECKOUTFILTERLAST_EX
LM_A_PORT_HOST_PLUS


lc_checkin
Checks in (releases) the licenses of the specified feature. When a license server supplied the licenses, the licenses are 
returned to the license pool.


Syntax
void lc_checkin(


LM_HANDLE *job, 


LM_CONST_CHAR_PTR feature, 


int keep);


Parameters


The lc_checkin function uses the following parameters:


Return Values


There are no values returned by lc_checkin.


Discussion


Checks in the licenses of the specified feature. It is recommended that your code always calls lc_checkin and lc_free_job 
before the application exits. When the license was obtained from a license server, the connection to the license server can 
be held open so that subsequent requests for licenses are processed more quickly.


Table 2-19 • lc_checkin Parameters


Parameter Description


job From lc_new_job.


feature The feature name to be checked in, or LM_CI_ALL_FEATURES.


keep If the license was obtained from a license server, specifies subsequent action:


• Zero—Drop connection to license server.


• Non-zero—Keep connection to license server. The time period that the connection is 
kept open is specified using LM_A_TCP_TIMEOUT.
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Important • If your application code uses Secure Data Types (SDTs), ensure that lc_checkin is used correctly and 
consistently. See the Programming Reference for Trusted Storage–Based Licensing for more details about SDTs.


When a license server supplied the licenses, the vendor daemon will detect the fact that the FlexEnabled application 
exited, and return any licenses that were checked out back to the available pool. The return of a license when the 
application exits rather than by calling lc_checkin is recorded differently in the report log file. For reporting purposes, it is 
preferable to check in a license with lc_checkin rather than simply exiting.


lc_checkout
Requests a license for a feature.


Syntax
int lc_checkout(


LM_HANDLE_PTR job,


LM_CONST_CHAR_PTR feature,


LM_CONST_CHAR_PTR version,


int nlic,


int flag,


const VENDORCODE *key,


int dup_group);


Parameters


The lc_checkout function uses the following parameters:


Table 2-20 • lc_checkout Parameters


Parameter Description


job From lc_new_job.


feature A Null terminated ASCII feature name desired.


version The version of the feature desired in floating-point format, with a maximum of ten 
characters (for example, “12345.123” or “123.456789”). This value must be less than or equal 
to the version number in the license file for the checkout to succeed.


The version value cannot contain letters.


nlic A positive integer specifying the number of licenses to check out.


flag The Checkout Option Flag sets the response when a checkout request is denied.


key From lc_new_job.


dup_group Duplicate Grouping Mask for this feature.
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Return


The following values are returned:


Error Returns


These are the error returns:


Table 2-21 • Registry and $HOME/.flexlmrc Returns


Return Value Description


0 OK, license checked out


<> 0 Error, see Error Returns for details.


Table 2-22 • Registry and $HOME/.flexlmrc Error Returns


Error Return Description


LM_BADCODE Signature in license file does not match other data in file.


LM_BADHANDSHAKE Authentication handshake with vendor daemon failed.


LM_BADPARAM Flexible API function argument is invalid or there is an invalid setting in lm_code.h.


LM_BADSYSDATE System clock has been set back. This error can occur only when the FEATURE line 
contains an expiration date.


LM_BAD_VERSION Version argument is invalid floating-point format.


LM_BORROW_TOOLONG Cannot borrow a license for that many hours. The user has specified a borrow period 
that is greater than the license allows.


LM_BUSYNEWSERV License server busy starting another copy of itself; retry.


LM_CANTCONNECT Cannot establish a connection with a license server.


LM_FEATQUEUE Feature is queued. lc_status will indicate when it is available.


LM_FUNCNOTAVAIL Vendor keys do not support this function.


LM_LOCALFILTER Checkout request filtered by the publisher-defined filter routine.


LM_MAXLIMIT Checkout exceeds MAX specified in the administrative options file, which limits license 
usage for a specified user or group.


LM_MAXUSERS All licenses in use. Applications usually need to test for both LM_MAXUSERS and 
LM_USERSQUEUED instead of only LM_MAXUSERS.
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LM_ONE_TSOK_ERR Only one terminal server remote client checkout is allowed for this feature. The license 
includes the keyword ONE_TS_OK.


LM_NO_SERVER_IN_FILE No license server specified for counted license.


LM_NOBORROW_SUPP License BORROW support not enabled, but borrowing was requested by the user.


LM_NOFEATURE Cannot find requested feature in the license file.


LM_NOSERVSUPP License server has different license file than the FlexEnabled application; FlexEnabled 
application’s license has feature, but license server’s does not.


LM_OLDVER License file does not support a version this new.


LM_PLATNOTLIC This platform is not authorized by the license; running on a platform not included in 
PLATFORMS=“...” list.


LM_SERVBUSY License server busy—the request should be retried. (This is a rare occurrence.)


LM_SERVOLDVER LM_SERVOLDVER error has the following limitations


• It is returned only from lc_checkout


• It only compares major and minor versions, not sub minor versions and patches


• It is supported from server version >= 11.12.1.


LM_SERVLONGGONE The version number of the license to be checked out is greater than the version 
number on the INCREMENT line.


LM_SOCKETFAIL The call to socket made by lc_checkout has failed. This error can occur when the 
UNIX OS runs out of system resources.


LM_TSOK_ERR The feature line does not contain TS_OK to allow Terminal Server Client usage.


LM_USERSQUEUED Similar to LM_MAXUSERS, but also indicates that there are already some users queued. 
Applications usually need to test for both LM_MAXUSERS and LM_USERSQUEUED instead of 
only LM_MAXUSERS.


LM_VD_MAX_CLIENTS_REAC
HED


The maximum number of connections reached for this vendor daemon.


LM_COAVAIL_RECONN_NOT_
ALL_CNT_AVAIL


Failed to get all requested license(s) in reconnection.


LM_COAVAIL_FLAG_NOT_SU
PPORTED


The supplied checkout option flag is not supported.


Table 2-22 • Registry and $HOME/.flexlmrc Error Returns


Error Return Description
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Discussion


Before calling lc_checkout, it is recommended that the application first indicate the expected license file location by using 
lc_set_attr to specify a license search path using the attribute LM_A_LICENSE_DEFAULT:


lc_set_attr(job, LM_A_LICENSE_DEFAULT, (LM_A_VAL_TYPE)license_file_list)


The Programming Reference for License File–Based Licensing provides further information on this and the order in which 
license files are chosen. For applications that use licenses in trusted storage, a license file must be accessible by the 
application, however it does not need to contain any valid licenses.


lc_checkout attempts to check out one (or more) licenses of the specified feature. Place the call to lc_checkout in an 
executable so that the license is available whenever the user is using the licensed feature. When Secure Data Types (SDTs) 
are in use (see Programming Reference for Trusted Storage–Based Licensing for details), lc_checkout must be called before 
any SDTs are used. It is recommended that when the license is no longer required it is checked in using lc_checkin. If the 
process that calls lc_checkout exits in any manner, then the checked-out license will be checked in; however this is not 
recommended.


If the license file is counted, that is, if the number of users specified on the FEATURE line is non-zero, lc_checkout will 
request the license from a license server. If the number of users on the FEATURE line is uncounted, it will grant permission 
based on the contents of the license file only—hostid, version, expiration date, and so on.


The license must specify a version that is greater than or equal to the version in the call to lc_checkout.


For improved security, it is recommended that the parameters feature, version, and so on be hidden, meaning that the 
string should not be directly declared in source code. It should be built up chars or smaller strings, and then created using 
sprintf. That way, it is more difficult for users to change the license being checked out by altering the string in the binary.


The behavior when checkout is denied is defined by the Checkout Option Flag.


Note • After successful checkout the location of the license file is saved in the registry. This is a known limitation of setting 
LM_LICENSE_FILE environment variable for Trusted Storage.


Using Information in the License For Checkout


Use a checkout filter before calling lc_checkout if you want a checkout to depend on information in the license. Call 
lc_set_attr specifying one of the checkout filter routines (LM_A_MULTIPLE_CHECKOUT_DATA, 
LM_A_CHECKOUTFILTERLAST_EX)before the call to lc_checkout. 


LM_COAVAIL_PACKAGE_NOT
_SUPPORTED


The checkout-avail flag is not supported with PACKAGE licenses.


LM_COAVAIL_UNSUPPORTED The checkout-avail (COAVAIL) checkout is not supported.


Table 2-22 • Registry and $HOME/.flexlmrc Error Returns


Error Return Description
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Using Information in the License After Checkout


If you want to display information to the user from a license line, call lc_auth_data after a successful checkout. Because 
lc_auth_data returns only features which have been successfully checked out, the returned data is authenticated. If you 
call lc_checkout with the LM_CO_LOCALTEST flag, use the alternate function lc_test_conf to retrieve the desired license line 
instead of lc_auth_data.


Checkout Option Flag
The checkout option flag, the parameter flag in lc_checkout, controls the response to a checkout denial. The following 
table describes the flag values.


Table 2-23 • lc_checkout flag Parameter Values


flag Parameter Value Description


LM_CO_NOWAIT Do not wait—non-blocking. 


If the requested license count for a feature exceeds the available license count, the 
checkout is denied.


LM_CO_AVAIL_NOWAIT Do not wait—non-blocking. 


If the number of requested licenses for a feature exceeds the number of available licenses 
in a single satisfying license pool on the server, the available number of licenses is 
checked out from the first satisfying license pool.


For more information about this flag, see Using the LM_CO_AVAIL_NOWAIT Flag.


LM_CO_WAIT Wait, return when license is granted—blocking.


LM_CO_QUEUE Queue request, return immediately. This request grants the license if it is available. If the 
number of requested licenses exceeds the number of available licenses, the request is 
queued. If the requested licenses exceed the number of licenses permitted by the MAX 
keyword, the request is denied. You can find out if you hold the license by calling 
lc_status. If there are multiple license pools, this queues from only the first license pool in 
the list. 
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Using the LM_CO_AVAIL_NOWAIT Flag
The LM_CO_AVAIL_NOWAIT flag can help to avoid checkout denials that can occur despite a sufficient number of licenses 
being available.


A client example for the LM_CO_AVAIL_NOWAIT flag is available in the FlexNet Publisher Licensing Toolkit 
(<platform_dir>\examples\advanced\client\lmflex_coavail.c).


Behavior for Multiple Checkouts
The behavior of the LM_CO_AVAIL_NOWAIT flag in scenarios of multiple calls to lc_checkout is best described by contrasting 
it with its sibling flag, LM_CO_NOWAIT.


LM_CO_NOWAIT


When using LM_CO_NOWAIT, multiple checkout requests of the same feature in the same license job do not result in 
additional licenses being checked out, unless a new request specifies more licenses than the previously checked-out 
licenses. For example, two calls to lc_checkout(lm_job,"f1",..,1,..) result in only one license for feature f1 being 
checked out.


In scenarios with multiple calls to lc_checkout, where the number of requested licenses vary, all subsequent checkout 
requests are treated as upgrades that replace the initially requested license count. The following example demonstrates 
this behavior.


Let’s assume that an application contains two calls to lc_checkout as in the following code snippet:


...


if(lc_checkout(lm_job, feature, "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_NONE))


...


if(lc_checkout(lm_job, feature, "1.0", 3, LM_CO_NOWAIT, &code, LM_DUP_NONE))


LM_CO_LOCALTEST With this flag, the license is tested for errors that would prevent a license checkout; a 
license is not consumed when lc_checkout is used with this flag. In particular, 
LM_MAXUSERS and LM_USERSQUEUED are not detected, but other checkout errors are 
detected. 


For example, you might want to disable a menu item if a particular feature is not present 
in the license. If you call lc_checkout with the LM_CO_LOCALTEST flag, use the function 
lc_test_conf to retrieve the license line for the tested feature (lc_auth_data does not 
work with the LM_CO_LOCALTEST flag). This can be done only after the most recent call to 
lc_checkout.


Testing a license with this flag causes a connection to the license server that lasts as long 
as the current job. If a copy of a server license file is used on the client to provide the server 
address, then USE_SERVER should be used in the license file in order for LM_CO_LOCALTEST 
to connect to the license server. Therefore, the job in which the test is performed is 
irrevocably connected to a specific license server, which may not have any count available 
for subsequent license requests. Consider testing this in a separate job. 


Table 2-23 • lc_checkout flag Parameter Values


flag Parameter Value Description
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...


In this example, the first checkout consumes one license. The second checkout consumes two licenses, bringing the total 
license consumption for this client after two checkouts to three (as requested by the second call to lc_checkout).


The corresponding debug log snippet might look like this: 


13:37:16 (demo) OUT: "f1" User1@Host1


13:37:16 (demo) UPGRADE: "f1" User1@Host1 (1->3 licenses)


LM_CO_AVAIL_NOWAIT


When using LM_CO_AVAIL_NOWAIT, the nlic parameter of lc_checkout is an incremental license count, that is, multiple 
checkout requests from the same license job of the same feature result in additional licenses being checked out. For 
example, two calls to lc_checkout(lm_job,"f1",..,1,..) consume two licenses for feature f1, one from each checkout. 
The following example demonstrates this behavior.


Let’s look at the following sequence of calls to lc_checkout:


...


if(lc_checkout(lm_job, feature, "1.0", 1, LM_CO_AVAIL_NOWAIT, &code, LM_DUP_NONE))


...


if(lc_checkout(lm_job, feature, "1.0", 3, LM_CO_AVAIL_NOWAIT, &code, LM_DUP_NONE))


...


Here, the first COAVAIL checkout consumes one license, and the second COAVAIL checkout consumes three additional 
licenses. The total license consumption for this client after two checkouts is four (compare this to the license consumption 
with the LM_CO_NOWAIT flag, where the total license consumption is three).


The corresponding debug log snippet might look like this: 


13:35:55 (demo) COAVAIL: (A:4,1=>1)


13:35:55 (demo) OUT: "f1" User1@Host1


13:35:55 (demo) COAVAIL:UPG2 (A:3,3=>3)


13:35:55 (demo) UPGRADE: "f1" User1@Host1 (1->4 licenses)


To consume licenses from multiple license pools, more than one checkout request using LM_CO_AVAIL_NOWAIT must be 
issued (one for each license pool). A client example for the LM_CO_AVAIL_NOWAIT flag is available in the FlexNet Publisher 
Licensing Toolkit (<platform_dir>\examples\advanced\client\lmflex_coavail.c). 


Combining LM_CO_NOWAIT and LM_CO_AVAIL_NOWAIT in the Same License Job


The LM_CO_AVAIL_NOWAIT flag can be combined only with the LM_CO_NOWAIT flag in any given license job. The order of the 
checkout flags determines the number of licenses being checked out. 


Example 1


if(lc_checkout(lm_job, feature, "1.0", 1, LM_CO_AVAIL_NOWAIT, &code, LM_DUP_NONE))


if(lc_checkout(lm_job, feature, "1.0", 3, LM_CO_NOWAIT, &code, LM_DUP_NONE))


This would result in a total of three licenses being checked out: one license would be checked out by the first call to 
lc_checkout, and two additional licenses would be checked out by the second call to lc_checkout.


Example 2


if(lc_checkout(lm_job, feature, "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_NONE))


if(lc_checkout(lm_job, feature, "1.0", 3, LM_CO_AVAIL_NOWAIT, &code, LM_DUP_NONE))
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This would result in a total of four licenses being checked out: one license would be checked out in the first call to 
lc_checkout, and three licenses would be checked out in the second call to lc_checkout.


Retrieving the Actual License Consumption
In a checkout using the LM_CO_AVAIL_NOWAIT flag, if a license pool does not contain the requested number of licenses for 
the requested feature, the checkout request is partially granted, and the available number of licenses in that license pool is 
checked out. In this scenario, the client must keep a record of the number of licenses that have been checked out. Hence, 
the client needs to know how many licenses have been granted by the license server. To retrieve the number of granted 
licenses, use the function lc_auth_data. It retrieves the CONFIG that is associated with the last successful checkout and 
gets the actual license consumption from the nCOAvailLastLicCount member.


Note the following when using the CONFIG member nCOAvailLastLicCount:


• The nCOAvailLastLicCount member reflects the actual license count that is consumed on the license server with the 
last successful checkout.


• On a successful checkout, nCOAvailLastLicCount is 1 <= nCOAvailLastLicCount <= nlic, where nlic is the 
requested license count of lc_checkout.


• The nCOAvailLastLicCount member is applicable to served CONFIGS only (config type is 
FNP_CONFIG_TYPE_SERVED_CERT or FNP_CONFIG_TYPE_SERVED_TS).


• When multiple checkouts of the same feature from the same license job have been issued, the nCOAvailLastLicCount 
member reflects the actual license consumption of the last successful checkout and not the cumulative license 
consumption.


Example for multiple checkouts


Let’s assume there are six licenses available on the license server for feature f1 (two licenses for v1.0, four licenses for 
v2.0). The following two checkouts are performed with the LM_CO_AVAIL_NOWAIT flag from the same license job: 


• First checkout request: two licenses (nlic=2) for feature f1, v1.0.


• The license server grants two licenses from the v1.0 license pool (the total license consumption for this client 
on the server is two).


• The client calls lc_auth_data to get the CONFIG associated with this checkout; the CONFIG member 
nCOAvailLastLicCount reflects 2. The actual license consumption for this checkout is two.


• Second checkout request: ten licenses (nlic=10) for feature f1, v1.0.


• The license server grants four licenses from the v2.0 license pool (hence the total license consumption for 
this client on the server is six).


• The client calls lc_auth_data to get the CONFIG associated with this checkout; the CONFIG member 
nCOAvailLastLicCount reflects 4. The actual license consumption for this checkout is four.


See Also
LM_A_USER_RECONNECT_V1_DATA
LM_A_USER_RECONNECT_V1
LM_A_USER_RECONNECT_V1_DONE
Information about the COAVAIL checkout in the Programming Reference for License File–Based Licensing
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Duplicate Grouping Mask
Requests for licenses from “duplicates” can either be “grouped” or “not grouped.” Grouping duplicates allows license 
requests from separate processes to use a single license if the process’s USER, HOST, DISPLAY, and/or VENDOR_DEFINED field 
are the same. Duplicate grouping is valid only with counted licenses.


The dup_group parameter enables you to select what to compare to constitute a group from the set {USER HOST DISPLAY 
VENDOR}. Any of the four fields that are not set to compare will automatically match; thus, not setting any of the four fields 
yields a site license because all users on all hosts on all displays are the same as far as the comparison is concerned. 


The following examples illustrate the use of the duplicate grouping capability:


RESERVE and DUP_GROUP Interaction During Checkout


There is an important interaction between RESERVE and the duplicate grouping mask. A license reservation for an entity not 
contained in the duplicate grouping mask in the call to lc_checkout (for example, a USER reservation) when the duplicate 
grouping mask is set to LM_DUP_HOST | LM_DUP_DISP can cause an interesting interaction at run time. 


Table 2-24 • lc_checkout Duplicate Grouping Examples


Value Meaning


LM_DUP_NONE Every job handle gets a new license. 


LM_DUP_USER All requests from this user name share the same license.


LM_DUP_HOST All requests from this host name share the same licenses. This is a floating 
node-locked license.


LM_DUP_DISP All requests from this display share the same license. (Useful for display or 
GUI-based products, like a window system.)


LM_DUP_VENDOR All requests with the same publisher-defined data, use the same license. 
(Useful for sharing licenses among otherwise unrelated processes.) 


If LM_DUP_VENDOR is used, LM_A_CHECKOUT_DATA must be set. 


LM_DUP_USER | LM_DUP_HOST All requests from this user name on this host name use the same license. 


LM_DUP_USER | LM_DUP_DISP All requests from this user name on this display use the same license. 
(One user, displaying on a single node, using several nodes to run the 
software.)


LM_DUP_USER | LM_DUP_HOST | 
LM_DUP_DISP


All requests from this user name on this host name using this display use 
the same license.


LM_DUP_USER | LM_DUP_VENDOR All requests from this user name with the same vendor data use the same 
license. 


If LM_DUP_VENDOR is used, LM_A_CHECKOUT_DATA must be set. 


LM_DUP_SITE All requests from any user on any node on any display with any vendor 
data use the same license (site license).

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 37







Chapter 2 Flexible API
Flexible API Function Descriptions

To understand why this is the case, consider the following examples:


• Your software groups duplicates based on USER and DISPLAY.


• Your end user has a license file with a single license.


• Your end user reserves this license for HOST “nodea.”


• User “joe” on display “displaya” on HOST “nodea” checks out a license. He gets the license because his HOST matches 
the reservation.


• User “joe” on display “displaya” on HOST “nodeb” checks out a license. He also gets a license, because he is grouped 
with the first license as a duplicate.


• The first user (joe/displaya/nodea) checks in his license.


At this point in the example, the situation appears to be inconsistent. The second user continues to hold the reservation, 
which means that a user on “nodeb” is using a license reserved for “nodea.” Once this second user checks in the license, 
the reservation will return to the pool of reservations to be used by anyone on “nodea.”


FlexNet Licensing was designed to allow this potential temporary inconsistency rather than the alternative, which is to 
have an unusable reservation.


See Also
machind/lmflex.c 
lc_auth_data
LM_A_CHECKOUT_DATA
lc_set_attr
LM_A_MULTIPLE_CHECKOUT_DATA
LM_A_CHECKOUTFILTERLAST_EX
LM_A_LICENSE_DEFAULT
LM_A_HOST_OVERRIDE
LM_A_DISPLAY_OVERRIDE
LM_A_USER_OVERRIDE
lc_checkin
lc_status
lc_new_job


lc_cryptstr
Generates a valid signature in a feature line.


Syntax
int lc_cryptstr(


LM_HANDLE *job,


char *str,


char **return_str,


VENDORCODE *code,


int flag,


char *filename,


char **errors);
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Parameters


The lc_cryptstr function uses the following parameters:


Return


The following values are returned by lc_cryptstr:


Table 2-25 • lc_crypstr Parameters


Parameter Description


lm_job From lc_init.


str Set str to a complete valid license file, where the signatures are replaced with SIGN=0.


return_str Resulting license file string. Memory is allocated by lc_cryptstr and freed by the calling 
program, use lc_free_mem on Windows. Pass the address of a char pointer.


code From LM_CODE macro. 


flag Mask that can be binary OR’d (|) using the following flags:


• LM_CRYPT_ONLY—If true, only return signature for first FEATURE in str.


• LM_CRYPT_FORCE—If set, recompute the signature for every line, even if the signature is 
already present on the line.


• LM_CRYPT_IGNORE_FEATNAME_ERRS—If set, no warnings returned about invalid feature 
names.


filename For error reporting, or (char *)0. This name will appear in the error message as the file name.


errors For error reporting, or (char **)0. If there are errors, the return value is non-zero and errors 
is set to an explanatory string. Memory is allocated by lc_cryptstr, and freed by the calling 
program (use lc_free_mem on Windows). Pass the address of a char pointer.


If a warning occurs, errors is set to a warning string, but the return value is 0 (success).


Note • It is recommended to use separate job-handle for every license generation request. 


Note • The lc_cryptstr API is not multithread safe, hence, synchronization between threads is the responsibility of the 
application code.


Table 2-26 • lc_cryptstr Returns


Return Values Description


0 Success
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Error Returns


Because different errors can occur on every line of the input str, lc_cryptstr must be able to report all these errors 
independently, and does so using the errors parameter. The errors parameter is used for both errors and warnings. If 
there is an error, lc_cryptstr returns non-zero, and no signatures are generated in return_str. If there are only warnings, 
the return value from lc_cryptstr is success (0), but errors is set to a warning message. 


Here is an example of error reporting:


Input


FEATURE f1 demo 1.a50 01-jan-2016 uncounted HOSTID=08002b32b161 SIGN=0


Error Reported


stdin:line 1:Bad version number - must be floating point number,


with no letters


With this error, no signature is generated, and return_str will be the same as the input str.


Discussion


Signs the given license file. This function is used by license-file generation utilities such as lmcrypt and, as such, is not 
intended to be incorporated into your application. You pass, via the str parameter, a license-file template, which is a 
complete, valid unsigned (SIGN=0) license file containing one or more FEATURE, INCREMENT, PACKAGE, or UPGRADE lines. A 
signed license file is returned, via return_str. For example, consider the following license-file template as input through 
str:


FEATURE f1 demo 1.5 01-jan-2016 uncounted HOSTID=08002b32b161 SIGN=0


lc_cryptstr calculates the signature and returns the complete, valid license file in return_str:


FEATURE f1 demo 1.5 01-jan-2016 uncounted HOSTID=08002b32b161 SIGN=2C817A5100D8


If flag has LM_CRYPT_ONLY set, then the function returns the signature for the first FEATURE, INCREMENT, PACKAGE, or UPGRADE 
line in the license file. If LM_CRYPT_ONLY is cleared, then the entire license file is signed and returned as a string. If flag has 
LM_CRYPT_FORCE set, then the signature is recomputed for every line, even if the signature is defined.


Comment lines are retained in the return_str output.


If you want to specify a start date, then add the following keyword to the license line template using the following syntax:


START=dd-mmm-yyyy


Example:


START=1-jan-2017


The output is compatible with the LM_A_LICENSE_FMT_VER setting, which defaults to the current FlexNet Publisher version.


The complete source for the lmcrypt command is provided in the Licensing toolkit package in machind/lmcrypt.c. This as 
well as the coding example below provide usage information for lc_crypstr.


<> 0 Error, see Error Returns for details.


Table 2-26 • lc_cryptstr Returns


Return Values Description
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Coding Example


[global include and variable info:]


#include "lmprikey.h"


#include "lmclient.h"


#include "lm_code.h"


#include "lmseeds.h"


#include "lm_attr.h"


LM_HANDLE *lm_job;


LM_CODE(code, ENCRYPTION_SEED1, ENCRYPTION_SEED2, VENDOR_KEY1,


VENDOR_KEY2, VENDOR_KEY3, VENDOR_KEY4, VENDOR_KEY5);


[...]


[C code:]


char *errors;


char *return_str;


int flag = LM_CRYPT_FORCE;


char *filename = "myfile.lic";


char str[MAX_CONFIG_LINE *100]; /* if maximum license is 100 lines */


[...]


[set up str variable with valid license syntax]


[...]


/* License Generator initialization */


/* The LM_CODE_GEN_INIT() is called once during license generator


initialization. Do not call this macro more than once during


the execution of the license generator */


LM_CODE_GEN_INIT(&code);


if (lc_init(0, VENDOR_NAME, &code, &lm_job))


{


/* present error */


}


/* Initialization complete */


[...]


if (lc_cryptstr(lm_job, str, &return_str, &code, flag, filename, &errors))


{


/* present error, and if non-null, print it out */


}


if (return_str)


{


/* return_str is the correct license-file string */


}


See Also
lc_check_key
lc_get_attr
lc_init
LM_A_LICENSE_FMT_VER
machind/lmcrypt.c 
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Linking your License Generator Utility


Note • Your license generator must be linked statically to the Licensing toolkit client library. 


For Windows Platforms


When you have successfully compiled your license generator utility, link with the libraries listed in Table 2-27. These 
libraries are located in the <platform_dir> directory. Additionally, refer to the rules for building the lmcrypt license 
generator in <platform_dir>/makefile.


For UNIX Platforms


When you have successfully compiled your license generator, link with a command similar to the following—


cc -o lic_gen lic_gen.o -L$platform liblmgr_trl.a libcrvs.a libsb.a $(OSLIBS)


—with the following notes:


• lic_gen is your license generator utility that incorporates lcryptstr.


• $platform is the <platform_dir> directory in the production FlexNet Publisher Licensing Toolkit that contains the 
necessary Licensing toolkit client libraries.


• $(OSLIBS) is a list of platform-specific libraries. Refer to the rules for building the lmcrypt license generator in 
<platform_dir>/makefile for the list specific to your platform.


lc_err_info
Returns a pointer to an LM_ERR_INFO structure that contains error information.


Table 2-27 • License Generator Utility Libraries


Licensing toolkit Client Libraries


Windows System Libraries/MT or /MD


• lmgr_trl.lib


Note • Use a non-TRL library (lmgr.lib) only if you have active legacy clients 
in production older than v10.8.6 that will be served by the same license 
server as your new clients. For more information about TRL, see the 
Programming Reference for License File–Based Licensing, chapter 9, 
“License Signature Configurations”. 


• libcrvs.lib


• libsb.lib


• libcmt.lib (for MT)


or


msvcrt.lib (for /MD)


• Additional required libraries as listed 
in the <platform_dir>/makefile file
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Syntax
LM_ERR_INFO_PTR lc_err_info(LM_HANDLE *job);


Parameters


The lm_err_info function uses the following parameters:


Return


Pointer to the LM_ERR_INFO struct.


Discussion


Returns a pointer to a LM_ERR_INFO struct, which contains all necessary information to present an error message to the 
user. This is the supported method for internationalization and localization of Licensing toolkit error messages.


This information allows applications to present error messages in any language and in any desired format. The Licensing 
toolkit provides the English text of all messages. The three types of messages that need to be translated include: 


• short—located in machind/lmerrors.h


• long—located in machind/lm_lerr.h


• context—located in machind/lcontext.h


Use the value err_info.maj_errno as an index into these files in order to retrieve the corresponding message.


See Also
lc_perror
lc_get_errno


LM_ERR_INFO
The format of LM_ERR_INFO is:


Table 2-28 • lm_err_info Parameters


Parameter Description


job From lc_new_job.


Table 2-29 • LM_ERR_INFO Format


Format Description


maj_errno The Flexible API error number. See lmerrors.h and lm_lerr.h in the machind directory for 
English versions of the error messages.


min_errno The minor error number. This enables technical support to better identify the error.


sys_errno The most recent system errno (or Winsock error on Windows).
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lc_errstring
Returns the Flexible API error string for the most recent Flexible API error.


Syntax
LM_CHAR_PTR lc_errstring(LM_HANDLE *job);


Parameters


The lc_errstring function uses the following parameters:


Return


The Flexible API error string text.


Discussion


Returns the Flexible API error string for the most recent Licensing error, along with the major and minor error number. If a 
UNIX error is involved, the UNIX error description will also be included in the message, along with the UNIX errno. For 
internationalization of error messages, use lc_err_info.


This memory is managed by the Licensing toolkit library. Do not attempt to free it. This string is freed and reset when 
another Licensing error occurs, so it is only valid between calls to Flexible API functions. Check that the call to the previous 
Licensing function has returned an error before calling lc_errstring. 


feature The name of the feature that the error applies to.


lic_files A null-terminated array of char pointers of the license files used when the error occurred.


context A string that provides additional information about the error. Its contents depend on the type of 
error, but is not language dependent. Refer to machind/lcontext.h for information needed for 
translation.


Table 2-30 • lc_errstring Parameters


Parameter Description


job From lc_new_job.


Table 2-29 • LM_ERR_INFO Format


Format Description
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Examples
No such feature exists (-5,116)


Cannot find license file, (-1,73:2), No such file or directory


See Also
lc_perror
lc_err_info
lc_get_errno


lc_expire_days
Returns the number of days until a license expires.


Syntax
long lc_expire_days(


LM_HANDLE *job,


CONFIG *conf);


Parameters


The lc_expire_days function uses the following parameters:


Return


The following values are returned by lc_expire_days:


Table 2-31 • lc_expire_days Parameters


Parameter Description


job From lc_new_job.


conf A FEATURE line from the license file. If security is important and the FEATURE line information 
should be authenticated, use lc_auth_data to obtain the CONFIG pointer after a successful 
checkout. If the FEATURE line information needs to be authenticated before a checkout is 
done, use lc_checkout with the LM_CO_LOCALTEST flag, then lc_test_conf can be used to 
obtain the CONFIG pointer. If data authentication is not needed, lc_next_conf can be used to 
get the CONFIG pointer.


Table 2-32 • lc_expire_days Returns


Return Value Description


> 0 Number of days until expiration.


==0 The license will expire tonight at midnight.


< 0 Flexible API errno.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 45







Chapter 2 Flexible API
Flexible API Function Descriptions

Error Returns


The following values are error returns for the function lc_expire_days:


See Also
lc_checkout
lc_next_conf


lc_feat_list


Gets the list of all features in the license file


Syntax
char **lc_feat_list(


LM_HANDLE *job,


int flags,


void (*dupaction)(void));


Parameters


The lc_feat_list function uses the following parameters:


LM_FOREVER Unexpiring license. 


Table 2-33 • lc_expire_days Error Returns


Return Value Description


LM_BADPARAM conf is 0.


LM_LONGGONE The feature has already expired.


Table 2-34 • lc_feat_list Parameters


Parameter Description


job From lc_new_job.


flags LM_FLIST_ALL_FILES for all license files. If 0, only the first license in the license search path is 
used.


LM_FILTERLIST_ALL_FILES will only return the valid features that are served by the server 
(Vendor Specific).


dupaction Action routine called when a duplicate feature is found. This routine is called upon the second 
occurrence of any feature name. If specified as NULL, no call is made.


Table 2-32 • lc_expire_days Returns


Return Value Description
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Return


List of features. list is a pointer to a NULL-terminated array of feature string pointers. Both the pointers and the string 
data are malloc’d; this memory is freed upon a subsequent call to lc_feat_list. Do not free this data. If NULL, an error has 
occurred.


Error Returns


The following values are error returns for the function lc_feat_list:


Discussion


Gets the list of all features in the license file. The feature list is not authenticated and includes package names and 
components as well as feature names.


lc_first_job
lc_first_job is used to find the first job in a list of jobs.


Syntax
LM_HANDLE *lc_first_job(LM_HANDLE *job);


Parameter


The lc_first_job function uses the following parameters:


Discussion


Before calling this function, you must set up a list of jobs by linking jobs using the oldjob parameter in lc_new_job.


Coding Example
LM_HANDLE *job


job = lc_first_job(job);


while (job)


{


/*processing*/


Table 2-35 • lc_feat_list Error Returns


Parameter Description


LM_CANTMALLOC The call to malloc failed.


LM_NOFEATURE Specified feature not found.


Table 2-36 • lc_first_job Parameters


Parameter Description


job A pointer to the first job is returned into this parameter.
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job = lc_next_job(job);


}


See Also
lc_free_job
lc_new_job
lc_next_job


lc_flexinit
This function loads and initializes the activation library component. 


Syntax
int lc_flexinit(struct flexinit_property_handle *handle);


Parameters


The lc_flexinit function uses the following parameter values:


Return Values


The lc_flexinit function returns the following values 


Table 2-37 • lc_flexinit Parameters


Parameter Description


handle A property handle created with lc_flexinit_property_handle_create. See 
lc_flexinit_property_handle_set for a description of available properties.


Table 2-38 • lc_flexinit Return Values


Return Value Description


0 Success.


-42 Invalid or missing property handle.


1 Activation library component not found.


2 Unable to load activation library component.


3 OS version too old: unable to load activation library component.


4 Initialization of activation library failed.


5 Insufficient resources to load activation library component.
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Discussion


This function will be successful only if the FlexNet Licensing Service has previously been installed. On Windows, the FlexNet 
Licensing Service API includes functions that install and uninstall the service. On other platforms, a script is provided. See 
“Distributing the FlexEnabled Application for Trusted Storage-based Licensing” in the Development Environment Guide for 
details.


Before calling this function, the property handle must be created with lc_flexinit_property_handle_create and a 
property value set into the handle with lc_flexinit_property_handle_set.


Place this function in your code before the first call to lc_new_job. This ensures that activation support is enabled and that 
the tamper-resistant runtime is running when required: code that uses Secure Data Types (SDTs) does not operate if the 
tamper-resistant runtime is not operating. This also ensures that any antidebugger technology checks are operational all 
the time that licensing functions are being used. It must be paired with a matching call to lc_flexinit_cleanup and called 
before the application exits.


This function must be called once and only once by the application at startup. If you are using the Activation API and the 
Flexible API within a single executable, you should ensure that you call either this function or flxActCommonLibraryInit, 
but not both. flxActCommonLibraryInit also loads the activation library and additionally allows you to specify the location 
of the activation library.


6 Activation library component has not been created using the preptool. For standard toolkits, the 
activation library component must be created specifically for the FlexEnabled application using the 
preptool.


Note • For license-file-based licensing, this component, also known as the run-time component, 
handles Secure Data Types (SDTs) in applications.


7 Activation library component has been unloaded. Once unloaded it cannot be reloaded until the 
FlexEnabled application is restarted.


8 Mac-specific error. Path to activation library component not specified in correct format, UTF-8.


9 Mac-specific error. Error creating URL for activation library component.


10 Mac-specific error. Error creating path from URL for activation library component.


11 Mac-specific error. Framework specified by bundle ID not loaded.


12 Mac-specific error. Invalid bundle ID.


13 Mac-specific error. Computed path to activation library component is too long.


20 The FlexNet Licensing Service is not installed.


21 Not enough rights to talk to service. Set service to start automatically to resolve this.


Table 2-38 • lc_flexinit Return Values


Return Value Description
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This function fails if the activation library is not correctly located. The location of the activation library component is 
defined when the executable that uses it is processed with the preptool. For details of about the preptool utility, see the 
Programming Reference for Trusted Storage–Based Licensing.


Caution • This function is not multi-thread safe: synchronization between threads is the responsibility of the application 
code. There is an additional restriction on platforms other than Windows and Mac: this function must be called in the main 
thread of any multi-threaded applications.


Note • If you want to use the Activation API and the Flexible API within a single executable, ensure that you call either 
flxActCommonLibraryInit or lc_flexinit, but not both. 


lc_flexinit_cleanup
This function unloads the activation library and performs any cleanup functions required.


Syntax
int lc_flexinit_cleanup(struct flexinit_property_handle *handle);


Parameters


The lc_flexinit_cleanup function uses the following parameters:


Return Values


The lc_flexinit_cleanup function returns the following values:


Discussion


There must be a matching lc_flexinit call in your code that was invoked prior to calling this function. After calling 
lc_flexinit_cleanup, free the property handle using lc_flexinit_property_handle_free.


Table 2-39 • lc_flexinit_cleanup Parameters


Parameter Description


handle The property handle used in the matching call to lc_flexinit. See 
lc_flexinit_property_handle_set for a description of available properties.


Table 2-40 • lc_flexinit_cleanup Return Values


Return Value Description


LM_NOERROR Success.


LM_BADPARAM Invalid or missing property handle.
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When using the tamper-resistant runtime or activation, you must ensure that lc_flexinit_cleanup is called only after all 
licensing functions have been completed. The tamper-resistant runtime is required for ADT checks and Secure Data Types 
(SDTs) to operate. All features that are linked to SDTs must be checked in with lc_checkin before the call to 
lc_flexinit_cleanup.


lc_flexinit_cleanup should be called only as a matching call to lc_flexinit. If flxActCommonLibraryInit was used instead of 
lc_flexinit, then call flxActCommonLibraryCleanup instead of lc_flexinit_cleanup.


lc_flexinit_property_handle_create
This function creates a property handle.


Syntax
int lc_flexinit_property_handle_create(struct flexinit_property_handle **handle);


Parameters


The lc_flexinit_property_handle_create function uses the following parameters:


Return Values


The lc_flexinit_property_handle_create function returns the following values:


Discussion


Call this function to create a property handle for use to initialize and cleanup a FlexEnabled application. After calling 
lc_flexinit_property_handle_create, call lc_flexinit_property_handle_set to define the initialization and cleanup 
functionality required.


Table 2-41 • lc_flexinit_property_handle_create Parameters


Parameter Description


handle The property handle used in the following lc_flexinit calls:


• lc_flexinit


• lc_flexinit_cleanup


• lc_flexinit_property_handle_set


• lc_flexinit_property_handle_get


Table 2-42 • lc_flexinit_property_handle_create Return Values


Return Value Description


LM_NOERROR Success.


LM_CANTMALLOC Could not allocate sufficient memory.
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lc_flexinit_property_handle_free
This function frees an initialization property handle.


Syntax
int lc_flexinit_property_handle_free(struct flexinit_property_handle *handle);


Parameters


The lc_flexinit_property_handle_free function uses the following parameters:


Return Values


The lc_flexinit_property_handle_free function returns the following values:


Discussion


Call this function to free a property handle after calling lc_flexinit_cleanup.


lc_flexinit_property_handle_get
This function returns the value for a specified property within the supplied initialization property handle.


Syntax
int lc_flexinit_property_handle_get(


struct flexinit_property_handle *handle,


FLEXINIT_PROPERTY_TYPE property,


FLEXINIT_VALUE_TYPE *value);


Table 2-43 • lc_flexinit_property_handle_free Parameters


Parameter Description


handle A property handle created with 
lc_flexinit_property_handle_create.


Table 2-44 • lc_flexinit_property_handle_free Return Values


Return Values Description


LM_NOERROR Success.
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Parameters


The lc_flexinit_property_handle_get function uses the following parameters:


Return Values


The lc_flexinit_property_handle_get function returns the following values:


Discussion


Use this function to obtain the current property value setting in the property handle. 


lc_flexinit_property_handle_set
This function sets a type and value into the initialization property handle that defines the initialization and cleanup 
functionality required.


Syntax
int lc_flexinit_property_handle_set(


struct flexinit_property_handle *handle,


FLEXINIT_PROPERTY_TYPE property,


FLEXINIT_VALUE_TYPE value);


Table 2-45 • lc_flexinit_property_handle_get Parameters


Parameter Description


handle A property handle created with lc_flexinit_property_handle_create.


property Defines the initialization and cleanup functions. The only available property is 
INIT_PROPERTY_USE_TRUSTED_STORAGE—Perform initialization and cleanup for applications 
using activation and tamper resistant runtime. 


value The value setting for property


Table 2-46 • lc_flexinit_property_handle_get Return Values


Return Value Description


LM_NOERROR Success.


LM_BADPARAM Invalid property.
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Parameters


The lc_flexinit_property_handle_set function uses the following parameters:


Return Values


The lc_flexinit_property_handle_set function returns the following values:


Discussion


Before calling this function, the property handle must be created using lc_flexinit_property_handle_create.


Call this function to define the property to which initialization and cleanup functionality is required, where property can 
be:


INIT_PROPERTY_USE_TRUSTED_STORAGE 


If value=1, specifies initialization and cleanup for applications using activation and tamper-resistant runtime. 


If value=0, the property is undefined.


lc_fnpservice_present
lc_fnpservice_present provides the status of whether the FlexNet Licensing Service is present.


Table 2-47 • lc_flexinit_property_handle_set Parameters


Parameter Description


handle A property handle created with lc_flexinit_property_handle_create.


property The property to set. For possible property types see Discussion. 


value The value to assign to property. For possible settings, see Discussion.


Table 2-48 • lc_flexinit_property_handle_set Return Values


Return Value Description


LM_NOERROR Success. Invalid property.


LM_BADPARAM Invalid property.
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Syntax
int lc_fnpservice_present(LM_HANDLE_PTR *job); 


Parameters


The lc_fnpservice_present function uses the following parameters:


Return


The lc_fnpservice_present function returns the following values:


Discussion


This function is only supported for Windows and Linux platforms. For all other platforms, it will always return 0.


lc_free_job
lc_free_job frees the memory associated with a job that has been allocated by lc_new_job.


Syntax
void lc_free_job(LM_HANDLE *job);


Parameters


The lc_free_job function uses the following parameters:


Return


There are no values are returned by lc_free_job.


Table 2-49 • lc_fnpservice_present Parameters


Parameter Description


job From lc_new_job.


Table 2-50 • lc_fnpservice_present Return Values


Return Value Desciption


> 0 FlexNet Licensing Service is present.


0 FlexNet Licensing Service is not present.


Table 2-51 • lc_free_job Parameters


Parameter Description


job From lc_new_job.
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Discussion


lc_free_job removes everything associated with job—this includes any timers, memory, and licenses. It is recommended 
that you call lc_checkin first.


For dynamically linked Windows applications or FlexEnabled DLLs, call lc_cleanup after the last call to lc_free_job. Any 
features still checked out will be checked in; however, it is recommended that all features are checked in using lc_checkin 
before calling lc_free_job.


Note • Do not call this API more than once from an application (for example, following a checkin and then later during the 
destructor, or exit, routine). Multiple lc_free_job calls can cause the application to crash. 


See Also
lc_init
lc_new_job
lc_set_attr
lc_cleanup (Windows only)


lc_get_attr
Retrieves a Flexible API attribute.


Syntax
int lc_get_attr(


LM_HANDLE *job,


int attr,


short *value);


Parameters


The lc_get_attr function uses the following parameters:


Table 2-52 • lc_get_attr Parameters


Parameter Description


job From lc_new_job.


attr Which attribute to get.


value The value of the requested attribute. Must be a pointer to the correct attribute type and 
should be cast to a short *.
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Return


The following values are returned by lc_get_attr:


Error Returns


These are the error returns for the function lc_get_attr:


Discussion


To use this function include lm_attr.h.


Retrieves a Flexible API attribute. attr describes which attribute to retrieve, and the value is a pointer to the value for the 
attribute. See lm_attr.h for attr constants and value types. Attribute descriptions can also be found in Flexible API 
Attributes and Advanced Flexible API Attributes.


Types of char * are handled a little differently than other types. Types of int or short are declared, and a pointer to the 
declared variable is passed as an argument. Types of char * are declared as char *, and the variable itself is passed.


See Also
lc_set_attr


lc_get_errno
Returns the most recent Flexible API error.


Table 2-53 • lc_get_attr Returns


Return Value Description


0 Success


Any other value Error.


Table 2-54 • lc_get_attr Error Returns


Error Return Description


LM_NOSUCHATTR No such attribute exists.


LM_NOADMINAPI LM_A_VD_GENERIC_INFO or LM_A_VD_FEATURE_INFO only—request was made to other 
company’s vendor daemon.


LM_NOSERVSUPP LM_A_VD_GENERIC_INFO or LM_A_VD_FEATURE_INFO only—pre-v4.0 server does not support 
these requests.


LM_NOSERV Returns an error when an uncounted license is called.
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Syntax
int lc_get_errno(LM_HANDLE *job);


Parameters


The lc_get_errno function uses the following parameters:


Return


The following values are returned by lc_get_errno:


Discussion


This function returns the most recently set Flexible API error number. This value is available after the return of any Flexible 
API function. 


For more detailed error information that includes the error number, use lc_err_info as an alternative to this function.


See Also
lc_err_info
lc_perror
machind/lmclient.h


lc_get_version
Returns the version of the Licensing toolkit client library.


Syntax
void lc_get_version(FLEX_VERSION *ver);


Table 2-55 • lc_get_errno Parameters


Parameter Description


job From lc_new_job.


Table 2-56 • lc_get_errno Returns


Return Value Description


errorno See lmclient.h, lm_lerr.h, and lmerrors.h for a list of possible Flexible API errors and 
associated English descriptions.
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Parameters


The lc_get_version function uses the following parameters:


Return


There are no values returned by lc_get_version.


Error Returns


There are no error returns for the function lc_get_version.


See Also
lc_get_server_version


lc_get_server_version
Returns the version of the Licensing toolkit server library.


Syntax
int lc_get_server_version(


LM_HANDLE *job,


FNP_SERVER_TYPE type,


FLEX_VERSION *ver);


Table 2-57 • lc_get_version Parameters


Parameter Description


ver The FLEX_VERSION structure is filled in with the version of the Licensing toolkit client 
library.


This structure contains the following data:


• major version


• minor version


• sub minor version


• patch number


• build number


• beta build indicator (reserved for future use)


• patch character (reserved for future use)
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Parameters


The lc_get_server_version function uses the following parameters:


Return


The following values are returned by lc_get_server_version:


Discussion


FlexNet Publisher checks for major and minor versions and will not compare the version of sub minor and patch number. 
As a result, when a v11.13.1.0 client tries to checkout a license from v11.13.0.0 server, LM_SERVOLDVER error is not 
returned. 


See Also
lc_checkout


lc_heartbeat
Exchanges heartbeat messages with the license server.


Table 2-58 • lc_get_version Parameters


Parameter Description


job From lc_new_job handle


type The type can be lmgrd or vendor daemon server version as they are currently supported.


FNP_SERVER_TYPE_LIC_MANAGER—supports lmgrd and lmadmin 


FNP_SERVER_TYPE_VENDOR_DAEMON


ver The FLEX_VERSION structure is filled in with the version of the Licensing server toolkit.


This structure contains the following data:


• major version


• minor version


• sub minor version


• patch number


Table 2-59 • lc_get_server_version Returns


Return Values Description


0 Success. 


Any other value Non-success.
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Syntax
int lc_heartbeat(


LM_HANDLE *job,


int *ret_num_reconnects,


int minutes);


Parameters


The lc_heartbeat function uses the following parameters:


Return


The following values are returned by lc_heartbeat:


Discussion


Before calling lc_heartbeat, you must first turn off the automatic heartbeat mechanism before the first license checkout:


lc_set_attr(lm_job, LM_A_CHECK_INTERVAL, (LM_A_VAL_TYPE) -1);


lc_set_attr(lm_job, LM_A_RETRY_INTERVAL, (LM_A_VAL_TYPE) -1);


lc_heartbeat sends heartbeat messages to and receives acknowledgments from the license server. By default, these 
activities are handled automatically by FlexNet Licensing via a separate, dedicated application thread. This function 
provides manual control of heartbeat messages, thereby overriding the automatic mechanism. 


The purpose of heartbeat messages is to:


Table 2-60 • lc_heartbeat Parameters


Parameter Description


job From lc_new_job.


ret_num_reconnects If null, this argument is ignored. If non-null, and the FlexEnabled application has just 
successfully reconnected to the server, the return value will be 0 (success), and 
ret_num_reconnects is set to the number of times the FlexEnabled application has 
reconnected in the last minutes. If this is a large number, it may indicate attempted 
theft.


minutes If 0, this argument is ignored. If non-zero, it is used to detect when a server is being 
started and stopped many times in a short period, which can indicate attempted theft. 
The reporting period is set with minutes.


Table 2-61 • lc_heartbeat Returns


Return Values Description


0 Success. 


Any other value The license server is currently down. The number of failed attempts to reconnect to the 
license server.
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• Keep license server informed that the application is still using its license—otherwise the license server may 
timeout and check in the license.


• Keep the application informed that the license server is continually running—unchecked license server stops and 
starts may indicate unauthorized license usage.


lc_heartbeat performs the following activities:


• It attempts to read the acknowledgment from the previous heartbeat.


• It sends out a heartbeat message, or, if there is no acknowledgment from the previous one, it makes one attempt to 
reconnect to the license server.


• If reconnection is successful, checks out the original complement of licenses again from the license server.


• It informs the application of a number of states that may indicate attempted tampering with the license server.


Heartbeat messages ensure that licenses are checked out again from a restarted server. Heartbeats are not needed for the 
server to retain a FlexEnabled application’s license—the server retains the license until the FlexEnabled application exits. If 
lc_heartbeat is called, the FlexEnabled application automatically reconnects and checks out again from a license server 
that has restarted. It also informs the application of a number of states that may indicate attempted tampering with the 
license server.


• The return value, if non-zero, indicates that the license server is down, and how many reconnect attempts have been 
made. This information can be used, for example, to inform the end user that the license server is down and possibly 
to deny use after a specified number of failures.


• The arguments num_reconnects and num_minutes, if used, can indicate the rate a server has been stopped and 
started, possibly signifying attempted theft.


How lc_heartbeat Works


lc_heartbeat sends a heartbeat message to the license server. It then reads the acknowledgment from the previously sent 
heartbeat. The first heartbeat is sent after the application first connects to the license server via lc_checkout. In this 
manner, there is normally no delay in lc_heartbeat. 


If lc_heartbeat is unable to read an acknowledgment from the license server, it makes one attempt to reconnect to the 
license server according to the following parameters:


• Each subsequent call to lc_heartbeat makes one reconnection attempt for a total of five attempts (default). The 
LM_A_RETRY_COUNT attribute is used to override the total number of attempts.


• Calls to lc_heartbeat more frequent than 30 seconds are ignored. That is, a reconnection is attempted at most every 
30 seconds even when lc_heartbeat is called more frequently.


• The application can optionally define a pre-reconnection callback function via the LM_A_USER_RECONNECT attribute. 


• If a reconnection occurs before five attempts and the application defines a post-reconnection callback function via 
the LM_A_USER_RECONNECT_DONE attribute, it is called. 


• If a reconnection fails to occur after five attempts, then a callback exit handler, if specified with the 
LM_A_USER_EXITCALL attribute, is called. Otherwise, the application exits with the error message, “Lost License, 
cannot reconnect” (UNIX: stderr, WINDOWS: dialog box). 
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lc_heartbeat and User TIMEOUT Option


If lc_heartbeat is not called for an extended period, then the application may lose its license. This can happen for two 
reasons: the timeout, set with the LM_A_TCP_TIMEOUT attribute, has expired, or the end user has set a TIMEOUT for this 
feature in the end-user options file. In both cases, the license server has a timeout associated with the license which gets 
invoked if lc_heartbeat is not called within the timeout interval. Make sure that LM_A_TCP_TIMEOUT is large enough to 
accommodate your usage of lc_heartbeat. Similarly, make sure ls_minimum_user_timeout in lsvendor.c is large enough 
so that users will not timeout applications that are in use.


If the license is inadvertently released, the next lc_heartbeat will automatically reacquire the license if there is still a 
license available. 


For more information about heartbeats or setting vendor variables, see the Programming Reference for License File–Based 
Licensing. 


See Also
LM_A_CHECK_INTERVAL
LM_A_RETRY_COUNT, LM_A_RETRY_INTERVAL
LM_A_TCP_TIMEOUT
LM_A_USER_EXITCALL, LM_A_USER_EXITCALL_EX
LM_A_USER_RECONNECT, LM_A_USER_RECONNECT_EX
LM_A_USER_RECONNECT_DONE, LM_A_USER_RECONNECT_DONE_EX
TIMEOUT options file keyword in the License Administration Guide


lc_hostid
Provides the hostid in string format.


Syntax
int lc_hostid(


LM_HANDLE_PTR job,


int type,


char *buf);


Parameters


The lc_hostid function uses the following parameters:


Table 2-62 • lc_hostid Parameters


Parameter Description


job From lc_new_job.


type The requested hostid type. For details of available values see Hostid Types. For backward 
compatibility, other choices exist in lmclient.h, but are not applicable in this version of the 
Licensing toolkit.


buf A pointer to a char array of length MAX_CONFIG_LINE. If successful, the hostid string is returned 
here. This string may contain multiple hostids separated by spaces.
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Return


The following values are returned by lc_hostid:


Error Returns


These are the error returns for the function lc_hostid:


Discussion


Fills in buf with a hostid string specified by id_type. If id_type is HOSTID_DEFAULT, you get the default id_type on the 
system.


This function allows developers access to hostid information in string format. When multiple hostids are detected on the 
system, lc_hostid returns a space-separated list of hostids. Typically this occurs when the hostid is derived from hardware 
attached to the system, for example Ethernet cards or FlexNet ID dongles. 


The following examples show typical output when multiple hostids are available.


• Composite hostid including HOSTID_ETHER—This shows the output when two Ethernet cards are attached to a 
system.


“COMPOSITE=27bd96850a29 COMPOSITE=9684d0f2a114”


• FlexNet ID dongles—This shows the output when two dongles are attached to a system.


“FLEXID=9-6b3366b2 FLEXIDID=9-58a35210”


If a request is made for an invalid hostid type for a platform, lc_hostid returns the value of the default hostid type for that 
platform. If a request is made for a valid type that is not currently present on the machine, such as HOSTID_FLEXID9 and 
HOSTID_FLEXID10 on Windows, lc_hostid returns an error. The License Administration Guide contains a list of currently 
supported platforms and their default hostid type.


Table 2-63 • lc_hostid Returns


Return Values Description


0 Success.


Any other value Error—Flexible API errno.


Table 2-64 • lc_hostid Error Returns


Error Return Description


LM_FUNCNOTAVAIL Vendor keys do not support this id_type.


LM_LICSRVC_FAILED License service failed to return VM attributes.


LM_NO_VMATTR_PHY_SYS VM attributes not available on physical machine.
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Windows Ethernet Hostid


The operation of lc_hostid when used on Windows platforms with the HOSTID_ETHER hostid type is controlled by the 
LM_A_PHYSICAL_ETHERNETID attribute. The default when this attribute is not set is that all Ethernet adapters, both 
physical and virtual, are reported.


See Also
machind/lmclient.h for valid hostid type definitions
“Hostids” in Programming Reference for License File–Based Licensing for instructions on choosing hostids
License Administration Guide for the default hostids
Release Notes for platforms on which multiple Ethernet hostids are supported


Hostid Types
There are two groups of hostid types: those valid for a specific platform and those valid on all platforms. Table 2-65 lists the 
valid hostid types for a specific platform. 


Obtaining any TPM, virtualization, or cloud-licensing hostid requires that the FlexNet Licensing Service be installed.


Table 2-65 • Hostid Types for specific Platforms


Operating System
Supported Hostid Types 
(id_type) Description


AIX HOSTID_LONG 32-bit hostid


HP-UX HOSTID_ID_STRING String ID, maximum length is MAX HOSTID_LEN


Mac OS HOSTID_ETHER Ethernet address


HOSTID_FLEXID9


HOSTID_FLEXID10


FlexNet ID dongles: FLEXID=9, FLEXID=10.


See the Driver Installation Guide for FlexNet ID Dongles for 
manufacturer and device information.


Microsoft 
Windows


AMZN_AMI Amazon template ID for Amazon EC2 environments


AMZN_EIP Elastic IP address for Amazon EC2 environments


HOSTID_DISK_SERIAL_NUM Windows volume serial number 


HOSTID_ETHER Ethernet address


HOSTID_FLEXID9


HOSTID_FLEXID10


FlexNet ID dongles: FLEXID=9, FLEXID=10, PHY_FLEXID=9, 
PHY_FLEXID=10


See the Driver Installation Guide for FlexNet ID Dongles for 
manufacturer and device information.


HOSTID_INTERNET Internet v4 or v6 address, Amazon Instance ID, and Amazon 
template ID in Amazon EC2 environments
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HOSTID_TPM_ID1 TPM (Trusted Platform Module) version 2.0 (version 1.2 is not 
supported)


Note • Obtaining this hostid requires that the FlexNet Licensing 
Service be installed.


PHY_* Enforced physical machine


VM_GENID Generation ID of the virtual machine 


Note • This identifier is available only in Windows VMs.


GenerationID cannot be used together with the HOSTID 
keyword. Refer to the Understanding Virtualization Features in 
FlexNet Publisher White Paper for examples of how to use 
GenerationID.


VM_UUID UUID support on virtual platforms 


Linux AMZN_AMI Amazon template ID for Amazon EC2 environments


AMZN_EIP Elastic IP address for Amazon EC2 environments


HOSTID_ETHER Ethernet address


HOSTID_INTERNET Internet v4 or v6 address, Amazon Instance ID, and Amazon 
template ID in Amazon EC2 environments


HOSTID_FLEXID9


HOSTID_FLEXID10


FlexNet ID dongles: FLEXID=9, FLEXID=10, PHY_FLEXID=9, 
PHY_FLEXID=10


See Driver Installation Guide for FlexNet ID Dongles for 
manufacturer and device information.


PHY_* Enforced physical machine


VM_UUID UUID support on virtual platforms


Solaris HOSTID_LONG 32-bit hostid


HOSTID_ETHER Ethernet address


Table 2-65 • Hostid Types for specific Platforms


Operating System
Supported Hostid Types 
(id_type) Description
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The following table lists the hostid types common to all platforms.


lc_idle
Informs the license server when the FlexEnabled application is idle.


Syntax
void lc_idle(


LM_HANDLE *job,


int flag);


Table 2-66 • Hostid Types Supported on All Platforms


id_type Description


HOSTID_COMPOSITE Composite hostid, if defined. This may return a space separated list of hostids. For 
more information see Multiple Composite Hostids for HOSTID_ETHER in Programming 
Reference for License File–Based Licensing. See also lc_init_simple_composite.


HOSTID_DEFAULT Default hostid type on the system.


HOSTID_DISPLAY Display name.


HOSTID_HOSTNAME Node name.


FNP_HOSTID_INTERNET_V4 Returns IPv4 address only.


FNP_HOSTID_INTERNET_V6 Returns IPv6 address only.


HOSTID_INTERNET Internet IP address. Fetches IPv4 or IPv6 address based on the environment variable 
FNP_IP_Priority.


Note • On Windows and Linux, HOSTID_INTERNET also fetches the Amazon Instance ID 
and Amazon template ID when in an Amazon EC2 environment.


HOSTID_USER User name. 


User names that contain spaces are not supported in license files or in the options file.


HOSTID_VENDOR Vendor-defined hostid, if defined. For more information see Vendor-Defined Hostid 
Types in Programming Reference for License File–Based Licensing. 
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Parameters


The lc_idle function uses the following parameters:


Return


There are no values returned by lc_idle.


Discussion


Informs the license server when the process is idle. lc_idle enables the end-user feature inactivity TIMEOUT to allow idle 
licenses to be reclaimed. Use of lc_idle is recommended for end users to take advantage of the TIMEOUT option. lc_idle also 
affects vendor daemon timeout due to LM_A_TCP_TIMEOUT.


lc_idle can be used to bracket a portion of the application code that prompts for user input, so that when the user is not 
using the application, the vendor daemon can detect the fact that the application is idle. lc_idle only sets a flag internally 
in the application; it is therefore safe to call as often as necessary. When lc_idle is enabled, the client application stops 
sending automatic heartbeat to the license server. Note that lc_idle is applicable to automatic heartbeats only.


Example


A typical use would be:


lc_idle(job, 1); /* Process is idle now */


... wait for input from user...


lc_idle(job, 0); /* Process is no longer idle */


See Also
lc_heartbeat
LM_A_TCP_TIMEOUT
“ls_minimum_user_timeout” in “Basic Vendor Variables” in Programming Reference for License File–Based Licensing


lc_init 
Creates a job handle for use by lc_cryptstr.


Syntax
int lc_init(


LM_HANDLE *oldjob,


char *vendor_id,


VENDORCODE *vendor_key,


LM_HANDLE **job_id);


Table 2-67 • lc_idle Parameters


Parameter Description


job From lc_new_job.


flag 0 if process is not idle, non-zero if process is idle.
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Parameters


The lc_init function uses the following parameters:


Return


The following values are returned by lc_init:


Error Returns


These are the error returns for the function lc_init:


Table 2-68 • lc_init Parameters


Parameter Description


job Must be NULL on first call to lc_init. Otherwise, the current job on all subsequent calls.


vendor_id Vendor name as defined with VENDOR_NAME in machind/lm_code.h.


vendor_key From LM_CODE macro.


job_id Set to job for the current process. This is used as the first argument to subsequent lc_cryptstr 
call.


Table 2-69 • lc_init Returns


Return Values Description


0 Success


Any other value Value of lc_get_errno after initialization is complete.


Table 2-70 • lc_init Error Returns


Error Return Description


LM_BAD_TZ Time zone offset from GMT is greater than 24 hours, which may imply that a user is 
attempting to bypass an expiration date.


LM_BADPLATFORM Vendor keys do not support this platform.


LM_BADKEYDATA Bad vendor keys.


LM_BADVENDORDATA Unknown vendor key type.


LM_CANTMALLOC The call to malloc failed.


LM_DEFAULT_SEEDS Encryption seeds contain default values, but the vendor daemon name is not demo.


LM_EXPIRED_KEYS Vendor keys have expired.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 69







Chapter 2 Flexible API
Flexible API Function Descriptions

Discussion


lc_init initializes FlexNet Licensing and creates a license job. Subsequent calls to lc_init create new license jobs; each job is 
independent. lc_init is only to be used with license generators and not in FlexEnabled applications shipped to end users. 
FlexEnabled applications use lc_new_job, instead, for initialization and job creation because it offers enhanced security.


See Also
lc_cryptstr
lc_new_job


lc_log
Sends a message to the license server, which the license server places in the debug log.


Syntax
void lc_log(


LM_HANDLE_PTR job,


LM_CHAR_PTR msg);


Parameters


The lc_logfunction uses the following parameters:


Return


There are no values returned by lc_log.


LM_NOKEYDATA Vendor key data not supplied.


LM_LIBRARYMISMATCH lmclient.h/liblmgr.a version mismatch.


LM_NONETWORK Networking software not available on this machine.


LM_OLDVENDORDATA Old vendor keys supplied.


Table 2-71 • lc_log Parameters


Parameter Description


job From lc_new_job.


msg The message to be logged. The maximum length of msg is LM_LOG_MAX_LEN.


Table 2-70 • lc_init Error Returns


Error Return Description
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Error Returns


The following errors are set in the job handle used when calling lc_log:


lc_new_job
Initializes FlexNet Licensing and creates a new job.


Syntax
int lc_new_job(


LM_HANDLE *oldjob,


lc_new_job_cb l_new_job,


VENDORCODE *vcode,


LM_HANDLE **newjobp);


Parameters


The lc_new_job function uses the following parameters:


Table 2-72 • lc_log Error Returns


Error Returns Description


LM_NOSOCKET Communications failure to daemon.


LM_CANTWRITE Write error sending message to daemon.


Table 2-73 • lc_new_job Parameters


Parameter Description


oldjob Must be NULL on first call to lc_new_job. On subsequent calls, use any existing job previously 
initialized with lc_new_job.


l_new_job When linking your application with a DLL model on Windows platforms, this parameter must 
be NULL. Otherwise, for Windows static models and all UNIX applications, set it to the variable 
name, lc_new_job_arg2.


vcode Pointer to VENDORCODE struct. Initialized by this function and used later as argument to 
lc_checkout.


newjobp Set to job for the current process. This is used as the first argument to all subsequent lc_xxx 
functions.
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Return


The following values are returned by lc_new_job:


Error Returns


These are the error returns for the function lc_new_job:


Discussion


This function enables applications to support more than one FlexNet Licensing job in a single binary. Each job has a 
separate connection to a license server, as well as a independent set of job attributes. When a new job is created with 
lc_new_job, all the Licensing attributes are set to defaults, and attributes can be set completely independently for this 
new job. lc_new_job is used with FlexEnabled applications. For license generators (like lmcrypt) use lc_init instead.


All applications must link lm_new.o (lm_new.obj on Windows) into the application executable. Failing to link lm_new.o into 
the executable will result in unresolved references to l_n36_buf.


Table 2-74 • lc_new_job Returns


Return Description


0 Success.


Any other value Value of lc_get_errno after initialization is complete.


Table 2-75 • lc_new_job Error Returns


Error Return Description


LM_BAD_TZ Time zone offset from GMT is greater than 24 hours, which may imply that a user is 
attempting to bypass an expiration date.


LM_BADPLATFORM Vendor keys do not support this platform.


LM_BADKEYDATA Bad vendor keys.


LM_BADVENDORDATA Unknown vendor key type.


LM_CANTMALLOC The call to malloc failed.


LM_DEFAULT_SEEDS Encryption seeds contain default values, but the vendor daemon name is not demo.


LM_EXPIRED_KEYS Vendor keys have expired.


LM_NOKEYDATA Vendor key data not supplied.


LM_LIBRARYMISMATCH lmclient.h/liblmgr.a version mismatch.


LM_NONETWORK Networking software not available on this machine.


LM_OLDVENDORDATA Old vendor keys supplied.
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Note • The application must call lc_new_job before calling any other Flexible API function, including lc_set_attr and 
lc_get_attr.


Multiple Jobs


Multiple jobs may be desirable for the following reasons:


• If LM_LICENSE_FILE is a license search path (colon separated on UNIX and semicolon separated on Windows) with 
more than one license server supporting features for the FlexEnabled application, and if the application needs to 
check out more than one feature, it may be necessary to communicate with two license servers to check out the 
necessary licenses. This can be done only with multiple jobs because a separate connection is required for each 
server.


• It may be convenient to have a single process manage licenses for other processes. It is usually convenient to manage 
each process’s license as a separate job.


• In multiple license pools, checkout upgrade within a job at sometimes doesn't get its requested number of licenses 
from vendor daemon despite the license availability in server and in such situations, multiple jobs are required. In 
these cases, partial checkout feature (aka COAVAIL) comes handy and its worth exploring.


• Single job handle can perform checkouts from only one license server (one server connection per job handle). 
Therefore, if checkouts are expected to span across multiple license servers in the same client, it would require 
more than one job handle.


• lc_checkin signature is (job, feature, disconnect-flag) where the partial feature-checkin cannot be done. But, the 
checkins that are grouped with vendor checkout data could be returned based on the checkout data that's used 
at the time of checkout. If checkout data is not used, the partial feature return need a separate job handle.


The first item can be important as an alternative way of supporting license server redundancy. What follows is a program 
excerpt that illustrates how to support this:


LM_HANDLE *job1 = 0, *job2 = 0;


VENDORCODE code;


if (lc_new_job((LM_HANDLE *)0, lc_new_job_arg2, &code, &job1))


/* error processing */ ;


set_all_my_attr(job1); /* do all necessary lc_set_attr() calls */


if (lc_checkout(job1, "f1", "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_NONE))


/* error processing */ ;


/* We checkout out one feature successfully, so we’re 


* connected to a server already. In order to connect to


* another server, we would need another job */


if (lc_checkout(job1, "f2", "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_NONE))


{


if (lc_new_job(job1, lc_new_job_arg2, &code, &job2))


{


/* error processing */


job2 = 0;


}


else


{


set_all_my_attr(job2); /* Reset attributes */


if (lc_checkout(job2, "f2", "1.0", 1, 


LM_CO_NOWAIT, &code, LM_DUP_NONE))


{
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/* error processing */ ;


}


}


}


/* application code here */


lc_checkin(job1, LM_CI_ALL_FEATURES, 0);


lc_free_job(job1);


if (job2 && job2 != job1)


{


lc_checkin(job2, LM_CI_ALL_FEATURES, 0);


lc_free_job(job2);


}


If the application is managing many jobs, you may want to free jobs with lc_free_job to save memory. 


Jobs can be found and managed using lc_first_job and lc_next_job, which are used to walk the list of jobs. Attributes for 
jobs are set and retrieved with lc_set_attr and lc_get_attr.


See Also
lc_free_job
lc_get_attr
lc_new_job
lc_first_job
lc_set_attr
lc_init


lc_next_job
Walks the list of jobs. This works properly only if all calls to lc_new_job have a pointer to the current job as the first 
parameter.


Syntax
LM_HANDLE *lc_next_job(LM_HANDLE *job);


Parameters


The lc_next_job function uses the following parameters:


Table 2-76 • lc_next_job Parameters


Parameter Description


job Current job.
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Return


The following values are returned by lc_next_job:


Error Returns


There are no error returns associated with lc_next_job.


See Also
lc_first_job
lc_free_job
lc_new_job


lc_perror
Prints a Flexible API error message.


Syntax
void lc_perror(


LM_HANDLE *job,


char *string);


Parameters


The lc_perror function uses the following parameters:


Return


None.


Discussion


Prints a Flexible API error message, in the same format as the UNIX function perror, for example:


"string": net Licensing error-string


If a system error has also occurred, it will be included in the message.


Table 2-77 • lc_next_job Returns


Return Description


job Next currently active job, or (LM_HANDLE *)0 if end.


Table 2-78 • lc_next_job Parameters


Parameter Description


job From lc_new_job.


string The first part of the error message.
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On Windows systems, a dialog of type MB_OK will be displayed with the Flexible API error message. The Flexible API error 
messages are available by calling lc_errstring.


See Also
lc_err_info
lc_get_errno
lc_errstring
LM_A_LONG_ERRMSG


lc_set_attr
Sets a Flexible API attribute. 


Syntax
int lc_set_attr(


LM_HANDLE *job,


INT key,


LM_A_VAL_TYPE value);


Parameters


The lc_set_attr function uses the following parameters:


Return


The following values are returned by lc_set_attr:


Table 2-79 • lc_set_attr Parameters


Parameter Description


job From lc_new_job.


key Which attribute to set.


value Value to set it to. Values should be of the appropriate type for the particular attribute, but 
should be cast to LM_A_VAL_TYPE.


Table 2-80 • lc_set_attr Returns


Return Description


0 Success.


Any other value Error.
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Error Returns


These are the error returns for the function lc_set_attr:


Discussion


Flexible API attributes provide you with control over licensing policy, internal operations of FlexNet Licensing (for example, 
automatic heartbeat mechanism, and so on), and control of the licensing parameters of your process (defining how 
FlexNet Licensing will define user name, host name, and display name, and so on for managed license distribution).


For details of attributes, including their type, see:


• Flexible API Attributes


• Advanced Flexible API Attributes


• Obsolete Flexible API Attributes


This function sets the specified attribute.


When your license server contains a Common Vendor Daemon, this function sets the specified attribute for all vendors 
within the Common Vendor Daemon. To set an attribute for a single vendor within a Common Vendor Daemon use 
lc_set_attr_vendor.


Note • lc_set_attr should not be used in a loop. Attribute must be set only once before license checkout.


Automatic Update of License File Location


After a successful checkout, the location of the license files used for the checkout will be saved in the registry on Windows 
or $HOME/.flexlmrc on UNIX. This way, all subsequent checkouts for features from this vendor will automatically use the 
license that worked previously. Note that this location is added to all other locations the application may look for the 
license. The name of the variable used to save the license file location is <vendor>_LICENSE_FILE where <vendor> is the 
name of the vendor daemon. 


Table 2-81 • lc_set_attr Error Returns


Error Return Description


LM_FUNCNOTAVAIL Vendor keys do not support this function.


LM_BADPARAM Specified parameter is incorrect.


LM_NOCONFFILE Specified license file cannot be found (LM_A_LICENSE_FILE or LM_A_LICENSE_FILE_PTR).


LM_NOSUCHATTR Specified attribute does not exist.


LM_NOT_ALLOWED Specified operation is not allowed.


The requested function is not allowed. For example calling


lc_set_attr after a feature has already been checked out from the license server.
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Note • After successful checkout the location of the license file is saved in the registry. This is a known limitation of setting 
LM_LICENSE_FILE environment variable for Trusted Storage.


This automatic update can be turned off with:


lc_set_attr(job, LM_A_CKOUT_INSTALL_LIC, (LM_A_VAL_TYPE)0);


lc_status
Returns the status of the requested feature.


Syntax
int lc_status(


LM_HANDLE *job,


char *feature);


Parameters


The lc_status function uses the following parameters:


Return


The following values are returned by lc_status:


Error Returns


These are the error returns for the function lc_status:


Table 2-82 • lc_status Parameters


Parameter Description


job From lc_new_job.


feature The feature name.


Table 2-83 • lc_status Returns


Return Description


0 Feature is checked out by this process.


<0 Error.


Table 2-84 • lc_status Error Returns


Error Return Description


LM_CANTCONNECT Feature was checked out, but lost connection to the daemon.
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Discussion


A call to this function is made when QUEUEing for a license. Normally QUEUEing is done in the following manner:


status = lc_checkout(....LM_CO_NOWAIT,...);


if (status == LM_MAXUSERS || status == LM_USERSQUEUED)


{


printf("Waiting for license...");


status = lc_checkout(....LM_CO_WAIT,...);


}


However, in the above example, the application must pend on the call to lc_checkout. If the application needs to continue 
doing processing, use LM_CO_QUEUE in the call to lc_checkout. Call lc_status immediately after the call to lc_checkout and 
any other lc_xxx function until the license is granted or denied. This might be coded in the following manner:


status = lc_checkout(...,LM_CO_QUEUE,...)


switch (status)


{


case 0:


break; /* got the license */


case LM_MAXUSERS:


case LM_USERSQUEUED:


case LM_FEATQUEUE:


printf("Waiting for license...");


while (lc_status(job, feature))


{


/* processing */


}


break; /* got the license */


default:


lc_perror(job, "Checkout for license failed");


}


See Also
lc_checkout


lc_tpmstatusget (Windows only)
Gets the Trusted Platform Module (TPM) status of the system.


Operates for both physical and virtual TPM 2.0. TPM 1.2 is not supported.


LM_FEATQUEUE This process is in the queue for this feature.


LM_NEVERCHECKOUT Feature was never checked out by this process, or was checked back in after a 
checkout.


Table 2-84 • lc_status Error Returns


Error Return Description

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 79







Chapter 2 Flexible API
Flexible API Function Descriptions

Syntax
int lc_tpmstatusget(


LM_HANDLE_PTR job);


Parameters


The lc_tpmstatusget function uses the following parameter:


Return


The following values are returned:


Error Returns


These are the error returns for the function lc_tpmstatusget:


Table 2-85 • lc_tpmstatusget Parameter


Parameter Description


job From lc_new_job.


Table 2-86 • lc_tpmstatusget Returns


Return Description


LM_NOERROR Success. TPM 2.0 has been detected.


Any other value The TPM status could not be obtained. See Error Returns for possible errors.


Table 2-87 • lc_tpmstatusget Error Returns


Error Return Description


LM_BADPARAM Invalid parameter.


LM_LICSRVC_FAILED The FlexNet Licensing Service failed to return VM attributes.


LM_LIC_SVC_COMMS_ERROR Error in communication with the FlexNet Licensing Service.


LM_LIC_SVC_NOTINSTALLED The FlexNet Licensing Service is not installed.


LM_LIC_SVC_REINSTALL_SVC The FlexNet Licensing Service should be reinstalled.


LM_LIC_SVC_VER_ERR The FlexNet Licensing Service version is not as expected.


LM_TPM_DISABLED TPM 2.0 is available, but disabled.


To use TPM, it must be enabled in the machine’s BIOS (Security settings).


LM_TPM_LICSRVC_FAILED The FlexNet Licensing Service failed to return TPM attributes.
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See Also
examples\hostid\tpmutil.c


lc_userlist
Provides a list of who is using a feature, including information about the users of the license. This output is used by lmstat. 
See the License Administration Guide for the behavior of lmstat.


Important • The call to lc_userlist is potentially expensive (it may cause a lot of network traffic), depending on the number 
of users of feature. Therefore this function must be used with caution. In particular, it is a good idea to call lc_userlist when a 
checkout fails with LM_MAXUSERS/LM_USERSQUEUED error, to inform who is using the feature. However, do not call lc_userlist 
before every call to lc_checkout because this will be guaranteed to cause network load problems when a large number of 
licenses are checked out.


Syntax
LM_USERS *lc_userlist(


LM_HANDLE *job,


char *feature);


Parameters


The lc_userlist function uses the following parameters:


Return 


If successful, lc_userlist returns a pointer to a linked list of structures, one for each user of the license. This data should not 
be modified by the caller. It will be freed on the next call to lc_userlist. 


See lmclient.h for a description of the LM_USERS struct.


The list of users returned by lc_userlist includes a special record, indicated by an empty user name (name[0]==0), and 
consists of one empty user list element for the number of feature, INCREMENT/UPGRADE lines in a license file. 


LM_TPM_PROPS_NOT_AVAILABLE TPM properties are not available.


LM_TPM_VERSION_UNSUPPORTED The TPM version is not supported.


Table 2-88 • lc_userlist Parameters


Parameter Description


job From lc_new_job.


feature The feature name.


Table 2-87 • lc_tpmstatusget Error Returns


Error Return Description
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If there is an error, lc_userlist returns NULL and sets the job error status. 


lc_userlist returns only information about users the server knows about; therefore, it will not return any information about 
users of node-locked uncounted or DEMO licenses, unless the server’s license file includes the node-locked licenses and 
the FlexEnabled application is not reading the license file (via @host, port@host or USE_SERVER). Licenses shared due to 
duplicate grouping are also not returned by lc_userlist. 


Reserved licenses are indicated by the lm_isres macro (defined in lmclient.h). In this case, the name contains the entity 
that the reservation is for.


Error Returns


These are the error returns for the function lc_userlist:


See Also
machind/lmclient.h for LM_USERS structure definition.


lc_virtualstatusget
Provides information on the virtual status of the system. This is determined by the return value.


Syntax
int lc_virtualstatusget(LM_HANDLE_PTR job);


Parameters


The lc_virtualstatusget() API uses the following parameters


Table 2-89 • lc_userlist Error Returns


Error Return Description


LM_BADCOMM Communications error with license server.


LM_CANTMALLOC The call to malloc failed.


LM_FUNCNOTAVAIL Vendor keys do not support this function.


LM_NOFEATURE Specified feature cannot be found.


Table 2-90 • lc_virtualstatusget() Parameters


Parameter Description


job From lc_new_job.

82 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 2 Flexible API
Flexible API Function Descriptions

Return


The following values are returned by lc_virtualstatusget:


lc_vsend
Sends a message to the vendor daemon and returns a result string.


Syntax
char *lc_vsend(


LM_HANDLE *job,


char *send_str);


Parameters


The lc_vsend function uses the following parameters:


Return


The following values are returned by lc_vsend:


Table 2-91 • lc_virtualstatusget Returns


Parameter Description


0 Machine is physical.


1 Machine is virtual.


-1 Error


Table 2-92 • lc_vsend Parameters


Parameter Description


job From lc_new_job.


send_str Contains the message—up to 140 bytes in length— to be sent to your vendor daemon.


Table 2-93 • lc_vsend Returns


Return Values Description


char* String returned by ls_vendor_msg in your vendor daemon; 0 if unsuccessful.
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Error Returns


These are the error returns for the function lc_vsend:


When LM_A_VSEND_NOWAIT is set, the client must poll the vendor daemon by calling lc_vsend with the message 
parameter set to the macro LM_VSEND_STATUS. Example usage can be found in examples/lc_vsend/lmvsend.c.


When LM_A_VSEND_NOWAIT is set and lc_vsend is called with a license client message string, then if the return value is 
non-NULL and the message has been accepted.


If the return value is NULL, one of the following error status values will be set in the job:


When LM_A_VSEND_NOWAIT is set and lc_vsend is called with the license client message set to the macro 
LM_VSEND_STATUS, then if the return value is non-NULL, it points to the response string from the vendor daemon.


If the return value is NULL, one of the following error status values will be set in the job:


Table 2-94 • lc_vsend Error Returns


Error Return Description


LM_BADCOMM Communications problem with the vendor daemon.


LM_CANTREAD Cannot read data from license server.


LM_NOSERVSUPP Your vendor daemon does not support this function. You customize your vendor 
daemon when using lc_vsend.


Table 2-95 • lc_vsend Error Returns


Error Return Description


LM_VSEND_ASYNC_NOT_AV
AILABLE


The vendor daemon is unable to process vsend messages asynchronously.


LM_VSEND_ASYNC_BUSY The vendor daemon already has a message for this job, which has not yet been 
completed.


LM_VSEND_TOO_MANY The vendor daemon is currently too busy to accept any more asynchronous messages. 
(See also Vendor Variable ls_vendor_msg_list_size).


LM_VSEND_INVALID_MESSS
AGE


The supplied message length exceeds LM_VSEND_MAX_LEN.


Table 2-96 • lc_vsend Error Returns


Error Return Description


LM_VSEND_ASYNC_NOT_AV
AILABLE


The vendor daemon is unable to process vsend messages asynchronously.
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Note • If a job gets closed, any pending asynchronous message in the Vendor Daemon will be lost. 


Discussion


Sends a message contained in send_str, which can be up to 140 bytes in length, to the vendor daemon and returns a result 
string in rcv_str. (The result string can also be up to 140 bytes in length.) If the FlexEnabled application is not already 
connected to a server, this function tries each server in a list of servers until it is able to connect.


You must set up a processing routine in your vendor daemon to receive the message from lc_vsend and send the reply. 
This routine is specified in lsvendor.c with the variable ls_vendor_msg.


Important • Using lc_vsend with a local license causes unpredictable behavior. lc_vsend must only be used for checkouts 
that use licenses held on a license server.


See Also
ls_vendor_msg in “Basic Vendor Variables” in Programming Reference for License File–Based Licensing


LM_VSEND_ASYNC_BUSY The Vendor Daemon is still processing the message for this job.


LM_VSEND_NO_MESSSAGE The Vendor Daemon does not have any outstanding message for this job.


Table 2-96 • lc_vsend Error Returns


Error Return Description
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Advanced Flexible API Functions

This chapter lists functions that provide advanced Flexible API functionality. Basic functionality is covered by the material 
in Flexible API.


Summary
The following Flexible API functions are advanced and used for functionality not found in the basic set of functions. They 
should be used with care, and questions are welcomed before their use. Table 3-1 summarizes these functions.


Table 3-1 • Advanced Flexible API Functions 


Function Description


l_new_hostid Allocates a hostid structure.


lc_borrow_return Returns a borrowed license early.


lc_check_key Validates a license signature.


lc_cleanup (Windows only) Cleans up Flexible API resources after they are no longer needed.


lc_diagnostics_end Ends a section of code in a lmflex client to identify as a session.


lc_diagnostics_start Starts a section of code in a lmflex client to identify as a session.


lc_free_hostid Frees the memory associated with a hostid structure.


lc_get_config Returns license file data for a given feature.


lc_init_simple_composite Initializes a composite hostid.


lc_next_conf Returns the next line in the license file matching the given feature.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 87







Chapter 3 Advanced Flexible API Functions
l_new_hostid

l_new_hostid
Allocates a hostid structure. Returns a malloc’d and zeroed hostid. Use lc_free_hostid to free this memory. This may be 
needed when doing vendor-defined hostids.


Syntax
HOSTID_PTR l_new_hostid(void);


Parameters


The l_new_hostid function uses no parameters.


Return


The following values are returned by l_new_hostid:


Error Returns


These are the error returns for l_new_hostid:


See Also
LM_A_VENDOR_ID_DECLARE
Information about Vendor-Defined Hostid Types in Programming Reference for License File–Based Licensing


lc_remove Removes a given feature for the specified user.


lc_set_attr_vendor Sets an attribute for a specific vendor when a Common Vendor Daemon is being 
used.


lc_shutdown Shuts down the FlexNet license servers.


lc_test_conf Returns license file data for the most recently tested feature.


Table 3-2 • l_new_hostid Returns


Return Description


hostid A HOSTID struct, or null.


Table 3-3 • l_new_hostid Error Returns


Error Return Description


LM_CANTMALLOC malloc call failed.


Table 3-1 • Advanced Flexible API Functions 


Function Description
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lc_borrow_return
Returns a borrowed license early.


Syntax
int lc_borrow_return(


LM_HANDLE *job,


char *feature,


char *display);


Parameters


The lc_borrow_return function uses the following parameters:


Return


The following values are returned by lc_borrow_return:


Table 3-4 • lc_borrow_return Parameters


Parameter Description


job From lc_new_job.


feature The name of the borrowed feature to be returned early.


display The display from which the borrow was initiated. Required if the current display is 
different than what was used to initiate the borrow.


On Windows, it is the system name or, in the case of a terminal server environment, the 
terminal server client name. On UNIX, it is in the form /dev/ttyxx or the X-Display 
name.


If NULL, Flexible API uses the current display name, determined via the standard method 
appropriate to the platform.


Table 3-5 • lc_borrow_return Returns


Return Values Description


0 Success


Any other value The Flexible API error code
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Error Returns


These are the error returns for function lc_borrow_return:


Description


lc_borrow_return is used to return a borrowed license to the pool of available licenses before the borrow period expires. 
The application that calls this routine must be running on the same machine from which the license was originally 
borrowed.


In order for this routine to have an effect, the license server must be configured to allow early return of borrowed licenses 
using the ls_borrow_return_early vendor daemon variable.


See Also
Information about ls_borrow_return_early in the Programming Reference for License File–Based Licensing


lc_check_key
Validates a license signature.


Syntax
int lc_check_key(


LM_HANDLE *job,


CONFIG *conf,


const VENDORCODE_PTR key);


Table 3-6 • lc_borrow_return Error Returns


Error Return Description


LM_BADPARAM Problem with job or feature argument.


LM_BORROW_ERROR Cannot read the local borrow info.


LM_BORROW_RETURN_SERVER_ERR The server generated an error during a license return attempt.


LM_CANTCONNECT Cannot connect to license server to return the license.


LM_CANTWRITE Cannot send data to license server


LM_NOFEATURE The feature specified doesn't match any borrowed items on the 
FlexEnabled application’s side.
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Parameters


The lc_check_key function uses the following parameters:


Return


The following values are returned by lc_check_key:


Error Returns


These are the error returns for function lc_check_key:


Description


lc_check_key determines if the signature in the CONFIG structure, pointed to by conf, is valid. This function is optional and 
only for use during license installation; it is not used in an application that also calls lc_checkout. If authenticated license 
information is needed without checking out a license, use lc_checkout with the LM_CO_LOCALTEST flag.


To verify a license file upon installation, use code similar to the following example:


VENDORCODE code;


lc_new_job(..., &code, ...);


Table 3-7 • lc_check_key Parameters


Parameter Description


job From lc_new_job.


conf From lc_next_conf, lc_get_config.


key From lc_new_job.


Table 3-8 • lc_check_key Returns


Return Values Description


0 Success


Any other value The Flexible API error code


Table 3-9 • lc_check_key Error Returns


Error Return Description


LM_BADCODE Signature is invalid—license has been typed incorrectly, or altered in 
some way.


LM_BADPARAM Problem with conf argument.


LM_FUTURE_FILE License format is invalid and may be from a future FlexNet Publisher 
Licensing Toolkit version.
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feats = lc_feat_list(...);


while (*feats)


{


pos = 0;


while (conf = lc_next_conf(job, *feats, &pos))


{


if (lc_check_key(job, conf, &code))


/*error*/


}


feats++;


}


See Also
examples\advanced\exinstal.c
lc_next_conf
lc_feat_list
lc_checkout


lc_cleanup (Windows only)
Cleans up Flexible API resources after they are no longer needed.


Syntax
void lc_cleanup();


Parameters


The lc_cleanup function uses no parameters.


Return


No values are returned by lc_cleanup.


Description


This routine is only required on Windows platforms under the following conditions:


• Your FlexEnabled application dynamically links to the FlexNet Publisher Licensing Toolkit client library


Call lc_cleanup before the DLL is unmapped from the application’s address space. 


• You distribute your product as a DLL


To ensure all Flexible API resources are properly cleaned up after your end user’s application unmaps your 
FlexEnabled DLL, make sure you call lc_cleanup in the logical clean up point in your DLL.


This function frees all allocated memory, releases all handles, and kills all threads that are created by FlexNet Publisher 
Licensing Toolkit library routines. lc_cleanup must be the last client library routine that is called by your FlexEnabled 
application. Do not call any other client library routines after calling this routine. 
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lc_diagnostics_end
Ends a section of code in a lmflex client to identify as a session.


Syntax
void lc_diagnostics_end();


Parameters


The lc_diagnostics_end function uses no parameters.


Return


No values are returned by lc_diagnostics_end.


Description


A single row of diagnostics data corresponds to one message, which is sent to the license server. However, many client API 
calls, such as lc_checkout, comprise several messages. In order to be able to trace all the messages from a particular lc_* 
call instance, each diagnostics row has a SessionID. By default, a session exists for the duration of any one lc_* call. 
However, it can be defined as encompassing multiple lc_* calls. The lc_diagnostics_end marks an end of a section of 
code in a lmflex client to identify as a session.


lc_diagnostics_start
Starts a section of code in a lmflex client to identify as a session.


Syntax
void lc_diagnostics_start(unsigned int value);


Parameters


The lc_diagnostics_start function uses no parameters.


Return


No values are returned by lc_diagnostics_start.


Description


A single row of diagnostics data corresponds to one message, which is sent to the license server. However, many client API 
calls, such as lc_checkout, comprise several messages. In order to be able to trace all the messages from a particular lc_* 
call instance, each diagnostics row has a SessionID. By default, a session exists for the duration of any one lc_* call. 
However, it can be defined as encompassing multiple lc_* calls. The lc_diagnostics_start marks the start of a section of 
code in a lmflex client to identify as a session.
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lc_free_hostid
Frees the memory associated with a hostid structure.


Syntax
void lc_free_hostid(


LM_HANDLE *job,


HOSTID *id);


Parameters


The lc_free_hostid function uses the following parameters:


Return


No values are returned by lc_free_hostid.


Error Returns


These are the error returns associated with lc_free_hostid:


Description


lc_free_hostid frees the memory associated with a hostid that has been allocated with l_new_hostid. If passed a hostid 
list, lc_free_hostid frees the whole list.


This function does not use or reference the job parameter.


It can also be used with the obsolete function lc_copy_hostid.


See Also
l_new_hostid


lc_get_config
Returns license file data for a given feature.


Table 3-10 • lc_free_hostid Parameters


Parameter Description


job From lc_new_job.


id From l_new_hostid.


Table 3-11 • lc_free_hostid Error Returns


Error Return Description


LM_BADPARAM No such job.
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Syntax
CONFIG *lc_get_config(


LM_HANDLE *job,


char *feature);


Parameters


The lc_get_config function uses the following parameters:


Return


The following values are returned by lc_get_config:


Error Returns


These are the error returns for function lc_get_config:


Table 3-12 • lc_get_config Parameters


Parameter Description


job From lc_new_job.


feature The desired feature.


Table 3-13 • lc_get_config Returns


Return Values Description


 CONFIG struct A CONFIG struct that contains the license file data for the specified feature. The 
CONFIG struct is defined in the header file lmclient.h.


NULL The specified feature was not found.


Table 3-14 • lc_get_config Error Returns


Error Return Description


LM_NOFEATURE Specified feature does not exist.


LM_NOCONFFILE License file does not exist.


LM_BADFILE License file corrupted.


LM_NOREADLIC Cannot read license file.


LM_SERVNOREADLIC Cannot read license data from license server.
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Description


Gets the license file data for a given feature. FlexNet licensing allows multiple valid FEATURE and INCREMENT lines (of the 
same feature name) in a license file. lc_get_config will return the first CONFIG struct, and lc_next_conf retrieves the next 
(lc_next_conf can also find the first). lc_get_config does not authenticate feature lines. That is, a user can type in a 
FEATURE line with an invalid signature, and lc_get_config will still return it. lc_get_config and lc_next_conf are usually 
needed only with LM_A_VD_GENERIC_INFO or LM_A_VD_FEATURE_INFO.


To get authenticated information from a FEATURE line, you must first check out the feature, and then use lc_auth_data.


See Also
lc_auth_data
LM_A_MULTIPLE_CHECKOUT_DATA
lc_checkout
lc_next_conf
LM_A_VD_GENERIC_INFO, LM_A_VD_FEATURE_INFO


lc_init_simple_composite
Initializes a composite hostid.


Syntax
int lc_init_simple_composite(


LM_HANDLE_PTR job,


int hostid_list[],


int num_ids);


Parameters


The lc_init_simple_composite function uses the following parameters:


Table 3-15 • lc_init_simple_composite Parameters


Parameter Description


job From lc_new_job.


hostid_list A pointer to an integer array of one or more simple hostid types to be included in the 
composite hostid. See lc_hostid for a list of valid hostid types.


num_ids The number of hostid types specified in hostid_list.
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Return


The following values are returned by lc_init_simple_composite:


Error Returns


These are the error returns for function lc_init_simple_composite:


Description


This function initializes a vendor-defined composite hostid. Invoke this function right after the call to lc_new_job. The 
composite hostid is valid for the life of the license job and is accessed by specifying the HOSTID_COMPOSITE hostid type to 
lc_hostid.


A composite hostid is a 12-byte hashed hexidecimal value formed by combining the values of one or more simple hostids 
types, as specified by hostid_list. If an invalid hostid type for the platform appears in hostid_list, 
lc_init_simple_composite returns the value of the default hostid type for that platform.


For more information about composite hostids, see Programming Reference for License File–Based Licensing


Example


The following example demonstrates the definition and use of a composite hostid made up from HOSTID_ETHER and 
HOSTID_DISPLAY. 


#include lmclient.h


LM_HANDLE *job


char buf[MAX_CONFIG_LINE];


/* Set up the list of hostid types which comprise the


composite hostid, hostids must appear in the same order


as those in hostid lists specified in other components.


*/


int hostid_list[]={HOSTID_ETHER, HOSTID_DISPLAY};


int num_ids = 2;


/*...*/


lc_new_job(..., &job);


/* Register the composite hostid */


ret = lc_init_simple_composite(job, hostid_list, num_ids);


Table 3-16 • lc_init_simple_composite Returns


Return Values Description


0 Success


Any other value The Flexible API errno.


Table 3-17 • lc_init_simple_composite Error Returns


Error Return Description


LM_COMPOSITEID_INIT_ERR Error initializing the composite hostid.


LM_COMPOSITEID_ITEM_ERR An item needed for composite hostid is missing or invalid.
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if (ret != 0)


{


/* error processing */


}


/* ... */


/* Now, access the composite hostid value */


if (lc_hostid(job, HOSTID_COMPOSITE, buf))


{


/* error processing */


}


See Also
lc_hostid
machind/lmclient.h


lc_next_conf
Returns the next line in the license file matching the given feature.


Syntax
CONFIG *lc_next_conf(


LM_HANDLE *job,


char *feature,


CONFIG **pos);


Parameters


The lc_next_conf function uses the following parameters:


Return


The following values are returned by lc_next_conf:


Table 3-18 • lc_next_conf Parameters


Parameter Description


job From lc_new_job.


feature The desired feature line.


pos Declare CONFIG *pos = 0; use &pos for argument. Internally updated by 
lc_next_conf to next license file entry.


Table 3-19 • lc_next_conf Returns


Return Description


CONFIG struct A CONFIG struct that contains the license file data for the specified feature. The 
CONFIG struct is defined in the header file lmclient.h.
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Error Returns
See error returns for lc_get_config.


Description


Returns the next line in the license file, as a pointer to a CONFIG structure, matching feature. The search is started from 
pos, where pos = 0 indicates the first line. lc_next_conf automatically updates pos, so it is ready to retrieve the next 
feature line on a subsequent call. 


lc_next_conf does not authenticate FEATURE lines. That is, a user can type in a FEATURE line with an invalid signature, and 
lc_next_conf will still return it. lc_get_config and lc_next_conf are usually needed only with LM_A_VD_GENERIC_INFO or 
LM_A_ VD_FEATURE_INFO.


To get authenticated information from a FEATURE line, you must first check out the feature, and then use lc_auth_data.


Example
CONFIG *pos = 0, *conf;


while (conf = lc_next_conf(job, "myfeature", &pos))


{


/* ... */


}


See Also
lc_auth_data
LM_A_MULTIPLE_CHECKOUT_DATA
lc_checkout
lc_get_config
LM_A_VD_GENERIC_INFO, LM_A_VD_FEATURE_INFO


lc_remove
Removes a given feature for the specified user.


Syntax
int lc_remove(


LM_HANDLE *job,


char *feature,


char *user,


char *host,


char *display);


NULL The specified feature was not found.


Table 3-19 • lc_next_conf Returns


Return Description
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Parameters


The lc_remove function uses the following parameters:


Return


The following values are returned by lc_remove:


Error Returns


These are the error returns for function lc_remove:


Table 3-20 • lc_remove Parameters


Parameter Description


job From lc_new_job.


feature Remove the license for this feature.


user User name of license to remove.


host Host name of license to remove.


display Display name of license to remove.


Table 3-21 • lc_remove Returns


Return Values Description


0 Success


Any other value The Flexible API error code


Table 3-22 • lc_remove Error Returns


Error Return Description


LM_BADCOMM Communications error.


LM_BADPARAM No licenses issued to this user.


LM_CANTCONNECT Cannot connect to license server.


LM_CANTREAD Cannot read from license server.


LM_CANTWRITE Cannot write to license server.


LM_NOFEATURE Feature not found in license file data.


LM_NOTLICADMIN Failed because user is not in “lmadmin” group.
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Description


Removes the specified user’s license for feature. This is used by the lmremove command and has the same restrictions 
regarding the “lmadmin” group. lc_remove normally is only used when the FlexEnabled application’s system has had a 
hard crash and the server does not detect the FlexEnabled application’s machine failure. If lc_remove is called on a 
healthy machine, the license will be checked out again by the FlexEnabled application with its next heartbeat.


The license server can be configured to disable or enable the operation of lc_remove:


• lmadmin - default configuration disables the operation of lc_remove. To enable lc_remove, start lmadmin from the 
command line with the -allowLicenseReclaim argument set. 


• lmgrd - default configuration allows the operation of lc_remove. To disable lc_remove, start lmgrd from the 
command line with the -x lmremove argument set.


See Also
Information about the license server manager in Programming Reference for License File–Based Licensing
Information about ls_min_lmremove in Programming Reference for License File–Based Licensing
lc_heartbeat 


lc_set_attr_vendor
Sets an attribute for a specific vendor when a Common Vendor Daemon is being used.


Syntax
int status = lc_set_attr_vendor(


LM_HANDLE_PTR job,


LM_CHAR_PTR vendorName,


int attribute,


LM_A_VAL_TYPE value);


Parameters


The lc_set_attr_vendor function uses the following parameters:


LM_REMOVETOOSOON Failed because ls_min_lmremove time has not elapsed.


Table 3-23 • lc_set_attr_vendor Parameters


Parameter Description


job From lc_new_job.


vendorName The secondary vendor name, i.e. the vendor name of a vendor daemon that has 
been combined into a Common Vendor Daemon. Specifies that licensing 
functionality for this vendor is to be set by this function call.


Table 3-22 • lc_remove Error Returns


Error Return Description
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lc_set_attr_vendor

Return


The following values are returned by lc_set_attr_vendor:


Error Returns


These are the error returns for function lc_set_attr_vendor:


Description


This function can only be used when a Common Vendor Daemon is being used. It sets the specified attribute for the 
specified vendor name. To set attributes for all vendors within a Common Vendor Daemon use lc_set_attr.


See Also
lc_set_attr
Flexible API Attributes
Advanced Flexible API Attributes
Obsolete Flexible API Attributes
Information about the common vendor daemon in Programming Reference for License File–Based Licensing


attribute The attribute to be set.


value The value used to set the attribute. The type must be appropriate for the particular 
attribute (see Chapter 4, Flexible API Attributes and Chapter 5, Advanced Flexible 
API Attributes), and then be cast to LM_A_VAL_TYPE.


Table 3-24 • lc_set_attr_vendor Returns


Return Description


0 Success


Any other value Failure, see Error Returns


Table 3-25 • lc_set_attr_vendor Error Returns


Error Return Description


LM_FUNCNOTAVAIL Vendor keys do not support this function.


LM_BADPARAM Specified parameter is incorrect.


LM_NOCONFFILE Specified license file cannot be found (LM_A_LICENSE_FILE or 
LM_A_LICENSE_FILE_PTR).


LM_NOSUCHATTR Specified attribute does not exist.


Table 3-23 • lc_set_attr_vendor Parameters


Parameter Description
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lc_shutdown
Shuts down the FlexNet license servers. This is used by lmdown.


Syntax
int lc_shutdown(


LM_HANDLE *job,


int prompt,


int flags);


Parameters


The lc_shutdown function uses the following parameters:


Return


The following values are returned by lc_shutdown:


Error Returns


These are the error returns for function lc_shutdown:


Table 3-26 • lc_shutdown Parameters


Parameter Description


job From lc_new_job.


prompt Unused.


flags Unused.


Table 3-27 • lc_shutdown Returns


Return Description


0 Server shuts down.


! Server does not shut down.


Table 3-28 • lc_shutdown Error Returns


Error Return Description


LM_FUNCNOTAVAIL Vendor keys do not support this function.


LM_NOTLICADMIN You are not an authorized license administrator.


LM_CANTREAD Cannot read data from license server.
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See Also
Information about the license server manager in Programming Reference for License File–Based Licensing


lc_test_conf
Returns license file data for the most recently tested feature.


Syntax
CONFIG *lc_test_conf(LM_HANDLE *job);


Parameters


The lc_test_conf function uses the following parameters:


Return


The following values are returned by lc_test_conf:


Error Returns


There are no error returns for function lc_test_conf.


Description


Retrieves the license file line for the most recently tested feature. A feature is tested, but not checked out, when the 
LM_CO_LOCALTEST flag is set in the call to lc_checkout. Use lc_test_conf to retrieve information from a license file for 
tested features. For checked out features, use lc_auth_data.


The behavior of lc_test_conf is undefined if called in any other context other than after a tested feature.


Example


The following code excerpt demonstrates using this function. In this example, the application obtains information for the 
feature just tested in order to display various fields. For this example, consider the following feature line from the license 
file:


Table 3-29 • lc_test_conf Parameters


Parameter Description


job From lc_new_job.


Table 3-30 • lc_test_conf Returns


Return Values Description


 CONFIG struct A CONFIG struct that contains the license file data for the specified feature. The 
CONFIG struct is defined in the header file lmclient.h.


NULL The specified feature was not found.
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lc_test_conf

FEATURE f1 demo 1.0 permanent 4 NOTICE="ab" SIGN=xxxxxxxxxxxx


The code appears as follows in the application:


VENDORCODE code;


Fnp_config_type config_type;


LM_HANDLE *lm_job;


CONFIG *conf;


lc_new_job(0, lc_new_job_arg2, &code, &lm_job)


/* Now, perform the test checkout*/


if (lc_checkout(lm_job, "f1",...,...,LM_CO_LOCALTEST,...))


{


    /* error processing


}


else


{


    /* Retrieve information for feature “f1” */


    conf = lc_test_conf(lm_job);


    if (conf)


    {


        config_type = conf->nConfigType;


        if (config_type == FNP_CONFIG_TYPE_CLIENT_TS)


        {


            /* CONFIG from client trusted storage */


            ...


        }


        else if (config_type == FNP_CONFIG_TYPE_UNSERVED_CERT)


        {


            /* CONFIG from unserved license file */


            ...


        }


        else if (config_type == FNP_CONFIG_TYPE_SERVED_TS)


        {


            /* CONFIG from server trusted storage */


            ...


        }


        else if (config_type == FNP_CONFIG_TYPE_SERVED_CERT)


        {


            /* CONFIG from served license file */


            ...


        }


        ...


        /* Display information for the given feature  */


        printf("feature=%s version=%s daemon=%s, feature count = %d, total feature count=%u \n",


            conf->feature, conf->version, conf->daemon, conf->users, conf->nTotalFeatureCount);


    }


}
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lc_test_conf

See Also
lmclient.h for the CONFIG struct definition
lc_auth_data
lc_checkout
lc_get_config
lc_next_conf
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Flexible API Attributes

Licensing behavior is controlled from within the FlexEnabled application by setting license policies and attributes. The 
Flexible API allows you to control the licensing behavior of your application by setting attributes with the lc_set_attr 
function.


Flexible API attributes allow you control over licensing policy, internal operations of FlexNet licensing (for example, 
automatic heartbeat mechanism, and so on), and control of the licensing parameters of your process (defining how 
FlexNet licensing will define user name, host name, and display name, and so on for managed license distribution).


To set Flexible API attributes, call the lc_set_attr function. To query the setting of an attribute, call the lc_get_attr function.


When using these attributes with lc_set_attr, the argument must be of the correct type (each attribute includes details of 
its type) and must then be cast to LM_A_VAL_TYPE. Arguments of type char must use UTF-8 encoding for non ASCII 
characters, for example oxE9 for the character é. When using these attributes with lc_get_attr, the pointer argument 
should point to a value of the correct type (noting that short and int are different in this case) and must be cast to a short 
*. All attribute definitions are in lm_attr.h.


The essential Flexible API attribute that should be set by every FlexEnabled application is LM_A_LICENSE_DEFAULT. This 
attribute defines the default license file location.


The following attributes are often useful:


• Information useful for error, or informational, reporting:


• LM_A_BORROW_STAT


• LM_A_LF_LIST


• LM_A_VD_GENERIC_INFO, LM_A_VD_FEATURE_INFO


• LM_A_VM_FAMILY 


• LM_A_VM_NAME


• Vendor-defined Hostid


• LM_A_VENDOR_ID_DECLARE


• Customized checkout
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• LM_A_BORROW_EXPIRE


See Also
Advanced Flexible API Attributes
Obsolete Flexible API Attributes


Summary of Flexible API Attributes
The following table lists all the Flexible API attributes described in this chapter.


Table 4-1 • Flexible API attributes


Attribute Description


LM_A_APP_DISABLE_CACHE_READ Use to turn off automatic search for licenses from the previously 
successful location.


LM_A_BORROW_EXPIRE Sets the date and time when a borrowed license expires.


LM_A_BORROW_RETURN_BY_VERSION Controls whether the version of a feature can be specified when 
returning a borrowed feature.


LM_A_BORROW_STAT Gets details of borrowed licenses on the local machine.


LM_A_CHECK_BADDATE Checks whether the system date has been turned back: Use for license 
file-based licenses only.


LM_A_CHECK_INTERVAL Turns off automatic heartbeats or defines the interval between 
automatic heartbeats.


LM_A_CKOUT_INSTALL_LIC Use to turn off automatic storing of the license location used for a 
successful checkout.


LM_A_CHECK_LOCAL_TS_SIGNATURE Verifies the signature of feature line in local trusted storage.


LM_A_CONN_TIMEOUT Sets the connection time (in seconds) where the client would wait to 
receive a response from license server.


LM_A_LF_LIST Lists all license files searched.


LM_A_LICENSE_DEFAULT Sets the directory that will be searched first for licenses.


LM_A_LICENSE_FMT_VER Use with lc_cryptstr to set the format of the license created.


LM_A_LINGER Sets the time between the call to lc_checkin and when the license is 
checked in.


LM_A_LONG_ERRMSG Use to turn off the display of long format error messages.


LM_A_PERROR_MSGBOX (Windows Only) Use to turn off the display of errors in an error dialog.
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LM_A_PHYSICAL_ETHERNETID (Windows 
Only)


Use with lc_hostid to return only Ethernet hostids that are identified 
as belonging to physical devices.


LM_A_PORT_HOST_PLUS Retrieves information for all licenses on the server without requiring 
the licenses to be checked out first.


LM_A_PROMPT_FOR_FILE (Windows Only) Use to enable user input of the location and name of a license file.


LM_A_RETRY_COUNT, 
LM_A_RETRY_INTERVAL


Use to define the settings for automatic reconnection to a license 
server.


LM_A_SORT_TS_FIRST Use to turn off the sorting of license rights so that licenses from 
trusted storage are searched first.


LM_A_TCP_TIMEOUT Sets the time that the license server will wait for a heartbeat before 
checking in all licenses issued to a client.


LM_A_TS_CHECK_BADDATE Checks whether the system date as recorded by trusted storage has 
been turned back.


LM_A_TS_ONLY Use to checkout client and server based trusted storage licenses  


LM_A_USE_FQDN Use fully qualified domain name for hostid matching.


LM_A_USER_EXITCALL, 
LM_A_USER_EXITCALL_EX


Use to specify a callback routine used when reconnection to a license 
server fails.


LM_A_USER_RECONNECT, 
LM_A_USER_RECONNECT_EX


Use to specify a callback routine used before an attempt to reconnect 
to a license server.


LM_A_USER_RECONNECT_DONE, 
LM_A_USER_RECONNECT_DONE_EX


Use to specify a callback routine used after successfully reconnecting 
to a license server.


LM_A_USER_RECONNECT_V1_DATA Use to specify a callback routine to pass reconnection data.


LM_A_USER_RECONNECT_V1 Use to specify a callback routine, called before every reconnection.


LM_A_USER_RECONNECT_V1_DONE Use to specify a callback routine used after successfully reconnecting 
to a license server.


LM_A_VD_GENERIC_INFO, 
LM_A_VD_FEATURE_INFO


Use to request information from the vendor daemon.


LM_A_VENDOR_ID_DECLARE Required when using a vendor-defined hostid: Identifies and provides 
details of a vendor-defined hostid.


LM_A_VM_FAMILY Gets the Family details of the Virtualized Machine.


Table 4-1 • Flexible API attributes


Attribute Description
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LM_A_APP_DISABLE_CACHE_READ
Type
int


Default
0


After a successful checkout, the license file location used for the feature is by default cached in the 
<vendor>_LICENSE_FILE variable in the registry (Windows) or $HOME/.flexlmrc (UNIX). All subsequent checkouts for 
features from this vendor will read the cache first to determine the license file location.


To disable reading the cache, set this attribute to 1. Set this attribute immediately after the call to lc_new_job and before 
any other code in the application.


Note • This attribute affects only how the FlexEnabled application locates the license file. If you set this attribute, your end 
users can set the LM_APP_DISABLE_CACHE_READ environment variable so that the Licensing toolkit utilities are disabled from 
reading the cache, as well. Make your end user aware of this environment variable.


See Also
Automatic Update of License File Location
LM_A_CKOUT_INSTALL_LIC


LM_A_BORROW_EXPIRE
Type
char *


Default


None


Date and optional time when a borrowed license expires. 


If you want your end users to request license borrowing from within your application, issue a license with the BORROW 
keyword on a feature line and write an interface in which the user specifies the end date (and optionally time) when the 
borrowed license will be returned. Before the call to lc_checkout, call: 


LM_A_VM_NAME Gets the Name details of the Virtualized Machine.


LM_A_WINDOWS_MODULE_HANDLE 
(Windows only)


Used only for licensed applications that are dynamic linked to the 
client library using a DLL.


Table 4-1 • Flexible API attributes


Attribute Description

108 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 4 Flexible API Attributes
LM_A_BORROW_RETURN_BY_VERSION

lc_set_attr(job, LM_A_BORROW_EXPIRE, (LM_A_VAL_TYPE)datestring);


where datestring is the date (and optionally time) when the borrowed license expires (provided by the user through the 
interface). The date in datestring is in dd-mmm-yyyy[:hh:mm] format and the time is according to a 24-hour clock (for 
example, 13-dec-2016:15:00). All subsequent license checkouts in this job will attempt to borrow licenses. 


When querying using lc_get_attr, specify a valid char buffer as the value argument.


See Also
BORROW
Information about License Borrowing in the Programming Reference for License File–Based Licensing


LM_A_BORROW_RETURN_BY_VERSION
Type
int


Default


1


Controls whether the version of a feature can be specified when returning a borrowed feature. Client may require to choose 
one of the options while borrowing the feature licenses from the Vendor Daemon. Attribute 
LM_A_BORROW_RETURN_BY_VERSION can be either set as 1 or 0 for the client.


LM_A_BORROW_RETURN_BY_VERSION=1


• This is the default and recommended setting. 


• The version of the borrowed feature can be specified when returning it.


• The feature name may not contain a hyphen. 


• If using a utility to return the feature instead of lc_borrow_return, then lmborrow is used, with the -bv option. 


• A borrow cache created by a client from version 11.14.0 or newer will be treated as if 
LM_A_BORROW_RETURN_BY_VERSION=1.


LM_A_BORROW_RETURN_BY_VERSION=0


• The feature name may contain a hyphen. This setting is intended to support legacy licensing models where a hyphen 
was introduced into the feature name.


• The version of the borrowed feature will be ignored when returning it.


• If using a utility to return the feature instead of lc_borrow_return, then lmborrowl should be used, not the original 
lmborrow utility.


• A borrow cache created by a client older than version 11.14.0 will be treated as if LM_A_BORROW_RETURN_BY_VERSION=0.


See Also
BORROW
Information about License Borrowing in the Programming Reference for License File–Based Licensing
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LM_A_BORROW_STAT
Type
LM_BORROW_STAT *


Default


None


Use this attribute to retrieve information about features borrowed on the machine where lmborrow was run. This is useful 
for finding out which features have been borrowed while disconnected from the network. After the call to lc_checkout that 
activates borrowing, call: 


LM_BORROW_STAT *s;


lc_get_attr(job, LM_A_BORROW_STAT, (LM_SHORT_PTR)&s);


for (; s; s = s->next)


{


/* s contains local borrow status */


} 


The same information is provided by running the Licensing utility lmborrow -status. 


See Also
Information about License Borrowing in the Programming Reference for License File–Based Licensing 


LM_A_CHECK_BADDATE
Type
int


Default


False


If True, and the license that authorizes the application has an expiration date, a check is made to see if the system date has 
been set back on the machine. When the license files are held on a network drive, this check may result in an appreciably 
slower checkout time. If the checkout fails for this reason, the checkout error is LM_BADSYSDATE.


This attribute should be set for file-based licensing only. When using trusted storage licensing, use the 
LM_A_TS_CHECK_BADDATE attribute instead. 


Important • If you set this attribute, you are advised to tell your end-users that installing license files on a network server 
may result in a degradation in the time for license checkout.


See Also
Information about Limited Functionality Demos in the Programming Reference for License File–Based Licensing
Information about the ls_a_check_baddate Vendor Variable in the Programming Reference for License File–Based Licensing
LM_A_TS_CHECK_BADDATE
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LM_A_CHECK_INTERVAL
Type
int


Default


120-second interval


LM_A_CHECK_INTERVAL controls the rate at which the FlexEnabled application sends automatic heartbeat messages to the 
license server. To disable automatic heartbeat messages, set LM_A_CHECK_INTERVAL to -1, (as well as setting 
LM_A_RETRY_INTERVAL to -1). The minimum value for LM_A_CHECK_INTERVAL is 30 seconds.


The results of possible settings of this variable are:


If automatic heartbeats are disabled, you must call lc_heartbeat periodically to check the status of the license server.


See Also
lc_heartbeat
LM_A_RETRY_COUNT, LM_A_RETRY_INTERVAL
Information about Heartbeats in the Programming Reference for License File–Based Licensing


LM_A_CKOUT_INSTALL_LIC
Type
int


Default


None


By default, a successful checkout automatically updates the registry VENDOR_LICENSE_FILE setting (where VENDOR is your 
vendor name) to include the license file location that was used for the checkout. This can be disabled by setting this 
attribute to zero.


Table 4-2 • Variable Setting Results


Variable Setting Result


check_interval -1 Automatic heartbeats are disabled.


check_interval >= 0, < 30 Causes a failure due to invalid function parameters 
(LM_BADPARAM). 


check_interval >= 30 Timer interval.
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Note • As an alternative to disabling this attribute, your end user can set the FLEXLM_NO_CKOUT_INSTALL_LIC environment 
variable. Care must be taken when setting this environment variable, as it affects all FlexNet licensing components and 
FlexEnabled applications running in the same environment and may undermine other publisher’s methods for locating their 
license file.


See Also
Automatic Update of License File Location


LM_A_CHECK_LOCAL_TS_SIGNATURE
Type


int which returns 0 or 1 when queried. 


Default


1—signature check enabled


To verify the signature of the feature line in local trusted storage by default. The client side attribute is introduced to enable 
or disable the signature check of the local trusted storage license. lc_check_key now reports invalid license signature from 
a feature in local Trusted Storage.


See Also
lc_check_key


LM_A_CONN_TIMEOUT
Type
int 


Default


10 seconds


Range 


Any positive integer. Negative values cause failure due to invalid function parameters (LM_BADPARAM). 


Table 4-3 • LM_A_CHECK_LOCAL_TS_SIGNATURE attributes


Value Description


0 To disable the signature check for local TS during checkout or lc_check_key


1 To enable signature check for local TS during checkout or lc_check_key
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LM_A_CONN_TIMEOUT attribute defines the maximum time (in seconds) the client would wait to receive a response after 
sending a single request to the license server. This attribute allows publishers to change the default timeout value, if 
needed. 


Note • The timeout should not be increased too much from its default value as this will affect client performance in bad 
network conditions, and in such scenarios, publisher may wish to perform some experiments to determine a suitable timeout 
value. The trade-off is small values results in better client performance but large values result in decreased probability of 
clients being timed out.


LM_A_FLEXID9_HASP4_SUPPORT
Type
unsigned int


Default
0


Use this variable to turn the HASP4 detection on or off.


When set to 1, LM_A_FLEXID9_HASP4_SUPPORT executes all HASP4 Safenet API calls. When set to 0, no HASP4 APIs are 
executed.


LM_A_LF_LIST
Type


Pointer to char **


List of all license files searched for features during the last call to lc_checkout. Useful for failure messages for debugging. 
For example:


#include "lm_attr.h"


/*...*/


char **cp;


lc_get_attr(job, LM_A_LF_LIST, (short *)&cp);


if (cp)


{


puts("files searched are: ");


while (*cp) printf("\t%s\n",(short *)*cp++);


}
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LM_A_LICENSE_DEFAULT
Type
char *


Note • It is strongly recommended that this attribute be set in all FlexEnabled applications.


The expected location of the application’s license file directory. This is a directory that contains one or more license files 
with a .lic extension. This location can be hard-coded at compile time or determined dynamically at run time. However, it 
is recommended to determine this location dynamically at run time. For information about identifying the location of the 
license file, see license search path and locating the license file in the Programming Reference for License File–Based 
Licensing. 


If LM_A_LICENSE_DEFAULT is set, FlexNet licensing still honors the VENDOR_LICENSE_FILE and LM_LICENSE_FILE 
environment variables and/or the license finder first.


Note • On systems where directory names use non-ASCII characters, these characters must be encoded in UTF-8, for example 
oxE9 for the character é.


LM_A_LICENSE_FMT_VER
Type
char *


Default
LM_BEHAVIOR_V11


Licenses generated by lc_cryptstr will be compatible with the version specified. Valid arguments are LM_BEHAVIOR_Vx, 
where x is 2, 3, 4, 5, 5_1, 6, 7, 7_1, 8, 8_1, 8_2, 8_3, 9, 9_3, 10 or 11. If the license compatible with the 
desired version cannot be generated:


• The error LM_LGEN_VER (-94) will be generated: Attempt to generate license with incompatible attributes.


• The FEATURE line will be left as is, without replacing the signature with a correct one.


See Also
lc_cryptstr
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LM_A_LINGER
Type
long


Default


0 (no linger)


This attribute controls the license linger time for your application. A lingering license allows you to specify how long a 
license will remain checked out beyond either the call to lc_checkin or program exit (whichever comes first). To use this 
feature, call lc_set_attr before checking out the feature that should linger:


lc_set_attr(job, LM_A_LINGER, (LM_A_VAL_TYPE)x)


where x is the number of seconds to make the license linger.


In addition, the end user can specify a longer linger interval in the vendor daemon’s options file, as such:


LINGER f1 100


The longer of the developer-specified and user-specified times will be used. The actual time of checkin will vary somewhat 
since the vendor daemon checks all lingering licenses once per minute. If, however, a new license request is made that 
would otherwise be denied, a check of the lingering licenses is made immediately to attempt to satisfy the new request. 
Linger is useful for programs that normally take under a minute to complete and when either DUP_GROUP is set in the license 
file or dup_group is set in the call to lc_checkout.


See Also
LM_A_LICENSE_FMT_VER
Information about FEATURE and INCREMENT lines in the Programming Reference for License File–Based Licensing
lc_checkout


LM_A_LONG_ERRMSG
Type
int


Default


True


The default is long error messages. Error messages can be presented in a long, more descriptive format. This format 
contains embedded newline characters, which some applications may not be able to handle or may need special handling.


Applications will often find it useful to present the short error message first, and then long error message upon user 
request. This can be done thus:


lc_set_attr(job, LM_A_LONG_ERRMSG, (LM_A_VAL_TYPE)0);


....


/*error occurs*/


lc_perror(job);


/* user requests long error message */
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lc_set_attr(job, LM_A_LONG_ERRMSG, (LM_A_VAL_TYPE)1);


lc_perror(job);


Note that this works only if another Flexible API error does not occur in between, which would change the error condition 
and message. Not all error conditions have long explanations or context-sensitive information. 


Example
Invalid host


  The hostid of this system does not match the hostid


  specified in the license file


Hostid: 12345678


License path: ./file1.lic:./file2.lic:./file3.lic


net Licensing error: -9,9


The format is:


short-error-description


optional-long-explanation [1-3 lines]


optional-context-information


License path: path1:...:pathn


net Licensing error: major, minor


LM_A_PERROR_MSGBOX (Windows Only)
Type
int


Default


False 


If True, lc_perror presents the error message in an error dialog. Also turned off when FLEXLM_BATCH is set. 


LM_A_PHYSICAL_ETHERNETID (Windows Only)
Type
short 


Default


False


If True, lc_hostid returns only Ethernet hostids that are identified as belonging to physical devices and filters out virtual 
adapter values (such as those installed by VPN software) on Windows platforms. This filtering option is provided because 
using a virtual adapter as a hostid can cause license failure when the Ethernet identity created by the virtual adapter 
changes. The default is False, which turns the filtering off for backward compatibility. 
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Note • This option will not filter out virtual adapters installed by virtual machines. This attribute is only effective on the hostid 
type ETHER or PHY_ETHER.


LM_A_PORT_HOST_PLUS
Type
short


Default


1 


Discussion


When set to 1 or greater, this attribute makes no request to retrieve authenticated information about a feature from the 
server.


When set to 0, it retrieves authenticated information (from FEATURE or INCREMENT lines) on the license server and stores 
this information in the job handle on the client side. This attribute is useful when the customer wants to retrieve 
authenticated information about licenses without checking out the licenses first. You can use this attribute in conjunction 
with other attributes such as LM_A_LICENSE_FILE_PTR to designate the specific license file whose information you want to 
retrieve. 


Compare this option with the lc_auth_data function, which also obtains authenticated information for one or more 
features. However, a license must be checked out before the client application can call lc_auth_data to retrieve 
information about the license. Additionally, the application must call lc_auth_data for each checked-out license.


Important • The LM_A_PORT_HOST_PLUS attribute requires that the license file use USE_SERVER.


See Also
lc_auth_data


LM_A_PROMPT_FOR_FILE (Windows Only)
Type
int


Default


False 


When True, the user is prompted for the license file path or server name or IP address, if needed. Also turned off when 
FLEXLM_BATCH is set. 
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LM_A_RETRY_COUNT, LM_A_RETRY_INTERVAL
Type
int


Default


Five for LM_A_RETRY_COUNT, 60 for LM_A_RETRY_INTERVAL.


Together, LM_A_RETRY_COUNT and LM_A_RETRY_INTERVAL are used for automatic reconnection to a license server. When 
license server failure is detected, the automatic heartbeat mechanism attempts to reconnect to the license server. If 
reconnection fails, then the reconnect will be attempted LM_A_RETRY_COUNT times at intervals of LM_A_RETRY_INTERVAL. If 
the application wants manual control over this activity, enable manual heartbeats by setting LM_A_RETRY_INTERVAL to -1 
and LM_A_CHECK_INTERVAL to -1. The minimum value for LM_A_RETRY_INTERVAL is 30 seconds.


If LM_A_RETRY_COUNT is set to -1, the application will attempt retrying forever. For applications desiring a more lenient 
policy, this is recommended.


See Also
lc_heartbeat
LM_A_CHECK_INTERVAL
LM_A_USER_EXITCALL, LM_A_USER_EXITCALL_EX


LM_A_SORT_TS_FIRST
Type
int 


Default


One—sort so that licenses from trusted storage are used first


This attribute allows you to change how licenses are sorted when loaded into memory. By default, the sort rules are that 
FEATURE and INCREMENT lines from trusted storage appear at the beginning of the sort order. FEATURE and INCREMENT 
lines from license files appear later. Within these two groups, features are sorted by the order that each line is listed. 


When the attribute is set to zero (0), the pre-11.4 release sorting rules are used.


See Also
Information about adding FlexNet Licensing function calls to an application in the Programming Reference for Trusted 
Storage–Based Licensing
Information about the SORT keyword in the Programming Reference for License File–Based Licensing
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LM_A_TS_ONLY
Type
int


Default


0


This attribute allows you to check out only server or client-based trusted storage licenses. This is to avoid using license file–
based licenses. To use LM_A_TS_ONLY attribute set the LM_A_SORT_TS_FIRST, this helps in sorting the FEATURE and 
INCREMENT lines from trusted storage appear at the beginning. 


Illustration for client-side and server-side behavior


If a feature ADD is present in server trusted storage and served certificate and if the feature is in the same pool, then the 
feature gets rejected.


If the same feature ADD is present in client trusted storage and unserved certificate. On trying to checkout uncounted 
feature from the client with the LM_A_TS_ONLY attribute being set “No such feature exists” error is seen. 


See Also
LM_A_SORT_TS_FIRST


Table 4-4 • An illustration of server-side behavior


Feature
Served Trusted 
storage Served Certificate Result


ADD  Yes (nlic = 2) Yes (nlic = 3) Feature will be in same pool. Hence will not 
checkout.


ADD Yes (1.0)  Yes (2.0)      Feature will be in different pool. Hence checks 
out only ADD 1.0 feature, but not ADD 2.0.


Table 4-5 • An illustration of client-side behavior


Feature
Client  Trusted 
storage Unserved Certificate Result


ADD Yes (nlic=3)  Yes (uncounted) Since the features are in different pools, we can 
checkout feature ADD in client trusted storage, 
but not from uncounted feature.
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LM_A_TCP_TIMEOUT
Type
int


Default


7200 seconds (2 hours)


Maximum


15300 seconds (4 hours 15 minutes).


During normal operation, the license server exchanges heartbeats with FlexEnabled clients to ensure that they are 
connected. If a FlexEnabled client disconnects from the license server, the license server will check in all licenses that are 
associated with the client application. 


This attribute is used in situations where the license server stops receiving heartbeats from a client that has not closed the 
socket connection. This value is used to specify how long the license server waits since it received the last heart beat before 
it determines that the client is disconnected and checks in all licenses associated with that client. 


The best-practice formula for setting the value of LM_A_TCP_TIMEOUT when using automatic heartbeats is as follows:


LM_A_TCP_TIMEOUT = (LM_A_CHECK_INTERVAL x 2) + LM_A_RETRY_COUNT x LM_A_RETRY_INTERVAL + 60.


This formula optimizes the tension between the following cases:


• The license server reclaims a license from a disconnected client in reasonable time (earlier than the 2 hour default).


• A client does not lose its license simply due to a temporary network outage.


Setting the value to 0 (zero) turns off the timeout (that is, if the heartbeats stop), but the socket connection is not closed. 
The license server does not check in licenses that are associated with the client application.


See Also
lc_heartbeat
lc_checkin
LM_A_CHECK_INTERVAL
LM_A_RETRY_COUNT, LM_A_RETRY_INTERVAL


LM_A_TS_CHECK_BADDATE
Type
short


Default


False


If True, and the license that authorizes the application has an expiration date, a check is made to see if the timestamps in 
trusted storage indicate that the clock on the machine has been wound back. When windback is detected, the checkout 
fails with the checkout error LM_TS_BADDATE.

120 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 4 Flexible API Attributes
LM_A_USE_FQDN

This attribute is used to check for windback when the license rights are held in trusted storage. When using file-based 
licensing, use the LM_A_CHECK_BADDATE attribute instead. Both attributes can be set when a FlexEnabled application can 
use license rights either in license files or in trusted storage.


See Also
LM_A_CHECK_BADDATE


LM_A_USE_FQDN
Type
int


Default


0


This attribute specifies which host-naming convention the FlexEnabled application uses for the local host name. 


This attribute must be set to 1, use the fully qualified domain name, when wildcards are being used in domain names 
within license files. For example when using the HOSTID keyword: 


HOSTID=HOSTNAME=*.flexerasoftware.com.


It is recommended that you notify your end user if you set this attribute to 1.


For served licenses, the host name is sent to the license server preserving the requested naming convention. 


This setting affects the way host names are matched in each of the following contexts:


• SERVER (for served licenses), FEATURE, and INCREMENT lines


The FlexEnabled application or—in the case of served licenses—the license server, validates as much information 
about the host name as is specified in the feature line. Consider the following examples:


FEATURE f1 ... HOSTID=HOSTNAME=myhost.abc.com ...


FEATURE f2 ... HOSTID=HOSTNAME=myhost ...


FEATURE f3 ... HOSTID=HOSTNAME=*.abc.com ...


In this example, a request for:


• Feature f1 is restrictive. It is granted only to a system with the exact FQDN of myhost.abc.com. 


Table 4-6 • Attribute Host-Naming Convention


Value Description


0 Only the relative distinguished name is used. This is the name to the left of the left-most dot in a fully 
qualified domain name (FQDN). For example, given an FQDN of myhost.engr.flexerasoftware.com, 
only the component, myhost, is used. This is the default setting.


1 The fully qualified domain name is used. The FQDN is composed of the relative distinguished name and 
the DNS hierarchy name. Consider, for example, the FQDN myhost.engr.flexerasoftware.com—
myhost is the relative distinguished name and engr.flexerasoftware.com is the DNS hierarchy name. 
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• Feature f2 is less restrictive. Any request originating from myhost is granted regardless of its DNS hierarchy name.


• A request for feature f3 is the least restrictive. Any request originating from any hostname in the domain is 
granted. Note that you must set LM_A_USE_FQDN to 1 if you are using wildcards in domain names.


• Duplicate grouping


Host-based duplicate group processing is based on as much of the host name as is used by the FlexEnabled 
application. For applications using FQDNs, only a system with an exact FQDN match is counted as a duplicate. 


• Host names in an end-user options file


Host names in the end-user options file are validated with respect to the format used by the FlexEnabled application. 
For FQDNs, an exact match is required by default; however, the matching criteria can be configured by the end user via 
the FQDN_MATCHING options file keyword.


See Also
DUP_GROUP in Programming Reference for License File–Based Licensing
LM_A_HOST_OVERRIDE
FDQN_MATCHING options file keyword in the License Administration Guide


LM_A_USER_EXITCALL, 
LM_A_USER_EXITCALL_EX


Type


Pointer to a function returning int. Return value unused.


Default


No user exit handler (FlexEnabled application exits)


Discussion


The function pointer LM_A_USER_EXITCALL (or the extended version, LM_A_USER_EXITCALL_EX) is set to point to the 
callback routine that is to receive control if reconnection fails after LM_A_RETRY_COUNT attempts. If no routine is specified, 
then lc_perror is called, and the FlexEnabled application will exit. The LM_A_USER_EXITCALL routine is called as follows:


(*exitcall)(feature);


or, with LM_A_USER_EXITCALL_EX:


(*exitcallEx) (job, feature, vendor_data);


This callback function is an exit handler; it should not return. Behavior is undefined if any Flexible API client routine is 
called after this exit handler is called. If you want to do anything more subtle than exiting, do not specify an exit handler 
function. Instead, set LM_A_RETRY_COUNT to -1 and specify an LM_A_USER_RECONNECT function that sets a global variable; 
monitor this variable in the mainline code (not in a callback function). Take appropriate action when the global variable 
reaches your defined limit.
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Note • LM_A_USER_EXITCALL_EX provides a way to pass vendor-defined data to this callback function. Behavior is undefined 
if both LM_A_USER_EXITCALL_EX and LM_A_USER_EXITCALL are set.


Callback Parameters


LM_A_USER_EXITCALL or the extended version, LM_A_USER_EXITCALL_EX uses the following parameters:


See Also
lc_heartbeat
LM_A_RETRY_COUNT, LM_A_RETRY_INTERVAL
LM_A_VENDOR_CALLBACK_DATA


LM_A_USER_RECONNECT, 
LM_A_USER_RECONNECT_EX


Type


Pointer to a function returning int. Return value unused.


Default


No user reconnection handler


Discussion


The function pointer LM_A_USER_RECONNECT (or the extended version, LM_A_USER_RECONNECT_EX) is set to point to a 
reconnection callback routine. This routine is called each time just before a reconnection is attempted, either by the 
automatic heartbeat mechanism, or as a result of the application program calling lc_heartbeat. 


The LM_A_USER_RECONNECT routine is called as follows:


(*reconnect)(feature, pass, total_attempts, interval)


or, with LM_A_USER_RECONNECT_EX:


Table 4-7 • LM_A_USER_EXITCALL, LM_A_USER_EXITCALL_EX Callback Parameters


Callback Parameter Description


job LM_A_USER_EXITCALL_EX only: A pointer to the current license job.


feature A pointer to the feature name.


user_data LM_A_USER_EXITCALL_EX only: A pointer to user-defined data set via the 
LM_A_VENDOR_CALLBACK_DATA attribute.
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(*reconnectEx)(job, feature, pass, total_attempts, interval, vendor_data)


Note • LM_A_USER_RECONNECT_EX provides a way to pass vendor-defined data to this callback function. Behavior is undefined 
if both LM_A_USER_RECONNECT_EX and LM_A_USER_RECONNECT are set.


Callback Parameters


LM_A_USER_RECONNECT or the extended version, LM_A_USER_RECONNECT_EX uses the following callback parameters:


See Also 
lc_heartbeat
LM_A_CHECK_INTERVAL
LM_A_USER_EXITCALL, LM_A_USER_EXITCALL_EX
LM_A_VENDOR_CALLBACK_DATA


LM_A_USER_RECONNECT_DONE, 
LM_A_USER_RECONNECT_DONE_EX


Type


Pointer to a function returning int. Return value unused.


Default


None.


Discussion


The function pointer LM_A_USER_RECONNECT_DONE (or the extended version, LM_A_USER_RECONNECT_DONE_EX) is set to point 
to a callback routine. This routine is called when reconnection is successfully completed. 


Table 4-8 • LM_A_USER_RECONNECT, LM_A_USER_RECONNECT_EX Callback Parameters


Callback Parameter Description


job LM_A_USER_RECONNECT_EX only: A pointer to the current license job.


feature Feature name.


pass Current attempt number.


total_attempts Maximum number of passes that will be attempted.


interval Time in seconds between reconnection attempts.


vendor_data LM_A_USER_RECONNECT_EX only: A pointer to vendor-defined data set via the 
LM_A_VENDOR_CALLBACK_DATA attribute.
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The LM_A_USER_RECONNECT_DONE handler is called as follows:


(*reconnect_done)(feature, tries, total_attempts, interval)


or, for LM_A_USER_RECONNECT_DONE_EX:


(*reconnect_doneEx)(job, feature, tries, total_attempts, interval, vendor_data)


Note • LM_A_USER_RECONNECT_DONE_EX provides a way to pass vendor-defined data to this callback function. Behavior is 
undefined if both LM_A_USER_RECONNECT_DONE_EX and LM_A_USER_RECONNECT_DONE are set.


Callback Parameters


LM_A_USER_RECONNECT_DONE (or the extended version, LM_A_USER_RECONNECT_DONE_EX) uses the following callback 
parameters:


See Also
LM_A_USER_RECONNECT, LM_A_USER_RECONNECT_EX
LM_A_VENDOR_CALLBACK_DATA


LM_A_USER_RECONNECT_V1*
The optional client attributes LM_A_USER_RECONNECT_V1, LM_A_USER_RECONNECT_V1_DATA, and 
LM_A_USER_RECONNECT_V1_DONE are specific to client reconnections that use the LM_CO_AVAIL_NOWAIT checkout option 
flag.


LM_A_USER_RECONNECT_V1_DATA
Type


Pointer to a function returning int. Return value unused.


Table 4-9 • LM_A_USER_RECONNECT_DONE, LM_A_USER_RECONNECT_DONE_EX Callback Parameters


Callback Parameter Description


job LM_A_USER_RECONNECT_DONE_EX only: A pointer to the current license job.


feature Feature name.


tries Number of attempts that were required to re-connect for this feature.


total_attempts Maximum number of retry attempts that would be made.


interval Interval in seconds between reconnection attempts.


vendor_data LM_A_USER_RECONNECT_DONE_EX only: A pointer to vendor-defined data set via the 
LM_A_VENDOR_CALLBACK_DATA attribute.
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Default


NONE.


Discussion


This attribute allows you to set a pointer to reconnect data which would be used by LM_A_USER_RECONNECT_V1 and 
LM_A_USER_RECONNECT_V1_DONE callbacks to pass reconnection data to the callback routine.


Callback Parameters


LM_A_USER_RECONNECT_V1_DATA uses the following callback parameters:


The FNP_RECONNECT_DATA structure is defined in the header file lmclient.h.


See Also
LM_A_USER_RECONNECT_V1
LM_A_USER_RECONNECT_V1_DONE
..\examples\advanced\client\lmflex_coavail.c 


LM_A_USER_RECONNECT_V1
Type


Pointer to a function returning int. Return value unused.


Default


No user reconnection handler.


Discussion


The function pointer LM_A_USER_RECONNECT_V1 is set to point to a reconnection callback routine. This routine is called each 
time just before a reconnection is attempted, either by automatic heartbeat mechanism or as a result of the client 
application calling lc_heartbeat.


The LM_A_USER_RECONNECT_V1 routine is called as follows:


(*sUserReconnectV1) (FNP_RECONNECT_DATA *reconnect_v1_data)


The attribute LM_A_USER_RECONNECT_V1 works in a similar way to the existing attribute LM_A_USER_RECONNECT with the 
variation in the callback parameter. The callback routine of LM_A_USER_RECONNECT_V1 takes FNP_RECONNECT_DATA pointer 
as the callback parameter which has to be set through LM_A_USER_RECONNECT_V1_DATA attribute. The callback routine set 
by the attribute LM_A_USER_RECONNECT_V1 could pass additional reconnection data for partial available checkouts (aka 
COAVAIL checkouts). Refer the structure definition of FNP_RECONNECT_DATA type in lmclient.h


Table 4-10 •  LM_A_USER_RECONNECT_V1_DATA Parameters


Callback Parameter Description


userReconnectData A pointer to FNP_RECONNECT_DATA type.
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Callback Parameters


LM_A_USER_RECONNECT_V1 uses the following callback parameter:


Dependency 


The LM_A_USER_RECONNECT_V1 requires the attribute LM_A_USER_RECONNECT_V1_DATA to set.


See Also
LM_A_USER_RECONNECT_V1_DATA
LM_A_USER_RECONNECT_V1_DONE
..\examples\advanced\client\lmflex_coavail.c 


LM_A_USER_RECONNECT_V1_DONE
Type


Pointer to a function returning int. Return value unused.


Default


No user reconnection handler.


Discussion


The function pointer LM_A_USER_RECONNECT_V1_DONE is set to point to a reconnection done callback routine. This routine is 
called when reconnection is successfully completed.


The LM_A_USER_RECONNECT_V1_DONE routine is called as follows:


(*sUserReconnectV1Done) (FNP_RECONNECT_DATA *reconnect_v1_data)


The attribute LM_A_USER_RECONNECT_V1_DONE works in a similar way to the existing attribute LM_A_USER_RECONNECT_DONE 
with the variation in callback parameter. The callback routine of LM_A_USER_RECONNECT_V1_DONE takes the 
FNP_RECONNECT_DATA pointer as the callback parameter which has to be set through LM_A_USER_RECONNECT_V1_DATA 
attribute. The callback routine set by the attribute LM_A_USER_RECONNECT_V1_DONE could pass additional reconnection 
data for partial available checkouts (aka COAVAIL checkouts). Refer the structure definition of FNP_RECONNECT_DATA type in 
lmclient.h.


Table 4-11 •  LM_A_USER_RECONNECT_V1 Parameters


Callback Parameter Description


reconnect_v1_data A pointer to FNP_RECONNECT_DATA structure set using LM_A_USER_RECONNECT_V1_DATA 
attribute.
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Callback Parameters


LM_A_USER_RECONNECT_V1_DONE uses the following callback parameter:


Dependency 


The LM_A_USER_RECONNECT_V1_DONE requires the attribute LM_A_USER_RECONNECT_V1_DATA to set.


See Also
LM_A_USER_RECONNECT_V1_DATA
LM_A_USER_RECONNECT_V1
..\examples\advanced\client\lmflex_coavail.c 


LM_A_VD_GENERIC_INFO, 
LM_A_VD_FEATURE_INFO


Type


Pointer to LM_VD_GENERIC_INFO or pointer to LM_VD_FEATURE_INFO


Both attributes get information from your vendor daemon. LM_A_VD_GENERIC_INFO gets information that is not specific to a 
feature and is mostly found in lsvendor.c.


LM_A_VD_FEATURE_INFO gets information about a particular feature and provides an accurate count of licenses used, users 
queued, and so on, and works correctly when a license file has more than one FEATURE or INCREMENT line for the same 
feature name. This will result in a LM_NOSERVSUPP error if the particular CONFIG struct has been merged with another CONFIG 
in the vendor daemon.


These attributes will work only on your vendor daemon. If a request is made for a feature served only by a different vendor 
daemon, then the LM_NOADMINAPI error results.


A pointer to a struct is given as an argument to lc_get_attr. This structure must have its feat member set. Upon 
successful return, this struct is filled with the appropriate information. lc_get_attr returns an error when an uncounted 
license is called. The following example illustrates the use of both attributes. Although lc_get_config and lc_next_conf are 
described in Summary, one of their legitimate uses is with LM_A_VD_GENERIC_INFO and LM_A_VD_FEATURE_INFO. 


Note • If you are reporting on a feature that has been checked out successfully, use lc_auth_data instead of lc_next_conf.


#include "lmclient.h"


#include "lm_code.h"


#include "lm_attr.h"


/* ... */


/* 


Table 4-12 •  LM_A_USER_RECONNECT_V1_DATA Parameters


Callback Parameter Description


reconnect_v1_data A pointer to FNP_RECONNECT_DATA type set using LM_A_USER_RECONNECT_V1_DATA 
attribute.
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* Print out GENERIC and FEATURE information for every


* license file line for a given feature name


*/


void


vendor_daemon_info(LM_HANDLE *job, char *feature)


{


CONFIG *conf, *c;


LM_VD_GENERIC_INFO gi;


LM_VD_FEATURE_INFO fi;


int first = 1;


c = (CONFIG *)0; 


for (conf = lc_next_conf(job, feature, &c);conf; 


conf=lc_next_conf(job, feature, &c))


{


if (first)


{


/* 


* get generic daemon info


*/


gi.feat = conf;


if (lc_get_attr(job, LM_A_VD_GENERIC_INFO, (short *)&gi))


{


lc_perror(job, "LM_A_VD_GENERIC_INFO");


}


else 


{


printf(" conn-timeout %d\n", gi.conn_timeout);


printf(" normal_hostid %d\n", gi.normal_hostid);


printf(" minimum_user_timeout %d\n",


gi.minimum_user_timeout);


printf(" min_lmremove %d\n", gi.min_lmremove);


printf(" use_featset %d\n", gi.use_featset);


printf(" dup_sel 0x%x\n", gi.dup_sel);


printf(" use_all_feature_lines %d\n",


gi.use_all_feature_lines);


printf(" do_checkroot %d\n", gi.do_checkroot);


printf(" show_vendor_def %d\n", gi.show_vendor_def);


}


first = 0;


}


/* 


* get specific feature info


*/


fi.feat = conf;


if (lc_get_attr(job, LM_A_VD_FEATURE_INFO, (short *)&fi))


{


lc_perror(job, "LM_A_VD_FEATURE_INFO");


}


else


{


printf("\nfeature %s\n", conf->feature);


printf("code %s\n", conf->code);


printf("rev %d\n", fi.rev);
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printf("timeout %d\n", fi.timeout);


printf("linger %d\n", fi.linger);


printf("res %d\n", fi.res);


printf("tot_lic_in_use %d\n", fi.tot_lic_in_use);


printf("float_in_use %d\n", fi.float_in_use);


printf("user_cnt %d\n", fi.user_cnt);


printf("num_lic %d\n", fi.num_lic);


printf("queue_cnt %d\n", fi.queue_cnt);


printf("overdraft %d\n", fi.overdraft);


}


}


}


Detecting OVERDRAFT for Suites


This is a special case for OVERDRAFT. With suites, when you check out a feature, you also silently check out a token for the 
suite. Both the suite and feature token may be in the OVERDRAFT state, or only one, or neither. To detect suite overdraft, the 
code must get the parent/suite feature name, and then check for overdraft for this feature. Use lc_auth_data to ensure 
that you get the CONFIG struct for the license that has been checked out.


conf=lc_auth_data();


if ((conf->package_mask & LM_LICENSE_PKG_COMPONENT)


&& (conf->package_mask & LM_LICENSE_PKG_SUITE))


{


fi.feat = conf->parent_feat;


if (lc_get_attr(job, LM_A_VD_FEATURE_INFO, (short *)&fi))


lc_perror(job, "LM_A_VD_FEATURE_INFO");


else


printf("suite overdraft is %d\n", fi.overdraft);


}


See Also
lc_get_config
lc_next_conf
lc_auth_data


LM_A_VENDOR_ID_DECLARE
Type


Pointer to LM_VENDOR_HOSTID struct.


Default


None


This is for supporting vendor-defined hostid. The struct defines and declares the hostid to FlexNet licensing.


See Also
Information about Vendor-Defined Hostid Types in Programming Reference for License File–Based Licensing
machind/lmclient.h for LM_VENDOR_HOSTID definition
examples/vendor_hostid directory
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LM_A_VM_FAMILY

LM_A_VM_FAMILY
Displays the virtualization family details. This attribute is read-only.


Type
char*


Default


None


Here the Family denotes the manufacturer or the publisher of the detected hypervisor software where the Virtualized 
machine (VM) is running.


Currently supported Family names are:


• “MICROSOFT”


• “UNKNOWNVM”


• “VIRTUALBOX”


• “VMWARE”


• “XEN”


• “AMAZON”


• “PARALLELS”


• “QEMU”


• “GOOGLE”


For example: 


char *vm_family;


if (LM_NOERROR == lc_get_attr(lm_job, LM_A_VM_FAMILY, (LM_SHORT_PTR)&vm_family))


{


printf("VM Family: %s\n", vm_family );


}


LM_A_VM_NAME
Displays the name of the virtual machine. This attribute is read-only. 


Type
char*


Default


None
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LM_A_WINDOWS_MODULE_HANDLE (Windows only)

The Name specifies the detected hypervisor product that the Virtualized machine (VM) is running on. The Name is a sub-set 
of the Family.


Currently supported Names are:


• “EC2”


• “HYPERV”


• “UNKNOWNVM”


• “VIRTUALBOX”


• “SERVER, Previously VMWARE”


• “DESKTOP, Previously VMWARE”


• “XEN”


• “PARALLELS”


• “QEMU-KVM”


• “COMPUTE”


• “AZURE”


For example: 


char *vm_name;


if (LM_NOERROR == lc_get_attr(lm_job, LM_A_VM_NAME, (LM_SHORT_PTR)&vm_name))


{


printf("VM Name: %s\n", vm_name );


}


LM_A_WINDOWS_MODULE_HANDLE (Windows 
only)


Type
long


Default


0 (zero)


This is only needed for a specific situation on Windows: You are building a DLL, and the Licensing toolkit client library 
(lmgr_trl.lib) is linked into your DLL. Put another way, the Licensing functions are not in a static binary, but only in a DLL. 
In this case, the DLL makes calls to the following functions before calling lc_checkout—


lc_set_attr(job, LM_A_WINDOWS_MODULE_HANDLE, 


(LM_A_VAL_TYPE)GetModuleHandle(dllname));


—where dllname is the name of the DLL. If these calls are not made, Windows dialogs and error messages do not work 
properly.
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Determining License Source and Count of a 
Feature


For CONFIG member definitions refer to machind/lmclient.h.


users                              


Licensed number of users on the feature definition line


nConfigType


Indicates the license source and the value of this member takes one of the following:


• FNP_CONFIG_TYPE_UNKNOWN(0)


• FNP_CONFIG_TYPE_CLIENT_TS(1)—License is from client trusted storage.


• FNP_CONFIG_TYPE_UNSERVED_CERT(2)—License is from unserved certificate.


• FNP_CONFIG_TYPE_SERVED_TS(3)—License is from served trusted storage.


• FNP_CONFIG_TYPE_SERVED_CERT(4)—License is from served certificate.


nTSFeatFlag


Indicates whether the feature is from license file or trusted storage.


The values of “nTSFeatFlag” member is one of following, 


• 0-- Indicates the feature is from license file.


• 1--Indicates the feature is from trusted storage.


nTotalFeatureCount


Holds the total feature count for a feature obtained from trusted storage.


Table 4-13 • values of CONFIG member in different scenarios:


nConfigType lc_from_server nTSFeatFlag users, nTotalFeaturecount


FNP_CONFIG_TYPE_CLIENT_TS 0 1 nTotalFeatureCount= users


FNP_CONFIG_TYPE_UNSERVED_CERT 0 0


FNP_CONFIG_TYPE_SERVED_CERT 1 0


FNP_CONFIG_TYPE_SERVED_TS 1 1 nTotalFeatureCount = user * 
fulfillment record count
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5


Advanced Flexible API Attributes

This chapter lists attributes that provide advanced FlexNet licensing functionality. Basic functionality is covered by the 
material in Flexible API Attributes.


Summary
These attributes provide advanced capabilities beyond what is provided by the basic attributes in Flexible API Attributes. 
They should be used with care, and questions are welcomed before their use. These attributes are summarized in Table 5-
1.v


Table 5-1 • Advanced Flexible API Attributes 


Attribute Description


LM_A_CHECKOUT_DATA Allows labeling of a given checkout request.


LM_A_MULTIPLE_CHECKOUT_DATA Defines a pointer to a checkout filter function for feature pre-
processing.


LM_A_CHECKOUTFILTERLAST_EX Defines a pointer to a checkout filter function for feature post-
processing.


LM_A_CROSS_TZ_OK Enables a 24-hour tolerance for licenses to accommodate 
time-zone differences.


LM_A_DIAGS_ENABLED Controls the output of detailed diagnostic data.


LM_A_DISABLE_ENV Controls the use of the LM_LICENSE_FILE environment 
variable.


LM_A_DISPLAY_OVERRIDE Overrides the display name.


LM_A_HOST_OVERRIDE Overrides the host name.
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Summary

LM_A_IGNORE_CACHED_SERVER_DATA Use to turn off use of stored license server data when 
reconnecting, which may result in multiple licenses being 
checked out to a client.


LM_A_IGNORE_FILE_CHECK_IN_HEARTBEAT 
(Linux Only)


Forces the client to ignore the check for the borrow-cache file.


LM_A_INTERNET_OVERRIDE Override the IP address.


LM_A_LICENSE_CASE_SENSITIVE Controls license file case-sensitivity.


LM_A_LKEY_CASE_SENSITIVE Controls license file case-sensitivity in the context of license 
key authentication.


LM_A_MT_HEARTBEAT (UNIX Only) Controls the use of multithreaded heartbeats.


LM_A_MULTIPLE_CHECKOUT_DATA Allows labeling a checkout request. For each label in request a 
count of license will be consumed.


LM_A_PERIODIC_CALL Defines a pointer to a function to be called after the specified 
number of heartbeats.


LM_A_PERIODIC_COUNT Specifies the number of heartbeats between calls to function 
specified by LM_A_PERIODIC_CALL.


LM_A_PLATFORM_OVERRIDE Overrides the platform name.


LM_A_RETRY_CHECKOUT Controls checkout retries.


LM_A_TZ_OVERRIDE Platform-independent attribute used to override the client 
time zone and time. For testing purposes only, 
LM_A_TZ_OVERRIDE can be used to test time zone licensing.


LM_A_HEARTBEAT_LOCK (Windows only) Introduced a mutex lock between main and timer thread to 
access the global timer data structures. 


LM_A_USER_OVERRIDE Overrides the user name.


LM_A_VENDOR_CALLBACK_DATA This attribute allows you to set a pointer to vendor-defined 
data.


LM_A_VSEND_NOWAIT Sends an asynchronous message to vendor daemon.


Table 5-1 • Advanced Flexible API Attributes 


Attribute Description
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LM_A_CHECKOUT_DATA

LM_A_CHECKOUT_DATA
Type
char*


Default


None


The LM_A_CHECKOUT_DATA attribute allows you to set a checkout-data string. It is used to label the next successful checked 
out feature or to qualify a feature check in request with the checkout-data label. 


The checkout-data string is a character string, with a maximum size of MAX_VENDOR_CHECKOUT_DATA bytes (1024 bytes). The 
default value is the NULL string. Each unique value of LM_A_CHECKOUT_DATA represents a unique license group; the NULL 
string can be one of those unique values. Like all other attributes, set this before the checkout or checkin request; it takes 
effect for all subsequent calls to lc_checkout or lc_checkin until it is changed.


When querying using lc_get_attr, specify a valid char buffer as the value argument.


There are two scenarios where a checkout-data string, defined via the LM_A_CHECKOUT_DATA attribute setting, can be used:


• To force the license count to be accumulated incrementally across multiple checkouts in the same license job rather 
than as an aggregate.


• To create a custom duplicate grouping criteria.


These scenarios are described in the following sections.


Incremental License Count in a Single Job
By default, checkout requests for the same feature and version from the same license job have an aggregate affect on the 
number of licenses consumed. That is, the Licensing toolkit client library checks out only as many additional licenses for 
the feature as necessary to reach the count specified in the checkout request. For example:


If an initial checkout request which asks for two licenses for feature “f1”


lc_checkout(lm_job, f1, "1.0", 2,...,LM_DUP_NONE);


is followed by a second call which asks for five licenses for the same feature,


lc_checkout(lm_job, f1, "1.0", 5,...,LM_DUP_NONE);


the second call checks out only three additional licenses (5 minus 2). If the second call asks for the same or fewer number of 
licenses than were already checked out, the second call does not check out additional licenses.


To force identical checkout requests, instead, to have an incremental effect on the number of consumed licenses, include 
each call to lc_checkout in its own license job. Alternatively, use the LM_A_CHECKOUT_DATA attribute to set a unique 
checkout-data string to the job just prior to the call to lc_checkout. This causes the second or subsequent request to check 
out exactly the number of licenses specified in the call to lc_checkout, regardless of the number asked for in previous 
requests. For example:


/* Check out 2 licenses for f1, 


label them "first checkout" */


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "first checkout");


lc_checkout(lm_job, f1, "1.0", 2,...,LM_DUP_NONE)
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/* Check out 5 more licenses for f1,


label them "second checkout" */


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "second checkout");


lc_checkout(lm_job, f1, "1.0", 5,...,LM_DUP_NONE)


/* Check in 2 licenses for f1 labeled "first checkout " */


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "first checkout");


lc_checkin(lm_job, f1, 0);


/* Check in 5 licenses for f1 labeled "second checkout" */


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "second checkout");


lc_checkin(lm_job, f1, 0);


This makes it possible to have different sets of licenses for a given feature without having to create a separate license job. 
Each set is labeled with a different checkout-data string, and is tracked separately by the license server. Subsequent check 
in requests then can qualify the feature with the checkout-data string by setting it with the LM_A_CHECKOUT_DATA attribute 
before calling lc_checkin. Each checkout or checkin request uses the value of the checkout-data string from the last call to 
lc_set_attr. 


Custom Duplicate Grouping
Duplicate grouping based on USER, HOST, or DISPLAY may not represent the duplicate grouping criteria you need. The 
checkout-data string can be used to group duplicates via a custom vendor criteria, in addition to the USER/HOST/DISPLAY 
duplicate grouping criteria. Set the checkout-data string using the LM_A_CHECKOUT_DATA attribute and then, in the 
subsequent call to lc_checkout, set the LM_DUP_VENDOR bit in the duplicate grouping bitmask. For example, if User A’s 
application performs the following checkout request:


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "dup1");


lc_checkout(lm_job, f1, "1.0", 1,...,LM_DUP_VENDOR)


and user B’s application makes a similar request:


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "dup1");


lc_checkout(lm_job, f1, "1.0", 1,...,LM_DUP_VENDOR)


then the two checkout requests are considered duplicates, based on the vendor duplicate grouping criteria of dup1, and 
only one license is consumed.


Note • Duplicate grouping criteria can also be expressed in the license file via the DUP_GROUP keyword on FEATURE/
INCREMENT lines. See Programming Reference for License File–Based Licensing for further details.


If a custom vendor duplicate grouping criteria is specified, via either LM_DUP_VENDOR in the call to lc_checkout or DUP_GROUP 
on the FEATURE/INCREMENT line, LM_A_CHECKOUT_DATA must set a checkout-data string.


User Visibility
You have the option in your vendor daemon of allowing the LM_A_CHECKOUT_DATA string to be visible or not. The daemon 
variable ls_show_vendor_def controls whether the checkout-data string is visible to your end users via lmstat (or any 
utility that calls lc_userlist).


If you are considering using this attribute, we recommend that you contact Technical Support for guidance. 
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See Also
lc_checkout
lc_set_attr
lc_new_job
LM_A_MULTIPLE_CHECKOUT_DATA
ls_show_vendor_def in Programming Reference for License File–Based Licensing


LM_A_MULTIPLE_CHECKOUT_DATA
Type
char*


Default


None


The LM_A_MULTIPLE_CHECKOUT_DATA attribute is used for bulk custom dup grouping. It allows you to checkout up to 100 
custom dup group in a call.


The checkout-data string is a character string, with a maximum size of MAX_VENDOR_CHECKOUT_DATA bytes (1024 bytes). The 
default value is the NULL string. Each unique value of LM_A_MULTIPLE_CHECKOUT_DATA represents a unique license group; 
the NULL string can be one of those unique values. Like all other attributes, set this before the checkout or checkin request; 
it takes effect for all subsequent calls to lc_checkout or lc_checkin until it is changed.


Bulk Custom Duplicate Checkout
Duplicate grouping based on USER, HOST, or DISPLAY may not represent the duplicate grouping criteria you need. The 
checkout-data string can be used to group duplicates via a custom vendor criteria, in addition to the USER/HOST/DISPLAY 
duplicate grouping criteria. Set the checkout-data string using the LM_A_MULTIPLE_CHECKOUT_DATA attribute and then, in 
the subsequent call to lc_checkout, set the LM_DUP_VENDOR bit in the duplicate grouping bitmask. 


The following scenarios explain the consumption of licenses:


Scenario 1


License checkout for more than a user in a single call.


For example, the checkout license can be consumed for user abc and cde in a single call as follows:


lc_set_attr(job1, LM_A_MULTIPLE_CHECKOUT_DATA, "abc" "\f" "cde");


lc_checkout(job1, "f1", "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_VENDOR);


The licenses consumed are 2 (1 each for user abc and cde).


Note • The "\f" is the delimiter character to be used with checkout data string supplied to LM_A_MULTIPLE_CHECKOUT_DATA.


Scenario 2
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The use of overlapping checkout data strings results the same whether one job or different jobs are used for the checkout 
calls.


For example,


lc_set_attr(job1, LM_A_MULTIPLE_CHECKOUT_DATA, "abc" "\f" "cde");


lc_checkout(job1, "f1", "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_VENDOR);


The licenses consumed are 2 (1 each for user abc and cde)


lc_set_attr(job2, LM_A_MULTIPLE_CHECKOUT_DATA, "fgh" "\f" "abc" );


lc_checkout(job2, "f1", "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_VENDOR);


The license consumed is 1 (1 for user fgh and abc is duped).


Result: The 3 licenses are consumed on license server.


Note • The "\f" is the delimiter character to be used with checkout data string supplied to LM_A_MULTIPLE_CHECKOUT_DATA.


Scenario 3


Multiple checkout count with mixed attributes (LM_A_CHECKOUT_DATA and LM_A_MULTIPLE_CHECKOUT_DATA).


For example:


lc_set_attr(job1, LM_A_CHECKOUT_DATA, "abc" ); 


lc_checkout(job1, "f1", "1.0", 2, LM_CO_NOWAIT, &code, LM_DUP_VENDOR);


The 2 licenses are consumed for user abc.


lc_set_attr(job2, LM_A_MULTIPLE_CHECKOUT_DATA, "ijk" "\f" "abc" );


lc_checkout(job2, "f1", "1.0", 3, LM_CO_NOWAIT, &code, LM_DUP_VENDOR); 


The 2 licenses are duped for user abc, 1 additional license is consumed for user abc, and 3 licenses are consumed for user 
ijk.


Result: The 6 licenses are consumed on license server.


Note • The "\f" is the delimiter character to be used with checkout data string supplied to LM_A_MULTIPLE_CHECKOUT_DATA.


LM_A_CHECKOUTFILTER, 
LM_A_CHECKOUTFILTER_EX


Type


Pointer to a function returning int.
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LM_A_CHECKOUTFILTER, LM_A_CHECKOUTFILTER_EX

Default


None


Discussion


The function pointer LM_A_CHECKOUTFILTER (or the extended version, LM_A_CHECKOUTFILTER_EX) is set to point to a 
checkout filter callback function. This filter function is invoked each time lc_checkout finds a FEATURE/INCREMENT line that 
is a candidate for fulfilling the license request. Candidates are selected based on the feature name.


This filter provides the application the opportunity to examine the FEATURE/INCREMENT line before lc_checkout processes 
it, and either allows lc_checkout to proceed processing the line or rejects this particular line. lc_checkout may still reject 
the line even though the filter function allows processing to proceed.


The LM_A_CHECKOUTFILTER routine is called as follows:


status = (*myCheckoutFilter)(config);


or, with LM_A_CHECKOUTFILTER_EX:


status = (*myCheckoutFilterEx)(job, config, vendor_data);


Checkout Filter Callback Function Parameters


The LM_A_CHECKOUTFILTER or the extended version, LM_A_CHECKOUTFILTER_EX callback function uses the following 
parameters:


Note • When you use the callback function, disable automatic heartbeat and execute with manual heartbeat to avoid 
deadlocks.


Checkout Filter Callback Function Return Values


The return value from this function affects the outcome of the current checkout request in the following ways


• If 0 is returned—lc_checkout continues to evaluate the FEATURE line in an attempt to satisfy the license request.


• If a non-zero value is returned—lc_checkout does not continue to evaluate the current FEATURE line but, instead, 
takes one of the following actions:


• Invokes this filter function, again, with a subsequent candidate FEATURE line for the license request.


Table 5-2 • LM_A_CHECKOUTFILTER or LM_A_CHECKOUTFILTER_EX Callback Function Parameters


Callback Parameter Description


job LM_A_CHECKOUTFILTER_EX only: A pointer to the license job that was passed to the call to 
lc_checkout.


config A pointer to the CONFIG struct representing the candidate feature.


vendor_data LM_A_CHECKOUTFILTER_EX only: A pointer to either vendor-defined data set via the 
LM_A_VENDOR_CALLBACK_DATA attribute or NULL.
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• If there are no more candidate FEATURE lines, lc_checkout fails and sets the Flexible API error number to 
LM_LOCALFILTER; the license is not checked out.


Note • LM_A_CHECKOUTFILTER_EX provides a way to pass vendor-defined data to this callback function. Behavior is undefined 
if both LM_A_CHECKOUTFILTER_EX and LM_A_CHECKOUTFILTER are set.


See Also
lc_checkout
LM_A_CHECKOUTFILTERLAST_EX
LM_A_VENDOR_CALLBACK_DATA


LM_A_CHECKOUTFILTERLAST_EX
Type


Pointer to a function returning int.


Default


None


Discussion


The function pointer LM_A_CHECKOUTFILTERLAST_EX is set to point to a checkout filter callback function. This filter function 
is invoked after lc_checkout authenticates a FEATURE/INCREMENT line locally as being valid for fulfilling the license request. 


This filter provides the application the opportunity to examine the FEATURE/INCREMENT line after lc_checkout 
authenticates it locally, and either allows lc_checkout to proceed processing the line or rejects this particular line. If the 
filter function allows processing to proceed, lc_checkout passes a served license request to the license server where it still 
may get denied. The checkout filter is called on each heartbeat.


The LM_A_CHECKOUTFILTER_EX routine is called as follows:


status = (*myCheckoutFilterLastEx)(job, config, vendor_data);


Checkout Filter Callback Parameters


The LM_A_CHECKOUTFILTERLAST_EX function uses the following callback parameters:


Table 5-3 • LM_A_CHECKOUTFILTERLAST_EX Callback Parameters


Callback Parameter Description


job A pointer to the license job that was passed to the call to lc_checkout.


config A pointer to the CONFIG struct representing the authenticated feature line.


vendor_data A pointer to either vendor-defined data set via the LM_A_VENDOR_CALLBACK_DATA attribute 
or NULL.
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LM_A_CROSS_TZ_OK

Return Values


The return value from this function affects the outcome of the current checkout request in the following ways


• If 0 is returned—For served licenses, lc_checkout passes the license request to the license server for further 
processing. For unserved licenses, lc_checkout checks out the license.


• If a non-zero value is returned—lc_checkout does not continue to evaluate the current FEATURE line but, instead, 
takes one of the following actions:


• Invokes this filter function, again, with a subsequent authenticated FEATURE line for the license request.


• If there are no more candidate FEATURE lines, lc_checkout fails and sets the Flexible API error number to 
LM_LOCALFILTER; the license is not checked out.


See Also
lc_checkout
LM_A_MULTIPLE_CHECKOUT_DATA
LM_A_VENDOR_CALLBACK_DATA


LM_A_CROSS_TZ_OK
Type
short


Default


0 (False)


Set this variable to 1 (True) to enable a 24-hour client-side tolerance to accommodate time-zone differences between the 
license server and the FlexEnabled client. This tolerance applies to the start date and the expiry date of the license.


Start date example


For example, a license server in Japan contains license rights with a start date valid from January 10 (in Japanese Standard 
Time). A client located in the US Pacific time zone (where it is still January 9) attempts to check out a license. The server 
issues a valid license, but the client invalidates it because in the US Pacific time zone the license is not valid yet.


However, in this same scenario, if LM_A_CROSS_TZ_OK is set to 1, the client applies a 24-hour tolerance to the license’s start 
date, validates the license, and checks out the requested feature.


Expiry date example


Assume that a license server is started in a US Pacific time zone. The license rights installed on the server contain multiple 
INCREMENT lines for feature F1. Assume that the first INCREMENT line expires at midnight in the US Pacific time zone, while 
the remaining are valid for another six months. However, the date has already changed in other time zones such as in Asia. 
When the FlexEnabled application is invoked in one of these other time zones, the license server issues a still-valid (not 
expired) license for F1 from the first INCREMENT line, but the client invalidates the license because it has already expired.


Again, if LM_A_CROSS_TZ_OK is set to 1, the client applies a 24-hour tolerance to the license’s expiration date, validates the 
license, and checks out F1.
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LM_A_DIAGS_ENABLED
Type
short


Default


1—Diagnostic output enabled


This attribute allows FlexNet licensing to produce some diagnostic output for failures of the lc_checkout call if the 
environment variable FLEXLM_DIAGNOSTICS is set. If LM_A_DIAGS_ENABLED is set to 0, this diagnostic information is 
unconditionally disabled. 


The FLEXLM_DIAGNOSTICS environment variable can be used by your end users to obtain more information if a checkout 
fails. If  FLEXLM_DIAGNOSTICS is set, an lc_perror call is made. If  FLEXLM_DIAGNOSTICS is set to “2,” then in addition to the 
lc_perror call, the arguments to lc_checkout (except for the KEY information) are printed to stderr, and also, on Windows, 
this is logged to flex_err.log. 


The diagnostics are enabled by default. It is recommended that this be left enabled. This will allow us to help you debug 
your end-users’ problems with error messages more explicit than, “can’t get license.” In these situations, we are unable to 
help. We developed and distributed the FLEXLM_DIAGNOSTICS to enable us (and your support people) to help your end 
users more effectively.


LM_A_DISABLE_ENV
Type
short


Default


LM_LICENSE_FILE environment variable enabled


If set to a non-zero value, LM_A_DISABLE_ENV will force the Licensing toolkit client functions to disregard the setting of the 
LM_LICENSE_FILE environment variable. It’s rare that there’s a legitimate reason to use this, but it does come up with 
certain utilities that may explicitly need to ignore the LM_LICENSE_FILE environment variable. It is strongly discouraged 
that this be used in your applications, as many end user sites are familiar with FlexNet licensing, and need to assume that 
LM_LICENSE_FILE will be effective.


Note • This must be set before LM_A_LICENSE_DEFAULT to be effective.


LM_A_DISPLAY_OVERRIDE
Type
char*
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LM_A_HOST_OVERRIDE

Default


No override of display name


Note • This value cannot be changed for a job after the initial connection to the vendor daemon.


Windows Platforms


This string, if specified, is used to override the display name as derived from the WTSQuerySessionInformation call from 
the Platform SDK Terminal Services API. The most common use of this attribute is for setting the display to the remote host 
name in a Terminal Server environment.


When querying using lc_get_attr, specify a valid char buffer as the value argument.


UNIX Platforms


This string, if specified, is used to override the display name as derived from the UNIX ttyname system call.


The most common use of this attribute is for setting the display to the X-Display name. Unfortunately, the only reliable way 
of obtaining the name of the X-Display is via a call to an X-based routine. Therefore, this can only be done by the X-based 
application, after XOpenDisplay (or XtAppInitialize) has been called.


The Display name is available via the X macro DisplayString(display).


In addition, it is essential to note that there are at least three possible aliases for using the monitor attached to the 
computer in use: localhost:0, unix:0, and:0. If any of these are used, LM_A_DISPLAY_OVERRIDE should use the result of 
gethostname instead. Finally, it may be safest to use the IP address as a string to avoid the problem of aliases for a 
particular display host.


When querying using lc_get_attr, specify a valid char buffer as the value argument.


LM_A_HOST_OVERRIDE
Type
char*


Default


No override of host name


This string, if specified, will be used to override the host name as derived from the UNIX gethostname system call.


When querying using lc_get_attr, specify a valid char buffer as the value argument.


Note • This value has the following restrictions:


• The string cannot contain a colon (:).


• The value cannot be changed for a job after the initial connection to the vendor daemon.
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LM_A_IGNORE_CACHED_SERVER_DATA

LM_A_IGNORE_CACHED_SERVER_DATA
Type
int


Default


False


When the license server is repeatedly restarted, the FlexEnabled application uses stored information about previous 
connections to the license server. This can result in multiple licenses being checked out for the same client. This eventually 
leads to a denial of service, when no more licenses are available from the license server. To avoid this error, set 
LM_A_IGNORE_CACHED_SERVER_DATA to True. 


Note • Use this attribute only when also using a DUP_GROUP specification or when frequent connection interruptions with 
the license server are occurring. 


LM_A_IGNORE_FILE_CHECK_IN_HEARTBEAT 
(Linux Only)


Type
int


Default
0


(Linux platforms only) By default, the FlexEnabled client always checks for the existence of the borrow-cache file (used by 
FlexNet Publisher’s BORROW feature). Setting this attribute to 1 forces the client to ignore this check. Best practice is to set 
this attribute to 1 when the client application is not using the BORROW feature. 


Define this attribute before a checkout request is made.


Important • Do not set this attribute to 1 if the client application is using the BORROW feature.


LM_A_INTERNET_OVERRIDE
Type
char*


Default


No override of IP address.
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LM_A_LICENSE_CASE_SENSITIVE

Discussion


This string specifies the IP address with which you want to override the IP address of the client requesting the license for a 
specific feature. In this way, the client can still check out a license should the licensed feature be bound to an IP address 
different from the client’s. (A licensed feature is bound to an IP address either by INTERNET keyword used in the license’s 
FEATURE line or through an entry for the licensed feature in the INCLUDE line of the options file.)


For example, suppose the license file (or fulfillment record) contains a FEATURE line bound to 
HOSTID=INTERNET=172.88.22.111, while the FlexEnabled client has a different IP address. To enable the client to check out 
this feature, use this attribute to set an IP-address override value to 172.88.22.111. Then, during checkout, the client’s IP 
address is overridden with the same IP address as the one used in the FEATURE line, enabling a successful checkout.


This feature is also useful when a proxy client is used to send checkout requests to the license server on behalf of a 
FlexEnabled client. The override enables the proxy client to check out licensed features successfully.


When querying using lc_get_attr, specify a valid char buffer as the value argument.


Note • Do not use wild card characters in the value for this attribute.


If the value entered for this attribute is not a valid IP address, the error -201 (Invalid IP address used while 
overriding) is reported.


Support for IPV4 and IPV6 


This attribute supports IP addresses in either IPv4 or IPv6 format.


For example, in the IPv4 format, the attribute syntax looks similar to this:


(void)lc_set_attr(lm_job,LM_A_INTERNET_OVERRIDE,(LM_A_VAL_TYPE)”172.84.24.109”)


In the IPv6 format, the attribute syntax looks similar to this:


(void)lc_set_attr(lm_job,LM_A_INTERNET_OVERRIDE,(LM_A_VAL_TYPE)”


fec0:dead:7:0:20f:feff:fe7f:e866”)


API for Java-Based Applications


To support IP-address-override functionality in a Java-based application, add the following API to the application code:


lic.setipaddress("<IP_address>");


where <IP address> is the value present in the FEATURE line or options file.


Note • Add this API to the sample application, BasicExample.java, which ships with the Licensing toolkit for Java, if you 
want to test the IP-address-override functionality with the sample. 


 LM_A_LICENSE_CASE_SENSITIVE
Type
int
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LM_A_LKEY_CASE_SENSITIVE

Default


False


This attribute is used in the context of license generators and FlexEnabled applications. If True, text fields in license file 
FEATURE/INCREMENT/PACKAGE/UPGRADE lines are case sensitive. To enable case sensitivity, set this attribute both in the 
FlexEnabled application (before the call to lc_checkout) and the license generator (before the call to lc_cryptstr). If 
licenses are served by the FlexNet license server, then set the corresponding vendor daemon variable, 
ls_a_license_case_sensitive; otherwise, the served licenses do not authenticate. LM_A_LICENSE_CASE_SENSITIVE 
attribute has no impact while checking out a borrowed license from the system registry as this flag is applicable only 
during check-out from license server. Check-out from borrow registry is always case-sensitive.


For compatibility with Licensing toolkit versions 5.1 or earlier, set this attribute to True. This attribute is automatically set 
to True if the LM_A_LICENSE_FMT_VER attribute is set to LM_BEHAVIOR_V5_1 or less.


See Also
ls_a_license_case_sensitive in Programming Reference for License File–Based Licensing
ls_hud_hosid_case_sensitive in Programming Reference for License File–Based Licensing


LM_A_LKEY_CASE_SENSITIVE
Type
int


Default


False


This attribute is used in the context of license key generation; license signature (SIGN=) generation is not affected. Set this 
attribute in the license generator, before the call to lc_cryptstr.


If True, text fields in license file FEATURE/INCREMENT/PACKAGE/UPGRADE lines are treated as case sensitive for the purpose of 
generating license keys. This attribute is provided in order to maintain compatibility with FlexEnabled applications using 
Licensing toolkit, versions 5.1 or earlier, which treated these fields as case sensitive by default.


LM_A_MT_HEARTBEAT (UNIX Only)
Type
int


Default


True


This flag applies to UNIX platforms only. If True, the automatic heartbeat mechanism is controlled via a dedicated thread in 
the FlexEnabled application. The platform must support pthreads in order to implement a dedicated thread for heartbeat 
messages.


If False, automatic heartbeats are controlled in the application’s main thread using the SIGALRM signal.
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LM_A_PERIODIC_CALL

See Also
Information about Heartbeats in Programming Reference for License File–Based Licensing


LM_A_PERIODIC_CALL
Type


Pointer to a function returning int. Return value not used.


Default


No periodic call


This function, if specified, will be called each LM_A_PERIODIC_COUNT times that lc_heartbeat is called. lc_heartbeat is 
called directly or automatically depending on the value of LM_A_CHECK_INTERVAL.


See Also
LM_A_CHECK_INTERVAL
lc_heartbeat


LM_A_PERIODIC_COUNT
Type
int


Default


0 (no PERIODIC_CALL)


This is the count of how many times lc_heartbeat must be called before the function specified by LM_A_PERIODIC_CALL is 
called. lc_heartbeat is called directly or automatically depending on the value of LM_A_CHECK_INTERVAL.


See Also
LM_A_CHECK_INTERVAL
lc_heartbeat


LM_A_PLATFORM_OVERRIDE
Type
char*


Default


No override of the FlexNet licensing platform name
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LM_A_RETRY_CHECKOUT

This string, if specified, overrides the current platform name. The name can be either a FlexNet licensing platform name or 
a vendor-defined name. The Release Notes contain the currently supported platforms and their associated Licensing 
platform names.


It accepts the following new platform values: i86_lsb and x64_lsb.


When querying using lc_get_attr, specify a valid char buffer as the value argument.


LM_A_RETRY_CHECKOUT
Type
int


Default


True 


When True, checkouts that fail due to communications errors are automatically retried once. Sometimes this second 
attempt will succeed on networks with poor communications, but this makes failure take twice as long. This is default 
behavior in the Flexible API. 


LM_A_TZ_OVERRIDE


Note • Use this attribute in your test environment only.


Platform-independent attribute used to override the client time zone and time. This attribute is used only for testing 
purposes—it can be used to test time zone licensing. LM_A_TZ_OVERRIDE is most useful for testing scenarios that simulate a 
license client running in various time zones.


Type


char*


Default


No override of client time zone or time.


This string overrides the current client time zone and time with the specified time zone value and time. This attribute is 
used in conjunction with the TZ keyword on FEATURE/INCREMENT lines. Valid values include hour, half-hour (.30), and 
quarter-hour (.45) time zones, which are specified relative to Greenwich Mean Time (GMT).


When querying using lc_get_attr, specify a valid char buffer as the value argument.


Syntax and Examples
“<[+-]hh<.30|.45><;hh:mm>>”
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LM_A_HEARTBEAT_LOCK (Windows only)

You can specify a value for time zone or a value for both time zone and time.


For example, to specify that the client time is 1:45 P.M. in India (GMT+05:30), use the following:


lc_set_attr(lm_job, LM_A_TZ_OVERRIDE, “+05.30;13:45”);


For example, to specify only that the client time zone is GMT–08:00, use the following:


lc_set_attr(lm_job, LM_A_TZ_OVERRIDE, “-08”);


Important • You cannot specify a value for time by itself. To specify a time override, you must also specify a time zone 
override value. The error code LM_TZ_INVALID_TZONE_SPEC is returned if only a value for time is specified. 


LM_A_HEARTBEAT_LOCK (Windows only)
Type
short


Default


1


When this attribute is set to 1 or greater, the checkout and heartbeat is synchronized by a mutex lock. This is applicable to 
automatic heartbeat only. The client attribute LM_A_HEARTBEAT_LOCK can be set to 0, to disable the mutex lock.


See Also
lc_checkout


LM_A_USER_OVERRIDE
Type
char*


Table 5-4 • 


Example Syntax Behavior


Override client time zone “+05.30” Client time zone would be overridden with +05.30


Client time is not overridden; the current client machine 
time would be taken into account.


Override client time zone and time “+05.30;20:33” Client time zone would be overridden with +05.30


Client time would be overridden with 8:33 P.M.
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LM_A_VENDOR_CALLBACK_DATA

Default


No override of user name


This string, if specified, overrides the user name as derived from the UNIX password file. On Windows, the user name is set 
to the host name, but can be overridden with this attribute.


When querying using lc_get_attr, specify a valid char buffer as the value argument.


Note • Do not include a colon (:) in this string.


LM_A_VENDOR_CALLBACK_DATA
Type
void *


Default
NULL


This attribute allows you to set a pointer to vendor-defined data. The pointer is of type void regardless of the data type. 
This pointer is passed, as the last argument, to the following callback functions, thus making this data available to those 
functions.


• LM_A_CHECKOUTFILTER_EX


• LM_A_USER_EXITCALL_EX


• LM_A_USER_RECONNECT_EX


• LM_A_USER_RECONNECT_DONE_EX


LM_A_VSEND_NOWAIT
Type
short


Default
NULL


If this attribute is set to 1, it requires ls_vendor_msg_async sets to 1. However, setting ls_vendor_msg callback to 1 does 
not require LM_A_VSEND_NOWAIT to be set.


Setting to 1 allows polling for response from lc_vsend API. If not set, lc_vsend blocks until a response is received. Example 
usage can be found in examples/lc_vsend/lmvsend.c.
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Activation Borrow API

The Activation Borrow API is a simple set of functions that enable a FlexEnabled application to request a temporary license 
from license rights held in trusted storage on a license server. It is a more secure replacement for the license file based 
BORROW functionality. For information about using the Activation Borrow API, see the Programming Reference for Trusted 
Storage–Based Licensing.


The functions within the Activation API can be used in conjunction with, or to replace, functions within the Activation 
Borrow API.


Activation Borrow Functions
The following table lists the activation borrow functions that are defined in FlxActBorrow.h.


Table 6-1 • Activation Borrow API Functions 


Function Description


flxActBorrowActivate Uses activation to ‘borrow’ a license from the specified 
license server.


flxActBorrowReturn Returns a borrowed license.


flxActBorrowTSViewCreate Creates the object required to view the contents of trusted 
storage.


flxActBorrowTSViewFRAttributeGet Gets the value of a specific attribute from a fulfillment 
record.


flxActBorrowTSViewDelete Deletes the object used to view the contents of trusted 
storage.
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flxActBorrowActivate
Uses activation to borrow a license from the specified license server.


Syntax
int flxActBorrowActivate(


const char *pszEntitlementId,


const char *pszProductId,


const char *pszExpiration,


const char *pszServer,


char *pszFulfillmentId,


int  length,


FlxActError *pError);


Parameters


The flxActBorrowActivate function uses the following parameters:


Table 6-2 • flxActBorrowActivate Parameters


Parameter Description


pszEntitlementId A pointer to the variable storing the value of the entitlement ID to be included in the 
activation request. This parameter can be NULL if the product ID is specified.


pszProductId A pointer to the variable storing the value of the product ID which will be included in the 
activation request. This parameter can be NULL if the entitlement ID is specified. 


pszExpiration A pointer to the variable storing the requested expiration date. The format is dd-mmm-
yyyy.


pszServer A pointer to the variable storing the address of the license server from which the license is 
requested.


The following formats can be used for this parameter:


• port@host


• @host


pszFulfillmentId Buffer for the ID of the fulfillment record added to trusted storage as a result of this 
function call. If the fulfillment ID is longer than the supplied buffer then it will be truncated 
and null terminated.


length The length of the buffer supplied for the fulfillment ID. 


pError Resulting error code, if any. If this function returns LM_ACTIVATION then check pError for 
details of the error. For an explanation of the contents of pError see FlxActError in the 
Activation API chapter.
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Return Values


The following values are returned by flxActBorrowActivate


This function will fail when there are no suitable licenses in trusted storage on the license server. The following are possible 
cases where a failure will occur:


• There are no fulfillment records with the requested entitlement ID.


• There are no fulfillment records with the requested product ID. 


• There are no fulfillment records with both the requested entitlement and product IDs.


• There are matching fulfillment records, but they have expiration dates that are prior to the requested expiration date.


• There are matching fulfillment records, but none of them have available hybrid licenses. This may be because the 
hybrid license count is zero. It may also be because the hybrid license count is positive, but all hybrid licenses are in 
use as concurrent licenses. 


Note • When using activation to replace BORROW, there should be no matching fulfillment records that have a positive 
activatable count.


Discussion


This function can only run if the activation library is accessible within the product package. The activation library provides 
access to trusted storage.


Before calling this function the activation library must have been initialized successfully—when using this function from 
within a FlexEnabled application, the Flexible API function, lc_flexinit, must have completed successfully before this 
function is called.


flxActBorrowActivate creates an activation request using the following input parameters:


• Entitlement ID—used to identify the fulfillment record that contains the feature licenses required.


• Product ID—used to identify the fulfillment record that contains the feature licenses required.


• Expiration date—specifies the required expiration date for the license.


The activation request is sent to the specified license server. The license server searches its trusted storage for a fulfillment 
record that contains available licenses that match the activation request.


When a product ID is specified but no entitlement ID is specified, then this search is based on the product ID. The result of 
this search is a product license. When fulfillment records with this product ID contain all the feature licenses required for 
the FlexEnabled application then the fulfillment record constitutes a product license.


Table 6-3 • flxActBorrowActivate Return Values


Return Value Description


LM_NOERROR Success.


LM_ACTIVATION Failure due to activation failure. Further information on the error is returned in pError.


LM_BADPARAM Failure due to invalid function parameters.
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When an entitlement ID is specified, but no product ID is specified, then this search is based on the entitlement ID.


When both a product ID and an entitlement ID are specified, then only fulfillment records that match both values are 
considered.


The license server looks first for available activatable licenses and if none are available then looks for hybrid licenses. The 
license server functionality cannot be altered by this function: to ensure that only hybrid licenses are used, trusted storage 
on the license server must contain no matching activatable licenses.


When an available matching license is found, the license server creates a fulfillment record with the requested expiration 
date and returns it to the client. This function automatically creates trusted storage on the client machine if necessary. 


The fulfillment ID of the fulfillment record provided by the license server is placed in the supplied buffer. This value should 
be stored so that it can be used as an input parameter to flxActBorrowReturn for the return of this borrowed license to the 
license server.


Fulfillment records added to trusted storage using this function can be managed either using activation borrow functions 
or using the Activation API. They can be returned or viewed using the Activation Borrow API or Activation API. To repair the 
fulfillment records, the Activation API must be used.


flxActBorrowReturn
Returns a borrowed license before it has expired.


Syntax
int flxActBorrowReturn(


const char *pszFulfillmentId,


const char *pszServer,


FlxActError *pError);


Parameters


The flxActBorrowReturn function uses the following parameters:


Table 6-4 • flxActBorrowReturn Parameters


Parameter Description


pszFulfillmentId A pointer to the variable storing the fulfillment ID of the fulfillment record that is to be 
returned. This fulfillment ID is returned in the pszFulfillmentId buffer when the license 
is borrowed using flxActBorrowActivate.


pszServer A pointer to the variable storing the address of the license server to which the fulfillment 
record is to be returned.


The following formats can be used for this parameter:


• port@host


• @host
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Return Values


The following values are returned by flxActBorrowReturn


Discussion


This function can only run if the activation library is accessible within the product package. The activation library provides 
access to trusted storage.


Before calling this function the activation library must have been initialized successfully. When using this function from 
within a FlexEnabled application, the Flexible API function, lc_flexinit, must have completed successfully before this 
function is called.


flxActBorrowReturn creates a return request that specifies the fulfillment record to be returned using the fulfillment ID. 
This fulfillment ID was obtained when the license was borrowed using flxActBorrowActivate. You can also retrieve the 
fulfillment record using the TSView functions to examine each fulfillment record in trusted storage in turn until the desired 
fulfillment record is located and its fulfillment ID ascertained (see flxActBorrowTSViewCreate for details).


The return request is sent to the specified license server. The fulfillment record is only accepted by a license server if it 
originally issued the fulfillment record.


flxActBorrowTSViewCreate
Creates the object required to view the contents of trusted storage.


Syntax
int flxActBorrowTSViewCreate(


FlxActBorrowContext *pContext,


int *pFulfillmentCount);


pError A pointer to the variable used to store a resulting error code, if any. If this function returns 
LM_ACTIVATION, then check the variable define by pError for details of the error. For an 
explanation of the contents of pError, see FlxActError in the Activation API chapter.


Table 6-5 • flxActBorrowReturn Return Values


Return Value Description


LM_NOERROR Success.


LM_ACTIVATION Failure due to activation failure. Further information on the error is returned in pError.


LM_BADPARAM Failure due to invalid function parameters.


Table 6-4 • flxActBorrowReturn Parameters


Parameter Description
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Parameters


The flxActBorrowTSViewCreate function uses the following parameters:


Return Values


The following values are returned by flxActBorrowTSViewCreate


Discussion


This function can only run if the activation library is accessible within the product package. The activation library provides 
access to trusted storage.


Before calling this function, the activation library must have been initialized successfully. When using this function from 
within a FlexEnabled application, the Flexible API function, lc_flexinit, must have completed successfully before this 
function is called. When using this function from within a stand alone utility, it is recommended that the utility uses the 
Activation API initialization function flxActCommonLibraryInit.


This function creates the object that is required to view the contents of trusted storage. This object, pContext, stores all 
fulfillment records found. You can then use flxActBorrowTSViewFRAttributeGet to loop through the contents of the object 
and get a specific fulfillment record. The number of fulfillment records in trusted storage, pFulfillmentCount, is used to 
control the loop.


Note that this function provides access to all the contents of trusted storage: If fulfillment records have been added to 
trusted storage using the Activation API functions, these fulfillment records will also be available.


Use flxActBorrowTSViewDelete to delete the object and free all the associated resources.


flxActBorrowTSViewFRAttributeGet
Gets the value of a specific attribute from a fulfillment record. This function can be used to loop through multiple records in 
the context object to find the fulfillment record of interest.


Table 6-6 • flxActBorrowTSViewCreate Parameters


Parameter Description


pContext A pointer to the variable where the context object, created by this function, will be stored. 
This object is used by flxActBorrowTSViewFRAttributeGet.


pFulfillmentCount A pointer to a variable storing the number of fulfillment records currently in trusted 
storage.


Table 6-7 • flxActBorrowTSViewCreate Return Values


Return Value Description


LM_NOERROR Success.


LM_ACTIVATION Failure due to activation failure. No recovery possible.


LM_BADPARAM Failure due to invalid function parameters.
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Syntax
int flxActBorrowTSViewFRAttributeGet(


FlxActBorrowContext  context,


int  index,


FlxActBorrowStatusAttribute  attribute,


char *pszBuffer,


int *pLen);


Parameters


The flxActBorrowTSViewFRAttributeGet function uses the following parameters:


Return Values


The following values are returned by flxActBorrowTSViewFRAttributeGet


Discussion


Before calling this function, call flxActBorrowTSViewCreate to create the required context object and ascertain the number 
of fulfillment records in trusted storage.


Use this function in a loop to examine each fulfillment record in turn and extract the required items from it. This method 
can be used to:


Table 6-8 • flxActBorrowTSViewFRAttributeGetParameters


Parameter Description


context Object used to hold fulfillment records. The object was previously created using 
flxActBorrowTSViewCreate.


index The position of the specified fulfillment record where index is in the range 0 through 
FulfillmentCount-1, with 0 being the first fulfillment record. FulfillmentCount is returned 
by flxActBorrowTSViewCreate.


attribute Specifies the item to be extracted from the fulfillment record and returned in the buffer, 
pszBuffer. See FlxActBorrowStatusAttribute for valid values.


pszBuffer A pointer to the variable where the ‘attribute’ value, requested from the fulfillment 
record, will be stored.


pLen A pointer to the variable that specifies the character length of pszBuffer. Set this value to 
zero to obtain the length of buffer required for the requested item. 


Table 6-9 • flxActBorrowTSViewFRAttributeGet Return Values


Return Value Description


LM_NOERROR Success.


LM_BADPARAM Failure due to invalid function parameters.
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• Search for a fulfillment record with a specific attribute—may be required to identify which fulfillment record to return.


• Obtain and display information about fulfillment records in trusted storage.


When access to fulfillment records is no longer required, release the context object and its associated resources by calling 
flxActBorrowTSViewDelete.


FlxActBorrowStatusAttribute
This enumerated type defines which attribute is extracted from a fulfillment record. 


flxActBorrowTSViewDelete
Deletes the context object used to view the contents of trusted storage.


Syntax
void flxActBorrowTSViewDelete(FlxActBorrowContext context);


Parameters


The flxActBorrowTSViewDelete function uses the following parameters:


Table 6-10 • FlxActBorrowStatusAttribute


Type Description


kActBorrowStatusAttributeUnknown Not used.


kActBorrowStatusAttributeEntitlementId Entitlement ID—an identity that defines what license rights the 
user is entitled to and used when requesting license rights from 
a publisher server.


kActBorrowStatusAttributeProductId Product ID—identifies the product that uses the license rights 
in the fulfillment record.


kActBorrowStatusAttributeFulfillmentId Fulfilllment ID—a unique identity for this fulfillment record. 
Used to specify the fulfillment record to be returned.


kActBorrowStatusAttributeExpiration Expiration date—the expiration date for this fulfillment record.


Table 6-11 • flxActBorrowTSViewDelete Parameters


Parameter Description


context Object used to hold fulfillment records. The object was previously created using 
flxActBorrowTSViewCreate.
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Return Values


There is no return value.


Discussion


This function should be paired with a matching successful call to flxActBorrowTSViewCreate. All resources associated with 
the object, including the fulfillment record it may contain, are freed.
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FlexNet Licensing Service API

The FlexNet Licensing Service is an administrative proxy that runs on behalf of the user to perform system tasks where 
elevated privilege is required. It should be installed to enable the FlexEnabled application, the activation utilities (for 
trusted storage–based licensing), and the vendor daemon to operate correctly.


For trusted storage–based licensing, the FlexNet Licensing Service is mandatory.


In addition, the FlexNet Licensing Service is required to enable the FlexEnabled application and the vendor daemon to 
access virtualization data (on Windows and Linux platforms only). The FlexNet Licensing Service regularly polls the system 
to update virtualization data. Therefore, the FlexNet Licensing Service runs continuously. The virtualization poll interval is 
not configurable.


The FlexNet Licensing Service is optional for certificate-only applications that do not use virtualization features.


Installing the FlexNet Licensing Service on 
Windows


On Windows platforms, the FlexNet Licensing Service API is used to install and uninstall the service and register that an 
application requires the service. It is strongly recommended that the API is used within your product installer. The 
Windows operating system requires that a user have administrator privileges to install and uninstall services. Additionally, 
the installer must be run with elevated privileges.


Two types of functions are provided:


• MSI-compatible Installer—Use fnpActSvcInstallForMSI and fnpActSvcUninstallForMSI.


• C/C++ Applications—Use fnpActSvcInstallWin and fnpActSvcUninstallWin within an application. 


There are example files included in the licensing toolkit that demonstrate the use of these functions. 


The recommended method of installing the FlexNet Licensing Service on Windows is from the MSI-compatible installer 
used to install the FlexEnabled application.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 163







Chapter 7 FlexNet Licensing Service API
Installing the FlexNet Licensing Service on Linux

Task To install/uninstall the FlexNet Licensing Service using an MSI-based installer


1. Use fnpActSvcInstallForMSI in the MSI to install the FlexNet Licensing Service and fnpActSvcUninstallForMSI  to 
uninstall the service.


2. Set the required execution level to Administrator in the MSI.


3. Package the MSI as an executable. 


This is required because Windows will not allow an MSI to call out to a DLL (in this case FNP_Act_Installer.dll) that 
executes code requiring Administrative privileges.


4. Sign the MSI executable package.


Windows requires executables that call out to DLLs that execute administrative-privilege code to be signed. Note that 
InstallShield 12 or later has settings in the Release Wizard that enable you to sign the generated installer executable.


Task To install/uninstall the FlexNet Licensing Service using an application or C-based installer


1. Use fnpActSvcInstallWin, fnpActSvcUninstallWin, and fnpActSvcGetLastErrorWin in your application.


2. Run the application/installer with elevated privileges.


This requires the user to log on with administrator privilege and then use the ‘run-as’ option set to administrator. 
Alternatively, signing the executable with an Authenticode license file will ensure that elevated privileges are used.


Installing the FlexNet Licensing Service on Linux
On Linux, the FlexNet Licensing Service comprises the FlexNet Licensing Service executable and the FlexNet Licensing 
Service daemon. The daemon is launched by the FlexNet Licensing Service executable.


The following command-line options are available when running install_fnp.sh.


Table 7-1 • install_fnp.sh options


Option Description


--cert Restricts the installation to only those components that are required for license 
file–based licensing.


--nolsb Creates a symlink to the native loader to enable the FlexNet Publisher binaries to 
run without full lsb support on the target platform.


--nodaemon Prevents the installation script from automatically starting the FlexNet Licensing 
Service daemon. This can be useful when using systemd.
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Task To install the FlexNet Licensing Service


1. Depending on your application, do one of the following:


• Trusted storage applications: Run install_fnp.sh.


• Certificate applications: Run install_fnp.sh --cert.


The install_fnp.sh shell script must be run with root privilege. The script configures the FlexNet Licensing Service 
executable to run as a root-privilege setuid process. 


2. The FlexNet Licensing Service daemon needs to run continuously. Therefore, a further installation step is required to 
ensure it is started a boot time. Because the FlexNet Licensing Service daemon does not need to run with root 
privilege, it can be started by adding the following line to a nominated user's crontab: 


@reboot /usr/local/share/FNP/service64/<version>/FNPLicensingService -r 2>&1 >/tmp/fnpd.log


Notes


• For the i86_lsb FlexNet Licensing Service daemon, the path is /usr/local/share/FNP/service/<version>/
FNPLicensingService. 


• The machine's administrator is free to redirect output as required.


• The machine's administrator may want to add an additional line to the crontab to run the above command at regular 
intervals to ensure that if the FlexNet Licensing Service daemon gets stopped for some unexpected reason, it will be 
restarted by the crond. The FlexNet Licensing Service daemon itself ensures there is never more than one instance 
running.


• Typical messages output on running the startup command are Licensing Service daemon activated and 
Licensing Service daemon already active.


• Rather than using cron, administrators may want to add a boot-script for the FlexNet Licensing Service daemon or 
optionally use systemd. The following commands are required:


To start the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService -r 


Note • The process ID of the daemon will be written to /var/run/FNPLicensingService64.pid (/var/run/
FNPLicensingService.pid on 32-bit).


To stop the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService -k


• When the Linux FlexNet Licensing Service daemon is not installed and an operation occurs that requires it, a 
descriptive error is displayed. For example:


./lmhostid -ptype VM -uuid


results in


lmhostid: The VM Host ID is not available. (-215,14704) - The FlexNet Licensing Service does not 


appear to be running.
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Installing the FlexNet Licensing Service on OS X
On OS X, a shell script is used to configure the FlexNet Licensing Service executable to run as a root-privilege setuid 
process.


Task To install the FlexNet Licensing Service


Run install_fnp.sh.


FlexNet Licensing Service Functions
The following table lists the FlexNet Licensing Service functions that are defined in wininstaller.h and are available to C/
C++ applications. Applications that use the FlexNet Licensing Service API functions must include wininstaller.h and link 
to FNP_Act_Installer.lib. They use the installer DLL, FNP_Act_Installer.dll, and this must be in the same directory as 
the application that calls these functions.  


The following table lists the functions that are available to MSI-compatible installers only. These functions are in 
FNP_Act_Installer.lib but not in the wininstaller.h file. They are not available to C/C++ applications. They use the 
installer DLL, FNP_Act_Installer.dll, and this must be included in the installation package. 


Table 7-2 • FlexNet Licensing Service API Functions 


Function Description


fnpActSvcInstallWin Installs the FlexNet Licensing Service when it is not already installed 
and registers the application as using the service. If the FlexNet 
Licensing Service is already installed, this function registers each 
application that requires the service.


fnpActSvcUninstallWin Removes the FlexEnabled application from the register of 
applications requiring the FlexNet Licensing Service. If no other 
applications are registered, this function uninstalls the service.


fnpActSvcGetLastErrorWin Returns additional information about the last function called.


Table 7-3 • FlexNet Licensing Service API Functions for MSI-compatible Installers


Function Description


fnpActSvcInstallForMSI For MSI-compatible installers to install the FlexNet Licensing Service. 


fnpActSvcUninstallForMSI For MSI-compatible installers to uninstall the FlexNet Licensing 
Service.
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fnpActSvcInstallWin
Installs the FlexNet Licensing Service and registers that the application requiring the service.


Syntax
FNPINS_BOOL fnpActSvcInstallWin(


const char *publisher,


const char *product);


Parameters


The fnpActSvcInstallWin function uses the following parameters:


Return Values


The following values are returned by fnpActSvcInstallWin


The following values are returned by fnpActSvcGetLastErrorWin when it is returning additional information about a call 
to fnpActSvcInstallWin that was successful:


• FNP_INSTALL_NOEXTENDEDINFO


• FNP_INSTALL_UPGRADED


• FNP_INSTALL_NOUPGRADEREQ


• FNP_INSTALL_INSTALLED


• FNP_INSTALL_ACEPTABLEINSTALLED


The following values are returned by fnpActSvcGetLastErrorWin when it is returning additional information about a call 
to fnpActSvcInstallWin that failed:


Table 7-4 • fnpActSvcInstallWin Parameters


Parameter Description


publisher The name you assign to yourself as a publisher. This string can be anything meaningful to 
you and does not need to match your vendor name as registered with Flexera. This string 
cannot contain the comma character.


product The name of the application. This name is used to identify that the application is using the 
FlexNet Licensing Service. You should ensure that this value and the publisher name 
uniquely identify the application. This string can be anything meaningful to you. This 
string cannot contain the comma character.


Table 7-5 • fnpActSvcInstallWin Return Values


Return Value Description


TRUE Success. Call fnpActSvcGetLastErrorWin to obtain further information.


FALSE Failure. Call fnpActSvcGetLastErrorWin to obtain further information
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• FNP_INSTALL_REBOOTREQ


• FNP_INSTALL_INUSE


• FNP_INSTALL_CANNOTCOPYFILE


• FNP_INSTALL_CANNOTSTART


• FNP_INSTALL_CANNOTSTOP


• FNP_INSTALL_NORIGHTS


• FNP_INSTALL_INVALIDPATH


• FNP_INSTALL_UNSUPPORTEDOS


• FNP_INSTALL_EARLYREBOOT


For an explanation of all values returned by fnpActSvcGetLastErrorWin, see Return Values.


Discussion


This function can run only if the FlexNet Licensing Service installation component, FNP_Act_Installer.dll, is in the same 
directory. 


The function determines whether the FlexNet Licensing Service is installed and attempts to install it if it is not. If the service 
is installed, the function updates it (if required) and attempts to start it (if it is not running). It then registers the current 
FlexEnabled application as requiring the FlexNet Licensing Service. This registration ensures that the FlexNet Licensing 
Service is removed from the machine only when no FlexEnabled applications require it.


fnpActSvcUninstallWin
Uninstalls the FlexNet Licensing Service if no applications require it.


Syntax
FNPINS_BOOL fnpActSvcUninstallWin(


const char *publisher,


const char *product);


Parameters


The fnpActSvcUninstalWin function uses the following parameters:


Table 7-6 • fnpActSvcUninstallWin Parameters


Parameter Description


publisher The name you assign to yourself as a publisher. This string can be anything meaningful to 
you and does not need to match your vendor name as registered with Flexera. This string 
cannot contain the comma character and must match the value used when the FlexNet 
Licensing Service was installed for this product.
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Return Values


The following values are returned by fnpAcSvcUninstallWin


The following values are returned by fnpActSvcGetLastErrorWin when it is returning additional information about a call 
to fnpActSvcUninstallWin that was successful:


• FNP_INSTALL_NOEXTENDEDINFO


• FNP_INSTALL_UNINSTALLED


The following values are returned by fnpActSvcGetLastErrorWin when it is returning additional information about a call 
to fnpActSvcInstallWin that failed:


• FNP_INSTALL_REBOOTREQ


• FNP_INSTALL_INUSE


• FNP_INSTALL_CANNOTSTOP


• FNP_INSTALL_NORIGHTS


• FNP_INSTALL_INVALIDPATH


• FNP_INSTALL_UNSUPPORTEDOS


• FNP_INSTALL_EARLYREBOOT


For an explanation of all values returned by fnpActSvcGetLastErrorWin, see Return Values.


Discussion


This function can only run if the FlexNet Licensing Service installation component, FNP_Act_Installer.dll, is in the same 
directory. 


The function removes the specified application from the registry of applications that require the FlexNet Licensing Service. 
If there are no other applications registered as using the FlexNet Licensing Service, the function removes the service from 
the machine.


product The name of the application. This name is used to identify that the application that was 
using the FlexNet Licensing Service. You should ensure that this value and the publisher 
name uniquely identify the application. This string can be anything meaningful to you. 
This string cannot contain the comma character. Must match the value used when the 
FlexNet Licensing Service was installed for this product.


Table 7-7 • fnpActSvcUninstallWin Return Values


Return Value Description


TRUE Success. Call fnpActSvcGetLastErrorWin to obtain further information.


FALSE Failure. Call fnpActSvcGetLastErrorWin to obtain further information


Table 7-6 • fnpActSvcUninstallWin Parameters


Parameter Description
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fnpActSvcGetLastErrorWin
Returns additional information about the last function called.


Syntax
unsigned int fnpActSvcGetLastErrorWin(void);


Parameters


The fnpActSvcGetLastErrorWin function has no parameters.


Return Values


The following values are returned by fnpActSvcGetLastErrorWin when reporting on a successful function call:


Table 7-8 • fnpActSvcGetLastErrorWin Return Values for Successful Function Calls


Return Value Description


0 FNP_INSTALL_NOEXTENDEDINFO


There is no additional information. If the fnpActSvcUninstallWin returns TRUE and 
fnpActSvcGetLastErrorWin returns this value, it indicates that the FlexNet Licensing Service 
is required by other applications and has not been uninstalled.


2001 FNP_INSTALL_UPGRADED


The existing FlexNet Licensing Service driver was upgraded.


2002 FNP_INSTALL_NOUPGRADEREQ: 


The existing FlexNet Licensing Service driver was not upgraded.


2003 FNP_INSTALL_INSTALLED


The FlexNet Licensing Service was installed on the machine.


2004 FNP_INSTALL_UNINSTALLED


The FlexNet Licensing Service driver was not required by other applications and was 
successfully removed.


2006 FNP_INSTALL_ACCEPTABLEINSTALLED


The driver or FlexNet Licensing Service is in use and cannot be updated until a reboot, but an 
acceptable version is installed.


2007 FNP_INSTALL_STILLREFERENCED


The FlexNet Licensing Service is still being referenced by another application and therefore 
was not removed.
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The following values are returned by fnpActSvcGetLastErrorWin when it is returning additional information about a call 
that failed.


Discussion


This function can only run if the FlexNet Licensing Service installation component, FNP_Act_Installer.dll, is in the same 
directory. 


The function returns additional information on the operation of the last FlexNet Licensing Service API function called. 
Additional information is available both when the call succeeded and when it failed so this function does not, as it name 
implies, return only errors.


Table 7-9 • fnpActSvcGetLastErrorWin Return Values for Failed Function Calls


Return Value Description


1001 FNP_INSTALL_REBOOTREQ


A system reboot is required to complete the install or uninstall. 


1002 FNP_INSTALL_INUSE


The FlexNet Licensing Service driver is in use. Request the end-user to shut down all other 
applications. Repeat the call that failed. If this results in another failure, request the end-
user to reboot the system.


1003 FNP_INSTALL_CANNOTCOPYFILE


Failed to copy the FlexNet Licensing Service driver to the system. 


1005 FNP_INSTALL_CANNOTSTART


Failed to start the FlexNet Licensing Service or driver. 


1006 FNP_INSTALL_CANNOTSTOP


Failed to stop the FlexNet Licensing Service. Request the end-user to shut down all other 
applications. Repeat the call that failed. If this results in another failure, request the end-
user to reboot the system.


1007 FNP_INSTALL_NORIGHTS


Administrator privileges are required to install the FlexNet Licensing Service.


1008 FNP_INSTALL_INVALIDPATH


Invalid path to source or destination. 


1010 FNP_INSTALL_EARLYREBOOT


Reboot of system required to recover from a previous failed request. Request the end-user 
to reboot the system and then repeat the call that failed.


1100 FNP_INSTALL_UNSUPPORTEDOS


The operating system version on the machine is not supported.
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fnpActSvcInstallForMSI
This function wraps fnpActSvcInstallWin and allows you to install the FlexNet Licensing Service from an MSI-compatible 
installer. This is not available to C/C++ applications. 


Syntax
unsigned int fnpActSvcInstallForMSI(MSIHANDLE hInstall);


Parameters


The fnpActSvcInstallForMSI function uses the following parameters:


Return Values


The following values are returned by fnpActSvcInstallForMSI.


Table 7-10 • fnpActSvcInstallForMSI Parameters


Parameter Description


hInstall This is the MSIHANDLE for the running installation.


Table 7-11 • fnpActSvcInstallForMSI Return Values


Return Value Description


0 Indicates that the transaction was successful.


1002 FNP_INSTALL_INUSE


The FlexNet Licensing Service driver is in use. Request the end-user to shut down 
all other applications. Repeat the call that failed. If this results in another failure, 
request the end-user to reboot the system.


1003 FNP_INSTALL_CANNOTCOPYFILE


Failed to copy the FlexNet Licensing Service driver to the system. 


1005 FNP_INSTALL_CANNOTSTART


Failed to start the FlexNet Licensing Service or driver. 


1006 FNP_INSTALL_CANNOTSTOP


Failed to stop the FlexNet Licensing Service. Request the end-user to shut down all 
other applications. Repeat the call that failed. If this results in another failure, 
request the end-user to reboot the system.


1007 FNP_INSTALL_NORIGHTS


Administrator privileges are required to install the FlexNet Licensing Service.
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Discussion


This function requires that FNP_Act_Installer.dll is available within the installer package.


This is a wrapper function for use by MSI-compatible installation applications and perfoms the same capability as 
fnpActSvcInstallWin. When creating the installation program, you must set the following properties:


• FNPPUBLISHER


• FNPPRODUCT


You set these properties and their values in the Property table of your MSI database. 


Schedule this function for deferred execution in the Execute sequence somewhere after the InstallValidate action. To 
ensure that it runs only during the initial installation, give it the condition Not Installed.


See Also
fnpActSvcInstallWin
fnpActSvcUninstallForMSI


fnpActSvcUninstallForMSI
This function wraps fnpActSvcUninstallWin and allows you to uninstall the FlexNet Licensing Service from an MSI-
compatible installer. This is not available to C/C++ applications. 


1008 FNP_INSTALL_INVALIDPATH


Invalid path to source or destination. 


1010 FNP_INSTALL_EARLYREBOOT


Reboot of system required to recover from a previous failed request. Request the 
end-user to reboot the system and then repeat the call that failed.


1100 FNP_INSTALL_UNSUPPORTEDOS


The operating system version on the machine is not supported.


ERROR_BAD_CONFIGURATION This error occurs if you have not have not set the FNPPUBLISHER or 
FNPPRODUCT. 


Table 7-11 • fnpActSvcInstallForMSI Return Values


Return Value Description
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Syntax
unsigned int fnpActSvcUninstallForMSI(MSIHANDLE hInstall);


Parameters


The fnpActSvcUninstallForMSI function uses the following parameters: 


Return Values


The following values are returned by fnpActSvcUninstallForMSI.   


Table 7-12 • fnpActSvcUninstallForMSI Parameters


Parameter Description


hInstall This is the MSIHANDLE for the running installation.


Table 7-13 • fnpActSvcUninstallForMSI Return Values


Return Value Description


0 Indicates that the transaction was successful.


1002 FNP_INSTALL_INUSE


The FlexNet Licensing Service driver is in use. Request the end-user to 
shut down all other applications. Repeat the call that failed. If this 
results in another failure, request the end-user to reboot the system.


1003 FNP_INSTALL_CANNOTCOPYFILE


Failed to copy the FlexNet Licensing Service driver to the system. 


1005 FNP_INSTALL_CANNOTSTART


Failed to start the Licensing server or driver. 


1006 FNP_INSTALL_CANNOTSTOP


Failed to stop the FlexNet Licensing Service. Request the end-user to 
shut down all other applications. Repeat the call that failed. If this 
results in another failure, request the end-user to reboot the system.


1007 FNP_INSTALL_NORIGHTS


Administrator privileges are required to install the FlexNet Licensing 
Service.


1008 FNP_INSTALL_INVALIDPATH


Invalid path to source or destination. 
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Discussion


This function requires that FNP_Act_Installer.dll is available within the installer package.


This is a wrapper function for use by MSI-compatible installation applications that perfoms the same capability as 
fnpActSvcUninstallWin. When creating the installation program, you must set the following properties:


• FNPPUBLISHER


• FNPPRODUCT


You set these properties and their values in the Property table of your MSI database. 


Schedule this function for deferred execution in the Execute sequence somewhere after the InstallValidate action. To 
ensure that it runs only during a complete uninstallation, give it a condition such as REMOVE=”ALL”.


See Also
fnpActSvcUninstallWin
fnpActSvcInstallForMSI


1010 FNP_INSTALL_EARLYREBOOT


Reboot of system required to recover from a previous failed request. 
Request the end-user to reboot the system and then repeat the call 
that failed.


1100 FNP_INSTALL_UNSUPPORTEDOS


The operating system version on the machine is not supported.


ERROR_BAD_CONFIGURATION This error occurs if you have not have not set the FNPPUBLISHER or 
FNPPRODUCT. 


Table 7-13 • fnpActSvcUninstallForMSI Return Values


Return Value Description
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Activation API

Activation API is used to manipulate license rights held in trusted storage. These functions are normally invoked within an 
activation utility—either an application activation utility (which handles license rights in trusted storage on the 
FlexEnabled client) or a server activation utility (which handles license rights in trusted storage on the FlexNet license 
server). 


An activation utility is built to support one of these activation transaction types:


• Composite transactions, which perform multiple actions per transaction. Composite transactions are supported for 
life-cycle operations between the publisher’s activation server and the license server, as well as between the license 
server and FlexEnabled clients. From FlexNet Publisher 11.14.0, composite transactions are fully supported for all 
servers. From this version onwards, it is best practice to use composite transactions for all interactions with servers.


• Single-action transactions, which perform one action, such as an activation or return, per transaction. Licensing life-
cycle operations performed between the FlexNet license server and FlexEnabled clients can use either single-action 
transactions or composite transactions. However, from FlexNet Publisher version 11.14.0, single-action transactions 
have been deprecated. It is now best practice to use composite transactions for all interactions with servers.


API Categories in This Chapter
Read this chapter in conjunction with the information in the Programming Reference for Trusted Storage–Based Licensing, 
which describes how to combine the API functions to create activation utilities. This chapter organizes the API function 
descriptions in the following categories:


• Common Library Functions—Functions used by both application and server activation utilities, including access to 
trusted storage and local activation. This includes API initialization and the creation of the activation handle.


• Composite Transaction API Functions—Functions used by application or server activation utilities that handle 
composite transactions to manipulate fulfillment records in trusted storage.


• Short Code Transaction APIs—Functions used to send request and response messages as numeric codes (called 
request codes and response codes), rather than XML messages.


• Common Data—Descriptions of data used by multiple functions.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 177







Chapter 8 Activation API
API Structure—Objects

The functions within the Activation Borrow API can be used in conjunction with or to replace functions within the 
Activation API.


API Structure—Objects
The following diagram illustrates the structures that are used by the API and how they are related.


Figure 8-1: API Structures


There are two basic sequences in which objects are created, used and then deleted using functions within the API:


• *Create –> *Set –> execute –> *Delete


• *Create –> execute –> *Get –>*Delete
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An example of the first sequence is provided by an activation transaction where the following sequence of API functions are 
typically used:


1. flxActAppActivationCreate—create an activation object


2. flxActAppActivationEntitlementIdSet—set entitlement ID for activation


3. flxActAppActivationExpDateSet—set required expiry date


4. flxActAppActivationSend—send activation request and process response


5. flxActAppActivationDelete—delete activation object


Objects maintain their own memory resources so creating an object allocates memory and deleting an object frees the 
memory resources used by that object. In a multithreaded environment create an object per thread. If an object must be 
shared between threads, you must provide your own synchronization between the threads.


Common Library Functions
This section contains common Activation API functions used when accessing trusted storage. It also includes functions 
required to implement local activations--that is, the addition of license rights from ASRs (activation specification records) 
to trusted storage. 


The basic record in trusted storage is a fulfillment record. A fulfillment record contains details of license rights. The 
common library functions include functions for creating and manipulating a structure that contains a single fulfillment 
record. This structure is a product license specification. One or more product license specifications (fulfillment records) are 
held in a license specification. License specifications are used to read and write fulfillment records to and from trusted 
storage.


The following table lists the functions included in this section and defined in FlxActCommon.h.


Table 8-1 • Common Activation API Functions 


Function Description


flxActCommonDedSpcCountGet Gets the count from the deduction record


flxActCommonDedSpcDestinationFulfillmentIdGet Gets the destination fulfillment ID for the deduction record


flxActCommonDedSpcDestinationSystemNameGet Gets the destination system name for the deduction record


flxActCommonDedSpcExpDateGet Gets the expiry date of the deduction record


flxActCommonDedSpcTypeGet Gets the type of the deduction record


flxActCommonGetFRCountFromServerTS Remotely retrieves fulfillment-record counts from server-
side trusted storage (per an activation-client request)


flxActCommonGetProtectionMode Gets the application’s protection mode


flxActCommonHandleClose Deletes an Activation API handle


flxActCommonHandleDeleteProduct Deletes all fulfillment records for specified product
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flxActCommonHandleGetBuildInfo Returns the build information of the FlexNet Publisher 
Licensing Toolkit used to prep the application.


flxActCommonHandleGetCommType Gets the type of communication


flxActCommonHandleGetError Gets the latest error code


flxActCommonHandleGetLastOpsError Gets additional error information about transaction with a 
FlexNet Operations server


flxActCommonHandleGetLastOpsErrorString Gets additional error information about transaction with a 
FlexNet Operations server


flxActCommonHandleGetLastResponseError Gets the “error code” from the ErrorCode element in the 
last failure response received


flxActCommonHandleGetLastResponseErrorReason Gets the reason from the last failure response received


flxActCommonHandleGetLastResponseErrorString Gets the “error text” from the ErrorCode element in the last 
failure response received


flxActCommonHandleGetRemoteServer Gets the address of the activation server


flxActCommonHandleGetServiceBuildInfo Returns the build information of the FlexNet Licensing 
Service running on this machine.


flxActCommonHandleGetServiceVersion Returns the version number of the FlexNet Licensing 
Service running on this machine.


flxActCommonHandleGetUniqueMachineNumber Gets the unique machine number


flxActCommonHandleGetVersion Returns the version number of the FlexNet Publisher 
Licensing Toolkit used to prep the application.


flxActCommonHandleOpen Creates an Activation API handle


flxActCommonHandleSetCommType Sets the type of communication used


flxActCommonHandleSetPollInterval Sets response polling interval for SOAP


flxActCommonHandleSetProxyDetails Sets the proxy server details when using SOAP


flxActCommonHandleSetRemoteServer Stores the address of the activation server


flxActCommonHandleSetSSLDetails Sets details of the certificate used for SSL


Table 8-1 • Common Activation API Functions 


Function Description
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flxActCommonHandleSetStatusCallback Sets a callback that reports changes in status of 
transactions


flxActCommonHandleSetTimeout Sets timeout for SOAP communications


flxActCommonLibraryCleanup Releases the activation library


flxActCommonLibraryInit Initialization required to use the activation library and the 
Activation API


flxActCommonLicSpcAddASRFromBuffer Adds fulfillment record from ASR in a buffer to trusted 
storage


flxActCommonLicSpcAddASRs Adds fulfillment records from valid ASRs to trusted storage


flxActCommonLicSpcCreate Creates a license specification


flxActCommonLicSpcDelete Deletes a license specification


flxActCommonLicSpcGet Gets the fulfillment record from the license specification


flxActCommonLicSpcGetNumberProducts Number of fulfillment records in the license specification


flxActCommonLicSpcGetNumProdEntries Number of fulfillment records for the product


flxActCommonLicSpcGetProd Gets the fulfillment record for the product from the license 
specification


flxActCommonLicSpcPopulateAllFromServerTS Retrieves all (expired, non-expired, trusted, not trusted) 
fulfillment records from remote server-side trusted storage 
into a license specification structure


flxActCommonLicSpcPopulateAllFromTS Loads all fulfillment records from trusted storage


flxActCommonLicSpcPopulateFromServerTS Retrieves trusted fulfillment records (expired or non-
expired) from remote server-side trusted storage into a 
license specification structure


flxActCommonLicSpcPopulateFromTS Loads valid fulfillment records from trusted storage


flxActCommonLicSpcProductDelete Deletes the fulfillment record from trusted storage


flxActCommonProdLicSpcActServerChainGet Gets details of the route by which the fulfillment record 
was served


flxActCommonProdLicSpcCountGet Reads the number of licenses from a fulfillment record


Table 8-1 • Common Activation API Functions 


Function Description
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flxActCommonProdLicSpcDedSpcGet Gets the specified deduction record from the product 
license specification


flxActCommonProdLicSpcEntitlementIdGet Gets the entitlement ID from a fulfillment record


flxActCommonProdLicSpcExpDateGet Gets the expiration date of a fulfillment record


flxActCommonProdLicSpcFeatureLineGet Gets the feature definition lines from a fulfillment record


flxActCommonProdLicSpcFulfillmentIdGet Gets the ID of the fulfillment record


flxActCommonProdLicSpcFulfillmentTypeGet Gets the fulfillment type from the fulfillment record


flxActCommonProdLicSpcIsDisabled Returns the status of the specified fulfillment record


flxActCommonProdLicSpcNumberDedSpcGet Number of deduction records for the fulfillment record


flxActCommonProdLicSpcNumberValidDedSpcGet Number of valid deduction records for the fulfillment 
record


flxActCommonProdLicSpcPopulateFRFromServerTS Retrieves detailed information for the fulfillment record 
obtained from flxActCommonLicSpc
PopulateFromServerTS or flxActCommon
LicSpcPopulateAllFromServerTS API


flxActCommonProdLicSpcProductIdGet Gets the product ID from a fulfillment record


flxActCommonProdLicSpcSuiteIdGet Gets the suite ID from a fulfillment record


flxActCommonProdLicSpcTrustFlagsGet Gets the trust status of a fulfillment record


flxActCommonProdLicSpcUniqueIdGet Gets the unique ID from the fulfilment record in the 
supplied product license specification


flxActCommonProdLicSpcVendorDataGetByIndex Gets the vendor data dictionary key-value pair for the 
specified index


flxActCommonProdLicSpcVendorDataGetByKey Gets specified data value from the vendor data dictionary 
in the fulfillment record


flxActCommonProdLicSpcVendorDataGetCount Number of vendor data dictionary entries in the fulfillment 
record


flxActCommonRepairLocalTrustedStorage Repairs broken segments of trusted storage so that 
fulfillment records can be added to them


flxActCommonResetTrialASRFromBuffer Resets trial anchor using ASR in a buffer


Table 8-1 • Common Activation API Functions 


Function Description
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flxActCommonDedSpcCountGet
Get the count from the supplied deduction record. 


Syntax
uint32_t flxActCommonDedSpcCountGet(


FlxActDedSpc dedSpc,


FlxActCountType countType);


Parameters


The flxActCommonDedSpcCountGet function uses the following parameters:


flxActCommonResetTrialASRs Resets trial anchors


flxActCommonRespProdLicSpcGet Obtains information about the fulfilment record affected 
by processing a v1 (single-action) transaction response.


flxActDiagTrustedStorageHealthCheck Performs a series of checks related to trusted-storage 
health and records the result as event log entries.


flxActCommonValidateDateString Validates the supplied date string.


flxActCommonVirtualFamilyGet Returns the current setting of the Virtual Machine Family 
attribute.


flxActCommonVirtualGenidGet Returns the current setting of the Virtual Machine GenId 
attribute.


flxActCommonVirtualNameGet Returns the current setting of the Virtual Machine Name 
attribute.


flxActCommonVirtualStatusGet Gets the platform status of the requesting machine—
virtual or physical


flxActCommonVirtualUuidGet Returns the current setting of the Virtual Machine UUID 
attribute.


Table 8-2 • flxActCommonDedSpcCountGet Parameters


Parameter Description


dedSpc A deduction specification that contains a deduction record.


Table 8-1 • Common Activation API Functions 


Function Description
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Return Values


The specified count in the deduction record or NULL if not set.


• Activation deduction records—the only counts set are activatable or hybrid


• Transfer deduction records—all counts may be set


• Repair deduction records—no counts are set.


Discussion


Before calling this routine access the deduction record for which the counts are required: read fulfillment records from 
trusted storage and select the required fulfillment record. Then select the required deduction record associated with the 
selected fulfillment record. For example, flxActCommonLicSpcPopulateFromTS, 
flxActCommonLicSpcGetNumberProducts, flxActCommonLicSpcGet, flxActCommonProdLicSpcNumberDedSpcGet, and 
flxActCommonProdLicSpcDedSpcGet.


This function returns the value of the specified count in the deduction record supplied in the deduction specification.


See Also
flxActCommonDedSpcDestinationFulfillmentIdGet 
flxActCommonDedSpcDestinationSystemNameGet 
flxActCommonDedSpcExpDateGet 
flxActCommonDedSpcTypeGet 


flxActCommonDedSpcDestinationFulfillmentIdGet
Get the destination fulfillment ID from the deduction record in the supplied deduction specification. 


countType The type of count required. For information about these license types, see the Programming 
Reference for Trusted Storage–Based Licensing. The following values (FlxActCountType) can 
be used for this parameter:


• CONCURRENT—Concurrent licenses


• CONCURRENT_OD—Concurrent overdraft licenses


• ACTIVATABLE—Activatable licenses


• ACTIVATABLE_OD—Activatable overdraft licenses


• HYBRID—Hybrid licenses


• HYBRID_OD—Hybrid overdraft licenses


• REPAIR—The number of repairs that the remote license server can provide for 
activatable licenses included in the remote fulfillment record


Table 8-2 • flxActCommonDedSpcCountGet Parameters


Parameter Description
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Syntax
const char *flxActCommonDedSpcDestinationFulfillmentIdGet(FlxActDedSpc dedSpc);


Parameters


The flxActCommonDedSpcDestinationFulfillmentIdGet function uses the following parameters:


Return Values


The fulfillment ID from the deduction record or NULL if not set.


Discussion


Before calling this routine access the deduction record that contains the destination fulfillment ID that is required: read 
fulfillment records from trusted storage and select the required fulfillment record. Then select the required deduction 
record associated with the selected fulfillment record. For example, flxActCommonLicSpcPopulateFromTS, 
flxActCommonLicSpcGetNumberProducts, flxActCommonLicSpcGet, flxActCommonProdLicSpcNumberDedSpcGet, and 
flxActCommonProdLicSpcDedSpcGet.


This function returns the destination fulfillment ID from the specified deduction record. For an explanation of destination 
fulfillment ID, see the information about deduction records in the Programming Reference for Trusted Storage–Based 
Licensing.


The destination fulfillment ID together with the destination system name, obtained using 
flxActCommonDedSpcDestinationSystemNameGet, enable the remote fulfillment record to be located. This 
information could potentially be used to request the return of license rights to the server that issued them.


See Also
flxActCommonDedSpcDestinationSystemNameGet 
flxActCommonDedSpcExpDateGet 
flxActCommonDedSpcTypeGet 
flxActCommonValidateDateString 


flxActCommonDedSpcDestinationSystemNameGet
Get the destination system name from the deduction record in the supplied deduction specification. 


Table 8-3 • flxActCommonDedSpcDestinationFulfillmentIdGet Parameters


Parameter Description


dedSpc A deduction specification that contains a deduction record.
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Syntax
const char *flxActCommonDedSpcDestinationSystemNameGet(FlxActDedSpc dedSpc);


Parameters


The flxActCommonDedSpcDestinationSystemNameGet function uses the following parameters:


Return Values


The destination system name from the deduction record or NULL if not set.


Discussion


Before calling this routine access the deduction record that contains the destination system name that is required: read 
fulfillment records from trusted storage and select the required fulfillment record. Then select the required deduction 
record associated with the selected fulfillment record. For example, flxActCommonLicSpcPopulateFromTS, 
flxActCommonLicSpcGetNumberProducts, flxActCommonLicSpcGet, flxActCommonProdLicSpcNumberDedSpcGet, and 
flxActCommonProdLicSpcDedSpcGet.


This function returns the destination system name from the specified deduction record. For an explanation of destination 
system name, see the information about deduction records in the Programming Reference for Trusted Storage–Based 
Licensing.


The destination system name together with the destination fulfillment ID, obtained using 
flxActCommonDedSpcDestinationFulfillmentIdGet, enable the remote fulfillment record to be located. This information 
could potentially be used to request the return of license rights to the server that issued them.


See Also
flxActCommonDedSpcDestinationFulfillmentIdGet 
flxActCommonDedSpcExpDateGet 
flxActCommonDedSpcTypeGet 
flxActCommonValidateDateString 


flxActCommonDedSpcExpDateGet
Get the expiry date of the deduction record in the supplied deduction specification.


Table 8-4 • flxActCommonDedSpcDestinationSystemNameGet Parameters


Parameter Description


dedSpc A deduction specification that contains a deduction record.
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Syntax 
const char *flxActCommonDedSpcExpDateGet(FlxActDedSpc dedSpc);


Parameters


The flxActCommonDedSpcExpDateGet function uses the following parameters:


Return Values


The expiry date of the deduction record or NULL if not set. Expiry date is not set in repair deduction records.


Discussion


Before calling this routine access the deduction record whose expiry date is required: read fulfillment records from trusted 
storage and select the required fulfillment record. Then select the required deduction record associated with the selected 
fulfillment record. For example, flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, 
flxActCommonLicSpcGet, flxActCommonProdLicSpcNumberDedSpcGet, and flxActCommonProdLicSpcDedSpcGet.


This function returns the expiry date of the specified deduction record. This is the expiry date of the remote fulfillment 
record whose details are recorded in the specified deduction record. For a description of deduction records, see the 
Programming Reference for Trusted Storage–Based Licensing. 


See Also
flxActCommonDedSpcDestinationFulfillmentIdGet 
flxActCommonDedSpcDestinationSystemNameGet 
flxActCommonDedSpcTypeGet 
flxActCommonValidateDateString 


flxActCommonDedSpcTypeGet
Get the type of transaction that created the deduction record in the supplied deduction specification.


Syntax 
FlxActDeductionType flxActCommonDedSpcTypeGet(FlxActDedSpc dedSpc);


Parameters


The flxActCommonDedSpcTypeGet function uses the following parameters:


Table 8-5 • flxActCommonDedSpcExpDateGet Parameters


Parameter Description


dedSpc A deduction specification that contains a deduction record.


Table 8-6 • flxActCommonDedSpcTypeGet Parameters


Parameter Description


dedSpc A deduction specification that contains a deduction record.
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Return Values


The type of transaction that created the deduction record or NULL if not set. For details of valid values see 
FlxActDeductionType.


Discussion


Before calling this routine access the deduction record that contains the fulfillment ID that is required: read fulfillment 
records from trusted storage and select the required fulfillment record. Then select the required deduction record 
associated with the selected fulfillment record. For example, flxActCommonLicSpcPopulateFromTS, 
flxActCommonLicSpcGetNumberProducts, flxActCommonLicSpcGet, flxActCommonProdLicSpcNumberDedSpcGet, and 
flxActCommonProdLicSpcDedSpcGet.


This function returns the type of transaction that created the specified deduction record as recorded in the deduction 
record.


See Also
flxActCommonDedSpcDestinationFulfillmentIdGet 
flxActCommonDedSpcDestinationSystemNameGet 
flxActCommonDedSpcExpDateGet 
flxActCommonValidateDateString


flxActCommonGetFRCountFromServerTS
Retrieves total counts of fulfillment records from remote server-side trusted storage:


• Total count of all fulfillment records (trusted, non-trusted, expired, non-expired)


• Total count of trusted fulfillment records (expired and non-expired)


Note • The use of this function is limited to the retrieval of fulfillment information in server-side trusted-storage only; it cannot 
be used to retrieve fulfillment information stored in the client trusted storage.


Syntax
FlxActBool   flxActCommonGetFRCountFromServerTS(


FlxActHandle handle,


const char *pszEntitlementID,


const char *pszProductID,


const char *pszServer,


uint32_t *pnTrustedFRCount,


uint32_t *pnTotalFRCount);


Parameters


The flxActCommonGetFRCountFromServerTS function uses the following parameters:


Table 8-7 • flxActCommonGetFRCountFromServerTS Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 

188 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Common Library Functions

Return Values


The following values are returned by flxActCommonGetFRCountFromServerTS:


pszEntitlementID The pointer variable storing the value of provided entitlement ID.


• If this parameter is specified, only fulfillment records belonging to the specified 
entitlement ID are taken into account when retrieving the total fulfillment-record and 
total trusted fulfillment-record counts.


• If this parameter is NULL or an empty string, all fulfillment records from server-trusted 
storage will be taken into account for these totals.


• If parameters are specified for both the entitlement ID and product ID, fulfillment 
records that match both filters are taken into account for the totals.


pszProductID The pointer variable storing the value of provided product ID.


• If this parameter is specified, only fulfillment records belonging to the specified product 
ID are taken into account when retrieving the total fulfillment-record and total trusted 
fulfillment-record counts.


• If this parameter is NULL or an empty string, all fulfillment records from server-side 
trusted storage are taken into account for these totals.


• If parameters are specified for both the entitlement ID and product ID, fulfillment 
records that match both filters are taken into account for the totals.


pszServer A pointer to the variable storing the address of the license server from which the counts are 
retrieved.


The following formats can be used for this parameter:


• port@host


• @host


pnTrustedFRCount The pointer variable used to hold the total count of trusted fulfillment records (expired and 
non-expired) in server-side trusted storage.


pnTotalFRCount This pointer variable used to hold the total count of all (including trusted, non- trusted, 
expired, non-expired) fulfillment records in server-side trusted storage.


Table 8-8 • flxActCommonGetFRCountFromServerTS Return Values


Return Value Description


FLX_ACT_TRUE Success


Table 8-7 • flxActCommonGetFRCountFromServerTS Parameters


Parameter Description
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Discussion


Use this function along with the following APIs to retrieve fulfillment-record information from server-side trusted storage:


• flxActCommonLicSpcPopulateFromServerTS


• flxActCommonLicSpcPopulateAllFromServerTS


• flxActCommonProdLicSpcPopulateFRFromServerTS


Before calling this function, create an activation handle using flxActCommonHandleOpen. See 
flxActCommonHandleOpen for information about this process. (flxActCommonGetFRCountFromServerTS can use a 
handle created in either FLX_ACT_APP or FLX_ACT_SVR mode.)


Important • The remote license server whose trusted storage you want to read must be running.


flxActCommonGetProtectionMode
Returns the application’s protection mode; that is, whether the preptool XML parameters contain isserver="true" or 
isserver="false".


Note • This function is used by the sample composite-transaction activation utility, but is useful in general to developers who 
use common source code to create their application and server activation utilities.


Syntax
FlxActMode flxActCommonGetProtectionMode();


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to determine the specific error. Possible 
errors include:


• LM_TS_BADPARAM—One or more of the parameters passed in are invalid.


• LM_TS_CANTMALLOC—Insufficient memory has caused an error.


• LM_TS_INVALID_REQUEST_TYPE—The activation server does not support this request 
type. (This error normally occurs if the request is corrupt.)


• LM_TS_SERVERQUERY_GEN_REQ—The request to query remote server-side trusted storage 
cannot be generated.


• LM_TS_UNKNOWN_RESP—The response is corrupt.


• LM_TS_SERVERQUERY_RESPONSE_FAILED—The response to query remote server-side 
trusted storage cannot be processed.


Table 8-8 • flxActCommonGetFRCountFromServerTS Return Values


Return Value Description
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Return Values


The following values are returned by flxActCommonGetProtectionMode:


flxActCommonHandleClose
Closes an activation handle.


Syntax
FlxActBool flxActCommonHandleClose(FlxActHandle handle);


Parameters


The flxActCommonHandleClose function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleClose:


Discussion


This function closes the activation handle and releases all resources associated with it.


flxActCommonHandleDeleteProduct
Deletes all fulfillment records held in trusted storage that are for the specified product.


Table 8-9 • flxActCommonGetProtectionMode Return Values


Return Value Description


FLX_ACT_SVR Protection mode is set to FLX_ACT_SVR.


FLX_ACT_APP Protection mode is set to FLX_ACT_APP.


Table 8-10 • flxActCommonServiceHandleClose Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen 


Table 8-11 • flxActCommonHandleClose Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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Syntax
FlxActBool flxActCommonHandleDeleteProduct(


FlxActHandle handle,


const char *pszProductId);


Parameters


The flxActCommonHandleDeleteProduct function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleDeleteProduct:


Discussion


This function deletes all the fulfillment records in trusted storage for a specified product, identified by the product ID. All 
fulfillment records in trusted storage with this product ID are deleted. Any outstanding transactions that include the 
specified product ID are canceled. 


A standard activation request, that is not one using short codes, does not contain a product ID. Thus a fulfillment record 
with the specified product ID is added to trusted storage under the following circumstances:


• A standard activation request has been sent and the response not processed.


• The activation response contains the specified product ID.


• The activation response is processed after flxActCommonHandleDeleteProduct has completed.


It is recommended that this function is used to delete fulfillment records only from client-mode trusted storage. Before 
calling this function, open an activation handle using flxActCommonHandleOpen with the parameter mode set to 
FLX_ACT_APP. If fulfillment records are deleted from a license server, it will leave any fulfillment records supplied from the 
deleted record orphaned. These orphaned records cannot be either returned or repaired.


For instructions about deleting fulfillment records for a product, see information about fulfillment record manipulation in 
the Programming Reference for Trusted Storage–Based Licensing. For example code that uses this function, see 
sHandleDeleteProductFromTS in the example application activation utility, appActUtil.c.


Table 8-12 • flxActCommonHandleDeleteProduct Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


pszProductId Deletes fulfillment records that contain this product ID.


Table 8-13 • flxActCommonHandleDeleteProduct Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.

192 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Common Library Functions

flxActCommonHandleGetBuildInfo
Returns the build information of the FlexNet Publisher Licensing Toolkit that was used to prep the application. 


For release versions the version number returned by flxActCommonHandleGetVersion is sufficient to identify the build. 
This additional information is used to identify pre-release, Beta, and diagnostic builds.


Syntax
FlxActBool flxActCommonHandleGetBuildInfo(


FlxActHandle handle,


uint32_t *pBuildNo,


uint32_t *pBuildYear,


uint32_t *pBuildMonth,


uint32_t *pBuildDay);


Parameters


The flxActCommonHandleGetBuildInfo function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleGetBuildInfo:


See Also
flxActCommonHandleGetVersion


Table 8-14 • flxActCommonHandleGetBuildInfo Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


pBuildNo For return of the build number


pBuildYear For return of the build year


pBuildMonth For return of the build month (1–12)


pBuildDay For return of the build day (1–31)


Table 8-15 • flxActCommonHandleGetBuildInfo Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Handle is NULL
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flxActCommonHandleGetCommType
Gets the type of communication used for the connection to the activation server.


Syntax
FlxActCommType flxActCommonHandleGetCommType(FlxActHandle handle);


Parameters


The flxActCommonHandleGetCommType function uses the following parameters:


Return Values


The type of communication set for the connection to the activation server:


• flxCommsNone = 0, no communications set


• flxCommsMvsnFlex = 1, used for connections to FlexNet license server


• flxCommsMvsnSoap = 4, used for connections to FlexNet Operations server


Discussion


This function returns the type of communication that has been set to be used for connections to the activation server. The 
type of communication defines the type of activation server, either a FlexNet license server or a FlexNet Operations server. 


flxActCommonHandleGetError
Gets the latest error code for the last operation performed using the specified handle.


Syntax
void flxActCommonHandleGetError(


FlxActHandle handle,


FlxActError *err);


Parameters


The flxActCommonHandleClose function uses the following parameters:


Table 8-16 • flxActCommonHandleGetCommType Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


Table 8-17 • flxActCommonServiceHandleClose Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen 
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Return Values


This function returns the last error code as the parameter err.


Discussion


Call this function when any of the Activation API functions returns an error to obtain more information about the cause of 
the error. For detailed information about the error codes, see FlxActError.


flxActCommonHandleGetLastOpsError
Gets the last error code returned by the FlexNet Operations server.


Syntax
uint32_t flxActCommonHandleGetLastOpsError(FlxActHandle handle);


Parameters


The flxActCommonHandleGetLastOpsError function uses the following parameters:


Return Values


The FlexNet Operations server error code or zero if no error code is available, that is if there has been no FlexNet Operations 
server error returned.


Discussion


Before calling this function, call flxActCommonHandleGetError. This function will only return a useful value when 
flxActCommonHandleGetError returns major error code LM_TS_OPERATIONS, 50040.


For information about FlexNet Operations server errors, see the FlexNet Operations Implementation Guide.


flxActCommonHandleGetLastOpsErrorString
Gets text that explains the last error code returned by the FlexNet Operations server. 


err Resulting error code, if any. For an explanation of the contents of err, see FlxActError.


Table 8-18 • flxActCommonGetLastOpsError Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


Table 8-17 • flxActCommonServiceHandleClose Parameters


Parameter Description
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Syntax
const char *flxActCommonHandleGetLastOpsErrorString(FlxActHandle handle);


Parameters


The flxActCommonHandleGetLastOpsErrorString function uses the following parameters:


Return Values


The FlexNet Operations server error text or NULL if no error text is available.


Discussion


Before calling this function call flxActCommonHandleGetError. This function will only return a useful value when 
flxActCommonHandleGetError returns major error code LM_TS_OPERATIONS, 50040.


For information about FlexNet Operations server errors, see the FlexNet Operations Implementation Guide.


flxActCommonHandleGetLastResponseError
Gets the error code from the ErrorCode element in the last failure response received.


Syntax
uint32_t flxActCommonHandleGetLastResponseError(FlxActHandle handle);


Parameters


The flxActCommonHandleGetLastResponseError function uses the following parameters:


Return Values


The reason for the failure of an activation transaction from the last failure response or NULL if no error code is available.


Discussion


All types of activation transactions (activate, return or repair) either return a response XML document that completes the 
transaction or a failure response that reports the reason for the failure of the transaction and optionally an error string.


Table 8-19 • flxActCommonGetLastOpsErrorString Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


Table 8-20 • flxActCommonGetLastResponseError Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 
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The reason is one of the following:


• ERROR—Failure is due to an error in processing the request


• DENIED—Failure is due to the request being denied


The error string has no defined format. This function assumes that it has the following format and extracts the error_code 
from the error string:


error_code;error_text


When the error string does not have this format this function will return NULL and the complete error string is returned by 
flxActCommonHandleGetLastResponseErrorString.


See Also
flxActCommonHandleGetLastResponseErrorString


flxActCommonHandleGetLastResponseErrorReason
Gets the reason from the last failure response received.


Syntax
FlxErrorResponseReason flxActCommonHandleGetLastResponseErrorReason(FlxActHandle handle);


Parameters


The flxActCommonHandleGetLastResponseErrorReason function uses the following parameters:


Return Values


The reason for the error as defined by the value of FlxErrorResponseReason as given in the following table:


Discussion


All types of activation transactions (activate, return, or repair) either return a response XML document that completes the 
transaction or a failure response that reports the reason for the failure of the transaction and optionally an error string.


Table 8-21 • flxActCommonHandleGetLastResponseErrorReason Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


Table 8-22 • flxActCommonHandleGetLastResponseErrorReason Return Values


Value Type Description


0 flxErrorResponseReasonUnknown An unknown error reason was received


1 flxErrorResponseReasonError Failure is due to an error in processing the request


2 flxErrorResponseReasonDenied Failure is due to the request being denied
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This function returns the reason for the failure, which is one of the following:


• ERROR—An error in processing the request


• DENIED—The request being denied


See Also
flxActCommonHandleGetLastResponseError
flxActCommonHandleGetLastResponseErrorString


flxActCommonHandleGetLastResponseErrorString
Gets the error text from the last failure response received.


Syntax
const char *flxActCommonHandleGetLastResponseErrorString(FlxActHandle handle);


Parameters


The flxActCommonHandleGetLastResponseErrorString function uses the following parameters:


Return Values


The error text from the last failure response or NULL if no error text is available.


Discussion


All types of activation transactions (activate, return, or repair) either return a response XML document that completes the 
transaction or a failure response that reports the reason for the failure of the transaction and optionally an error string.


The failure is due to one of the following:


• ERROR—An error in processing the request


• DENIED—The request being denied


The error string has no defined format. This function extract the error_text from the error string when it has the following 
format:


error_code;error_text


When the error string has any other format, this function returns the complete error string.


See Also
flxActCommonHandleGetLastResponseError


Table 8-23 • flxActCommonHandleGetLastResponseErrorString Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 
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flxActCommonHandleGetRemoteServer
Returns the address of the activation server to which activation transactions will be sent. 


Syntax
const char *flxActCommonHandleGetRemoteServer(FlxActHandle handle);


Parameters


The flxActCommonHandleGetRemoteServer function uses the following parameters:


Return Values


The activation server address or NULL if it has not been previously set.


Discussion


This function is used in conjunction with flxActCommonHandleSetRemoteServer and flxActCommonHandleSetCommType 
that define the address and type of activation server.


flxActCommonHandleGetServiceBuildInfo
Returns the build information of the FlexNet Licensing Service that is running on the machine.


For release versions the version number returned by flxActCommonHandleGetServiceVersion is sufficient to identify the 
build. This additional information is used to identify pre-release, Beta, and diagnostic builds.


Syntax
FlxActBool flxActCommonHandleGetServiceBuildInfo(


FlxActHandle handle,


uint32_t *pBuildNo,


uint32_t *pBuildYear,


uint32_t *pBuildMonth,


uint32_t *pBuildDay);


Parameters


The flxActCommonHandleGetServiceBuildInfo function uses the following parameters:


Table 8-24 • flxActCommonHandleGetRemoteServer Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


Table 8-25 • flxActCommonHandleGetServiceBuildInfo Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.
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Return Values


The following values are returned by flxActCommonHandleGetServiceBuildInfo:


Discussion


If the function is called on a machine on which the FlexNet Licensing Service is not present, major error 
LM_TS_SERVICE_INFO is returned. The system error indicates why the information could not be obtained from the service. 
For more information on possible system errors, see FlxActSystemError.


See Also
flxActCommonHandleGetServiceVersion


flxActCommonHandleGetServiceVersion
Returns the version of the FlexNet Licensing Service running on this machine.


Syntax
FlxActBool flxActCommonHandleGetServiceVersion(


FlxActHandle handle,


uint32_t *pMajor,


uint32_t *pMinor,


uint32_t *pMaint,


uint32_t *pHotfix);


pBuildNo For return of the build number


pBuildYear For return of the build year


pBuildMonth For return of the build month (1–12)


pBuildDay For return of the build day (1–31)


Table 8-26 • flxActCommonHandleGetServiceBuildInfo Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-25 • flxActCommonHandleGetServiceBuildInfo Parameters


Parameter Description
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Parameters


The flxActCommonHandleGetServiceVersion function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleGetServiceVersion:


Discussion


If the function is called on a machine on which the FlexNet Licensing Service is not present, major error 
LM_TS_SERVICE_INFO is returned. The system error indicates why the information could not be obtained from the service. 
For more information on possible system errors, see FlxActSystemError.


See Also
flxActCommonHandleGetServiceBuildInfo


flxActCommonHandleGetUniqueMachineNumber
Get the Unique Machine Number (UMN).


Syntax
const char *flxActCommonHandleGetUniqueMachineNumber(


FlxActHandle handle, 


FlxUMNType type);


Table 8-27 • flxActCommonHandleGetServiceVersion Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


pMajor For return of the major version number


pMinor For return of the minor version number


pMaint For return of the maintenance version number


pHotfix For return of the hotfix version number


Table 8-28 • flxActCommonHandleGetServiceVersion Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Parameters


The flxActCommonHandleGetUniqueMachineNumber function uses the following parameters:


Return Values


If an error occurs, it will return NULL. If NULL is returned, call flxActCommonHandleGetError to determine additional 
error information. Possible errors include:


• LM_TS_CANT_FIND—The UMN could not be found.


• LM_TS_INTERNAL_ERROR—An unexpected internal error occurred.


• LM_TS_BAD_PARAM—One or more of the parameters passed in were invalid.


• LM_TS_UNSUPPORTED—The UMN is not supported.


Discussion


See Unique Machine Number (UMN) for an explanation of UMNs.


For toolkit versions 11.5 and later, the UMN is automatically included in all requests to an activation server. Thus, this 
function is required only for activities such as client-side reporting of UMNs.


See Also
flxActCommonHandleGetError
flxActAppActivationVendorDataSet
flxActAppReturnVendorDataSet
flxActAppRepairVendorDataSet


flxActCommonHandleGetVersion
Returns the version number of the FlexNet Publisher Licensing Toolkit that was used to prep the application.


Syntax
FlxActBool flxActCommonHandleGetVersion(


FlxActHandle handle,


Table 8-29 • flxActCommonHandleGetUniqueMachineNumber Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


type The type of unique machine number requested: flxUMNTypeOne, flxUMNTypeTwo, 
flxUMNTypeThree, or flxUMNTypeFour. For details of valid values see “Information Used to 
Identify the System Initiating the Request” in the Programming Reference for Trusted 
Storage–Based Licensing. 


Note • These types are also referred to by their common names UMN1, UMN2, UMN3, or UMN4, 
respectively, in the FlexNet Publisher documentation.
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uint32_t *pMajor,


uint32_t *pMinor,


uint32_t *pMaint,


uint32_t *pHotfix);


Parameters


The flxActCommonHandleGetVersion function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleGetVersion:


See Also
flxActCommonHandleGetBuildInfo


flxActCommonHandleOpen
Creates an Activation API handle.


Syntax
FlxActBool flxActCommonHandleOpen(


FlxActHandle *handle,


FlxActMode mode,


FlxActError *err);


Table 8-30 • flxActCommonHandleGetVersion Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


pMajor For return of the major version number


pMinor For return of the minor version number


pMaint For return of the maintenance version number


pHotfix For return of the hotfix version number


Table 8-31 • flxActCommonHandleGetVersion Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Handle is NULL
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Parameters


The flxActCommonHandleOpen function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleOpen:


Discussion


Before calling this function, the activation library must have been initialized successfully (flxActCommonLibraryInit).


This function creates an activation handle that is required to use all the other Activation API functions.


All open handles should be closed using flxActCommonHandleClose before calling flxActCommonLibraryCleanup when the 
Activation API is no longer required.


flxActCommonHandleSetCommType
Sets the type of communication used for the connection to the activation server used for transactions.


Table 8-32 • flxActCommonServiceHandleOpen Parameters


Parameter Description


handle The resulting pointer to the newly opened Activation API handle. 


mode Defines the mode in which the activation utility using this handle executes. Possible modes 
are:


• FLX_ACT_SVR—Enables activation transactions with server mode trusted storage. Use 
this mode when creating a handle for a server activation utility. Subsequent code should 
use Common Library Functions or Deprecated License Server Activation Functions.


• FLX_ACT_APP—Enables activation transactions with client mode trusted storage. Use 
this mode when creating a handle for an application activation utility. Subsequent code 
should use Common Library Functions or Deprecated Single-Action Application 
Activation Functions.


• FLX_ACT_PREP— Enables composite activation transactions. Subsequent code should 
use Common Library Functions or Deprecated Single-Action Application Activation 
Functions.


err Resulting error code, if any. If this method returns FLX_ACT_FALSE, then check err for the 
current error. For an explanation of the contents of err, see FlxActError.


Table 8-33 • flxActCommonHandleOpen Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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Syntax
FlxActBool flxActCommonHandleSetCommType(


FlxActHandle handle,


FlxActCommType commType);


Parameters


The flxActCommonHandleSetCommType function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleSetCommType:


Discussion


This function sets the type of communication used for the connection to the activation server. It must be set in relation to 
the type of activation server: defined when setting the address of the activation server using 
flxActCommonHandleSetRemoteServer.


Use flxActCommonHandleGetCommType to retrieve the type of communication currently set.


For connections to FlexNet license servers the built in FLEX comms is used. This is completely transparent when using the 
Activation API. No other comms functions are required for transactions with a FlexNet license server.


For connections to FlexNet Operations servers a SOAP connection is used for the transport layer. It is implemented by the 
FnpCommsSoap module that is included in the toolkit. If your application utility uses SOAP, you must ensure that this 
module is available:


Table 8-34 • flxActCommonHandleSetCommType Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


commType The type of comms required. Set this in relation to the type of activation server:


• FlexNet license server—set flxCommsMvsnFlex


• FlexNet Operations server—set flxCommsMvsnSoap


The full set of values for FlxActCommType are:


• flxCommsNone = 0


• flxCommsMvsnFlex = 1


• flxCommsMvsnSoap = 4


Table 8-35 • 


Return Value Description


FLX_ACT_TRUE Success


FLEX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• Windows—Put FnpCommsSoap.dll in the same directory as your application utility.


• Mac—When your product is packaged in a bundle, put FnpCommsSoap.dylib with your application utility.


• UNIX—Put FnpCommsSoap.* in the normal location for libraries (typically, /usr/local/lib).


The Windows Soap module, FnpCommsSoap.dll, uses WinINet.


The following additional comms functions may optionally be used when using a SOAP connection to control or monitor a 
transaction:


• flxActCommonHandleSetTimeout


• flxActCommonHandleSetProxyDetails


• flxActCommonHandleSetSSLDetails


• flxActCommonHandleSetStatusCallback


When this function is not used, or commType is set to NULL, the default is flxCommsMvsnFlex, that is, connection to a 
license server is assumed. If flxActCommonHandleSetRemoteServer is also not used, or set to NULL, then the default 
license server address is @localhost.


flxActCommonHandleSetPollInterval
Sets polling interval for responses when using Soap communications.


Syntax
FlxActBool flxActCommonHandleSetPollInterval(


FlxActHandle handle,


uint32_t pollInterval);


Parameters


The flxActCommonHandleSetPollInterval function uses the following parameters:


Table 8-36 • flxActCommonHandleSetPollInterval Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


pollInterval Interval in seconds between successive polls for a response. The default value when this 
function is not used is to poll every second. When this value is set to 0, zero, the default value 
of polling every second is used.
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Return Values


The following values are returned by flxActCommonHandleSetPollInterval:


Discussion


Before using this function call flxActCommonHandleSetCommType with commType set to flxCommsMvsnSoap. This sets 
the use of SOAP for connections to the activation server.


Use this optional function to set the interval between polls for responses on the SOAP connection to the activation server. 
The default when this function is not used is to poll every second.


flxActCommonHandleSetProxyDetails
Sets the proxy server details when using a SOAP connection.


Syntax
FlxActBool flxActCommonHandleSetProxyDetails(


FlxActHandle handle,


uint32_t port,


const char *pHost,


const char *pUserid,


const char *pPasswd);


Parameters


The flxActCommonHandleSetProxyDetails function uses the following parameters:


Table 8-37 • flxActCommonHandleSetPollInterval Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-38 • flxActCommonHandleSetProxyDetails Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


port The proxy server port number.


pHost The name of the proxy server.


pUserid Optionally, when the proxy server requires authentication, a user name. Set this to NULL 
when authentication is not required.


pPasswd Optionally, when the proxy server requires authentication, a password. Set this to NULL 
when authentication is not required.
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Return Values


The following values are returned by flxActCommonHandleSetProxyDetails:


Discussion


Before using this function call flxActCommonHandleSetCommType with commType set to flxCommsMvsnSoap. This sets 
the use of SOAP for connections to the activation server.


Use this optional function to set a proxy server for SOAP communications for platforms other than Windows. On Windows 
platforms this functionality is performed by WinINet (see WinINet documentation for details).


This function is required, on platforms other than Windows, when an enterprise uses a proxy server to handle external 
communications. This is typically used when a firewall is in use. The proxy server must support either HTTP version 1.0 or 
1.1.


Use flxActCommonHandleSetRemoteServer to set the actual address of the FlexNet Operations server. Then use 
flxActCommonHandleSetProxyDetails to direct the connection initially to the proxy server. Typically, the proxy server 
details are held in a file that can be edited by the enterprise, as the proxy server is under the control of the enterprise.


Optionally the proxy server details can include a user name and password. Some enterprises only allow external access via 
a proxy server to authenticated users.


Note • It is recommended that the address of the FlexNet Operations server is not included in any file that contains the proxy 
server details.


flxActCommonHandleSetRemoteServer
Stores the address of the activation server to be used for subsequent activation transactions that require a server. 


Syntax
FlxActBool flxActCommonHandleSetRemoteServer(


FlxActHandle handle,


const char *targetServer);


Table 8-39 • flxActCommonHandleSetProxyDetails Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Parameters


The flxActCommonHandleSetRemoteServer function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleSetRemoteServer:


Discussion


This function stores the address of the activation server to be used for activation transactions that require a server. Use 
flxActCommonHandleGetRemoteServer to retrieve this address.


This function is used in conjunction with flxActCommonHandleSetCommType, which specifies the type of activation 
server: FlexNet license server or FlexNet Operations server. 


It is recommended that this function is used to set the address of the activation server to be used. When this function is not 
used or set to NULL, the following defaults addresses are used:


• FlexNet license server—@localhost


• FlexNet Operations server—http://localhost:8888/flexnet/services/ActivationService?wsdl


See Also
When a proxy server is in use—flxActCommonHandleSetProxyDetails


Table 8-40 • flxActCommonHandleSetRemoteServer Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


targetServer The address of the activation server.


For activation servers that are part of a FlexNet license server the following formats can be 
used for this parameter:


• port@host


• @host


For FlexNet Operations servers the format of this parameter is a full URL, for example http://
servername/page.


Table 8-41 • flxActCommonHandleSetRemoteServer Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActCommonHandleSetSSLDetails
Sets details of the certificate used for the SSL, (Secure Sockets Layer), protocol used by the SOAP connection.


Syntax
FlxActBool flxActCommonHandleSetSSLDetails(


FlxActHandle handle,


const char *pCacert,


const char *pCapath);


Parameters


The flxActCommonHandleSetSSLDetails function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleSetSSLDetails:


Discussion


Before using this function, call flxActCommonHandleSetCommType with commType set to flxCommsMvsnSoap. This sets 
the use of SOAP for connections to the activation server.


The SOAP implementation used by FlexNet Licensing uses OpenSSL on all platforms except Windows. On Windows 
platforms WinINet is used for SSL and this function is therefore not required on Windows. 


On platforms other than Windows, the default is to use HTTP rather than HTTPS. To use HTTPS and add security to the 
transactions, you must purchase and install an SSL certificate. A client certificate may be required on the machine where 
the activation utility is running. This is required only when an SSL implementation that requires a client certificate is used 
on the Operations server. Then the details of this certificate are set up using this function. 


For further information, see the Operations server documentation, specifically the FlexNet Operations Implementation 
Guide as it describes how to configure it for SSL.


Table 8-42 • flxActCommonHandleSetSSLDetails Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


pCacert Name of the CA certificate for the open source SSL.


pCapath Path to the CA certificate for the open source SSL.


Table 8-43 • flxActCommonHandleSetSSLDetails Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActCommonHandleSetStatusCallback
Sets a callback that reports changes in status of transactions in progress on a SOAP connection. 


Syntax
FlxActBool flxActCommonHandleSetStatusCallback(


FlxActHandle handle,


FLX_STATUS_CALLBACK callback,


const void *pCallerData);


Parameters


The flxActCommonHandleSetStatusCallback function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleSetStatusCallback:


Discussion


Before using this function call flxActCommonHandleSetCommType with commType set to flxCommsMvsnSoap. This sets 
the use of SOAP for connections to the activation server.


This function is used to set a callback. The callback reports status changes of transactions in progress to a callback 
function. For information on coding the callback function, see FLX_STATUS_CALLBACK.


Additionally the use of a callback function allows the activation utility to cancel the transaction while it is in progress. The 
transaction can only be cancelled when a change in status is reported and the callback function is run. For more details, 
see FLX_STATUS_CALLBACK.


Table 8-44 • flxActCommonHandleSetStatusCallback Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


callback Pointer to the callback function. See FLX_STATUS_CALLBACK for a typedef of this function.


pCallerData Optional data passed to the callback function. This is input to the callback function as 
pUserData, see FLX_STATUS_CALLBACK for details.


Table 8-45 • flxActCommonHandleSetStatusCallback Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Note • Read and implement the sequence of operations in Canceling a Return Transaction to ensure that license rights are 
correctly returned.


FLX_STATUS_CALLBACK
When flxActCommonHandleSetStatusCallback is used within the activation utility code, a callback function must also be 
provided with the activation utility. This function must be declared to match the definition of FLX_STATUS_CALLBACK 
that follows.


Syntax
typedef uint32_t(*FLX_STATUS_CALLBACK)(


const void *pUserData,


uint32_t statusOld,


uint32_t statusNew);


Parameters


The FLX_STATUS_CALLBACK function uses the following parameters:


Return Values


The return values for the callback function are defined in flxActCallbackReturn and are as follows:


The callback function is called whenever a change in the status of the transaction is detected. Use the callback function to 
display the status of the transaction to the end user and perform any actions that may be required during a transaction. 
This can include offering the option to the end user of canceling the transaction.


Table 8-46 • FLX_STATUS_CALLBACK Parameters


Parameter Description


pUserData Optional data passed to the callback function. This is input to 
flxActCommonHandleSetStatusCallback as pCallerData.


statusOld The previous status of the transaction. See flxCommsStatusCodes.


statusNew The previous status of the transaction. See flxCommsStatusCodes.


Table 8-47 • FLX_STATUS_CALLBACK Return Values


Return Value Description


flxCallbackReturnContinue Continue transaction


flxCallbackReturnCancelRequest Cancel transaction
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flxCommsStatusCodes
This defines the status of the transaction as reported by the callback function. Normal transactions have a sequence of 
callbacks as the request is created, sent and the response returned. The following table lists the status in sequential order 
where appropriate. The SOAP connection is asynchronous so a response is polled for at intervals. A change of status is 
indicated when a poll is sent and if the server is still processing the request the status is set to “waiting for response” until 
the next poll is sent. Thus, items 6 and 7 may be repeated several times.


Canceling a Return Transaction


This section describes the sequence of operations in a return transaction and indicates when canceling the transaction 
must be disabled to ensure that the license rights are returned correctly.


Table 8-48 • flxCommsStatusCodes


Item Status Code Description


1 flxCommsStatusCreatingRequest Initiation of the transaction


2 flxCommsStatusRequestCreated Transaction request created


3 flxCommsStatusContextCreated SOAP context created


4 flxCommsStatusConnected SOAP connection to server established


5 flxCommsStatusRequestSent Transaction request sent


6 flxCommsStatusPolingForResponse Polling server for response


7 flxCommsStatusWaitingForResponse Server response to poll that it is still processing the request


8 flxCommsStatusDone Transaction completed


n/a flxCommsStatusError An error has occurred during the transaction request


n/a flxCommsStatusSuccess For internal use only


n/a flxCommsStatusNotSet For internal use only


n/a flxCommsStatusCancelledByUser Transaction has been cancelled by the end user
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The end-user is allowed to cancel the transaction at any point before the transaction request is reported as sent to the 
FlexNet Operations server. After this point the license rights may have been written into the FlexNet Operations server so 
the end-user must not be allowed to cancel the transaction. The license rights are only deleted from the local trusted 
storage when a success response is received from the FlexNet Operations server. The following table indicates when the 
end-user cancel, flxCallbackReturnCancelRequest, must not be used.


flxActCommonHandleSetTimeout
Sets timeout for Soap communications.


Syntax
FlxActBool flxActCommonHandleSetTimeout(


FlxActHandle handle,


uint32_t timeout);


Table 8-49 • Using flxCallbackReturnCancelRequest during Return Transactions


Status Code Allow flxCallbackReturnCancelRequest


flxCommsStatusCreatingRequest Yes


flxCommsStatusRequestCreated Yes


flxCommsStatusContextCreated Yes


flxCommsStatusConnected Yes


flxCommsStatusRequestSent No


flxCommsStatusPolingForResponse No


flxCommsStatusWaitingForResponse No


flxCommsStatusDone No


flxCommsStatusError Yes


flxCommsStatusSuccess No


flxCommsStatusNotSet No


flxCommsStatusCancelledByUser Not applicable - already cancelled
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Parameters


The flxActCommonHandleSetTimeout function uses the following parameters:


Return Values


The following values are returned by flxActCommonHandleSetTimeout:


Discussion


Before using this function call flxActCommonHandleSetCommType with commType set to flxCommsMvsnSoap. This sets 
the use of SOAP for connections to the activation server.


Use this optional function to set the timeout on the SOAP connection to the activation server. The default when this 
function is not used is to set the timeout to 0, zero, when the activation server uses its own timeout.


flxActCommonLibraryCleanup
Releases the activation library.


Syntax
FlxActBool flxActCommonLibraryCleanup();


Return Values


The following values are returned by flxActCommonLibraryCleanup:


Table 8-50 • flxActCommonHandleSetTimeout Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


timeout Timeout in seconds for the server to wait before closing an idle connection. When this value 
is set to 0, zero, then the activation server uses its own timeout.


Table 8-51 • flxActCommonHandleSetTimeout Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-52 • flxActCommonLibraryCleanup Return Values


Return Value Description


FLX_ACT_TRUE Success
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Discussion


This function should be called only if a previous call to flxActCommonLibraryInit succeeded.


Call flxActCommonLibraryCleanup to shutdown the Activation Library. No other Activation API routines can be called 
after this point. 


Caution • This function is not multi-thread safe: synchronization between threads is the responsibility of the application 
code. There is an additional restriction on platforms other than Windows and Mac: this function must be called in the main 
thread of any multi-threaded applications.


Note • On Windows platforms, do not call flxActCommonLibraryCleanup in DllMain. This API results in calls to the 
Microsoft Win32 FreeLibrary and LoadLibrary APIs. Calls to these Win32 APIs in DllMain are widely known to be associated 
with issues.


See Also
flxActCommonLibraryInit
lc_flexinit_cleanup


flxActCommonLibraryInit
Initialization required to use the activation library and the Activation API.


Note • The activation library is known as the run-time component enabled by preptool for an application that uses license-
file licensing and contains Secure Data Types (SDTs). If you want to use the Activation API and the Flexible API within a single 
executable, ensure that you call either flxActCommonLibraryInit or lc_flexinit, but not both.


Syntax
int flxActCommonLibraryInit(const char *runtimepath);


FLX_ACT_FALSE Non-success


Table 8-52 • flxActCommonLibraryCleanup Return Values


Return Value Description
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Parameters


The flxActCommonLibraryInit function uses the following parameters.


Return Values


The following values are returned by flxActCommonLibraryInit:


Table 8-53 • flxActCommonLibraryInit Parameters


Parameter Description


runtimepath The path and file name for the activation library. Specify a fixed or relative path to override the 
default path. When set to NULL, the default value is used.


• Standard toolkits—The default path is specified in the preptool configuration file as 
runtimeloadpath. (For details about the preptool configuration file, see the following 
Discussion section and the Programming Reference for Trusted Storage–Based Licensing.)


• notr toolkits—The default path is specified using the libpath environment variable.


Mac OS X–Specific Formats


The following are Mac OS X–specific formats for runtimePath:


• @pathname/../MacOS—Load tamper-resistant run-time executable from the 
/Contents/MacOS directory of a standard OS X application package where pathname is the 
path and name of the application package.


• @pathname/./Resources—Load tamper-resistant run-time executable from the 
/Contents/Resources directory of a standard OS X application package where pathname is 
the path and name of the application package.


• @com.mycompanyname.mybundle/./MacOS—Load tamper-resistant run-time executable 
from the /Contents/Resources directory of a loaded OS X bundle, where 
com.mycompanyname.mybundle specifies the OS X bundle.


Table 8-54 • flxActCommonLibraryInit Return Values


Return Value Description


0 Success


1 Activation library was not found at the path and name specified. This is likely to be because the path 
has been incorrectly specified either in the call to flxActCommonLibraryInit, in the preptool 
configuration file, or in the libpath environment variable.


2 Activation library could not be loaded. This may be because the file could not be opened, or is 
corrupted in some way.


3 The product has been installed on a platform that is not supported.


4 Initialization of activation library failed.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 217







Chapter 8 Activation API
Common Library Functions

5 Unable to allocate resources.


6 Activation application has not been processed using the preptool, or the activation component 
library (application_libFNP) for the activation application cannot be found.


7 Activation library has already been loaded.


8 Mac specific error: path string was not in UTF-8 format.


9 Mac specific error: a URL could not be created from the path string. Probably caused by an invalid 
pathname.


10 Mac specific error: a path could not be created from the URL. Probably caused by an invalid 
pathname.


11 Mac-specific error: Incorrect bundle identifier: com.mycompanyname.mybundle


12 Mac-specific error: Invalid bundle identifier: com.mycompanyname.mybundle


13 Mac-specific error: The computed path exceeds the maximum allowed on this platform—1024 
characters on most platforms.


20 The FlexNet Licensing Service is not installed.


21 Not enough rights to talk to the FlexNet Licensing Service. Set the service to start automatically to 
resolve this.


22 The FlexNet Licensing Service configuration or dependency issue.


23 Attempt to access server TS from client app, or vice-versa.


24 Insufficient privilege to complete initialization.


Table 8-54 • flxActCommonLibraryInit Return Values


Return Value Description
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Discussion


Before an application can use this function, the FlexNet Licensing Service must be installed (see the following table). 
Normally, installing this service is part of the activation utility installation on the machine. This combined installation 
ensures that the activation utility can load the activation library the first time it is run. See Chapter 7, FlexNet Licensing 
Service API for details. On other platforms, a script is provided, see the Development Environment Guide for details.  


This function can run only if the activation library is accessible within the product package. The activation library provides 
access to trusted storage. For standard toolkits, the activation library provides tamper resistance in conjunction with the 
use of Secure Data Types (SDTs).


flxActCommonLibraryInit loads the activation library. This function must be called once and only once by the activation 
utility at startup. 


The Flexible API function lc_flexinit can also be used to load the activation library and is provided for use within a 
FlexEnabled application. If you are using the Activation API and the Flexible API within a single executable, ensure that you 
call either flxActCommonLibraryInit or lc_flexinit, but not both.


This function should be paired with a call to flxActCommonLibraryCleanup to shut down the activation library.


For standard toolkits, this function uses the following settings in the preptool configuration file: 


• runtimeloadname—mandatory entry that defines the name of the activation library.


• runtimeloadpath—optional entry that defines the path to the activation library. This parameter is used by 
flxActCommonLibraryInit when runtimepath is set to NULL.


• installpath—optional entry that defines the path to the directory where the activation library is created when the 
project is built.


Ensure that where a fixed path is specified for runtimeloadpath, it is accurate for all machines and installations.


Caution • This function is not multithread safe; synchronization between threads is the responsibility of the application code. 


Note • On Windows platforms, it is recommended that flxActCommonLibraryInit not be called from DllMain. Additionally, 
do not call the matching uninitialize call, flxActCommonLibraryCleanup, from DllMain.


Table 8-55 • Prerequisites for Loading the Activation Library


Platform Install Description


Windows installanchorservice.e


xe


Example application provided in the FlexNet Publisher Licensing Toolkit 
that installs the FlexNet Licensing Service. Create your own application 
or include code within your installer using the FlexNet Licensing Service 
API. 


Mac install_fnp.sh Script that installs the FlexNet Licensing Service.


Linux install_fnp.sh Script that installs the FlexNet Licensing Service.
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See Also
flxActCommonLibraryCleanup


flxActCommonLicSpcAddASRFromBuffer
Adds the fulfillment record from the supplied ASR to trusted storage.


Syntax
FlxActBool flxActCommonLicSpcAddASRFromBuffer(


FlxActLicSpc licSpc,


const char *pszBuffer);


Parameters


The flxActCommonLicSpcAddASRFromBuffer function uses the following parameters:


Return Values


The following values are returned by flxActCommonLicSpcAddASRFromBuffer:


Discussion


Before calling this function create a license specification. See flxActCommonLicSpcCreate for a description of a license 
specification and how its creation process defines how it operates. Then add the fulfillment records in trusted storage by 
calling flxActCommonLicSpcPopulateFromTS or flxActCommonLicSpcPopulateAllFromTS.


This functions reads the ASR in the specified buffer and the following steps are carried out:


• The ASR is examined to determine if it is for use with short code transactions. If it is for a short code transaction, then 
no further processing is performed and an error is returned. 


• Entries in the DataDictionary element of the ASR are read.


Table 8-56 • flxActCommonLicSpcAddASRFromBuffer Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


pszBuffer A buffer that contains the ASR that is to be loaded into the license specification and then 
written to trusted storage.


Table 8-57 • flxActCommonLicSpcAddASRFromBuffer Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• If publisher rules for local activation are defined, the rules are applied. See the Programming Reference for Trusted 
Storage–Based Licensing for general information about activation specification records (ASRs). See Trial Licensing for 
information on how these publisher rules are applied by this function. When the ASR does not comply with the rules, 
the fulfillment record is not added to the license specification.


• If a duration is defined, the expiry date is calculated and the fulfillment record is modified.


When the ASR has been processed, the fulfillment records in the license specification are written to trusted storage.


Note • This function only processes a single ASR: do not put multiple ASRs in the buffer.


Note • A short code ASR as defined by the operation of this function is one with a ShortCodeData element that has at the 
minimum a SchemeId element. Ensure that ASRs used for local activation do not include a ShortCodeData element.


For example code that uses this function, see sHandleLocalActivation in the example activation-utility code files, 
appActUtil.c. and serverActUtil.c, included in the toolkit.


flxActCommonLicSpcAddASRs
Adds the fulfillment records from valid ASRs to trusted storage.


Syntax
FlxActBool flxActCommonLicSpcAddASRs(


FlxActLicSpc licSpc,


const char *filePath);


Parameters


The flxActCommonLicSpcAddASRs function uses the following parameters:


Table 8-58 • flxActCommonLicSpcAddASRs Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


filePath The location of the ASRs that are to be loaded into the license specification and then written 
to trusted storage. This can be either of the following:


• The path to a directory that contains the ASRs 


• The path and file name of an ASR
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Return Values


The following values are returned by flxActCommonLicSpcAddASRs:


Discussion


Before calling this function create a license specification. See flxActCommonLicSpcCreate for a description of a license 
specification and how its creation process defines how it operates. Then add the fulfillment records in trusted storage by 
calling flxActCommonLicSpcPopulateFromTS or flxActCommonLicSpcPopulateAllFromTS.


This function is used for local activation; it cannot be used with ASRs used for short code activation.


This functions reads each of the ASRs in the specified directory, or a single ASR file if a filename is included in filePath, and 
the following steps are carried out:


1. The ASR is examined to determine if it is for use with short code transactions. If it is for a short code transaction, then 
no further processing of ASRs is performed and an error is returned. The fulfillment records in this and any other ASRs 
are not written to trusted storage.


2. Entries in the DataDictionary element of the ASR are read.


3. If publisher rules for local activation are defined, the rules are applied. See information about activation specification 
records (ASR) in the Programming Reference for Trusted Storage–Based Licensing. See also Trial Licensing. When the 
ASR does not comply with the rules, the fulfillment record is not added to the license specification.


4. If a duration is defined, the expiry date is calculated and added to the fulfillment record.


When all the ASRs have been processed, the fulfillment records in the license specification are written to trusted storage.


Note • A short code ASR as defined by the operation of this function is one with a ShortCodeData element that has at the 
minimum a SchemeId element. Ensure that ASRs used for local activation do not include a ShortCodeData element.


Trial Licensing


This function is commonly used to allow an end user to try out a product for a limited time period before purchasing a full 
license. This scenario is referred to as trial licensing. In this case the ASR has the following characteristics:


• Can only be used once to install a Fulfillment Record - DataDictionary element PUBLISHER_DEFINED_CRITERION 
set to LOCAL_ONCE.


• Limited duration license - DataDictionary element PUBLISHER_DEFINED_DURATION set to a positive value.


When using an ASR for trial licensing, it is recommended that a trial anchor is used. When a trial anchor is not specified in 
the ASR a publisher anchor will be used. Using a publisher anchor to anchor trial licenses results in further trials being 
disallowed when trusted storage has been deleted and recreated. The following sections describe in detail the 
functionality provided by Trial Anchors and Publisher Anchors when used by this function in the context of trial licensing.


Table 8-59 • flxActCommonLicSpcAddASRs Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Trial Anchor


A trial anchor stores information on a machine about a trial. This information remains after trusted storage is deleted. It 
therefore provides for:


• Installation of subsequent trial licenses after trusted storage is deleted.


• Recalculation of trial duration during re installation of a trial product after deletion of trusted storage. For example, a 
product is installed with a trial license of 30 days and then trusted storage is mistakenly deleted. When the user 
reinstalls the product 10 days after the initial installation, the remaining license duration (20 days) is calculated and 
used when processing the ASR (see step 4).


Publisher Anchor


It is recommended that you do not use a publisher anchor for trial licensing: use a trial anchor instead.


The publisher anchor stores information about the creation and recreation of trusted storage. When the publisher anchor 
records that trusted storage has been deleted or recreated, there are no complete records of previous licenses available. 
Therefore, when the publisher rules within an ASR specify that the license is to be installed only once, and the publisher 
anchor records that trusted storage has been deleted, the fulfillment record within the ASR is not written to trusted 
storage.


flxActCommonLicSpcCheckASR
Checks whether an ASR has already been added to trusted storage.


Syntax
FlxActBool flxActCommonLicSpcCheckASR(


FlxActLicSpc licSpc,


const char *pszFilePath,


uint32_t *pTrialId,


time_t *pStartTime);


Parameters


The flxActCommonLicSpcCheckASR function uses the following parameters:


Table 8-60 • flxActCommonLicSpcCheckASR Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


filePath The location of the ASRs that are to be loaded into the license specification and then written 
to trusted storage. The path of the file containing an ASR.


pTrialId Returns the TrialId value of the ASR if successful. If there is no TrialId, 0 (zero) is returned.


pStartTime If the ASR specifies a Trial Id and it has been loaded previously, the Universal Coordinated 
Time (UTC) of midnight of the day on which the anchor associated with the Trial Id was 
written is returned. If the anchor is not present, 0 (zero) is returned.
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Return Values


The following values are returned by flxActCommonLicSpcCheckASR:


Discussion


Enables to check if a trial ASR had already been loaded and exists in the trusted storage, a FlxActProdLicSpec containing 
its fulfillment information is added to the supplied FlxActLicSpc, other than by attempting to load the ASR and receiving 
the LM_TS_ASR_LOAD_ONCE error. It can be confusing for an end-user if the producer application offers a trial ASR and then 
tells the end-user that the trial ASR has already been consumed. It is better not to offer the trial ASR. 


flxActCommonLicSpcCheckASRFromBuffer
Checks whether an ASR has already been added to trusted storage.


Syntax
FlxActBool flxActCommonLicSpcCheckASRFromBuffer(


FlxActLicSpc licSpc,


const char *pszAsrxml,


uint32_t *pTrialId,


time_t *pStartTime);


Table 8-61 • flxActCommonLicSpcCheckASR Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error. The possible 
errors returns include:


LM_TSSE_ASR_CHECK_IS_DIR—pszFilePath is a directory; must specify a file


LM_TSSE_ASR_PATH—Can't open pszFilePath


LM_TSSE_ASR_NOT_XML—Not an ASR (not valid XML)


LM_TSSE_ASR_NOT_ASR—Not an ASR (wrong XML root name)


LM_TSSE_ASR_XML_ELEMENT_MISSING—Not a valid ASR (element missing)


LM_TSSE_ASR_SIGNATURE—ASR signature is invalid


LM_TSSE_ASR_WRONG_SERVER_MODE—ASR has wrong server mode

224 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Common Library Functions

Parameters


The flxActCommonLicSpcCheckASRFromBuffer function uses the following parameters:


Return Values


The following values are returned by flxActCommonLicSpcCheckASRFromBuffer:


Discussion


Enables to check if a trial ASR had already been loaded, other than by attempting to load the ASR and receiving the 
LM_TS_ASR_LOAD_ONCE error. It can be confusing for an end-user if the producer application offers a trial ASR and then tells 
the end-user that the trial ASR has already been consumed. It is better not to offer the trial ASR.


flxActCommonLicSpcCreate
Creates a license specification. This is a structure that is used to contain and manipulate fulfillment records. A license 
specification may hold multiple fulfillment records: an individual fulfillment record is contained in a product license 
specification.


Table 8-62 • flxActCommonLicSpcAddASRFromBuffer Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


Asrxml The buffer which stores the ASR. 


pTrialId Returns the TrialId value of the ASR if successful. If there is no TrialId, 0 (zero) is returned..


pStartTime If the ASR specifies a Trial Id and it has been loaded previously, the Universal Coordinated 
Time (UTC) of midnight of the day on which the anchor associated with the Trial Id was 
written is returned. If the anchor is not present, 0 (zero) is returned.


Table 8-63 • flxActCommonLicSpcCheckASRFromBuffer Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error. The Possible 
error returns include:


LM_TSSE_ASR_NOT_XML—Not an ASR (not valid XML)


LM_TSSE_ASR_NOT_ASR—Not an ASR (wrong XML root name)


LM_TSSE_ASR_XML_ELEMENT_MISSING—Not a valid ASR (element missing)


LM_TSSE_ASR_SIGNATURE—ASR signature is invalid


LM_TSSE_ASR_WRONG_SERVER_MODE—ASR has wrong server mode
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Syntax
FlxActBool flxActCommonLicSpcCreate(


FlxActHandle handle,


FlxActLicSpc *licSpc);


Parameters


The flxActCommonLicSpcCreate function uses the following parameters:


Return Values


The following values are returned by flxActCommonLicSpcCreate:


Discussion


Before calling this function the following is required:


• Load the Activation Library (flxActCommonLibraryInit)


• Open an activation handle (flxActCommonHandleOpen)


The mode used when creating this handle defines whether fulfillment records in the license specification are held in client 
or server mode trusted storage.


This function creates a license specification. This license specification is then used with various functions that are used to 
load and manipulate fulfillment records.


Use the following functions to read and write fulfillment records to and from local trusted storage:


• flxActCommonLicSpcPopulateFromTS


• flxActCommonLicSpcPopulateAllFromTS


• flxActCommonLicSpcAddASRs


• flxActCommonLicSpcAddASRFromBuffer


• flxActCommonLicSpcProductDelete


Table 8-64 • flxActCommonLicSpcCreate Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


licSpc The resulting handle to the license specification.


Table 8-65 • flxActCommonLicSpcCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Use the following functions to read fulfillment-records from remote server-side trusted storage:


• flxActCommonLicSpcPopulateFromServerTS


• flxActCommonLicSpcPopulateAllFromServerTS


• flxActCommonProdLicSpcPopulateFRFromServerTS


Use the following functions to access the fulfillment records (product license specifications) in the license specification:


• flxActCommonLicSpcGetNumberProducts


• flxActCommonLicSpcGet


• flxActCommonLicSpcGetNumProdEntries


• flxActCommonLicSpcGetProd


Note • Any changes to fulfillment records in trusted storage as the result of using the Activation API are not reflected in any 
pre-existing license specification objects. After updating trusted storage, delete an existing license specification object and 
create a new license specification object to obtain up to date data from trusted storage.


Use flxActCommonLicSpcDelete to remove the license specification and free all the resources associated with it.


flxActCommonLicSpcDelete
Deletes the specified license specification. All resources associated with the license specification, including any fulfillment 
records it contains, are freed.


Syntax
void flxActCommonLicSpcDelete(FlxActLicSpc licSpc);


Parameters


The flxActCommonLicSpcDelete function uses the following parameters:


Return Values


There is no return value.


Discussion


This function should be paired with a matching successful call to flxActCommonLicSpcCreate. All resources associated 
with the license specification, including any fulfillment records it contains, are freed.


Table 8-66 • flxActCommonLicSpcDelete Parameters


Parameter Description


licSpc The resulting handle to the license specification.
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flxActCommonLicSpcGet
Gets the fulfillment record at the specified index from the license specification.


Syntax
FlxActProdLicSpc flxActCommonLicSpcGet(


FlxActLicSpc licSpc,


uint32_t index);


Parameters


The flxActCommonLicSpcGet function uses the following parameters:


Return Values


If successful, the fulfillment record is returned in a product license specification object. If not successful, NULL is returned.


Discussion


This function is used in conjunction with flxActCommonLicSpcGetNumProducts. For a full description, see 
flxActCommonLicSpcGetNumberProducts.


flxActCommonLicSpcGetNumberProducts
Returns the number of fulfillment records in the license specification.


Syntax
uint32_t flxActCommonLicSpcGetNumberProducts(FlxActLicSpc licSpc);


Parameters


The flxActCommonLicSpcGetNumberProducts function uses the following parameters:


Table 8-67 • flxActCommonLicSpcGet Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


index The position of the desired fulfillment record where index is in the range 0 through count-1, 
with 0 being the first fulfillment record. Use flxActCommonLicSpcGetNumberProducts to 
determine count


Table 8-68 • flxActCommonLicSpcGetNumberProducts Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.
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Return Values


The number of fulfillment records in the license specification.


Discussion


This function is used together with flxActCommonLicSpcGet to access the fulfillment records in the license specification. 
Then, the flxActCommonProdLicSpc* functions are used to access data inside a fulfillment record. The basic procedure is 
as follows:


1. Obtain the number of fulfillment records—flxActCommonLicSpcGetNumberProducts.


2. Examine a fulfillment record in the license specification—use flxActCommonLicSpcGet to load a fulfillment record 
from the license specification.


3. Use flxActCommonProdLicSpc*Get to obtain the value of a parameter in the fulfillment record.


4. Repeat Step 2 and Step 3 for subsequent fulfillment records in the license specification—loop based on the number of 
fulfillment records returned using flxActCommonLicSpcGetNumberProducts.


flxActCommonLicSpcGetNumProdEntries
Returns the number of fulfillment records in the license specification container for the specified product.


Syntax
uint32_t flxActCommonLicSpcGetNumProdEntries(


FlxActLicSpc licSpc,


const char *productId);


Parameters


The flxActCommonLicSpcGetNumProdEntries function uses the following parameters:


Return Values


The number of fulfillment records in the license specification that contain a matching product ID (that are for the specified 
product).


Table 8-69 • flxActCommonLicSpcGetNumProdEntries Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


productId A product ID that identifies the product for which the number of fulfillment records is 
required.
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Discussion


This function is used together with flxActCommonLicSpcGetProd to access the fulfillment records in the license 
specification that have a product ID that matches the product ID specified in the call to the function. Then the 
flxActCommonProdLicSpc* functions are used to access data inside a fulfillment record. The basic procedure is as 
follows.


1. Obtain the number of fulfillment records—use flxActCommonLicSpcGetNumProdEntries.


2. Examine a fulfillment record in the license specification—use flxActCommonLicSpcGetProd to load a fulfillment 
record from the license specification.


3. Use flxActCommonProdLicSpc*Get to obtain the value of a parameter in the fulfillment record.


4. Repeat Step 2 and Step 3 for subsequent fulfillment records in the license specification—loop based on the number of 
fulfillment records returned using flxActCommonLicSpcGetNumProdEntries.


flxActCommonLicSpcGetProd
Get the fulfillment record at the specified index for the specified product from the license specification.


Syntax
FlxProdLicSpc flxActCommonLicSpcGetProd(


FlxActActLicSpc licSpc,


const char *productId,


uint32_t index);


Parameters


The flxActCommonLicSpcGetProd function uses the following parameters:


Return Values


If successful, the fulfillment record is returned in a product license specification object. If not successful, NULL is returned.


Discussion


This function is used in conjunction with flxActCommonLicSpcGetNumProducts. For a full description, see 
flxActCommonLicSpcGetNumProdEntries.


Table 8-70 • flxActCommonLicSpcGetProd Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


productId A product ID that identifies the product for which the fulfillment record is required.


index The position of the desired fulfillment record, where index is in the range 0 through count-1, 
with 0 being the first object for productId. Use flxActCommonLicSpcGetNumProdEntries to 
determine count.
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flxActCommonLicSpcPopulateAllFromServerTS
Retrieves all fulfillment records (trusted, non-trusted, expired, non-expired) from server-side trusted storage into a license 
specification structure.


Note • The use of this function is limited to the retrieval of fulfillment information in server-side trusted-storage only; it cannot 
be used to retrieve fulfillment information stored in the client trusted storage.


Syntax
FlxActBool flxActCommonLicSpcPopulateAllFromServerTS(


FlxActLicSpc licSpc, 


const char *pszEntitlementID,


const char *pszProductID,


const char *pszServer);


Parameters


The flxActCommonLicSpcPopulateAllFromServerTS function uses the following parameters:


Table 8-71 • flxActCommonLicSpcPopulateAllFromServerTS Parameters


Parameter Description


licSpc The license specification object that is created using flxActCommonLicSpcCreate.


pszEntitlementID The pointer variable storing the value of provided entitlement ID.


• If this parameter is specified, only fulfillment records belonging to the specified 
entitlement ID in server-side trusted storage are retrieved into the license specification 
structure.


• If this parameter is NULL or an empty string, all fulfillment records from server-trusted 
storage are retrieved into license specification structure.


• If parameters are specified for both the entitlement ID and product ID, fulfillment 
records that match both filters are retrieved into the license specification structure.


pszProductID The pointer variable storing the value of provided product ID.


• If this parameter is specified, only fulfillment records belonging to the specified product 
ID in server-side trusted storage are retrieved into the license specification structure.


• If this parameter is NULL or an empty string, all fulfillment records from server-side 
trusted storage are retrieved into license specification structure.


• If parameters are specified for both the entitlement ID and product ID, fulfillment 
records that match both filters are retrieved into the license specification structure.
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Return Values


The following values are returned by flxActCommonLicSpcPopulateAllFromServerTS:


Discussion


flxActCommonLicSpcCreate must be called before this function to create a license specification. See 
flxActCommonLicSpcCreate for information about this process. (flxActCommonLicSpcPopulateAllFromServerTS can 
use a handle created in either FLX_ACT_APP or FLX_ACT_SVR mode.)


This function can be used in conjunction with these other APIs to retrieve additional information about fulfillments in 
server-side trusted storage:


• flxActCommonGetFRCountFromServerTS


• flxActCommonProdLicSpcPopulateFRFromServerTS


Important • The remote license server whose trusted storage you want to read must be running.


pszServer A pointer to the variable storing the address of the license server from which the counts are 
retrieved.


The following formats can be used for this parameter:


• port@host


• @host


Table 8-72 • flxActCommonLicSpcPopulateAllFromServerTS Parameters Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to determine the specific error. Possible 
errors include:


• LM_TS_BADPARAM—One or more of the parameters passed in are invalid.


• LM_TS_CANTMALLOC—Insufficient memory has caused an error.


• LM_TS_INVALID_REQUEST_TYPE—The activation server does not support this request 
type. (This error normally occurs if the request is corrupt.)


• LM_TS_SERVERQUERY_GEN_REQ—The request to query remote server-side trusted storage 
cannot be generated.


• LM_TS_UNKNOWN_RESP—The response is corrupt.


• LM_TS_SERVERQUERY_RESPONSE_FAILED—The response to query remote server-side 
trusted storage cannot be processed.


Table 8-71 • flxActCommonLicSpcPopulateAllFromServerTS Parameters


Parameter Description
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Extracted Fulfillment Information


When this API is used, the following fields in the product license specification are populated:


• EntitlementId


• ProductId 


• ActServerChainGet


• Expiry 


• FulfillmentType


• CONCURRENT, CONCURRENT_OD, ACTIVATABLE, ACTIVATABLE_OD, HYBRID, HYBRID_OD,  and REPAIR total counts


The count information retrieved with this API reflects the total count for the given count type. To obtain the actual 
available counts (as well as additional fulfillment-record information, such as FEATURE lines), use the 
flxActCommonProdLicSpcPopulateFRFromServerTS API.


Performance


The frequent use of this API can cause client connections to experience timeouts due to the license server’s being busy in 
processing this request. Therefore, use this API sparingly. The API response time mainly depends on the total number of 
fulfillment records for the specified entitlement ID and productID in the server-side trusted storage.


As a best practice, do the following:


• Always use the filter conditions entitlementID or productID or both to obtain the desired fulfillment records.


• Use the flxActCommonLicSpcPopulateFromServerTS API instead of this API 
(flxActCommonLicSpcPopulateAllFromServerTS) for the retrieval of trusted fulfillment records.


flxActCommonLicSpcPopulateAllFromTS
Loads all fulfillment records; expired and non-expired; valid and not valid, from trusted storage into the specified license 
specification.


Syntax
FlxActBool flxActCommonLicSpcPopulateAllFromTS(FlxActLicSpc licSpc);


Parameters


The flxActCommonLicSpcPopulateAllFromTS function uses the following parameters:


Table 8-73 • flxActCommonLicSpcPopulateAllFromTS Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.
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Return Values


The following values are returned by flxActCommonLicSpcPopulateAllFromTS:


Discussion


Before calling this function a license specification must be created using flxActCommonLicSpcCreate. The parameters used 
in this process define from which trusted storage the fulfillment records are read.


This function loads fulfillment records from trusted storage into the license specification supplied.


flxActCommonLicSpcPopulateFromServerTS
Retrieves valid fulfillment records (expired and non-expired) from remote server-side trusted storage into a license 
specification structure. (A fulfillment record is valid if its trust flags are set as trusted.)


Note • The use of this function is limited to the retrieval of fulfillment information in server-side trusted-storage only; it cannot 
be used to retrieve fulfillment information stored in the client trusted storage.


Syntax
FlxActBool flxActCommonLicSpcPopulateFromServerTS (


FlxActLicSpc licSpc, 


const char *pszEntitlementID,


const char *pszProductID,


const char *pszServer);


Parameters


The flxActCommonLicSpcPopulateFromServerTS function uses the following parameters:


Table 8-74 • flxActCommonLicSpcPopulateAllFromTS Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-75 • flxActCommonLicSpcPopulateFromServerTS Parameters


Parameter Description


licSpc The license specification object that is created using flxActCommonLicSpcCreate.
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Return Values


The following values are returned by flxActCommonLicSpcPopulateFromServerTS:


pszEntitlementID The pointer variable storing the value of provided entitlement ID.


• If this parameter is specified, only fulfillment records belonging to the specified 
entitlement ID in server-side trusted storage are retrieved into the license specification 
structure.


• If this parameter is NULL or an empty string, all fulfillment records from server-trusted 
storage are retrieved into license specification structure.


• If parameters are specified for both the entitlement ID and product ID, fulfillment 
records that match both filters are retrieved into the license specification structure.


pszProductID The pointer variable storing the value of provided product ID.


• If this parameter is specified, only fulfillment records belonging to the specified product 
ID in server-side trusted storage are retrieved into the license specification structure.


• If this parameter is NULL or an empty string, all fulfillment records from server-side 
trusted storage are retrieved into license specification structure.


• If parameters are specified for both the entitlement ID and product ID, fulfillment 
records that match both filters are retrieved into the license specification structure.


pszServer A pointer to the variable storing the address of the license server from which the counts are 
retrieved.


The following formats can be used for this parameter:


• port@host


• @host


Table 8-76 • flxActCommonLicSpcPopulateFromServerTS Parameters Return Values


Return Value Description


FLX_ACT_TRUE Success


Table 8-75 • flxActCommonLicSpcPopulateFromServerTS Parameters


Parameter Description
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Discussion


flxActCommonLicSpcPopulateFromServerTS loads valid fulfillment records from server-side trusted storage into the 
license specification supplied. A fulfillment record is valid if all its trust flags are set as trusted. For details of the trust flags, 
see flxActCommonProdLicSpcTrustFlagsGet.


flxActCommonLicSpcCreate must be called before this function to create a license specification. See 
flxActCommonLicSpcCreate for information about this process. (flxActCommonPopulateAllFromServerTS can use a 
handle created in either FLX_ACT_APP or FLX_ACT_SVR mode.)


This function can be used in conjunction with these other APIs to retrieve additional information about fulfillments in 
server-side trusted storage:


• flxActCommonGetFRCountFromServerTS


• flxActCommonProdLicSpcPopulateFRFromServerTS


Important • The remote license server whose trusted storage you want to read must be running.


Extracted Fulfillment Information


When this API is used, the following fields in the product license specification are populated:


• EntitlementId


• ProductId 


• ActServerChainGet


• Expiry 


• FulfillmentType


• CONCURRENT, CONCURRENT_OD, ACTIVATABLE, ACTIVATABLE_OD, HYBRID, HYBRID_OD,  and REPAIR total counts


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to determine the specific error. Possible 
errors include:


• LM_TS_BADPARAM—One or more of the parameters passed in are invalid.


• LM_TS_CANTMALLOC—Insufficient memory has caused an error.


• LM_TS_INVALID_REQUEST_TYPE—The activation server does not support this request 
type. (This error normally occurs if the request is corrupt.)


• LM_TS_SERVERQUERY_GEN_REQ—The request to query remote server-side trusted storage 
cannot be generated.


• LM_TS_UNKNOWN_RESP—The response is corrupt.


• LM_TS_SERVERQUERY_RESPONSE_FAILED—The response to query remote server-side 
trusted storage cannot be processed.


Table 8-76 • flxActCommonLicSpcPopulateFromServerTS Parameters Return Values


Return Value Description
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The count information retrieved with this API reflects the total count for the given count type. To obtain the actual 
available counts (as well as additional fulfillment-record information, such as FEATURE lines), use the 
flxActCommonProdLicSpcPopulateFRFromServerTS API.


Performance


The frequent use of this API can cause client connections to experience timeouts due to the license server’s being busy in 
processing this request. Therefore, use this API sparingly. The API response time mainly depends on the total number of 
fulfillment records for the specified entitlement ID and productID in the server-side trusted storage.


As a best practice, do the following:


• Always use the filter conditions entitlementID or productID or both to obtain the desired fulfillment records.


• Use this API (flxActCommonLicSpcPopulateFromServerTS) instead of the 
flxActCommonLicSpcPopulateAllFromServerTS API for the retrieval of trusted fulfillment records.


flxActCommonLicSpcPopulateFromTS
Loads valid fulfillment records from trusted storage into the license specification.


Syntax
FlxActBool flxActCommonLicSpcPopulateFromTS(FlxActLicSpc licSpc);


Parameters


The flxActCommonLicSpcPopulateFromTS function uses the following parameters:


Return Values


The following values are returned by flxActCommonLicSpcPopulateFromTS:


Discussion


Before calling this function a license specification must be created using flxActCommonLicSpcCreate. See 
flxActCommonLicSpcCreate for information about this process. The parameters used in this process define from which 
trusted storage the fulfillment records are read.


Table 8-77 • flxActCommonLicSpcPopulateFromTS Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


Table 8-78 • flxActCommonLicSpcPopulateFromTS Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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This function loads valid fulfillment records from trusted storage into the license specification supplied. A fulfillment 
record is valid if all its trust flags are set as trusted. For details of the trust flags see 
flxActCommonProdLicSpcTrustFlagsGet.


flxActCommonLicSpcProductDelete
Deletes the specified fulfillment record from trusted storage.


Syntax
FlxActBool flxActCommonLicSpcProductDelete(


FlxActLicSpc licSpc,


FlxActProdLicSpc product);


Parameters


The flxActCommonLicSpcProductDelete function uses the following parameters:


Return Values


The following values are returned by flxActCommonLicSpcProductDelete:


Discussion


This function deletes a fulfillment record from trusted storage. Before calling this function:


• Create a license specification object with flxActCommonLicSpcCreate.


• Write fulfillment records to the license specification using flxActCommonLicSpcPopulateFromTS or 
flxActCommonLicSpcPopulateAllFromTS.


• Use the appropriate flxActCommon functions to access the fulfillment records in the license specification and 
determine the one for deletion:


Table 8-79 • flxActCommonLicSpcProductDelete Parameters


Parameter Description


licSpc A license specification created with flxActCommonLicSpcCreate that contains fulfillment 
records written from trusted storage by calling flxActCommonLicSpcPopulateFromTS or 
flxActCommonLicSpcPopulateAllFromTS.


product The fulfillment record to be deleted from trusted storage.


Table 8-80 • flxActCommonLicSpcProductDelete Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• flxActCommonLicSpcGetNumberProducts and flxActCommonLicSpcGet


• flxActCommonLicSpcGetNumProdEntries and flxActCommonLicSpcGetProd


This function deletes the specified fulfillment record from trusted storage. You can continue to iterate through the 
fulfillment records in the license specification and delete other fulfillment records as required. To refresh your copy of the 
fulfillment records in trusted storage, call flxActCommonLicSpcPopulateFromTS or 
flxActCommonLicSpcPopulateAllFromTS. Any fulfillment records you have deleted from trusted storage will no longer be 
included in the license specification object.


It is recommended that this function is only used to delete fulfillment records from client mode trusted storage. If 
fulfillment records are deleted from a license server, it will leave any fulfillment records supplied from the deleted record 
orphaned. These orphaned records cannot be either returned or repaired.


For outline instructions for deleting a fulfillment record from trusted storage, see the Programming Reference for Trusted 
Storage–Based Licensing. For example code that uses this function, see sHandleDelete in the example application 
activation utility, appActUtil.c.


flxActCommonProdLicSpcActServerChainGet
Get details of the route by which the fulfillment record in the supplied product license specification was served.


Syntax
const char *flxActCommonProdLicSpcActServerChainGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcActServerChainGet function uses the following parameters:


Return Values


The chain of servers through which this fulfillment record was supplied or NULL if not set.


This is given in the form of a list of the names of the servers through which this fulfillment record has been supplied. The 
last server through which it passed is first in the list. Each entry is separated by a vertical bar, |, so an example server chain 
is:


adam|nexus|london


Discussion


Before calling this routine access the fulfillment record. Possible methods of accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


Table 8-81 • flxActCommonProdLicSpcActServerChainGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.
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• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


flxActCommonProdLicSpcCountGet
Get the value of the specified count from the fulfillment record in the supplied product license specification. 


Syntax
uint32_t flxActCommonProdLicSpcCountGet(


FlxActProdLicSpc prodSpc,


FlxActCountType countType);


Parameters


The flxActCommonProdLicSpcCountGet function uses the following parameters:


Return Values


The value of the count in the fulfillment record.


Discussion


Before calling this routine access the fulfillment record that contains the count that is required. Possible methods of 
accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


Table 8-82 • flxActCommonProdLicSpcCountGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.


countType The type of count required. For more information about these license types, see the 
Programming Reference for Trusted Storage–Based Licensing. The following values 
(FlxActCountType) can be used for this parameter:


• CONCURRENT—Concurrent licenses in the fulfillment record


• CONCURRENT_OD—Concurrent overdraft licenses in the fulfillment record


• ACTIVATABLE—Activatable licenses in the fulfillment record


• ACTIVATABLE_OD—Activatable overdraft licenses in the fulfillment record


• HYBRID—Hybrid licenses in the fulfillment record


• HYBRID_OD—Hybrid overdraft licenses in the fulfillment record


• REPAIR—The number of times this fulfillment record can be repaired
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The following counts are used for license groups: CONCURRENT, CONCURRENT_OD, ACTIVATABLE, ACTIVATABLE_OD, HYBRID, and 
HYBRID_OD. In these cases, this function returns the current number of licenses of the specified type in the fulfillment 
record. These counts are only effective for fulfillment records on a license server.


The REPAIRS count is only used for fulfillment records on a license server. It defines the number of times that this fulfillment 
record can be repaired.


See Also
Information about how license groups are used in the Programming Reference for Trusted Storage–Based Licensing


flxActCommonProdLicSpcDedSpcGet
Get the deduction record at the specified index from the product license specification.


Syntax
FlxActDedSpc flxActCommonProdLicSpcDedSpcGet(


FlxActProdLicSpc prodSpc,


uint32_t index);


Parameters


The flxActCommonProdLicSpcDedSpcGet function uses the following parameters:


Return Values


If successful, the deduction record is returned. If not successful, NULL is returned.


Discussion


This function is used in conjunction with flxActCommonProdLicSpcNumberDedSpcGet.


flxActCommonProdLicSpcEntitlementIdGet
Get the entitlement ID from the fulfillment record in the supplied product license specification.


Table 8-83 • flxActCommonProdLicSpcDedSpcGet Parameters


Parameter Description


prodSpc A product license specification that contains the fulfillment record for which the deduction 
record is required.


index The position of the desired deduction record where index is in the range 0–count-1, with 0 
being the first deduction record. Use flxActCommonProdLicSpcNumberDedSpcGet to 
determine count.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 241







Chapter 8 Activation API
Common Library Functions

Syntax
const char *flxActCommonProdLicSpcEntitlementIdGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcEntitlementIdGet function uses the following parameters:


Return Values


The entitlement ID from the fulfillment record or NULL if not set.


Discussion


Before calling this routine access the fulfillment record that contains the entitlement ID that is required. Possible methods 
of accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the entitlement ID in the fulfillment record.


flxActCommonProdLicSpcExpDateGet
Get the expiration date from the fulfillment record in the supplied product license specification. 


Syntax
const char *flxActCommonProdLicSpcExpDateGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcExpDateGet function uses the following parameters:


Return Values


The expiration date from the fulfillment record or NULL if not set. The format is dd-mmm-yyyy.


Table 8-84 • flxActCommonProdLicSpcEntitlementIdGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.


Table 8-85 • flxActCommonProdLicSpcExpDateGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.
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Discussion


Before calling this routine access the fulfillment record that contains the expiration date that is required. Possible methods 
of accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the expiration date in the fulfillment record.


flxActCommonProdLicSpcFeatureLineGet
Get the feature definition lines from the fulfillment record in the supplied product license specification.


Syntax
const char *flxActCommonProdLicSpcFeatureLineGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcFeatureLineGet function uses the following parameters:


Return Values


The feature definition lines from the fulfillment record, or NULL if not set.


Discussion


Before calling this routine access the fulfillment record that contains the feature definition lines that are required. Possible 
methods of accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the feature definition lines in the fulfillment record.


flxActCommonProdLicSpcFulfillmentIdGet
Get the fulfillment ID from the fulfillment record in the supplied product license specification. 


Table 8-86 • flxActCommonProdLicSpcFeatureLineGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.
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Syntax
const char *flxActCommonProdLicSpcFulfillmentIdGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcFulfillmentIdGet function uses the following parameters:


Return Values


The fulfillment ID from the fulfillment record or NULL if not set.


Discussion


Before calling this routine access the fulfillment record that contains the fulfillment ID that is required. Possible methods of 
accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the fulfillment ID of the supplied fulfillment record.


flxActCommonProdLicSpcFulfillmentTypeGet
Get the fulfillment type from the fulfillment record in the supplied product license specification.


Syntax
FlxFulfillmentType flxActCommonProdLicSpcFulfillmentTypeGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcFulfillmentTypeGet function uses the following parameters:


Return Values


The type of “transaction” used to place this fulfillment record in trusted storage. For details of valid values, see 
flxFulfillmentType.


Table 8-87 • flxActCommonProdLicSpcFulfillmentIdGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.


Table 8-88 • flxActCommonProdLicSpcFulfillmentTypeGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.

244 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Common Library Functions

Discussion


Before calling this routine access the fulfillment record. Possible methods of accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the fulfillment type from the supplied fulfillment record. The fulfillment type is included in the 
fulfillment record in one of the following ways:


• Added to the fulfillment record when an ASR is created by asrgen. This value may be subsequently edited before the 
ASR is used.


• Added to the fulfillment record when an activation response is supplied (served) by a license server.


• Added to the fulfillment record when an activation response is supplied (served) by FlexNet Operations.


• Added to the fulfillment record when an activation response is supplied (served) by a License Generator.


• Included in a fulfillment record within an activation response file used by the Manual Response Generator during a 
test transaction.


For information on the structure of fulfillment records, see the Programming Reference for Trusted Storage–Based 
Licensing.


The fulfillment type records details of the transaction that will be, or was, used to add the fulfillment record to trusted 
storage. As can be seen, this information is added to the fulfillment record in various ways. You should be aware that a 
consistent meaning can only be ensured if the ‘correct’ fulfillment type is added to all manually edited fulfillment records. 
Also, when an ASR is used for local activation, that the fulfillment types are used correctly and consistently. For details 
about fulfillment types, see the following section, flxFulfillmentType.


flxFulfillmentType
This enumerated type provides a mapping from the fulfillmentType key-value pair in a fulfillment record. The numeric 
values in the key-value pair are mapped as followed:


Table 8-89 • flxFulfillmentType


Value Type Description


0 FULFILLMENT_TYPE_UNKNOWN The type of transaction that added this fulfillment record to 
trusted storage has not been recorded.


1 FULFILLMENT_TYPE_TRIAL This fulfillment record was added to trusted storage as a result of a 
local activation that was used to install a ‘trial’ license. See Note in 
this section.


2 FULFILLMENT_TYPE_SHORTCODE This fulfillment record was added to trusted storage as a result of a 
short code transaction.
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Note • An ASR used for local activation can be used to implement various licensing models. The two main ones are trial and 
emergency: 


• Trial is a limited duration license that allows a user to trial a product. To continue using the product when this license 
expires, the user must initiate a licensing transaction with an activation server. 


• Emergency is a limited duration license that allows a user to use a product when a license is not available from an 
activation server (for example, when the activation server is down).


These are identified as separate fulfillment types. You must ensure that these fulfillment types are used consistently: the 
Activation API does not enforce consistent usage of these fulfillment types.


flxActCommonProdLicSpcIsDisabled
Returns the status of the specified fulfillment record.


3 FULFILLMENT_TYPE_EMERGENCY This fulfillment record was added to trusted storage as a result of a 
local activation that was used to install an ‘emergency’ license. 
See Note in this section.


4 FULFILLMENT_TYPE_SERVED_  


ACTIVATION


This fulfillment record was added to trusted storage as a result of 
an activation transaction with a license server. The license was 
served from the normal pool of licenses.


5 FULFILLMENT_TYPE_SERVED_ 


OVERDRAFT_ACTIVATION


This fulfillment record was added to trusted storage as a result of 
an activation transaction with a license server. The license was 
served from the overdraft pool of licenses.


6 FULFILLMENT_TYPE_PUBLISHER_ 


ACTIVATION


This fulfillment record was added to trusted storage as a result of 
an activation transaction with a publisher’s activation server.


7 FULFILLMENT_TYPE_PUBLISHER_ 


OVERDRAFT_ACTIVATION


This fulfillment type is not currently used.


Table 8-89 • flxFulfillmentType


Value Type Description
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Syntax
FlxActBool flxActCommonProdLicSpcIsDisabled(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcIsDisabled function uses the following parameters:


Return Values


The status of the fulfillment record:


• TRUE = disabled


• FALSE = not disabled


Discussion


Before calling this routine access the fulfillment record by reading fulfillment records from trusted storage and selecting 
the fulfillment record to be read. (For example, flxActCommonLicSpcPopulateFromTS, 
flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.)


This function returns the status of the specified fulfillment record. Fulfillment records can be disabled during a return 
transaction. When the return request is sent, the fulfillment record that is being returned is disabled. If the return response 
is success, then the fulfillment record is deleted from trusted storage. If the return response is non-success, then the 
disablement of the fulfillment record is removed.


The license rights contained in a disabled fulfillment record cannot be used.


flxActCommonProdLicSpcNumberDedSpcGet
Returns the number of deduction records in trusted storage for the fulfillment record in the supplied product license 
specification.


Table 8-90 • flxActCommonProdLicSpcIsDisabled Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.
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Syntax
uint32_t flxActCommonProdLicSpcNumberDedSpcGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcNumberDedSpcGet function uses the following parameters:


Return Values


The number of deduction records in this product license specification.


Discussion


This function is used together with flxActCommonProdLicSpcDedSpcGet to access the deduction records for the specified 
fulfillment record. Then the flxActCommonDedSpc* functions are used to read the deduction records. The basic 
procedure is:


1. Identify the fulfillment record—use flxActCommonLicSpcGetNumberProducts or 
flxActCommonLicSpcGetNumProdEntries to determine the number of fulfillment records to be searched and then 
examine each fulfillment record in turn (using flxActCommonLicSpcGet or flxActCommonLicSpcGetProd.


2. Obtain the number of deduction records for the selected fulfillment record—
flxActCommonProdLicSpcNumberDedSpcGet.


3. Examine a deduction record in the product license specification—use flxActCommonProdLicSpcNumberDedSpcGet to 
load a deduction record from the product license specification.


4. Use flxActCommonDedSpc*Get to obtain the value of a parameter in the deduction record.


5. Repeat Step 3 and Step 4 for subsequent deduction records in the product license specification—loop based on the 
number of deduction records returned using flxActCommonProdLicSpcNumberDedSpcGet.


For information about the format and use of deduction records, see the Programming Reference for Trusted Storage–Based 
Licensing.


flxActCommonProdLicSpcNumberValidDedSpcGet
Returns the number of valid activation and transfer deduction records in trusted storage for the fulfillment record in the 
supplied product license specification.


Table 8-91 • flxActCommonProdLicSpcNumberDedSpcGet Parameters


Parameter Description


prodSpc A product license specification that contains the fulfillment record for which the deduction 
records are required.
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Syntax
uint32_t flxActCommonProdLicSpcNumberValidDedSpcGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcDedSpcGet function uses the following parameters:


Return Values


The number of valid activation and transfer deduction records in this product license specification.


Discussion


This function is used to determine the number of valid activation and transfer deduction records in trusted storage 
associated with the fulfillment record in the supplied product license specification. Deduction records are valid if they 
reference fulfillment records on remote machines that contain unexpired license rights. An activation deduction record is 
created when an activation request is received from an end-user machine and license rights are supplied by the license 
server. A transfer deduction record is created when an activation request is received from a license server and license rights 
are supplied by this license server. For a full list of types of deduction records, see FlxActDeductionType.


For information about the format and use of deduction records, see the Programming Reference for Trusted Storage–Based 
Licensing.


flxActCommonProdLicSpcPopulateFRFromServerTS
Retrieves all information for a specific fulfillment record stored in remote server-side trusted storage. The information 
includes deduction records, in addition to fulfillment record details.


The product license specification for the specific fulfillment is obtained from the license specification container generated 
from a call to flxActCommonLicSpcPopulateFromServerTS or flxActCommonLicSpcPopulateAllFromServerTS. 


Note • The use of this function is limited to the retrieval of fulfillment information in server-side trusted-storage only; it cannot 
be used to retrieve fulfillment information stored in the client trusted storage.


Syntax
FlxActBool flxActCommonProdLicSpcPopulateFRFromServerTS(


FlxActProdLicSpc prodLicSpc,


const char *pszServer);


Table 8-92 • flxActCommonProdLicSpcDedSpcGet Parameters


Parameter Description


prodSpc A product license specification that contains the fulfillment record for which the valid 
activation and transfer deduction records are required.
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Parameters


The flxActCommonProdLicSpcPopulateFRFromServerTS function uses the following parameters:


Return Values


The following values are returned by flxActCommonProdLicSpcPopulateFRFromServerTS:


Table 8-93 • flxActCommonProdLicSpcPopulateFRFromServerTS Parameters


Parameter Description


prodLicSpc The product license specification used as input and output for this function:


• Input—The product license specification object initially populated by a call to 
flxActCommonLicSpcPopulateFromServerTS or 
flxActCommonLicSpcPopulateAllFromServerTS supplies the fulfillmentID. 


• Output—The product license specification is populated with the requested fulfillment 
record and its associated deduction records.


pszServer A pointer to the variable storing the address of the license server from which the counts are 
retrieved.


The following formats can be used for this parameter:


• port@host


• @host


Table 8-94 • flxActCommonProdLicSpcPopulateFRFromServerTS Parameters Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to determine the specific error. Possible 
errors include:


• LM_TS_BADPARAM—One or more of the parameters passed in are invalid.


• LM_TS_CANTMALLOC—Insufficient memory has caused an error.


• LM_TS_INVALID_REQUEST_TYPE—The activation server does not support this request 
type. (This error normally occurs if the request is corrupt.)


• LM_TS_SERVERQUERY_GEN_REQ—The request to query remote server-side trusted storage 
cannot be generated.


• LM_TS_UNKNOWN_RESP—The response is corrupt.


• LM_TS_SERVERQUERY_RESPONSE_FAILED—The response to query remote server-side 
trusted storage cannot be processed.


• LM_TS_SERVERQUERY_FR_NOT_FOUND—The fulfillment record in remote server-side 
trusted storage does not exist.
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Discussion


Either flxActCommonLicSpcPopulateFromServerTS or flxActCommonLicSpcPopulateAllFromServerTS must be called 
before this function to populate a license specification container with product license specification objects. Use the 
existing product license specification APIs to retrieve the fulfillment information from product license specification object.


Important • The remote license server whose trusted storage you want to read must be running.


Performance


The frequent use of this API can cause activation-client connections to experience timeouts due to the license server’s 
being busy in processing this request. Therefore, use this API sparingly. In addition to network factors, the API response 
time depends on factors such as the number of feature lines in a fulfillment record, the length of each feature line, the 
number of deduction records for the fulfillment record, and the number of clients making simultaneous requests to the 
license server.


flxActCommonProdLicSpcProductIdGet
Get the product ID from the fulfillment record in the supplied product license specification. 


Syntax
const char *flxActCommonProdLicSpcProductIdGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcProductIdGet function uses the following parameters:


Return Values


The product ID from the fulfillment record or NULL if not set.


Discussion


Before calling this routine, access the fulfillment record that contains the product ID that is required. 


Possible methods of accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the product ID in the fulfillment record.


Table 8-95 • flxActCommonProdLicSpcProductIdGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.
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flxActCommonProdLicSpcSuiteIdGet
Get the suite ID from the fulfillment record in the supplied product license specification.


Syntax
const char *flxActCommonProdLicSpcSuiteIdGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcSuiteIdGet function uses the following parameters:


Return Values


The suite ID from the fulfillment record or NULL if not set.


Discussion


Before calling this routine access the fulfillment record that contains the suite ID that is required. Possible methods of 
accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the suite ID in the fulfillment record.


flxActCommonProdLicSpcTrustFlagsGet
Get the trust status of the fulfillment record in the supplied product license specification.


Syntax
uint32_t flxActCommonProdLicSpcTrustFlagsGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcTrustFlagsGet function uses the following parameters:


Table 8-96 • flxActCommonProdLicSpcSuiteIdGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.


Table 8-97 • flxActCommonProdLicSpcTrustFlagsGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.

252 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Common Library Functions

Return Values


The trust status from the fulfillment record or NULL if not set. See Discussion for an explanation of this value.


Discussion


Before calling this routine access the fulfillment record whose trust status is required. Possible methods of accessing 
fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


The security of fulfillment records within trusted storage is ensured in three ways:


• Anchor(s)—record the deletion and restoration of a publisher trusted storage file.


• Binding—locks a trusted storage segment to the machine on which it is located.


• Time stamp—records when the fulfillment record was last accessed.


Fulfillment records can be trusted or untrusted based on whether the security is intact. This is reported by trusted storage 
as three trust flags, which can be set either to trusted or untrusted:


• Restore trust flag—reports the state of anchors required for the fulfillment record


• Host trust flag—reports the binding state for the fulfillment record


• Time trust flag—reports whether the last time the fulfillment record was accessed was earlier than the current time 
(trusted) or the last time the fulfillment record was accessed was later than the current time (untrusted).


This function returns the trust flags as an integer where the flags are represented by bits as follows:


• Restore trust flag—bit 0


• Host trust flag—bit 1


• Time trust flag—bit 2


where trusted = 1 (bit set) and untrusted = 0 (bit not set). 


The following values are defined for trust flags:


• FLAGS_FULLY_TRUSTED = all the trust flags are set to trusted.


• FLAGS_TRUST_RESTORE = restore flag set to trusted


• FLAGS_TRUST_HOST = host flag set to trusted


• FLAGS_TRUST_TIME = time trust flag set to trusted


flxActCommonProdLicSpcUniqueIdGet
Gets the unique ID from the fulfillment record in the supplied product license specification.
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Syntax
const char *flxActCommonProdLicSpcUniqueIdGet(FlxActProdLicSpc prodSpc);


Parameters


The flxActCommonProdLicSpcUniqueIdGet function uses the following parameters:


Return Values


The unique ID from the fulfillment record or NULL if not set.


Discussion


Before calling this routine access, the fulfillment record that contains the unique ID that is required. Possible methods of 
accessing fulfillment records are:


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


This function returns the unique ID in the fulfillment record.


flxActCommonProdLicSpcVendorDataGetByIndex
Gets the unique ID from the fulfillment record in the supplied product license specification.


Syntax
FlxActBool flxActCommonProdLicSpcVendorDataGetByIndex(


FlxActProdLicSpc prodSpc,


uint32_t index,


const char **ppKey,


const char **ppValue);


Parameters


The flxActCommonProdLicSpcVendorDataGetByIndex function uses the following parameters:


Table 8-98 • flxActCommonProdLicSpcUniqueIdGet Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.


Table 8-99 • flxActCommonProdLicSpcVendorDataGetByIndex Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.
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Return Values


The following values are returned by flxActCommonProdLicSpcVendorDataGetByIndex:


Discussion


Before calling this routine access the fulfillment record that contains the vendor data dictionary that you require. Possible 
methods of accessing fulfillment records are:


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


This function gets the key-value pair from the vendor data dictionary at the specified index. See 
flxActCommonProdLicSpcVendorDataGetCount for a detailed description of how to use this function.


flxActCommonProdLicSpcVendorDataGetByKey
Get data value for the key specified from the vendor data dictionary in the fulfillment record.


Syntax
FlxActBool flxActCommonProdLicSpcVendorDataGetByKey(


FlxActProdLicSpc prodSpc,


const char *pKey,


const char **ppValue);


index Specifies the key-value entry required.


ppKey A pointer for the return of a pointer to the key for the specified index as held in the fulfillment 
record provided.


ppValue A pointer for the return of a pointer to the value for the specified index as held in the 
fulfillment record provided.


Table 8-100 • flxActCommonProdLicSpcVendorDataGetByIndex Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-99 • flxActCommonProdLicSpcVendorDataGetByIndex Parameters


Parameter Description

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 255







Chapter 8 Activation API
Common Library Functions

Parameters


The flxActCommonProdLicSpcVendorDataGetByKey function uses the following parameters:


Return Values


The following values are returned by flxActCommonProdLicSpcVendorDataGetByKey:


Discussion


Before calling this routine access the fulfillment record that contains the vendor data that you require. Possible methods of 
accessing fulfillment records are:


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


This function gets data from the vendor data dictionary that is part of the specified fulfillment record. For information 
about using the Vendor Dictionary (vendor data) for custom data, see the Programming Reference for Trusted Storage–
Based Licensing. 


The data value for the specified key is returned by this function.


flxActCommonProdLicSpcVendorDataGetCount
Returns the number of vendor data dictionary entries in the fulfillment record.


Syntax
FlxActBool flxActCommonProdLicSpcVendorDataGetCount(


FlxActProdLicSpc prodSpc,


Table 8-101 • flxActCommonProdLicSpcVendorDataGetByKey Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.


pKey The specified key for which the data value is required.


ppValue A pointer for the return of a pointer to the value for the specified vendor data key as held in 
the fulfillment record provided.


Table 8-102 • flxActCommonProdLicSpcVendorDataGetByKey Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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uint32_t *pCount);


Parameters


The flxActCommonProdLicSpcVendorDataGetCount function uses the following parameters:


Return Values


The following values are returned by flxActCommonProdLicSpcVendorDataGetCount:


Discussion


Before calling this routine access the fulfillment record that contains the vendor data dictionary that you require. Possible 
methods of accessing fulfillment records are:


• Reading the fulfillment record returned by the activation server in an activation transaction—
flxActAppActivationRespProdLicSpcGet.


• Reading fulfillment records from trusted storage and selecting the fulfillment record to be read—
flxActCommonLicSpcPopulateFromTS, flxActCommonLicSpcGetNumberProducts, and flxActCommonLicSpcGet.


This function is used together with flxActCommonProdLicSpcVendorDataGetByIndex to access the dictionary entries in 
the vendor dictionary. Use these two functions when you do not know the structure of the vendor dictionary. The basic 
procedure is as follows:


1. Obtain the number of dictionary entries—flxActCommonProdLicSpcVendorDataGetCount.


2. Use flxActCommonProdLicSpcVendorDataGetByIndex to get the first key-value pair from the data dictionary (first 
entry index=0).


3. Repeat Step 2—loop based on the number of data dictionary entries returned using 
flxActCommonProdLicSpcVendorDataGetCount (loop until pCount-1).


Table 8-103 • flxActCommonProdLicSpcVendorDataGetCount Parameters


Parameter Description


prodSpc A product license specification that contains a fulfillment record.


pCount A pointer for the return of the number of key-value pairs in the fulfillment record.


Table 8-104 • flxActCommonProdLicSpcVendorDataGetCount Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActCommonRepairLocalTrustedStorage
Partially, repairs broken segments of trusted storage so that new fulfillment records can be added. Existing fulfillment 
records in broken segments of trusted storage will remain untrusted until they are repaired using a repair transaction. This 
function may be used with any of local activation, server activation, and short code activation. 


Syntax
FlxActBool flxActCommonRepairLocalTrustedStorage(FlxActHandle handle);


Parameters


The flxActCommonRepairLocalTrustedStorage function uses the following parameters:


Return Values


The following values are returned by flxActCommonRepairLocalTrustedStorage:


Discussion


This function repairs broken segments of trusted storage to the point where new fulfillment records can be added. For a 
description of local activation, see the Programming Reference for Trusted Storage–Based Licensing.


Before calling this function create an activation handle using flxActCommonHandleOpen with mode set to FLX_ACT_APP. 
This function will fail if called after a call to flxActCommonLicSpcCreate.


This function does not repair broken fulfillment records. See the Programming Reference for Trusted Storage–Based 
Licensing for descriptions of the functions required to repair broken fulfillment records (for example, a repair from a license 
server). 


For an example of the use of this function, see sHandleLocalRepair in the example application activation utility, 
appActUtil.c. 


Note • As a best practice follow the points mentioned below:


Table 8-105 • flxActCommonRepairLocalTrustedStorage Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


Table 8-106 • flxActCommonRepairLocalTrustedStorage Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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1. This function must be called before performing a local activation (flxActCommonLicSpcAddASRs, 
flxActCommonResetTrialASRs, flxActCommonLicSpcAddASRFromBuffer, 
flxActCommonResetTrialASRFromBuffer)


2. The single action and shortcode request generation functions call this function internally so there is no need to call it 
before using them.


3. Composite transaction functions do not call it internally; the sample utility compTranUtil adopts the policy of only 
calling it on error FLX_ACT_TRAN_ERR_TS_LOAD and this is best practice (see sample file compTranUtil.c)


flxActCommonResetTrialASRFromBuffer
Uses the ASR in the buffer to reset the trial anchor and remove the Fulfillment Record from trusted storage.


Syntax
FlxActBool flxActCommonResetTrialASRFromBuffer(


FlxActLicSpc licSpc,


const char *pszBuffer);


Parameters


The flxActCommonResetTrialASRFromBuffer function uses the following parameters:


Return Values


The following values are returned by flxActCommonResetTrialASRFromBuffer:


Table 8-107 • flxActCommonResetTrialASRFromBuffer Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


pszBuffer A buffer that contains the ASR that specifies:


• the trial anchor to be reset


• the Fulfillment Record that is to be deleted from trusted storage


Table 8-108 • flxActCommonResetTrialASRFromBuffer Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Discussion


Before calling this function:


1. Open a client mode handle—flxActCommonHandleOpen


2. Repair trusted storage anchoring—flxActCommonRepairLocalTrustedStorage (required when trusted storage has 
been deleted)


3. Create a license specification—flxActCommonLicSpcCreate


4. Add the fulfillment records in trusted storage— flxActCommonLicSpcPopulateFromTS


This functions reads the ASRs in the buffer and the following steps are carried out:


1. The ASR signature is validated. 


2. The DataDictionary within the ASR is read. The following values must be present in the ASR for the trial anchor to be 
reset:


• PUBLISHER_DEFINED_CRITERION with value LOCAL_ONCE


• PUBLISHER_TRIAL_ID


• PUBLISHER_TRIAL_RESET with a numeric value that is not zero


For a description of an ASR, see the Programming Reference for Trusted Storage–Based Licensing.


3. The trial anchor specified in the ASR is reset so that it can be reused. 


4. The Fulfillment Record specified in the ASR is deleted from trusted storage.


For example code for this function, see sHandleTrialReset in the example activation-utility code files, appActUtil.c. and 
serverActUtil.c, included in the toolkit.


See Also
flxActCommonLicSpcAddASRs
flxActCommonLicSpcAddASRFromBuffer
Programming Reference for Trusted Storage–Based Licensing


flxActCommonResetTrialASRs
Resets the trial anchors and removes Fulfillment Records from trusted storage as specified in the ASRs.


Syntax
FlxActBool flxActCommonResetTrialASRs(


FlxActLicSpc licSpc,


const char *filePath);
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Parameters


The flxActCommonResetTrialASRs function uses the following parameters:


Return Values


The following values are returned by flxActCommonResetTrialASRs:


Discussion


Before calling this function:


1. Open a handle in the appropriate mode—flxActCom m onHandleOpen


2. Repair trusted storage anchoring—flxActCom m onRepairLocalTrustedStorage (required when trusted storage has 
been deleted)


3. Create a license specification—flxActCommonLicSpcCreate


4. Add the fulfillment records in trusted storage— flxActCommonLicSpcPopulateFromTS


This function reads each of the ASRs in the specified directory, or a single ASR file if a filename is included in filePath, and 
the following steps are carried out:


1. The ASR signature is validated. 


2. The DataDictionary within the ASR is read. The following values must be present in the ASR for the trial anchor to be 
reset:


• PUBLISHER_DEFINED_CRITERION with value LOCAL_ONCE


• PUBLISHER_TRIAL_ID


• PUBLISHER_TRIAL_RESET with a numeric value that is not zero


For a description of an ASR, see the Programming Reference for Trusted Storage–Based Licensing.


Table 8-109 • flxActCommonResetTrialASRs Parameters


Parameter Description


licSpc A license specification creating using flxActCommonLicSpcCreate.


filePath The location of the ASRs that specify the trial anchors to be reset and the FRs to be deleted. 
This can be either of the following:


• The path to a directory that contains the ASRs 


• The path and file name of an ASR


Table 8-110 • flxActCommonResetTrialASRs Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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3. The trial anchor specified in the ASR is reset so that it can be reused. 


4. The Fulfillment Record specified in the ASR is deleted from trusted storage.


For example code for this function, see sHandleTrialReset in the example activation-utility code files, appActUtil.c. and 
serverActUtil.c, included in the toolkit.


See Also
flxActCommonLicSpcAddASRs
flxActCommonLicSpcAddASRFromBuffer
Programming Reference for Trusted Storage–Based Licensing


flxActCommonRespProdLicSpcGet
Obtains information about the fulfilment record affected by processing a v1 (single-action) transaction response.


For activations it is the fulfillment record created, for returns it is the fulfillment record deleted, and for repairs it is the 
fulfillment record repaired. The fulfillment record details are returned in a FlxActProdLicSpc object.


Note that for v2 (composite) transactions, the response details are obtained using the flxActTranResponseXXX functions.


Syntax
FlxActBool flxActCommonRespProdLicSpcGet(


FlxActHandle handle,


FlxActProdLicSpc *pProdSpc);


Parameters


The flxActCommonRespProdLicSpcGet function uses the following parameters:


Return Values


The following values are returned by flxActCommonRespProdLicSpcGet:


Table 8-111 • flxActCommonRespProdLicSpcGet Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen.


prodSpc A pointer to the FlxActProdLicSpc object to be populated with the details of the fulfillment 
record created, deleted or repaired.


Table 8-112 • flxActCommonRespProdLicSpcGet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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FlxActDeductionType
This enumerated type is used to identify the type of transaction that created a deduction record.


flxActDiagTrustedStorageHealthCheck
Performs a series of checks related to trusted-storage health and records the results as event log entries.


Syntax
FlxActBool flxActDiagTrustedStorageHealthCheck(


uint32_t *pResultArray,


uint32_t resultArrayLength);


Parameters


The flxActDiagTrustedStorageHealthCheck function uses the following parameters:


Table 8-113 • FlxActDeductionType


Value Type Description


0 DEDUCTION_TYPE_UNKNOWN The type of transaction that added this deduction record to 
trusted storage has not been recorded.


1 DEDUCTION_TYPE_ACTIVATION This deduction record was added to trusted storage as a result of 
an activation transaction requested by an end-user machine.


2 DEDUCTION_TYPE_TRANSFER This deduction record was added to trusted storage as a result of 
an activation transaction requested by a license server.


3 DEDUCTION_TYPE_REPAIR This deduction record was added to trusted storage as a result of 
a repair transaction.


Table 8-114 • flxActDiagTrustedStorageHealthCheck Parameters


Parameter Description


pResultArray For the return of the result of each check (see Table 8-116). For example, pResultArray[0] is 
the result of check number 0.


Returns LM_TSSE_NO_ERROR if the check passed. Otherwise, a system error code defined in 
FlxActSystemError.h is returned. For information on possible errors, see 
FlxActSystemError.


The length of the array should be set to flxTsHcCount, which is defined in 
FlxActDiagTypes.h. If it is less, the results of higher-numbered checks will not be returned.


If NULL is passed, no results are returned.


resultArrayLength If pResultArray is NULL then zero, otherwise the length of pResultArray (number of 
elements).
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Return Values


The following values are returned by flxActDiagTrustedStorageHealthCheck:


Discussion


The function flxActDiagTrustedStorageHealthCheck performs the following checks:


For an implementation example, see the function flxCtuDoCommandHealthCheck in the sample files compTranUtil.c 
and compTranUtilMisc.c (in folder <install_dir>/examples/activation/comptranutil).


Example


The toolkit contains the sample file comptranUtilMisc.c (in folder <install_dir>/examples/activation/comptranutil) 
which demonstrates the implementation of function flxActDiagTrustedStorageHealthCheck.


The health check can be demonstrated using the executables appcomptranutil and servercomptranutil. Use the 
following commands:


• For a client-side trusted-storage health check: appcomptranutil -healthCheck


• For a server-side trusted-storage health check: servercomptranutil -healthCheck


flxActCommonValidateDateString
Validates the supplied date string.


Table 8-115 • flxActDiagTrustedStorageHealthCheck Return Values


Return Value Description


FLX_ACT_TRUE All trusted-storage diagnostic checks passed, or checks are not implemented for this 
platform. See the event log for more information.


FLX_ACT_FALSE One or more trusted-storage diagnostic checks failed. See the event log for more 
information.


Table 8-116 • Health Checks


Number Name Check


0 flxTsHcEventLog Event log check


1 flxTsHcLicensingService FlexNet Licensing Service version and installation check.


2 flxTsHcAnchoring Anchor check


3 flxTsHcBinding Binding check


4 flxTsHcFile Trusted-storage file check


5 flxTsHcSection Trusted-storage section check
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Syntax
FlxActBool flxActCommonValidateDateString(


const char *pszDate,


FlxActBool *pbIsValid);


Parameters


The flxActCommonValidateDateString function uses the following parameters:


Return Values


The following values are returned by flxActCommonValidateDateString:


Discussion


Valid date strings are "d-mmm-yyyy", "dd-mmm-yyyy", and "permanent" (for example, "1-jan-2018", "09-dec-2019"). If the 
date is valid, FLX_ACT_TRUE is returned via pointer pbIsvalid, otherwise FLX_ACT_FALSE.


flxActCommonVirtualFamilyGet
Returns the current setting of the Virtual Machine Family attribute.


Syntax
FlxActBool flxActCommonVirtualFamilyGet(


FlxActHandle handle,


const char** pszFamily);


Table 8-117 • flxActCommonValidateDateString Parameters


Parameter Description


pszDate Pointer to a null terminated string containing the date.


pbIsValid Pointer for returning whether the date is valid.


Table 8-118 • flxActCommonValidateDateString Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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Parameters


The flxActCommonVirtualFamilyGet function uses the following parameters:


Return Values


The following values are returned by flxActCommonVirtualFamilyGet:


Discussion


If the Family attribute is not supported on the current platform, the function will return FLX_ACT_FALSE and set major error 
LM_TS_NOT_THIS_PLATFORM.


The caller is responsible for freeing the returned pointer. 


Virtualization is only supported for Windows and Linux platforms. flzActCommonVirtualFamilyGet will always return 
FLX_ACT_FALSE for other platforms.


flxActCommonVirtualGenidGet
Returns the current setting of the Virtual Machine Genid attribute.


Syntax
FlxActBool flxActCommonVirtualGenidGet(


FlxActHandle handle,


const char** pszGenid);


Table 8-119 • flxActCommonVirtualFamilyGet Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


pszFamily Pointer to a char* variable into which a pointer to the family string will be written.


Table 8-120 • flxActCommonVirtualFamilyGet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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Parameters


The flxActCommonVirtualGenidGet function uses the following parameters:


Return Values


The following values are returned by flxActCommonVirtualGenidGet:


Discussion


If the Genid attribute is not supported on the current platform, the function will return FLX_ACT_FALSE and set major error 
LM_TS_NOT_THIS_PLATFORM.


The caller is responsible for freeing the returned pointer.


Virtualization is only supported for Windows and Linux platforms. flxActCommonVirtualGenidGet will always return 
FLX_ACT_FALSE for other platforms.


flxActCommonVirtualNameGet
Returns the current setting of the Virtual Machine Name attribute.


Syntax
FlxActBool flxActCommonVirtualNameGet(


FlxActHandle handle,


const char** pszName);


Table 8-121 • flxActCommonVirtualGenidGet Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


pszGenid Pointer to a char* variable into which a pointer to the Genid string will be written.


Table 8-122 • flxActCommonVirtualGenidGet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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Parameters


The flxActCommonVirtualNameGet function uses the following parameters:


Return Values


The following values are returned by flxActCommonVirtualNameGet:


Discussion


If the Name attribute is not supported on the current platform, the function will return FLX_ACT_FALSE and set major error 
LM_TS_NOT_THIS_PLATFORM.


The caller is responsible for freeing the returned pointer.


Virtualization is only supported for Windows and Linux platforms. flxActCommonVirtualNameGet will always return 
FLX_ACT_FALSE for other platforms.


flxActCommonVirtualStatusGet
Gets the platform status of the requesting machine—virtual or physical.


Syntax
FlxActBool flxActCommonVirtualStatusGet(


FlxActHandle handle,


FlxActBool *pbIsVirtual);


Table 8-123 • flxActCommonVirtualNameGet Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


pszName Pointer to a char* variable into which a pointer to the name string will be written.


Table 8-124 • flxActCommonVirtualNameGet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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Parameters


The flxActCommonVirtualStatusGet function uses the following parameters:


Return Values


The following values are returned by flxActCommonVirtualStatusGet:


Discussion


This function detects whether a hypervisor is present in the requesting machine’s environment. If a hypervisor is present, 
the function returns the TRUE value to specify that the machine is running in a virtual environment. If the value is TRUE, you 
can expect that the subsequent composite request from the activation application will include a <Virtualization> 
section containing details of the virtual machine and the hypervisor.


The information returned by this function enables the activation application to make business decisions (for example, to 
inform the user that a different pricing model applies to virtual machines) before a request for a license is generated.


Virtualization is only supported for Windows and Linux platforms. flxActCommonVirtualStatusGet will always return 
FLX_ACT_FALSE and set major error LM_TS_NOT_THIS_PLATFORM for other platforms.


See Also
“Additional Composite Request Data Items for Virtual Environments” in the Programming Reference for Trusted Storage-
Based Licensing


flxActCommonVirtualUuidGet
Returns the current setting of the Virtual Machine UUID attribute.


Syntax
FlxActBool flxActCommonVirtualUuidGet(


FlxActHandle handle,


Table 8-125 • flxActCommonVirtualStatusGet Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


*pbIsVirtual Boolean output that indicates whether the machine initiating the request is virtual:


• TRUE = The machine runs on a virtual platform.


• FALSE = The machine runs on a physical platform.


Table 8-126 • flxActCommonVirtualStatusGet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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const char** pszUuid);


Parameters


The flxActCommonVirtualUuidGet function uses the following parameters:


Return Values


The following values are returned by flxActCommonVirtualUuidGet:


Discussion


If the Uuid attribute is not supported on the current platform, the function will return FLX_ACT_FALSE and set major error 
LM_TS_NOT_THIS_PLATFORM.


The caller is responsible for freeing the returned pointer.


Virtualization is only supported for Windows and Linux platforms. flxActCommonVirtualUuidGet will always return 
FLX_ACT_FALSE for other platforms.


Error and Warning Reporting
If a flxActCommonXXX function fails it returns FLX_ACT_FALSE and sets error information (defined in 
FlxActSystemError.h).


FlxActError
The structure of an Activation API error is as follows:


typedef struct(


uint32_t majorErrorNo;


uint32_t minorErrorNo;


uint32_t sysErrorNo;


) FlxActError;


Table 8-127 • flxActCommonVirtualUuidGet Parameters


Parameter Description


handle An activation handle opened with flxActCommonHandleOpen. 


pszUuid Pointer to a char* variable into which a pointer to the uuid string will be written.


Table 8-128 • flxActCommonVirtualUuidGet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success
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The minor and system error codes are for use by Flexera to diagnose faults. The major error codes returned by the 
Activation API are defined in FlxActError.h and detailed in the following table.


Table 8-129 • Activation API Error Codes


Number Define Explanation


50001 LM_TS_BADPARAM Error caused by an invalid parameter in the function.


Recovery: verify parameters


50002 LM_TS_CANTMALLOC Insufficient memory.


Recovery: none


50003 LM_TS_OPEN_ERROR This is an internal error. 


Recovery: none


50004 LM_TS_CLOSE_ERROR This is an internal error.


Recovery: none


50005 LM_TS_INIT Initialization of API failed.


Recovery: use flxActCommonLibraryInit. Note that this 
error is not set by flxActCommonLibraryInit.


50006 LM_TS_ACT_GEN_REQ Generate activation request failed.


Recovery: check parameters used for activation request


50007 LM_TS_RETURN_GEN_REQ Generate return request failed.


Recovery: check parameters used for return request


50008 LM_TS_REPAIR_GEN_REQ Generate repair request failed.


Recovery: check parameters used for repair request


50010 LM_TS_DELETE Error when deleting a fulfillment record.


Recovery: none


50011 LM_TS_CANT_FIND No matching fulfillment record.


Recovery: check fulfillment ID of fulfillment to be returned or 
repaired


50012 LM_TS_INTERNAL_ERROR Corrupt or incomplete trusted storage or ASR.


Recovery: none
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50014 LM_TS_INVALID_INDEX Invalid index parameter in API function that requires an 
index value.


Recovery: ensure index value is within the range returned by 
the relevant API function


50016 LM_TS_NO_ASR_FOUND Specified ASR not found.


Recovery: ensure specified ASR and or path exist


50017 LM_TS_UPDATING_TS Failed to add ASR to trusted storage.


Recovery: none


50018 LM_TS_SEND_RECEIVE Failure to send request or receive a response for an 
unspecified reason.


Recovery: check parameters used for the request


50019 LM_TS_PROCESS_RESP Failure to process response for an unspecified reason. This 
error may be returned when a valid failure response is 
received, for example when the activation server denies a 
request.


Recovery: check parameters used for the request


50020 LM_TS_UNKNOWN_RESP Response corrupted.


Recovery: none


50021 LM_TS_ASR_LOAD_ONCE This ASR has been activated. It can only be activated once so 
this request has been refused.


Recovery: none as this is the configured behavior


50023 LM_TS_SHORT_CODE_PENDING [Legacy] Cannot perform requested action because there is 
an outstanding short code transaction. Only one short code 
transaction for a given alias can be in progress at any one 
time.


Recovery: either wait for transaction to complete or use 
flxActApp*ShortCodeCancel to cancel existing transaction


50024 LM_TS_SHORT_CODE_ACT_CREATE [Legacy] Create a short code activation failure.


Recovery: check parameters used for short code activation 
request


50025 LM_TS_SHORT_CODE_REPAIR_CREATE [Legacy] Create a short code repair failure.


Recovery: check parameters used for short code repair 
request


Table 8-129 • Activation API Error Codes


Number Define Explanation
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50026 LM_TS_SHORT_CODE_RETURN_CREATE [Legacy] Create a short code return failure.


Recovery: check parameters used for short code return 
request


50027 LM_TS_SHORT_CODE_CANCEL [Legacy] Cancel a short code transaction failure.


Recovery: check parameters used for short code transaction 
cancel request


50028 LM_TS_SHORT_CODE_PROCESS [Legacy] Error while processing a short code response.


Recovery: none


50029 LM_TS_SHORT_CODE_UNSUPPORTED [Legacy] Either:


ASR specified in short code function does not support short 
codes


or


Short code ASR specified for use in local activation.


Recovery: specify correct ASR


50030 LM_TS_LOAD Failed to load trusted storage or specified ASR.


Recovery: none


50031 LM_TS_FR_DISABLE Failed to disable fulfillment record in trusted storage.


Recovery: none


50032 LM_TS_TIMEDOUT The connection to the license server or Operations server 
timed out.


Recovery: check connection


50033 LM_TS_INSUFFICIENT_RESOURCE The license server or Operations server did not have enough 
licenses to satisfy the activation request. Note that the 
license server will only provide licenses that can be served 
from a single fulfillment record.


Recovery: submit request with a smaller number of licenses


50034 LM_TS_INVALID_REQUEST_TYPE Server does not support this request type. Normally this 
occurs when the request is corrupted.


Recovery: resubmit request


Table 8-129 • Activation API Error Codes


Number Define Explanation
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50035 LM_TS_NO_MATCHING_FULFILLMENT The license server has no fulfillment records that match this 
request.


Recovery: submit request for a different entitlement


50036 LM_TS_INVALID_REQUEST The request is invalid.


Recovery: check parameters in request


50037 LM_TS_RETURN_OUT_OF_CHAIN A return request has been sent to a license server that is not 
the one that served this fulfillment record.


Recovery: examine fulfillment record to determine the 
correct license server and resubmit


50038 LM_TS_MAX_COUNT_EXCEEDED Return request rejected because maximum count will be 
exceeded. The maximum count records the original number 
of licenses in a fulfillment record on a license server.


Recovery: none


50039 LM_TS_INSUFFICIENT_REPAIR_COUNT Repair request rejected because the specified number of 
repairs have already been completed for this fulfillment 
record.


Recovery: none


50040 LM_TS_OPERATIONS Error returned by the Operations server. See 
flxActCommonHandleGetLastOpsError and 
flxActCommonHandleGetLastOpsErrorString for details of 
how to retrieve details of the error.


Recovery: see FlexNet Operations server documentation


50041 LM_TS_CONNECTION_FAILED Failed to connect to the license server or Operations server.


Recovery: check connection and that server is operational


50042 LM_TS_SSL_ERROR Error with SSL certificate provided. See 
flxActCommonHandleSetSSLDetails for more details.


Recovery: verify SSL settings


50043 LM_TS_RETURN_INCOMPLETE Return not allowed because it would orphan fulfillment 
records created from the fulfillment to be returned. See 
flxActSvrReturnSend.


Recovery: either ensure all fulfillment records created from 
this fulfillment are returned or use 
flxActSvrReturnForceIncompleteSet


Table 8-129 • Activation API Error Codes


Number Define Explanation
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50044 LM_TS_LOCAL_REPAIR Error occurred during call to 
flxActCommonRepairLocalTrustedStorage.


Recovery: none


50045 LM_TS_UNSUPPORTED_REQUEST_VERSION A FlexEnabled application has requested activation from a 
license server that uses an earlier version of fulfillment 
records. See information about flexFulfillmentVersion in the 
Programming Reference for Trusted Storage–Based Licensing 
for more details.


Recovery: connect to a license server that is using the correct 
version of fulfillment records


50046 LM_TS_UNSUPPORTED A FlexEnabled application has received a response from a 
license server that contains a fulfillment record that it cannot 
process. See information about flexFulfillmentVersion in the 
Programming Reference for Trusted Storage–Based Licensing 
for more details.


Recovery: connect to a license server that is using the correct 
version of fulfillment records


50047 LM_TS_CONFIGURATION The requested operation cannot be completed because of an 
invalid configuration.


For example, a valid anchor is required in an ASR that 
specifies the use of a trial anchor.


Recovery: ensure that a valid configuration is specified


50048 LM_TS_NO_PRODUCT_SET The requested operation cannot be completed because the 
fulfillment record has not been specified.


Recovery: ensure that the fulfillment record is specified using 
the appropriate function call before calling the function that 
resulted in this error


50049 LM_TS_TRIALPACKS_ASR_ENTRY An error occurred while attempting to load or validate the 
TRIAL_PACK_IDS entry in an ASR. 


Recovery: ensure that you are using the XML snippet 
supplied by Flexera and that it has not been modified


50050 LM_TS_VIRTUALIZATION_POLICY_


MISMATCH


The ASR being used for local activation has a virtualization 
policy that excludes the current environment. 


Recovery: load the ASR in the environment type (physical or 
virtual) specified by the ASR


Table 8-129 • Activation API Error Codes


Number Define Explanation
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50051 LM_TS_VIRTUAL_INTERFACE The attempt to retrieve Virtual Machine attributes failed.  


Recovery: ensure that the FlexNet Licensing Service has been 
properly installed and is running correctly


50052 LM_TS_SERVERQUERY_GEN_REQ The request to query remote server-side trusted storage 
could not be generated.


Recovery: this is a low memory error; take the action 
appropriate for the environment, for example, restart


50053 LM_TS_SERVERQUERY_RESPONSE_FAILED The response to a remote server-side trusted-storage query 
could not be processed. The system error code provides 
more detailed information.


Recovery: as appropriate for the system error code


50054 LM_TS_SERVERQUERY_FR_NOT_FOUND The fulfillment record intended to be queried in remote 
server-side trusted storage does not exist.


Recovery: none


50055 LM_TS_VM_ATTRIBUTE_PRIVILEGE The requested attribute could not be retrieved due to 
insufficient user privilege.


Recovery: ensure that the FlexNet Licensing Service has been 
properly installed and is running correctly 


50056 LM_TS_VM_ATTRIBUTE_PROTECTED The requested attribute could not be retrieved because a 
protected resource was encountered.


Recovery: system-level security policies (for example, 
SELinux) are preventing a VM attribute from being accessed. 
Avoid using this VM attribute. 


50058 LM_TS_SHORTCODE flxActShortCodeXXX functions—short code action failed, see 
system error code. 


Recovery: as appropriate for the system error code


50059 LM_TS_BADEXP_DATE Invalid expiration date passed.


Recovery: modify the invalid date string to comply with the 
date format mandated by Flexera. 
For information on the valid format, see the Programming 
Reference for Trusted Storage–Based Licensing, section 
FulfillmentDictionary Data in Client-side Trusted Storage, key 
expiry. 


Table 8-129 • Activation API Error Codes


Number Define Explanation
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See Also
flxActCommonHandleGetLastOpsError
flxActCommonHandleGetLastOpsErrorString


FlxActSystemError
Defines system error codes. These are returned by API calls in the sysErrorNo member of the FlxActError structure. The 
flxActSystemError adds additional information to the majorErrorNo. System error codes are defined in 
FlxActSystemError.h and detailed in the following table.


50060 LM_TS_TRANSFER_TO_SELF Transfer requests to a license server on the same machine 
are not allowed.


Recovery: none


50061 LM_TS_SERVICE_INFO Unable to get information from the service; see system error 
code.


50062 LM_TS_NOT_THIS_PLATFORM The action or information requested is not supported on this 
platform.


Note • Major error codes in the 53000-53007 range are reserved for limited availability functionality.


Table 8-130 • Activation API Error Codes


Number Define Explanation


0 LM_TSSE_NO_ERROR No system error code was set by the last API function 
called.


10101 LM_TSSE_SERVICE_NOT_PRESENT The FlexNet Licensing Service is not present on the 
system.


10102 LM_TSSE_SERVICE_NOT_ENOUGH_RIGHTS Insufficient rights to connect to the FlexNet 
Licensing Service.


10103 LM_TSSE_SERVICE_TOO_OLD FlexNet Licensing Service is too old; its version must 
be the same or greater than the kit used to build this 
application.


10104 LM_TSSE_SERVICE_DISABLED The FlexNet Licensing Service has been disabled.


10105 LM_TSSE_SERVICE_MARKED_FOR_DELETE The FlexNet Licensing Service is marked for deletion.


Table 8-129 • Activation API Error Codes


Number Define Explanation
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10106 LM_TSSE_SERVICE_DATABASE_LOCKED The service control manager database is locked.


10107 LM_TSSE_SERVICE_CONFIGURATION The FlexNet Licensing Service or its dependencies 
are configured incorrectly. The event log may 
contain more information.


10108 LM_TSSE_SERVICE_DID_NOT_START The FlexNet Licensing Service did not start. The 
event log may contain more information.


10109 LM_TSSE_SERVICE_READ_ONLY_PORTAL The call to the FlexNet Licensing Service has failed. 
The event log may contain more information. 


10110 LM_TSSE_SERVICE_NONE This platform does not run a FlexNet Licensing 
Service. 


10111 LM_TSSE_SERVICE_INFO_NOT_AVAILABLE The requested information is not available from the 
FlexNet Licensing Service on this platform. 


10121 LM_TSSE_SERVICE_NOT_PRESENT_MAC The FlexNet Licensing Service is not present on the 
system (OS X only).


10122 LM_TSSE_SERVICE_FAILED_MAC The FlexNet Licensing Service failed (OS X only).


10201 LM_TSSE_ASR_PATH The ASR path supplied cannot be opened as a file or 
directory.


10202 LM_TSSE_ASR_NOT_XML The ASR supplied is not well-formed XML.


10203 LM_TSSE_ASR_NOT_ASR The ASR supplied is not an ASR (XML root element 
not "ActivationSpecificationRecord").


10204 LM_TSSE_ASR_XML_ELEMENT_MISSING The ASR supplied has a missing XML element.


10205 LM_TSSE_ASR_SIGNATURE The ASR signature does not verify. 


10206 LM_TSSE_ASR_LOADED_ALREADY The ASR has been loaded already; its fulfillment 
exists in Trusted Storage.


10207 LM_TSSE_ASR_LOADED_PREVIOUSLY The ASR has been loaded previously; its fulfillment 
(or Trusted Storage) has been deleted at some time.


10208 LM_TSSE_ASR_NONE_IN_DIRECTORY No ASRs were found in the specified directory.


10209 LM_TSSE_ASR_IS_SHORTCODE The ASR cannot be loaded because it is for use only 
in shortcode transactions.


Table 8-130 • Activation API Error Codes


Number Define Explanation
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10210 LM_TSSE_ASR_HAS_SERVER_CONFIG The ASR is for server TS and it contains a Trusted 
Configuration - this is not allowed.


10211 LM_TSSE_ASR_HAS_NO_CONFIG The ASR has no config - it is mandatory for 
VersionNumber 5 and earlier.


10212 LM_TSSE_ASR_WRONG_SERVER_MODE The ASR is for server TS and is being loaded to 
application TS, or vice versa.


10213 LM_TSSE_ASR_NO_TRUSTED_SECTION The ASR has a TrustedId for a section that does not 
exist (trusted config not included in ASR and section 
not previously created).


10214 LM_TSSE_ASR_NO_RESET_ATTRIBUTE The ASR cannot be used to reset a trial because it 
does not have the reset attribute.


10215 LM_TSSE_ASR_ALL_IN_DIRECTORY All the ASRs in the directory failed to load.


10216 LM_TSSE_ASR_CHECK_IS_DIR Path for flxActCommonLicSpcCheckASR must be a 
file not a directory.


10241 LM_TSSE_RESP_NOT_XML_OR_SHORTCODE Response supplied is not an expected format (not 
well-formed XML or shortcode).


10242 LM_TSSE_RESP_NOT_XML_RESPONSE Response supplied is XML but not a response (does 
not contain a ResponseHeader).


10243 LM_TSSE_RESP_UNKNOWN_TYPE XML response is of an unknown type (not Activate, 
Return, Repair or Error).


10244 LM_TSSE_RESP_XML_ELEMENT_MISSING XML response has a missing element.


10245 LM_TSSE_RESP_SIGNATURE XML response signature does not verify.


10246 LM_TSSE_RESP_NO_REQUEST No valid outstanding request for this XML response. 
(Response already processed, response is for a 
different machine, request has been cancelled or 
trust has been lost since the request was created).


10247 LM_TSSE_RESP_NOT_XML Response supplied is not XML or XML is not well-
formed.


10248 LM_TSSE_RESP_SERVER_DENY XML response is that the request is denied by the 
server.


10249 LM_TSSE_RESP_SERVER_ERROR  XML response is that the request is an error by the 
server. 


Table 8-130 • Activation API Error Codes


Number Define Explanation
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10250 LM_TSSE_RESP_NO_KEY XML response targets a trusted section that does not 
exist or is untrusted or does not contain the 
verification key required. 


10281 LM_TSSE_SHORTCODE_NO_REQUEST No valid outstanding request for this shortcode 
response. (Response already processed, response 
entered incorrectly, response is for a different 
machine, request has been cancelled or trust has 
been lost since the request was created).


10282 LM_TSSE_SHORTCODE_TYPE Shortcode response type unknown (response code 
entered incorrectly).


10283 LM_TSSE_SHORTCODE_SIGNATURE Shortcode response signature did not verify 
(response entered incorrectly, response is for a 
different machine, key management issue).


10284 LM_TSSE_SHORTCODE_LOCAL_ASR The ASR cannot be loaded because it is for local 
activations only.


10285 LM_TSSE_SHORTCODE_WARN_OVERWRITE (Warning) activation response replaced an existing 
fulfillment with the same ID.


10291 LM_TSSE_SHORTCODE_FID_NOT_FOR_ASR    The FID specified for return or repair was not created 
using the specified ASR.


10292 LM_TSSE_SHORTCODE_FID_NOT_FOUND No fulfillment record with the FID specified exists.


10293 LM_TSSE_SHORTCODE_NO_FR_FOR_ASR Cannot return or repair because no FR activated with 
the specified ASR exits.


10294 LM_TSSE_SHORTCODE_FR_DISABLED Cannot return because there is a pending return 
request for the FR


10295 LM_TSSE_SHORTCODE_PENDING Cannot create request because there is one pending 
for the ASR


10296 LM_TSSE_SHORTCODE_INVALID_CHAR Invalid character(s) in shortcode.


10297 LM_TSSE_SHORTCODE_INVALID_CHECK Short code check digit verification failed (code 
entered incorrectly).


10298 LM_TSSE_SHORTCODE_BAD_ASR_CDT Short code ASR 'CheckDigiting' property not 'none', 
'all' or 'group'.


10299 LM_TSSE_SHORTCODE_TOO_BIG Short code exceeds 1024 bits (check ASR overrides).


Table 8-130 • Activation API Error Codes


Number Define Explanation
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10300 LM_TSSE_SHORTCODE_OVERRIDE_SIZE Short code ASR override size is invalid (non-numeric 
or greater than UINT32_T_MAX).


10301 LM_TSSE_SHORTCODE_UNDERFLOW Short code does not contain enough bits.


11001 LM_TSSE_PARAM_POINTER_IS_NULL Pointer parameter is NULL.


11002 LM_TSSE_PARAM_BUFFER_TOO_SMALL The buffer supplied is too small.


11101 LM_TSSE_CHECK_EVENT_LOG Cannot log events.


Possible cause: Insufficient permissions of trusted-
storage folder or event log file.


11102 LM_TSSE_CHECK_NOT_RUN Diagnostic check does not run.


Advisory: Check not implemented for this platform.


11103 LM_TSSE_CHECK_NO_INVALID Check number invalid.


Possible cause: The resultArrayLength passed to 
the flxActDiagTrustedStorageHealthCheck 
function is greater than flxTsHcCount.


11104 LM_TSSE_CHECK_ANCHOR_WRITE Anchor write error.


Possible cause: System, security, or anti-virus 
software blocked access to the anchor location.


11105 LM_TSSE_CHECK_ANCHOR_READ Anchor read error.


Possible cause: System, security, or anti-virus 
software blocked the anchor create and did not 
report an error.


11106 LM_TSSE_CHECK_ANCHOR_DATA Anchor does not exist.


Possible cause: System, security, or anti-virus 
software blocked the anchor write and did not report 
an error.


11107 LM_TSSE_CHECK_ANCHOR_REMOVE Anchor remove error.


Possible cause: Unexpected (given write and read 
worked) 


11108 LM_TSSE_CHECK_BINDING_NO_VALUE Cannot get a value for any binding entity.


Possible cause: Unexpected 


Table 8-130 • Activation API Error Codes


Number Define Explanation
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11109 LM_TSSE_CHECK_EXCEPTION Exception; see event log.


Possible cause: Unexpected. Exception thrown by 
FlexNet Publisher code called by the health check.


11110 LM_TSSE_CHECK_TS_CREATE Cannot create trusted-storage file.


Possible cause: Insufficient permissions of trusted-
storage folder or file.


11111 LM_TSSE_CHECK_GET_COMMON Cannot get common section.


Possible cause: Trusted-storage integrity 
compromised.


11112 LM_TSSE_CHECK_CREATE_SECTION Cannot create Health Check section.


Possible cause: Trusted-storage integrity 
compromised.


11113 LM_TSSE_CHECK_SET_VALUE Cannot get set value in Health Check section.


Possible cause: Trusted-storage integrity 
compromised.


11114 LM_TSSE_CHECK_GET_VALUE Cannot get get value from Health Check section.


Possible cause: Trusted-storage integrity 
compromised.


11115 LM_TSSE_CHECK_WRONG_VALUE Value read is not value written.


Possible cause: Trusted-storage integrity 
compromised.


11116 LM_TSSE_CHECK_TS_SAVE Cannot save trusted storage.


Possible cause: Insufficient permissions of trusted-
storage folder or file. Trusted strorage integrity 
compromised.


11117 LM_TSSE_CHECK_DELETE_SECTION Cannot delete Health Check section.


Possible cause: Trusted strorage integrity 
compromised.


11118 LM_TSSE_CHECK_PREPPED_CONFIG Processing prepped trusted config failed.


Possible cause: Config used when prepping 
application was invalid. Trusted strorage integrity 
compromised. 


Table 8-130 • Activation API Error Codes
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11119 LM_TSSE_CHECK_OPEN_UNTRUSTED Cannot open trusted section.


Possible cause: Trusted strorage integrity 
compromised.


11120 LM_TSSE_CHECK_OPEN_TRUSTED Section is not trusted.


Possible cause: Section has lost trust (anchoring 
and/or binding).


16901 LM_TSSE_REQ_V_XML Unexpected error creating internal request XML; 
could be low memory.


17001 LM_TSSE_SHORTCODE_SCHEME_UNKNOWN The shortcode SchemeId in the ASR is not valid.


17002 LM_TSSE_SHORTCODE_VENDOR_DATA The vendor data item being added to the shortcode 
is not valid.


17003 LM_TSSE_SHORTCODE_KEY_MISSING The shortcode key required is not present in the 
trusted configuration.


17004 LM_TSSE_RESP_FAILURE_REASON The ResponseReason in a failure response is not 
DENIED or ERROR. Validate against XML schema 'T'.


17005 LM_TSSE_SHORTCODE_NO_TS_SECTION The trusted section needed by the short code ASR 
does not exist; this is usually because the prepped 
trusted config of a server activation application does 
not have the same trusted id as the ASR.


19001 LM_TSSE_LAST_ERROR_NOT_SET fnpActManGetLastError() failed and no System Error 
Code was set.


19002 LM_TSSE_LAST_ERROR_STD_EXCEPTION fnpActManGetLastError() threw a std:exception.


19203 LM_TSSE_NOT_XML Generic, not XML when XML expected. 


19204 LM_TSSE_NOT_SHORTCODE Generic, not a shortcode.


19205 LM_TSSE_SHORTCODE_ASR_LOAD Failed to load stored shortcode ASR when 
processing response.


19206 LM_TSSE_SHORTCODE_ASR_LOAD_GET Failed to get stored shortcode request after loading.


19207 LM_TSSE_SHORTCODE_NO_FR FR targeted by shortcode response does not exist. 


19208 LM_TSSE_SHORTCODE_REQ_TYPE Stored shortcode request type unknown. 


Table 8-130 • Activation API Error Codes
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See Also
FlxActError


19209 LM_TSSE_SHORTCODE_ALIAS_MISMATCH Shortcode alias in response does not match that in 
stored ASR.


19210 LM_TSSE_SERVICE_REGISTER Could not register the FlexNet Licensing Service.


19211 LM_TSSE_ASR_NOT_DIRECTORY Converted to LM_TSSE_ASR_PATH.


19212 LM_TSSE_SERVICE_CONNECT_EXCEPTION Service connect threw unexpected exception.


19213 LM_TSSE_ASR_HAS_MULTIPLE_IDS Multiple trusted ids in an ASR.


19214 LM_TSSE_ASR_SECTION_NOT_TRUSTED The target section for an ASR is not fully trusted.


19215 LM_TSSE_ASR_HAS_SERVER_CONFIG The ASR is for server TS and it contains a Trusted 
Configuration.


19216 LM_TSSE_CTXN_ELS_UNEXPECTED Error when performing composite transaction with 
the FlexNet Operations server. See event log for code 
location.


19217 LM_TSSE_STD_EXCEPTION                  Unexpected std::exception. See trusted storage 
event log.


19218 LM_TSSE_INTEGER_EXCEPTION  Unexpected integer exception. The event log may 
contain more information.


19219 LM_TSSE_STRING_EXCEPTION Unexpected const char* exception. The event log 
may contain more information.


19220 LM_TSSE_DEFAULT_EXCEPTION Unexpected exception of unknown type.


19800 LM_TSSE_EXCEPTION_ID_BASE System error codes 19801-19998 are mapped to 
exception ids 1 - 198.


19999 LM_TSSE_EXCEPTION_ID_FUTURE Reserved for (unlikely) exception ids greater than 
198.


Table 8-130 • Activation API Error Codes
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Composite Transaction API Functions
Composite transactions are used by publisher activation servers to activate, return, or repair licenses on license servers or 
FlexEnabled clients. They can include combinations of activations, returns, and repairs in a single multiple-action 
transaction—a single request from the activation client and a single response from the activation server. Composite 
transactions can also be used for licensing life-cycle operations between the FlexNet license server and FlexEnabled 
clients. 


The Activation API includes a set of functions used exclusively in the creation of both server and application activation 
utilities that handle composite transactions. For information on how to create and deploy this type of activation utility, see 
the chapter “Building an Activation Utility for Composite Transactions” in FlexNet Publisher’s Programming Reference for 
Trusted Storage–Based Licensing. 


Additional Information
Refer to the following for additional information:


• For an overview of license server activation transactions, see the chapter “Transactions to a License Server” in FlexNet 
Publisher’s Programming Reference for Trusted Storage–Based Licensing.


• For an overview of application activation transactions, see the chapter “Transactions with a FlexEnabled Client” in 
FlexNet Publisher’s Programming Reference for Trusted Storage–Based Licensing.


Function Summary
The following table provides a summary of the functions described in this section and defined in FlxActTransaction.h. 


Note • Most functions return a boolean value to indicate whether they succeeded (TRUE) or failed (FALSE).


Table 8-131 • Composite Transaction API Functions 


Function Description


flxActTranDictionaryGetByIndex Gets the corresponding dictionary entry by index.


flxActTranDictionaryGetByKey Gets the corresponding dictionary entry by key.


flxActTranDictionaryGetCount Gets the count of entries in the specified dictionary.


flxActTranDictionarySetByKey Sets the value of the dictionary entry specified by key.


flxActTranReqActionGetAttribute Gets the value of the specified request attribute.


flxActTranReqActionGetType Gets the type of request action.


flxActTranReqActionGetVendorDictionary Gets the vendor dictionary handle of a request action.


flxActTranReqActionSetAttribute Sets the value of a request action attribute.
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flxActTranRequestAddAction Adds actions to a request. 


flxActTranRequestAddExistingFulfillment Add a specific fulfillment to a request.


flxActTranRequestClearExistingFulfillments Clears all existing fulfillments from a request.


flxActTranRequestGetAction Gets an action in a response.


flxActTranRequestGetActionCount Gets the count of actions in a request transaction.


flxActTranRequestGetAttribute Gets the value of the specified request action attribute.


flxActTranRequestGetStatus Gets the status of a request.


flxActTranRequestGetVendorDictionary Gets the vendor dictionary for the request.


flxActTranRequestGetXML Gets the XML for a request.


flxActTranRequestMatchStored Checks to see if there is a stored request that exactly 
matches the current request.


flxActTranRequestSave Saves the request in trusted storage.


flxActTranRequestSetAttribute Sets a request attribute.


flxActTranRequestSetExistingFulfillmentDetails Adds or removes full details of each fulfillment currently in 
the request.


flxActTranResponseGetAction Gets an action in a response transaction.


flxActTranResponseGetActionCount Gets the count of actions in a response.


flxActTranResponseGetVendorDictionary Gets the vendor dictionary in a response.


flxActTranRspActionGetAttribute Gets a response action attribute. 


flxActTranRspActionGetVendorDictionary Gets a response action vendor dictionary.


flxActTranRspActionGetResult Returns the result of performing the action during response 
processing.


flxActTranRspActionGetType Gets the response action type.


flxActTransactionCreate Creates a composite transaction object for use in all other 
calls.


flxActTransactionDestroy Destroys a composite transaction object.


Table 8-131 • Composite Transaction API Functions 


Function Description
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flxActTranDictionaryGetByIndex
Returns the dictionary entry corresponding to the specified index (0 = first, 1 = second, ... , (count-1) = last).


Syntax
FlxActBool flxActTranDictionaryGetByIndex(


FlxActTranDictionay hDictionary,


uint32_t index,


const char **ppKey,


const char **ppValue);


flxActTransactionCreate Used when response processing has failed and the server 
should register this fact.


flxActTransactionCreateRequest Creates a new request.


flxActTransactionDeleteRequestBySeqNo Deletes a specified request.


flxActTransactionDeleteStoredRequest Deletes a stored request.


flxActTransactionGetCommsAttribute Gets server communications attributes.


flxActTransactionGetRequest Gets the current request for the transaction.


flxActTransactionGetResponse Gets the current response from the transaction.


flxActTransactionGetResponseXML Gets the response XML last processed using the specified 
transaction handle.


flxActTransactionLoadStoredRequest Loads a stored request.


flxActTransactionProcessResponse Processes the response from the server.


flxActTransactionSend Sends the request to the server, gets and processes the 
response.


flxActTransactionSetCommsAttribute Sets server communications attributes.


flxActTransactionGetStoredRequestCount Gets the count of requests in trusted storage.


Table 8-131 • Composite Transaction API Functions 


Function Description
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Parameters


The flxActTranDictionaryGetByIndex function uses the following parameters:


Return Values


The following values are returned by flxActTranDictionaryGetByIndex:


Discussion


You can enumerate the dictionary entries by getting the count using flxActTranDictionaryGetCount and calling this 
function repeatedly for index 0 to (count-1)


flxActTranDictionaryGetByKey
Returns the dictionary entry corresponding to the specified key.


Syntax
FlxActBool flxActTranDictionaryGetByKey(


FlxActTranDictionary hDictionary,


const char *pKey,


const char **ppValue);


Table 8-132 •  flxActTranDictionaryGetByIndex Parameters


Parameter Description


hDictionary Dictionary handle.


index Index for which to retrieve the dictionary data.


ppKey For return of the dictionary entry key.


ppValue For return of the dictionary entry value.


Table 8-133 • flxActTranDictionaryGetByIndex Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. If the index is invalid (greater than count-1), calling 
flxActTransactionGetResult will return FNP_TRAN_ERROR_INVALID_DICT_INDEX.
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Parameters


The flxActTranDictionaryGetByKey function uses the following parameters:


Return Values


The following values are returned by flxActTranDictionaryGetByKey:


flxActTranDictionaryGetCount
Returns the count of entries in the specified dictionary.


Syntax
FlxActBool flxActTranDictionaryGetCount(


FlxActTranDictionary hDictionary,


uint32_t *pCount);


Parameters


The flxActTranDictionaryGetCount function uses the following parameters:


Table 8-134 •  flxActTranDictionaryGetByKey Parameters


Parameter Description


hDictionary Dictionary handle.


pKey The key of the entry required.


ppValue For return of the entry value.


Table 8-135 • flxActTranDictionaryGetByKey Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. If the key does not exist, calling flxActTransactionGetResult will return 
FLX_ACT_TRAN_ERR_UNKNOWN_DICT_KEY.


Table 8-136 •  flxActTranDictionaryGetCount Parameters


Parameter Description


hDictionary Dictionary handle.


pCount For return of the dictionary count.
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Return Values


The following values are returned by flxActTranDictionaryGetCount:


flxActTranDictionarySetByKey
Sets the value of the dictionary entry corresponding to the specified key. If an entry with the same key exists its value is 
overwritten. Otherwise, a new entry is created in the dictionary.


Syntax
FlxActBool flxActTranDictionarySetByKey(


FlxActTranDictionary hDictionary,


const char *pKey,


const char *pValue);


Parameters


The flxActTranDictionarySetByKey function uses the following parameters:


Return Values


The following values are returned by flxActTranDictionarySetByKey:


Table 8-137 • flxActTranDictionaryGetCount Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-138 •  flxActTranDictionarySetByKey Parameters


Parameter Description


hDictionary Dictionary handle.


pKey The entry key.


pValue The entry value.


Table 8-139 • flxActTranDictionarySetByKey Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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flxActTranReqActionGetAttribute
Gets the value of the specified request action attribute.


Syntax
FlxActBool flxActTranReqActionGetAttribute(


FlxActTranReqAction hTranReqAction,


FlxActTranReqActAttributeType attributeType,


const char **ppAttributeValue);


Parameters


The flxActTranReqActionGetAttribute function uses the following parameters:


Return Values


The following values are returned by flxActTranReqActionGetAttribute:


flxActTranReqActionGetType
Gets the type of request action.


Syntax
FlxActBool flxActTranReqActionGetType(


FlxActTranReqAction hTranReqAction,


FlxActTranReqActionType *pActionType);


Table 8-140 •  flxActTranReqActionGetAttribute Parameters


Parameter Description


hTranReqAction Handle for transaction request action object.


attributeType The type of the requested attribute.


ppAttributeValue For return of the value of the attribute.


Table 8-141 • flxActTranReqActionGetAttribute Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Parameters


The flxActTranReqActionGetType function uses the following parameters:


Return Values


The following values are returned by flxActTranReqActionGetType:


flxActTranReqActionGetVendorDictionary
Gets the vendor dictionary handle of a request action. 


An empty dictionary is created when this function is called for the first time; entries are added using 
flxActTranDictionarySetByKey.


Syntax
FlxActBool flxActTranReqActionGetVendorDictionary(


FlxActTranReqAction hTranReqAction,


FlxActTranDictionary *phDictionary);


Parameters


The flxActTranReqActionGetVendorDictionary function uses the following parameters:


Table 8-142 •  flxActTranReqActionGetType Parameters


Parameter Description


hTranReqAction Handle for request action object.


pActionType For return of the type of request action.


Table 8-143 • flxActTranReqActionGetType Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-144 •  flxActTranReqActionGetVendorDictionary Parameters


Parameter Description


hTranReqAction Handle for request action object.


phDictionary For return of the vendor dictionary handle.
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Return Values


The following values are returned by flxActTranReqActionGetVendorDictionary:


flxActTranReqActionSetAttribute
Sets the value of a request action attribute.


Syntax
FlxActBool flxActTranReqActionSetAttribute(


FlxActTranReqAction hTranReqAction,


FlxActTranReqActAttributeType attributeType,


const char *pAttributeValue);


Parameters


The flxActTranReqActionSetAttribute function uses the following parameters:


Return Values


The following values are returned by flxActTranReqActionSetAttribute:


Table 8-145 • flxActTranReqActionGetVendorDictionary Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-146 •  flxActTranReqActionSetAttribute Parameters


Parameter Description


hTranReqAction Handle for request action object.


attributeType Type of the attribute being set.


pAttributeValue Attribute value to set.


Table 8-147 • flxActTranReqActionSetAttribute Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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flxActTranRequestAddAction
 A request may contain zero or more actions. Actions may be added to a request object until it is saved. The action object 
handle returned must be used to set the action properties.


Syntax
FlxActBool flxActTranRequestAddAction(


FlxActTranRequest hTranRequest,


FlxActTranReqActionType actionType,


FlxActTranReqAction *phAction);


Parameters


The flxActTranRequestAddAction function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestAddAction:


flxActTranRequestAddExistingFulfillment
Adds a specific fulfillment to the request. The request can contain details of the fulfillment records that are currently in 
trusted storage. By default, summary details of all fulfillments are included (FulfillmentId, FulfillmentType, IsTrusted, 
IsEnabled, TrustedId). 


Syntax
FlxActBool flxActTranRequestAddExistingFulfillment(


FlxActTranRequest hTranRequest,


const char *pFulfillmentId,


FlxActBool bFullDetails);


Table 8-148 •  flxActTranRequestAddAction Parameters


Parameter Description


hTranRequest Handle for request object.


actionType Type of the action to be added to the request.


phAction For return of the action.


Table 8-149 • flxActTranRequestAddAction Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Parameters


The flxActTranRequestAddExistingFulfillment function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestAddExistingFulfillment:


flxActTranRequestClearExistingFulfillments
Clears all existing fulfillments from the request. 


Syntax
FlxActBool flxActTranRequestClearExistingFulfillments(FlxActTranRequest hTranRequest);


Parameters


The flxActTranRequestClearExistingFulfillments function uses the following parameters:


Table 8-150 •  flxActReqAddExistingFulfillment Parameters


Parameter Description


hTranRequest Handle for request object.


pFulfillmentId Id of the fulfillment to be added.


bFullDetails FLX_ACT_TRUE: Complete fulfillment details of the added fulfillment. Full details can be 
sent - this is intended for use in diagnostic or support situations as it may make the request 
very large.


FLX_ACT_FALSE: Summary details.


Table 8-151 • flxActReqAddExistingFulfillment Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-152 •  flxActTranRequestClearExistingFulfillments Parameters


Parameter Description


hTranRequest Handle for request object.
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Return Values


The following values are returned by flxActTranRequestClearExistingFulfillments:


flxActTranRequestGetAction
Gets an action in a request.


Syntax
FlxActBool flxActTranRequestGetAction(


FlxActTranRequest hTranRequest,


uint32_t index,


FlxActTranReqAction *phTranReqAction);


Parameters


The flxActTranRequestGetAction function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestGetAction:


Table 8-153 • flxActTranRequestClearExistingFulfillments Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-154 •  flxActTranRequestGetAction Parameters


Parameter Description


hTranRequest Handle for request object.


index Actions are held in a vector in the order they were added; the first has index = 0, the last has 
index = (count -1). 


phTranReqAction For return of the request action.


Table 8-155 • flxActTranRequestGetAction Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Discussion


You can enumerate the actions by getting the count using flxActTranRequestGetActionCount and calling this function 
repeatedly for index 0 to (count-1).


flxActTranRequestGetActionCount
Returns the number of actions in a request.


Syntax
FlxActBool flxActTranRequestGetActionCount(


FlxActTranRequest hTranRequest,


uint32_t *pCount);


Parameters


The flxActTranRequestGetActionCount function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestGetActionCount:


flxActTranRequestGetAttribute
Gets the value of a specified request attribute.


Syntax
FlxActBool flxActTranRequestGetAttribute(


FlxActTranRequest hTranRequest,


FlxActTranReqAttributeType attributeType,


const char **ppAttributeValue);


Table 8-156 •  flxActTranRequestGetActionCount Parameters


Parameter Description


hTranRequest Handle for request object.


pCount For return of the count.


Table 8-157 • flxActTranRequestGetActionCount Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Parameters


The flxActTranRequestGetAttribute function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestGetAttribute:


flxActTranRequestGetStatus
Requests with status PENDING should normally be retained until the response is received; if necessary they can be resent 
to the server using flxActTransactionSend or flxActTranRequestGetXML. However, if there is no prospect of a response 
they should be deleted using flxActTransactionDeleteStoredRequest.


Requests with status UNTRUSTED should also be retained until the response is received. Again, if there is no prospect of a 
response they should be deleted.


Requests with status COMPLETE should be deleted using flxActTransactionDeleteStoredRequest once any response 
vendor data has been processed.


Syntax
FlxActBool flxActTranRequestGetStatus(


FlxActTranRequest hTranRequest,


FlxActTranRequestStatus *pStatus);


Table 8-158 •  flxActTranRequestGetAttribute Parameters


Parameter Description


hTranRequest Handle for request object.


attributeType Type of attribute in the request.


ppAttributeValue For return of the value of the attribute.


Table 8-159 • flxActTranRequestGetAttribute Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Parameters


The flxActTranRequestGetStatus function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestGetStatus:


flxActTranRequestGetVendorDictionary
Request vendor dictionary; for items defined by the publisher Read/write until the request is saved, then read-only.


Entries are added using flxActTranDictionarySetByKey.


Syntax
FlxActBool flxActTranRequestGetVendorDictionary(


FlxActTranRequest hTranRequest,


FlxActTranDictionary *phDictionary);


Parameters


The flxActTranRequestGetVendorDictionary function uses the following parameters:


Table 8-160 •  flxActTranRequestGetStatus Parameters


Parameter Description


hTranRequest Handle for request object.


pStatus For return of the status.


Table 8-161 • flxActTranRequestGetStatus Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-162 •  flxActTranRequestGetVendorDictionary Parameters


Parameter Description


hTranRequest Handle for request object.


phDictionary For return of the vendor dictionary handle.
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Return Values


The following values are returned by flxActTranRequestGetVendorDictionary:


flxActTranRequestGetXML
Returns the request XML that is to be sent to the server.


Note •  You can manage the server communications yourself by using this function to get the request XML; if the request has 
not already been saved, flxActTranRequestSave() will be called automatically.


Syntax
FlxActBool flxActTranRequestGetXML(


FlxActTranRequest hTranRequest,


const char **ppRequestXML);


Parameters


The flxActTranRequestGetXML function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestGetXML:


Table 8-163 • flxActTranRequestGetVendorDictionary Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-164 •  flxActTranRequestGetXML Parameters


Parameter Description


hTranRequest Handle for request object.


ppRequestXML For return of the request XML to be sent to the server.


Table 8-165 • flxActTranRequestGetXML Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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flxActTranRequestMatchStored
This function checks to see if there is a stored request that matches the current request exactly. This usually means that the 
user is regenerating the request for recovery purposes. They could do this by enumerating stored requests and selecting 
the appropriate one but this function provides the more usable option of simply repeating the request generation with the 
same actions and attributes.


To support this behavior, call this function immediately before flxActTranRequestSave. If a match is found, use the 
FLX_ACT_TRAN_REQ_SEQUENCE_NO attribute of hTranRequestMatch to load the matching stored request.


Matching is optional; you can go ahead and save the new request. Be aware, however, that you cannot include a return 
action for a fulfillment record that has already been returned by a stored request (because the fulfillment record was 
disabled when the earlier request was created.


Syntax
FlxActBool flxActTranRequestMatchStored(


FlxActTranRequest hTranRequest,


FlxActTranRequest *hTranRequestMatch);


Parameters


The flxActTranRequestMatchStored function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestMatchStored:


flxActTranRequestSave
This function saves the request in trusted storage so that it is available when the response is processed. This makes the 
request object read-only.


Table 8-166 •  flxActTranRequestMatchStored Parameters


Parameter Description


hTranRequest Handle for request object.


hTranRequestMatch For return of the handle for request match object.


Table 8-167 • flxActTranRequestMatchStored Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Syntax
FlxActBool flxActTranRequestSave(FlxActTranRequest hTranRequest);


Parameters


The flxActTranRequestSave function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestSave:


flxActTranRequestSetAttribute
Sets a request attribute.


Syntax
FlxActBool flxActTranRequestSetAttribute(


FlxActTranRequest hTranRequest,


FlxActTranReqAttributeType attributeType,


const char *pAttributeValue);


Parameters


The flxActTranRequestSetAttribute function uses the following parameters:


Table 8-168 •  flxActTranRequestSave Parameters


Parameter Description


hTranRequest Handle for request object.


Table 8-169 • flxActTranRequestSave Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-170 •  flxActTranRequestSetAttribute Parameters


Parameter Description


hTranRequest Handle for request object.


attributeType Type of attribute in the request.
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Return Values


The following values are returned by flxActTranRequestSetAttribute:


flxActTranRequestSetExistingFulfillmentDetails
Adds or remove full details of each fulfillment currently in the request.


Syntax
FlxActBool flxActTranRequestSetExistingFulfillmentDetails(


FlxActTranRequest hTranRequest,


FlxActBool bFullDetails);


Parameters


The flxActTranRequestSetExistingFulfillmentDetails function uses the following parameters:


pAttributeValue Value of the specified attribute. 


Note • Null is processed as empty string


Table 8-171 • flxActTranRequestSetAttribute Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-172 •  flxActTranRequestSetExistingFulfillmentDetails Parameters


Parameter Description


hTranRequest Handle for request object.


bFullDetails FLX_ACT_TRUE: Complete fulfillment details of the fulfillment. Full details can be sent - this 
is intended for use in diagnostic or support situations as it may make the request very large.


FLX_ACT_FALSE: Summary details.


Table 8-170 •  flxActTranRequestSetAttribute Parameters


Parameter Description
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Return Values


The following values are returned by flxActTranRequestSetExistingFulfillmentDetails:


Discussion 


This function updates the details of all existing fulfillments in this request. Use flxActTranRequestAddExistingFulfillment 
for individual fulfillments.


flxActTranResponseGetAction
Gets an action in a response transaction.


Syntax
FlxActBool flxActTranResponseGetAction(


FlxActTranResponse hTranResponse,


uint32_t index,


FlxActTranRspAction *phTranRspAction);


Parameters


The flxActTranResponseGetAction function uses the following parameters:


Table 8-173 • flxActTranRequestSetExistingFulfillmentDetails Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-174 •  flxActTranResponseGetAction Parameters


Parameter Description


hTranResponse Handle for response object.


index Actions are held in a vector in the order they were added; the first has index = 0, the last has 
index = (count -1). 


phTranRspAction For return of the response action handle.
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Return Values


The following values are returned by flxActTranResponseGetAction:


flxActTranResponseGetActionCount
Returns the number of actions in a response.


Syntax
FlxActBool flxActTranResponseGetActionCount(


FlxActTranResponse hTranResponse,


uint32_t *pCount);


Parameters


The flxActTranRequestGetActionCount function uses the following parameters:


Return Values


The following values are returned by flxActTranRequestGetActionCount:


flxActTranResponseGetVendorDictionary
Response vendor dictionary; for items defined by the publisher. Read-only.


Table 8-175 • flxActTranResponseGetAction Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-176 •  flxActTranRequestGetActionCount Parameters


Parameter Description


hTranResponse Handle for response object.


pCount For return of the count.


Table 8-177 • flxActTranRequestGetActionCount Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Syntax
FlxActBool flxActTranResponseGetVendorDictionary(


FlxActTranResponse hTranResponse,


FlxActTranDictionary *phDictionary);


Parameters


The flxActTranResponseVendorDictionary function uses the following parameters:


Return Values


The following values are returned by flxActTranResponseVendorDictionary:


flxActTranRspActionGetAttribute
Gets a response action attribute. 


Syntax
FlxActBool flxActTranRspActionGetAttribute(


FlxActTranRspAction hTranRspAction,


FlxActTranRspActAttributeType attributeType,


const char **ppAttributeValue);


Parameters


The flxActTranRspActionGetAttribute function uses the following parameters:


Table 8-178 •  flxActTranRequestGetVendorDictionary Parameters


Parameter Description


hTranResponse Handle for response object.


phDictionary For return of the vendor dictionary.


Table 8-179 • flxActTranResponseVendorDictionary Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-180 •  flxActTranRspActionGetAttribute Parameters


Parameter Description


hTranRspAction Handle for response action object.
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Return Values


The following values are returned by flxActTranRspActionGetAttribute:


flxActTranRspActionGetVendorDictionary
Gets the vendor dictionary for the response action. Read-only.


Syntax
FlxActBool flxActTranRspActionGetVendorDictionary(


FlxActTranRspAction hTranRspAction,


FlxActTranDictionary *phDictionary);


Parameters


The flxActTranRspActionGetVendorDictionary function uses the following parameters:


attributeType Type of attribute.


ppAttributeValue For return of the value of the attribute.


Table 8-181 • flxActTranRspActionGetAttribute Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-182 •  flxActTranRequestGetVendorDictionary Parameters


Parameter Description


hTranRspAction Handle for response action object.


phDictionary For return of the vendor dictionary.


Table 8-180 •  flxActTranRspActionGetAttribute Parameters


Parameter Description
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Return Values


The following values are returned by flxActTranRspActionGetVendorDictionary:


flxActTranRspActionGetResult
This returns the result of performing the action during response processing.


Syntax
FlxActBool flxActTranRspActionGetResult(


FlxActTranRspAction hTranRspAction,


FlxActTranRspActionResult *pActionResult);


Parameters


The flxActTranRspActionGetResult function uses the following parameters:


Return Values


The following values are returned by flxActTranRspActionGetResult:


Table 8-183 • flxActTranRequestGetVendorDictionary Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-184 •  flxActTranRspActionGetResult Parameters


Parameter Description


hTranRspAction Handle for response action object.


pActionResult For return of the result of performing the action


Table 8-185 • flxActTranRspActionGetResult Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Results


On success, pActionResult will be set to one of the following values:


flxActTranRspActionGetType
Gets the response action type.


Syntax
FlxActBool flxActTranRspActionGetType(


FlxActTranRspAction hTranRspAction,


FlxActTranRspActionType *pActionType);


Parameters


The flxActTranRspActionGetType function uses the following parameters:


Table 8-186 •  flxActTranRspActionGetResult Results


Parameter Description


FLX_ACT_TRAN_RSP_ACT_SUCCESS Action performed successfully.


FLX_ACT_TRAN_RSP_ACT_WARN_DENY This is a deny action.


FLX_ACT_TRAN_RSP_ACT_ERR_NA Not attempted because of another error.


FLX_ACT_TRAN_RSP_ACT_ERR_SKIP Valid but not performed because of another error.


FLX_ACT_TRAN_RSP_ACT_WARN_FR_OVERWRITE Fulfillment record already exists. 


FLX_ACT_TRAN_RSP_ACT_ERR_NO_FR Fulfillment record does not exist.


FLX_ACT_TRAN_RSP_ACT_ERR_CONFIG Unable to import trusted configuration.


FLX_ACT_TRAN_RSP_ACT_WARN_NO_FR Fulfillment record does not exist (warning on Delete).


Table 8-187 •  flxActTranRequestGetType Parameters


Parameter Description


hTranRspAction Handle for response action object.


pActionType For return of the action type.
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Return Values


The following values are returned by flxActTranRspActionGetType:


flxActTransactionCreate
Creates a composite transaction object for use in all other calls. The FlxActHandle must have been obtained from 
flxActCommonHandleOpen(). 


This function will succeed provided that the FlxActHandle is valid and memory is available.


Syntax
FlxActBool flxActTransactionCreate(


FlxActHandle handle,


FlxActTransaction *phTransaction, 


FlxActTranResult *pErr);


Parameters


The flxActTransactionCreate function uses the following parameters:


Return Values


The following values are returned by flxActTransactionCreate:


Table 8-188 • flxActTranRequestGetType Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-189 •  flxActTransactionCreate Parameters


Parameter Description


handle Handle for transaction object.


phTransaction For return of the transaction handle.


pErr For return of the error code, if any.


Table 8-190 • flxActTransactionCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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flxActTransactionDestroy
Destroys the object returned by flxActTransactionCreate and all its subordinate objects. Also invalidates all handles and 
pointers returned by functions that use the FlxActTransaction handle and the handles of all attached objects.


Syntax
FlxActBool flxActTransactionDestroy(FlxActTransaction hTransaction);


Parameters


The flxActTransactionDestroy function uses the following parameters:


Return Values


The following values are returned by flxActTransactionDestroy:


flxActTransactionCreateRequest
This creates a new request object with default attributes and attaches it to the transaction object, replacing any existing 
request object and making the current response object null.


The reference string supplied with the pReference parameter is used to initialize the FLX_ACT_TRAN_REQ_REFERENCE 
attribute. This can be used to identify the request later when enumerating stored requests, for example “Activate Product 
A”.


The request handle is returned as a convenience; it can also be obtained from the transaction object using 
flxActTransactionGetRequest. The handle can be used to set and get request attributes and actions.


 The request object is automatically destroyed with the transaction object. This function will succeed provided that the 
parameters are valid and memory is available.


Syntax
FlxActBool flxActTransactionCreateRequest(


FlxActTransaction hTransaction,


const char *pReference,


FlxActTranRequest *phTranRequest);


Table 8-191 •  flxActTransactionDestroy Parameters


Parameter Description


hTransaction Handle for transaction object.


Table 8-192 • flxActTransactionDestroy Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Parameters


The flxActTransactionCreateRequest function uses the following parameters:


Return Values


The following values are returned by flxActTransactionCreateRequest:


flxActTransactionDeleteRequestBySeqNo
The following function can be used to delete any stored request using its sequence number attribute 
FLX_ACT_TRAN_REQ_SEQUENCE_NO. This is useful in situations where you don't want to change the current request, for 
example when deleting the original request after creating a recovery request.


Syntax
FlxActBool flxActTransactionDeleteRequestBySeqNo(


FlxActTransaction hTransaction, 


const char *seqNo);


Parameters


The flxActTransactionDeleteRequestBySeqNo function uses the following parameters:


Table 8-193 •  flxActTransactionCreateRequest Parameters


Parameter Description


hTransaction Handle for transaction object.


pReference The request reference.


phTranRequest For return of the request.


Table 8-194 • flxActTransactionCreateRequest Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-195 •  flxActTransactionDeleteRequestBySeqNo Parameters


Parameter Description


hTransaction Handle for transaction object.


seqNo Sequence number.
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Return Values


The following values are returned by flxActTransactionDeleteRequestBySeqNo:


flxActTransactionDeleteStoredRequest
This function deletes the current request (the one that would be returned by flxActTransactionGetRequest) from trusted 
storage, together with the corresponding response. Call this function after the response has been successfully processed 
and you have obtained any additional information from it, such as vendor dictionaries.


If this call is not made, for example if there is a crash, the request and response can be loaded in a subsequent session to 
complete the processing of vendor data. 


Syntax
FlxActBool flxActTransactionDeleteStoredRequest(FlxActTransaction hTransaction);


Parameters


The flxActTransactionDeleteStoredRequest function uses the following parameters:


Return Values


The following values are returned by flxActTransactionDeleteStoredRequest:


flxActTransactionGetCommsAttribute
Gets the server communication attributes. 


Table 8-196 • flxActTransactionDeleteRequestBySeqNo Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-197 •  flxActTransactionDeleteStoredRequest Parameters


Parameter Description


hTransaction Handle for transaction object.


Table 8-198 • flxActTransactionDeleteStoredRequest Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Syntax
FlxActBool flxActTransactionGetCommsAttribute(


FlxActTransaction hTransaction,


FlxActTranServerCommsType attributeType,


const char **ppAttributeValue);


Parameters


The flxActTransactionGetCommsAttribute function uses the following parameters:


Return Values


The following values are returned by flxActTransactionGetCommsAttribute:


flxActTransactionGetRequest
Gets the current request for the transaction.


Given valid parameters, this function will only fail if a request object has not been created or loaded.


Syntax
FlxActBool flxActTransactionGetRequest(


FlxActTransaction hTransaction,


FlxActTranRequest *phTranRequest);


Table 8-199 •  flxActTransactionGetCommsAttribute Parameters


Parameter Description


hTransaction Handle for transaction object.


attributeType Type of server communication attribute, defined by FlxActTranServerCommsType.


ppAttributeValue For return of the value of the attribute.


Table 8-200 • flxActTransactionGetCommsAttribute Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Parameters


The flxActTransactionGetRequest function uses the following parameters:


Return Values


The following values are returned by flxActTransactionGetRequest:


flxActTransactionGetResponse
This returns the response object currently attached to the transaction by the most recent 
flxActTransactionProcessResponse or flxActTransactionLoadStoredRequest call. It can be used to get response 
properties such as vendor dictionary entries.


Syntax
FlxActBool flxActTransactionGetResponse(


FlxActTransaction hTransaction,


FlxActTranResponse *phTranResponse);


Parameters


The flxActTransactionGetResponse function uses the following parameters:


Table 8-201 •  flxActTransactionGetRequest Parameters


Parameter Description


hTransaction Handle for transaction object.


phTranRequest For return of the request.


Table 8-202 • flxActTransactionGetRequest Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-203 •  flxActTransactionGetResponse Parameters


Parameter Description


hTransaction Handle for transaction object.


phTranResponse For return of the response object handle.
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Return Values


The following values are returned by flxActTransactionGetResponse:


flxActTransactionGetResponseXML
This function returns the response XML that was last processed using the specified transaction handle. The response XML is 
set by calls to the functions flxActTransactionSend and flxActTransactionProcessResponse. It is intended mainly for use 
when flxActTransactionSend has failed and the response XML sent by the server needs to be obtained.


Syntax
FlxActBool flxActTransactionGetResponseXML(


FlxActTransaction hTransaction,


const char *ppResponseXML);


Parameters


The flxActTransactionGetResponseXML function uses the following parameters:


Return Values


The following values are returned by flxActTransactionGetResponseXML:


Table 8-204 • flxActTransactionGetResponse Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-205 •  flxActTransactionGetResponseXML Parameters


Parameter Description


hTransaction Handle for the transaction object.


ppResponseXML For the return of a pointer to the response XML. The pointer is valid until the next call to 
flxActTransactionSend or flxActTransactionProcessResponse or until the transaction 
handle is destroyed.


Table 8-206 • flxActTransactionGetResponseXML Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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flxActTransactionLoadStoredRequest
When a request is loaded, it becomes the current request for the transaction, replacing any existing request. The request 
handle is returned as a convenience, it can always be obtained from the transaction object using 
flxActTransactionGetRequest. The request can then be identified from its attributes (flxActTranRequestGetAttribute). 


If a response to the request has already been processed (status COMPLETE or RECOVER) it will become the current 
response. The response handle (from flxActTransactionGetResponse) can be used to get attributes, for example vendor 
dictionary entries.


Syntax
FlxActBool flxActTransactionLoadStoredRequest(


FlxActTransaction hTransaction,


uint32_t index,


FlxActTranRequest *phTranRequest); 


Parameters


The flxActTransactionLoadStoredRequest function uses the following parameters:


Return Values


The following values are returned by flxActTransactionLoadStoredRequest:


flxActTransactionProcessResponse
This function processes a composite response received from the server.


1. The response XML is validated for:


• Correct XML header format and namespace.


• Root element is <Response>


Table 8-207 •  flxActTransactionLoadStoredRequest Parameters


Parameter Description


hTransaction Handle for transaction object.


index Index value of the stored request.


phTranRequest For return of the handle of the stored request.


Table 8-208 • flxActTransactionLoadStoredRequest Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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• Mandatory elements are present


• Element <ResponseType> has value COMPOSITE.


• XML version is correct


2. The first signature is validated (if no trusted sections currently exist in trusted storage, this will be the common 
signature, otherwise the first or only section signature).


3. Requester verification is performed, if specified by the server. This confirms that the response is being processed on 
the machine that generated the request. 


4. The corresponding request is loaded from trusted storage (if it is not already the current request); its status must be 
PENDING.


5. A response object is created, attached to the transaction object (replacing any existing one) and stored with the 
request in trusted storage.


6.  Any Config actions are performed, creating (or modifying the trusted configuration of) the trusted sections needed to 
validate other signatures and perform other actions. 


7. Any other signatures are validated.


8. The remaining actions are performed, in the following order.


• Repair 


• Delete


• Create


• Modify 


• Deny


9. If all actions succeed, the changes are committed to trusted storage; otherwise all changes are discarded. This means 
that either all actions succeed or none. Config actions are an exception; any trusted sections that have been created 
will not be deleted.


10. If all steps are successful the function will return FNP_ACT_TRUE and the current response object will have been set. 
As well as details of the actions that have been performed during processing, the response object contains any vendor 
defined data sent by the server in the vendor dictionaries; this should be read and acted upon now.


11. If the function returns FNP_ACT_FALSE, call flxActTransactionGetResult to get error information. 


12. Depending on the type of error, a response object may still have been created; you can call   
flxActTransactionGetResponse to find this out.


Because of the complex nature of response processing, this function has its own category of result codes 
(FLX_ACT_TRAN_ERR_RSP_XXX), though it can set other result codes as well.


Note • Successful processing does not guarantee that all the actions requested have been granted by the server; if not, the 
server should have included “deny” response actions. You can check for this by enumerating the response actions.


 All objects created by this function are automatically destroyed with the transaction object.
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Syntax
FlxActBool flxActTransactionProcessResponse(


FlxActTransaction hTransaction,


const char *pResponseXml);


Parameters


The flxActTransactionProcessResponse function uses the following parameters:


Return Values


The following values are returned by flxActTransactionProcessResponse:


flxActTransactionSend
Sends the request to the server. This function performs the entire transaction by


1. Getting the request XML using flxActTranRequestGetXML().


2. Sending it to the server and obtaining the response.


3. Calling flxActTransactionProcessResponse()—see notes for that function for error handling and how to proceed 
next.


You must set the server communications attributes first.


The callback function is called with status information as the transaction proceeds; its return value determines whether 
the transaction should proceed or be canceled (see flxCommsStatusCodes and flxActCallbackReturn in 
flxActCommon.h). 


Syntax
FlxActBool flxActTransactionSend(


FlxActTransaction hTransaction,


FlxActTranStatusCallback pfnStatus,


const void *pCallerData);


Table 8-209 •  flxActTransactionProcessResponse Parameters


Parameter Description


hTransaction Handle for transaction object.


pResponseXml For return of the response XML.


Table 8-210 • flxActTransactionProcessResponse Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.
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Parameters


The flxActTransactionSend function uses the following parameters:


Return Values


The following values are returned by flxActTransactionSend:


flxActTransactionSetCommsAttribute
Sets the server communications attribute. 


Syntax
FlxActBool flxActTransactionSetCommsAttribute(


FlxActTransaction hTransaction,


FlxActTranServerCommsType attributeType,


const char *pAttributeValue);


Parameters


The flxActTransactionSetCommsAttribute function uses the following parameters:


Table 8-211 •  flxActTransactionSend Parameters


Parameter Description


hTransaction Handle for transaction object.


pfnStatus For return of the function status.


pCallerData A pointer to the callback function.


Table 8-212 • flxActTransactionSend Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-213 •  flxActTransactionSetCommsAttribute Parameters


Parameter Description


hTransaction Handle for transaction object.


attributeType Type of the server communications attribute.


pAttributeValue Attribute value.
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Table 8-214 •  flxActTransactionSetCommsAttribute Attribute type


Parameter Number Description


FLX_ACT_TRAN_SVR_COMMS_TYPE 1 The server communication attributes FLEX or SOAP. 
Default “SOAP”. 


• FLX_ACT_TRAN_SVR_COMMS_TYPE_FLEX - FLEX 
is for communication with the Enterprise 
License Server


• FLX_ACT_TRAN_SVR_COMMS_TYPE_SOAP - 
SOAP is for communication with the publisher 
server.


 FLX_ACT_TRAN_SVR_URI 10 The server communications URI attribute. 
(Mandatory)


Following attributes apply only to “SOAP” communications


FLX_ACT_TRAN_SVR_PROXY_HOST 21 The server communications proxy server URI. 
(Optional).


FLX_ACT_TRAN_SVR_PROXY_PORT 22 The server communications proxy server port. 
(Optional)


FLX_ACT_TRAN_SVR_PROXY_USER 23 The server communications proxy server username. 
(Optional)


FLX_ACT_TRAN_SVR_PROXY_PASSWORD 24 The server communications proxy server password. 
(Optional)


FLX_ACT_TRAN_SVR_SSL_CACERT 30 The server communications name of the CA 
certificate for the open source SSL. (Optional)


FLX_ACT_TRAN_SVR_SSL_CAPATH 31 The server communications path to the CA certificate 
for the open source SSL. (Optional)


FLX_ACT_TRAN_SVR_TIMEOUT 40 The server communications timeout value. Default 
10 seconds. 


FLX_ACT_TRAN_SVR_POLL_INTERVAL 41 The server communications poll interval. Default 1 
seconds.
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Return Values


The following values are returned by flxActTransactionSetCommsAttribute:


Discussion


You must set the FLX_ACT_TRAN_SVR_URI attribute and any other optional attributes you require before calling 
flxActTransactionSend.


flxActTransactionGetStoredRequestCount
You do not need to enumerate stored requests when processing a response, as the correct request will be loaded 
automatically by the transaction object and set as the current request.


Enumeration is provided so that users can be prompted for outstanding responses and for recovery from error conditions 
where the requests needs to be re-sent to the server.


Enumerate the stored requests by getting the count then loading each in turn by index (0 to (count-1)) using 
flxActTransactionLoadStoredRequest.


Syntax
FlxActBool flxActTransactionGetStoredRequestCount(


FlxActTransaction hTransaction,


uint32_t *pCount);


Parameters


The flxActTransactionGetStoredRequestCount function uses the following parameters:


Table 8-215 • flxActTransactionSetCommsAttribute Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-216 •  flxActTransactionGetStoredRequestCount Parameters


Parameter Description


hTransaction Handle for transaction object.


pCount For return of the count.
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Return Values


The following values are returned by flxActTransactionGetStoredRequestCount:


Error and Warning Reporting
If a flxActTranXXX function fails it returns FLX_ACT_FALSE and sets error information (defined in  FlxActTransaction.h).


Error information is held per thread. The error information is cleared when the next flxActTranXXX function (other than 
the error reporting function) is called.


flxActTransactionGetResult
Returns the result code defining the error when a flxActTranXXX function failed.


Syntax
FlxActTranResult flxActTransactionGetResult(void);


Parameters


The flxActTransactionGetResult function uses no parameters.


Return Values


The function flxActTransactionGetResult returns the following values: 


Table 8-217 • flxActTransactionGetStoredRequestCount Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActTransactionGetResult to find out the specific error.


Table 8-218 • flxActTransactionGetResult Return Values


Parameter Description


Response processing errors


FLX_ACT_TRAN_ERR_RSP_XML_MISSING Mandatory XML element missing


FLX_ACT_TRAN_ERR_RSP_NOT_COMPOSITE Not a composite response


FLX_ACT_TRAN_ERR_RSP_XML_VERSION Response XML version number not supported


FLX_ACT_TRAN_ERR_RSP_XML_OTHER XML invalid in some other way


FLX_ACT_TRAN_ERR_RSP_SIGNATURE_1 First (or only) signature invalid
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FLX_ACT_TRAN_ERR_RSP_NO_REQUEST No stored request for this response


FLX_ACT_TRAN_ERR_RSP_NOT_REQUESTER Request generated on a different machine


FLX_ACT_TRAN_ERR_RSP_SIGNATURE_2 Second or subsequent signature invalid


FLX_ACT_TRAN_ERR_RSP_ACTION_INFO Invalid or missing response action attribute


FLX_ACT_TRAN_ERR_RSP_ACTION_FAILED One or more response actions failed


FLX_ACT_TRAN_ERR_RSP_SIG_VERSION Response XML signature version number not supported


FLX_ACT_TRAN_ERR_RSP_NOT_XML Response is not an XML document


FLX_ACT_TRAN_ERR_RSP_REQUEST_NOT_PENDING Can't invoke response actions when matching request not 
PENDING


FLX_ACT_TRAN_ERR_RSP_REQUEST_UNTRUSTED Can't invoke non-config response actions when matching 
request UNTRUSTED


FLX_ACT_TRAN_ERR_RSP_XML_CONFIG Config response action XML invalid


FLX_ACT_TRAN_ERR_RSP_SVR_CONFIG Unable to action server trusted configuration


FLX_ACT_TRAN_ERR_RSP_APP_CONFIG Unable to action application trusted configuration


FLX_ACT_TRAN_ERR_RSP_XML_CREATE Create response action XML invalid


FLX_ACT_TRAN_ERR_RSP_XML_DELETE Delete response action XML invalid


FLX_ACT_TRAN_ERR_RSP_XML_MODIFY Modify response action XML invalid


FLX_ACT_TRAN_ERR_RSP_XML_REPAIR Repair response action XML invalid


FLX_ACT_TRAN_ERR_RSP_ELS_MEMORY Enterprise License Server can't process request—no 
memory


FLX_ACT_TRAN_ERR_RSP_ELS_REQ_XML Enterprise License Server can't process request—invalid 
request XML


FLX_ACT_TRAN_ERR_RSP_ELS_REQ_ACTION Enterprise License Server can't process request—invalid 
action in request


General errors


FLX_ACT_TRAN_ERR_TS_LOAD Trusted storage load failed


Table 8-218 • flxActTransactionGetResult Return Values


Parameter Description
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FLX_ACT_TRAN_ERR_TS_SAVE Trusted storage save failed


FLX_ACT_TRAN_ERR_COMMS_INIT Failed to initialise comms


FLX_ACT_TRAN_ERR_COMMS_SEND Failed to send request


FLX_ACT_TRAN_ERR_ATTR_UNAVAILABLE Failed to access attribute


FLX_ACT_TRAN_ERR_FR_DISABLED Fulfillment record is disabled


FLX_ACT_TRAN_ERR_FR_TRUSTED Fulfillment record is trusted


FLX_ACT_TRAN_ERR_FR_UNTRUSTED Fulfillment record is untrusted


FLX_ACT_TRAN_ERR_RESPONSE_NOT_FOUND No response available


FLX_ACT_TRAN_ERR_REQUEST_NOT_FOUND No request available


FLX_ACT_TRAN_ERR_WRONG_REQUEST_STATUS Request not in correct state for attempted operation


FLX_ACT_TRAN_ERR_TS_SECTION_FAILED Trusted storage section does not exist


FLX_ACT_TRAN_ERR_ELS_CONNECT Can't connect to the Enterprise License Server


FLX_ACT_TRAN_ERR_ELS_SEND_RECEIVE Can't communicate with Enterprise License Server


Invalid parameters


FLX_ACT_TRAN_ERR_FR_NOT_FOUND Invalid FulfillmentId


FLX_ACT_TRAN_ERR_UNKNOWN_DICT_KEY Unknown dictionary key


FLX_ACT_TRAN_ERR_INVALID_DICT_INDEX Invalid dictionary index


FLX_ACT_TRAN_ERR_RESULT_PTR Bad pointer parameter


FLX_ACT_TRAN_ERR_INVALID_ACTION_INDEX Invalid action index


FLX_ACT_TRAN_ERR_INVALID_REQUEST_INDEX Invalid request index


FLX_ACT_TRAN_ERR_REQUEST_READONLY Request is read-only and cannot be changed


FLX_ACT_TRAN_ERR_PARAM_XML Invalid XML


FLX_ACT_TRAN_ERR_PARAM_DATE Invalid date. Use dd-mmm-yyyy, d-mmm-yyyy, or permanent.


Table 8-218 • flxActTransactionGetResult Return Values


Parameter Description
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See also 
flxActTransactionGetFunctionId
flxActTransactionLogError
flxActTransactionGetLogString


flxActTransactionGetFunctionId
Returns the API function ID. This function is provided for cases where the last function called is not known explicitly, for 
example common error reporting code.


Syntax
FlxActTranFunctionId flxActTransactionGetFunctionId(void);


Parameters


The flxActTransactionGetFunctionId function uses no parameters.


Return


Returns the identity of the API function that failed—a flxActTransactionXXX_ID value (see flxActTransaction.h).


See also 
flxActTransactionGetResult
flxActTransactionLogError
flxActTransactionGetLogString


flxActTransactionLogError
Creates an error log string and writes it to the FlexNet Publisher event file.


The error log string is a printable diagnostic string that contains the result and function ID of the last FlxActTranXXX 
function that was called, as well as other information about the error. Call this function if an unexpected error occurs that 
may require assistance from Flexera support.


The error log string is encoded and can only be interpreted by Flexera support.


Syntax
FlxActBool flxActTransactionLogError(void);


Parameters


The flxActTransactionLogError function uses no parameters.
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Return


The following values are returned by flxActTransactionLogError:


See also 
flxActTransactionGetFunctionId
flxActTransactionGetResult
flxActTransactionGetLogString


flxActTransactionGetLogString
Returns the error log string, which is a printable diagnostic string that contains the result and function ID of the last 
FlxActTranXXX function that was called (excluding flxActTransactionGetFunctionId and flxActTransactionGetResult), 
as well as other information about the error that may be useful in support situations.


The error log string is encoded and can only be interpreted by Flexera support.


Syntax
const char* flxActTransactionGetLogString(void);


Parameters


The flxActTransactionGetLogString function uses no parameters.


Return


Returns the error log string.


See also 
flxActTransactionGetFunctionId
flxActTransactionGetResult
flxActTransactionLogError


Table 8-219 • flxActTransactionLogError Return Values


Return Value Description


FLX_ACT_TRUE Success. Error log string for was written to the FlexNet Publisher event file.


FLX_ACT_FALSE Non-success. No log string created.
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Short Code Transaction APIs


Function Summary
The following table provides a summary of the functions described in this section and defined in FlxActShortCode.h


flxActShortCodeCreate
Creates a short code object used to create and manage short code requests. 


Syntax
FlxActBool flxActShortCodeCreate(


FlxActHandle handle,


const char *pszAsrFile,


Table 8-220 • Short Code activation API functions


Function Description


flxActShortCodeCreate Creates a short code API object from a short code ASR file.


flxActShortCodeCreateFromBuffer Creates a short code API object from a short code ASR file from 
buffer.


flxActShortCodeCancelRequest Cancels a pending request code


flxActShortCodeDestroy Destroys the short code context


flxActShortCodeProcessResponse Processes the available response.


flxActShortCodeGetActivationRequest Creates an activation request


flxActShortCodeGetDenyReason Gets the reason sent by the server when it denied a request


flxActShortCodeGetErrorDetail Returns additional error details.


flxActShortCodeGetPendingRequest Obtains a pending request code 


flxActShortCodeGetPendingRequestProdSpc Returns details of the fulfillment that is the target of the current 
return or repair request


flxActShortCodeGetRepairRequest Generates a short code for a repair


flxActShortCodeGetReturnRequest Generates a shortcode for a return request


flxActShortCodeGetWarning Checks for existing fulfillment being overwritten


flxActShortCodeSetVendorData Sets the vendor data to be included in a request. 
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FlxActShortCode *phShortCode);


Parameters


The flxActShortCodeCreate function uses the following parameters:


Return Values


The following values are returned by flxActShortCodeCreate:


Discussion


This function creates an object, which is required when creating and managing short codes 


See Also
flxActShortCodeCreateFromBuffer


flxActShortCodeCreateFromBuffer
Creates a short code object used to create and manage short code requests. 


Syntax
FlxActBool flxActShortCodeCreateFromBuffer(


FlxActHandle handle,


const char *pszAsrBuffer,


FlxActShortCode *phShortCode);


Table 8-221 • flxActShortCodeCreate Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_PREP.


pszAsrFile Path of short code ASR XML


phShortCode Used for return of the short code handle


Table 8-222 • flxActShortCodeCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Parameters


The flxActShortCodeCreateFromBuffer function uses the following parameters:


Return Values


The following values are returned by flxActShortCodeCreateFromBuffer:


Discussion


This function creates an object, which is required when creating and managing short code requests.


flxActShortCodeCancelRequest
Cancels a pending request.


Syntax
FlxActBool flxActShortCodeCancelRequest(FlxActShortCode hShortCode);


Parameters


The flxActShortCodeCancelRequest function uses the following parameters:


Table 8-223 • flxActShortCodeCreateFromBuffer Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_P.REP


pszAsrBuffer Buffer containing short code ASR XML


phShortCode Used for return of the short code handle


Table 8-224 • flxActShortCodeCreateFromBuffer Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-225 • flxActShortCodeCancelRequest Parameters


Parameter Description


hShortCode Destroys a short code context.
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Return Values


The following values are returned by flxActShortCodeCancelRequest:


Discussion


Cancelling a return request re-enables the fulfillment making it usable again. You need to trust that the user has not 
completed the return on the server, otherwise it's an exploit. The alternative is to delete the fulfillment with the request 
(user can re-install if necessary).


flxActShortCodeDestroy
Destroys a short code object.


Syntax
void flxActShortCodeDestroy(FlxActShortCode hShortCode); 


Parameters


The flxActShortCodeDestroy function uses the following parameters:


Return Values


There is no return value.


Discussion


This function destroys the short code object created by flxActShortCodeCreate or flxActShortCodeCreateFromBuffer.


flxActShortCodeProcessResponse
Processes a short code response, when the response is available. 


Table 8-226 • flxActShortCodeCancelRequest Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-227 • flxActShortCodeDestroy Parameters


Parameter Description


hShortCode A short code handle created with flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer.
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Syntax
FlxActBool flxActShortCodeProcessResponse(


FlxActShortCode handle,


const char *pszResponse,


FlxShortCodeType *pResponseType);


Parameters


The flxActShortCodeProcessResponse function uses the following parameters:


Return Values


The following values are returned by flxActShortCodeProcessResponse:


Discussion


When the response is available, process it using flxActShortCodeProcessResponse.


No context is needed as the ASR is cached in trusted storage when the request is created and it can be identified from the 
content of the response code.


These functions can be called to get more information about the response processing


• flxActShortCodeGetDenyReason


• flxActShortCodeGetWarning


• flxActShortCodeGetErrorDetail


flxActShortCodeGetActivationRequest
Generates an activation request code based on the ASR in the specified file.


Table 8-228 • flxActShortCodeProcessResponse Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_APP.


pszResponse The response code from the server


pResponseType For return of the response type


Table 8-229 • flxActShortCodeProcessResponse Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Syntax
FlxActBool flxActShortCodeGetActivationRequest(


FlxActShortCode ShortCode,


const char **ppszRequest);


Parameters


The flxActShortCodeGetActivationRequest function uses the following parameters:


Return Values


The following values are returned by flxActShortCodeGetActivationRequest:


Discussion


This function reads the short code alias from the ASR. It determines whether there is any outstanding transaction 
(activation, return, or repair) for this short code alias. 


If there is an outstanding transaction, it terminates with an error.


If there is no outstanding transaction, it:


• Uses the Trusted Configuration in the ASR to create or update a segment of trusted storage as required.


• Generates an activation request code with a format as defined by the short code scheme ID in the ASR.


When the response code is received, it is processed using flxActShortCodeProcessResponse and this completes the 
activation transaction.


See Also
flxActShortCodeGetDenyReason
flxActAppActivationRespProcess


Table 8-230 • flxActShortCodeGetActivationRequest Parameters


Parameter Description


hShortCode A short code handle created with flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer.


ppszRequest For return of a pointer to the short code request.


Table 8-231 • flxActShortCodeGetActivationRequest Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActShortCodeGetDenyReason
Gets the reason sent by the server when it denied a request.


Syntax
uint32_t flxActShortCodeGetDenyReason(FlxActHandle handle);


Parameters


The flxActShortCodeGetDenyReason function uses the following parameters:


Return Values


The value returned by flxActShortCodeGetDenyReason is the reason included in the deny response received from the 
activation server. It is an integer. 


Discussion


If the request type returned by flxActShortCodeProcessResponse is flxShortCodeTypeError then this function will 
return the reason given by the server for denying the request. If the response was of a different type or the server did not set 
a reason, it will return zero.


Note •  The reason values are defined by the activation server, not FlexNet Publisher.


flxActShortCodeGetErrorDetail
Returns any additional error details.


Syntax
const char *flxActShortCodeGetErrorDetail(FlxActHandle handle);


Parameters


The flxActShortCodeGetErrorDetail function uses the following parameters:


Table 8-232 • flxActShortCodeGetDenyReason Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_PREP. 


Table 8-233 • flxActShortCodeGetErrorDetail Parameters


Parameter Description


handle As returned by flxActCommonHandleOpen. 
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Return Values


flxActShortCodeGetErrorDetail returns an error string indicating invalid characters.


Discussion


If the system error returned by flxActCommonHandleGetError is LM_TSSE_SHORTCODE_INVALID_CHAR or 
LM_TSSE_SHORTCODE_INVALID_CHECK, flxActShortCodeGetErrorDetail will return an error string that contains a ‘?’ for 
each possibly invalid character. The error string should be displayed in a monospaced font underneath the response code 
to indicate the invalid characters, for example:


Processing response: 455976-326180-807501-999982-850286-42#479-264703


                     455976-326180-807501-??????-850286-42?479-264703


ERROR: Response entered incorrectly - check the character(s) replaced by '?' above.


Note •  Note that each 6-character-group has a check digit. If any character is incorrect, the entire group is flagged. 
Characters like ‘#’ which are never valid can be flagged individually. 


flxActShortCodeGetPendingRequest
Returns the request code for an outstanding short code transaction based on the ASR in the specified file.


Syntax
FlxActBool flxActShortCodeGetPendingRequest(


FlxActShortCode hShortCode,


const char **ppszRequest,


FlxShortCodeType *pRequestType);


Parameters


The flxActShortCodeGetPendingRequest function uses the following parameters:


Table 8-234 • flxActShortCodeGetPendingRequest Parameters


Parameter Description


hShortCode A short code handle created with flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer.


ppszRequest For returning of a pointer to the short code request


pRequestType For return of the request type.
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Return Values


The following values are returned by flxActShortCodeGetPendingRequest:


Discussion


This function reads the short code alias from the ASR. It determines whether there is a short code transaction (activation, 
return, or repair) in progress for this short code alias. 


If there is a short code transaction in progress, the request code is written to ppszPendingShortCode. The function returns 
success. If there is no short code transaction in progress, the function returns non-success.


See Also
flxActShortCodeCancelRequest


flxActShortCodeGetPendingRequestProdSpc
Returns details of the fulfillment that is the target of the current return or repair request


Syntax
FlxActBool flxActShortCodeGetPendingRequestProdSpc(


FlxActShortCode pShortCode,


FlxActLicSpc licSpc);


Parameters


The flxActShortCodeGetPendingRequestProdSpc function uses the following parameters:


Table 8-235 • flxActShortCodeGetPendingRequest Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success: either a short code transaction is not in progress or an error has occurred. Call 
flxActCommonHandleGetError to determine if this was actually an error return or that there 
is no short code transaction in progress.


Table 8-236 • flxActShortCodeGetPendingRequestProdSpc Parameters


Parameter Description


pShortCode A short code handle created with flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer 


licSpc For RETURN and REPAIR, FlxActProdSpc of target fulfillment is added to this licSpc

336 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Short Code Transaction APIs

Return Values


The following values are returned by flxActShortCodeGetPendingRequestProdSpc:


Discussion


Return details of the fulfillment that is the target of the current return or repair request.


flxActShortCodeGetRepairRequest
Generates a short code for a repair based on the ASR in the specified file.


Syntax
FlxActBool flxActShortCodeGetRepairRequest(


FlxActShortCode hShortCode,


const char *pszFulfillmentId,


const char **ppszRequest);


Parameters


The flxActShortCodeGetRepairRequest function uses the following parameters:


Return Values


The following values are returned by flxActShortCodeGetRepairRequest:


Table 8-237 • flxActShortCodeGetPendingRequestProdSpc Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-238 • flxActShortCodeGetRepairRequest Parameters


Parameter Description


hShortCode A repair short code object created with flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer. 


pszFulfillmentId The fulfillment to be returned


ppszRequest The returned repair request code.


Table 8-239 • flxActShortCodeGetRepairRequest Return Values


Return Value Description


FLX_ACT_TRUE Success
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Discussion


This function determines whether there is any outstanding transaction (activation, return or repair) for this short code 
alias. 


If there is an outstanding transaction, it terminates with an error.


If there is no outstanding transaction, it:


• Generates a repair request code for PZFulfillmentId with a format as defined by the short code scheme ID in the ASR.


When the response code is received, it is processed using flxActShortCodeProcessResponse. This completes the repair 
transaction.


See Also
flxActShortCodeCancelRequest
flxActShortCodeGetDenyReason


flxActShortCodeGetReturnRequest
Generates a short code for a return based on the ASR in the specified file. 


Syntax
FlxActBool flxActShortCodeGetReturnRequest(


FlxActShortCode hShortCode,


const char *pszFulfillmentId,


const char **ppszRequest);


Parameters


The flxActShortCodeGetReturnRequest function uses the following parameters:


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-240 • flxActShortCodeGetReturnRequest Parameters


Parameter Description


hShortCode A short code handle created with flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer.


pszFulfillmentId A fulfillment to be returned.


ppszRequest For return of a pointer to the short code request


Table 8-239 • flxActShortCodeGetRepairRequest Return Values


Return Value Description
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Return Values


The following values are returned by flxActShortCodeGetReturnRequest:


Discussion


This function reads the short code alias from the ASR. It determines whether there is any outstanding transaction 
(activation, return, or repair) for this short code alias. 


If an outstanding transaction exists, it is terminated with an error. If no outstanding transaction exists, it does the 
following:


• Uses the fulfillment record ID in the ASR to determine the unique ID for this fulfillment record within trusted storage. 
This identifies the fulfillment record that is to be returned.


• Generates a return request code with a format as defined by the short code scheme ID in the ASR.


When the response code is received, it is processed using flxActAppRepairRespProcess and this completes the return 
transaction.


See Also
flxActAppRepairRespProcess
flxActShortCodeCancelRequest
flxActShortCodeGetDenyReason


flxActShortCodeGetWarning
Returns any warning that was set when processing a response. 


Syntax
flxShortCodeWarning flxActShortCodeGetWarning(FlxActHandle handle);


Parameters


The flxActShortCodeGetWarning function uses the following parameters:


Table 8-241 • flxActShortCodeGetReturnRequest Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-242 • flxActShortCodeGetWarning Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_PREP. 
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Return Values


The following values are returned by flxActShortCodeGetWarning:


flxActShortCodeSetVendorData
Sets the vendor data that is to be included in a request.


Syntax
FlxActBool flxActShortCodeSetVendorData(


FlxActShortCode hShortCode,


const char *pszItemName,


const char *pszItemValue);


Parameters


The flxActShortCodeGetWarning function uses the following parameters:


Table 8-243 • flxActShortCodeGetWarning Return Values


Return Value Description


flxShortCodeWarningNone No warning. 


flxShortCodeWarningFulfillmentOverwitten The fulfillment ID (a combination of the ID from the short code ASR 
and the SCI_ID_SUFFEX returned by the server) was the same as an 
existing fulfillment, which was therefore overwritten.


flxShortCodeWarningInvalidHandle Handle is invalid (NULL).


Table 8-244 • flxActShortCodeSetVendorData Parameters


Parameter Description


hShortCode A short code handle created with flxActShortCodeCreate or 
flxActShortCodeCreateFromBuffer.


pszItemName The name as defined in the short code ASR 


pszItemValue A value valid for the type specified in the ASR,                                                                    For example  
"123" for DEC, "F12A" for HEX, "MyValue" for ASCII96
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Return Values


The following values are returned by flxActShortCodeSetVendorData:


Discussion


Vendor data items must be pre-defined in the ASR - name, type and length. This function must be call for each item before 
calling flxActShortCodeGetActivationRequest, flxActShortCodeGetReturnRequest or flxActShortCodeGetRepairRequest to 
create the request.


flxShortCodeType
This defines the type of the short code transaction that is reported as being in progress (pending). The following table lists 
the valid values for flxShortCodeType:


Deprecated Single-Action Application Activation 
Functions


In general, application activation functions are used by an application activation utility to manage license rights on the 
FlexEnabled client. The functions described in this section specifically support single-action transactions, which can be 
used to perform client-side activations from the license server. However, from FlexNet Publisher 11.14.0 it is best practice 
to use composite transactions for all interactions with servers. Composite transactions perform multiple actions in one 
transaction.


For information on how to create and deploy an application activation utility that supports single-action transactions, see 
the chapter “Building an Application Activation Utility for Single-Action Transactions” in FlexNet Publisher’s Programming 
Reference for Trusted Storage–Based Licensing.


Table 8-245 • flxActShortCodeSetVendorData Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-246 • flxShortCodeType


Value Type Code Description


0 flxShortCodeTypeNotSet The request type was not recorded so cannot be given. The 
request was generated by a previous version of the API.


1 flxShortCodeTypeActivation Activation short code request.


2 flxShortCodeTypeReturn Return short code request.


3 flxShortCodeTypeRepair Repair short code request.
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The format of this chapter outlines how to use the Activation API to initiate the following activation transactions (which 
implement the various license lifecycle stages):


• Activation


• Return


• Repair


Additional Information
Refer to the following for additional information:


• For a description of functions used for local activation, see Common Library Functions.


• For a list of deprecated application activation functions, see Deprecated Activation Functions.


• For an overview of application activation transactions, see the chapter “Transactions with a FlexEnabled Client” in 
FlexNet Publisher’s Programming Reference for Trusted Storage–Based Licensing.


• For a description of functions used by license server activation utilities that handle single-action transactions, see 
Deprecated License Server Activation Functions. For instructions on how to build these utilities, see the chapter 
“Building a Server Activation Utility for Single-Action Transactions” in FlexNet Publisher’s Programming Reference for 
Trusted Storage–Based Licensing.


• For a description of functions used by both application and server activation utilities that handle composite 
transactions, see Composite Transaction API Functions. For instructions on how to build these activation utilities, see 
the chapter “Building an Activation Utility for Composite Transactions” in FlexNet Publisher’s Programming Reference 
for Trusted Storage–Based Licensing.


Function Summary
The following table provides a summary of the functions described in this section and defined in FlxActApp.h.


Table 8-247 •  Application Activation API Functions 


Function Description


flxActAppActivationCreate Creates an application activation object.


flxActAppActivationDelete Deletes an application activation object.


flxActAppActivationSend Creates and sends an activation request to an activation server 
and processes the response.


flxActAppActivationReqSet Creates an activation request. (Replaces the deprecated 
flxActAppActivationReqCreate function.)


flxActAppActivationRespProcess Processes an activation response received from an activation 
server.


flxActAppActivationRespProdLicSpcGet Gets the FR created in response to an activation request.
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flxActAppActivationEntitlementIdGet Reads the Entitlement ID previously set into the activation 
object.


flxActAppActivationEntitlementIdSet Sets the Entitlement ID to be included in an activation request.


flxActAppActivationDurationGet Reads the license rights duration previously set into the 
activation object.


flxActAppActivationDurationSet Sets the license rights duration to be included in an activation 
request.


flxActAppActivationExpDateGet Reads the license rights expiry date previously set into the 
activation object.


flxActAppActivationExpDateSet Sets the license rights expiry date to be included in an 
activation request.


flxActAppActivationReasonGet Reads the activation reason previously set into the activation 
object.


flxActAppActivationReasonSet Sets the activation reason to be included in an activation 
request.


flxActAppActivationProductIdGet Gets the ProductID from an activation object.


flxActAppActivationProductIdSet Sets the ProductID for an activation object that will be used in 
an activation request.


flxActAppActivationVendorDataGet Reads the vendor data previously set into the activation object.


flxActAppActivationVendorDataSet Sets the vendor data to be included in an activation request.


flxActAppReturnCreate Creates an application return object.


flxActAppReturnDelete Deletes an application return object.


flxActAppReturnSend Creates and sends a return request to an activation server and 
processes the response.


flxActAppReturnReqSet Creates a return request. (Replaces the deprecated 
flxActAppReturnReqCreate function.) 


flxActAppReturnRespProcess Processes a return response from an activation server


flxActAppReturnCancel Enables a fulfillment record that has been disabled when a 
return was requested.


Table 8-247 •  Application Activation API Functions 


Function Description
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flxActAppReturnProdLicSpcSet Sets the fulfillment record to be returned


flxActAppReturnProductIdGet Reads the product ID of the fulfillment record previously set 
into the return object


flxActAppReturnSuiteIdGet Reads the suite ID of the fulfillment record previously set into 
the return object


flxActAppReturnEntitlementIdGet Reads the Entitlement ID of the fulfillment record previously set 
into the return object


flxActAppReturnFRIdSet Sets the fulfillment ID into the return object


flxActAppReturnFRIdGet Reads the ID of the fulfillment record previously included in the 
return object


flxActAppReturnReasonGet Reads the return reason previously set into the return object.


flxActAppReturnReasonSet Sets the return reason to be included in a return request.


flxActAppReturnVendorDataGet Reads the vendor data previously set into the return object


flxActAppReturnVendorDataSet Sets the vendor data to be included in a return request


flxActAppRepairDelete Deletes an application repair object


flxActAppRepairSend Creates and sends a repair request to an activation server and 
processes the response


flxActAppRepairReqSet Creates a repair request. (Replaces the deprecated function 
flxActAppRepairReqCreate.)


flxActAppRepairRespProcess Processes a repair response from an activation server


flxActAppRepairProdLicSpcSet Sets the fulfillment record to be repaired


flxActAppRepairFRIdSet Sets the fulfillment ID into the repair object


flxActAppRepairProductIdGet Reads the product ID of the fulfillment record previously set 
into the repair object


flxActAppRepairSuiteIdGet Reads the suite ID of the fulfillment record previously set into 
the repair object


flxActAppRepairEntitlementIdGet Reads the entitlement ID of the fulfillment record previously set 
into the repair object


Table 8-247 •  Application Activation API Functions 


Function Description
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flxActAppActivationCreate
Creates an application activation object. This object is used when creating an activation request and processing an 
activation response.


Syntax
FlxActBool flxActAppActivationCreate(


FlxActHandle handle,


FlxActAppActivation *appAct);


Parameters


The flxActAppActivationCreate function uses the following parameters:


Return Values


The following values are returned by flxActAppActivationCreate:


flxActAppRepairFRIdGet Reads the ID of the fulfillment record previously set into the 
repair object


flxActAppRepairVendorDataGet Reads the vendor data previously set into the repair object


flxActAppRepairVendorDataSet Sets the vendor data to be included in a repair request


flxActAppActivationDelete Creates a short code API object from a short code ASR file.


Table 8-248 • flxActAppActivationCreate Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_APP.


appAct The resulting pointer to the activation object.


Table 8-249 • flxActAppActivationCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-247 •  Application Activation API Functions 


Function Description
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Discussion


This function creates an object, which is required when using any of the following activation functions: 


• flxActAppActivationSend


• flxActAppActivationReqSet


• flxActAppActivationRespProcess


• flxActAppActivationEntitlementIdGet


• flxActAppActivationEntitlementIdSet


• flxActAppActivationDurationGet


• flxActAppActivationDurationSet


• flxActAppActivationExpDateGet


• flxActAppActivationExpDateSet


• flxActAppActivationVendorDataGet


• flxActAppActivationVendorDataSet


This function should be paired with a call to flxActAppActivationDelete, which releases the object and frees all the 
associated resources.


flxActAppActivationDelete
Deletes an application activation object.


Syntax
void flxActAppActivationDelete(FlxActAppActivation appAct);


Parameters


The flxActAppActivationDelete function uses the following parameters:


Return Values


There are no values returned by flxActAppActivationDelete.


Discussion


This function should only be called if a previous call to flxActAppActivationCreate succeeded. It deletes the application 
activation object, including any activation transaction data that it may contain, and frees all the associated resources. 
Thus, it must not be called while an activation transaction is in progress.


Table 8-250 • flxActAppActivationDelete Parameters


Parameter Description


appAct The resulting pointer to the activation object.
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flxActAppActivationSend
Sends an activation request to a remote activation server and process the resulting response.


Syntax
FlxActBool flxActAppActivationSend(


FlxActAppActivation appAct,


FlxActError *err);


Parameters


The flxActAppActivationSend function uses the following parameters:


Return Values


The following values are returned by flxActAppActivationSend:


Discussion


Before calling this function you must set the mandatory and optional request parameters into the activation object. The 
following are request parameters in an activation request:


• Entitlement ID—Use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the entitlement for 
which the license rights are being requested.


• License rights expiration—Use either flxActAppActivationExpDateSet to enter a specific expiration date or 
flxActAppActivationDurationSet to enter the relative duration.


• Activation reason—Optionally use flxActAppActivationReasonSet to specify the reason for the activation. When this is 
not set, the default value of zero is used.


• Vendor data—Optionally use flxActAppActivationVendorDataSet to add a key-value pair to the PublisherDictionary in 
the activation request.


Table 8-251 • flxActAppActivationSend Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate to which the required parameter 
values have been added using the flxActAppActivation*Set functions.


err A pointer to the resulting error, if any, see flxActCommonHandleGetError for further details.


Table 8-252 • flxActAppActivationSend Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success.
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Optionally, the identity and location of the activation server can be set into the activation object using the following 
functions:


• flxActCommonHandleSetCommType—Defines the type of comms used for transactions and therefore the type of 
activation server. flxCommsMvsnFlex is used for connections to a FlexNet license server and flxCommsMvsnFlexSoap is 
used for connections to a FlexNet Operations server or to a License Generator.


• flxActCommonHandleSetRemoteServer—Sets the address of the activation server used for transactions.


This function formats an activation request and sends it to an activation server. This function is used for programmatic 
activation.


The following data is automatically added to the activation request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the activation. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage–Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The activation server is identified before this function is called, see previous paragraphs, or the following defaults are used:


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnFlex, the default address of the FlexNet 
license server is @localhost.


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnSoap, the default address of the FlexNet 
Operations server is http://localhost:8888/flexnet/services/ActivationService?wsdl.


• The default setting for the commType is flxCommsMvsnFlex; the default address of the FlexNet license server is 
@localhost.


When this process is successful a fulfillment record for the requested license rights is placed in trusted storage. If there is an 
existing fulfillment record with the same fulfillment ID, then it is deleted.


Non-success is reported in the return value.


flxActAppActivationReqSet
Creates an activation request as a signed XML document for use in manual activation transactions.


Note • flxActAppActivationReqSet is replaces the deprecated function flxActAppActivationReqCreate.


Syntax
FlxActBool flxActAppActivationReqSet(


FlxActAppActivation appAct,


const char **xmlString);
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Parameters


The flxActAppActivationReqSet function uses the following parameters:


Return Values


The following values are returned by flxActAppActivationReqSet:


Discussion


Before calling this function you must set the required request parameters into the activation object. The following are 
request parameters in an activation request:


• Entitlement ID—use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the entitlement for 
which the license rights are being requested.


• License rights expiration—use either flxActAppActivationExpDateSet to enter a specific expiration date or 
flxActAppActivationDurationSet to enter the relative duration.


• Activation reason—optionally use flxActAppActivationReasonSet to specify the reason for the activation. When this is 
not set, the default value of zero is used.


• Vendor data—optionally use flxActAppActivationVendorDataSet to add a key-value pair to the PublisherDictionary 
in the activation request.


This function returns an activation request. The activation request is a signed XML document that must be transmitted 
without any modification. This method of activation is used for manual activation (that is, where the activation request is 
transmitted to the activation server in a file). If your code is writing the signed XML document to a file, ensure that it is not 
modified in any way.


The following data is automatically added to the activation request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the activation. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


Table 8-253 • flxActAppActivationReqSet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate to which the required parameter 
values have been added using the flxActAppActivation*Set functions.


xmlString The resulting request as a signed XML document.


Table 8-254 • flxActAppActivationReqSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


flxActAppActivationRespProcess
Processes the activation response. Depending on the contents of the activation response it creates a segment of trusted 
storage or adds a fulfillment record to trusted storage.


Syntax
FlxActBool flxActAppActivationRespProcess(


FlxActAppActivation appAct,


char *xmlString,


FlxActBool *pbIsConfig);


Parameters


The flxActAppActivationRespProcess function uses the following parameters:


Return Values


The following values are returned by flxActAppActivationRespProcess:


Table 8-255 • flxActAppActivationRespProcess Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


xmlString A pointer to the response to be processed. The response can be either:


• A signed XML document


• A response code


pbIsConfig Boolean output that indicates whether the activation response contains a Trusted 
Configuration:


• TRUE = activation response contains a Trusted Configuration.


• FALSE = activation response contains a fulfillment record.


Table 8-256 • flxActAppActivationRespProcess Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Discussion


This function processes an activation response. This is sent by an activation server in response to an activation request. 
See flxActAppActivationReqSet for information on how to create an activation request as an XML document (manual 
activation), Note that for backward compatibility this function can also be used to process legacy short code responses; 
this functionality is replaced by flxActShortCodeOProcessResponse..


XML Activation Response


This function takes the signed XML response, authenticates it, and if it passes authentication, uses the information it 
contains to update trusted storage. The activation response can contain either of the following:


• A fulfillment record—this is written to trusted storage


• A Trusted Configuration—used to create, identify and configure a segment of trusted storage


A fulfillment record can only be written to an existing segment of trusted storage. Thus a manual activation can consist of 
two activation transactions: the first to create the segment of trusted storage, and the second to write the required 
fulfillment record to trusted storage. See the Programming Reference for Trusted Storage–Based Licensing for a description 
of the activation process.


If the response contains a fulfillment record with the same fulfillment ID as an existing record in trusted storage, then the 
existing fulfillment record is deleted. The net effect is that the existing fulfillment record is overwritten.


flxActAppActivationRespProdLicSpcGet
Gets the Fulfillment Record created as a result of the current activation request.


Syntax
FlxActBool flxActAppActivationRespProdLicSpcGet(


FlxActAppActivation act,


FlxActProdLicSpc *pProdSpc);


Parameters


The flxActAppActivationRespProdLicSpcGet function uses the following parameters:


Table 8-257 • flxActAppActivationRespProdLicSpcGet Parameters


Parameter Description


act An activation object created with flxActAppActivationCreate.


pProdSpc A pointer to the product license specification returned that contains the Fulfillment Record 
created as a result of the current activation request.
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Return Values


The following values are returned by flxActAppActivationRespProdLicSpcGet:


Discussion


Call this function after an activation request has been successfully processed and before the activation object is released 
using flxActCommonHandleClose. Thus this function can be called after:


• flxActAppActivationSend


• flxActAppActivationRespProcess


This function returns the product license specification that contains the Fulfillment Record created as a result of the 
current activation request. You can then query the contents of this structure using any of the 
flxActCommonProdLicSpc*Get functions. The specification remains valid until the next response is processed or the 
activation object is released.


See Also
flxActCommonProdLicSpc*Get functions


flxActAppActivationEntitlementIdGet
Gets the entitlement ID from the activation object.


Syntax
const char *flxActAppActivationEntitlementIdGet(FlxActAppActivation appAct);


Parameters


The flxActAppActivationEntitlementIdGet function uses the following parameters:


Return Values


The entitlement ID, or NULL if not set.


Table 8-258 • flxActAppActivationRespProdLicSpcGet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-259 • flxActAppActivationEntitlementIdGet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.
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Discussion


This function returns the entitlement ID that was previously set in the activation object, or NULL if it has not been set. 


See Also
flxActAppActivationEntitlementIdSet


flxActAppActivationEntitlementIdSet
Writes the specified entitlement ID into the activation object.


Syntax
void flxActAppActivationEntitlementIdSet(


FlxActAppActivation appAct,


const char *entitlementId);


Parameters


The flxActAppActivationEntitlementIdSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified entitlement ID into the activation object. When this activation object is subsequently 
used to create an activation request, this entitlement ID is included in the activation request.


See Also
flxActAppActivationSend
flxActAppActivationReqSet


flxActAppActivationDurationGet
Gets the license rights duration value from the activation object.


Table 8-260 • flxActAppActivationEntitlementIdSet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


entitlementId The value of the entitlement ID to be included in the activation request.
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Syntax
uint32_t flxActAppActivationDurationGet(FlxActAppActivation appAct);


Parameters


The flxActAppActivationDurationGet function uses the following parameters:


Return Values


The license rights duration, or 0 if not set or appAct not valid.


Discussion


This function returns the license rights duration that was previously set in the activation object. 


See Also
flxActAppActivationDurationSet


flxActAppActivationDurationSet
Writes the specified duration into the activation object.


Syntax
void flxActAppActivationDurationSet(


FlxActAppActivation appAct,


uint32_t duration);


Parameters


The flxActAppActivationDurationSet function uses the following parameters:


Return Values


There is no return value.


Table 8-261 • flxActAppActivationDurationGet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


Table 8-262 • flxActAppActivationDurationSet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


duration The duration value, in seconds, to be included in the activation request. The duration is 
rounded up to the next whole day worth of seconds before being used.
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Discussion


This function writes the specified duration into the activation object. When this activation object is subsequently used to 
create an activation request, this duration is included in the activation request.


See Also
flxActAppActivationSend
flxActAppActivationReqSet


flxActAppActivationExpDateGet
Gets the license rights expiration date from the activation object.


Syntax
const char *flxActAppActivationExpDateGet(FlxActAppActivation appAct);


Parameters


The flxActAppActivationExpDateGet function uses the following parameters:


Return Values


The license rights expiration date, or NULL if not set. The format is dd-mmm-yyyy.


Discussion


This function returns the license rights expiration date that was previously set in the activation object, or NULL if it has not 
been set. 


See Also
flxActAppActivationExpDateSet


flxActAppActivationExpDateSet
Writes the specified expiration date into the activation object.


Syntax
void flxActAppActivationExpDateSet(


FlxActAppActivation appAct,


const char *expDate);


Table 8-263 • flxActAppActivationExpDateGet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.
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Parameters


The flxActAppActivationExpDateSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified expiration date into the activation object. When this activation object is subsequently 
used to create an activation request, this expiration date is included in the activation request.


See Also
flxActAppActivationSend
flxActAppActivationReqSet


flxActAppActivationReasonGet
Gets the reason for the activation from the specified activation object.


Syntax
const char *flxActAppActivationReasonGet(FlxActAppActivation appAct);


Parameters


The flxActAppActivationReasonGet function uses the following parameters:


Return Values


The value of the activation reason or NULL if not set.


Discussion


This function returns the activation reason that was previously set in the activation object or NULL if it has not been set.


Table 8-264 • flxActAppActivationExpDateSet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


expDate The value of the expiration date to be included in the activation request. The format is dd-
mmm-yyyy or permanent.


Table 8-265 • flxActAppActivationReasonGet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.

356 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Deprecated Single-Action Application Activation Functions

See Also
flxActAppActivationReasonSet


flxActAppActivationReasonSet
Writes the specified reason for the activation into the activation object.


Syntax
FlxActBool flxActAppActivationReasonSet(


FlxActAppActivation appAct,


const char *pszReason);


Parameters


The flxActAppActivationReasonSet function uses the following parameters:


Return Values


The following values are returned by flxActAppActivationReasonSet:


Discussion


This function writes the specified numeric code for the reason for the activation request into the activation object. When 
this activation object is subsequently used to create an activation request, this reason code is included in the activation 
request. 


See Also
flxActAppActivationReasonGet


Table 8-266 • flxActAppActivationReasonSet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


pszReason A pointer to the variable storing the numeric string that will be included in the activation 
request. This is a publisher defined coded value that indicates the reason that the activation 
is requested. Note that decimal numbers 0 to 9 are the only valid characters in this string. 
Alpha characters cannot be used.


Table 8-267 • flxActAppActivationReasonSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActAppActivationProductIdGet
Gets the ProductID from the specified activation object.


Syntax
const char *flxActAppActivationProductIdGet(FlxActAppActivation appAct);


Parameters


The flxActAppActivationProductIdGet function uses the following parameters:


Return Values


The value of the ProductID or NULL if not set.


Discussion


This function returns the ProductID that was previously set in the activation object or NULL if it has not been set.


See Also
flxActAppActivationProductIdSet


flxActAppActivationProductIdSet
Writes the specified ProductID into the activation object.


Syntax
void flxActAppActivationProductIdSet(


FlxActAppActivation appAct,


const char *productId);


Parameters


The flxActAppActivationProductIdSet function uses the following parameters:


Table 8-268 • flxActAppActivationProductIdGet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


Table 8-269 • flxActAppActivationProductIdSet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


productId A pointer to the variable storing the value of the ProductID that will be included in the 
activation request.
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Return Values


There is no return value.


Discussion


This function writes the specified ProductID into the activation object. When this activation object is subsequently used to 
create an activation request, this ProductID is included in the activation request. 


See Also
flxActAppActivationProductIdGet


flxActAppActivationVendorDataGet
Gets the vendor data for the specified key from the activation object.


Syntax
const char *flxActAppActivationVendorDataGet(


FlxActAppActivation appAct


const char *pszKey);


Parameters


The flxActAppActivationVendorDataGet function uses the following parameters:


Return Values


The value of the vendor data for the specified key or NULL if not set.


Discussion


This function returns the vendor data that was previously set in the activation object for the specified key, or NULL if it has 
not been set.


This function does a linear search of all the vendor data key-value pairs in the activation object.


See Also
flxActAppActivationVendorDataSet


flxActAppActivationVendorDataSet
Writes the specified vendor data into the activation object.


Table 8-270 • flxActAppActivationVendorDataGet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


pszKey The key that identifies the vendor data required.
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Syntax
void flxActAppActivationVendorDataSet(


FlxActAppActivation appAct,


const char *key,


const char *value);


Parameters


The flxActAppActivationVendorDataSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified vendor data into the activation object. When this activation object is subsequently used 
to create an activation request, this vendor data is included in the activation request.


The vendor data is added to the VendorDictionary element in the activation request XML document. All data dictionaries 
contain a set of entries. The first element in the entry is the Key element that identifies the type of data in this entry. The 
second element of the entry, the Value element, contains the data for the entry. This type of entry is referred to here and 
elsewhere as a key-value pair.


Note •  If the key or value contain any of the five standard XML reserved characters <, >, " , ', and &, these must be encoded (as: 
&lt;, &gt;, &quot;, &apos;, &amp;, respectively) before calling this function.


This function adds a single key-value pair to the activation object. To add multiple key-value pairs, call this function 
multiple times.


In a test environment, the vendor data contained within an activation request can be viewed using the GUI version of the 
Manual Response Generator, responsegenUI.exe. If you are using the command-line version, responsegen.*, you will have 
to examine the activation request before using the Manual Response Generator to generate the appropriate response. For 
details about the Manual Response Generator, see the Programming Reference for Trusted Storage–Based Licensing. 


See the FlexNet Operations documentation for information about how vendor data is used by the Operations Server.


Table 8-271 • flxActAppActivationVendorDataSet Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate.


key This identifies the vendor data: vendor data is added as a key-value pair to the activation 
request in the vendor dictionary (XML element VendorDictionary).


value The value of the vendor data to be included in the activation request. This is treated as a null 
terminated string and no further processing is done to it before placing it in the activation 
request.
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When vendor data is added to a request code, it will be modified if the supplied string is too long. The size of the item in the 
request code is defined by a request override in the ASR (see references to RequestOverrides element in the Programming 
Reference for Trusted Storage–Based Licensing for details). The required number of least significant characters are 
extracted from the supplied string.


For example if 5 digits are defined for the Unique Machine Number in the ASR then the following 40 digit UMN, 
7851233534523409852359823610638450975643 is added to the request code as 75643. 


Note • Activation from a license server—if this function is used to add vendor data to an activation request sent to a license 
server, the vendor data is ignored by the license server.


See Also
flxActAppActivationSend
flxActAppActivationReqSet


flxActAppReturnCreate
Creates an application return object. This object is used when creating a return request and processing a return response.


Syntax
FlxActBool flxActAppReturnCreate(


FlxActHandle handle,


FlxActAppReturn *appRet);


Parameters


The flxActAppReturnCreate function uses the following parameters:


Return Values


The following values are returned by flxActAppReturnCreate:


Table 8-272 • flxActAppReturnCreate Parameters


Parameter Description


handle An activation return handle created with flxActCommonHandleOpen with the mode 
parameter set to FLX_ACT_APP.


appRet The resulting pointer to the application return object.


Table 8-273 • flxActAppReturnCreate Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success: Call flxActCommonHandleGetError to find out the specific error.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 361







Chapter 8 Activation API
Deprecated Single-Action Application Activation Functions

Discussion


This function creates an object, which is required when using any of the following activation functions: 


• flxActAppReturnSend


• flxActAppReturnReqSet


• flxActAppReturnRespProcess


• flxActAppReturnProdLicSpcSet


• flxActAppReturnProductIdGet


• flxActAppReturnSuiteIdGet


• flxActAppReturnEntitlementIdGet


• flxActAppReturnFRIdGet


This function should be paired with a call to flxActAppReturnDelete, which releases the object and frees all the associated 
resources.


flxActAppReturnDelete
Delete an application return object.


Syntax
void flxActAppReturnDelete(FlxActAppReturn appRet);


Parameters


The flxActAppReturnDelete function uses the following parameters:


Return Values


There is no return value.


Discussion


This function should only be called if a previous call to flxActAppReturnCreate succeeded.


It deletes the application return object, including any return transaction data that it may contain, and frees all the 
associated resources. Thus, it must not be called while a return transaction is in progress.


Table 8-274 • flxActAppReturnDelete Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.
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flxActAppReturnSend
Send a return request to a remote activation server and automatically process the response.


Syntax
FlxActBool flxActAppReturnSend(


FlxActAppReturn appRet,


FlxActError *err);


Parameters


The flxActAppReturnSend function uses the following parameters:


Return Values


The following values are returned by flxActAppReturnSend:


Discussion


Before calling this function you must set the fulfillment record that is to be returned into the return object using 
flxActAppReturnProdLicSpcSet.


Optionally use flxActAppReturnReasonSet to specify the reason for the return. When this is not set, the default value of zero 
is used.


Optionally, the identity and location of the activation server can be set into the return object using the following functions:


• flxActCommonHandleSetCommType—defines the type of comms used for transactions and therefore the type of 
activation server. flxCommsMvsnFlex is used for connections to a FlexNet license server and 
flxCommsMvsnFlexSoap is used for connections to a FlexNet Operations server or to a License Generator.


• flxActCommonHandleSetRemoteServer—sets the address of the activation server used for transactions.


This function formats a return request and sends it to an activation server. 


The following data is automatically added to the return request:


Table 8-275 • flxActAppReturnSend Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate to which the required parameter values 
have been added using the flxActAppReturnProdLicSpcSet function.


err A pointer to the resulting error, if any, see flxActCommonHandleGetError for further details.


Table 8-276 • flxActAppReturnSend Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success.
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• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the return. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The activation server is identified before this function is called, see previous paragraphs, or the following defaults are used:


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnFlex, the default address of the FlexNet 
license server is @localhost.


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnSoap, the default address of the FlexNet 
Operations server is http://localhost:8888/flexnet/services/ActivationService?wsdl.


• The default setting for the commType is flxCommsMvsnFlex, and then the default address of the FlexNet license server 
is @localhost.


A license server only accepts the return of the fulfillment record when it originally supplied it. When the license server 
accepts the return of the fulfillment record, it replies success and the fulfillment record is deleted from the application’s 
trusted storage. When the license server returns non-success, the fulfillment record is not deleted from the application’s 
trusted storage and this function returns non-success.


The Operations server or License Generator processes the return request according to its internal logic. When it replies 
success the fulfillment record is deleted from the application’s trusted storage. When it returns non-success, the fulfillment 
record is not deleted from the applications trusted storage and this function returns non-success.


A processing failure may result in no response or an invalid response being received from the activation server. In this case 
the fulfillment record will remain disabled and the license rights it contains unavailable unless it is enabled using 
flxActAppReturnCancel.


flxActAppReturnReqSet
Create a return request as a signed XML document for use in manual return transactions.


Note • flxActAppReturnReqSet replaces the deprecated function flxActAppReturnReqCreate.


Syntax
FlxActBool flxActAppReturnReqSet(


FlxActAppReturn appRet,


const char **xmlString);

364 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Deprecated Single-Action Application Activation Functions

Parameters


The flxActAppReturnReqSet function uses the following parameters:


Return Values


The following values are returned by flxActAppReturnReqSet:


Discussion


Before calling this function you must set the fulfillment record that is to be returned into the return object using 
flxActAppReturnProdLicSpcSet.


Optionally use flxActAppReturnReasonSet to specify the reason for the return. When this is not set, the default value of zero 
is used. 


This function returns a return request. The return request is a signed XML document that must be transmitted without any 
modification. This transaction method is normally used for manual transfers, that is, where the return request is 
transmitted to the activation server in a file. If your code is writing the signed XML document to a file, ensure that it is not 
modified in any way.


The following data is automatically added to the return request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the return. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


Table 8-277 • flxActAppReturnReqSet Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate to which the required parameter values 
have been added using the flxActAppReturnProdLicSpcSet function.


xmlString The resulting request as a signed XML document.


Table 8-278 • flxActAppReturnReqSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActAppReturnRespProcess
Process the return response. Depending on the contents of the return response it either deletes the returned fulfillment 
record from the application’s trusted storage or leaves it in trusted storage and reports an error.


Syntax
FlxActBool flxActAppReturnRespProcess(


FlxActAppReturn appRet,


char *xmlString,


FlxActBool *pbIsConfig);


Parameters


The flxActAppReturnRespProcess function uses the following parameters:


Return Values


The following values are returned by flxActAppReturnRespProcess:


Table 8-279 • flxActAppReturnRespProcess Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.


xmlString A pointer to the response to be processed. The response can be either of:


• A signed XML document


• A response code


pbIsConfig Boolean output that indicates whether the return response contains a Trusted Configuration:


• FLX_ACT_TRUE = The response contains a Trusted Configuration. Trusted storage has 
been updated with the new Trusted Configuration. The server determined that this was 
a pre-requisite to processing the request. The original request should be sent to the 
server again.


• FLX_ACT_FALSE = The response does not contain a Trusted Configuration. The 
transaction is complete, no further action is required.


Table 8-280 • flxActAppReturnRespProcess Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Discussion


This function processes a return response. This is sent by an activation server in response to a return request. See 
flxActAppReturnReqSet for information on how to create a return request as an XML document, and 
flxActShortCodeGetReturnRequest for information on how to create a request code from an ASR held either in a file or 
memory buffer, respectively.


XML Activation Response


The return response can contain either of the following:


• A response to the return request


• A Trusted Configuration—used to create a segment of trusted storage 


The license server only accepts the return of the fulfillment record when it originally supplied it. When the license server 
accepts the return of the fulfillment record, it replies success and this function deletes the fulfillment record from the 
application’s trusted storage. When the license server returns non-success, the fulfillment record is not deleted from the 
application’s trusted storage and this function returns non-success.


If the response contained a Trusted Configuration (pbIsConfig = TRUE), it is used to do one of the following:


• Update the configuration for an existing segment of trusted storage. This is the more probable scenario for a Trusted 
Configuration in a return response.


• Create a segment of trusted storage.


Response Code


This function takes the response code and validates it against the outstanding short code transaction for the short code 
alias. If the response code is valid and does not contain an error response, then this function deletes the fulfillment record 
from the application’s trusted storage.


Failure Response or No Response Received


When a failure response is processed, the fulfillment record is re-enabled and the license rights it contains can once again 
be used. The failure response can be because the return of the fulfillment record was denied by the activation server or 
because there was a failure processing the return request.


A processing failure may result in no response or an invalid response being received from the activation server. In this case 
the fulfillment record will remain disabled and the license rights it contains unavailable unless it is enabled using 
flxActAppReturnCancel.


flxActAppReturnCancel
Enable a fulfillment record that has been disabled when a return was requested.
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Syntax
FlxActBool flxActAppReturnCancel(FlxActAppReturn appRet);


Parameters


The flxActAppReturnCancel function uses the following parameters:


Return Values


The following values are returned by flxActAppReturnCancel:


Discussion


Before calling this function create the return object and set the fulfillment record whose return was requested into the 
return object using flxActAppReturnProdLicSpcSet.


This function is used to enable a fulfillment record when a return was requested and no response has been received. When 
a return request is sent the fulfillment record is disabled. When a response is received the fulfillment record is either 
deleted (when the return is allowed by the activation server) or enabled (when the return is denied by the activation server 
or the return processing fails). When no response is received, the fulfillment record will remain disabled and the license 
rights unavailable indefinitely. 


You have three options at this point:


• Do nothing - This leaves the fulfillment record disabled and the license rights unavailable.


• Delete the fulfillment record - See “Delete a Single Fulfillment Record from Trusted Storage” in the Programming 
Reference for Trusted Storage–Based Licensing for detailed instructions. This might remove the fulfillment record 
when the activation server and associated systems record that the customer still has these license rights.


• Enable the fulfillment record - This may give the customer extra license rights if the activation server and associated 
systems have recorded that the license rights were returned.


For example code that demonstrates the use of this function, see the example activation utility, appactutil. The 
appactutil command line syntax to demonstrate the use of flxActAppReturnCancel is:


appactutil -return <fulfillmentID> -cancel 


Table 8-281 • flxActAppReturnCancel Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate that has the fulfillment record whose 
return was requested set into it.


Table 8-282 • flxActAppReturnCancel Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActAppReturnProdLicSpcSet
Sets the fulfillment record to be returned into the return object.


Syntax
void flxActAppReturnProdLicSpcSet(


FlxActAppReturn appRet,


FlxActProdLicSpc product);


Parameters


The flxActAppReturnProdLicSpcSet function uses the following parameters:


Return Values


There is no return value.


Discussion


Before calling this function select the fulfillment record that is to be returned. Use the flxActCommonLicSpc* and 
flxActCommonProdLicSpc* functions to read the fulfillment records from trusted storage and determine which record is 
to be returned.


This function sets the required request parameters into the return object. It extracts the required parameters from the 
fulfillment record in the product license specification.


flxActAppReturnProductIdGet
Get the product ID from the return object.


Table 8-283 • flxActAppReturnProdLicSpcSet Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.


product A product license specification object that contains the fulfillment record that is to be 
returned.
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Syntax
const char *flxActAppReturnProductIdGet(FlxActAppReturn appRet);


Parameters


The flxActAppReturnProductIdGet function uses the following parameters:


Return Values


The product ID, or NULL if not set.


Discussion


This function returns the product ID from the fulfillment record that was previously set in the return object, or NULL if it has 
not been set.


See Also
flxActAppReturnProdLicSpcSet


flxActAppReturnSuiteIdGet
Get the suite ID from the return object.


Syntax
const char *flxActAppReturnSuiteIdGet(FlxActAppReturn appRet);


Parameters


The flxActAppReturnSuiteIdGet function uses the following parameters:


Return Values


The suite ID, or NULL if not set.


Discussion


This function returns the suite ID from the fulfillment record from the fulfillment record that was previously set in the 
return object, or NULL if it has not been set.


Table 8-284 • flxActAppReturnProductIdGet Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.


Table 8-285 • flxActAppReturnSuiteIdGet Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.
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See Also
flxActAppReturnProdLicSpcSet


flxActAppReturnEntitlementIdGet
Get the entitlement ID from the return object.


Syntax
const char *flxActAppReturnEntitlementIdGet(FlxActAppReturn appRet);


Parameters


The flxActAppReturnEntitlementIdGet function uses the following parameters:


Return Values


The entitlement ID, or NULL if not set.


Discussion


This function returns the entitlement ID from the fulfillment record that was previously set in the return object, or NULL if it 
has not been set.


See Also
flxActAppReturnProdLicSpcSet


flxActAppReturnFRIdSet
Set the fulfillment ID into the return object. This function is only required when the fulfillment record was not activated 
using a short code transaction but is to be returned using a short code transaction.


Syntax
void flxActAppReturnFRIdSet(


FlxActAppReturn appRet,


const char *pszID);


Table 8-286 • flxActAppReturnEntitlementIdGet Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.
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Parameters


The flxActAppReturnFRIdSet function uses the following parameters:


Return Values


There is no return value.


Discussion


Read “Programmatic Activation Followed by Short Code Return or Repair” in the Programming Reference for Trusted 
Storage–Based Licensing for an explanation of the sequence of transactions that require the use of this function.


This function sets the specified fulfillment ID into the return object. The return object can then be used to return the 
fulfillment record using a short code transaction.


See Also
flxActAppRepairCreate


flxActAppReturnFRIdGet
Get the fulfillment ID from the return object.


Syntax
const char *flxActAppReturnFRIdGet(FlxActAppReturn appRet);


Parameters


The flxActAppReturnFRIdGet function uses the following parameters:


Return Values


The fulfillment ID, or NULL if not set.


Table 8-287 • flxActAppReturnFRIdSet Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.


pszID The fulfillment ID of the record that is to be returned.


Table 8-288 • flxActAppReturnFRIdGet Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate.
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Discussion


This function returns the fulfillment ID from the fulfillment record that was previously set in the return object, or NULL if it 
has not been set.


See Also
flxActAppReturnProdLicSpcSet


flxActAppReturnReasonGet
Get the reason for the return from the specified return object.


Syntax
const char *flxActAppReturnReasonGet(FlxActAppReturn ret);


Parameters


The flxActAppReturnReasonGet function uses the following parameters:


Return Values


The value of the return reason, or NULL if not set.


Discussion


This function returns the reason for the return request that was previously set in the return object or NULL if it has not been 
set.


See Also
flxActAppReturnReasonSet


flxActAppReturnReasonSet
Write the specified reason for the return into the return object.


Syntax
FlxActBool flxActAppReturnReasonSet(


FlxActAppActivation appAct,


const char *pszReason);


Table 8-289 • flxActAppReturnReasonGet Parameters


Parameter Description


ret A return object created with flxActAppReturnCreate.
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Parameters


The flxActAppReturnReasonSet function uses the following parameters:


Return Values


The following values are returned by flxActAppReturnReasonSet:


Discussion


This function writes the specified numeric code for the reason for the return request into the return object. When this 
return object is subsequently used to create a return request, this reason code is included in the return request. 


See Also
flxActAppReturnReasonGet


flxActAppReturnVendorDataGet
Get the vendor data for the specified key from the return object.


Syntax
const char *flxActAppReturnVendorDataGet(


FlxActAppReturn ret,


const char *key);


Table 8-290 • flxActAppReturnReasonSet Parameters


Parameter Description


appAct An activation object created with flxActAppReturnCreate.


pszReason A pointer to the variable storing the numeric string that will be included in the return request. 
This is a publisher defined coded value that indicates the reason that the return is requested. 


Table 8-291 • flxActAppReturnReasonSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Parameters


The flxActAppReturnVendorDataGet function uses the following parameters:


Return Values


The value of the vendor data for the specified key, or NULL if not set.


Discussion


This function returns the vendor data that was previously set in the return object for the specified key, or NULL if it has not 
been set.


This function does a linear search of all the vendor data key-value pairs in the return object.


See Also
flxActAppReturnVendorDataSet


flxActAppReturnVendorDataSet
Write the specified vendor data into the return object.


Syntax
void flxActAppReturnVendorDataSet(


FlxActAppReturn ret,


const char *key,


const char *value);


Parameters


The flxActAppReturnVendorDataSet function uses the following parameters:


Table 8-292 • flxActAppReturnVendorDataGet Parameters


Parameter Description


ret A return object created with flxActAppReturnCreate.


key The key that identifies the vendor data required.


Table 8-293 • flxActAppReturnVendorDataSet Parameters


Parameter Description


ret A activation object created with flxActAppReturnCreate.


key This identifies the vendor data: vendor data is added as a key-value pair to the activation 
request in the vendor dictionary (XML element VendorDictionary).
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Return Values


There is no return value.


Discussion


This function writes the specified vendor data into the return object. When this return object is subsequently used to create 
a return request, this vendor data is included in the return request.


The vendor data is added to the VendorDictionary element in the return request XML document. All data dictionaries 
contain a set of entries. The first element in the entry is the Key element that identifies the type of data in this entry. The 
second element of the entry, the Value element, contains the data for the entry. This type of entry is referred to here and 
elsewhere as a key-value pair.


This function adds a single key-value pair to the return object. To add multiple key-value pairs, call this function multiple 
times.


In a test environment, the vendor data contained within a return request can be viewed using the GUI version of the Manual 
Response Generator, responsegenUI.exe. If you are using the command-line version, responsegen.*, you will have to 
examine the return request before using the Manual Response Generator to generate the appropriate response. For details 
of the Manual Response Generator, see the Programming Reference for Trusted Storage–Based Licensing. 


See the FlexNet Operations documentation for information about how vendor data is used by the Operations Server.


When vendor data is added to a request code, it will be modified if the supplied string is too long. The size of the item in the 
request code is defined by a request override in the ASR (see references to RequestOverrides element in the Programming 
Reference for Trusted Storage–Based Licensing for details). The required number of least significant characters are 
extracted from the supplied string.


For example if 5 digits are defined for the Unique Machine Number in the ASR, then the following 40-digit UMN, 
7851233534523409852359823610638450975643 is added to the request code as 75643. 


Note • If this function is used to add vendor data to a return request sent to a license server, the vendor data is ignored by the 
license server.


See Also
flxActAppReturnSend
flxActAppReturnReqSet


flxActAppRepairCreate
Creates an application repair object. This object is used when creating a repair request and processing a repair response.


value The value of the vendor data to be included in the activation request. This is treated as a null 
terminated string and no further processing is done to it before placing it in the activation 
request.


Table 8-293 • flxActAppReturnVendorDataSet Parameters


Parameter Description
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Syntax
FlxActBool flxActAppRepairCreate(


FlxActHandle handle,


FlxActAppRepair *appRep);


Parameters


The flxActAppRepairCreate function uses the following parameters:


Return Values


The following values are returned by flxActAppRepairCreate:


Discussion


This function creates an object, which is required when using any of the following repair functions: 


• flxActAppRepairSend


• flxActAppRepairReqSet


• flxActAppRepairRespProcess


• flxActAppRepairProdLicSpcSet


• flxActAppRepairProductIdGet


• flxActAppRepairSuiteIdGet


• flxActAppRepairEntitlementIdGet


• flxActAppRepairFRIdGet


• flxActAppRepairFRIdSet


This function should be paired with a call to flxActAppRepairDelete, which releases the object and frees all the associated 
resources.


Table 8-294 • flxActAppRepairCreate Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_APP.


appRep The resulting pointer to the application repair object.


Table 8-295 • flxActAppRepairCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 377







Chapter 8 Activation API
Deprecated Single-Action Application Activation Functions

flxActAppRepairDelete
Delete an application repair object.


Syntax
void flxActAppRepairDelete(FlxActAppRepair appRep);


Parameters


The flxActAppRepairDelete function uses the following parameters:


Return Values


There is no return value.


Discussion


This function should only be called if a previous call to flxActAppRepairCreate succeeded.


It deletes the application repair object, including any repair transaction data that it may contain, and frees all the 
associated resources. Thus, it must not be called while a repair transaction is in progress.


flxActAppRepairSend
Send a repair request to a remote activation server and automatically process the response.


Syntax
FlxActBool flxActAppRepairSend(


FlxActAppRepair appRep,


FlxActError *err);


Parameters


The flxActAppRepairSend function uses the following parameters:


Table 8-296 • flxActAppRepairDelete Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.


Table 8-297 • flxActAppRepairSend Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate to which the required parameter values 
have been added using the flxActAppRepairProdLicSpcSet function.


err A pointer to the resulting error, if any, see flxActCommonHandleGetError for further details.
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Return Values


The following values are returned by flxActAppRepairSend:


Discussion


Before calling this function you must set the fulfillment record that is to be repaired into the repair object using 
flxActAppRepairProdLicSpcSet.


Optionally, the identity and location of the activation server can be set into the repair object using the following functions:


• flxActCommonHandleSetCommType—defines the type of comms used for transactions and therefore the type of 
activation server. flxCommsMvsnFlex is used for connections to a FlexNet license server and 
flxCommsMvsnFlexSoap is used for connections to a FlexNet Operations server or License Generator.


• flxActCommonHandleSetRemoteServer—sets the address of the activation server used for transactions.


This function formats a repair request and sends it to an activation server. 


The following data is automatically added to the repair request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the repair. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The activation server is identified before this function is called, see previous paragraphs, or the following defaults are used:


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnFlex, the default address of the FlexNet 
license server is @localhost.


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnSoap, the default address of the FlexNet 
Operations server is http://localhost:8888/flexnet/services/ActivationService?wsdl.


• The default setting for the commType is flxCommsMvsnFlex and then the default address of the FlexNet license server 
is @localhost.


If the activation server allows the repair, the fulfillment record is repaired and this function returns success. If the 
activation server does not allow the repair, or any other error occurs then the fulfillment record is not repaired and 
flxActAppRepairSend returns non-success. 


Table 8-298 • flxActAppRepairSend Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. 
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flxActAppRepairReqSet
Create a repair request as a signed XML document for use in manual repair transactions.


Note • flxActAppRepairReqSet replaces the deprecated function flxActAppRepairReqCreate.


Syntax
FlxActBool flxActAppRepairReqSet(


FlxActAppRepair appRep,


const char **xmlString);


Parameters


The flxActAppRepairReqSet function uses the following parameters:


Return Values


The following values are returned by flxActAppRepairReqSet:


Discussion


Before calling this function you must set the fulfillment record that is to be repaired into the repair object using 
flxActAppRepairProdLicSpcSet.


This function returns a repair request. The repair request is a signed XML document that must be transmitted without any 
modification. This transaction method is normally used for manual transfers, that is, where the repair request is 
transmitted to the activation server in a file. If your code is writing the signed XML document to a file, ensure that it is not 
modified in any way.


The following data is automatically added to the repair request:


Table 8-299 • flxActAppRepairReqSet Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate to which the required parameter values 
have been added using the flxActAppRepairProdLicSpcSet function.


xmlString The resulting request as a signed XML document.


Table 8-300 • flxActAppRepairReqSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the repair. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


flxActAppRepairRespProcess
Process the repair response. Depending on the contents of the repair response it either repairs the fulfillment record or 
leaves it unrepaired and reports an error.


Syntax
FlxActBool flxActAppRepairRespProcess(


FlxActAppRepair appRep,


char *xmlString,


FlxActBool *pbIsConfig);


Parameters


The flxActAppRepairRespProcess function uses the following parameters:


Table 8-301 • flxActAppRepairRespProcess Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.


xmlString A pointer to the response to be processed. The response can be either:


• A signed XML document


• A response code


pbIsConfig Boolean output that indicates whether the return response contains a Trusted Configuration:


• FLX_ACT_TRUE = The response contains a Trusted Configuration. Trusted storage has 
been updated with the new Trusted Configuration. The server determined that this was 
a pre-requisite to processing the request. The original request should be sent to the 
server again.


• FLX_ACT_FALSE = The response does not contain a Trusted Configuration. The 
transaction is complete, no further action is required.
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Return Values


The following values are returned by flxActAppRepairRespProcess:


Discussion


This function processes a repair response. This is sent by an activation server in response to a repair request. See 
flxActAppRepairReqSet for information on how to create a repair request as an XML document, and 
flxActShortCodeGetDenyReason for information on how to create a request code from an ASR held either in a file or 
memory buffer, respectively, that contains a repair.


XML Activation Response


The repair response can contain either of the following:


• A repair response


• A Trusted Configuration 


The license server determines whether the repair is to be allowed. If the repair is allowed, then this function repairs the 
fulfillment record and reports success. If the repair is not allowed or some other error occurs, then the fulfillment record is 
not repaired and this function reports non-success.


If the response contained a Trusted Configuration (pbIsConfig = TRUE), it is used to do one of the following:


• Update the configuration of an existing segment of trusted storage. This is the more probable scenario for a Trusted 
Configuration in a repair response.


• Create a segment of trusted storage.


Response Code


This function takes the response code and validates it against the outstanding short code transaction for the short code 
alias. If the response code is valid and the repair is allowed, then this function repairs the fulfillment record and reports 
success. If the repair is not allowed or some other error occurs, then the fulfillment record is not repaired and this function 
reports non-success.


The response code contains in an encrypted format a value, SCI_REPAIR_SCOPE, that defines which fulfillment record(s) 
are to be repaired. The following table lists the values that can be set by the activation server:


Table 8-302 • flxActAppRepairRespProcess Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-303 • SCI_REPAIR_SCOPE Values


Value Description


0 Repair the fulfillment record specified in the request.


1 Repair all fulfillment records in the section of trusted storage specified in the request.
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flxActAppRepairProdLicSpcSet
Sets the fulfillment record to be repaired into the return object.


Syntax
void flxActAppRepairProdLicSpcSet(


FlxActAppRepair appRep,


FlxActProdLicSpc product);


Parameters


The flxActAppRepairProdLicSpcSet function uses the following parameters:


Return Values


There is no return value.


Discussion


Before calling this function select the fulfillment record that is to be repaired. Use the flxActCommonLicSpc* and 
flxActCommonProdLicSpc* functions to read the fulfillment records from trusted storage and determine which record is 
to be repaired.


This function sets the required request parameters into the repair object. It extracts the required parameters from the 
fulfillment record in the product license specification.


flxActAppRepairProductIdGet
Get the product ID from the repair object.


2 Repair all fulfillment records.


Table 8-304 • flxActAppRepairProdLicSpcSet Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.


product A product license specification object that contains the fulfillment record that is to be 
repaired.


Table 8-303 • SCI_REPAIR_SCOPE Values


Value Description
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Syntax
const char *flxActAppRepairProductIdGet(FlxActAppRepair appRep);


Parameters


The flxActAppRepairProductIdGet function uses the following parameters:


Return Values


The product ID, or NULL if not set.


Discussion


This function returns the product ID from the fulfillment record in the repair object, or NULL if it has not been set.


See Also
flxActAppRepairProdLicSpcSet


flxActAppRepairSuiteIdGet
Get the suite ID from the repair object.


Syntax
const char *flxActAppRepairSuiteIdGet(FlxActAppRepair appRep);


Parameters


The flxActAppRepairSuiteIdGet function uses the following parameters:


Return Values


The suite ID, or NULL if not set.


Discussion


This function returns the suite ID from the fulfillment record that was previously set in the repair object, or NULL if it has 
not been set.


Table 8-305 • flxActAppRepairProductIdGet Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.


Table 8-306 • flxActAppRepairSuiteIdGet Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.
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See Also
flxActAppRepairProdLicSpcSet


flxActAppRepairEntitlementIdGet
Get the entitlement ID from the repair object.


Syntax
const char *flxActAppRepairEntitlementIdGet(FlxActAppRepair appRep);


Parameters


The flxActAppRepairEntitlementIdGet function uses the following parameters:


Return Values


The entitlement ID, or NULL if not set.


Discussion


This function returns the entitlement ID from the fulfillment record that was previously set in the repair object, or NULL if it 
has not been set.


See Also
flxActAppRepairProdLicSpcSet


flxActAppRepairFRIdSet
Set the fulfillment ID into the repair object. This function is only required when the fulfillment record was not activated 
using a short code transaction but is to be repaired using a short code transaction.


Syntax
void flxActAppRepairFRIdSet(


FlxActAppRepair appRep,


const char *pszID);


Table 8-307 • flxActAppRepairEntitlementIdGet Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.
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Parameters


The flxActAppRepairFRIdSet function uses the following parameters:


Return Values


There is no return value.


Discussion


Read “Programmatic Activation Followed by Short Code Return or Repair” in the Programming Reference for Trusted 
Storage–Based Licensing for an explanation of the sequence of transactions that require the use of this function.


This function sets the specified fulfillment ID into the repair object. The repair object can then be used to repair the 
fulfillment record using a short code transaction.


See Also
flxActShortCodeGetDenyReason


flxActAppRepairFRIdGet
Get the fulfillment ID from the repair object.


Syntax
const char *flxActAppRepairFRIdGet(FlxActAppRepair appRep);


Parameters


The flxActAppRepairFRIdGet function uses the following parameters:


Return Values


The fulfillment ID, or NULL if not set.


Table 8-308 • flxActAppRepairFRIdSet Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.


pszID The fulfillment ID of the records that is to be repaired.


Table 8-309 • flxActAppRepairFRIdGet Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate.
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Discussion


This function returns the fulfillment ID from the fulfillment record that was previously set in the repair object, or NULL if it 
has not been set.


See Also
flxActAppRepairProdLicSpcSet


flxActAppRepairVendorDataGet
Get the vendor data for the specified key from the repair object.


Syntax
const char *flxActAppRepairVendorDataGet(


FlxActAppRepair repair,


const char *key);


Parameters


The flxActAppRepairVendorDataGet function uses the following parameters:


Return Values


The value of the vendor data for the specified key or NULL if not set.


Discussion


This function returns the vendor data that was previously set in the repair object for the specified key, or NULL if it has not 
been set.


This function does a linear search of all the vendor data key-value pairs in the repair object.


See Also
flxActAppRepairVendorDataSet


flxActAppRepairVendorDataSet
Write the specified vendor data into the repair object.


Table 8-310 • flxActAppRepairVendorDataGet Parameters


Parameter Description


repair A repair object created with flxActAppRepairCreate.


key The key that identifies the vendor data required.
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Syntax
void flxActAppRepairVendorDataSet(


FlxActAppRepair repair,


const char *key,


const char *value);


Parameters


The flxActAppRepairVendorDataSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified vendor data into the repair object. When this repair object is subsequently used to create 
a repair request, this vendor data is included in the repair request.


The vendor data is added to the VendorDictionary element in the repair request XML document. All data dictionaries 
contain a set of entries. The first element in the entry is the Key element that identifies the type of data in this entry. The 
second element of the entry, the Value element, contains the data for the entry. This type of entry is referred to here and 
elsewhere as a key-value pair.


This function adds a single key-value pair to the repair object. To add multiple key-value pairs, call this function multiple 
times.


In a test environment, the vendor data contained within a repair request can be viewed using the GUI version of the Manual 
Response Generator, responsegenUI.exe. If you are using the command-line version, responsegen.*, you will have to 
examine the repair request before using the Manual Response Generator to generate the appropriate response. For details 
of the Manual Response Generator, see the Programming Reference for Trusted Storage–Based Licensing. 


See the FlexNet Operations documentation for information about how vendor data is used by the Operations Server.


When vendor data is added to a request code, it will be modified if the supplied string is too long. The size of the item in the 
request code is defined by an request override in the ASR (see references to RequestOverrides element in the Programming 
Reference for Trusted Storage–Based Licensing). The required number of least significant characters are extracted from the 
supplied string.


Table 8-311 • flxActAppRepairVendorDataSet Parameters


Parameter Description


repair A repair object created with flxActAppRepairCreate.


key This identifies the vendor data: vendor data is added as a key-value pair to the repair request 
in the vendor dictionary (XML element VendorDictionary). 


value The value of the vendor data to be included in the repair request. This is treated as a null 
terminated string and no further processing is done to it before placing it in the activation 
request.
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For example if 5 digits are defined for the Unique Machine Number in the ASR then the following 40 digit UMN, 
7851233534523409852359823610638450975643 is added to the request code as 75643. 


Note • Repair from a license server—if this function is used to add vendor data to a repair request sent to a license server, the 
vendor data is ignored by the license server.


See Also
flxActAppRepairSend
flxActAppRepairReqSet


Deprecated License Server Activation Functions
In general, the license server activation functions are used by a server activation utility to perform any of the following:


• Activate license rights on a license server


• Activate license rights from the license server to a FlexEnabled client


• Transfer licenses to another license server 


The functions described in this section specifically support single-action transactions, which can be used to perform client-
side activations from the license server. However, from FlexNet Publisher 11.14.0 it is best practice to use composite 
transactions for all interactions with servers. Composite transactions perform multiple actions in one transaction.


For information on how to create and deploy a server activation utility that supports single-action transactions, see the 
chapter “Building a Server Activation Utility for Single-Action Transactions” in FlexNet Publisher’s Programming Reference 
for Trusted Storage–Based Licensing.


This chapter outlines how to use the Activation API to initiate the following activation transactions (which implement the 
various license lifecycle stages):


• Activation (activations from one license server to another is also referred to as a transfer)


• Return


• Repair


Additional Information
Refer to the following for additional information:


• For a description of functions used for local activation, see Common Library Functions.


• For a list of deprecated application activation functions, see Deprecated Activation Functions.


• For an overview of license server activation transactions, see the chapter “Transactions to a License Server” in FlexNet 
Publisher’s Programming Reference for Trusted Storage–Based Licensing.


• For a description of functions used by both application and server activation utilities that handle composite 
transactions, see Composite Transaction API Functions. For instructions on how to build these activation utilities, see 
the chapter “Building an Activation Utility for Composite Transactions” in FlexNet Publisher’s Programming Reference 
for Trusted Storage–Based Licensing.
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Function Summary
The following table provides a summary of the functions described in this section and defined in FlxActSvr.h.


Table 8-312 • License Server Activation API Functions 


Function Description


flxActSvrActivationCreate Create a server activation object.


flxActSvrActivationDelete Delete a server activation object.


flxActSvrActivationSend Create and send an activation request to an activation server 
and process the response.


flxActSvrActivationReqSet Create an activation request. (Replaces the deprecated 
function flxActSvrActivationReqCreate.)


flxActSvrActivationRespProcess Process an activation response received from an activation 
server.


flxActSvrActivationCountGet Read the license rights count previously set into the server 
activation object.


flxActSvrActivationCountSet Set the number of licenses of the specified type to be set into 
the server activation object.


flxActSvrActivationEntitlementIdGet Read the Entitlement ID previously set into the server 
activation object.


flxActSvrActivationEntitlementIdSet Set the Entitlement ID to be included in a server activation 
request.


flxActSvrActivationExpDateGet Read the license rights expiry date previously set into the 
server activation object.


flxActSvrActivationExpDateSet Set the license rights expiry date to be included in a server 
activation request.


flxActSvrActivationReasonGet Read the activation reason previously set into the server 
activation object.


flxActSvrActivationReasonSet Set the activation reason to be included in a server activation 
request.


flxActSvrActivationUsernameGet Read the user name previously set into the server activation 
object.


flxActSvrActivationUsernameSet Set the user name to be included in a server activation 
object.
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flxActSvrActivationHostnameGet Read the host name previously set into the server activation 
object.


flxActSvrActivationHostnameSet Set the host name to be included in a server activation 
object.


flxActSvrActivationIncludeEnterpriseData Specify whether user name and/or host name previously set 
into the activation object are to be included in the activation 
request.


flxActSvrActivationProductIdGet Gets the ProductID from an activation object.


flxActSvrActivationProductIdSet Sets the ProductID for an activation object that will be used 
in an activation request.


flxActSvrActivationVendorDataGet Read the vendor data previously set into the activation 
object.


flxActSvrActivationVendorDataSet Set the vendor data to be included in a activation request.


flxActSvrReturnCreate Create a server return object.


flxActSvrReturnDelete Delete a server return object.


flxActSvrReturnSend Create and send a return request to an activation server and 
process the response.


flxActSvrReturnReqSet Create a return request. (Replaces the deprecated function 
flxActSvrReturnReqCreate.)


flxActSvrReturnRespProcess Process a return response from an activation server.


flxActSvrReturnCancel Enable a fulfillment record that has been disabled when a 
return was requested.


flxActSvrReturnProdLicSpcSet Set the fulfillment record to be returned.


flxActSvrReturnReasonGet Read the return reason previously set into the return object.


flxActSvrReturnReasonSet Set the return reason to be included in a server return 
request.


flxActSvrReturnNumberValidDedSpcGet Get the number of valid activation and transfer deduction 
records associated with the fulfillment record that is to be 
returned


flxActSvrReturnForceIncompleteSet Force the return of a fulfillment record


Table 8-312 • License Server Activation API Functions 


Function Description
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flxActSvrReturnForceIncompleteGet Read whether this return object has been set for a forced 
return of a fulfillment record


flxActSvrReturnProductIdGet Read the product ID previously set into the server return 
object


flxActSvrReturnSuiteIdGet Read the suite ID previously set into the server return object


flxActSvrReturnEntitlementIdGet Read the Entitlement ID previously set into the server return 
object


flxActSvrReturnFRIdGet Read the fulfillment record ID previously included in the 
server return object


flxActSvrReturnVendorDataGet Read the vendor data previously set into the return object


flxActSvrReturnVendorDataSet Set the vendor data to be included in a return request


flxActSvrRepairCreate Create a repair object


flxActSvrRepairDelete Delete a repair object


flxActSvrRepairSend Create and send a repair request to an activation server and 
process the response


flxActSvrRepairReqSet Create a repair request. (Replaces the deprecated function 
flxActSvrRepairReqCreate.)


flxActSvrRepairRespProcess Process a repair response from an activation server


flxActSvrRepairProdLicSpcSet Set the fulfillment record to be repaired


flxActSvrRepairProductIdGet Read the product ID previously set into the repair object


flxActSvrRepairSuiteIdGet Read the suite ID previously set into the repair object


flxActSvrRepairEntitlementIdGet Read the entitlement ID previously set into the repair object


flxActSvrRepairFRIdGet Read the fulfillment record ID previously set into the repair 
object


flxActSvrRepairVendorDataGet Read the vendor data previously set into the repair object


flxActSvrRepairVendorDataSet Set the vendor data to be included in a repair request


Table 8-312 • License Server Activation API Functions 


Function Description
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flxActSvrActivationCreate
Create a server activation object. This object is used when creating an activation request and processing an activation 
response.


Syntax
FlxActBool flxActSvrActivationCreate(


FlxActHandle handle,


FlxActSvrActivation *serverAct);


Parameters


The flxActSvrActivationCreate function uses the following parameters:


Return Values


The following values are returned by flxActSvrActivationCreate:


Discussion


This function creates an object, which is required when using any of the following functions:


• flxActSvrActivationSend


• flxActSvrActivationReqSet


• flxActSvrActivationRespProcess


• flxActSvrActivationCountGet


• flxActSvrActivationCountSet


• flxActSvrActivationEntitlementIdGet


• flxActSvrActivationEntitlementIdSet


• flxActSvrActivationExpDateGet


Table 8-313 • flxActSvrActivationCreate Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_SVR.


serverAct The resulting pointer to the server activation object.


Table 8-314 • flxActSvrActivationCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• flxActSvrActivationExpDateSet


• flxActSvrActivationIncludeEnterpriseData


• flxActSvrActivationUsernameGet


• flxActSvrActivationUsernameSet


• flxActSvrActivationHostnameGet


• flxActSvrActivationHostnameSet


This function should be paired with a call to flxActSvrActivationDelete, which releases the object and frees all the 
associated resources.


flxActSvrActivationDelete
Delete a server activation object.


Syntax
void flxActSvrActivationDelete(FlxActSvrActivation serverAct);


Parameters


The flxActSvrActivationDelete function uses the following parameters:


Return Values


There is no return value.


Discussion


This function should only be called if a previous call to flxActSvrActivationCreate succeeded.


It deletes the server activation object, including any activation transaction data that it may contain, and frees all the 
associated resources. Thus it must not be called while an activation transaction is in progress.


flxActSvrActivationSend
Send an activation request to a remote activation server and process the resulting response.


Syntax
FlxActBool flxActSvrActivationSend(


FlxActSvrActivation serverAct,


FlxActError *err);


Table 8-315 • flxActSvrActivationDelete Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.
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Parameters


The flxActSvrActivationSend function uses the following parameters:


Return Values


The following values are returned by flxActSvrActivationSend:


Discussion


Before calling this function you must set the mandatory and optional request parameters into the server activation object. 
The following are request parameters in an activation request from a license server:


• Entitlement ID—Use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the entitlement for 
which the license rights are being requested.


• License rights expiration—Use flxActAppActivationExpDateSet to enter a specific expiration date.


• Activatable Count—Use flxActSvrActivationCountSet for ACTIVATABLE license group to request the number of 
activations of the requested license rights.


• Activatable Overdraft Count—Use flxActSvrActivationCountSet for ACTIVATABLE_OD license group to request the 
number of activations of the requested license rights.


• Concurrent Count—Use flxActSvrActivationCountSet for CONCURRENT license group to request the number of 
activations of the requested license rights.


• Concurrent Overdraft Count—Use flxActSvrActivationCountSet for CONCURRENT_OD license group to request the 
number of activations of the requested license rights.


• Hybrid Count—Use flxActSvrActivationCountSet for HYBRID license group to request the number of activations of the 
requested license rights.


• Hybrid Overdraft Count—Use flxActSvrActivationCountSet for HYBRID_OD license group to request the number of 
activations of the requested license rights.


• Repair count—Use flxActSvrActivationCountSet for 


Table 8-316 • flxActSvrActivationSend Parameters


Parameter Description


serverAct An activation object.


err A pointer to the resulting error, if any, see flxActCommonHandleGetError for further details.


Table 8-317 • flxActSvrActivationSend Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. 
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• Activation reason—Optionally use flxActSvrActivationReasonSet to specify the reason for the activation. When this 
is not set, the default value of zero is used.


Optionally, the identity and location of the activation server can be set into the activation object using the following 
functions:


• flxActCommonHandleSetCommType—defines the type of comms used for transactions and therefore the type of 
activation server. flxCommsMvsnFlex is used for connections to a FlexNet license server and 
flxCommsMvsnFlexSoap is used for connections to a FlexNet Operations server or a License Generator.


• flxActCommonHandleSetRemoteServer—sets the address of the activation server used for transactions.


This function formats an activation request and sends it to an activation server. It is used for programmatic activation.


The following data is automatically added to the activation request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the activation. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The activation server is identified before this function is called, see previous paragraphs, or the following defaults are used:


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnFlex, the default address of the FlexNet 
license server is @localhost.


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnSoap, the default address of the FlexNet 
Operations server is http://localhost:8888/flexnet/services/ActivationService?wsdl.


• The default setting for the commType is flxCommsMvsnFlex, and then the default address of the FlexNet license server 
is @localhost.


When this process is successful a fulfillment record for the requested license rights is placed in trusted storage. If there is an 
existing fulfillment record with the same fulfillment ID, then it is deleted.


Non-success is reported in the return value.


flxActSvrActivationReqSet
Create an activation request as a signed XML document for use in manual activation transactions.


Note • flxActSvrActivationReqSet replaces the deprecated function flxActSvrActivationReqCreate.


Syntax
FlxActBool flxActSvrActivationReqSet(


FlxActSvrActivation serverAct,


const char **xmlString);
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Parameters


The flxActSvrActivationReqSet function uses the following parameters:


Return Values


The following values are returned by flxActSvrActivationReqSet:


Discussion


Before calling this function you must set the mandatory and optional request parameters into the server activation object. 
The following are request parameters in an activation request from a license server:


• Entitlement ID—Use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the entitlement for 
which the license rights are being requested.


• License rights expiration—Use flxActAppActivationExpDateSet to enter a specific expiration date.


• Activatable Count—Use flxActSvrActivationCountSet for ACTIVATABLE license group to request the number of 
activations of the requested license rights.


• Activatable Overdraft Count—Use flxActSvrActivationCountSet for ACTIVATABLE_OD license group to request the 
number of activations of the requested license rights.


• Concurrent Count—Use flxActSvrActivationCountSet for CONCURRENT license group to request the number of 
activations of the requested license rights.


• Concurrent Overdraft Count—Use flxActSvrActivationCountSet for CONCURRENT_OD license group to request the 
number of activations of the requested license rights.


• Hybrid Count—Use flxActSvrActivationCountSet for HYBRID license group to request the number of activations of the 
requested license rights.


• Hybrid Overdraft Count—Use flxActSvrActivationCountSet for HYBRID_OD license group to request the number of 
activations of the requested license rights.


• Activation reason—Optionally use flxActSvrActivationReasonSet to specify the reason for the activation. When this 
is not set, the default value of zero is used.


Table 8-318 • flxActSvrActivationReqSet Parameters


Parameter Description


serverAct A server activation object created with flxActSvrActivationCreate to which the required 
parameters values have been added using the flxActSvrActivation*Set functions.


xmlString The resulting request as a signed XML document.


Table 8-319 • flxActSvrActivationReqSet Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error. 
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This function returns an activation request. The activation request is a signed XML document that must be transmitted 
without any modification. This function is used for manual activation, that is, where the activation request is transmitted to 
the activation server in a file. If your code is writing the signed XML document to a file, ensure that it is not modified in any 
way.


The following data is automatically added to the activation request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the activation. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


flxActSvrActivationRespProcess
Process the activation response. Depending on the contents of the activation response it creates a segment of trusted 
storage or adds a fulfillment record to trusted storage.


Syntax
FlxActBool flxActSvrActivationRespProcess(


FlxActSvrActivation serverAct,


char *xmlString


FlxActBool *pbIsConfig);


Parameters


The flxActSvrActivationRespProcess function uses the following parameters:


Table 8-320 • flxActSvrActivationRespProcess Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationReqSet.


xmlString A pointer to a signed XML document containing the response to be processed.


pbIsConfig Boolean output that indicates whether the return response contains a Trusted Configuration:


• FLX_ACT_TRUE = The response contains a Trusted Configuration. Trusted storage has 
been updated with the new Trusted Configuration. The server determined that this was 
a pre-requisite to processing the request. The original request should be sent to the 
server again.


• FLX_ACT_FALSE = The response does not contain a Trusted Configuration. The 
transaction is complete, no further action is required.
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Return Values


The following values are returned by flxActSvrActivationRespProcess:


Discussion


This function is used in manual activation. It processes an activation response, which is sent by an activation server in 
response to an activation request. See flxActSvrActivationReqSet for information on how to create a server activation 
request.


This function takes the signed XML response, authenticates it, and if it passes authentication, uses the information it 
contains to update trusted storage. The activation response can contain either of the following:


• A fulfillment record—Written to trusted storage


• A Trusted Configuration—Used to create a segment of trusted storage


A fulfillment record can only be written to an existing segment of trusted storage. Thus a manual activation can consist of 
two activation transactions: the first to create the segment of trusted storage and the second to write the required 
fulfillment record to trusted storage. See the Programming Reference for Trusted Storage–Based Licensing for a description 
of the activation process.


If the response contains a fulfillment record with the same fulfillment ID as an existing record in trusted storage, then the 
existing fulfillment record is deleted. The net effect is that the existing fulfillment record is overwritten.


flxActSvrActivationCountGet
Get the specified count from the server activation object.


Syntax
uint32_t flxActSvrActivationCountGet(


FlxActSvrActivation *serverAct,


FlxActCountType licGroup);


Parameters


The flxActSvrActivationCountGet function uses the following parameters:


Table 8-321 • flxActSvrActivationRespProcess Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error. 


Table 8-322 • flxActSvrActivationCountGet Parameters


Parameter Description


serverAct A server activation object created with flxActSvrActivationCreate.
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Return Values


The count as set in the server activation object.


Discussion


This function returns the specified count.


See Also
flxActSvrActivationCountSet


flxActSvrActivationCountSet
Write the specified count into the server activation object.


Syntax
void flxActSvrActivationCountSet(


FlxActSvrActivation serverAct,


FlxActCountType licGroup,


uint32_t count);


Parameters


The flxActSvrActivationCountSet function uses the following parameters:


licGroup The type of count required. For information about these license types, see the Programming 
Reference for Trusted Storage–Based Licensing. The following values (FlxActCountType) can 
be used for this parameter:


• CONCURRENT—Concurrent licenses


• CONCURRENT_OD—Concurrent overdraft licenses


• ACTIVATABLE—Activatable licenses


• ACTIVATABLE_OD—Activatable overdraft licenses


• HYBRID—Hybrid licenses


• HYBRID_OD—Hybrid overdraft licenses


• REPAIR—Number of times the fulfillment records can be repaired.


Table 8-323 • flxActSvrActivationCountSet Parameters


Parameter Description


serverAct A server activation object created with flxActSvrActivationCreate.


Table 8-322 • flxActSvrActivationCountGet Parameters


Parameter Description
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Return Values


The following values are returned by flxActSvrActivationCountSet:


Discussion


This function writes the required number of a specified license type or the number of times the fulfillment record can be 
repaired into the server activation object. When this activation object is subsequently used to create an activation request, 
this count is included in the activation request. An activation request can contain multiple license group counts and in this 
case this function would be called once for each license group required.


See Also
flxActSvrActivationSend
flxActSvrActivationReqSet


flxActSvrActivationEntitlementIdGet
Get the entitlement ID from the server activation object. 


licGroup The type of count required. For information about these license types, see the Programming 
Reference for Trusted Storage–Based Licensing. The following values (FlxActCountType) can 
be used for this parameter:


• CONCURRENT—Concurrent licenses


• CONCURRENT_OD—Concurrent overdraft licenses


• ACTIVATABLE—Activatable licenses


• ACTIVATABLE_OD—Activatable overdraft licenses


• HYBRID—Hybrid licenses


• HYBRID_OD—Hybrid overdraft licenses


• REPAIR—The requested number of times the fulfillment record can be repaired.


count The value of the count required.


Table 8-324 • flxActSvrActivationCountSet Values


Return Value Description


void No return value


Table 8-323 • flxActSvrActivationCountSet Parameters


Parameter Description
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Syntax
const char *flxActSvrActivationEntitlementIdGet(FlxActSvrActivation serverAct);


Parameters


The flxActSvrActivationEntitlementIdGet function uses the following parameters:


Return Values


The entitlement ID, or NULL if not set.


Discussion


This function returns the entitlement ID that was previously set in the activation object, or NULL if it has not been set. 


See Also
flxActSvrActivationEntitlementIdSet


flxActSvrActivationEntitlementIdSet
Write the specified entitlement ID into the server activation object. 


Syntax
void flxActSvrActivationEntitlementIdSet(


FlxActSvrActivation serverAct,


const char *entitlementId);


Parameters


The flxActSvrActivationEntitlementIdSet function uses the following parameters:


Return Values


There is no return value.


Table 8-325 • flxActSvrActivationEntitlementIdGet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.


Table 8-326 • flxActSvrActivationEntitlementIdSet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.


entitlementId The value of the entitlement ID to be included in the activation request.
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Discussion


This function writes the specified entitlement ID into the activation object. When this activation object is subsequently 
used to create an activation request, this entitlement ID is included in the activation request.


See Also
flxActSvrActivationSend
flxActSvrActivationReqSet


flxActSvrActivationExpDateGet
Get the license rights expiration date from the server activation object.


Syntax
const char *flxActSvrActivationExpDateGet(FlxActSvrActivation serverAct);


Parameters


The flxActSvrActivationExpDateGet function uses the following parameters:


Return Values


The license rights expiration date, or NULL if not set. The format is dd-mmm-yyyy.


Discussion


This function returns the license rights expiration date that was previously set in the activation object, or NULL if it has not 
been set. 


See Also
flxActSvrActivationExpDateSet


flxActSvrActivationExpDateSet
Write the specified license rights expiration date into the server activation object.


Syntax
void flxActSvrActivationExpDateSet(


FlxActSvrActivation *serverAct,


const char *expDate);


Table 8-327 • flxActSvrActivationExpDateGet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.
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Parameters


The flxActSvrActivationExpDateSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified license rights expiration date into the activation object. When this activation object is 
subsequently used to create an activation request, this expiration date is included in the activation request.


See Also
flxActSvrActivationSend
flxActSvrActivationReqSet


flxActSvrActivationReasonGet
Get the reason for the activation from the specified activation object.


Syntax
const char *flxActSvrActivationReasonGet(FlxActSvrActivation appAct);


Parameters


The flxActSvrActivationReasonGet function uses the following parameters:


Return Values


The value of the activation reason or NULL if not set.


Discussion


This function returns the activation reason that was previously set in the activation object or NULL if it has not been set.


Table 8-328 • flxActSvrActivationExpDateSet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.


expDate The value of the expiration date to be included in the activation request. The format is dd-
mmm-yyyy.


Table 8-329 • flxActSvrActivationReasonGet Parameters


Parameter Description


appAct An activation object created with flxActSvrActivationCreate.
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See Also
flxActSvrActivationReasonSet


flxActSvrActivationReasonSet
Write the specified reason for the activation into the activation object.


Syntax
FlxActBool flxActSvrActivationReasonSet(


FlxActSvrActivation appAct,


const char *pszReason);


Parameters


The flxActSvrActivationReasonSet function uses the following parameters:


Return Values


The following values are returned by flxActSvrActivationReasonSet:


Discussion


This function writes the specified numeric code for the reason for the activation request into the activation object. When 
this activation object is subsequently used to create an activation request, this reason code is included in the activation 
request. 


See Also
flxActSvrActivationReasonGet


Table 8-330 • flxActSvrActivationReasonSet Parameters


Parameter Description


appAct An activation object created with flxActSvrActivationCreate.


pszReason A pointer to the variable storing the numeric string that will be included in the activation 
request. This is a publisher defined coded value that indicates the reason that the activation 
is requested. 


Table 8-331 • flxActSvrActivationReasonSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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flxActSvrActivationUsernameGet
Get the user name from the activation object.


Syntax
const char *flxActSvrActivationUsernameGet(FlxActSvrActivation serverAct);


Parameters


The flxActSvrActivationUsernameGet function uses the following parameters:


Return Values


The user name, or NULL if not set.


Discussion


This function returns the user name that was previously set in the activation object, or NULL if it has not been set. 


See Also
flxActSvrActivationUsernameSet


flxActSvrActivationUsernameSet
Write the specified user name into the activation object.


Syntax
void flxActSvrActivationUsernameSet(


FlxActSvrActivation serverAct,


const char *username);


Parameters


The flxActSvrActivationUsernameSet function uses the following parameters:


Table 8-332 • flxActSvrActivationUsernameGet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.


Table 8-333 • flxActSvrActivationUsernameSet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.


username The user name to be included in the activation request.

406 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Deprecated License Server Activation Functions

Return Values


There is no return value.


Discussion


This function writes the specified user name into the activation object. After using this function you must call 
flxActSvrActivationIncludeEnterpriseData to specify whether this user name is to be included in the activation request.


See Also
flxActSvrActivationIncludeEnterpriseData
flxActAppActivationSend
flxActAppActivationReqSet


flxActSvrActivationHostnameGet
Get the host name from the activation object.


Syntax
const char *flxActSvrActivationHostnameGet(FlxActSvrActivation serverAct);


Parameters


The flxActSvrActivationHostnameGet function uses the following parameters:


Return Values


The host name, or NULL if not set.


Discussion


This function returns the host name that was previously set in the activation object, or NULL if it has not been set. 


See Also
flxActSvrActivationHostnameSet


flxActSvrActivationHostnameSet
Write the specified host name into the activation object.


Syntax
void flxActSvrActivationHostnameSet(


FlxActSvrActivation serverAct,


Table 8-334 • flxActSvrActivationHostnameGet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.
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const char *hostname);


Parameters


The flxActSvrActivationHostnameSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified host name into the activation object. After using this function you must call 
flxActSvrActivationIncludeEnterpriseData to specify whether this user name is to be included in the activation request.


See Also
flxActSvrActivationIncludeEnterpriseData
flxActAppActivationSend
flxActAppActivationReqSet


flxActSvrActivationIncludeEnterpriseData
Specify whether details of the user and host requesting this activation are to be included in the activation request.


Syntax
FlxActBool flxActSvrActivationIncludeEnterpriseData(


FlxActSvrActivation serverAct,


FlxActBool bInclude);


Parameters


The flxActSvrActivationIncludeEnterpriseData function uses the following parameters:


Table 8-335 • flxActSvrActivationHostnameSet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.


hostname The host name to be included in the activation request.


Table 8-336 • flxActSvrActivationIncludeEnterpriseData Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.
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Return Values


The following values are returned by flxActSvrActivationIncludeEnterpriseData:


Discussion


This function is used to include or exclude the user name and host name from an activation request. Exclusion may be 
required to protect the security of the user making the request.


Before calling this function you must call either or both flxActSvrActivationHostnameSet and 
flxActSvrActivationUsernameSet to set the host name and/or user name into the server activation object.


flxActSvrActivationProductIdGet
Gets the ProductID from an activation object. 


Syntax
const char *flxActSvrActivationProductIdGet(FlxActSvrActivation serverAct);


Parameters


The flxActSvrActivationProductIdGet function uses the following parameters:


Return Values


The value set for the ProductID or NULL if it is not set.


bInclude Indicates whether the user name and host name are to be included in the activation request. 


• FLX_ACT_TRUE = Include user name and host name, if they have been specified using 
flxActSvrActivationUsernameSet and flxActSvrActivationHostnameSet. 


• FLX_ACT_FALSE = Do not include user name and host name.


Table 8-337 • flxActSvrActivationIncludeEnterpriseData Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error. 


Table 8-338 • flxActSvrActivationProductIdGet Parameters


Parameter Description


serverAct An activation object.


Table 8-336 • flxActSvrActivationIncludeEnterpriseData Parameters


Parameter Description
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Discussion


This function returns the ProductID that was previously set in the activation object or NULL if it has not been set.


See Also
flxActSvrActivationProductIdSet


flxActSvrActivationProductIdSet
Sets the ProductId into an activation object used for an activation or transfer request. 


Syntax
void flxActSvrActivationProductIdSet(


FlxActSvrActivation serverAct,


const char *productId);


Parameters


The flxActSvrActivationProductIdSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified ProductID into the activation object. When this activation object is subsequently used to 
create an activation request, this ProductID is included in the activation request.


See Also
flxActSvrActivationProductIdGet


flxActSvrActivationVendorDataGet
Get the vendor data for the specified key from the activation object.


Syntax
const char *flxActSvrActivationVendorDataGet(


FlxActSvrActivation svr


const char *key);


Table 8-339 • flxActSvrActivationProductIdSet Parameters


Parameter Description


serverAct An activation object created with flxActSvrActivationCreate.


productId A pointer to the variable storing the value of the product ID that will be included in the 
activation request.
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Parameters


The flxActSvrActivationVendorDataGet function uses the following parameters:


Return Values


The value of the vendor data for the specified key or NULL if not set.


Discussion


This function returns the vendor data that was previously set in the activation object for the specified key, or NULL if it has 
not been set.


This function does a linear search of all the vendor data key-value pairs in the activation object.


See Also
flxActSvrActivationVendorDataSet


flxActSvrActivationVendorDataSet
Write the specified vendor data into the activation object.


Syntax
void flxActSvrActivationVendorDataSet(


FlxActSvrActivation svr,


const char *key,


const char *value);


Parameters


The flxActSvrActivationVendorDataSet function uses the following parameters:


Table 8-340 • flxActSvrActivationVendorDataGet Parameters


Parameter Description


svr An activation object created with flxActSvrActivationCreate.


key The key that identifies the vendor data required.


Table 8-341 • flxActSvrActivationVendorDataSet Parameters


Parameter Description


svr An activation object created with flxActSvrActivationCreate.


key This identifies the vendor data: vendor data is added as a key-value pair to the activation 
request in the vendor dictionary (XML element VendorDictionary).
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Return Values


There is no return value.


Discussion


This function writes the specified vendor data into the activation object. When this activation object is subsequently used 
to create an activation request, this vendor data is included in the activation request.


The vendor data is added to the VendorDictionary element in the activation request XML document. All data dictionaries 
contain a set of entries. The first element in the entry is the Key element that identifies the type of data in this entry. The 
second element of the entry, the Value element, contains the data for the entry. This type of entry is referred to here and 
elsewhere as a key-value pair.


This function adds a single key-value pair to the activation object. To add multiple key-value pairs, call this function 
multiple times.


In a test environment, the vendor data contained within an activation request can be viewed using the GUI version of the 
Manual Response Generator, responsegenUI.exe. If you are using the command-line version, responsegen.*, you will have 
to examine the activation request before using the Manual Response Generator to generate the appropriate response. For 
details about the Manual Response Generator, see the Programming Reference for Trusted Storage–Based Licensing. 


See the FlexNet Operations documentation for information about how vendor data is used by the Operations Server.


Note • Activation from a license server—if this function is used to add vendor data to an activation request sent to a license 
server, the vendor data is ignored by the license server.


See Also
flxActSvrActivationSend
flxActSvrActivationReqSet


flxActSvrReturnCreate
Create a server return object. This object is used when creating a return request and processing a return response.


Syntax
FlxActBool flxActSvrReturnCreate(


FlxActHandle handle,


FlxActSvrReturn *serverRet);


value The value of the vendor data to be included in the activation request. This is treated as a null 
terminated string and no further processing is done to it before placing it in the activation 
request.


Table 8-341 • flxActSvrActivationVendorDataSet Parameters


Parameter Description
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Parameters


The flxActSvrReturnCreate function uses the following parameters:


Return Values


The following values are returned by flxActSvrReturnCreate:


Discussion


This function creates an object, which is required when using any of the following return functions: 


• flxActSvrReturnSend


• flxActSvrReturnReqSet


• flxActSvrReturnRespProcess


• flxActSvrReturnProdLicSpcSet


• flxActSvrReturnNumberValidDedSpcGet


• flxActSvrReturnForceIncompleteSet


• flxActSvrReturnForceIncompleteGet


• flxActSvrReturnProductIdGet


• flxActSvrReturnSuiteIdGet


• flxActSvrReturnEntitlementIdGet


• flxActSvrReturnFRIdGet


This function should be paired with a call to flxActSvrReturnDelete, which releases the object and frees all the associated 
resources.


Table 8-342 • flxActSvrReturnCreate Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_SVR.


serverRet The resulting pointer to the server return object


Table 8-343 • flxActSvrReturnCreate Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 413







Chapter 8 Activation API
Deprecated License Server Activation Functions

Note • If the returned fulfillment record contains concurrent or hybrid licenses, the counts in memory require updating after a 
successful return of a fulfillment record. Use lmreread.exe as described in the Programming Reference for License File–Based 
Licensing. This updates the license group counts held in memory. See the Programming Reference for Trusted Storage–Based 
Licensing for information about these license groups.


flxActSvrReturnDelete
Delete a server return object.


Syntax
void flxActSvrReturnDelete(FlxActSvrReturn serverRet);


Parameters


The flxActSvrReturnDelete function uses the following parameters:


Return Values


There is no return value.


Discussion


This function should only be called if a previous call to flxActSvrReturnCreate succeeded.


It deletes the return object, including any return transaction data that it may contain, and frees all the associated 
resources. Thus, it must not be called while a return transaction is in progress.


flxActSvrReturnSend
Send a return request to a remote activation server and automatically process the response.


Syntax
FlxActBool flxActSvrReturnSend(


FlxActSvrReturn serverRet,


FlxActError *err);


Table 8-344 • flxActSvrReturnDelete Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate.
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Parameters


The flxActSvrReturnSend function uses the following parameters:


Return Values


The following values are returned by flxActSvrReturnSend:


Discussion


Before calling this function you must set the fulfillment record that is to be returned into the return object using 
flxActSvrReturnProdLicSpcSet.


Optionally use flxActSvrReturnReasonSet to specify the reason for the return. When this is not set, the default value of zero 
is used. 


Optionally, the identity and location of the activation server can be set into the return object using the following functions:


• flxActCommonHandleSetCommType—defines the type of comms used for transactions and therefore the type of 
activation server. flxCommsMvsnFlex is used for connections to a FlexNet license server and 
flxCommsMvsnFlexSoap is used for connections to a FlexNet Operations server or License Generator.


• flxActCommonHandleSetRemoteServer—sets the address of the activation server used for transactions.


This function formats a return request and sends it to an activation server. 


The following data is automatically added to the return request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the return. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


Table 8-345 • flxActSvrReturnSend Parameters


Parameter Description


serverRet A server return object created with flxActSvrReturnCreate to which the required parameter 
values have been added using the flxActSvrReturnProdLicSpcSet function.


err A pointer to the resulting error, if any, see flxActCommonHandleGetError for further details of 
general errors. See LM_TS_RETURN_INCOMPLETE for a description of this error and how to 
use other functions to override this error.


Table 8-346 • flxActSvrReturnSend Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success.
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• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The activation server is identified before this function is called, see previous paragraphs, or the following defaults are used:


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnFlex, the default address of the FlexNet 
license server is @localhost.


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnSoap, the default address of the FlexNet 
Operations server is http://localhost:8888/flexnet/services/ActivationService?wsdl.


• The default setting for the commType is flxCommsMvsnFlex, and then the default address of the FlexNet license server 
is @localhost.


A remote license server only accepts this as a return of the fulfillment record when it originally supplied it. When the remote 
license server accepts the return of the fulfillment record it:


• Adds it to its trusted storage


• Replies success


The Operations server processes the return request according to its internal logic and sends the appropriate return 
response. On receipt of the return response reporting success the fulfillment record is deleted from the local server mode 
trusted storage. On receipt of the return response reporting non-success, the fulfillment record is not deleted from the 
local server mode trusted storage and this function returns non-success.


A processing failure may result in no response or an invalid response being received from the activation server. In this case 
the fulfillment record will remain disabled and the license rights it contains unavailable unless it is enabled using 
flxActSvrReturnCancel.


LM_TS_RETURN_INCOMPLETE


This error is reported under the following circumstances:


1. A fulfillment record is placed in trusted storage on a license server.


2. Activation requests result in license rights from the fulfillment record being available on other machines.


The activation requests can be from end-user machines or from other license servers. The first case uses activatable or 
hybrid counts within the fulfillment record. The second case can use any of activatable, hybrid or concurrent counts 
within the fulfillment record.


The license server generates a fulfillment record, which contains the license rights requested, and sends it to the 
requesting machine. It also generates a deduction record that is stored in its trusted storage in association with the 
original fulfillment record. The deduction record records details of the license rights, which originated in the 
fulfillment record, and that have been issued to another machine.


3. A call to flxActSvrReturnSend is made when there are valid associated deductions records.


When there are valid deduction records, there are license rights that are part of this fulfillment still in use on other 
machines. Therefore, a complete return of the license rights held within the fulfillment record is impossible. 


Additionally the fulfillment records on other machines that have been supplied from the original fulfillment record will 
be orphaned if the original fulfillment record is returned. If an attempt is made to return them to the license server 
after the original fulfillment record is returned, this return request will fail.


4. The call to flxActSvrReturnSend fails with error LM_TS_RETURN_INCOMPLETE.
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Additional functions are provided to allow for the return of a fulfillment record in the following cases:


• When the FlexEnabled client machine has been destroyed and its licenses cannot be returned.


• When one of the license servers in the chain of servers has been destroyed and so licenses cannot be returned to the 
originating license server.


The following functions are provided:


• flxActSvrReturnNumberValidDedSpcGet—Get the number of valid deduction records associated with the fulfillment 
record in the return object.


• flxActSvrReturnForceIncompleteSet—Force a return request to proceed even when there are valid deduction 
records associated with the fulfillment record.


By examining the contents of deduction records, the following functions allow you to ascertain details of the license rights 
that have been issued and to determine where they are being used:


• flxActCommonProdLicSpcNumberValidDedSpcGet 


• flxActCommonDedSpcDestinationFulfillmentIdGet 


• flxActCommonDedSpcDestinationSystemNameGet 


• flxActCommonDedSpcExpDateGet 


• flxActCommonDedSpcTypeGet 


• flxActCommonValidateDateString 


For an example of the use of these functions, see the Programming Reference for Trusted Storage–Based Licensing.


flxActSvrReturnReqSet
Create a return request as a signed XML document for use in manual return transactions.


Note • flxActSvrReturnReqSet replace the deprecated function flxActSvrReturnReqCreate.


Syntax
FlxActBool flxActSvrReturnReqSet(


FlxActSvrReturn serverRet,


const char **xmlString);


Parameters


The flxActSvrReturnReqSet function uses the following parameters:


Table 8-347 • flxActSvrReturnReqSet Parameters


Parameter Description


serverRet A server return object created with flxActSvrReturnCreate to which the required parameter 
values have been added using the flxActSvrReturnProdLicSpcSet function.
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Return Values


The following values are returned by flxActSvrReturnReqSet:


Discussion


Before calling this function you must set the fulfillment record that is to be returned into the return object using 
flxActSvrReturnProdLicSpcSet.


Optionally use flxActSvrReturnReasonSet to specify the reason for the return. When this is not set, the default value of zero 
is used.


This function returns a return request. The following data is automatically added to the return request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the return. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The return request is a signed XML document that must be transmitted without any modification. This transaction method 
is normally used for manual transfers, that is, where the return request is transmitted to the activation server in a file. If 
your code is writing the signed XML document to a file, ensure that it is not modified in any way.


flxActSvrReturnRespProcess
Process the return response. Depending on the contents of the return response it either deletes the returned fulfillment 
record from the server mode trusted storage or leaves it in trusted storage and reports an error.


Syntax
FlxActBool flxActSvrReturnRespProcess(


FlxActSvrReturn serverRet,


xmlString The resulting request as a signed XML document.


Table 8-348 • flxActSvrReturnReqSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out details of general errors. For 
information about LM_TS_RETURN_INCOMPLETE, see flxActSvrReturnSend 
LM_TS_RETURN_INCOMPLETE.


Table 8-347 • flxActSvrReturnReqSet Parameters


Parameter Description
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char *xmlString,


FlxActBool *pbIsConfig);


Parameters


The flxActSvrReturnRespProcess function uses the following parameters:


Return Values


The following values are returned by flxActSvrReturnRespProcess:


Discussion


This function processes a return response. This is sent by an activation server in response to a return request. See 
flxActAppReturnReqSet for information on how to create a return request.


The return response can contain either of the following:


• A response to the return request


• A Trusted Configuration—used to create a segment of trusted storage 


The remote license server only accepts this as a return of the fulfillment record when it originally supplied it. When the 
remote license server accepts the return of the fulfillment record it:


• Adds it to its trusted storage


• Sends a return response that indicates success


On receipt of the return response reporting success the fulfillment record is deleted from the local server mode trusted 
storage. 


Table 8-349 • flxActSvrReturnRespProcess Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate.


xmlString A pointer to a signed XML document containing the response to be processed.


pbIsConfig Boolean output that indicates whether the activation response contains a Trusted 
Configuration:


• FLX_ACT_TRUE = activation response contains a Trusted Configuration.


• FLX_ACT_FALSE = activation response contains a fulfillment record.


Table 8-350 • flxActSvrReturnRespProcess Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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When the remote license server sends a failure response, the fulfillment record is re-enabled and the license rights it 
contains can once again be used. This function returns non-success. The failure response can be because the return of the 
fulfillment record was denied by the activation server or because there was a failure processing the return request.


A processing failure may result in no response or an invalid response being received from the activation server. In this case 
the fulfillment record will remain disabled and the license rights it contains unavailable unless it is enabled using 
flxActSvrReturnCancel.


flxActSvrReturnCancel
Enable a fulfillment record that has been disabled when a return was requested.


Syntax
FlxActBool flxActSvrReturnCancel(FlxActAppReturn serverRet);


Parameters


The flxActSvrReturnCancel function uses the following parameters:


Return Values


The following values are returned by flxActSvrReturnCancel:


Discussion


Before calling this function create the return object and set the fulfillment record whose return was requested into the 
return object using flxActSvrReturnProdLicSpcSet.


This function is used to enable a fulfillment record when a return was requested and no response has been received. When 
a return request is sent the fulfillment record is disabled. When a response is received the fulfillment record is either 
deleted (when the return is allowed by the activation server) or enabled (when the return is denied by the activation server 
or the return processing fails). When no response is received the fulfillment record will remain disabled and the license 
rights unavailable indefinitely. You have three options at this point:


• Do nothing - This leaves the fulfillment record disabled and the license rights unavailable.


Table 8-351 • flxActSvrReturnCancel Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate that has the fulfillment record whose 
return was requested set into it.


Table 8-352 • flxActSvrReturnCancel Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• Delete the fulfillment record - See “Delete a Single Fulfillment Record from Trusted Storage” in the Programming 
Reference for Trusted Storage–Based Licensing for detailed instructions. This may remove the fulfillment record when 
the activation server and associated systems record that the customer still has these license rights.


• Enable the fulfillment record - This may give the customer extra license rights if the activation server and associated 
systems have recorded that the license rights were returned.


For example code that demonstrates the use of this function, see the example activation utility, serveractutil. The 
serveractutil command line syntax to demonstrate the use of flxActSvrReturnCancel is:


serveractutil -return <fulfillmentID> -cancel 


flxActSvrReturnProdLicSpcSet
Sets the fulfillment record to be returned into the return object.


Syntax
void flxActSvrReturnProdLicSpcSet(


FlxActSvrReturn ret,


FlxActProdLicSpc product);


Parameters


The flxActSvrReturnProdLicSpcSet function uses the following parameters:


Return Values


There is no return value.


Discussion


Before calling this function select the fulfillment record that is to be returned. Use the flxActCommonLicSpc* and 
flxActCommonProdLicSpc* functions to read the fulfillment records from trusted storage and determine which record is 
to be returned.


This function sets the required request parameters into the return object. It extracts the required parameters from the 
fulfillment record in the product license specification.


flxActSvrReturnReasonGet
Get the reason for the return from the specified return object.


Table 8-353 • flxActSvrReturnProdLicSpcSet Parameters


Parameter Description


ret A return object created with flxActSvrReturnCreate.


product A product license specification object that contains the fulfillment record that is to be 
returned.
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Syntax
const char *flxActSvrReturnReasonGet(FlxActSvrReturn ret);


Parameters


The flxActSvrReturnReasonGet function uses the following parameters:


Return Values


The value of the return reason, or NULL if not set.


Discussion


This function returns the reason for the return request that was previously set in the return object or NULL if it has not been 
set.


See Also
flxActSvrReturnReasonSet


flxActSvrReturnReasonSet
Write the specified reason for the return into the return object.


Syntax
FlxActBool flxActSvrReturnReasonSet(


FlxActSvrActivation appAct,


const char *pszReason);


Parameters


The flxActSvrReturnReasonSet function uses the following parameters:


Table 8-354 • flxActSvrReturnReasonGet Parameters


Parameter Description


ret A return object created with flxActSvrReturnCreate.


Table 8-355 • flxActSvrReturnReasonSet Parameters


Parameter Description


appAct An activation object created with flxActSvrReturnCreate.


pszReason A pointer to the variable storing the numeric string that will be included in the return request. 
This is a publisher defined coded value that indicates the reason that the return is requested. 
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Return Values


The following values are returned by flxActSvrReturnReasonSet:


Discussion


This function writes the specified numeric code for the reason for the return request into the return object. When this 
return object is subsequently used to create a return request, this reason code is included in the return request. 


See Also
flxActSvrReturnReasonGet


flxActSvrReturnNumberValidDedSpcGet
Get the number of valid activation and transfer deduction records associated with the fulfillment record that is to be 
returned.


Syntax
uint32_t flxActSvrReturnNumberValidDedSpcGet(FlxActSvrReturn serverRet);


Parameters


The flxActSvrReturnNumberValidDedSpcGet function uses the following parameters:


Return Values


The number of valid activation and transfer deduction records associated with the fulfillment record that is to be returned.


Discussion


Before calling this function select the fulfillment record that is to be returned. Use the flxActCommonLicSpc* and 
flxActCommonProdLicSpc* functions to read the fulfillment records from trusted storage and determine which record is 
to be returned. Then use flxActSvrReturnProductLicSpcSet to set the selected fulfillment record into the return object.


Table 8-356 • flxActAppReturnReasonSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-357 • flxActSvrReturnNumberValidDedSpcGet Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate that contains a fulfillment record that is 
to be returned.
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This function returns the number of valid activation and transfer deduction records associated with the fulfillment record 
that is to be returned. Deduction records are valid if they reference fulfillment records on remote machines that contain 
unexpired license rights. An activation deduction record is created when an activation request is received from an end-user 
machine and license rights are supplied by the license server. A transfer deduction record is created when an activation 
request is received from a license server and license rights are supplied by this license server. For a full list of types of 
deduction records, see FlxActDeductionType.


It can be used to avoid sending a return request that will result in an LM_TS_RETURN_INCOMPLETE.


See Also
flxActSvrReturnSend 
flxActSvrReturnReqSet 
flxActSvrReturnForceIncompleteSet 


flxActSvrReturnForceIncompleteGet
Get the conditions set for the return of a fulfillment record from the return object.


Syntax
FlxActBool flxActSvrReturnForceIncompleteGet(FlxActSvrReturn serverRet);


Parameters


The flxActSvrReturnForceIncompleteGet function uses the following parameters:


Return Values


Indicates the conditions for the return of the fulfillment record.


Discussion


This function returns the conditions that have been set in the return object for the return of a fulfillment record.


See Also
flxActSvrReturnForceIncompleteSet


Table 8-358 • flxActSvrReturnForceIncompleteGet Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate that contains a fulfillment record that is 
to be returned.


Table 8-359 • flxActSvrReturnForceIncompleteGet Return Values


Return Value Description


FLX_ACT_TRUE Return fulfillment record if there are associated valid deduction records.


FLX_ACT_FALSE Do not return fulfillment record if there are associated valid deduction records.
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flxActSvrReturnForceIncompleteSet
Force the return of a fulfillment record when license rights will be left orphaned on other machines by this action.


Syntax
FlxActBool flxActSvrReturnForceIncompleteSet(


FlxActSvrReturn serverRet,


FlxActBool bForceIncomplete);


Parameters


The flxActSvrReturnForceIncompleteSet function uses the following parameters:


Return Values


The following values are returned by flxActSvrReturnForceIncompleteSet:


Discussion


Before calling this function select the fulfillment record that is to be returned. Use the flxActCommonLicSpc* and 
flxActCommonProdLicSpc* functions to read the fulfillment records from trusted storage and determine which record is 
to be returned. Then use flxActSvrReturnProductLicSpcSet to set the selected fulfillment record into the return object.


Use this function when a forced return of a fulfillment record is required. Any fulfillment records that have been created 
from this fulfillment record as the result of an activation request and are still valid will be orphaned. For more details, see 
LM_TS_RETURN_INCOMPLETE in flxActSvrReturnSend.


This function can be used for the return of a fulfillment record in the following cases:


• When the FlexEnabled client machine has been destroyed and its licenses cannot be returned.


Table 8-360 • flxActSvrReturnForceIncompleteSet Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate that contains a fulfillment record that is 
to be returned.


bForceIncomplete Indicates the conditions for the return of the fulfillment record. 


• FLX_ACT_TRUE = return fulfillment record even if there are associated valid deduction 
records. 


• FLX_ACT_FALSE = do not return fulfillment record if there are associated valid deduction 
records.


Table 8-361 • flxActSvrReturnForceIncompleteSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• When one of the license servers in the chain of servers has been destroyed and so licenses cannot be returned to the 
originating license server.


Use this function with care: it can result in extra license rights being available to the enterprise when a return is followed by 
the licenses being re-issued.


See Also
flxActSvrReturnForceIncompleteGet 
flxActSvrReturnNumberValidDedSpcGet 
flxActSvrReturnSend 
flxActSvrReturnReqSet 


flxActSvrReturnProductIdGet
Get the product ID from the server return object.


Syntax
const char *flxActSvrReturnProductIdGet(FlxActSvrReturn serverRet);


Parameters


The flxActSvrReturnProductIdGet function uses the following parameters:


Return Values


The product ID, or NULL if not set.


Discussion


This function returns the product ID that was previously set in the return object, or NULL if it has not been set.


See Also
flxActSvrReturnProdLicSpcSet


flxActSvrReturnSuiteIdGet
Get the suite ID from the server return object.


Table 8-362 • flxActSvrReturnProductIdGet Parameters


Parameter Description


serverRet A server return object created with flxActSvrReturnCreate.
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Syntax
const char *flxActSvrReturnSuiteIdGet(FlxActSvrReturn serverRet);


Parameters


The flxActSvrReturnSuiteIdGet function uses the following parameters:


Return Values


The suite ID, or NULL if not set.


Discussion


This function returns the suite ID that was previously set in the return object, or NULL if it has not been set.


See Also
flxActSvrReturnProdLicSpcSet


flxActSvrReturnEntitlementIdGet
Get the entitlement ID from the server return object.


Syntax
const char *flxActSvrReturnEntitlementIdGet(FlxActSvrReturn serverRet);


Parameters


The flxActSvrReturnEntitlementIdGet function uses the following parameters:


Return Values


The entitlement ID, or NULL if not set.


Discussion


This function returns the entitlement ID that was previously set in the server return object, or NULL if it has not been set.


Table 8-363 • flxActSvrReturnSuiteIdGet Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate.


Table 8-364 • flxActSvrReturnEntitlementIdGet Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate.
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See Also
flxActSvrReturnProdLicSpcSet


flxActSvrReturnFRIdGet
Get the fulfillment ID from the server return object. 


Syntax
const char *flxActSvrReturnFRIdGet(FlxActSvrActivation serverRet);


Parameters


The flxActSvrReturnFRIdGet function uses the following parameters:


Return Values


The fulfillment ID, or NULL if not set.


Discussion


This function returns the fulfillment ID that was previously set in the server return object, or NULL if it has not been set.


See Also
flxActSvrReturnProdLicSpcSet


flxActSvrReturnVendorDataGet
Get the vendor data for the specified key from the return object.


Syntax
const char *flxActSvrReturnVendorDataGet(


FlxActSvrReturn ret,


const char *key);


Parameters


The flxActSvrReturnVendorDataGet function uses the following parameters:


Table 8-365 • flxActSvrReturnFRIdGet Parameters


Parameter Description


serverRet A return object created with flxActSvrReturnCreate.


Table 8-366 • flxActSvrReturnVendorDataGet Parameters


Parameter Description


ret A return object created with flxActSvrReturnCreate.
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Return Values


The value of the vendor data for the specified key or NULL if not set.


Discussion


This function returns the vendor data that was previously set in the return object for the specified key, or NULL if it has not 
been set.


This function does a linear search of all the vendor data key-value pairs in the return object.


See Also
flxActSvrReturnVendorDataSet


flxActSvrReturnVendorDataSet
Write the specified vendor data into the return object.


Syntax
void flxActSvrReturnVendorDataSet(


FlxActSvrReturn ret,


const char *key,


const char *value);


Parameters


The flxActSvrReturnVendorDataSet function uses the following parameters:


Return Values


There is no return value.


key The key that identifies the vendor data required.


Table 8-367 • flxActSvrReturnVendorDataSet Parameters


Parameter Description


ret A return object created with flxActSvrReturnCreate.


key This identifies the vendor data: vendor data is added as a key-value pair to the return request 
in the vendor dictionary (XML element VendorDictionary).


value The value of the vendor data to be included in the return request. This is treated as a null 
terminated string and no further processing is done to it before placing it in the activation 
request.


Table 8-366 • flxActSvrReturnVendorDataGet Parameters


Parameter Description
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Discussion


This function writes the specified vendor data into the return object. When this return object is subsequently used to create 
a return request, this vendor data is included in the return request.


The vendor data is added to the VendorDictionary element in the return request XML document. All data dictionaries 
contain a set of entries. The first element in the entry is the Key element that identifies the type of data in this entry. The 
second element of the entry, the Value element, contains the data for the entry. This type of entry is referred to here and 
elsewhere as a key-value pair.


This function adds a single key-value pair to the return object. To add multiple key-value pairs, call this function multiple 
times.


In a test environment, the vendor data contained within a return request can be viewed using the GUI version of the Manual 
Response Generator, responsegenUI.exe. If you are using the command-line version, responsegen.*, you will have to 
examine the return request before using the Manual Response Generator to generate the appropriate response. For details 
about the Manual Response Generator, see the Programming Reference for Trusted Storage–Based Licensing. 


See the FlexNet Operations documentation for information about how vendor data is used by the Operations Server.


Note • If this function is used to add vendor data to a return request sent to a license server, the vendor data is ignored by the 
license server.


See Also
flxActSvrReturnSend
flxActSvrReturnReqSet


flxActSvrRepairCreate
Creates a repair object. This object is used when creating a repair request and processing a repair response.


Syntax
FlxActBool flxActSvrRepairCreate(


FlxActHandle handle,


FlxActSvrRepair *serverRep);


Parameters


The flxActSvrRepairCreate function uses the following parameters:


Table 8-368 • flxActSvrRepairCreate Parameters


Parameter Description


handle An activation handle created with flxActCommonHandleOpen with the mode parameter set 
to FLX_ACT_APP.


serverRep The resulting pointer to the repair object
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Return Values


The following values are returned by flxActSvrRepairCreate:


Discussion


This function creates an object, which is required when using any of the following repair functions: 


• flxActSvrRepairSend


• flxActSvrRepairReqSet


• flxActSvrRepairRespProcess


• flxActSvrRepairProdLicSpcSet


• flxActSvrRepairProductIdGet


• flxActSvrRepairSuiteIdGet


• flxActSvrRepairEntitlementIdGet


• flxActSvrRepairFRIdGet


This function should be paired with a call to flxActSvrRepairDelete, which releases the object and frees all the associated 
resources.


flxActSvrRepairDelete
Delete a repair object.


Syntax
void flxActSvrRepairDelete(FlxActSvrRepair serverRep);


Parameters


The flxActSvrRepairDelete function uses the following parameters:


Table 8-369 • flxActSvrRepairCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-370 • flxActSvrRepairDelete Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate.
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Return Values


There is no return value.


Discussion


This function should only be called if a previous call to flxActSvrRepairCreate succeeded.


It deletes the repair object, including any repair transaction data that it may contain, and frees all the associated resources. 
Thus, it must not be called while a repair transaction is in progress.


flxActSvrRepairSend
Send a repair request to a remote activation server and automatically process the response.


Syntax
FlxActBool flxActSvrRepairSend(


FlxActSvrRepair serverRep,


FlxActError *err);


Parameters


The flxActSvrRepairSend function uses the following parameters:


Return Values


The following values are returned by flxActSvrRepairSend:


Discussion


Before calling this function you must set the fulfillment record that is to be repaired into the repair object using 
flxActSvrRepairProdLicSpcSet.


Table 8-371 • flxActSvrRepairSend Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate to which the required parameter values 
have been added using the flxActSvrRepairProdLicSpcSet function.


err A pointer to the resulting error, if any, see flxActCommonHandleGetError for further details.


Table 8-372 • flxActSvrRepairSend Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success.
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Optionally, the identity and location of the activation server can be set into the activation object using the following 
functions:


• flxActCommonHandleSetCommType—Defines the type of comms used for transactions and therefore the type of 
activation server. flxCommsMvsnFlex is used for connections to a FlexNet license server and 
flxCommsMvsnFlexSoap is used for connections to a FlexNet Operations server or License Generator.


• flxActCommonHandleSetRemoteServer—Sets the address of the activation server used for transactions.


This function formats a repair request and sends it to an activation server. 


The following data is automatically added to the repair request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the repair. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The activation server is identified before this function is called, see previous paragraphs, or the following defaults are used:


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnFlex, the default address of the FlexNet 
license server is @localhost.


• When flxActCommonHandleSetCommType is used to set flxCommsMvsnSoap, the default address of the FlexNet 
Operations server is http://localhost:8888/flexnet/services/ActivationService?wsdl.


• The default setting for the commType is flxCommsMvsnFlex, and then the default address of the FlexNet license server 
is @localhost.


If the activation server allows the repair, the fulfillment record is repaired and this function returns success. If the 
activation server does not allow the repair, or any other error occurs then the fulfillment record is not repaired and 
flxActSvrRepairSend returns non-success. 


flxActSvrRepairReqSet
Create a repair request as a signed XML document for use in manual repair transactions.


Note • flxActSvrRepairReqSet replaces the deprecated function flxActSvrRepairReqCreate.


Syntax
FlxActBool flxActSvrRepairReqSet(


FlxActSvrRepair serverRep,


const char **xmlString);
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Parameters


The flxActSvrRepairReqSet function uses the following parameters:


Return Values


The following values are returned by flxActSvrRepairReqSet:


Discussion


Before calling this function you must set the fulfillment record that is to be repaired into the repair object using 
flxActSvrRepairProdLicSpcSet.


This function returns a repair request. 


The following data is automatically added to the repair request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the repair. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The repair request is a signed XML document that must be transmitted without any modification. This transaction method 
is normally used for manual transfers, that is, where the repair request is transmitted to the activation server in a file. If 
your code is writing the signed XML document to a file, ensure that it is not modified in any way.


flxActSvrRepairRespProcess
Process the repair response. Depending on the contents of the repair response it either repairs the fulfillment record or 
leaves it unrepaired and reports an error.


Table 8-373 • flxActSvrRepairReqSet Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate to which the required parameter 
values have been added using the flxActSvrRepairProdLicSpcSet function.


xmlString The resulting request as a signed XML document.


Table 8-374 • flxActSvrRepairReqSet Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Syntax
FlxActBool flxActSvrRepairRespProcess(


FlxActSvrRepair serverRep,


char *xmlString,


FlxActBool *pbIsConfig);


Parameters


The flxActSvrRepairRespProcess function uses the following parameters:


Return Values


The following values are returned by flxActSvrRepairRespProcess:


Discussion


This function processes a repair response. This is sent by an activation server in response to a repair request. See 
flxActSvrRepairReqSet for information on how to create a repair request.


The repair response can contain either of the following:


• A repair response


• A Trusted Configuration


The activation server determines whether the repair is to be allowed. If the repair is allowed, then this function repairs the 
fulfillment record and reports success. If the repair is not allowed or some other error occurs, then the fulfillment record is 
not repaired and this function reports non-success.


If the response contained a Trusted Configuration (pbIsConfig = TRUE), it is used to do one of the following:


Table 8-375 • flxActSvrRepairRespProcess Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate.


xmlString A pointer to a signed XML document containing the response to be processed.


pbIsConfig Boolean output that indicates whether the activation response contains a Trusted 
Configuration:


• FLX_ACT_TRUE = activation response contains a Trusted Configuration.


• FLX_ACT_FALSE = activation response contains a fulfillment record.


Table 8-376 • flxActSvrRepairRespProcess Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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• Update the settings for an existing segment of trusted storage. This is the more probable scenario for a Trusted 
Configuration in a repair response.


• Create a segment of trusted storage.


flxActSvrRepairProdLicSpcSet
Sets the fulfillment record to be repaired into the repair object.


Syntax
void flxActSvrRepairProdLicSpcSet(


FlxActSvrRepair serverRep,


FlxActProdLicSpc product);


Parameters


The flxActSvrRepairProdLicSpcSet function uses the following parameters:


Return Values


There is no return value.


Discussion


Before calling this function select the fulfillment record that is to be repaired. Use the flxActCommonLicSpc* and 
flxActCommonProdLicSpc* functions to read the fulfillment records from trusted storage and determine which record is 
to be repaired.


This function sets the required request parameters into the repair object. It extracts the required parameters from the 
fulfillment record in the product license specification.


flxActSvrRepairProductIdGet
Get the product ID from the repair object.


Table 8-377 • flxActSvrRepairProdLicSpcSet Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate.


product A product license specification object that contains the fulfillment record that is to 
be repaired.
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Syntax
const char *flxActSvrRepairProductIdGet(FlxActSvrRepair serverRep);


Parameters


The flxActSvrRepairProductIdGet function uses the following parameters:


Return Values


The product ID, or NULL if not set.


Discussion


This function returns the product ID that was previously set in the repair object, or NULL if it has not been set.


See Also
flxActSvrRepairProdLicSpcSet


flxActSvrRepairSuiteIdGet
Get the suite ID from the repair object.


Syntax
const char *flxActSvrRepairSuiteIdGet(FlxActSvrRepair serverRep);


Parameters


The flxActSvrRepairSuiteIdGet function uses the following parameters:


Return Values


The suite ID, or NULL if not set.


Discussion


This function returns the suite ID that was previously set in the repair object, or NULL if it has not been set.


Table 8-378 •  flxActSvrRepairProductIdGet Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate.


Table 8-379 •  flxActSvrRepairSuiteIdGet Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate.
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See Also
flxActSvrRepairProdLicSpcSet


flxActSvrRepairEntitlementIdGet
Get the entitlement ID from the repair object.


Syntax
const char *flxActSvrRepairEntitlementIdGet(FlxActSvrRepair serverRep);


Parameters


The flxActSvrRepairEntitlementIdGet function uses the following parameters:


Return Values


The entitlement ID, or NULL if not set.


Discussion


This function returns the entitlement ID that was previously set in the repair object, or NULL if it has not been set.


See Also
flxActSvrRepairProdLicSpcSet


flxActSvrRepairFRIdGet
Get the fulfillment ID from the repair object.


Syntax
const char *flxActSvrRepairFRIdGet(FlxActSvrRepair serverRep);


Parameters


The flxActSvrRepairFRIdGet function uses the following parameters:


Table 8-380 •  flxActSvrRepairEntitlementIdGet Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate.


Table 8-381 •  flxActSvrRepairFRIdGet Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate.
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Return Values


The fulfillment ID, or NULL if not set.


Discussion


This function returns the fulfillment ID that was previously set in the repair object, or NULL if it has not been set.


See Also
flxActSvrRepairProdLicSpcSet


flxActSvrRepairVendorDataGet
Get the vendor data for the specified key from the repair object.


Syntax
const char *flxActSvrRepairVendorDataGet(


FlxActSvrRepair repair,


const char *key);


Parameters


The flxActSvrRepairVendorDataGet function uses the following parameters:


Return Values


The value of the vendor data for the specified key or NULL if not set.


Discussion


This function returns the vendor data that was previously set in the repair object for the specified key, or NULL if it has not 
been set.


This function does a linear search of all the vendor data key-value pairs in the activation object.


See Also
flxActSvrRepairVendorDataSet


flxActSvrRepairVendorDataSet
Write the specified vendor data into the repair object.


Table 8-382 •  flxActSvrRepairVendorDataGet Parameters


Parameter Description


repair A repair object created with flxActSvrReturnCreate.


key The key that identifies the vendor data required.
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Syntax
void flxActSvrRepairVendorDataSet(


FlxActSvrRepair repair,


const char *key,


const char *value);


Parameters


The flxActSvrRepairVendorDataSet function uses the following parameters:


Return Values


There is no return value.


Discussion


This function writes the specified vendor data into the repair object. When this repair object is subsequently used to create 
a repair request, this vendor data is included in the repair request.


The vendor data is added to the VendorDictionary element in the repair request XML document. All data dictionaries 
contain a set of entries. The first element in the entry is the Key element that identifies the type of data in this entry. The 
second element of the entry, the Value element, contains the data for the entry. This type of entry is referred to here and 
elsewhere as a key-value pair.


This function adds a single key-value pair to the repair object. To add multiple key-value pairs, call this function multiple 
times.


The vendor data contained within a repair request can be viewed using the GUI version of the Manual Response Generator, 
responsegenUI.exe. If you are using the command-line version, responsegen.*, you will have to examine the repair 
request before using the Manual Response Generator to generate the appropriate response. For details of the Manual 
Response Generator, see the Programming Reference for Trusted Storage–Based Licensing. The FlexNet Operations Server 
documentation also contains information about how vendor data is used by the Operations Server.


In a test environment, the vendor data contained within a repair request can be viewed using the GUI version of the Manual 
Response Generator, responsegenUI.exe. If you are using the command-line version, responsegen.*, you will have to 
examine the repair request before using the Manual Response Generator to generate the appropriate response. For details 
of the Manual Response Generator, see the Programming Reference for Trusted Storage–Based Licensing. 


See the FlexNet Operations documentation for information about how vendor data is used by the Operations Server.


Table 8-383 •  flxActSvrRepairVendorDataSet Parameters


Parameter Description


repair A repair object created with flxActSvrReturnCreate.


key This identifies the vendor data: vendor data is added as a key-value pair to the 
repair request in the vendor dictionary (XML element VendorDictionary).


value The value of the vendor data to be included in the repair request. This is treated as a 
null terminated string and no further processing is done to it before placing it in the 
repair request.
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Note • If this function is used to add vendor data to a repair request sent to a license server, the vendor data is ignored by the 
license server.


See Also
flxActSvrRepairSend
flxActSvrRepairReqSet


Deprecated Activation Functions
The following application and license-server activation functions have been deprecated and replaced by the functions 
identified in these descriptions.


flxActAppActivationReqCreate
Create an activation request as a signed XML document for use in manual activation transactions. 


Note • flxActAppActivationReqCreate is a deprecated function and may be removed in a future release. 
flxActAppActivationReqSet replaces flxActAppActivationReqCreate.


Syntax
FlxActBool flxActAppActivationReqCreate(


FlxActAppActivation appAct,


char **xmlString);


Parameters


The flxActAppActivationReqCreate function uses the following parameters:


Table 8-384 • flxActAppActivationReqCreate Parameters


Parameter Description


appAct An activation object created with flxActAppActivationCreate to which the required 
parameter values have been added using the flxActAppActivation*Set functions.


xmlString The resulting request as a signed XML document. Free the memory used for this string after 
using.
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Return Values


The following values are returned by flxActAppActivationReqCreate:


Discussion


Before calling this function you must set the required request parameters into the activation object. The following are 
request parameters in an activation request:


• Entitlement ID—Use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the entitlement for 
which the license rights are being requested.


• License rights expiration—Use either flxActAppActivationExpDateSet to enter a specific expiration date or 
flxActAppActivationDurationSet to enter the relative duration.


• Activation reason—Optionally use flxActAppActivationReasonSet to specify the reason for the activation. When this is 
not set, the default value of zero is used.


• Vendor data—Optionally use flxActAppActivationVendorDataSet to add a key-value pair to the PublisherDictionary 
in the activation request.


This function returns an activation request. The activation request is a signed XML document that must be transmitted 
without any modification. This method of activation is used for manual activation, i.e., where the activation request is 
transmitted to the activation server in a file. If your code is writing the signed XML document to a file, ensure that it is not 
modified in any way.


The following data is automatically added to the activation request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the activation. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


After calling this function and using the XML document returned, free the memory used for this string.


flxActAppReturnReqCreate
Create a return request as a signed XML document for use in manual return transactions.


Table 8-385 • flxActAppActivationReqCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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Note • flxActAppReturnReqCreate is a deprecated function and may be removed in a future release. flxActAppReturnReqSet 
replaces flxActAppReturnReqCreate.


Syntax
FlxActBool flxActAppReturnReqCreate(


FlxActAppReturn appRet,


char **xmlString);


Parameters


The flxActAppReturnReqCreate function uses the following parameters:


Return Values


The following values are returned by flxActAppReturnReqCreate:


Discussion


Before calling this function you must set the fulfillment record that is to be returned into the return object using 
flxActAppReturnProdLicSpcSet.


Optionally use flxActAppReturnReasonSet to specify the reason for the return. When this is not set, the default value of zero 
is used. 


flxActAppRepairReqCreate
This function returns a return request. The return request is a signed XML document that must be transmitted without any 
modification. This transaction method is normally used for manual transfers, that is, where the return request is 
transmitted to the activation server in a file. If your code is writing the signed XML document to a file, ensure that it is not 
modified in any way.


Table 8-386 • flxActAppReturnReqCreate Parameters


Parameter Description


appRet A return object created with flxActAppReturnCreate to which the required parameter values 
have been added using the flxActAppReturnProdLicSpcSet function.


xmlString The resulting request as a signed XML document. Free the memory used for this string after 
using.


Table 8-387 • flxActAppReturnReqCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.
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The following data is automatically added to the return request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the return. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


After calling this function and using the XML document returned, free the memory used for this string.


Create a repair request as a signed XML document for use in manual repair transactions.


Note • flxActAppRepairReqCreate is a deprecated function and may be removed in a future release. flxActAppRepairReqSet 
replaces flxActAppRepairReqCreate.


Syntax
FlxActBool flxActAppRepairReqCreate(


FlxActAppRepair appRep,


char **xmlString);


Parameters


The flxActAppRepairReqCreate function uses the following parameters:


Return Values


The following values are returned by flxActAppRepairReqCreate:


Table 8-388 • flxActAppRepairReqCreate Parameters


Parameter Description


appRep A repair object created with flxActAppRepairCreate to which the required parameter values 
have been added using the flxActAppRepairProdLicSpcSet function.


xmlString The resulting request as a signed XML document. Free the memory used for this string after 
using.


Table 8-389 • flxActAppRepairReqCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.

444 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 8 Activation API
Deprecated Activation Functions

Discussion


Before calling this function you must set the fulfillment record that is to be repaired into the repair object using 
flxActAppRepairProdLicSpcSet.


This function returns a repair request. The repair request is a signed XML document that must be transmitted without any 
modification. This transaction method is normally used for manual transfers, that is, where the repair request is 
transmitted to the activation server in a file. If your code is writing the signed XML document to a file, ensure that it is not 
modified in any way.


The following data is automatically added to the repair request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the repair. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


After calling this function and using the XML document returned, free the memory used for this string.


flxActSvrActivationReqCreate
Create an activation request as a signed XML document for use in manual activation transactions.


Note • flxActSvrActivationReqCreate is a deprecated function and may be removed in a future release. 
flxActSvrActivationReqSet replaces flxActSvrActivationReqCreate.


Syntax
FlxActBool flxActSvrActivationReqCreate(


FlxActSvrActivation serverAct,


char **xmlString);


Parameters


The flxActSvrActivationReqCreate function uses the following parameters:


Table 8-390 • flxActSvrActivationReqCreate Parameters


Parameter Description


serverAct A server activation object created with flxActSvrActivationReqSet to which the required 
parameters values have been added using the flxActSvrActivation*Set functions.


xmlString The resulting request as a signed XML document.
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Return Values


The following values are returned by flxActSvrActivationReqCreate:


Discussion


Before calling this function you must set the mandatory and optional request parameters into the server activation object. 
The following are request parameters in an activation request from a license server:


• Entitlement ID—Use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the entitlement for 
which the license rights are being requested.


• License rights expiration—Use flxActAppActivationExpDateSet to enter a specific expiration date.


• Activatable Count—Use flxActSvrActivationCountSet for ACTIVATABLE license group to request the number of 
activations of the requested license rights.


• Activatable Overdraft Count—Use flxActSvrActivationCountSet for ACTIVATABLE_OD license group to request the 
number of activations of the requested license rights.


• Concurrent Count—Use flxActSvrActivationCountSet for CONCURRENT license group to request the number of 
activations of the requested license rights.


• Concurrent Overdraft Count—Use flxActSvrActivationCountSet for CONCURRENT_OD license group to request the 
number of activations of the requested license rights.


• Hybrid Count—Use flxActSvrActivationCountSet for HYBRID license group to request the number of activations of the 
requested license rights.


• Hybrid Overdraft Count—Use flxActSvrActivationCountSet for HYBRID_OD license group to request the number of 
activations of the requested license rights.


• Activation reason—Optionally use flxActSvrActivationReasonSet to specify the reason for the activation. When this is 
not set, the default value of zero is used.


This function returns an activation request. The activation request is a signed XML document that must be transmitted 
without any modification. This function is used for manual activation, that is, where the activation request is transmitted to 
the activation server in a file. If your code is writing the signed XML document to a file, ensure that it is not modified in any 
way.


The following data is automatically added to the activation request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the activation. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


Table 8-391 • flxActSvrActivationReqCreate Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error. 
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• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


flxActSvrReturnReqCreate
Create a return request as a signed XML document for use in manual return transactions.


Note • flxActSvrReturnReqCreate is a deprecated function and may be removed in a future release. flxActSvrReturnReqSet 
replaces flxActSvrReturnReqCreate.


Syntax
FlxActBool flxActSvrReturnReqCreate(


FlxActSvrReturn serverRet,


char **xmlString);


Parameters


The flxActSvrReturnReqCreate function uses the following parameters:


Return Values


The following values are returned by flxActSvrReturnReqCreate:


Discussion


Before calling this function you must set the fulfillment record that is to be returned into the return object using 
flxActSvrReturnProdLicSpcSet.


Optionally use flxActSvrReturnReasonSet to specify the reason for the return. When this is not set, the default value of zero 
is used.


Table 8-392 • flxActSvrReturnReqCreate Parameters


Parameter Description


serverRet A server return object created with flxActSvrReturnCreate to which the required parameter 
values have been added using the flxActSvrReturnProdLicSpcSet function.


xmlString The resulting request as a signed XML document.


Table 8-393 • flxActSvrReturnReqCreate Return Values


Return Value Description


FLX_ACT_TRUE Success


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out details of general errors. For 
information about LM_TS_RETURN_INCOMPLETE, see flxActSvrReturnSend 
LM_TS_RETURN_INCOMPLETE.
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This function returns a return request. The following data is automatically added to the return request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the return. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type for details.


The return request is a signed XML document that must be transmitted without any modification. This transaction method 
is normally used for manual transfers, that is, where the return request is transmitted to the activation server in a file. If 
your code is writing the signed XML document to a file, ensure that it is not modified in any way.


flxActSvrRepairReqCreate
Create a repair request as a signed XML document for use in manual repair transactions.


Note • flxActSvrRepairReqCreate is a deprecated function and may be removed in a future release. flxActSvrRepairReqSet 
replaces flxActSvrRepairReqCreate.


Syntax
FlxActBool flxActSvrRepairReqCreate(


FlxActSvrRepair serverRep,


char **xmlString);


Parameters


The flxActSvrRepairReqCreate function uses the following parameters:


Return Values


The following values are returned by flxActSvrRepairReqCreate:


Table 8-394 • flxActSvrRepairReqCreate Parameters


Parameter Description


serverRep A repair object created with flxActSvrReturnCreate to which the required parameter 
values have been added using the flxActSvrRepairProdLicSpcSet function.


xmlString The resulting request as a signed XML document.


Table 8-395 • flxActSvrRepairReqCreate Return Values


Return Value Description


FLX_ACT_TRUE Success
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Discussion


Before calling this function you must set the fulfillment record that is to be repaired into the repair object using 
flxActSvrRepairProdLicSpcSet.


This function returns a repair request.


 The following data is automatically added to the repair request:


• Unique Machine Number, UMN—All available UMNs are added. The UMNs are used by the activation server to identify 
the machine requesting the repair. See “Information Used to Identify the System Initiating the Request” in the 
Programming Reference for Trusted Storage-Based Licensing for a description of the types of UMNs available.


• Trusted Host Information—Information about currently configured trusted sections. The information includes the 
trusted ID, revision number and type, and Machine ID for each section.


• Platform Type—The platform on which the activation utility is running as identified by the Licensing toolkit used to 
create the utility. See Platform Type on page 453 for details.


The repair request is a signed XML document that must be transmitted without any modification. This transaction method 
is normally used for manual transfers, that is, where the repair request is transmitted to the activation server in a file. If 
your code is writing the signed XML document to a file, ensure that it is not modified in any way.


Deprecated Short Code Functions
In FlexNet Publisher 11.14.0, a new short code API was introduced that supports both server and application ASRs (see 
Short Code Transaction APIs on page 328). For new implementations of FlexNet Publisher, it is best practice to use this new 
API for all short codes. The previous API and its functions continue to be supported for legacy implementations. For 
information about the previous API and its functions, see the product documentation for the relevant FlexNet Publisher 
release (11.13.0 or earlier, if appropriate).


The following table lists deprecated short code functions and its new equivalents.


FLX_ACT_FALSE Non-success. Call flxActCommonHandleGetError to find out the specific error.


Table 8-396 • Changes to the short code API


Description New Function (Application and Server) Deprecated Function


Create a new activation 
request


flxActShortCodeCreate
or
flxActShortCodeCreateFromBuffer


flxActShortCodeGetActivationRequest


flxActShortCodeDestroy


flxActAppActivationCreate


flxActAppActivationShortCodeGenerate
or
flxActAppActivationShortCodeGenerateFromBuffer


flxActAppActivationDelete


Table 8-395 • flxActSvrRepairReqCreate Return Values


Return Value Description
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Create a new return 
request


flxActShortCodeCreate
or
flxActShortCodeCreateFromBuffer


flxActShortCodeGetReturnRequest


flxActShortCodeDestroy


flxActAppReturnCreate


flxActAppReturnShortCodeGenerate
or
flxActAppReturnShortCodeGenerateFromBuffer


flxActAppReturnDelete


Create a new repair 
request


flxActShortCodeCreate
or
flxActShortCodeCreateFromBuffer


flxActShortCodeGetRepairRequest


flxActShortCodeDestroy


flxActAppRepairCreate


flxActAppRepairShortCodeGenerate
or
flxActAppRepairShortCodeGenerateFromBuffer


flxActAppRepairDelete


Process a response flxActShortCodeProcessResponse Short codes use the XML processing functions:


flxActAppActivationRespProcess


flxActAppReturnRespProcess


flxActAppRepairRespProcess


Get error tuple flxActCommonHandleGetError flxActCommonHandleGetError


Get extended error 
information


flxActShortCodeGetDenyReason


flxActShortCodeGetWarning


flxActShortCodeGetErrorDetail


Not available


Table 8-396 • Changes to the short code API


Description New Function (Application and Server) Deprecated Function
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Get a pending request All request types


flxActShortCodeCreate
or
flxActShortCodeCreateFromBuffer


flxActShortCodeGetPendingRequest


flxActShortCodeDestroy


Activation requests


flxActAppActivationCreate


flxActAppActivationShortCodePending
or
flxActAppActivationShortCodePendingFromBuffer


flxActAppActivationDelete


Return requests


flxActAppReturnCreate


flxActAppReturnShortCodePending
or
flxActAppReturnShortCodePendingFromBuffer


flxActAppReturnDelete


Repair requests


flxActAppRepairCreate


flxActAppRepairShortCodePending
or
flxActAppRepairShortCodePendingFromBuffer


flxActAppRepairDelete


All request types (duplicates the above)


flxActAppGetPendingShortCode
or
flxActAppGetPendingShortCodeFromBuffer


Get target fulfillment 
record of pending return 
or repair request


flxActShortCodeCreate
or
flxActShortCodeCreateFromBuffer


flxActShortCodeGetPendingRequestProdSpc


flxActShortCodeDestroy


Not available


Table 8-396 • Changes to the short code API


Description New Function (Application and Server) Deprecated Function
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Common Data
The following sections describe data that is used by multiple functions:


• Unique Machine Number (UMN)


• Platform Type


Unique Machine Number (UMN)
Unique Machine Numbers (UMNs) are retrieved by the activation utility and used by the activation server to identify the 
machine requesting activation activity. For more information about the UMNs supported by FlexNet Publisher, refer to 
“Information Used to Identify the System Initiating the Request” in the Programming Reference for Trusted Storage–Based 
Licensing. 


Cancel a request All request types


flxActShortCodeCreate
or
flxActShortCodeCreateFromBuffer


flxActShortCodeCancelRequest


flxActShortCodeDestroy


Activation requests


flxActAppActivationCreate


flxActAppActivationShortCodeCancel
or
flxActAppActivationShortCodeCancelFromBuffer


flxActAppActivationDelete


Return requests


flxActAppReturnCreate


flxActAppReturnShortCodeCancel
or
flxActAppReturnShortCodeCancelFromBuffer


flxActAppReturnDelete


Repair requests


flxActAppRepairCreate


flxActAppRepairShortCodeCancel
or
flxActAppRepairShortCodeCancelFromBuffer


flxActAppRepairDelete


Table 8-396 • Changes to the short code API


Description New Function (Application and Server) Deprecated Function
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Platform Type
The platform type is automatically included in all XML requests. The platform-type name is the name of the FlexNet 
Publisher Licensing Toolkit download file (for example, Windows 32-bit platform-type name is i86_n3). For a complete list 
of platform types, see “Information Used to Identify the System Initiating the Request” in the Programming Reference for 
Trusted Storage–Based Licensing.
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Obsolete Flexible API Features

The functions and attributes listed in this section are obsolete but are still provided in the Licensing toolkit for backward 
compatibility. Their functionality has, in most cases, been replaced. The current feature that replaces the obsolete function 
or attribute is given in the following tables.


If you are implementing FlexNet licensing for the first time into your application, do not use these functions and attributes. 
Refer to reference material in the following sections:


•  Flexible API


• Advanced Flexible API Functions


• Flexible API Attributes


• Advanced Flexible API Attributes


Obsolete Flexible API Functions
The following functions are obsolete, and exist only for compatibility with earlier Licensing toolkit versions. They should be 
used with care, and questions are welcomed before their use.


Table 9-1 • Obsolete Flexible API Functions


Function Description


lc_alarm Sets a timer. 


For current functionality see:


• lc_heartbeat


• LM_A_CHECK_INTERVAL
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lc_baddate Detects if system date has been set back. 


For current functionality see:


• LM_A_CHECK_BADDATE


• ls_a_check_baddate in the Programming Reference for License File–Based Licensing


lc_chk_conf Validates a config structure. 


For current functionality see:


• lc_auth_data


lc_ck_feats Checks the FEATURESET line for a given vendor. FEATURESET is no longer used.


lc_copy_hostid Returns a copy of the hostid list. 


For current functionality see:


• lc_hostid


lc_crypt Computes the license key for a FEATURE line. 


For current functionality see:


• lc_cryptstr


lc_convert Converts a license file from one format to the other. Formats include readable and decimal.


Decimal format is deprecated and no longer used.


lc_disalarm Turns off a timer set with lc_alarm. 


For current functionality see:


• lc_heartbeat


• LM_A_CHECK_INTERVAL


lc_disconn Drops the connection to the server. This functionality is no longer supported by the Flexible 
API; use functionality provided by the native operating system.


lc_display Returns environment information about the current display. This functionality is no longer 
supported by the Flexible API; use functionality provided by the native operating system.


lc_errtext Returns the English text string corresponding to the Flexible API errno. 


For current functionality see:


• lc_perror


• lc_err_info


lc_feat_set Computes the FEATURESET code. FEATURESET is no longer used.


Table 9-1 • Obsolete Flexible API Functions


Function Description
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lc_get_feats Gets a license key from the FEATURESET line. FEATURESET is no longer used.


lc_gethostid Returns the hostid for the local host. 


For current functionality see:


• lc_hostid


lc_getid_type Returns the HOSTID of the specified type for the local host. 


For current functionality see:


• lc_hostid


• Vendor-Defined Hostid Types in the Programming Reference for License File–Based 
Licensing


lc_hostname Returns environment information about the current hostname. This functionality is no 
longer supported by the Flexible API; use functionality provided by the native operating 
system.


lc_isadmin Verifies the specified user is a license administrator. This functionality is no longer 
supported by the Flexible API; use functionality provided by the native operating system.


lc_set_errno Sets the Flexible API errno. 


For current functionality see:


• lc_perror


• lc_err_info


• lc_get_errno


lc_timer Exchanges heartbeat messages with the license server. 


For current functionality see:


• lc_heartbeat


lc_username Returns environment information about the current user name. This functionality is no 
longer supported by the Flexible API; use functionality provided by the native operating 
system.


Table 9-1 • Obsolete Flexible API Functions


Function Description
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Obsolete Flexible API Attributes
The following attributes are obsolete, and exist only for compatibility with earlier FlexNet Publisher versions. They should 
be used with care, and questions are welcomed before their use.


Table 9-2 • Obsolete Flexible API Attributes


Attribute Description


LM_A_BEHAVIOR_VER Sets the behavior of the FlexEnabled application to the given version of 
FlexNet Licensing.


LM_A_CRYPT_CASE_SENSITIVE Controls case sensitivity in license files using license keys. 


For current functionality see:


• LM_A_LICENSE_CASE_SENSITIVE


LM_A_LKEY_LONG Enables 64-bit license keys. License keys are obsolete. 


For current functionality see:


• SIGN in the Programming Reference for License File–Based Licensing


LM_A_LKEY_START_DATE Enables embedded start dates in license keys. License keys are obsolete. 


For current functionality see:


• START in the Programming Reference for License File–Based 
Licensing


LM_A_MAX_TIMEDIFF Tests the difference in clock settings between the FlexEnabled 
application’s machine and the license server machine. Now, 
automatically performed when needed.


LM_A_NO_MT_HEARBEAT_TIMER 
(UNIX Only)


Stores heartbeat timer information in a separate memory space where all 
shared objects have access to it. 


The attribute was used to avoid heartbeat problems that could occur if a 
FlexEnabled application used multiple shared objects that were built 
with the non-multithreaded library liblmgr_nomt_pic.a (now 
deprecated).


LM_A_PATCH_NUMBER Gets the patch number of the Licensing toolkit client library. 


For current functionality see:


• lc_get_version


LM_A_REVISION Gets the revision number of the Licensing toolkit client library. 


For current functionality see:


• lc_get_version
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LM_A_SETITIMER, LM_A_SIGNAL 
(UNIX Only)


Controls which function is used in place of settimer.


LM_A_SUB_MINOR_REVISION Gets the sub minor revision number of the Licensing toolkit client library. 


For current functionality see:


• lc_get_version


LM_A_USE_START_DATE Enforces the start date to be used in checkouts. 


For current functionality see:


• START in the Programming Reference for License File–Based 
Licensing


LM_A_VERSION Gets the version number of the Licensing toolkit client library. 


For current functionality see:


• lc_get_version


Table 9-2 • Obsolete Flexible API Attributes


Attribute Description
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Flexible API Error Return Values

The table below shows all the possible errors returned from lc_* functions. All the positive errors at the start of the table 
are returned by lc_flexinit during initialization required for using trusted storage. These positive errors (names starting 
with flxInit*) are from FlexInit.h. All other errors (names of the form LM_*) are defined in lmclient.h.


Error strings corresponding to the errors definded in lmclient.h can be found in lmerrors.h (short form) and lm_lerr.h 
(long form).


Table 10-1 • Errors Returned from lc_* Functions


Error Number Symbolic Name Description


24 flxInitPrivilegeError Insufficient Privilege to complete initialization.


23 flxInitTSPrepTypeMismatch Attempt to access server trusted storage from 
client app, or vice-versa.


22 flxInitServiceConfigurationError FlexNet Licensing Service configuration or 
dependency issue.


21 flxInitServiceNotEnoughRights lc_flexinit failed because there was insufficient 
rights to start the FlexNet Licensing Service. 
Resolve this by setting the service to start 
automatically.


20 flxInitServiceNotInstalled FlexNet Licensing Service is not installed. 


13 flxInitPathOverflow Computed path to required file is too long for Mac 
OS X operating system.


12 flxInitBundleIDError Invalid bundle ID on Mac OS X operating system.


11 flxInitFrameworkNotLoadedError Framework specified by bundle ID was not 
loaded.
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10 flxInitUrlNoPathError Error creating path from URL.


9 flxInitUrlError Error creating URL.


8 flxInitEncodingError Path string not specified in UTF-8 format.


7 flxInitCannotReload A call to lc_flexinit is not allowed after a call to 
lc_flexinit_cleanup.


6 flxInitNotProtected The executable has not been prepped with the 
preptool. For more information about the 
preptool, see Programming Reference for Trusted 
Storage–Based Licensing for instructions.


5 flxInitAllocationError Unable to allocate resources.


4 flxInitInitializationError Initialization failed.


3 flxInitUnsupportedPlatform Unsupported version of the operating system.


2 flxInitUnableToLoad Unable to load activation library.


1 flxInitUnableToLocate Unable to find activation library.


0 LM_NOERROR “There was no error. @ref FLEX_ERROR”.


The licensed file used to return success.


-1 LM_NOCONFFILE “Cannot find license file.” 


The license file cannot be opened. 


-2 LM_BADFILE “Invalid license file syntax.” 


Feature name is > MAX_FEATURE_LEN, or 
daemon name is > MAX_DAEMON_LEN, or server 
name is > MAX_SERVER_NAME, or a feature 
specifies no hostid and # of licenses is <= 0.


-3 LM_NOSERVER "No license server system for this feature."


The daemon name specified in the license file 
FEATURE line does not match the vendor daemon 
name.


-4 LM_MAXUSERS “Licensed number of users already reached.”


The licensed number of users has been reached.
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-5 LM_NOFEATURE “No such feature exists.”


The feature could not be found in the license file.


-6 LM_NOSERVICE "No port number in license file and "FLEXlm" 
service does not exist."


This happens if a SERVER line does not specify a 
TCP/IP port number, and the TCP/IP license 
service does not exist in /etc/services.


-7 LM_NOSOCKET "No socket connection to license server 
manager."


lc_disconn was called after the process had been 
disconnected from the socket.


-8 LM_BADCODE "Invalid (inconsistent) license key."


The code in a license file line does not match the 
other data in the license file. This is usually the 
result of not building all the Licensing 
components with the same encryption seeds. 
Check lsvendor.c and your application code 
carefully to ensure that they are all built with the 
same encryption seeds.


-9 LM_NOTTHISHOST "Invalid host."


The hostid specified in the license file does not 
match the node on which the software is running.


-10 LM_LONGGONE "Feature has expired."


The feature has expired, meaning that today’s 
date is after the expiration date in the license file.


-11 LM_BADDATE "Invalid date format in license file."


The start or expiration date in the license file is 
invalid.
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-12 LM_BADCOMM "Invalid returned data from license server 
system."


The port number returned from lmadmin or lmgrd 
is invalid.


An attempted connection to a vendor daemon 
did not result in a correct acknowledgment from 
the daemon.


The daemon did not send back a message within 
the timeout interval.


A message from the daemon had an invalid 
checksum.


An lc_userlist request did not receive the correct 
data.


-13 LM_NO_SERVER_IN_FILE "No SERVER lines in license file."


There is no SERVER line in the license file. All non-
zero license count features need at least one 
SERVER line.


-14 LM_BADHOST "Cannot find SERVER hostname in network 
database."


The gethostbyname system call failed for the 
SERVER name in the license file.


-15 LM_CANTCONNECT "Cannot connect to license server system."


The connect system call failed, while attempting 
to connect to the daemon. 


The attempt to connect to the vendor daemon on 
all SERVER nodes was unsuccessful.


lc_status returns LM_CANTCONNECT if the 
feature had been checked out but the program is 
in the process of reconnecting. 


If reconnection fails, the final status return is 
LM_CANTCONNECT.
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-16 LM_CANTREAD "Cannot read data from license server system."


The process cannot read data from the daemon 
within the timeout interval.


The connection was reset by the daemon (usually 
because the daemon exited) before the process 
attempted to read data.


-17 LM_CANTWRITE "Cannot write data to license server system."


The process could not write data to the daemon 
after the connection was established.


-18 LM_NOSERVSUPP "License server system does not support this 
feature."


The feature has expired (on the server), or has not 
yet started, or the version is greater than the 
highest supported version.


-19 LM_SELECTERR "Error in select system call."


The select system call failed.


-20 LM_SERVBUSY "License server system busy (no majority).",


The license server is busy establishing a quorum 
of server nodes so that licensing can start. This 
error is very rare, and checkout should be retried 
if this occurs.


-21 LM_OLDVER "License file does not support this version."


The version requested is greater than the highest 
version supported in the license file FEATURE line.


-22 LM_CHECKINBAD "Feature checkin failure detected with license 
server system."


The checkin request did not receive a good reply 
from the vendor daemon (the license might still 
be considered in use).


-23 LM_BUSYNEWSERV "License server system temporarily busy (new 
server connecting)."


The vendor daemon is in the process of 
establishing a quorum condition. New requests 
from FlexEnabled applications are deferred 
during this period. This request should be retried.
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-24 LM_USERSQUEUED "Users are queued for this feature."


This error is similar to MAXUSERS, but supplies the 
additional information that there are other users 
in the queue for this feature.


-25 LM_SERVLONGGONE "License server system does not support this 
version of this feature."


The version specified in the checkout request is 
greater than the highest version number the 
daemon supports.


-26 LM_TOOMANY "Request for more licenses than this feature 
supports."


A checkout request was made for more licenses 
than are available. This request will never 
succeed.


-27 LM_CANTREADKMEM "Cannot read /dev/kmem."


-28 LM_CANTREADVMUNIX "Cannot read /vmunix."


-29 LM_CANTFINDETHER "Cannot find ethernet device."


The ethernet device could not be located on this 
system.


-30 LM_NOREADLIC "Cannot read license file."


The license file cannot be read (errno == EPERM 
or EACCES).


-31 LM_TOOEARLY "Feature start date is in the future."


The feature is not enabled yet (current date is 
before the feature start date).


-32 LM_NOSUCHATTR "No such attribute."


A call to lc_get_attr or lc_set_attr specified an 
unknown attribute code.
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-33 LM_BADHANDSHAKE "Bad encryption handshake with vendor 
daemon."


The FlexEnabled application performs an 
encryption handshake operation with the 
daemon prior to any licensing operations. This 
handshake operation failed.


-34 LM_CLOCKBAD "Clock difference too large between client and 
license server system."


The date on the machine does not agree closely 
enough with the date on the license server 
machine. The amount of difference allowed is set 
by the software vendor with 
lc_set_attr(LM_A_MAX_TIMEDIFF,...).


-35 LM_FEATQUEUE "In the queue for this feature."


This checkout request has resulted in the process 
being placed in the queue for this feature. 
Subsequent calls to lc_status will yield the status 
of this queued request.


-36 LM_FEATCORRUPT "Feature database corrupted in vendor daemon."


The daemon’s run-time feature data structures 
have become corrupted. This is an internal 
daemon error.


-37 LM_BADFEATPARAM "Duplicate selection mismatch for this feature."


-38 LM_FEATEXCLUDE "User/host on EXCLUDE list for feature."


The user/host/display has been excluded from 
this feature by an end user’s vendor daemon 
options file.


-39 LM_FEATNOTINCLUDE "User/host not on INCLUDE list for feature."


The user/host/display has NOT been included in 
this feature by an end user’s vendor daemon 
options file.


-40 LM_CANTMALLOC "Cannot allocate dynamic memory."


The malloc call failed to return sufficient 
memory.
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-41 LM_NEVERCHECKOUT "Feature was never checked out."


This code is returned by lc_status if the feature 
requested has never been checked out.


-42 LM_BADPARAM "Invalid parameter."


A call to lc_set_attr specified an invalid value for 
its attribute.


lc_get_attr(LM_A_MASTER,...) called without 
connection already established to server.


-43 LM_NOKEYDATA "No key data supplied in call to lc_new_job or 
lc_init."


No key data was supplied to the call to 
lc_new_job or lc_init. Some Flexible API 
functions will be disabled.


-44 LM_BADKEYDATA "Invalid key data supplied."


Invalid key data was supplied to the lc_new_job 
call. Some Flexible API functions will be disabled.


-45 LM_FUNCNOTAVAIL "Function not available in this version."


This Flexible API client function is not available. 
This could be a result of a BADKEYDATA, 
NOKEYDATA, or DEMOKIT return from lc_new_job.


-47 LM_NOCLOCKCHECK "Clock setting check not available in vendor 
daemon."


lc_checkout returns this code when the CLOCK 
SETTING check between the FlexEnabled 
application and daemon is not supported in this 
daemon. To disable the clock check 
lc_set_attr(LM_A_MAX_TIMEDIFF, 
(LM_A_VAL_TYPE)-1)


-48 LM_BADPLATFORM "Platform not enabled."


The software is running on a platform which is 
not supported by the vendor keys you have 
purchased. To purchase keys for additional 
platforms, contact Flexera.
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-49 LM_DATE_TOOBIG "Date invalid for binary format."


The start date format in FlexNet licenses are good 
until the year 2027. This is probably a bad date.


-50 LM_EXPIREDKEYS "Key data has expired."


The demo vendor keys have expired. Contact 
Flexera for new demo keys.


-51 LM_NOFLEXLMINIT "Not initialized."


A Flexible API client function was called before 
lc_new_job was called. Always call lc_new_job 
first.


-52 LM_NOSERVRESP "Vendor daemon did not respond within timeout 
interval."


-53 LM_CHECKOUTFILTERED "Checkout request rejected by vendor-defined 
filter."


lc_checkout failed because of the vendor defined 
routine, which is set in lsvendor.c: ls_outfilter.


-54 LM_NOFEATSET "No FEATURESET line present in license file."


lc_ck_feats called, but no FEATURESET line in 
license file.


-55 LM_BADFEATSET "Incorrect FEATURESET line in license file."


Error return from lc_ck_feats.


-56 LM_CANTCOMPUTEFEATSET "Cannot compute FEATURESET data from license 
file."


Error return from lc_ck_feats, which occurs 
because lc_feat_set cannot compute the 
FEATURESET line. This can happen because there 
are no FEATUREs in the file.


-57 LM_SOCKETFAIL “socket() call failed.”


This can occur when the UNIX OS runs out of 
system resources.


-58 LM_SETSOCKFAIL "setsockopt() failed."


The setsockopt call has failed. This is likely due 
to an OS error.
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-59 LM_BADCHECKSUM "License server system message checksum 
failure."


Communications error—messages between the 
FlexEnabled application and license server are 
encrypted and checksummed for security and 
integrity. The checksum will usually fail because 
of poor networking communications.


-61 LM_SERVNOREADLIC "Cannot read license file from license server 
system."


This occurs when the license file, via 
LM_LICENSE_FILE, or 
lc_set_attr(LM_A_LICENSE_FILE, 
(LM_AL_VAL_TYPE)path), is incorrectly defined. 
This only occurs in lmutil when 
LM_LICENSE_FILE is set to port@host or @host.


-62 LM_NONETWORK "Network software (tcp/ip) not available."


This is reported on systems where this is 
detectable. Some systems may have this 
problem, but the error will not be reported as 
LM_NONETWORK—system calls will simply fail.


-63 LM_NOTLICADMIN "You are not a license administrator."


Various functions, such as lc_remove and 
lc_shutdown, require that the user be a license 
administrator, depending on how lmgrd was 
started.


-64 LM_REMOVETOOSOON "lmremove request before the minimum 
lmremove interval."


An lc_remove request occurred, but 
ls_min_lmremove (defined in lsvendor.c) 
seconds have not elapsed since the license was 
checked out. See ls_vendor.


-65 LM_BADVENDORDATA "Unknown VENDORCODE struct type passed to 
lc_new_job or lc_init."


LM_CODE macro was not used to define the 
VENDORCODE argument for lc_new_job or lc_init. 
See lmclient.h and lmflex.c for an example of 
how to use the LM_CODE macro.


Table 10-1 • Errors Returned from lc_* Functions


Error Number Symbolic Name Description

470 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 10 Flexible API Error Return Values

-66 LM_LIBRARYMISMATCH "Include file/library mismatch."


An attempt was made to create a FlexEnabled 
application with mismatching source/header files 
and the client libraries, for example 
liblmgr_trl.a. The source code version must 
match that of the libraries that are linked to it.


-67 LM_NONETOBORROW "No licenses available to borrow."


All licenses that were available to borrow have 
already been borrowed.


-68 LM_NOBORROWSUPP "License BORROW support not enabled."


The license or the application doesn't support 
license borrowing, but borrowing was requested 
by a user.


-69 LM_NOTONSERVER "FLOAT_OK can't run standalone on license server 
system."


If the license server machine hostid is specified 
after FLOAT_OK, only the floating license can be 
used to run the application on the license server 
machine.


-71 LM_BAD_TZ "Invalid TZ environment variable."


On some operating systems, the end user can 
significantly change the date using the TZ 
environment variable. This error detects this type 
of theft.


-72 LM_OLDVENDORDATA "Old VENDORCODE(3-word) struct type passed to 
lc_new_job() or lc_init()."


lm_init detected that an old LM_CODE macro 
was used.


-73 LM_LOCALFILTER "Local checkout filter rejected request."


Request was denied by filter specified in 
lc_set_attr(LM_A_CHECKOUTFILTER 
(LM_A_VAL_TYPE)filter).


-74 LM_ENDPATH "Attempt to read beyond end of license file path."


An error occurred with the list of license files.
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-75 LM_VMS_SETIMR_FAILED "SYS$SETIMR call failed."


SYS$SETIMR is used on VMS to time out certain 
FlexNet licensing system calls.


-76 LM_INTERNAL_ERROR “Internal FLEXlm Error - Please report to Flexera."


-77 LM_BAD_VERSION "Bad version number - must be floating point 
number, with no letters."


A line in the license file has an invalid version 
number.


lc_checkout was called with an invalid version 
character string.


-78 LM_NOADMINAPI "FLEXadmin API functions not available."


An attempt to get information from another 
company’s vendor daemon was made via 
lc_get_attr(LM_A_VD_*, ...). This function call 
is only allowed for the vendor’s own vendor 
daemon.


-82 LM_BADPKG "Invalid PACKAGE line in license file."


PACKAGE line missing or invalid COMPONENTS.


A COMPONENT has number of licenses set, with 
OPTIONS=SUITE.


A COMPONENT has number of licenses==0.


-83 LM_SERVOLDVER "Version of vendor daemon is too old."


Vendor daemon version is older than the 
FlexEnabled application’s Licensing toolkit 
version. This is only supported with a version 5.0 
or later FlexEnabled application.


-84 LM_USER_BASED "USER_BASED license has no specified users—see 
license server system log."


When a feature has the USER_BASED attribute, this 
error occurs when there no INCLUDE line in the 
end-user options file for this feature, or the 
number of users included exceeds the number 
authorized. See the Programming Reference for 
License File–Based Licensing, for more 
information about FEATURE and INCREMENT 
lines.
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-85 LM_NOSERVCAP "License server system doesn’t support this 
request."


This occurs when a vendor daemon with a 
Licensing toolkit version is older than that in the 
FlexEnabled application. The daemon didn’t 
understand and respond to the request made by 
the application.


-87 LM_MAXLIMIT "Checkout exceeds MAX specified in options file."


End-user option MAX has been specified for this 
feature.


-88 LM_BADSYSDATE "System clock has been set back."


Returned from checkout call.


-89 LM_PLATNOTLIC "This platform not authorized by license."


Returned from checkout call where FEATURE line 
specifies PLATFORMS=”...”.


-90 LM_FUTURE_FILE "Future license file format or misspelling in 
license file."


Returned from checkout call when license file 
attribute was introduced in a later Licensing 
toolkit version than that in the FlexEnabled 
application.


-91 LM_DEFAULT_SEEDS "Encryption seeds are non-unique."


Returned from lc_new_job or lp_checkout when 
vendor name is not demo, but encryption seeds 
are default encryption seeds.


-92 LM_SERVER_REMOVED "Feature removed during lmreread or wrong 
SERVER line hostid."


Checkout failure due to two possible causes: 


• The feature is removed during lmreread, but 
the FlexEnabled application is reading an 
old copy of the license file which still has 
removed feature.


• The hostid on the SERVER line is for a 
different host, so all features in this license 
file were removed.
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-93 LM_POOL "This feature is available in a different license 
pool."


This is a possible response to 
LM_A_VD_FEATURE_INFO request, indicating that 
this INCREMENT line can be ignored, as it has been 
pooled with another line.


-94 LM_LGEN_VER "Attempt to generate license with incompatible 
attributes."


Occurs with lmcrypt -verfmt or for lminstall -
overfmt. Also set by lc_cryptstr and 
lc_chk_conf.


-95 LM_NOT_THIS_HOST “Network connect to THIS_HOST failed.”


Returned by checkout when this_host is used as 
a host name. Replace this_host with a real host 
name to resolve this error.


-96 LM_HOSTDOWN "License server machine is down or not 
responding."


Returned by checkout; indicates the whole 
license server is not up, not just lmadmin or lmgrd.


-97 LM_VENDOR_DOWN “The desired vendor daemon is down.”


Returned by checkout; indicates lmadmin or 
lmgrd is running, but not the vendor daemon.


-98 LM_CANT_DECIMAL “This FEATURE line can’t be converted to decimal 
format.”


Returned by lc_cryptstr, lmcrypt, or lminstall. 


-99 LM_BADDECFILE “The decimal format license is typed incorrectly.”


The internal checksum on the decimal line has 
indicated that the line has been typed incorrectly.


-100 LM_REMOVE_LINGER “Cannot remove a linger license.”


Returned to lmremove command. User has 
already exited, but license is lingering. lmremove 
doesn’t remove the linger time.
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-101 LM_RESVFOROTHERS “All licenses are reserved for others.”


Checkout return value when a checkout will 
never succeed, because the end-user options file 
has all licenses reserved for others.


-102 LM_BORROW_ERROR “A FLEXid borrow error occurred.”


-103 LM_TSOK_ERR “Terminal Server remote client not allowed.”


The feature line does not contain TS_OK to allow 
Terminal Server Client usage.


-104 LM_BORROW_TOOLONG “Cannot borrow that long.”


The user has specified a borrow period longer 
than the license allows.


-105 LM_UNBORROWED_ALREADY “Feature already returned to license server 
system.”


-106 LM_SERVER_MAXED_OUT “License server system is out of network 
connections.”


The vendor daemon can’t handle any more users. 
See the lmadmin or lmgrd debug log for further 
information.


-107 LM_NOBORROWCOMP “Can’t borrow a PACKAGE component.”


-110 LM_NODONGLE “Can’t read dongle: check dongle or driver.”


In order to read the hostid (FlexID) from the 
dongle, the correct driver must be installed. 
These drivers are available at 
www.flexerasoftware.com or from your software 
vendor.


-112 LM_NODONGLEDRIVER “Missing Dongle Driver.”


In order to read the hostid (FlexID) from the 
dongle, the correct driver must be installed. 
These drivers are available at 
www.flexerasoftware.com or from your software 
vendor.
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-114 LM_SIGN_REQ “SIGN= keyword required but missing from the 
license certificate.”


This is probably because the license is older than 
the application. You need to obtain a SIGN= 
version of this license from your vendor.


-115 LM_PUBKEY_ERROR “Error in Public Key package.”


Rare error.


-116 LM_NOTRLSUPPORT “TRL not supported for this platform.”


You are trying to use TRL, but have not installed 
TRL keys.


-117 LM_BORROW_LINGER_ERR “BORROW failed.” 


Borrowing information is invalid.


-118 LM_BORROW_EXPIRED “BORROW period expired.” 


Borrowed license can no longer be checked out 
because it has expired.


-119 LM_MUST_BE_LOCAL “lmdown/lmreread must be run on license server 
machine.”


When licenses are borrowed, lmdown and 
lmreread must be run on the same machine 
where the license server is running.


-120 LM_BORROW_DOWN “Cannot lmdown the server when licenses are 
borrowed.”


When licenses are borrowed, you must shut down 
a license server with the 


-force option.


-121 LM_FLOATOK_ONEHOSTID “FLOAT_OK requires exactly one dongle hostid.”


The hostid to which the FLOAT_OK feature is 
node-locked must be a single FlexID, not a list of 
FlexID hostids.


-122 LM_BORROW_DELETE_ERR “Unable to delete local borrow info.”
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-123 LM_BORROW_RETURN_EARLY_ERR “Returning a borrowed license early is not 
supported.”


This support is enabled in the vendor daemon via 
the ls_borrow_return_early variable.


-124 LM_BORROW_RETURN_SERVER_ERR “Error returning borrowed license.”


-125 LM_CANT_CHECKOUT_JUST_PACKAGE “A PACKAGE component must be specified.”


-126 LM_COMPOSITEID_INIT_ERR “Composite Hostid not initialized.”


-127 LM_COMPOSITEID_ITEM_ERR “An item needed for composite hostid missing or 
invalid.”


-128 LM_BORROW_MATCH_ERR “Error, borrowed license doesn't match any 
known server license.”


-135 LM_EVENTLOG_INIT_ERR “Error enabling event log.”


-136 LM_EVENTLOG_DISABLED “Event logging is disabled.”


-137 LM_EVENTLOG_WRITE_ERR “Error writing to event log.”


-139 LM_TIMEOUT “Timeout.”


-140 LM_BADCOMMAND “Bad message command.”


-141 LM_SOCKET_BROKEN_PIPE “Error writing to socket. Peer has closed socket.”


-142 LM_INVALID_SIGNATURE “Attempting to generate version specific license 
tied to a single hostid, which is composite.”


-143 LM_UNCOUNTED_NOT_SUPPORTED “Version-specific signatures are not supported for 
uncounted licenses.”


-144 LM_REDUDANT_SIGNATURES “License template contains redundant signature 
specifiers.”


-145 LM_BADCODE_V71_LK “Invalid V71_LK signature.”


-146 LM_BADCODE_V71_SIGN “Invalid V71_SIGN signature.”


-147 LM_BADCODE_V80_LK “Invalid V80_LK signature.”


-148 LM_BADCODE_V80_SIGN “Invalid V80_SIGN signature.”
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-149 LM_BADCODE_V81_LK “Invalid V81_LK signature.”


-150 LM_BADCODE_V81_SIGN “Invalid V81_SIGN signature.”


-151 LM_BADCODE_V81_SIGN2 “Invalid V81_SIGN2 signature.”


-152 LM_BADCODE_V84_LK “Invalid V84_LK signature.”


-153 LM_BADCODE_V84_SIGN “Invalid V84_SIGN signature.”


-154 LM_BADCODE_V84_SIGN2 “Invalid V84_SIGN2 signature.”


-155 LM_LQ_REQ “License key required but missing from the 
license certificate.”


The application requires a license key in the 
license file. You need to obtain a license key 
version of this license file from your vendor.


-156 LM_BADAUTH “Invalid AUTH={} signature.”


-157 LM_REPAIR_NEEDED “Trusted Storage compromised; repair needed.”


For information on trusted storage breaks, see 
flxActCommonProdLicSpcTrustFlagsGet.


Instructions for performing repair transactions 
can be found in the Programming Reference for 
Trusted Storage–Based Licensing.


-158 LM_TS_OPEN “Trusted Storage open failure.”


-159 LM_BAD_FULFILLMENT “Invalid fulfillment record.”


-160 LM_BAD_ACTREQ “Invalid activation request received.”


-161 LM_TS_NO_FULFILL_MATCH “No fulfillment exists in trusted storage which 
matches the request.”


-162 LM_BAD_ACT_RESP “Invalid activation response received.”


-163 LM_CANTRETURN “Cannot return the specified activation.”


-164 LM_RETURNEXCEEDMAX “Return count(s) would exceed max for the 
fulfillment”


-165 LM_NO_REPAIRS_LEFT “No repair count left.”


Table 10-1 • Errors Returned from lc_* Functions


Error Number Symbolic Name Description
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-166 LM_NOT_ALLOWED “Specified operation is not allowed.”


The requested function is not allowed. For 
example calling lc_set_attr after a feature has 
already been checked out from the license server.


-167 LM_ENTLEXCLUDE The user requesting an activatable license is not 
allowed a license from the available fulfillment 
records. For information about 
EXCLUDE_ENTITLEMENT, see the License 
Administration Guide.


-168 LM_ENTLNOTINCLUDE The user requesting an activatable license is not 
allowed a license from the available fulfillment 
records. For information about 
INCLUDE_ENTITLEMENT, see the License 
Administration Guide.


-169 LM_ACTIVATION An error occurred when using the Activation 
Borrow API functions.


-170 LM_TS_BADDATE “Invalid date format in trusted storage.”


The fulfillment record has its time trust flag set to 
untrusted, therefore the requested was refused. 
See flxActCommonProdLicSpcTrustFlagsGet for a 
description of this flag.


-171 LM_ENCRYPTION_FAILED “Message Encryption failed”


Unable to encrypt message sent between the grid 
filter server and the vendor daemon.


-172 LM_DECRYPTION_FAILED “Message Decryption failed”


Unable to decrypt message sent between the grid 
filter server and the vendor daemon.


-173 LM_BADCONTEXT “Bad Filter Context”


Internal error.


-174 LM_SUPERSEDE_CONFLICT “SUPERSEDE feature conflict.”


-175 LM_INVALID_SUPERSEDE_SIGN “Invalid SUPERSEDE_SIGN syntax.”


-176 LM_SUPERSEDE_SIGN_EMPTYSTRING “SUPERSEDE_SIGN does not contain a feature 
name and license signature.”


Table 10-1 • Errors Returned from lc_* Functions
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-177 LM_ONE_TSOK_PLATFORM_ERROR “ONE_TS_OK is not supported in this Windows 
Platform.”


-178 LM_ONE_TSOK_MTX_ERR “Internal error - 178. Please report to Flexera.”


-179 LM_ONE_TSOK_ERR “Only one terminal server remote client checkout 
is allowed for this feature.”


-180 LM_SSIDNULL “Internal error - 180. Please report to Flexera.”


-181 LM_SMTXNOTREL “Internal error - 181. Please report to Flexera.”


-182 LM_MTXNOPERM “Internal error - 182. Please report to Flexera.”


-183 LM_COMPOSITEID_ETHER_ERR “More than one ethernet hostid not supported in 
composite hostid definition.”


The composite hostid definition you are using is 
invalid. Ensure that it only contains a single 
Ethernet hostid. See ‘Using Composite Hostids’ in 
Programming Reference for License File–Based 
Licensing.


-184 LM_LIC_FILE_CHAR_EXCEED “The number of characters in the license file 
paths exceeds the permissible limit.” See ‘License 
File Limits’ in Programming Reference for License 
File–Based Licensing.


-185 LM_TZ_INVALID_SYNTAX “Invalid TZ keyword syntax.”


Returned at license encryption time if the TZ 
keyword syntax is not valid. 


Ensure that, if specifying multiple time zones, the 
space delimiter is used and the values are 
enclosed in quotation marks. If using the 
SERVERTZ value, it must be used by itself.


-186 LM_TZ_INVALID_TZONE_SPEC “Invalid time zone override specification in the 
client.”
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-187 LM_TZ_INVALID_TZONE_INFO “The time zone information could not be 
obtained.”


Returned at run time. The TZ keyword is used in 
the license file, but time zone information could 
not be obtained for the machine on which the 
FlexEnabled application is attempting to run. The 
checkout request is denied.


-188 LM_TZ_UNAUTHORIZED “License client time zone not authorized for 
license rights.”


Returned at run time. The time zone of the 
FlexEnabled client does not match the time zone 
specified for the feature using the TZ keyword: As 
a result, license usage for the feature is not 
authorized and the checkout request is denied.


-189 LM_INVALID_VM_PLATFORMS “Invalid syntax for VM_PLATFORMS keyword.”


Returned at license encryption time if an invalid 
keyword is specified for use with VM_PLATFORMS.


-190 LM_VM_PHYSICAL_ONLY “Feature can be checked out from physical 
machine only.”


Returned at run time if a checkout request is 
made from an application on a virtual machine.


-191 LM_VM_VIRTUAL_ONLY “Feature can be checked out from virtual 
machine only.”


Returned at run time if a checkout request is 
made from an application on a physical machine.


-192 LM_VM_NOT_SUPPORT “VM platform not autorized by license.”


Returned at run time when the feature definition 
line specifies a virtual environment but the client 
is running in another virtual environment. For 
example, VM_PLATFORMS=VMW but the client is 
checking out from HPYPER-V virtual 
environment.


Table 10-1 • Errors Returned from lc_* Functions
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-193 LM_VM_BAD_KEY “FNP vendor keys do not support Virtualization 
feature.”


Returned in the following scenarios if the your 
vendor keys do not support virtualization:


• At build time if the optional vendor variable 
ls_allow_vm is set to PHYSICAL or VM_ONLY. 


• At encryption time if the optional license 
keyword VM_PLATFORMS is set to PHYSICAL or 
VM_ONLY.


• At run time, this message is displayed to the 
end user if the FlexEnabled application is 
built using vendor keys that do not support 
virtualization and attempts to check out a 
feature that uses the license keyword 
VM_PLATFORMS set to PHYSICAL or VM_ONLY. 


Contact Flexera to obtain vendor keys that 
support virtualization.


-194 LM_MAXLIMIT_EXCEED “Checkout request denied as it exceeds the MAX 
limit specified in the options file.”


-198 LM_UNSUPPORTED_FEATURE_HOSTID Unsupported hostid provided in feature line. 


-199 LM_SERVERQUERY_LOAD_REQUEST_FAILED Failed to load ServerQuery request.


-200 LM_SERVERQUERY_RESPONSE_FAILED Failed to generate ServerQuery response.


-201 LM_INVALID_IPADDRESS “Invalid IP address used while overriding.”


Returned when the value specified for 
LM_A_INTERNET_OVERRIDE is not a valid IP 
address.


-202 LM_UNRESOLVED_FEATURE Returning borrowed feature failed as same 
feature borrowed from different Vendor 
daemons.


-203 LM_TS_GET_TOTAL_FEAT_COUNT_FAILED Failed to get the total feature count.


-204 LM_TS_ACT_RECLAIM_NOT_ALLOWED Activation borrow reclaim operation is not 
allowed.


-205 LM_TS_ACT_RECLAIM_FAILED Failed to perform activation borrow reclaim 
operation.
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Error Number Symbolic Name Description

482 Company Confidential FNP-11170-CCFR00 FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference







Chapter 10 Flexible API Error Return Values

-206 LM_TS_ACT_RECLAIM_NO_DR_FOUND No deduction record found for the requested 
client host.


-207 LM_TS_ACT_RECLAIM_LS_TS_NOT_SUPPORTED The license server does not support trusted 
storage.


-208 LM_TS_SAVE_ERROR Trusted storage could not be saved. 


Used in vendor daemon for debug log purposes. 
In FlexNet utilities, the usage of this error code is 
limited to activation borrow reclaim and in that 
case, “Trusted storage could not be saved by the 
license server” is seen as a failure reason. 


This error code is not used in FlexNet client or an 
activation client.


-209 LM_MAXSERVERS Maximum number of servers reached.


-210 LM_LICSRVC_FAILED License service failed to return VM attributes.


-211 LM_NO_VMATTR_PHY_SYS VM attributes not available on physical machine.


-212 LM_LIC_SVC_DISABLED FlexNet Licensing Service was found to be 
disabled.


-213 LM_LIC_SVC_NOTINSTALLED FlexNet Licensing Service is not installed.


-214 LM_LIC_SVC_VER_ERR FlexNet Licensing Service version is not as 
expected.


-215 LM_VM_HOSTID_NOT_AVAILABLE The VM Host ID is not available.


-216 LM_COAVAIL_RECONN_NOT_ALL_CNT_AVAIL Failed to get all requested license(s) in 
reconnection.


-217 LM_COAVAIL_FLAG_NOT_SUPPORTED The supplied checkout option flag is not 
supported.


-218 LM_COAVAIL_PACKAGE_NOT_SUPPORTED The checkout-avail flag is not supported with 
PACKAGE licenses.


-219 LM_COAVAIL_UNSUPPORTED The checkout-avail (COAVAIL) checkout is not 
supported. 
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-220 LM_ONLY_TS_ALLOWED Only trusted storage features are allowed to 
checkout.


Failed to get licenses from trusted storage.


-221 LM_TRANSFER_TO_SELF_NOT_ALLOWED A transfer from a license server on the same 
machine is not allowed. 


-222 LM_HOSTID_UNSUPPORTED An unsupported hostid. 


-223 LM_LIC_SVC_REINSTALL_SVC FlexNet Licensing Service requires new install. 


-224 LM_LIC_SVC_NOT_AVAILABLE FlexNet Licensing Service is not available. 


-225 LM_LIC_SVC_COMMS_ERROR Error in communication with the FlexNet 
Licensing Service.


-226 LM_TPM_LICSRVC_FAILED FlexNet Licensing Service failed to return TPM 
attributes. 


-227 LM_TPM_VERSION_UNSUPPORTED TPM version is not supported. 


-228 LM_TPM_DISABLED TPM is disabled. 


-229 LM_TPM_PROPS_NOT_AVAILABLE TPM properties are not available. 


-230 LM_TPM_HOSTID_NOT_AVAILABLE TPM hostid is not available. 


-231 LM_TPM_PLATFORM_UNSUPPORTED TPM is not supported on this platform. 


-232 LM_TPM_UNKNOWN_ERROR TPM attributes could not be obtained. 


-237 LM_VD_MAX_CLIENTS_REACHED Maximum number of connections reached for 
this vendor daemon.


Table 10-1 • Errors Returned from lc_* Functions
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Glossary

  


Term Meaning


activatable license A license right in trusted storage that can be activated to a FlexEnabled client. See also 
license group. 


activated feature line See feature definition line.


activation In the FlexNet Publisher Licensing Toolkit, this is a process used to load license rights into 
trusted storage. Different activation types include:


• programmatic activation


• manual activation


• short-code activation


• local activation


In FlexNet Operations, this is a process used to generate license rights in either trusted 
storage and in license files.


Activation API Functions available in the FlexNet Publisher Licensing Toolkit libraries that enable you to 
initiate transactions and manage license rights in trusted storage. The Activation API is 
used to develop the functionality in an activation utility.
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activation client The system that works with an activation server to receive license rights. This system can 
be either a license server or a FlexEnabled client. The activation client initiates an 
activation, repair, or return transaction with an activation server, using an activation 
utility. The following transaction types can be initiated by an activation client:


• activation transaction


• return transaction


• repair transaction


activation request A message sent by an activation utility to an activation server that initiates an activation 
transaction. 


activation response A message sent from an activation server to an activation client, in response to an 
activation request. This message defines the license rights.


activation server A system that responds to requests for license rights from an activation client. The 
activation server can be one of the following:


• a license server


• FlexNet Operations


• in a test environment, the Manual Response Generator (responsegen.exe)


An activation server can also perform repair and return transactions. 


activation specification 
record (ASR) 


A signed XML file used with local activation and short-code activation that contains 
information about license rights, configuration settings for the publisher’s trusted storage 
segment, and additional information required by the activation transaction.


activation transaction A sequence of activation request and activation response messages, and related actions 
that result in license rights being loaded into trusted storage.


activation utility A utility that initiates an activation transaction, repair transaction, or return transaction by 
sending a request to an activation server. This utility also processes the response received 
from the activation server. It uses the Activation API to perform these capabilities.


It is written by the software publisher to meet specific business process requirements. This 
application can be either separate from or embedded in the FlexEnabled application. 


anchor A link between the system and the trusted storage that is used to detect whether trusted 
storage has been tampered with, deleted, or restored. Anchors are also used to ensure that 
information in trusted storage about trial licenses persists beyond the expiration date. 


ASR file See activation specification record (ASR).


binding A capability used with trusted storage where one or more properties of a system, 
combined together into a unique identifier, are used to ensure that license rights held in 
trusted storage are not copied to another system.


Term Meaning
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borrowing A capability available in FlexEnabled applications that enables a user to temporarily obtain 
a license in such a way that the license can be used locally for a limited period of time while 
the user is disconnected from the local network.


bulk entitlement An entitlement created for an order of multiple copies of a single product or suite. Bulk 
entitlements are used for sales through reseller channels. 


checkin The transaction that a FlexEnabled application performs to return a license after it has 
been checked out. This operation is not the same as an activation transaction. FlexEnabled 
applications must perform a checkout and checkin transaction to use a license. 


checkout The transaction that a FlexEnabled application performs to request a license. This 
transaction is different than activating a license. FlexEnabled applications must perform a 
checkout and checkin transaction to use a license. 


client system A general term used to define any system that interacts with a server in a client-server 
relationship. When using the FlexNet Publisher Licensing Toolkit there are two types of 
clients: 


• activation client


• FlexEnabled client


composite transaction Available in FlexNet Publisher 11.8, composite transactions allow multiple actions to be 
combined into a single transaction with FlexNet Operations. Also called multi-action or V2 
transactions. From FlexNet Publisher 11.14.0, composite transactions are also supported 
for all license servers.


concurrent license A license that can be shared among users by allowing each user to check out and then 
return the license. These licenses are served to FlexEnabled applications from a license 
server. If all licenses are being used, an additional user cannot run the FlexEnabled 
application until one of the other users check in their license. When one user finishes using 
the license, another user can begin using it. Also called floating license or served license 
rights.


config response A response to any request from an activation client that contains information about how 
the publisher’s trusted storage segment must be configured (called the trusted storage 
segment configuration). This response is processed by the activation utility and results in a 
segment of trusted storage being created or re-configured for that publisher.


consumer An individual or small business who purchases a license for their individual use. Compare 
with enterprise.


counted A type of license right or license model that defines a multiple quantity of licenses and 
allows concurrent use of the licenses. This term is taken from the fact that the license 
server counts the number of licenses that are being used. 


debug log file A file used by the license server to record status and error messages that are useful for 
debugging the license server. Each license server can have one or more of these files.


Term Meaning
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demo license See trial license.


duplicate grouping A capability in the FlexNet Publisher Licensing Toolkit used to uniquely identify a single 
client (or client checkout request) for the purpose of counting the number of licenses that 
are used. Duplicate grouping defines a set of rules under which multiple checkout requests 
can share the same license(s).


embedded activation See local activation.


encryption seed A set of values defined by a software publisher that are used when creating a publisher-
specific vendor daemon. 


end-user A person who uses a FlexEnabled application. This role is not the same as a license 
administrator.


end-user system See client system. 


end-user license 
administrator


See license administrator.


enterprise An organization that purchases licenses on behalf of a number of individual users. 
Compare with consumer.


entitlement A representation of the license model and product that a customer has bought. It is a 
definition only. The customer will need to fulfill the entitlement so that the license rights 
can be populated to license files or trusted storage. 


In FlexNet Operations, there are two types of entitlements:


• bulk entitlement


• simple entitlement


Each entitlement is uniquely identified by an entitlement ID.


entitlement ID In the FlexNet Publisher Licensing Toolkit, an attribute in trusted storage that stores a 
value used to identify the customer’s entitlement.


In FlexNet Operations, a value that uniquely identifies the entitlement.


expiring license License rights granted to a customer for a limited duration. When the license rights have 
expired, the licenses can no longer be checked out.


Term Meaning
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feature In the context of a software application, this is a single unit of capability. In the FlexNet 
Publisher Licensing Toolkit, this is an identifier used to associate a license model to a unit 
of capability in a software application. 


The software publisher defines which features in their software application map to a single 
feature in the FlexNet Publisher Licensing Toolkit. For example, a feature in the FlexNet 
Publisher Licensing Toolkit could represent any of the following:


• The entire software application.


• A subset of menu items.


• A specific set of data available from the software application.


• A process in the software application.


The software publisher also defines the license model for each FlexNet Publisher Licensing 
Toolkit feature. This gives software publishers the ability to define a different license 
model for each feature in the software application. 


feature bundle A collection of features in FlexNet Operations. It exists primarily to enable modularity and 
re-use. 


feature definition line An entry in a license file or fulfillment record that describes a feature. Each line begins with 
the keyword FEATURE, INCREMENT, or UPGRADE. In license files, feature definition lines 
are used with SERVER and VENDOR lines to define the license model. In trusted storage, 
feature definition lines are used with the fulfillment record properties to define the license 
model.


feature line See feature definition line.


file-based activation See manual activation.


FlexEnabled application A software application that uses the FlexNet Publisher Licensing Toolkit to implement its 
license models.


FlexEnabled client A client system where a FlexEnabled application is installed. 


Flexible API Functions available in the FlexNet Publisher Licensing Toolkit libraries that allow 
FlexEnabled clients to access license rights.


FlexNet Agent A utility that runs on a license server and allows communication between the license server 
and other FlexNet products.


FlexNet Manager This is a license server management and license management decision support solution in 
the FlexNet product family that allows companies to centrally manage license servers and 
license usage across the enterprise.


FlexNet Operations A product in the FlexNet family of products that manages entitlements and generates 
license rights.


Term Meaning
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floating license A license that can be shared among users and is served to FlexEnabled applications from a 
license server. When a user finishes using the license, another user can begin using it. Also 
called concurrent license or served license rights.


fulfill The action of getting license rights.


fulfillment record In the FlexNet Publisher Licensing Toolkit, a data structure specific to trusted storage that 
defines license rights. 


heartbeat A type of message sent periodically between two systems (for example, a FlexEnabled 
application and a license server) to identify whether each is running and able to 
communicate with the other. 


hop count In the FlexNet Publisher Licensing Toolkit, the number of times that license rights in a 
single fulfillment record have been transferred from one license server to another.


hostid In the FlexNet Publisher Licensing Toolkit, the value of a specific system attribute that 
uniquely identifies the host. For example, if IP address is a hostid type, then the hostid 
might be 129.87.33.101. Hostids are used in node-locked license.


hostid type A type of attribute that is available to uniquely identify a system. For example, disk serial 
number, IP address, or MAC address.


hybrid license In the FlexNet Publisher Licensing Toolkit, a type of license right in the license group on 
trusted storage that can function as either a concurrent license or as an activatable license.


internet activation See programmatic activation.


keyboard activation See short-code activation.


license administrator A person in an enterprise who is responsible for installing the FlexEnabled application and 
administering the licenses and license servers.


license file A text file, usually with the .lic extension, that contains license certificates from one or 
more publishers.


license-file list See license search path.


license generator A general term used to describe any mechanism a software publisher uses to generate 
license rights for their customers. The following FlexNet capabilities and products can 
function as a license generator:


• FlexNet Operations: generates license rights for trusted storage and license files. 


• lmcrypt: generates license rights for license files. 


Term Meaning
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license group A mechanism used to describe licenses rights held in server-side trusted storage. These 
groups are not used with license rights held in license files.


• activatable—A license right in trusted storage that can be activated to a FlexEnabled 
client.


• concurrent—license rights in this group can be shared among users by having a 
FlexEnabled client to check out, and then return the license. 


• hybrid—these license rights have the same characteristics as both the activatable 
license group and concurrent license group. They can be activated to client-side 
trusted storage on a FlexEnabled client or checked out by a FlexEnabled client. 


Although you see these group names used to describe license rights in client-side trusted 
storage, the capabilities of the license rights do not change. Once license rights are in 
client-side trusted storage, you cannot transfer, serve, or activate them to another system. 
The FlexEnabled application can only check out and check in these licenses.


The group names are used when a license right is returned to the license server, so that it is 
assigned to the correct license group on the license server. 


license model The set of characteristics that determine the conditions under which (for example, how, 
when, where, and by whom) a FlexEnabled application can be used.


license rights Information in trusted storage or license files that defines the license model and controls 
user access to a specific FlexEnabled application.


license search path A property that the FlexEnabled application uses to locate where license rights are stored. 
Sometimes known as a license-file list.


license server A set of files from the FlexNet Publisher Licensing Toolkit, that work together to manage 
and serve licenses to FlexEnabled applications. A license server is required to support a 
concurrent license model. The license server consists of a license server manager, one or 
more vendor daemons, zero or more options files, zero or more debug logs, and, 
optionally, a report log. These components are available in the FlexNet Publisher Licensing 
Toolkit.


If the license server supports license rights held in trusted storage, it also includes an 
activation utility. It may, optionally, act as an activation server.


license server system See license server.


license server manager 
(lmadmin or lmgrd)


A license server manager lmadmin or lmgrd executable that forwards connections from a 
FlexEnabled application to the correct vendor daemon. 


Because the vendor daemons are responsible for authenticating requests and serving 
licenses, a single license server manager can be used with multiple vendor daemons on the 
license server. 


Term Meaning
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license sharing A capability available in the FlexNet Publisher Licensing Toolkit where multiple license 
requests from the same user, host, or display results in only one license being used. Also 
known as duplicate grouping.


licensing client See FlexEnabled client.


lmadmin The license server manager introduced in version 11.6 which includes a Web-based GUI.


lmgrd A command-line-based license server manager.


local license rights License rights that are stored on the same system where the FlexEnabled application is 
running, rather than on a license server.


local activation A type of activation where license rights are loaded using an ASR file. The ASR file must 
reside with the FlexEnabled application. This does not require user intervention.


machine ID A value, generated using attributes of the system, that is used to bind trusted storage to 
that system.


maintenance A maintenance represents a customer’s right to obtain updates and upgrades to a 
particular licensed product or suite for a specified duration. Used in FlexNet Operations.


manual activation An type of activation where license rights are transmitted from an activation server to 
another system using a set of request and response messages that are formatted as XML. 


These messages are saved to and read from physical XML files. An activation utility loads 
the license rights from an XML file into trusted storage. 


Manual Response 
Generator 
(responsegen.exe)


A tool included in the FlexNet Publisher Licensing Toolkit that enables software publishers 
to test the activation process offline using XML request and response messages stored as 
files. 


node-locked license A license that can be used only when the FlexEnabled application is run on a specific 
system or by a specific user (as defined by the hostid).


options file A configuration file available on the license server that license administrators can use to 
either change license server behavior or implement certain licensing policies. Each 
software publisher has its own separate options file that works with a specific vendor 
daemon.


orderable Anything that can be purchased by a customer. Orderables can include suites, products, 
documentation, and maintenances.


package In the FlexNet Publisher Licensing Toolkit, a set of features that can be grouped and 
licensed together.


part number A unique identifier, typically correlated with an order system, assigned by a publisher to a 
product.


Term Meaning
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permanent license License rights granted to a customer that do not expire.


product Anything that can be sold by a publisher and can be licensed. 


product ID In the FlexNet Publisher Licensing Toolkit, one of the values that uniquely identifies the 
license rights in trusted storage. See also entitlement ID.


programmatic activation A type of activation where license rights are transmitted from one system to another across 
a network using a set of request and response messages that are formatted as XML. This 
process is the identical to manual activation, except that it does not generate a physical 
XML file. An activation utility loads the license rights from the XML message into trusted 
storage. This is an automated process and does not require user intervention.


publisher ID A value used by trusted storage to uniquely identify the software publisher’s logical and 
physical licensing components. Flexera distributes this identifier to software publishers. It 
is used to prepare certain FlexNet Publisher Licensing Toolkit files that access trusted 
storage. This value is not the same as the vendor daemon. 


quorum A condition specific to three-server redundancy that is met when at least two of the three 
license servers are running and can communicate with each other using heartbeats.


rehost The process of reissuing a license for a different system. This process requires software 
publishers to perform certain activities to redefine the license rights so that they will work 
properly on the new system.


repair request A message sent by an activation utility to an activation server that initiates a repair 
transaction. The activation server provides the information that repairs the license rights 
in trusted storage. An activation utility is an application that initiates the repair 
transaction.


repair response A message sent from an activation server to an activation client, in response to a repair 
request. This message contains information that is used to the repair the license rights.


repair transaction A sequence of repair request and repair response messages, and the related actions that 
result in license rights being repaired in trusted storage.


report log file A file that runs on a license server that contains data about the features used by a single 
vendor daemon. Report logs are encrypted and cannot be read by a person, but are used 
by FlexNet Manager to produce reports. 


responsegen See Manual Response Generator (responsegen.exe). 


return request A message sent by an activation utility to an activation server that initiates a return 
transaction. The activation server receives the license rights returned by an activation 
client. An activation utility is an application that initiates the return transaction.


return response A message sent from an activation server to an activation client, in response to a return 
request.


Term Meaning
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return transaction A sequence of return request and return response messages, and the related actions, that 
result in license rights being returned from trusted storage to the activation server.


served license rights License rights that are stored on a license server and are checked out when needed by 
FlexEnabled applications that run on client systems. These license rights are used for 
concurrent licensing.


short code A multi-character code used with a short-code activation transaction, a repair transaction, 
or a return transaction.


short-code activation A type of activation where license rights are loaded from an ASR file using an activation 
transaction that requires a specific code (called a short code). Often the user enters this 
code into a prompt from the application. This is also is used for licensing via automated 
telephony. 


signature A secure multi-character string added to the license certificate that ensures it has not been 
modified.


simple entitlement An entitlement for a single, specific customer.


single-action transaction This is the default transaction type for FlexNet Publisher versions 11.7 and earlier. Each 
transaction can include only a single action. Also known as legacy or V1 transactions. From 
FlexNet Publisher version 11.14, single actions are deprecated.


suite A set products grouped together that are functionally complementary and associated with 
one or more license models.


supersede A capability in the FlexNet Publisher Licensing Toolkit, used to replace the characteristics 
of old license rights with new characteristics.


three-server redundancy A capability in the FlexNet Publisher Licensing Toolkit that enables license administrators 
to configure three license servers in a failover cluster. 


triad A set of three license servers which operate together to support three-server redundancy.


trial license License rights granted to a user for a limited duration so that the user can evaluate the 
software application.


trusted storage A tamper-proof area on the system that stores license rights. This storage location is 
different than license files and requires a different mechanism for loading and managing 
license rights. Compare with license file.


trusted configuration A set of attributes that define the security configuration of a segment of trusted storage. 
Each software publisher can configure their segments of trusted storage differently. This 
configuration defines the settings for binding, anchoring, and windback detection. 


trusted configuration file A file that stores the attributes that define a software publisher’s trusted storage segment 
configuration.


Term Meaning
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trusted storage 
configuration


See trusted configuration.


uncounted A license right attribute that allows an unlimited number of concurrent uses of a 
FlexEnabled application. Compare with counted.


unserved license rights These are license rights that are not served from a license server. These license rights are 
located with the FlexEnabled application. Also known as local license rights.


upgrade A process where a user installs a newer version of a FlexEnabled application and also 
updates the license rights so that they can use this newer version. 


upsell The process of transitioning from a product of lesser functionality to one of greater 
functionality in the same product line.


vendor daemon One of the files that is a part of the license server. This executable is customized and built 
by the software publisher using files in the FlexNet Publisher Licensing Toolkit. The vendor 
daemon is responsible for communicating with the FlexEnabled application and issuing 
licenses.


Vendor Certificate 
Generator


A publisher-built component, that is a part of FlexNet Operations, that creates license 
certificates or signed feature lines in fulfillment records. This functions similarly to lmcrypt.


vendor name A value used to uniquely identify a software publisher’s logical and physical licensing 
components. It is used to prepare certain files in the FlexNet Publisher Licensing Toolkit 
that manage license rights in both trusted storage and license files. Flexera distributes this 
identifier to software publishers. This value is not the same as the publisher ID. 


windback A condition where the system clock has been set to an earlier date or time. One reason 
users change the system clock is to extend the license duration.


windback detection A capability in the FlexNet Publisher Licensing Toolkit that detects whether a user has reset 
the system clock. This prevents a user from extending the duration of the license. 


windback tolerance An acceptable amount of windback to a system clock that won't trigger windback 
detection. 


A certain tolerance is normally allowed to account for time zone differences or Daylight 
Saving Time.


Term Meaning
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Symbols
$HOME/.flexlmrc 108


A
activatable license 485
activated feature line, See feature definition line
activation 485


short code 494
Activation API 177, 485


common library functions 179
error code description 195
error for last operation 194
error returned by FlexNet Operations 195
objects 178


activation application 486
activation client 486
activation library


initialization 216
location 217


activation licensing components
application activation utility 204, 341
feature definition line 181, 216
server activation utility 204, 389
SOAP module 205, 206, 207, 210, 211, 214


activation request 357, 359, 360, 405, 412, 486
activation response 486
activation server 486


address 208
activation specification record 179, 220, 221, 223, 259, 261, 


332, 335, 486
activation transaction 342, 389, 394, 486


communication link for 204
duration 354


entitlement ID 353
expiration date 355, 405, 411, 422, 429, 439
file-based 348, 350, 396, 398, 441, 445
file-based repair 433, 434, 448
file-based return 364, 366, 417, 418, 442, 447
repair 342, 376, 378, 389, 430, 432, 436
return 342, 361, 363, 369, 389, 412, 414, 421
sending activation request 347
short code repair 334, 337
short code, warning 339
short codes 335, 367, 382
short codes, generating 338


AMZN_AMI 65, 66
AMZN_EIP 65, 66
anchor 486


B
binding 486
borrowing 487
bulk entitlement 487


C
callback function 211–212
checkin 487
checkin functions 19
checkout 487
checkout functions 19
checkout options flags 33
client system 487
COAVAIL


behavior for multiple checkouts 36
LM_A_USER_RECONNECT_V1 125
LM_A_USER_RECONNECT_V1_DATA 125
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LM_A_USER_RECONNECT_V1_DONE 125
retrieving license count 36


COAVAIL checkout 33
Common Vendor Daemon 100
composite hostid, initializing 96
composite transaction 487
concurrent license 487
config response 487
consumer 487
counted license 487


D
daemon death


automatic reconnection 123
detecting 111


daemon, vendor 495
debug log file 487
deduction records 247
demo license, See trial license
Denial of service 143, 146
DisplayString() 145
dup_group


DISPLAY 37
HOST 37
USER 37
VENDOR 37


duplicate grouping 488
and lingering licenses 115
and RESERVE 37
display 37
host 37
mask 37
none 37
site 37
user 37
vendor 37


E
embedded activation, See local activation
encryption seed 488
end user 488
end-user license administrator, See license administrator
end-user machine, See client system
enterprise 488
entitlement 488, 491
entitlement ID 488
error messages


internationalization 43
localization 43


error reporting functions 20
expiration date 242
expiring license 488


F
feature 489
feature bundle 489
feature definition line 485, 489
FEATURE/INCREMENT line, See feature definition line
file


license 490
options 492
report log 493


file-based activation, See manual activation
FlexEnabled application 489
FlexEnabled client 489
Flexible API 489


checkin and checkout functions 19
error and warning reporting functions 20
function summary 24
functions by category 18
heartbeat management functions 21
information functions 22
job handling functions 18
license file generation functions 23
license file installation functions 23
required functions 17


FlexNet Agent 489
FlexNet Licensing Service


installing (Linux) 164
installing (OS X) 166


FlexNet Operations 489
FlexNet Operations Server 209


error codes 195
floating license 490
flxActCommonGetProtectionMode 190
flxActCommonHandleGetUniqueMachineNumber 201
flxActDiagTrustedStorageHealthCheck 263
FNP_HOSTID_INTERNET_V4 67
FNP_HOSTID_INTERNET_V6 67
fulfill 490
fulfillment record 351, 490


definition 179
status 246


fulfillment type 244


G
gethostname()


and LM_A_HOST_OVERRIDE 145


H
heartbeat management functions 21
heartbeats 490


how lc_heartbeat() works 62
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hop count 490
hostid 490
hostid type 490
HOSTID_COMPOSITE 67
HOSTID_DEFAULT 67
HOSTID_DISK_SERIAL_NUM 65
HOSTID_DISPLAY 67
HOSTID_ETHER 65, 66
HOSTID_FLEXID10 65, 66
HOSTID_FLEXID9 65, 66
HOSTID_HOSTNAME 67
HOSTID_INTERNET 65, 66, 67
HOSTID_LONG 65, 66
HOSTID_STRING 65
HOSTID_TPM_ID1 66
HOSTID_USER 67
HOSTID_VENDOR 67
HTTPS 210
hybrid license 490


I
informational functions 22
installing


FlexNet Licensing Service (Linux) 164
FlexNet Licensing Service (OS X) 166


internet activation, See programmatic activation


K
keyboard activation, See short-code activation


L
l_n36_buf 72
l_new_hostid() 88


and lc_free_hostid() 93
lc_alarm() 455
lc_auth_data() 25
lc_baddate() 456
lc_borrow_return() 88
lc_check_key() 90
lc_checkin() 28


and lingering licenses 115
lc_checkout() 29


and LM_A_CHECKOUT_FILTER 141, 142
lc_chk_conf() 456
lc_ck_feats() 456
lc_cleanup() 92
lc_copy_hostid() 456


and lc_free_hostid() 93
lc_crypt() 456
lc_cryptstr() 38


lc_disalarm() 456
lc_disconn() 456
lc_display() 456
lc_err_info() 42
lc_errstring() 44


and lc_perror() 76
lc_errtext() 456
lc_expire_days() 45
lc_feat_list() 46
lc_feat_set() 456
lc_first_job() 47
lc_fnpservice_present() 54
lc_free_hostid() 92, 93


and l_new_hostid() 88
lc_free_job() 55
lc_free_mem()


and lc_cryptstr() 39
lc_get_attr() 56
lc_get_config() 93
lc_get_errno() 57
lc_get_feats() 457
lc_get_version() 58, 59
lc_gethostid() 457
lc_getid_type() 457
lc_heartbeat() 60, 123


and LM_A_PERIODIC_COUNT 149
lc_hostid() 63
lc_hostname() 457
lc_idle() 67
lc_init_simple_composite() 95
lc_init() 68


and license generators 72
lc_isadmin() 457
lc_log() 70
lc_new_job() 71


and lc_free_job() 55
lc_next_conf() 97
lc_next_job() 74
lc_perror() 75


and LM_A_USER_EXITCALL 122
lc_remove() 98
lc_set_attr_vendor 100
lc_set_attr() 76


and lingering licenses 115
setting license file location 32


lc_set_errno() 457
lc_shutdown() 101
lc_status() 78
lc_test_conf() 102
lc_timer() 457
lc_tpmstatusget() 79
lc_userlist() 81


and LM_A_CHECKOUT_DATA 138
lc_username() 457

FlexNet Publisher 2020 R2 (11.17.0) C/C++ Function Reference FNP-11170-CCFR00 Company Confidential 499







Index

lc_vsend() 83
libcmt.lib (/MT) 42
license


counted 487
served 494
unserved 495


license administrator 490
license checkin functions 19
license checkout functions 19
license count


retrieving in COAVAIL checkout 36
license file 490


setting location 32
license file generation functions 23
license file installation functions 23
license file setting


$HOME/.flexlmrc 108
Windows registry 108


license generator 490
license group 491
license model 491
license rights 491


local 492
license search path 491
License Server 209
license server 491
license server manager 491
license server manager, definition 491
license server system 491
license sharing 492
license-file list, See license search path
licenses


activatable 395, 397, 446
concurrent 21, 395, 397, 446
expiration date 242
hybrid 395, 397, 446
overdraft 395, 397, 446


licensing client 492
lingering licenses


and lmremove 474
overview 115


LM_A_APP_DISABLE_CACHE_READ 108
LM_A_BEHAVIOR_VER 137, 458
LM_A_BORROW_EXPIRE 108, 109
LM_A_BORROW_STAT 110
LM_A_CHECK_BADDATE 110
LM_A_CHECK_INTERVAL 111
LM_A_CHECKOUT_DATA 137
LM_A_CHECKOUTFILTER_EX 140
LM_A_CHECKOUTFILTERLAST_EX 142
LM_A_CKOUT_INSTALL_LIC 111
LM_A_CRYPT_CASE_SENSITIVE 458
LM_A_DIAGS_ENABLED 144
LM_A_DISABLE_ENV 144


LM_A_DISPLAY_OVERRIDE 144
LM_A_HOST_OVERRIDE 145
LM_A_LF_LIST 113
LM_A_LICENSE_CASE_SENSITIVE 147
LM_A_LICENSE_DEFAULT 114
LM_A_LICENSE_FMT_VER 114


and lc_cryptstr() 40
LM_A_LINGER 115
LM_A_LKEY_CASE_SENSITIVE 148
LM_A_LKEY_LONG 458
LM_A_LKEY_START_DATE 458
LM_A_LONG_ERRMSG 115
LM_A_MAX_TIMEDIFF 458
LM_A_MT_HEARTBEAT 148
LM_A_MULTIPLE_CHECKOUT_DATA 139
LM_A_NO_MT_HEARBEAT_TIMER 458
LM_A_PATCH_NUMBER 458
LM_A_PERIODIC_CALL 149
LM_A_PERIODIC_COUNT 149
LM_A_PERROR_MSGBOX 116
LM_A_RECONNECT_DONE


and lc_heartbeat() 62
LM_A_RETRY_CHECKOUT 150
LM_A_RETRY_COUNT 118


and lc_heartbeat() 62
LM_A_RETRY_INTERVAL 118, 120
LM_A_REVISION 458
LM_A_SETITIMER 459
LM_A_SIGNAL 459
LM_A_SUB_MINOR_REVISION 459
LM_A_TCP_TIMEOUT


and lc_heartbeat() 63
LM_A_USE_FQDN 121
LM_A_USE_START_DATE 459
LM_A_USER_EXITCALL 122


and lc_heartbeat() 62
LM_A_USER_OVERRIDE 149, 151
LM_A_USER_RECONNECT 123


and lc_heartbeat() 62
LM_A_USER_RECONNECT_DONE 124, 125, 126, 127
LM_A_USER_RECONNECT_DONE_EX 124
LM_A_USER_RECONNECT_V1_DATA, client attribute 125
LM_A_USER_RECONNECT_V1_DONE, client attribute 125
LM_A_USER_RECONNECT_V1, client attribute 125
LM_A_VAL_TYPE and lc_set_attr() 76, 100
LM_A_VD_FEATURE_INFO 128


and lc_get_attr() 57
LM_A_VD_GENERIC_INFO 128


and lc_get_attr() 57
LM_A_VENDOR_CALLBACK_DATA 152
LM_A_VENDOR_ID_DECLARE 130, 131
LM_A_VERSION 459
LM_A_WINDOWS_MODULE_HANDLE 132
LM_BAD_TZ (-71)
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and lc_init() 69
and lc_new_job() 72


LM_BAD_VERSION (-77)
and lc_checkout() 30


LM_BADCODE (-8)
and lc_check_key() 91
and lc_checkout() 30


LM_BADCOMM (-12)
and lc_remove() 99
and lc_userlist() 82
and lc_vsend() 84


LM_BADFILE (-2)
and lc_get_config() 94


LM_BADHANDSHAKE (-33)
and lc_checkout() 30


LM_BADKEYDATA (-44)
and lc_init() 69
and lc_new_job() 72


LM_BADPARAM (-42)
and lc_borrow_return() 89
and lc_check_key() 91
and lc_checkout() 30
and lc_expire_days() 46
and lc_free_hostid() 93
and lc_remove() 99
and lc_set_attr() 77, 101


LM_BADPLATFORM (-48)
and lc_init() 69
and lc_new_job() 72


LM_BADSYSDATE (-88)
and lc_checkout() 30


LM_BADVENDORDATA (-65)
and lc_init() 69
and lc_new_job() 72


LM_BORROW_ERROR (-102)
and lc_borrow_return() 89


LM_BORROW_RETURN_SERVER_ERR (-124)
and lc_borrow_return() 90


LM_BORROW_TOOLONG (-104)
and lc_checkout() 30


LM_BUSYNEWSERV (-23)
and lc_checkout() 30


LM_CANTCONNECT (-15)
and lc_borrow_return() 90
and lc_checkout() 30
and lc_remove() 99
and lc_status() 78


LM_CANTMALLOC (-40)
and l_new_hostid() 88
and lc_feat_list() 47
and lc_init() 69
and lc_new_job() 72
and lc_userlist() 82


LM_CANTREAD (-16)


and lc_remove() 99
and lc_shutdown() 102
and lc_vsend() 84


LM_CANTWRITE (-17)
and lc_borrow_return() 90
and lc_log() 71
and lc_remove() 99


LM_CI_ALL_FEATURES
and lc_checkin() 28


LM_CO_AVAIL_NOWAIT
and lc_auth_data() 34
and lc_checkout() 33
behavior for multiple checkouts 35
combining with LM_CO_NOWAIT 35


LM_CO_LOCALTEST
and lc_checkout() 34


LM_CO_NOWAIT
and lc_checkout() 33
behavior for multiple checkouts 34
combining with LM_CO_AVAIL_NOWAIT 35
lc_status() 79


LM_CO_QUEUE
and lc_checkout() 33


LM_CO_WAIT
and lc_checkout() 33


LM_COMPOSITEID_INIT_ERR (-126)
and lc_init_simple_composite() 96


LM_COMPOSITEID_ITEM_ERR (-127)
and lc_init_simple_composite() 96


LM_CRYPT_DECIMAL 39
LM_CRYPT_FORCE 39
LM_CRYPT_IGNORE_FEATNAME_ERRS 39
LM_CRYPT_ONLY 39
LM_DEFAULT_SEEDS (-91)


and lc_init() 69
and lc_new_job() 72


LM_DUP_DISP 37
LM_DUP_HOST 37
LM_DUP_NONE 37
LM_DUP_SITE 37
LM_DUP_USER 37
LM_DUP_VENDOR 37


and LM_A_CHECKOUT_DATA 138, 139
LM_EXPIRED_KEYS (-50)


and lc_init() 69
and lc_new_job() 72


LM_FEATQUEUE (-35)
and lc_checkout() 30
and lc_status() 79


LM_FUNCNOTAVAIL (-45)
and lc_auth_data() 26
and lc_checkout() 30
and lc_hostid() 64
and lc_set_attr() 77, 101
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and lc_shutdown() 102
and lc_userlist() 82


LM_FUTURE_FILE (-90)
and lc_check_key() 91


lm_isres() 82
LM_LIBRARYMISMATCH (-66)


and lc_init() 70
and lc_new_job() 72


LM_LICENSE_FILE
and LM_A_DISABLE_ENV 144
and LM_A_LICENSE_DEFAULT 114
and multiple jobs 73


LM_LOCALFILTER (-73)
and lc_checkout() 30


LM_LONGGONE (-10)
and lc_expire_days() 46


LM_MAXLIMIT (-87)
and lc_checkout() 30


LM_MAXUSERS (-4)
and lc_checkout() 30


LM_NEVERCHECKOUT (-41)
and lc_status() 79


lm_new.o 72
lm_new.obj 72
LM_NO_SERVER_IN_FILE (-13)


and lc_checkout() 31
LM_NOADMINAPI (-78)


and lc_get_attr() 57
and LM_A_VD_*_INFO 128


LM_NOBORROW_SUPP (-68)
and lc_checkout() 31


LM_NOCONFFILE (-1)
and lc_get_config() 94
and lc_set_attr() 77, 101


LM_NOFEATURE (-5)
and lc_auth_data() 26
and lc_borrow_return() 90
and lc_checkout() 31
and lc_feat_list() 47
and lc_get_config() 94
and lc_remove() 99
and lc_userlist() 82


LM_NOKEYDATA (-43)
and lc_init() 70
and lc_new_job() 72


LM_NONETWORK (-62)
and lc_init() 70
and lc_new_job() 72


LM_NOREADLIC (-30)
and lc_get_config() 94


LM_NOSERVSUPP (-18)
and lc_checkout() 31
and lc_get_attr() 57
and lc_vsend() 84, 85


LM_NOSOCKET (-7)
and lc_log() 71


LM_NOSUCHATTR (-32)
and lc_get_attr() 57
and lc_set_attr() 77, 101


LM_NOTLICADMIN (-63)
and lc_remove() 99
and lc_shutdown() 102


LM_OLDVENDORDATA (-72)
and lc_init() 70
and lc_new_job() 72


LM_OLDVER (-21)
and lc_checkout() 31


LM_PLATNOTLIC (-89)
and lc_checkout() 31


LM_REMOVETOOSOON (-64)
and lc_remove() 99


LM_SERVBUSY (-20)
and lc_checkout() 31


LM_SERVNOREADLIC (-61)
and lc_get_config() 94


LM_SOCKETFAIL (-57)
and lc_checkout() 31


LM_USERSQUEUED (-24)
and lc_checkout() 31


LM_VER_BEHAVIOR
and LM_A_LICENSE_CASE_ SENSITIVE 148


lmadmin 492
lmadmin group


lc_remove() 99
lmdown


lc_shutdown() 101
lmgrd 492


automatic reconnection 123
detecting daemon death 111


lmremove
and lingering licenses 474


lmstat
and LM_A_CHECKOUT_DATA 138
lc_userlist() 81


Local Activation 179, 220, 221, 223, 224
local activation 492
local license rights 492
log file


debug 487
report 493


ls_minimum_user_timeout
and lc_heartbeat() 63


ls_show_vendor_def
and LM_A_CHECKOUT_DATA 138


ls_vendor_msg
and lc_vsend() 85


lsvendor.c
and lc_heartbeat() 63
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and lc_vsend() 85


M
machineid 492
manual activation 492
Manual Response Generator 492
MAX_VENDOR_CHECKOUT_DATA 137, 139
model, license 491
multiple jobs 73
multiple licenses allocated to a single client 143, 146


N
nCOAvailLastLicCount 36
newlink GlossaryC 487
notr 16


O
options file 492
OVERDRAFT


and LM_A_VD_FEATURE_INFO 130
detecting for suites 130


P
package 492
part number 492
permanent license 493
PHY_* 66
preptool 50, 217
product 493
programmatic activation 493
proxy server 207
publisher anchor 223
publisher id 493


Q
quorum 493


R
regular entitlement, See simple entitlement
rehost 493
repair request 493
repair response 493
report log file 493
RESERVE and duplicate grouping 37
responsegen 493
return request 493
return response 493


return transaction 494


S
Secure Sockets Layer (SSL) 210
served license rights 494
server


license 491
short code 494
short-code activation 494
signature 494


and lc_check_key() 91
and LM_BADCODE 30
and LM_LGEN_VER 114


simple entitlement 494
single-action transaction 494
site license 37
SOAP 205, 210, 211


proxy server 207
status of transaction 211
timeout 206, 214
transaction status codes 213


SSL Certificate 210
suite 494
suite, detecting OVERDRAFT in 130
supersede 494


T
TCP/IP and LM_A_TCP_TIMEOUT 120
three-server redundancy 494
TIMEOUT


and lc_heartbeat() 63
and lc_idle() 68


triad 494
trial anchor 223
trial license 494
trust flags 252


Host 253
Restore 253
Time 253


Trusted Configuration 350, 351, 366, 381, 398, 435
trusted configuration file 494
trusted storage 177, 494
trusted storage configuration 495
type, hostid 490


U
uncounted license


uncounted 495
Unique Machine Number


generate 202
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unserved license rights 495
unserved licenses 495
upgrade 495
upsell 495


V
Vendor Certificate Generator 495
vendor daemon 495


automatic reconnection 123
detecting daemon death 111


vendor data in activation request 360, 376, 388, 412, 430, 440
vendor name 495
VENDOR_LICENSE_FILE


$HOME/.flexlmrc 108
and LM_A_LICENSE_DEFAULT 114
Windows registry 108


vendor-defined hostid 130
verifying license on install 91
VM_GENID 66
VM_UUID 66


W
windback 495
windback detection 495
windback tolerance 495


X
X-Display name 145
XOpenDisplay() 145
XtAppInitialize() 145
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Introduction

This manual describes the basic concepts of FlexNet Licensing, license models, and concepts for designing license policies 
using license files. For a complete overview of FlexNet Publisher capabilities, also read the companion document, Getting 
Started with Trusted Storage–Based Licensing.


Table 1-1 • Getting Started with License File–Based Licensing Chapter Overview


Topic Content


Introduction to License File–
Based Licensing


Provides a general overview of FlexNet licensing using license rights held in 
license files.


Overview of the FlexNet 
Publisher Licensing Toolkit


Provides an overview of the structure and contents of the FlexNet Publisher 
toolkit.


Evaluating FlexNet Publisher on 
Windows


Walks you though the process of evaluating FlexNet licensing behavior on 
Windows, both from the end user’s and the software publisher’s perspective.


Evaluating FlexNet Publisher on 
UNIX


Walks you though the process of evaluating FlexNet licensing behavior on UNIX, 
both from the end user’s and the software publisher’s perspective


License Models Overview of FlexNet licensing and the basic steps for creating a license model.


Publisher Decisions Presents licensing policy concepts that you need to think about when designing a 
licensing policy for your product.


License Security Systems Discusses license security, including issues and strategy for implementation.


License Fulfillment Overview of license fulfillment and installation at the end-user site. 


Licensing Case Study Case study based on products and business strategies of a fictitious company, 
which provides insight into realistic FlexNet licensing scenarios.
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Chapter 1 Introduction
FlexNet Publisher Product Documentation

FlexNet Publisher Product Documentation
The following documents provide information about FlexNet Publisher:


• Release Notes communicate information about changes to the application and supported third-party applications.


• Installation Guide describes how to install the Licensing toolkit.


• Getting Started with License File–Based Licensing contains information for those software vendors new to FlexNet 
Licensing using license file-based licensing. It includes an evaluation procedure that introduces these licensing 
concepts from both the software publisher and end-user’s perspective.


• Development Environment Guide describes how to integrate the toolkit into the development environment, build a 
production licensing toolkit, and distribute a FlexEnabled application.


• Programming Reference for License File–Based Licensing contains information about license file-based licensing. 
Certain information is relevant to both license file-based and trusted storage-based licensing. You should read this 
document and Getting Started with License File–Based Licensing to understand the basic concepts of FlexNet Licensing 
if you have not previously used it.


• C/C++ Function Reference summarizes and describes all publicly available C/C++ functions in the Licensing toolkit.


• Licensing for Java Programming Reference Guide contains guidelines for using the FlexNet Licensing for Java toolkit.


• License Administration Guide contains information on the setup and administration of a licensing system, including 
setting up an options file and using Licensing utilities.
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Introduction to License File–Based


Licensing

FlexNet Publisher is a product-licensing package that enables software publishers to license a product on a per-computer 
(or node-locked) basis, as well as on a concurrent-usage (or floating) basis. Using FlexNet Publisher, you can implement a 
wide variety of functionality within your licensing policy. 


FlexNet Publisher features include:


• A broad range of licensing policy options, including:


• Node-locked licenses


• Demo licenses


• Personal-use licenses


• Floating licenses


• Counted and uncounted licenses


• Expiring licenses


• Administration tools for end-user license administrators


• Support for independent features from one or multiple software publishers


• Several publisher-definable fields for each product feature


• Operation in a heterogeneous network of supported computer systems


• Transparent reconnection of the FlexEnabled product when its license server becomes unavailable, including 
conditions of license server machine failure


• Simple configuration by using a single license file per network


• Configuration controls for system administrators


The FlexNet Licensing Ecosystem
The FlexNet Licensing ecosystem consists of:
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License Model Overview

• You, the software publisher—You develop the license policy and FlexEnable your product using FlexNet Publisher. 


• The end user—Your customer to whom you deploy your FlexEnabled product and all related components.


• FlexNet Publisher—FlexNet Publisher is a toolkit that resides on a development machine at your site. You use it to 
integrate FlexNet licensing, using a client-side library, into your product; to generate license certificates; and to make 
customizations to the license server (if you use a served license model).


• FlexNet Publisher components—This includes your FlexEnabled product, as well as the license certificate and other 
license model components, that you deploy at your end user’s site. The FlexNet Publisher components that are 
required depend on the license model that you choose to implement. See the following sections, License Model 
Overview and FlexNet Publisher Components, for more information.


License Model Overview
A major distinguishing characteristic of a license model is whether it requires a license server (served license model) or 
does not require a license server (unserved license model). The need for a license server may result from a FlexNet 
Publisher requirement, your requirement, your end user’s requirement, or a combination of the three. The section 
Determining the Need for a License Server explores license server requirements in more depth.


The license model you choose—served or unserved—dictates which FlexNet Publisher components are required. The 
components are described in the section FlexNet Publisher Components.


Unserved License Model
An unserved license model does not require a license server. Examples of this type of licence model include: expiring 
evaluation licenses; site licenses available to an unlimited number of users; and single-use, node-locked licenses.


The unserved license model (shown in Figure 2-1) requires two components:


• FlexEnabled Application


• License Certificate


For an unserved license, the FlexEnabled application and license certificate reside on the same machine.
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License Model Overview

Figure 2-1: FlexNet Licensing unserved license model components


Implementing your licensing policy for unserved licenses requires you to:


• Instrument your product with calls to the FlexNet Publisher client library.


• Create a license certificate using keywords and values appropriate to your license model.


Served License Model
A served license model requires a license server. Served licenses allow a specified number of concurrent users access to 
your application at any one time. The licenses are not node-locked to a specific machine; instead, the licenses float on the 
network, which allows for network-wide usage. The license server keeps track of the number of concurrent users. 


For served licenses, the following FlexNet Licensing components are required:


• FlexEnabled Application


• FlexNet License Server Manager lmadmin or lmgrd


• Vendor Daemon, which, along with the license server manager, composes the license server


• License Certificate


The following are optional components:


• Debug Log File


• Administrative Options File


• Report Log File


Figure 2-2 shows the relationship that these components have to one another. Each component is described in the section, 
FlexNet Publisher Components.
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FlexNet Publisher Components

Figure 2-2: FlexNet Licensing served license model components


Implementing your licensing policy for served licenses requires you to:


• Instrument your product with calls to the FlexNet Publisher client library.


• Configure a vendor daemon using your publisher-specific information.


• Create a license certificate using keywords and values appropriate to your license model.


The license server components can reside on the same machine as the FlexEnabled product; however, typically they reside 
on a machine on the network and communicate with the product using a TCP/IP port. 


At the end-user site, the license administrator optionally enables the debug and report logs, and configures the FlexNet 
Publisher end-user administrative options file.


FlexNet Publisher Components
The components described in this section are used in FlexNet Publisher licensing. The required components depend upon 
the license model that you choose to implement.


FlexEnabled Application
The FlexEnabled application is your product that has been instrumented with calls to the FlexNet Publisher client library. 
The client library provides routines that establish the product-side licensing policy, read the license file, and—in the case of 
served licenses—provide communication with the license server. This ultimately results in granting or denying usage.
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FlexNet Publisher Components

License Certificate
The software publisher creates the license certificate, which can be installed as a license file by the license administrator or 
installed automatically as part of the product installation process. The license certificate contains at least one line of data 
(a feature definition line) for each discrete unit of capability in the software application for which you want to enable 
licensing. Each feature definition line begins with the keyword INCREMENT or FEATURE, and contains a license key or 
signature based on the data contained in that line.


For a served license model, information about the license server machines, their hostids, and vendor daemons are 
specified using SERVER and VENDOR lines. A FlexEnabled product implementing an unserved license model need only read a 
valid license file to run—it does not need a license server.


FlexNet License Server Manager
The FlexNet license server manager, lmadmin or lmgrd, handles the initial contact with the FlexEnabled product, passing 
the connection on to the appropriate vendor daemon. It also starts and restarts the vendor daemon.


Vendor Daemon
With FlexNet Publisher licensing, served licenses are granted by processes running on the license server machine. There is 
one process specific to each software publisher who has a FlexEnabled product on the network. This process is called the 
vendor daemon. The vendor daemon keeps track of how many of its licenses are checked out, and which users have them. 


A FlexEnabled product communicates with a vendor daemon, usually through TCP/IP network communications. The 
FlexEnabled product and the daemon processes (the license server) can run on separate machines on your network, across 
any size wide-area network. The format of the traffic between the FlexEnabled product and the vendor daemon is machine 
independent, allowing for heterogeneous networks. The license server and the computer running a product can be either 
different hardware platforms or even different operating systems (Windows and UNIX, for example).


Debug Log File
A debug log file contains status and error messages useful for debugging the license server. Some of the debug log output 
describes events specific to lmadmin or lmgrd and some of the debug log output describes events specific to a vendor 
daemon. 


Administrative Options File
The options file enables the license administrator to control various operating parameters of FlexNet Licensing within the 
limits of the product’s licensing policy. The license administrator can:


• Administer named-user and named-host licenses:


• Allow features to be used by specific users, hosts, and/or groups


• Deny feature use to specific users, hosts, and/or groups


• Reserve licenses for specific users, hosts, and/or groups


• Restrict the number of licenses available.

FlexNet Publisher 2020 R2 (11.17.0) Getting Started with License File–Based Licensing FNP-11170-GSTS00 Company Confidential 15







Chapter 2 Introduction to License File–Based Licensing
License Request Process

• Control the amount of information logged about license usage.


• Enable a report log file.


Report Log File
The report log file contains feature usage information and is generated by the vendor daemon. Report log output is 
encrypted and can be used by reporting products such as Flexera’s FlexNet Manager.


License Request Process
The license request process differs based on whether the license is requested in a served or an unserved environment.


Unserved License Model Request Process
Unserved license models depend solely on the FlexNet Publisher client library routines in the application to grant or deny 
usage based solely upon the content of the license file.


Served License Model Request Process
When the FlexEnabled application runs in the context of a served license model, the following occurs:


1. The license module in the FlexEnabled application finds the host name of the license server machine and TCP/IP port 
number of the license server manager (lmadmin or lmgrd) from the license file, from an environment variable, or from 
a registry entry. The last two options are set by the end user for their machine.


2. The FlexEnabled application establishes a connection with the license server manager and tells it which vendor 
daemon it needs to talk to.


3. The license server manager determines which machine and TCP/IP port correspond to the master vendor daemon and 
sends that information back to the FlexEnabled application.


4. The FlexEnabled application establishes a connection with the specified vendor daemon and sends its request for a 
license.


5. The vendor daemon checks in its memory to see if any licenses are available and sends a grant or denial back to the 
FlexEnabled application.


6. The FlexNet Publisher client library routines in the application grant or deny use of the feature, as appropriate.

16 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with License File–Based Licensing







3


Overview of the FlexNet Publisher


Licensing Toolkit

This chapter provides an overview of the FlexNet Publisher toolkit directory structure and the components that are 
required to perform the evaluations described in the following chapters.


FlexNet Publisher Components
The toolkit contains the following components that are used in FlexNet Publisher evaluations. Some required components 
differ, based on whether you are evaluating FlexNet Publisher on a system running Windows or UNIX.


Table 3-1 • FlexNet Publisher Components


Component Windows UNIX


Sample license files • counted.lic


• expired.lic


• uncounted.lic


• counted.lic


• expired.lic


• uncounted.lic


Sample vendor daemon demo.exe demo


Sample FlexEnabled application flexlmLF.exe flexlmLF


License signing utility lmcrypt.exe lmcrypt


FlexNet Publisher utilities • lmtools.exe


• lmutil.exe


lmutil


DEMO license server Composed of lmadmin (or lmgrd) and 
the demo vendor daemon


Composed of lmadmin (or lmgrd) and 
the demo vendor daemon
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Identifying the Toolkit Directories
The evaluation procedures in the following chapters assume you have installed FlexNet Publisher, as described in the 
Installation Guide. Table 3-2 lists the directories that are involved in the evaluation exercises, along with their shortcuts. 
The shortcuts are used throughout the documentation.


All evaluation operations take place in the <platform_dir> directory, unless otherwise noted.


Examining the Sample License Files
FlexNet Publisher includes three sample license files—counted.lic, expired.lic, and uncounted.lic—which are used in 
the evaluation exercises. These files are located in the <platform_dir> directory. You can open the files using a text editor.


Uncounted License File
Open the file uncounted.lic in a text editor. The license file text is similar to the following:


FEATURE f2 demo 1.000 permanent uncounted HOSTID=ANY \


SIGN="0006 9603 9C50 609D 13F4 353F 4866 A300 739D \


05F9 2D83 2B0C 0242 9542 A15F"


This license is for feature F2 (up to version 1.000) and is licensed to the vendor demo. The inclusion of the permanent 
keyword indicates that the license will not expire. It is uncounted and, therefore, does not require a license server. It is valid 
on any machine as HOSTID=ANY, which means that the feature can be used on any system.


The following figure shows where these items are located in the license file.


Table 3-2 • Toolkit Directories


Shortcut Name Default Location on Windows Default Location on UNIX


install_dir No default location on Windows or UNIX: You define the installation path when you install the 
toolkit.


platform_dir <install_dir>\<platform_dir> <install_dir>/<platform_dir>


machind <install_dir>\machind <install_dir>/machind


examples <install_dir>\examples <install_dir>/examples
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Figure 3-1: Uncounted FEATURE line


Served License File
Open the file counted.lic in a text editor. The license file text is similar to the following:


SERVER this_host ANY


VENDOR demo 


USE_SERVER


FEATURE f1 demo 1.0 permanent 4 SIGN="AADD B062 54D1 47E3 \


1FF6 145F 59CE 0200 8002 FE69 0FBC 0000 AA10 FFB3 6EB3"


This sample license file is valid on any machine because on the SERVER line, the server hostid is ANY. It contains one FEATURE 
line for f1 (version 1.0) that has a license count of 4 and is served by the vendor daemon demo.


The following figure shows where these items are located on the FEATURE line.


Figure 3-2: Counted FEATURE line


Expiring License File
Open the file expired.lic in a text editor. The license file text is similar to the following:
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FEATURE f4 demo 1.000 01-jan-2001 uncounted HOSTID=ANY \


SIGN="0051 AC3E 1A55 609D 13F4 353D 4864 A301 719B \


68F9 2D85 2B0C 0242 B5FE B55B"


This license is for feature F4 (up to version 1.000) and is licensed to the software publisher named demo. It is an expiring 
license that was set to expire on 01-jan-2001. It is uncounted and, therefore, does not require a license server. It is valid on 
any machine as HOSTID=ANY.


The expiration date of this license is incorporated into the license signature for feature f4. Any attempt to modify the 
expiration date to extend the life of the license will invalidate the license because the feature’s signature cannot be 
authenticated. An attempt to check out the feature will result in a denial.

20 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with License File–Based Licensing







4


Evaluating FlexNet Publisher on


Windows

This chapter walks you through a set of tutorial exercises that evaluate FlexNet Publisher licensing behavior on a Windows 
platform when licensing is based on license files. The exercises provide evaluations from the perspectives of the end user, 
the license administrator, and the software publisher. 


Before you start this chapter, install FlexNet Publisher as described in the instructions in the Installation Guide. 


All operations in this chapter take place relative to the <platform_dir> directory (such as x64_n6) within the toolkit 
installation directory (<install_dir>) unless otherwise noted.


Important • Later exercises in this chapter use your demo keys (provided by Flexera) to rebuild the FlexNet Publisher toolkit. 
If you plan on performing these later exercises, note the following:


• A supported version of Microsoft Visual Studio is required to rebuild the toolkit for this part of the evaluation. See the 
latest FlexNet Publisher Release Notes for an up-to-date list of the versions supported. 


• If your demo vendor keys expire before you complete the evaluation, contact your Flexera salesperson.


Evaluating the License-Administrator and End-
User Experience


The evaluation exercises in this section take you through different actions that end users or license administrators at your 
customer sites commonly perform. Typical scenarios are demonstrated in the following sections:


Unserved license model demonstration:


• Using an Uncounted License


Served license model demonstration:


• Starting the License Server


• Checking the Status of the Demo License Server


• Using a Floating License
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• Attempting to Check Out an Unlicensed Feature


All components required to perform the steps in this evaluation are included with the FlexNet Publisher toolkit (with the 
exception of a general Windows text editor). See Identifying the Toolkit Directories in Chapter 3, “Overview of the FlexNet 
Publisher Licensing Toolkit,” for the component locations.


Unserved License Model Demonstration
This demonstration of the unserved license model uses the following FlexNet Publisher components:


• flexlmLF.exe—Licensing toolkit test program


• uncounted.lic—License file used for unserved licenses for flexlmLF


Using an Uncounted License
Follow these steps to start the flexlmLF test program, and use it to check out a license for the feature f2 using the license 
file uncounted.lic.


Task To check out a license for feature f2 


1. Open a command window, and change to the <install_dir>\<platform_dir> directory. 


2. At the prompt, enter flexlmLF. The following output is displayed:


Enter "f1" to demo floating functionality


Enter "f2" to demo node-locked functionality


Enter feature to checkout [default: "f1"]:


3. Type f and 2, and press Enter to check out a license for feature f2.


If you have not used the licensing toolkit on this machine before, the FlexNet License Finder dialog is displayed. Do the 
following to browse to the file uncounted.lic:


a. Select Specify the License File, and click Next.


b. Type uncounted.lic or browse to this file, and click Next.


c. Click Finish.


The following message is displayed, confirming that a license for feature f2 has been checked out:


f2 checked out...press return to exit...


4. Press Enter to check the f2 license back in and to exit flexlmLF.


Note • FlexNet License Finder dialog is used in Step 3 because flexlmLF does not have a facility that allows you specify the 
locations of license files before they are needed. If flexlmLF is accessing a specific license file for the first time, it prompts you 
for the license file location. Once the license file is used to check out a license successfully, flexlmLF stores the license-file path 
and uses it for subsequent license searches.
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Served-License Model Demonstration
The exercises in this section demonstrate the served-license model. They use the following FlexNet Publisher toolkit 
components:


• Sample test program flexlmLF.exe


• Sample license file lmadmin\demo\demo.lic for use with the license server


• The license server—lmadmin\demo\demo.exe (the vendor daemon) and lmadmin\lmadmin.exe (the license server 
manager)


Note • For purposes of the exercises that follow, you must copy the vendor daemon demo.exe and its associated library 
from the <install_dir>\<platform_dir> directory to the <install_dir>\<platform_dir>\lmadmin\demo directory.


The exercises use both lmadmin’s user interface and its command-line functionality to manage licenses. 


Starting the License Server
Starting the license server involves importing the vendor daemon and starting lmadmin. For initial vendor-daemon startup, 
use lmadmin command line, as described in this exercise. 


Task To start the license server


1. For purposes of the exercises that follow, copy demo.exe and demo_libFNP.dll from the 
<install_dir>\<platform_dir> directory to the <install_dir>\<platform_dir>\lmadmin\demo directory.


2. Open a new command window.


3. At a command prompt from the <platform_dir>\lmadmin directory, enter the following to import the demo vendor 
daemon: 


lmadmin -import demo\demo.lic -force


4. From the command prompt, enter the following to start the license server in the background and ensure that you can 
stop the license server from your machine:


lmadmin -adminOnly no -allowRemoteStopServer yes


5. To access the lmadmin user interface, open your Web browser, and enter the following URL:


http://<server>:8090


where


• <server> is the system name where the license server is running. For this demo, use localhost.


• 8090 is the port for the lmadmin user interface. If this is not the port you have assigned, specify the correct one in 
the command.


6. From the lmadmin user interface’s main window, click Administration to open the Administration page, and sign in 
with the following credentials:


• User: admin
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• Password: admin


7. Follow the instructions to change your password, and note down your new password.


8. Go to the Vendor Daemon Configuration tab.


The vendor daemon status should display as Up.


Important • Keep the lmadmin user interface open for activities in the upcoming exercises.


Checking the Status of the Demo License Server
Use the lmadmin user interface to check the status of the demo license server and determine the following:


• The number of licenses issued


• The number of licenses in use


• The users of each FlexEnabled feature
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Task To check the license server status


1. From the lmadmin user interface’s main window, click Dashboard to open the Dashboard page. This page displays 
information about the current status of the license server.


2. Click Concurrent to show current floating license activity:


The display indicates the following:


• The vendor daemon running is demo.


• No users have any of the concurrent licenses for feature f1 checked out.


Using a Floating License
Use the following exercise to start the test application, flexlmLF.exe, and use it to check out a concurrent (floating) 
license for the feature f1 from license server. 


Important • To complete this section, make sure that you have completed the previous sections (that is, the demo license 
server must be configured properly and running).
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Task To demonstrate the use of a floating license


1. Open a new command window, and change to <install_dir>\<platform_dir>. 


2. At the command prompt, enter flexlmLF. The feature checkout options are displayed.


3. Press Enter to check out a license for feature f1 (the default checkout feature). The following confirmation message is 
displayed:


f1 checked out...press return to exit...


4. To check the status of the license server with a license checked out, go to the Dashboard page on the main window of 
the lmadmin user interface, and click Concurrent to refresh (or go to) the Concurrent display.


The display shows that one f1 floating license (out of three for Version 1.0) is in use:


5. To view the users who have this feature checked out, do the following:


a. Click Hosts next to the checked-out license entry. A separate window opens, listing users who have checked out 
this feature. You should see your user name and machine as an entry.


b. Close the Hosts window.


6. To view the entry for this checked-out license in the debug log, do the following: 


a. From the lmadmin user-interface main window, click Administration to go to the Administration page. 


b. Open the Vendor Daemon Configuration tab.


c. Within the demo entry, click Administer.


d. Click the Vendor Daemon Log section header.


e. Click View file externally. The debug log content is displayed in another window. The entry at the end of the 
debug log shows the latest checkout action, similar to the following:


19:03:54 (demo) OUT:"f1" daniel@myhost


f. Close the debug log window.


7. In the command window running flexlmLF, press Enter to check the f1 license back in and to exit flexlmLF.
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Important • Keep this command window open to perform more flexlmLF activities in the upcoming exercises.


8. To verify that no licenses are currently checked out, go to the Dashboard page in the lmadmin user-interface main 
window, and click Concurrent. The display should show 0 (out of three licenses) checked out.


Attempting to Check Out an Unlicensed Feature
End users cannot use a feature for which they do not have a license. In this exercise, you attempt to check out a feature 
named f5, which is not included in the demo.lic license file.


Task To attempt to check out an unlicensed feature using flexlmLF


1. In the command window in which you run flexlmLF, enter flexlmLF at a prompt from the <platform_dir> directory.


2. Type f and 5 to indicate the feature you want to check out, and press Enter.


An error dialog appears, telling you that the feature is not supported. 


3. Click OK to dismiss the dialog.


Evaluating the Publisher Experience
This section of the evaluation continues the scenario started in the previous exercises that demonstrated end-user and 
license-administrator experiences. However, the exercises in this section simulate the publisher experience. They 
demonstrate some of the activities you perform in the course of implementing your license policy and show the versatility 
that FlexNet Publisher’s options offer in developing this policy. The exercises include the following:


• Licensing Individual Features


• Testing Node-Locked, Uncounted Licenses


• Testing an Expiring License


• Building the FlexNet Publisher Toolkit


All components required to perform the steps in this evaluation are included with the FlexNet Publisher toolkit (with the 
exception of a general text editor). See Identifying the Toolkit Directories in Chapter 3, “Overview of the FlexNet Publisher 
Licensing Toolkit,” for the component locations.


Licensing Individual Features
To license a feature for usage, the feature must be identified in the license file in a FEATURE or INCREMENT line. Because you 
can specify license rights on a feature-by-feature basis, you can distribute the same binary to multiple customers, but 
define license rights using different license files for different customers.


The exercises in this section describe how to add a license for a feature to an existing license file and how to re-sign the 
license file so the feature definition lines are valid.
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Required Components
These exercises use the following FlexNet Publisher toolkit components:


• Sample test program flexlmLF.exe


• Sample license file lmadmin\demo\demo.lic for use with the license server


• The license server—lmadmin\demo\demo.exe (the vendor daemon) and lmadmin\lmadmin.exe (the license server 
manager)


Note • The license server should already be running from the previous tutorials.


• The license-signing utility lmcrypt


• The utility lmreread


The exercises also require a general text editor (such as Windows Notepad).


Editing the License File
In the previous exercise, the end user was unable to perform a checkout for the feature called f5 because no license existed 
for that feature in the license file. To license a feature named f5, you must edit the sample license file to add a feature 
definition line.


Task To edit the sample license file


1. Open <install_dir>\<platform_dir>\lmadmin\demo\demo.lic in a text editor.


2. Locate the f3 FEATURE line, copy it, and paste it after the original f3 FEATURE line.


3. In the second f3 FEATURE line, replace f3 with f5.


4. Save and close demo.lic.


5. In the command window in which you have been running flexlmLF, enter flexlmLF at a prompt from the 
<platform_dir> directory.


6. Attempt to check out f5 by typing f and 5 and pressing Enter.


An error dialog is displayed, indicating that you cannot check out the license. 


7. Click OK to close the dialog.


You added an f5 FEATURE line to the license file by copying the existing FEATURE line for f3 and changing the feature name to 
f5 in the new line. However, the signature associated with the FEATURE line for f5 is still authenticated for feature f3. In the 
following section, you re-sign the license certificate so it is authenticated for f5. 
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Re-signing and Re-reading the License File
The previous exercise demonstrated that it is not possible simply to edit the license file, as an end user might try to do, to 
create a FEATURE line for f5. In this exercise, you use the utility lmcrypt to re-sign the license file, thus re-generating the 
license file to contain valid FEATURE lines for both f3 and f5. To complete the process of adding a new feature, you must 
have the license server re-read the modified license file.


Task To re-sign the license file


1. To run lmcrypt, open another command window, and change to the <platform_dir> folder. 


2. At the command line, enter the following:


lmcrypt .\lmadmin\demo\demo.lic 


The resulting license file now contains authenticated FEATURE lines for f3 and f5 similar to the following:


FEATURE f3 demo 3.0 permanent 4 SIGN="0008 0B78 63B1 1A00 DCE8 132C \


C70D 4A00 33E4 B817 F307 5041 8D0D 7A7A 2E47" 


FEATURE f5 demo 3.0 permanent 4 SIGN="00A3 42AC C1D2 8B9A 5C0A 7552 \


B69D 6100 9EEC 4178 04C0 C49D 3270 A192 AA25"


3. Close the command window.


4. In the lmadmin user-interface main window, click Administration to open the Administration page.


5. Open the Vendor Daemon Configuration tab.


6. In the demo entry, click Administer.


7. Click Reread License Files. Wait until the reading is complete.


8. In the command window in which you have been running flexlmLF, restart flexlmLF and try to check out f5. Now that 
you have a valid license for f5, you should be able to check out its license.


9. Press Enter to check the license back in and to exit flexlmLF.


Stopping the License Server
The remaining publisher-specific exercises in this chapter pertain to activities for managing unserved licenses. Use the 
following procedure to shut down the license server from the lmadmin user interface.


Task To stop the license server 


1. From the Administration page in the lmadmin user-interface main window, open the Server Configuration tab.


2. Below the Server Configuration header, click Stop Server.


3. Once the license server has stopped, close the lmadmin user interface.


4. Close the command window with which you started lmadmin and kept open until now for monitoring purposes.
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Testing Node-Locked, Uncounted Licenses
This section demonstrates the process of locking an unserved license to a specific machine by simply providing the 
machine’s identifier (HOSTID) in the FEATURE line and re-encrypting the license file. This process incorporates the HOSTID 
into the license signature. It is not necessary to modify either the toolkit or the FlexEnabled application to incorporate this 
license policy. 


The following exercises describe how to node-lock the license for feature f4 to your specific machine and test the license. 


Required Components
The exercises use the following FlexNet Publisher toolkit components:


• Sample test program flexlmLF.exe


• Sample license file <platform_dir>\lmadmin\demo\demo.lic


• The license-signing utility lmcrypt


• The utility lmhostid (one of the lmutil utilities)


• The utility lmpath to specify the license path


The exercises also require a general text editor (such as Windows Notepad).


Creating a Node-Locked, Uncounted License
To node-lock a license to your machine, you need to obtain the hostid for your machine and then incorporate this 
information into the signature for the f4 license in the license file. 


Task To create the node-locked, uncounted license


1. Open a new command window, and change to the <install_dir>\<platform_dir> directory.


2. Enter the following command to obtain the default hostid for your machine:


lmutil lmhostid


For Windows platforms, the output value is the machine’s ethernet address. The following shows sample output from 
the command:


The FlexNet host ID of this machine is "000103e686e6"


Make a note of your machine’s hostid.


3. Open <platform_dir>\lmadmin\demo\demo.lic and copy the last three lines (FEATURE f4) into a new license file. 
Replace the hostid value with the value that you noted in Step 2. The license file now looks something like:


FEATURE f4 demo 1.111 permanent uncounted HOSTID=000103e686e6 \


SIGN="00DA 3661 9359 7E41 BEC3 AE3B E7B1 8200 9EE0 8D3F DFE9 \


DF02 9138 5252 FBE5"


4. Save the license file as nodelocked.lic in the <platform_dir> directory. Close nodelocked.lic.


5. At the command prompt from the <platform_dir> directory, enter the following to re-sign the license file:
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lmcrypt nodelocked.lic


6. Close the command window.


Testing the License
In this step, you test the license try to check out feature f4. To ensure that the correct license is picked up, you need to run 
the lmpath utility.


Task To test the newly created node-locked license


1. Open a command prompt from the <platform_dir> directory. 


2. Run the utility lmpath to specify the appropriate license file. Enter the following:


lmpath -override demo “<license_file_path>”


where <license_file_path> is the full path to the license file nodelocked.lic that you created in the previous exercise 
(for example, C:\FlexNet Publisher\i86_n3\nodelocked.lic).


3. At the command prompt, run flexlmLF and check out feature f4.


A license for feature f4 is successfully granted because the application is executing on the machine to which the 
license is locked. The license for f4 is uncounted and therefore does not require a license server to allow it to run.


4. Check in the feature f4.


Security Considerations
As previously explained, the HOSTID value is incorporated in the license signature and used to authenticate the license. Any 
changes to the license signature, the license HOSTID=value, or the actual machine hostid invalidates the license. As a 
result, the FlexEnabled application fails to authenticate the license, and any license requests fail. A FlexNet Licensing error 
dialog box is displayed to indicate that the license request is denied because the application detects the inconsistency 
between the HOSTID=value in the feature definition line and that of the actual machine used to create the signature.


Testing an Expiring License
This section demonstrates how to set an license-expiration policy. To implement the policy, simply set an expiration date 
in the FEATURE line; you do not need to modify the licensing toolkit or the licensed application. When the license is signed, 
the expiration date is incorporated into the license signature. In the following steps, you modify the expiration date of the 
node-locked feature f4 located in the expired.lic license file.


The expiration date is incorporated in the license signature and used for license authentication. Therefore, attempting to 
extend a license by simply moving the expiration date forward does not create a legitimate license. When a user moves the 
date forward, the FlexEnabled application fails to authenticate the license, and any license requests for the feature fail. 


Required Components
This exercise uses the following FlexNet Publisher toolkit components:
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• Sample test program flexlmLF.exe


• Sample license file expired.lic


• The license-signing utility lmcrypt


The exercise also requires a general text editor (such as Windows Notepad).


Testing the Expiring-License Policy


Task To demonstrate an expiring-license policy


1. Make sure that you have deleted the nodelocked.lic file from the <platform_dir> directory.


2. In the command window in which you run flexlmLF, enter flexlmLF at a prompt from the <platform_dir> directory 
and try to check out feature f4.


The checkout fails because the license for feature f4 has expired.


3. In the <platform_dir> directory, copy expired.lic to a file called expired_lic.orig to preserve the original license. 
Remove expired_lic.orig from <platform_dir> and save it at a temporary location on your machine for later use.


4. Open <platform_dir>\expired.lic in a text editor.


5. Locate the FEATURE line for feature f4, and change the expiration date to a date in the future, as shown in the following 
example:


FEATURE f4 demo 1.000 31-jan-2021 uncounted


HOSTID=ANY SIGN="0051...B55B"


6. Save and close expired.lic. 


Important • Do not re-sign the license.


7. Run flexlmLF and try to check out feature f4. Because the expiration date is different than the date encoded in the 
license signature, a FlexNet Licensing error dialog appears, stating that the license request is denied due to an invalid 
license key.


8. Click OK to close the error dialog.


9. Open a new command window, and change to the <platform_dir> directory.


10. Re-sign the license file to incorporate the new expiration date into the license signature. To do so, enter the following 
at the command prompt: 


lmcrypt expired.lic


11. Run flexlmLF and try to check out feature f4. A license for feature f4 is granted because the license has not expired.  


Because the license file for f4 is in the same directory as flexlmLF and has an extension of .lic, its license is found 
and used. The license for f4 is uncounted and therefore does not need a license server to allow it to run. 


12. Press Enter to exit flexlmLF and to check in the license for feature f4.


13. Close all command windows.
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Building the FlexNet Publisher Toolkit
In this section, you rebuild the FlexNet Publisher toolkit to change the strength of tamper-resistant licenses (TRL) 
authentication from 113 bits to 163 bits. TRL uses public-key technology from Certicom to make the signatures on FEATURE 
and INCREMENT lines more difficult to counterfeit. As shipped, the toolkit has TRL enabled at the 113-bit strength, denoting 
a public-key length of 113 bits.


Required Components
These exercises use the following FlexNet Publisher toolkit components:


• Sample test program flexlmLF.exe


• Sample license file counted.lic


• The build configuration file lm_code.h


• The license-signing utility lmcrypt


Additionally, you need the following components:


• Microsoft Visual Studio Command Prompt window for the build process (see the latest FlexNet Publisher Release 
Notes for supported compiler versions)


• A general text editor (such as Windows Notepad)


Examining the Current License Signature Length


Task To examine the current license signature length


1. Open <platform_dir>\counted.lic in a text editor.


2. Observe the length of the signature (SIGN) value in the FEATURE line for f1. Based on a 113-bit strength, the value 
should have a length similar to the following:


FEATURE f1 demo 1.0 permanent 4 SIGN="003D B054 54D1 47E3 1FF6 \
    145F 59CE 0200 8002 FE69 0FBC F4FF AA10 EEB3 6EB3"


3. Optionally, save a copy of this file for future comparison. 


4. Close counted.lic.


Setting Up the Microsoft Visual Studio Development Environment


Note • To build the FlexNet Publisher on a Windows platform, you must use a supported version of Microsoft Visual Studio. 
Refer to the latest FlexNet Publisher Release Notes for an up-to-date list of these versions.  


The Licensing toolkit is built using the Microsoft Visual Studio Command Prompt rather than the integrated development 
environment (IDE). Make sure that you have the Microsoft Visual Studio Command Prompt development environment 
correctly configured. Consult the Microsoft documentation for details about building from the command line.
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Configuring the FlexNet Publisher Toolkit
For previous exercises, you used the prebuilt, “out of the box” FlexNet Publisher components. However, as shipped, the 
FlexNet Publisher toolkit is in an unconfigured state. You must configure it in order to rebuild it. Use the demo vendor keys 
provided to you by Flexera for the following configuration procedure.


Task To configure the FlexNet Publisher Toolkit


1. Open the <install_dir>\machind folder. 


2. Locate the file lm_code.h, and open it in a text editor. Find the lines similar to the following:


#define VENDOR_KEY1 0x0


#define VENDOR_KEY2 0x0


#define VENDOR_KEY3 0x0


#define VENDOR_KEY4 0x0


#define VENDOR_KEY5 0x0


3. Replace all five instances of 0x0 with the demo vendor keys that you received from Flexera. If your demo vendor keys 
have expired, contact Flexera.


4. Keep lm_code.h open.


Changing TRL Strength


Task To change the TRL strength


1. In lm_code.h, find the LM_STRENGTH definition that looks similar to the following:


#define LM_STRENGTH LM_STRENGTH_113BIT


2. Redefine LM_STRENGTH to 163-bit strength, as shown:


#define LM_STRENGTH LM_STRENGTH_163BIT


3. Leave TRL_KEYs set to 0x0. They are not set when using demo vendor keys.


4. Save and close lm_code.h.


Building the FlexNet Publisher Toolkit
For your changes to take effect, you need to build the FlexNet Publisher toolkit. 


Important • Make sure flexlmLF is closed and the license server is stopped before you attempt to rebuild the FlexNet 
Publisher toolkit. 
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Task To build your Licensing toolkit


1. In the Microsoft Visual Studio Command Prompt window, change to the <platform_dir> folder.


2. At the command prompt, enter build. 


The build.bat file calls nmake, which in turn builds the makefile. 


The demo toolkit now supports TRL at the 163-bit strength level. Because this modification changes the authentication 
method, all components—including the sample application, flexlmLF—have been rebuilt.


Re-signing the Sample License File
Regenerate the license file to create license signatures that support TRL authentication at the 163-bit level.


Task To regenerate the license file


1. Open a regular Windows command window.


2. At a prompt from the <platform_dir> directory, enter the following:


lmcrypt counted.lic


3. Open counted.lic in a text editor. 


4. Compare the length of the SIGN value in the f1 FEATURE line with the length of the SIGN value that you examined before 
the toolkit rebuild. The new signatures are longer, similar to the following:


FEATURE f1 demo 1.0 permanent 4 SIGN="01C6 1045 146D AE6C 92CB 0360 \


1124 AC73 B79B 1785 C000 9608 773C EAAF 3815 55DF 0FAF 786A \


AA19 E123 52A3"


5. Close counted.lic.


Conclusion
You have completed the evaluation of FlexNet Publisher on Windows. When you are ready to build your Licensing toolkit 
with your production vendor keys, see the manual Development Environment Guide. 


To evaluate FlexNet Publisher on UNIX, see Chapter 5, “Evaluating FlexNet Publisher on UNIX.” 


Important • Remember to set LM_STRENGTH to an appropriate value before you build your production licensing toolkit.
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Evaluating FlexNet Publisher on UNIX

This chapter walks you though a set of tutorial exercises that evaluate FlexNet Publisher licensing behavior on a UNIX 
platform when licensing is based on license files. The exercises provide evaluations from the perspectives of the end user, 
the license administrator, and the software publisher.


Before you start this chapter, install FlexNet Publisher as described in the instructions in the Installation Guide. 


All operations in this chapter take place relative to the <platform_dir> directory (such as sun4_u5) within the toolkit 
installation directory (<install_dir>) unless otherwise noted.


All exercises assume use of the bash shell.


Important • Later exercises in this chapter use your demo keys (provided by Flexera) to rebuild the FlexNet Publisher toolkit. 
If you plan on performing these later exercises, note the following:


• A C development environment is required to rebuild the toolkit for this part of the evaluation. Consult the FlexNet 
Publisher Release Notes for your platform’s C development environment requirements.


• If your demo vendor keys expire before you complete the evaluation, contact your Flexera salesperson.


Evaluating the License-Administrator and End-
User Experience


The evaluation exercises in this section take you through different actions that end users or license administrators at your 
customer sites commonly perform. Typical scenarios are presented for starting the license server, checking its status, and 
checking out licenses for features in the demo FlexEnabled application. 


Required Components
The exercises in this section demonstrate the served-license model. They use the following FlexNet Publisher toolkit 
components:
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• Sample test program flexlmLF


• Sample license file lmadmin/demo/demo.lic for use with the license server


• The license server—lmadmin/demo/demo (the vendor daemon) and lmadmin/lmadmin (the license server manager)


The exercises use both lmadmin’s user interface and its command-line functionality to manage licenses.


Note • For purposes of these exercises, you must copy the vendor daemon demo and its associated library from the 
<install_dir>/<platform_dir> directory to the <install_dir>/<platform_dir>/lmadmin/demo directory. See the 
procedure that follows for details.


See Identifying the Toolkit Directories on page 18 for the component locations.


Starting the License Server
Starting the license server involves importing the vendor daemon and starting lmadmin. For initial vendor-daemon startup, 
use the command line, as described in this exercise. 


Task To start the license server


1. For purposes of the exercises that follow, copy demo and demo_libFNP.so from the <install_dir>/<platform_dir> 
directory to the <install_dir>/<platform_dir>/lmadmin/demo directory.


Note • On AIX, copy demo and demo_server_libFNP_notr.so.


2. In a terminal, set the license file path that the demo vendor daemon uses to the 
<platform_dir>/lmadmin directory:


export DEMO_LICENSE_FILE=<platform_dir>/lmadmin


3. From the <platform_dir>/lmadmin directory, enter the following to import the demo vendor daemon: 


./lmadmin -import demo/demo.lic -force


4. Enter the following to start the license server in the background: 


./lmadmin -adminOnly no -allowRemoteStopServer yes


5. To access the lmadmin user interface, open your Web browser, and enter the following URL:


http://<server>:8090


where


• <server> is the system name where the license server is running. For this demo, use localhost.


• 8090 is the port for the lmadmin user interface. If this is not the port you have assigned, specify the correct one in 
the command.


6. From the lmadmin user interface’s main window, click Administration to open the Administration page, and sign in 
with your administrator credentials:

38 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with License File–Based Licensing







Chapter 5 Evaluating FlexNet Publisher on UNIX
Evaluating the License-Administrator and End-User Experience

• User: admin


• Password: admin


7. Go to the Vendor Daemon Configuration tab.


The vendor daemon status should display as Up.


Important • Keep the lmadmin user interface open for activities in the upcoming exercises.


Checking the Status of the Demo License Server
Use the lmadmin user interface to check the status of the demo license server and determine the following:


• The number of licenses issued


• The number of licenses in use


• The users of each FlexEnabled feature


Task To check the license server status


1. From the lmadmin user interface’s main window, click Dashboard to open the Dashboard page. This page displays 
information about the current status of the license server.


2. Click Concurrent to show current floating license activity:
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The display indicates the following:


• The vendor daemon running is demo.


• No users have any of the concurrent licenses for feature f1 checked out.


Using a Floating License
Use the following exercise to start the test application flexlmLF and use it to check out a concurrent (floating) license for 
the feature f1 from license server. 


Important • To complete this section, make sure that you have completed the previous sections (that is, the demo license 
server must be configured properly and running).


Task To demonstrate the use of a floating license


3. From the <platform_dir> directory, enter ./flexlmLF. The feature checkout options are displayed.


4. Press Enter to check out a license for feature f1 (the default checkout feature). The following confirmation message is 
displayed:


f1 checked out...press return to exit...

40 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with License File–Based Licensing







Chapter 5 Evaluating FlexNet Publisher on UNIX
Evaluating the License-Administrator and End-User Experience

5. To check the status of the license server with a license checked out, go to the Dashboard page on the main window of 
the lmadmin user interface, and click Concurrent to refresh (or go to) the Concurrent display.


The display shows that one f1 floating license (out of three for Version 1.0) is in use:


6. To view the users who have this feature checked out, do the following:


a. Click Hosts next to the checked-out license entry. A separate window opens, listing users who have checked out 
this feature. You should see your user name and machine as an entry.


b. Close the Hosts window.


7. To view the entry for this checked-out license in the debug log, do the following: 


a. From the lmadmin user-interface main window, click Administration to go to the Administration page. 


b. Open the Vendor Daemon Configuration tab.


c. Within the demo entry, click Administer.


d. Click the Vendor Daemon Log section header.


e. Click View file externally. The debug log content is displayed in another window. The entry at the end of the 
debug log shows the latest checkout action, similar to the following:


19:03:54 (demo) OUT:"f1" daniel@myhost


f. Close the debug log window.


8. In the terminal running flexlmLF, press Enter to check the f1 license back in and to exit flexlmLF.


Important • Keep this terminal open to perform more flexlmLF activities in the upcoming exercises.


9. To verify that no licenses are currently checked out, go to the Dashboard page in the lmadmin user-interface main 
window, and click Concurrent. The display should show 0 (out of three licenses) checked out.


Attempting to Check Out an Unlicensed Feature
End users cannot use a feature for which they do not have a license. In this exercise, you attempt to check out a feature 
named f5, which is not included in the demo.lic license file.
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Task To attempt to check out an unlicensed feature using flexlmLF


1. In the terminal in which you run flexlmLF, enter ./flexlmLF at a prompt from the <platform_dir> directory.


2. Type f and 5 to indicate the feature you want to check out, and press Enter.


An error message is diplayed, indicating that the feature is not supported.


Evaluating the Publisher Experience
This section of the evaluation continues the scenario started in the previous exercises that demonstrated end-user and 
license-administrator experiences. However, the exercises in this section simulate the publisher experience. They 
demonstrate some of the activities you perform in the course of implementing your license policy and show the versatility 
that FlexNet Publisher’s options offer in developing this policy. The exercises include the following:


• Licensing Individual Features


• Testing Node-Locked, Uncounted Licenses


• Testing an Expiring License


• Building the FlexNet Publisher Toolkit


All components required to perform the steps in this evaluation are included with the FlexNet Publisher toolkit (with the 
exception of a general text editor). See Identifying the Toolkit Directories in Chapter 3, “Overview of the FlexNet Publisher 
Licensing Toolkit,” for the component locations.


Licensing Individual Features
To license a feature for usage, the feature must be identified in the license file in a FEATURE or INCREMENT line. Because you 
can specify license rights on a feature-by-feature basis, you can distribute the same binary to multiple customers, but 
define license rights using different license files for different customers.


The exercises in this section describe how to edit licenses for features in an existing license file and how to re-sign the 
license file so the feature definition lines are valid.


Required Components
These exercises use the following FlexNet Publisher toolkit components:


• Sample test program flexlmLF


• Sample license file lmadmin/demo/demo.lic for use with the license server


• The license server—lmadmin/demo/demo (the vendor daemon) and lmadmin/lmadmin (the license server manager)


Note • The license server should already be running from the previous tutorials.


• The license-signing utility lmcrypt
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• The utility lmreread


The exercises also require a general text editor.


Editing the License File
In the previous exercise, the end user was unable to perform a feature called f5 because no license existed for that feature 
in the license file. To license a feature named f5, you must edit the sample license file to add a feature definition line.


Task To edit the sample license file


1. Open <install_dir>/<platform_dir>/lmadmin/demo/demo.lic in a text editor.


2. Locate the f3 FEATURE line, copy it, and paste it after the original f3 FEATURE line.


3. In the second f3 FEATURE line, replace f3 with f5.


4. Save and close demo.lic.


5. In the terminal in which you have been running flexlmLF, enter ./flexlmLF at a prompt from the <platform_dir> 
directory.


6. Attempt to check out f5 by typing f and 5 and pressing Enter.


An error message is displayed, indicating that you cannot check out the license. 


You added an f5 FEATURE line to the license file by copying the existing FEATURE line for f3 and changing the feature name to 
f5 in the new line. However, the signature associated with the FEATURE line for f5 is still authenticated for feature f3. In the 
following section, you re-sign the license certificate so it is authenticated for f5. 


Re-signing and Re-reading the License File
The previous exercise demonstrated that it is not possible simply to edit the license file, as an end user might try to do, to 
create a FEATURE line for f5. In this exercise, you use the utility lmcrypt to re-sign the license file, thus re-generating the 
license file to contain valid FEATURE lines for both f3 and f5. To complete the process of adding a new feature, you must 
have the license server re-read the modified license file.


Task To re-sign the license file


1. To run lmcrypt, open another terminal, and change to the <platform_dir> folder. 


2. At the command line, enter the following:


./lmcrypt lmadmin/demo/demo.lic


The resulting license file now contains authenticated FEATURE lines for f3 and f5 similar to the following:


FEATURE f3 demo 3.0 permanent 4 SIGN="0008 0B78 63B1 1A00 DCE8 132C \


C70D 4A00 33E4 B817 F307 5041 8D0D 7A7A 2E47" 


FEATURE f5 demo 3.0 permanent 4 SIGN="00A3 42AC C1D2 8B9A 5C0A 7552 \


B69D 6100 9EEC 4178 04C0 C49D 3270 A192 AA25"


3. Close the terminal.
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4. In the lmadmin user-interface main window, click Administration to open the Administration page.


5. Open the Vendor Daemon Configuration tab.


6. In the demo entry, click Administer.


7. Click Reread License Files. Wait until the reading is complete.


8. In the terminal in which you have been running flexlmLF, restart flexlmLF and try to check out f5. Now that you have 
a valid license for f5, you should be able to check out its license.


9. Press Enter to check the license back in and to exit flexlmLF.


Stopping the License Server
The remaining publisher-specific exercises in this chapter pertain to activities for managing unserved licenses. Use the 
following procedure to shut down the license server from the lmadmin user interface.


Task To stop the license server 


1. From the Administration page in the lmadmin user-interface main window, open the Server Configuration tab.


2. Below the Server Configuration header, click Stop Server.


3. Once the license server has stopped, close the lmadmin user interface.


4. Close the terminal with which you started lmadmin and kept open until now for monitoring purposes.


Testing Node-Locked, Uncounted Licenses
This section demonstrates the process of locking an unserved license to a specific machine by simply providing the 
machine’s identifier (HOSTID) in the FEATURE line and re-encrypting the license file. This process incorporates the HOSTID 
into the license signature. It is not necessary to modify either the toolkit or the FlexEnabled application to incorporate this 
license policy. 


The following exercises describe how to node-lock the license for feature f4 to your specific machine and test the license. 


Required Components
The exercises use the following FlexNet Publisher toolkit components:


• Sample test program flexlmLF


• Sample license file lmadmin/demo/demo.lic


• The license-signing utility lmcrypt


• The utility lmhostid (one of the lmutil utilities)


• The utility lmpath to specify the license path


The exercises also require a general text editor.
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Creating a Node-Locked, Uncounted License
To node-lock a license to your machine, you need to obtain the hostid for your machine and then incorporate this 
information into the signature for the f4 license in the license file. 


Task To create the node-locked, uncounted license


1. Open a new terminal, and change to the <platform_dir> directory.


2. Enter the following command to obtain the default hostid for your machine:


./lmutil lmhostid


The output value shows the default hostid for your machine, as shown in this example:


The FlexNet host ID of this machine is "808386e6"


Make a note of your machine’s hostid.


3. Open <platform_dir>/lmadmin/demo/demo.lic and copy the last three lines (FEATURE f4) into a new license file. 
Replace the hostid value with the value that you noted in Step 2. The license file now looks something like:


FEATURE f4 demo 1.111 permanent uncounted HOSTID=000103e686e6 \


SIGN="00DA 3661 9359 7E41 BEC3 AE3B E7B1 8200 9EE0 8D3F DFE9 \


DF02 9138 5252 FBE5"


4. Save the license file as nodelocked.lic in the <platform_dir> directory. Close nodelocked.lic.


5. At the terminal from the <platform_dir> directory, enter the following to re-sign the license file:


./lmcrypt nodelocked.lic


6. Close the terminal.


Testing the License
In this step, you test the license try to check out feature f4. To ensure that the correct license is picked up, you need to run 
the lmpath utility.


Task To test the newly created node-locked license


1. Open a terminal from the <platform_dir> directory. 


2. Run the utility lmpath to specify the appropriate license file. Enter the following:


./lmpath -override demo “<license_file_path>”


where <license_file_path> is the full path to the license file nodelocked.lic that you created in the previous exercise 
(for example, “home/user1/FlexNetPublisher/i86_lsb/nodelocked.lic”).


3. At the terminal, run flexlmLF and check out feature f4.


A license for feature f4 is successfully granted because the application is executing on the machine to which the 
license is locked. The license for f4 is uncounted and therefore does not require a license server to allow it to run.


4. Check in the feature f4.
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Security Considerations
As previously explained, the HOSTID value is incorporated in the license signature and used to authenticate the license. Any 
changes to the license signature, the license HOSTID=value, or the actual machine hostid invalidates the license. As a 
result, the FlexEnabled application fails to authenticate the license, and any license requests fail. A FlexNet Licensing error 
dialog box is displayed to indicate that the license request is denied because the application detects the inconsistency 
between the HOSTID=value in the feature definition line and that of the actual machine used to create the signature.


Testing an Expiring License
This section demonstrates how to set an license-expiration policy. To implement the policy, simply set an expiration date 
in the FEATURE line; you do not need to modify the licensing toolkit or the licensed application. When the license is signed, 
the expiration date is incorporated into the license signature. In the following steps, you modify the expiration date of the 
node-locked feature f4 located in the expired.lic license file.


The expiration date is incorporated in the license signature and used for license authentication. Therefore, attempting to 
extend a license by simply moving the expiration date forward does not create a legitimate license. When a user moves the 
date forward, the FlexEnabled application fails to authenticate the license, and any license requests for the feature fail.


Required Components
This exercise uses the following FlexNet Publisher toolkit components:


• Sample test program flexlmLF


• Sample license file expired.lic


• The license-signing utility lmcrypt


The exercise also requires a general text editor.


Testing the Expiring-License Policy


Task To demonstrate an expiring-license policy


1. Make sure that you have deleted the nodelocked.lic file from the <platform_dir> directory.


2. In the terminal in which you run flexlmLF, enter ./flexlmLF at a prompt from the <platform_dir> directory and try 
to check out feature f4.


The checkout fails because the license for feature f4 has expired.


3. In the <platform_dir> directory, copy expired.lic to a file called expired (copy).lic to preserve the original 
license. Remove expired (copy).lic from <platform_dir> and save it at a temporary location on your machine for 
later use.


4. Open <platform_dir>/expired.lic in a text editor.


5. Locate the FEATURE line for feature f4, and change the expiration date to a date in the future, as shown in the following 
example:
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FEATURE f4 demo 1.000 31-jan-2021 uncounted


HOSTID=ANY SIGN="0051...B55B"


6. Save and close expired.lic. 


Important • Do not re-sign the license.


7. Run flexlmLF and try to check out feature f4. Because the expiration date is different than the date encoded in the 
license signature, an error message indicates that the license request is denied because the signature cannot be 
authenticated.


8. Open a new terminal, and change to the <platform_dir> directory.


9. Re-sign the license file to incorporate the new expiration date into the license signature. To do so, enter the following 
at the terminal: 


./lmcrypt expired.lic


10. Run flexlmLF and try to check out feature f4. A license for feature f4 is successfully granted because the license has 
not expired.


Because the license file for f4 is in the same directory as flexlmLF and has an extension of .lic, its license is found 
and used. The license for f4 is uncounted and therefore does not need a license server to allow it to run. 


11. Press Enter to exit flexlmLF and to check in the license for feature f4.


12. Close all terminals.


Building the FlexNet Publisher Toolkit
In this section, you rebuild the FlexNet Publisher toolkit to change the strength of tamper-resistant licenses (TRL) 
authentication from 113 bits to 163 bits. TRL uses public-key technology from Certicom to make the signatures on FEATURE 
and INCREMENT lines more difficult to counterfeit. As shipped, the toolkit has TRL enabled at the 113-bit strength, denoting 
a public-key length of 113 bits.


These exercises use the following FlexNet Publisher toolkit components:


• Sample test program flexlmLF


• Sample license file counted.lic


• The build configuration file lm_code.h


• The license-signing utility lmcrypt


The exercises also require a general text editor.


Important • A C development environment is required to rebuild the toolkit for this part of the evaluation. Consult the FlexNet 
Publisher Release Notes for your platform’s C development environment requirements.
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Examining the Current License Signature Length


Task To examine the current license signature length


1. Open <platform_dir>/counted.lic in a text editor.


2. Observe the length of the signature (SIGN) value in the FEATURE line for f1. Based on a 113-bit strength, the value 
should have a length similar to the following:


FEATURE f1 demo 1.0 permanent 4 SIGN="003D B054 54D1 47E3 1FF6 \
    145F 59CE 0200 8002 FE69 0FBC F4FF AA10 EEB3 6EB3"


3. Optionally, save a copy of this file for future comparison. 


4. Close counted.lic.


Configuring the FlexNet Publisher Toolkit
For previous exercises, you used the prebuilt, “out of the box” FlexNet Publisher components. However, as shipped, the 
FlexNet Publisher toolkit is in an unconfigured state. You must configure it in order to rebuild it. Use the demo vendor keys 
provided to you by Flexera for the following configuration procedure.


Task To configure the FlexNet Publisher Toolkit


1. Open the <install_dir>/machind folder. 


2. Locate the file lm_code.h, and open it in a text editor. Find the lines similar to the following:


#define VENDOR_KEY1 0x0


#define VENDOR_KEY2 0x0


#define VENDOR_KEY3 0x0


#define VENDOR_KEY4 0x0


#define VENDOR_KEY5 0x0


3. Replace all five instances of 0x0 with the demo vendor keys that you received from Flexera. If your demo vendor keys 
have expired, contact Flexera.


4. Keep lm_code.h open.


Changing TRL Strength


Task To change the TRL strength


1. In lm_code.h, find the LM_STRENGTH definition that looks similar to the following:


#define LM_STRENGTH LM_STRENGTH_113BIT


2. Redefine LM_STRENGTH to 163-bit strength, as shown:


#define LM_STRENGTH LM_STRENGTH_163BIT
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3. Leave TRL_KEYs set to 0x0. They are not set when using demo vendor keys.


4. Save and close lm_code.h.


Building the FlexNet Publisher Toolkit
For your changes to take effect, you need to build the FlexNet Publisher toolkit. 


Important • Make sure flexlmLF is closed and the license server is stopped before you attempt to rebuild the FlexNet 
Publisher toolkit. 


Task To build your Licensing toolkit


In a terminal, change to the <platform_dir> folder, and enter the following:


make


The demo toolkit now supports TRL at the 163-bit strength level. Because this modification changes the authentication 
method, all components—including the sample application, flexlmLF—have been rebuilt.


Re-signing the Sample License File
Regenerate the license file to create license signatures that support TRL authentication at the 163-bit level.


Task To regenerate the license file


1. From the <platform_dir> directory, enter the following:


./lmcrypt counted.lic


2. Open counted.lic in a text editor. 


3. Compare the length of the SIGN value in the f1 FEATURE line with the length of the SIGN value that you examined before 
the toolkit rebuild. The new signatures are longer, similar to the following:


FEATURE f1 demo 1.0 permanent 4 SIGN="01C6 1045 146D AE6C 92CB 0360 \


1124 AC73 B79B 1785 C000 9608 773C EAAF 3815 55DF 0FAF 786A \


AA19 E123 52A3"


4. Close counted.lic.


Conclusion
You have completed the evaluation of FlexNet Publisher on UNIX. When you are ready to build your Licensing toolkit with 
your production vendor keys, see the manual Development Environment Guide. 


To evaluate FlexNet Publisher on Windows, see Chapter 4, “Evaluating FlexNet Publisher on Windows.” 
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Conclusion

Important • Remember to set LM_STRENGTH to an appropriate value before you build your production licensing toolkit.
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License Models

A FlexNet license model employs a basic license model augmented with one or more license model modifiers. In addition, 
you frequently license the same product under several license models to best match license terms to the needs of your 
different types of users. A well-designed license model or set of license models enables you to expand your available 
market, enhance end-user loyalty, and increase account penetration, resulting in increased revenues and profitability.


With FlexNet Licensing’s Policy in the License technology, you implement the license model in the license certificate that is 
delivered to a specific end-user organization. This enables you to make changes to license terms without requiring changes 
to your product’s source code or binaries.


Creating a License Model
This chapter walks you through the following steps to create your license model:


1. Select the basic license model.


2. Decide on the settings for the required license modifiers.


3. Select optional license model modifiers for your license model. Note the license server requirement for the optional 
modifiers.


4. Determine your need for usage-based licensing.


5. Determine your support level for mobile licensing.


6. Determine whether you require a license server.
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Basic License Models
Table 6-1 presents the basic FlexNet license model characteristics. You choose one or more of these and build on them to 
create a model or combination of models that represent your business strategy.


Node-Locked Uncounted Models
With this model, your product is licensed for unlimited concurrent use on a single computer system. The license file is 
available locally to the same machine on which the product is installed. This model can be used to effect different product 
configuration schemes:


• Single feature—A single feature license that enables the entire product.


• Scaled functionality—A single product has several levels of functionality built in; access to each level is controlled by 
a separately FlexEnabled feature. This also enables a single product to be licensed as a limited functionality lite 
version, a standard version, and a pro version to give greater product depth.


Evaluation License Model
The node-locked uncounted model is one way to provide evaluation licensing for your product. It enables your product to 
be licensed for unlimited use on all systems. The license file is located on the same machine on which the product is 
installed. Characteristics of an evaluation license may include:


• Limited product functionality 


• Limited number of uses


• Expiration date


Table 6-1 • Basic License Model Characteristics


License Types Uncounted Counted


Node-locked Applicability: Common.


Usage: Allows for unlimited instances of the 
product to execute on the licensed machine.


Terminology: Sometimes referred to as node-
locked/uncounted or just node-locked.


Applicability: Uncommon.


Usage: Allows for limited instances of the product to 
execute on the licensed machine.


Terminology: Sometimes referred to as node-
locked/counted.


Floating Not defined. Applicability: Common.


Usage: Each instance of the product consumes a 
fixed count—usually one—of licenses.


Terminology: Floating, network, non-node-locked, 
concurrent.
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Node-Locked Counted Models
A fixed number of licenses is available concurrently over a network, but the licenses may only be used on a specific list of 
hosts on that network. You get the specific host names from the end user and put them in the license certificate. These host 
names contribute to authenticating the license signature. The product may then be used on any computer defined in the 
license certificate. This model requires a license server.


Floating Models
This model represents classic networked, concurrent licensing and is sometimes referred to as non-node-locked/counted, 
network, or concurrent licensing. It requires a license server.


Entitlement is issued for a specific number of licenses. Entitlement refers to the rights you give your customer to use your 
FlexEnabled product. For license file–based licensing, the license certificates you give your customer define their 
entitlement. For a floating model, no more than the number of entitled licenses can be used at any one time on a network. 
However, there are features available to overcome denial of service if all licenses are in use. See Checkout Failure Behavior 
for further details.


License Model Modifiers
This section describes modifiers for the FlexNet Licensing basic license models. They augment the license models that are 
described in Basic License Models. 


Required License Model Modifiers
Every license must have an expiration date and a version value.


Expiration Date


The license expiration date is specified in the license certificate either with a specific date or with the keyword, permanent. 


• Specify a date for leased, subscription, or time-limited models. 


• Specify permanent for non-expiring licenses.


Version


A version number defines right-to-use entitlement with versions less than or equal to the version specified in the license 
certificate. This is FlexNet Licensing’s notion of the version and not necessarily the same as the product version. You assign 
your own meaning to the version number. Some examples include:


• Product version—The license version coincides with your product’s version. Entitlement is based on the product’s 
version being less than or equal to the version specified in the license certificate.


The advantage of this model is that you maintain only a single version number. However, the disadvantage is that with 
each product release with a change in the version number, you may need to reissue the license certificate to your 
customers.


• License version—The license version is independent from the product’s version. The notion of the license version is 
encoded inside the product binary. Entitlement is based on the product’s internal license version being less than or 
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equal to the version value specified in the license certificate. For example, your product release version might be 
“3.1.2”, and the license version could be “3.0”. The different numbers allow your customers to run a later version of 
the product using an older license certificate.


This is the most commonly used model because it provides the flexibility to decide whether the license certificates 
containing older version numbers still work with the new release.


• Date-based version—The license version is based on a date. The version of the product binary is encoded using a 
date-based scheme. Entitlement is based on the product’s internal date-based version being less than or equal to the 
version value specified in the license certificate.


Note • Date-based versioning pertains to the product version and specifies which version of the product is entitled to 
run. This modifier is distinct from license start and expiration date modifiers, which specify a date range within which the 
entitled version is licensed and allowed to operate.


Optional License Model Modifiers
One or more of these modifiers can be used in combination with your basic model and the required modifiers to customize 
it for your particular business model. 


These modifiers are represented in the FlexNet Licensing implementation by fields in the license certificate, FlexNet 
Licensing attributes set in the product, vendor daemon configuration, or end-user options. Table 6-2 lists the modifiers 
along with a brief description of each.


Table 6-2 • Optional License Model Modifiers


Modifier Description
License Server 
Required


Capacity Dynamically adjust entitlement based on system performance 
parameters.


Duplicate grouping Defines rules when duplicate requests from the same user, host, or display 
share one license. Requires a counted license. Sometimes referred to as 
license sharing.


Linger The license is held, rather than checked in, by the license server on behalf 
of the user after the product exits. For a product that is run over and over 
again in succession by the same user (for example, a compiler), lingering 
increases the chances that a license is available for that user.


Named hosts Limits usage to a publisher-defined number of hosts. The list of distinct 
host names is defined by the end-user license administrator, in the 
administrative options file.


Named users Limits usage to a publisher-defined number of users. The list of distinct 
user names is defined by the end-user license administrator, in the 
administrative options file.
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Usage-Based Licensing
Usage-based licensing is an implementation strategy for license management and is another modifier that can be applied 
to your basic license model. It provides you and your end user with the ability to monitor actual product usage patterns 
and bill or audit based on this usage data. Contact Flexera if you want to implement this license model. You may need to 
obtain additional Flexera products.


The report logging functionality of FlexNet Publisher is fundamental to this model, and, as such, requires a license server. 
FlexNet Publisher supports several usage-based models, which include:


• Overdraft


• Pay-per-use


• High water mark of past use


Network segments Limits usage to hosts on a specific subnet.


Overdraft Specifies a number of additional licenses that your end user will be 
allowed to use, in addition to the licenses they have purchased. This is 
useful if you want to allow your customers to not be denied service when 
in a “temporary overdraft” state.


Package Defines a set of products or features to be licensed as a single package.


Package suite Provides a way for users to share floating licenses among components of a 
package.


Platforms Enables you to restrict usage to specified hardware platforms.


Start date By default, a license is valid as soon as it is signed. However, if a start date 
is specified, the license is invalid until the start date. 


Supersede Replaces previously issued license rights.


Terminal server 
support


Allows users to run the FlexEnabled application on Terminal Server Client 
machines or over Remote Desktop.


Timeout Causes the license to be returned to the general pool of available licenses 
if the FlexEnabled application is not active for a specified number of 
seconds.


Vendor-defined Used for publisher-defined entitlement such as token based.


Table 6-2 • Optional License Model Modifiers


Modifier Description
License Server 
Required
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Mobile Licensing
End users often want to use a FlexEnabled product on a machine that does not have a continuous connection to a FlexNet 
license server. These situations include:


• Working on a laptop 


• Using a computer both at work and at home or off-site


• Working from several different computers not connected to a license server 


FlexNet Publisher supports several kinds of mobile licensing, as shown in the following table.


Table 6-3 • Supported Mobile Licensing


Licensing Scenario Description


Node-locked to a laptop If a license is to be used exclusively on one laptop computer, that license can simply be 
node-locked to a hostid of that computer. The license file would reside on the laptop 
computer. 


Node-locked to a 
FlexNet ID dongle


If a license is to be moved between different machines, it can be node-locked to a FlexNet 
ID dongle that connects to a parallel or USB port. This license can be moved between 
several machines by installing a copy of the license file on each of those machines and 
moving the dongle from one machine to another. 


This applies to Windows, Mac OS, and Linux platforms only.


Node-locked to a user 
name


If a license is to be used exclusively by one user on different machines, that license can be 
node-locked to the user’s user name. The license file is copied to the different machines on 
which the user might work. The user’s user name must be identical on each machine. 


Fulfilled from a prepaid 
license pool


The license is fulfilled from a prepaid number of license-days for the usage period. This 
model is like pay-per-use because each fulfillment is made from a decreasing number of 
license-days. It is different than other pay-per-use models because, once node-locked to a 
machine, that machine is allowed unlimited use of the product until the license expires.


Soft-mobile Licenses are temporarily transferred to a license server on the mobile laptop. The 
FlexEnabled product uses an encrypted local file, placed there by the license server, to do 
checkouts during the usage period. 


Hard-mobile Mobile license usage is controlled by a FlexNet ID dongle. If the dongle is attached to a 
license server, then the use floats on the network. 


To temporarily transfer the license, the user moves the dongle from the license server to a 
standalone machine. This removes a license from the served pool until the dongle is 
replaced on the license server.
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Determining the Need for a License Server
You need to decide if your licensing policy requires a license server. The need for a license server stems from a FlexNet 
Publisher requirement, your requirement, your end user’s requirement, or a combination of requirements. 


The term license server refers to a set of processes, not the machine on which they run. Licenses controlled by a license 
model requiring a license server are referred to as served licenses and those not requiring a license server, unserved 
licenses. A license server keeps track of the number of licenses being used for counted models, as well as a number of other 
parameters for both counted and uncounted models. 


If your licensing policy or deployment requirements have any of the following characteristics, you must include a license 
server in your implementation.


• License model that requires a license server as noted in Node-Locked Counted Models, Floating Models, and Optional 
License Model Modifiers 


• Requirement by you or your end user to capture debug output, which is useful for the end-user license administrator 
when setting up the system


• Requirement by you or your end user to capture license usage activity for analysis by Flexera products (for example, 
FlexNet Manager). 


• Requirement by your end user to centralize licenses for availability over a network


• Requirement by the end user to enable end-user options.


License rehosting An end user may request license rehosting when they want to move a license without using 
one of the other mobile licensing methods. 


To enable license rehosting, you need to generate a new node-locked license certificate for 
each new machine. The end user is trusted to destroy the previous licenses so that only one 
is in force at any given time. 


Table 6-3 • Supported Mobile Licensing


Licensing Scenario Description
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Publisher Decisions

This chapter presents licensing policy concepts that you need to consider when designing a licensing policy for your 
product.


Summary of Publisher Decisions
Licensing policy decisions fall into two groups—core and license server. The core decisions (described in the following 
section, Core Decisions) define the fundamental behavior of your licensing policy and apply to both served and unserved 
license models. License server decisions, which are described in the section, License Server Decisions, apply only to served 
license models. You need to consider them only if you are implementing a license model that requires a license server.


Consider these decisions after you have decided on the license model. Chapter 6, “License Models,” defines license models 
and guides you through the model-decision process.


Core Decisions
The decisions presented in this section need to be considered regardless of the license model. 


• Determining Licensable Product Configurations


• Hostid Support


• Checkout Failure Behavior


• Check-in Considerations


• Optional Diagnostic Handling
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Determining Licensable Product Configurations
You can license the entire product or just specific features. By designing a creative licensing policy, the same product 
binary can have several configuration levels such as lite, standard, and pro configurations of the product. Defining various 
product configurations, or features, is done at the source-code level within the FlexEnabled product using calls to the 
FlexNet Publisher client library. FlexNet Licensing does not otherwise understand features within an executable.


Additionally, individual products can be grouped together and licensed as a package, or as a package suite. Packages and 
package suites are defined in the license certificate rather than in the product. This enables you to change the components 
of a package until just prior to shipping the license or at any time in the future.


Hostid Support
A hostid is a means used to uniquely identify a specific system. There are two different contexts in which a hostid is used:


• FlexNet license—The license is bound (locked) to a hostid and is used to define which end-user hosts are licensed to 
run your product. 


• FlexNet license server—One or more hostids are used to define which machines are authorized to run a license server 
that serves licenses to hosts on which the product will run.


Each platform supports one or more methods of determining its hostid. You need to know which system architectures are 
supported by your FlexEnabled product and decide which hostid scheme you want to support. 


Table 7-1 provides an overview of the trade-offs associated with different hostid approaches.


Table 7-1 • Hostid Approaches


Approach Pro Con


Ethernet (MAC) address Reasonably secure Not available on all platforms


Disk volume serial 
number


Always present Insecure


Dongle • Secure


• Mobile


Customers dislike and carries an additional 
cost


Vendor-defined Ultimate in flexibility Programming required


IP address Allows end user easy control Insecure


Proprietary notice • Minimum burden to implement


• Can be audited


• Pirating risk


Insecure, especially from those who are 
never audited


Serial number No vendor involvement Only mild deterrent, but may be 
appropriate in certain circumstances
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In addition to system-specific hostids, several special FlexNet Publisher hostids are supported. You need to decide which, if 
any, of these special hostids you will support.


See Hostids in the Programming Reference for License File–Based Licensing: This section provides a complete list of 
supported hostids.


Checkout Failure Behavior
The fundamental operation which allows a given feature to execute within the FlexEnabled product is to check out a 
license for the desired feature. This operation either succeeds or fails. 


Table 7-2 • FlexNet Publisher Special Hostids


Hostid Description


ANY Does not bind the license or license server to any system. 


• In the context of a license, allows all systems use of the license. 


• In the context of a license server, allows all systems to run a license server.


COMPOSITE Locks the software to a hashed12-character hexadecimal value formed by combining the 
values of one or more simple hostids types, as defined by you.


Note • We do not support Dongles in composite_hostid.


DEMO Similar to ANY, but for use with unserved license models only. It cannot be used in the context 
of a license server.


DISPLAY Binds the license to a specific display. 


• On UNIX this is /dev/ttyxx or the X-Display name. 


• On Windows, it is the system name or, in the case of a terminal server environment, the 
terminal server client name.


HOSTNAME Binds the license to a system with a specific host name. Allows only users on that host access 
to the FlexEnabled product.


USER Binds the license to a specific user name. Allows only that user access to the FlexEnabled 
product.
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The behavior for a successful checkout operation should be well defined within your policy. However, your policy also 
needs to define the FlexEnabled product behavior in the event of a failed checkout. FlexNet Publisher provides several 
ways to handle a failed checkout.


FlexNet Publisher also provides a way to determine the reason for checkout failure. This enables you to handle each 
checkout failure differently, depending on its reason.


Check-in Considerations
When a FlexEnabled product exits, all licenses are, by default, automatically checked back in to the license pool. Licenses 
can be checked in asynchronously from the product exiting. You can control the point at which a license is checked back in 
to the license pool.


Additional check-in considerations as they relate specifically to served licenses are discussed in Check-in Considerations 
for Served Licenses.


Optional Diagnostic Handling
FlexNet Publisher provides an optional mechanism for displaying diagnostic messages to the end user. The messages 
come in two formats: long and short. When you implement FlexNet Publisher licensing in your product, you configure the 
diagnostic format. For Windows products, diagnostics can optionally be displayed in an error dialog box.


Both formats of error messages are extracted from the FlexNet Publisher client libraries into text files to provide for 
localization.


Table 7-3 • Methods Used After Checkout Failure


Method Description


Accept overdraft license usage Even though no additional licenses exist, allow the checkout as an 
overdraft to proceed and decide how you want to handle license 
overusage. Setting up a mechanism to charge the end user for the 
overdraft is one way to handle the overusage. 


Allow the product to run in a limited 
mode


Cripple the product in some manner that provides very basic features or is 
time limited.


Wait for a license to become available In this case, the product will pend, waiting for a license to be checked in to 
the license pool.


Deny service: do not allow the product 
to run at all


The FlexEnabled product exits and control is returned back to the end user.


Allow the product to run In this scenario, the FlexEnabled product operates as if the checkout 
succeeded.
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License Server Decisions
Read this section if your license model requires a license server (see “Determining the Need for a License Server,” in 
Chapter 6, “License Models.”) The following decisions apply to a served license model:


• Maintaining Consistency with the License Server


• License Sharing


• Check-in Considerations for Served Licenses


• License Server Redundancy


• Support for Server Virtualization


Maintaining Consistency with the License Server
A license server comprises a license server manager and a vendor daemon. The license server manager handles the initial 
contact with the FlexEnabled product, passing the connection on to the appropriate vendor daemon. It also starts and 
restarts the vendor daemon. The purpose of the license server manager is to:


• Start and maintain all the vendor daemons listed in the VENDOR lines of the license file.


• Refer product checkout (or other) requests to the correct vendor daemon.


There are decisions to be made which define the connection strategy between the vendor daemon and the FlexEnabled 
product. These decisions are implemented in a customized vendor daemon, the FlexEnabled product, or both. Each 
FlexEnabled product must establish at least one connection to a license server. This connection is managed by a job 
handle. 


In a FlexNet license server environment, licenses are granted by vendor daemons. There is one vendor daemon for each 
software publisher who has a FlexEnabled product on the network. 


Each vendor daemon keeps track of how many of its licenses are checked out, and who in the enterprise has those licenses. 
If a vendor daemon terminates for any reason, all users who are currently using licenses tracked by that vendor daemon 
lose their licenses (though this does not mean the product suddenly stops running). Users normally regain their licenses 
automatically when the license server manager restarts the vendor daemon, though the application may exit if the vendor 
daemon remains unavailable.


Connection/Reconnection Strategy
Upon daemon failure, the FlexEnabled product can:


• Retry the connection for a specified number of times.


• Retry forever to connect.


• Perform pre-reconnection processing.


• Perform post-reconnection processing.


• Perform post processing upon reconnection failure.


After a pre-set timeout interval, the vendor daemon reclaims inactive licenses.
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Heartbeat Implementation Strategy
The FlexNet license server uses TCP/IP to communicate to the FlexEnabled product; it can detect when a client connection 
is gone and frees the FlexEnabled product’s licenses automatically. However, a product needs to communicate regularly 
with the license server to detect that the server is still running. This communication is carried out using heartbeats, which 
are periodic messages initiated by the FlexEnabled application and acknowledged by the license server. 


If the license server is shut down and restarted, the heartbeat automatically checks out the complement of licenses that is 
currently being used by the product. If your product does not send heartbeats to the license server, the product does not 
know that the license server has been shut down and restarted. 


The FlexEnabled product does not detect that the license server is down until the time it takes two heartbeats to be 
exchanged has passed, because the heartbeat acknowledgment checked for by heartbeats is actually the acknowledgment 
of the previous heartbeat. If you shut down a license server, the next heartbeat succeeds, because the acknowledgment 
processed is of the previous heartbeat. If a heartbeat is not acknowledged by the license server, the product can decide 
what action to take—continue, warn, or terminate.


Deciding how the heartbeats occur and what action takes place when the license server is not running is an important part 
of incorporating FlexNet Licensing into a product. 


Automatic Heartbeats
By default, regular or automatic heartbeats are automatically initiated when a license is checked out. Heartbeats are 
exchanged with the license server at a default interval of two minutes.


Automatic heartbeats are recommended and are implemented as a separate thread in the FlexEnabled product.


Manual Heartbeats
For various reasons, you may choose to implement manual heartbeats instead of automatic ones. Some considerations for 
implementing the manual heartbeats include:


• The product cannot be multithreaded. 


• The product can be interrupted only at specific times. A product may have critical sections of code that cannot be 
interrupted. Manual heartbeats provide a way for the product to control when the heartbeat thread executes thereby 
not perturbing the critical sections.


See the Programming Reference for License File–Based Licensing for more details on heartbeats and their manual 
implementation.


License Sharing
License requests can be grouped so that multiple requests from the same entity use only one license. Subsequent feature 
checkouts are absorbed into the first checkout. This is referred to as duplicate grouping. 


Duplicate requests are determined on the basis of user name, host name, display name, a combination of the three, or can 
be publisher defined. One way to implement site licensing is to specify DUP_GROUP=SITE for a feature. 


Duplicate grouping requires a counted license model and a license server.
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Check-in Considerations for Served Licenses
In addition to the Check-in Considerations, the following considerations apply to served licenses:


• Control whether the TCP/IP connection to the license server manager stays open after all licenses are checked in.


• Manage the check-ins from the vendor daemon by defining check-in callback and filtering routines.


License Server Redundancy
FlexNet Publisher supports two methods of redundancy: 


• Using a license search path in the LM_LICENSE_FILE environment variable.


• Using a set of three redundant license servers.


With LM_LICENSE_FILE list redundancy, each one of a group of license servers serves a subset of the total licenses. The end 
user sets LM_LICENSE_FILE to a list of license files, where each license file refers to one of the license servers. The 
application then tries each server in the list, in order, until it succeeds or gets to the end of the list.


With three-server redundancy, if any two of the three license servers are up and running (two out of three license servers is 
referred to as a quorum), the system is functional and serves its total complement of licenses.


Internal organization of license jobs within the FlexEnabled product affects the way the end user sets up license servers 
and the license files on those servers. For served licenses, all features checked out by a given license job need to be served 
by the same license server. This affects the usefulness of license search paths. You need to decide the organization of 
license jobs within the product.


Support for Server Virtualization
Server Virtualization technology, which allows datacenter hardware resources to be used more efficiently, is rapidly 
gaining popularity. Companies such as VMware, Microsoft, and Citrix provide Virtualization solutions. FlexNet Publisher 
supports the Virtualization of license servers.


Support for Cloud-Computing Models
FlexNet Publisher provides licensing solutions for the Amazon EC2 cloud-computing environment. These solutions, based 
on typical licensing use cases in a cloud environment, provide binding elements for both license clients and license servers. 
For more information, see the Programming Reference for License File-Based Licensing. 
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License Security Systems

There are several aspects of licensing security to consider. This chapter presents the issues and strategies. For 
implementation details, see the Programming Reference for License File–Based Licensing.


Overview
Licensing security means securely enforcing the licensing policy between you and your end user. End users can be grouped 
into two general categories: honest and dishonest. A useful security implementation ensures the honest end user does not, 
unknowingly, use extra licenses and the dishonest user can not easily disable your licensing.


FlexNet Publisher provides product licensing security in much the same way as a lock provides security to a door. A license 
key (to the lock) is needed to unlock the product (lock). The lock does not completely secure the door; it discourages 
thieves, but the door can be forced open.


Limiting Exposure
Generally speaking, additional security comes at the cost of inconvenience (or additional financial cost with dongles). 
FlexNet Publisher does not require that all end users lock their product the same way. You can decide to use low-security 
measures in certain countries or for selected important end users, while using more secure methods elsewhere. 


FlexNet Publisher’s Policy in the License technology enables you to use different security mechanisms for different market 
segments, while not requiring the development and support of multiple versions of your product. Thus, you control your 
exposure to security risks as appropriate.


From a practical point of view, most people with the intent of pirating your product will never pay you any money for it. 
Guarding against unintentional overuse and providing moderate licensing barriers have the most impact against software 
pirating. Trying to make the product secure from the dedicated cracker (who will never be a paying customer) can 
discourage the honest, but severely inconvenienced, end user from buying your product.
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Server-Side Exposure
Introduce safeguards in your licensing policy to protect the license server from being hacked or replaced with an impostor. 
In the request/grant process, the FlexEnabled product depends on certain responses from the license server. A hacked or 
imposter license server could falsely provide favorable responses that grants unlimited licenses to your product.


Product-Side Exposure
• Implement safeguards to detect imposter license servers. 


• Prevent strings used for feature names and other components of your license certificate from appearing as clear text 
within the product binary.


• Monitor the license server status using heartbeats. Ensure that the license server is not being stopped and restarted in 
an attempt to get extra licenses. 


• Prominently display end-user identifying information when product starts up.


License Signature Encryption Method
FlexNet Publisher offers two signature encryption methods:


• Public/private key digital signature (known as Tamper-Resistant Licenses or TRL)


• Industry-recognized asymmetric, public/private key digital signature


• ECDSA algorithm


• Three different signature lengths


• Mathematically based public key


• Proprietary digital signature


• A proprietary, symmetric, digital signature method


• 48-bit long signatures


See the Programming Reference for License File–Based Licensing for implementation details on either method.


Expiring Licenses
You can issue a license certificate which either expires on a certain date or is permanent. Some scenarios where an expiring 
license certificate is prudent include:


• Demo licenses that are not tied to a specific host (HOSTID=DEMO or HOSTID=ANY). Because demo licenses do not lock 
your product to a specific host, specifying an expiration date is a way for you to control the entitlement.


• A license certificate used in potentially high-security-risk environments where you want tighter control on 
entitlement.


• Opportunities to manage revenue. Issue an expiring license certificate so that revenue can be recognized each time 
the certificate is renewed.
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Expiring license maintenance and overhead is higher than with permanent licenses. The security risk for expiring licenses is 
low; however, security can be compromised by system date tampering. 


Date Tampering
FlexNet Publisher performs security checks to prevent users from setting system dates back. In addition, Table 8-1 
describes measures you can take to make date setback less attractive:


HOSTID Choices
Using special hostid types, ANY and DEMO, in your licenses creates potential security risks. These hostid types specify the 
universal host, and as such, do not lock your product to a specific system, thus, allowing your product to run anywhere.


For a detailed description of how to choose a hostid type see Chapter 7, “Hostid Support,” which discusses the decisions 
you need to make with regard to choosing a hostid type. Table 7-1 compares different hostid types and their relative levels 
of security. 


The advent of virtualization technology poses special security challenges. A license server that has been bound to a virtual 
hostid could easily be transferred to other physical hosts by simply copying the virtual machine in which it is running. 
FlexNet Publisher offers protection against this kind of license leakage, by allowing you to enforce virtualization policy 
regarding license servers.


Additionally, FlexNet Publisher now offers several ways to bind license clients and servers in various cloud-computing 
models. For more information about licensing in virtualized and cloud-computing environments, consult the License 
Administration Guide.


Building the Product: Dynamic vs. Static Linking
Use a statically linked model whenever possible for linking the FlexNet Publisher client library into your product. 
Dynamically linking the Licensing toolkit client library is insecure for the following reasons:


• It leaves the product vulnerable to being spoofed. The Licensing toolkit DLL could be replaced with an imposter.


Table 8-1 • Security Measures to Protect Against Date Tampering


Security Measure Description


Prominently display 
expiration date


Display the expiration date of the license in a prominent place so that the date-
setback detection is more public.


Provide an insistent reminder If it is an expiring evaluation version, periodically do something annoying— perhaps a 
popup that appears every few minutes that encourages the user to purchase the 
product.


Disable some functionality An example is a word-processing program that alters saved files so that, when 
printed, the word “EVALUATION” is printed in large letters across every page. This 
allows evaluators full functionality, without reasonable utility.
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• A “hacker” product can listen to messages transmitted between the product and the DLL, thereby gaining intelligence 
about the licensing policy. 


To minimize the risk of a dynamically linked model being hacked, make your own DLL that implements Licensing toolkit 
client wrapper functions. Your product then calls your wrapper functions instead of the Licensing toolkit client functions. 
This technique provides another layer of security; the hacker would have to compromise your proprietary layer. 


See Development Environment Guide for more information on dynamically linking your product.


Tracking End-User Usage
A FlexNet license server can produce report logs, which are files containing feature usage information. Report log file data 
can be used for billing, auditing, and market intelligence. Usage data in report log files is encrypted and, as such, provides 
a relatively secure method of tracking end-user usage. 


Contact Flexera for information about products that process the report logs.


Usage Data Limitations
The report log file, while ASCII (so it can be easily emailed), is not human readable. Vulnerabilities that must be considered 
include:


• The end user may simply lose a report log file (either by accident or on purpose). 


• Periods of usage data can be lost without detecting a file modification, although the fact that a time period is missing 
can be detected. 


Consider implementing a policy for missing reporting periods. One example policy is: “More than x hours per month of 
missing license usage entries terminates the licensing contract.” A similar policy is needed for files that have been altered.
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License Fulfillment

In addition to your licensing policy, you need to decide on methods for license fulfillment and installation at the end-user 
site.


License Fulfillment
License fulfillment is the process of distributing a license certificate to an end user. There are several ways to accomplish 
this:


• Over the Internet, also known as automated fulfillment


• Using email to deliver the license certificate


• Other methods such as delivering the license certificate as a hard-copy document or verbally relaying the certificate 
information


The following sections describe these methods. You need to develop a license fulfillment strategy that is compatible with 
your business model.


Back-office management products, such as Flexera’s FlexNet Operations, provide you with the capability to support a wide 
range of functionality within your licensing policy and to manage all the information pertaining to customers and their 
licenses. FlexNet Operations facilitates the distribution of the license certificate by various means.


Automated Fulfillment
One of the most effective ways for you to distribute and for end users to receive a license certificate is over the Internet. 
Your end users can gain access to licenses 24 hours a day, seven days a week. Some aspects of automated fulfillment 
include:


• Fulfill orders by dynamically building electronic licenses as end-user orders are received. These orders may come 
through online ordering systems, through manual order entry, or with registration cards. 


• Translate product part numbers into electronic licenses based upon product definitions and descriptions of licenses. 
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• Manage the phased delivery of licenses so volume orders can be distributed and tracked as the end user takes delivery 
of licenses. 


• Manage an accurate database of the licenses that have been distributed to specific customers. 


Email
The license certificate can be delivered via an email message, either as an attachment or in the body of the message. 
FlexNet Publisher automatically ignores email headers and extraneous text when processing the certificate, making it 
convenient to save the entire email message without having to strip out just the license certificate.


Other Methods
It may be necessary to deliver the certificate by other methods, either because electronic means are not available to your 
end user or as a backup to your primary electronic means. Other methods include, but are not limited to:


• Mailing or faxing a hard copy of the license certificate


• Verbally relaying the license certificate information


Strategy for Delivering Rights Over Time
The initial license certificate distributed to the end user can subsequently be augmented in order to keep pace with 
changing requirements and usage patterns. With FlexNet Publisher’s Policy in the License technology, there is usually no 
need to reissue the product binary.


For in-depth information on the following types of certificates, see the Programming Reference for License File–Based 
Licensing.


Upgrading
The license certificate provides entitlement for any license version of the product, up to and including the version specified 
in the certificate. A new UPGRADE certificate can be issued that enables entitlement to a later version of your product. Then, 
your end user is all set for migrating to the newer version of the product at any convenient time.


Incrementing
The number of licenses specified in an existing license certificate can be increased. A new INCREMENT certificate can be 
issued that supplies the end user with additional licenses.


Superseding
You can discontinue use of an older product by distributing a new SUPERSEDE certificate for the new product. A SUPERSEDE 
license certificate disables the old product licenses and, at the same time, provides licenses for the new product.
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Support Entitlement
Your electronic license certificate, issued at the time of the product transaction, can include a vendor-defined support-
through date. You can enable your customers to automatically download updates and upgrade their product through the 
initial support-through date. When they renew support, issue a new electronic license certificate, with a one-year (or 30-
day or whatever your policy may be) extension to the support-through date.


Transferring Rights - License Rehosting
It is common for an end user to want a valid license certificate reissued in order to lock the product, license server, or both 
(as applicable to the license model) to a different machine. This process is called license rehosting.


There is no mechanism in FlexNet Publisher to prevent the original license from working after the license has been 
rehosted. In the license agreement with your end user, it is recommended that you specify constraints related to license 
rehosting. Consider the following:


• Issue annually expiring licenses to help minimize the impact of additional use from undiscarded license files. 


• Limit the number of free hostid changes you make for an end user.


• Charge a fee for rehosting.


• Require a hardcopy from the end user’s site of the rehosting request approved by a corporate financial officer. This 
way, the request gains visibility within the end-user organization and may dissuade “convenience” rehosting 
requests.


Evaluation Licensing Strategy
There are many popular methods of handling evaluation licensing; this section discusses the most common. All evaluation-
licensing models employ HOSTID=DEMO in the license certificate, enabling the product to run on any host without the need 
of a license server. FlexNet Licensing’s evaluation license models allow you to conveniently distribute your product for 
evaluation and, at the same time, control entitlement, because:


• No license server is required.


• License installation is easy.


• License files are easy to distribute, since no end-user information is required.


Limited-Time Demos
With this model, a fully functional version of your product is available, but for a limited time. The policy is contained 
completely within the license certificate. 


Advantage


No special coding is required in the product.


Disadvantage


Vulnerable to system date tampering, which can give unauthorized usage beyond the preset demo period. 
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Limited Functionality Demos
Provide your product with limited functionality or with full functionality that is crippled in some way. Provide a license 
certificate with HOSTID=DEMO. Then, instrument your product to execute with the limited functionality when it detects this 
hostid. 


Advantage


Risk is low for unauthorized usage, provided the limited function implementation is obfuscated against hacking.


Disadvantage


Special coding is required in the product.
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Licensing Case Study

This chapter presents a case study based on products and business strategies from a fictitious corporation, Widget Design 
Company. It assumes a basic familiarity with the material presented in previous chapters.


Background
Widget Design Company has discovered a growing problem with uncontrolled use of their flagship product, Widget Design 
Engine. There is “honest” overusage, as well as unauthorized usage. Additionally, each product configuration is currently 
delivered as a separate binary on its own CD.


Widget Design Company recognizes that they are losing potential revenue and may be spending more than is necessary on 
CD production. To maximize their income, Widget Design Company decides to:


• Use software licensing to better control and track product usage.


• Cut production and inventory costs by delivering all product configurations as a single binary on one CD.


Defining the License Policy
This software publisher decides to incorporate FlexNet Publisher license management into their software. FlexNet 
Publisher provides them with the usage control they need and enables them to provide finer granularity of product 
configurations using a single binary. An additional saving is a reduction in CD manufacturing costs.


After completing a FlexNet Publisher evaluation, Widget Design defines the following licensing policy objectives:


• Feature-based licensing


• Delivery of a single binary for all implementations


• Evaluation, node-locked, and floating license models as appropriate


• Time-limited licenses


• Free distribution of an evaluation version, with limited functionality and time-limited use


Until the software publisher has gained experience in using software licensing, they will not support the following:
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• Mobile licensing or lingering


• Redundant servers


• Packages or package suites


Product Configurations
The Widget Design Engine product consists of a design engine that works with a proprietary data format, an editor, an 
advanced editor, and features to import and export data between proprietary and standard formats. They plan to offer 
three product configurations—an evaluation version, a standard version, and an advanced version. Table 10-1 summarizes 
the product features and their mappings to the different product configurations.


Licensing Configurations
Because Widget Design Company plans to distribute the same binary for all product configurations, it must determine how 
to configure the product versions using FlexNet Publisher. There are three licensing configurations for this product; these 
correspond to the three product configurations.


Table 10-1 • Widget Design Engine Feature Matrix


Product Feature


Product Configurations


Evaluation Standard Advanced


Widget Design Engine


Editor


Advanced Editor


Import Capability


Export Capability


Table 10-2 • Licensing Configurations


Licensing Configuration Description


Evaluation Available for any machine for a one-month time period. The evaluation license 
configuration provides a limited set of features for the end user to evaluate the design 
capabilities of the product. 


The evaluation license provides for no export capability, which is an important piece 
of product functionality. The limited functionality, combined with the time-limited 
evaluation period, is intended to encourage evaluation customers to purchase fully 
functional standard or advanced versions of the product.
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License Policy Definition
Based on Widget Design’s business model and product structure, their policy design committee formulates the licensing 
policy. Their decisions are presented in the following sections.


Basic License Model
This publisher has identified two distinct end-user profiles and plans to incorporate this knowledge into their sales model. 
Thus, they have decided to support both node-locked, uncounted and floating models. See Basic License Models in 
Chapter 6, “License Models,” for more information.


License Model Modifiers
Widget Design will use the following license model modifiers in their implementation.


Required Modifiers


• Start Date—An explicit start date is specified in the license certificate to support their subscriptions.


• Expiration Date—An explicit expiration date is specified in the license certificate to support their subscriptions and to 
limit the availability of evaluation versions.


• Version—An independent license version scheme, apart from the product version, is implemented.


See the section Required License Model Modifiers in Chapter 6, “License Models.”


Optional Modifiers


• A vendor-defined string is used to specify the end-user organization name. 


• Supersede functionality is used to support upgrading from the Widget Design Engine Standard configuration to 
Widget Design Engine Advanced.


See the section Optional License Model Modifiers in Chapter 6, “License Models.”


License Server Requirement
Widget Design plans to include a floating license model in their licensing policy offering. Additionally, there could be a 
future need to track license usage activity. For these objectives, a license server is required.


Standard Available for node-locked or floating usage. This licenses a fully functional product 
that includes the standard editor and allows both import and export.


Advanced Available for node-locked or floating usage. This licenses a fully functional product 
that includes the advanced editor and allows both import and export.


Table 10-2 • Licensing Configurations


Licensing Configuration Description
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See the section Determining the Need for a License Server in Chapter 6, “License Models.”


Publisher Decisions
When implementing FlexNet Publisher licensing, the software publisher needs to make several decisions regarding 
product configurations, hostids, check-in and checkout behavior, and the license server.


Licensable Product Configurations
Table 10-1 defines the product configurations and corresponding configuration feature names. Because Widget Design 
Company wants to distribute the same binary for all product offerings, the product configurations are defined in the 
license certificates for each product configuration.


Hostid Support
The Ethernet address is the architecture hostid type of choice for each of the three supported platforms: Windows, Solaris, 
and Linux. In addition, the special hostid type, DEMO, is supported for the evaluation configuration. See Hostid Support in 
Chapter 7, “Publisher Decisions,” for more information.


Checkout Failure Behavior
For checkout failures with the standard or advanced product configurations, Widget Design is allowing the product to run, 
but only at the evaluation level, which means that export functionality is disabled. Additionally a message, indicating the 
checkout failure, is displayed to the user. 


Table 10-3 • Widget Design Engine Product Configurations


Product Configuration Feature Names Included in the License Certificate


Evaluation • designEngine


• editor


• import


Standard • designEngine


• editor


• import


• export


Advanced • designEngine


• editorAdvanced


• import


• export
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Checkout failures with the evaluation configuration indicate that the license has expired, so usage is denied. A warning 
message is displayed to the user with information about upgrading to a full version. See Checkout Failure Behavior in 
Chapter 7, “Publisher Decisions,” for more information.


Checkin Considerations
All licenses remain checked out for the duration of product execution. In a floating license model, the licenses are checked 
in and returned to the general pool upon product exit. There are no vendor daemon callback or filtering routines—all 
check-ins are handled in a simple manner.


See Check-in Considerations and Check-in Considerations for Served Licenses in Chapter 7, “Publisher Decisions,” for more 
information.


License Server Consistency
Widget Design has decided to use the default license server reconnection and heartbeat strategies:


• The default operation of the FlexEnabled product when the connection to the license server is lost is to try five times 
to reconnect and then exit the product.


• Regular heartbeats are automatically initiated when a license is checked out. Heartbeats are exchanged with the 
license server at a default interval of two minutes.


See Maintaining Consistency with the License Server in Chapter 7, “Publisher Decisions,” for more information.


Support for Virtual Machines
Widget Design has opted to allow running of their FlexEnabled product, as well as the license server, on a virtual machine 
platform. This decision was based on the usage patterns of the product and the trusted geographies in which their product 
is deployed.


Licensing Security
A major objective for Widget Design is to gain control over unauthorized product usage and thereby increase revenues. 
They feel that FlexNet Publisher license management gives them most of the security they need against piracy. Considering 
their marketplace and usage patterns, they are employing additional security measures:


• Using Tamper-Resistant Licenses (TRL) signature encryption.


• Prominently displaying information that identifies the end-user organization when the product starts.


• Issuing expiring licenses, which effectively implements product subscriptions that are renewed on a regular basis.


• For the Windows platform, implementing a static-linked product build model.


• Using the special hostid type, DEMO, with the evaluation product configuration.


See Chapter 8, “License Security Systems,” for more information about licensing security.
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License Fulfillment
Widget Design supports license certificate fulfillment over email and—using the FlexNet Operations Automated Fulfillment 
option—over the Internet. See License Fulfillment in Chapter 9, “License Fulfillment,” for more information.


Usage Rights over Time
Entitlement is controlled using the expiration date in the license certificate and the license version in the product. End 
users are allowed to download new product versions and corresponding license certificates within their subscription 
period. 


See Strategy for Delivering Rights Over Time in Chapter 9, “License Fulfillment,” for more information.


License Rehosting
License rehosting is supported through Widget Designs Help Desk. See Transferring Rights - License Rehosting in Chapter 9, 
“License Fulfillment,” for more information.


Evaluation Licensing Strategy
The licenses for the evaluation product configuration are both time and functionally limited. Providing time-limited license 
certificates increases the chance that the end user will stay in contact with Widget Design and eventually purchase a fully 
functional product. 


See Evaluation Licensing Strategy in Chapter 9, “License Fulfillment,” for more information. 


License File Location
The product specifies the location where it expects to find the license certificate. For ease of coexisting with other 
publishers’ FlexEnabled products, the end user can override this by setting the LM_LICENSE_FILE environment variable.


Sample License Certificates
Taking into consideration all of the license model decisions Widget Design has made, this section presents sample license 
certificates for each of their license models.


Evaluation Product Configuration Certificate
The following license certificate is for the evaluation configuration of Widget Design Engine:


INCREMENT designEngine widget 2.0 dd-mmm-yyyy uncounted START=dd-mmm-yyyy \


HOSTID=hhhhhh VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT editor widget 2.0 dd-mmm-yyyy uncounted START=dd-mmm-yyyy \


HOSTID=hhhhhh VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT import widget 2.0 dd-mmm-yyyy uncounted START=dd-mmm-yyyy \


HOSTID=hhhhhh VENDOR_STRING=“For the use of customer_name” SIGN=signature
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The following table describes the items in the evaluation license certificate, for the first feature licensed in the certificate. 
Recall from the section Licensable Product Configurations, that the evaluation configuration includes the designEngine, 
editor, and import features.


Because the evaluation license certificate is uncounted, it does not require a license server. The license certificate is 
installed on the client when the evaluation version of the Widget Design product is installed.


Standard Product Configuration Certificates
Floating License


The floating license is counted and requires a license server, which is identified in the SERVER line of the license certificate.


SERVER catalina hhhhhh


VENDOR widget vendor_daemon_path 


INCREMENT designEngine widget 2.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT editor widget 2.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT import widget 2.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


Table 10-4 • Evaluation Product License Certificate Elements


Element Description


INCREMENT The keyword INCREMENT enables the feature whose name immediately follows it. The keyword 
FEATURE may also be used here. The keyword INCREMENT (or FEATURE) and the information that 
defines the feature’s license is sometimes referred to as a feature definition line.


designEngine The name of the feature licensed in this feature definition line.


widget The vendor daemon name.


2.0 Specifies entitlement up to and including version 2.0 of the product feature.


dd-mmm-yyyy Specifies license certificate expiration date. For an evaluation license, this will be one month 
from the start date. 


uncounted Specifies entitlement for unlimited number of licenses.


START=dd-mmm-yyyy Specifies the date on which entitlement for the feature starts. The license is disabled before 
this date. 


HOSTID=hhhhhh Specifies entitlement for the named host.


customer_name Specifies the customer organization identifier. This information is displayed at product 
startup.


signature Specifies the authenticated signature based on all previous fields in the feature definition line. 
Changing any of the values that precede the signature will invalidate the license.
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VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT export widget 2.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


VENDOR_STRING=“For the use of customer_name” SIGN=signature


The following table describes the items in the standard license certificate for a floating license model, for the first feature 
licensed in the certificate. Recall from the section Licensable Product Configurations, that the standard configuration 
includes the designEngine, editor, import, and export features.


Node-locked License


A node-locked license is bound to the host that is identified by the HOSTID value. Because this license is uncounted, it does 
not require a license server. 


INCREMENT designEngine widget 2.0 dd-mmm-yyyy uncounted START=dd-mmm-yyyy \


HOSTID=hhhhhh VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT editor widget 2.0 dd-mmm-yyyy uncounted START=dd-mmm-yyyy \


HOSTID=hhhhhh VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT import widget 2.0 dd-mmm-yyyy uncounted START=dd-mmm-yyyy \


HOSTID=hhhhhh VENDOR_STRING=“For the use of customer_name” SIGN=signature


INCREMENT export widget 2.0 dd-mmm-yyyy uncounted START=dd-mmm-yyyy \


Table 10-5 • Standard Product License Certificate for Floating Licenses


Element Description


catalina hhhhhh Specifies the license server to which the certificate is locked, along with the license server’s 
host ID.


VENDOR widget Specifies the name and location of the widget vendor daemon.


INCREMENT The keyword INCREMENT enables the feature whose name immediately follows it. The keyword 
FEATURE may also be used here. The keyword INCREMENT (or FEATURE) and the information that 
defines the feature’s license is sometimes referred to as a feature definition line.


designEngine The name of the feature licensed in this feature definition line.


widget The vendor daemon name.


2.0 Specifies entitlement up to and including version 2.0 of the product feature.


dd-mmm-yyyy Specifies license certificate expiration date. For a standard license, this will be two years from 
the license start date.


5 Specifies entitlement for five concurrent licenses.


START=dd-mmm-yyyy Specifies the date on which entitlement for the feature starts. The license is disabled before 
this date. 


customer_name Specifies the customer organization identifier. This information is displayed at product 
startup.


signature Specifies the authenticated signature based on all previous fields in the feature definition line. 
Changing any of the values that precede the signature will invalidate the license.
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HOSTID=hhhhhh VENDOR_STRING=“For the use of customer_name” SIGN=signature


The following table describes the items in the standard license certificate for a node-locked license model, for the first 
feature licensed in the certificate. Recall from the section Licensable Product Configurations, that the standard 
configuration includes the designEngine, editor, import, and export features.


License certificates for the Widget Design Advanced product configuration look the same as the license certificates 
provided for the Widget Design Standard product configuration, except that the advanced product configuration 
substitutes the advanced editor (feature name editorAdvanced) for the standard editor (feature name editor).


Updating the License Certificate
An end user may require an updated license certificate—for example, in the case of upgrading to a later version than they 
originally purchased or when upgrading from a standard version of the product to an advanced version with more 
functionality.


Table 10-6 • Standard Product License Certificate for Node-locked Licenses


Element Description


INCREMENT The keyword INCREMENT enables the feature whose name immediately follows it. The keyword 
FEATURE may also be used here. The keyword INCREMENT (or FEATURE) and the information that 
defines the feature’s license is sometimes referred to as a feature definition line.


designEngine The name of the feature licensed in this feature definition line.


widget The vendor daemon name.


2.0 Specifies entitlement up to and including version 2.0 of the product feature.


dd-mmm-yyyy Specifies license certificate expiration date. For a standard license, this will be two years from 
the license start date. 


uncounted Specifies entitlement for unlimited number of licenses.


START=dd-mmm-yyyy Specifies the date on which entitlement for the feature starts. The license is disabled before 
this date. 


HOSTID=hhhhhh Specifies entitlement for the named host.


customer_name Specifies the customer organization identifier. This information is displayed at product 
startup.


signature Specifies the authenticated signature based on all previous fields in the feature definition line. 
Changing any of the values that precede the signature will invalidate the license.
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Chapter 10 Licensing Case Study
Product Deliverables

Upgrading to a New Product Version
When Widget Design upgrades their software from version 2.0 to version 3.0, they issue a new license certificate that 
upgrades the end user’s older certificate. The certificate, a portion of which is shown below, disables the original five 
floating licenses for the standard product configuration and replaces them with five new licenses good for Widget Design 
Standard versions up to and including version 3.0. 


Note that there is an UPGRADE line for every feature that is included with the standard product configuration. 


UPGRADE designEngine widget 2.0 3.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


VENDOR_STRING=“For the use of customer_name” SIGN=signature


UPGRADE editor widget 2.0 3.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


VENDOR_STRING=“For the use of customer_name” SIGN=signature


UPGRADE import widget 2.0 3.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


VENDOR_STRING=“For the use of customer_name” SIGN=signature


UPGRADE export widget 2.0 3.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \


VENDOR_STRING=“For the use of customer_name” SIGN=signature


Upgrading from a Standard to Professional Configuration
An end user may decide to move from the standard configuration to the professional configuration. To support this 
change, Widget Design would issue a superseding license certificate that disables the standard configuration licenses and 
activates the professional configuration, as shown in the following example: 


INCREMENT editorAdvanced widget 2.0 dd-mmm-yyyy 5 START=dd-mmm-yyyy \
VENDOR_STRING=“For the use of customer_name” SUPERSEDE=editor \
SIGN=signature


This license certificate is appended to the original license certificate. Because the only configuration difference between 
the standard and the advanced configuration is the replacement of the standard editor (feature name editor) with the 
advanced editor (feature name editorAdvanced), the new license contains a feature definition line that supersedes the 
feature definition line used for standard versions of the product. 


Product Deliverables
Widget Design ships various components with the FlexEnabled product to the end users, including:


• FlexEnabled application binary for the Widget Design product


• License certificates, depending on the product configurations the end user purchases


• FlexNet Publisher utilities—for Windows platforms, LMTOOLS


• License Administration Guide—either as provided by Flexera or customized


• List of implementation decisions, as appropriate


Additionally, Widget Design ships the following components as required, for served licenses:


• License server manager—lmadmin or lmgrd


• Vendor daemon


• For information on error return values see Flexible API Error Return Values section of the C/C++ Function Reference. 
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Term Meaning


activatable license A license right in trusted storage that can be activated to a FlexEnabled client. See also 
license group. 


activated feature line See feature definition line.


activation In the FlexNet Publisher Licensing Toolkit, this is a process used to load license rights into 
trusted storage. Different activation types include:


• programmatic activation


• manual activation


• short-code activation


• local activation


In FlexNet Operations, this is a process used to generate license rights in either trusted 
storage and in license files.


Activation API Functions available in the FlexNet Publisher Licensing Toolkit libraries that enable you to 
initiate transactions and manage license rights in trusted storage. The Activation API is 
used to develop the functionality in an activation utility.
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activation client The system that works with an activation server to receive license rights. This system can 
be either a license server or a FlexEnabled client. The activation client initiates an 
activation, repair, or return transaction with an activation server, using an activation 
utility. The following transaction types can be initiated by an activation client:


• activation transaction


• return transaction


• repair transaction


activation request A message sent by an activation utility to an activation server that initiates an activation 
transaction. 


activation response A message sent from an activation server to an activation client, in response to an 
activation request. This message defines the license rights.


activation server A system that responds to requests for license rights from an activation client. The 
activation server can be one of the following:


• a license server


• FlexNet Operations


• in a test environment, the Manual Response Generator (responsegen.exe)


An activation server can also perform repair and return transactions. 


activation specification 
record (ASR) 


A signed XML file used with local activation and short-code activation that contains 
information about license rights, configuration settings for the publisher’s trusted storage 
segment, and additional information required by the activation transaction.


activation transaction A sequence of activation request and activation response messages, and related actions 
that result in license rights being loaded into trusted storage.


activation utility A utility that initiates an activation transaction, repair transaction, or return transaction by 
sending a request to an activation server. This utility also processes the response received 
from the activation server. It uses the Activation API to perform these capabilities.


It is written by the software publisher to meet specific business process requirements. This 
application can be either separate from or embedded in the FlexEnabled application. 


anchor A link between the system and the trusted storage that is used to detect whether trusted 
storage has been tampered with, deleted, or restored. Anchors are also used to ensure that 
information in trusted storage about trial licenses persists beyond the expiration date. 


ASR file See activation specification record (ASR).


binding A capability used with trusted storage where one or more properties of a system, 
combined together into a unique identifier, are used to ensure that license rights held in 
trusted storage are not copied to another system.


Term Meaning
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borrowing A capability available in FlexEnabled applications that enables a user to temporarily obtain 
a license in such a way that the license can be used locally for a limited period of time while 
the user is disconnected from the local network.


bulk entitlement An entitlement created for an order of multiple copies of a single product or suite. Bulk 
entitlements are used for sales through reseller channels. 


checkin The transaction that a FlexEnabled application performs to return a license after it has 
been checked out. This operation is not the same as an activation transaction. FlexEnabled 
applications must perform a checkout and checkin transaction to use a license. 


checkout The transaction that a FlexEnabled application performs to request a license. This 
transaction is different than activating a license. FlexEnabled applications must perform a 
checkout and checkin transaction to use a license. 


client system A general term used to define any system that interacts with a server in a client-server 
relationship. When using the FlexNet Publisher Licensing Toolkit there are two types of 
clients: 


• activation client


• FlexEnabled client


composite transaction Available in FlexNet Publisher 11.8, composite transactions allow multiple actions to be 
combined into a single transaction with FlexNet Operations. Also called multi-action or V2 
transactions. From FlexNet Publisher 11.14.0, composite transactions are also supported 
for all license servers.


concurrent license A license that can be shared among users by allowing each user to check out and then 
return the license. These licenses are served to FlexEnabled applications from a license 
server. If all licenses are being used, an additional user cannot run the FlexEnabled 
application until one of the other users check in their license. When one user finishes using 
the license, another user can begin using it. Also called floating license or served license 
rights.


config response A response to any request from an activation client that contains information about how 
the publisher’s trusted storage segment must be configured (called the trusted storage 
segment configuration). This response is processed by the activation utility and results in a 
segment of trusted storage being created or re-configured for that publisher.


consumer An individual or small business who purchases a license for their individual use. Compare 
with enterprise.


counted A type of license right or license model that defines a multiple quantity of licenses and 
allows concurrent use of the licenses. This term is taken from the fact that the license 
server counts the number of licenses that are being used. 


debug log file A file used by the license server to record status and error messages that are useful for 
debugging the license server. Each license server can have one or more of these files.


Term Meaning
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demo license See trial license.


duplicate grouping A capability in the FlexNet Publisher Licensing Toolkit used to uniquely identify a single 
client (or client checkout request) for the purpose of counting the number of licenses that 
are used. Duplicate grouping defines a set of rules under which multiple checkout requests 
can share the same license(s).


embedded activation See local activation.


encryption seed A set of values defined by a software publisher that are used when creating a publisher-
specific vendor daemon. 


end-user A person who uses a FlexEnabled application. This role is not the same as a license 
administrator.


end-user system See client system. 


end-user license 
administrator


See license administrator.


enterprise An organization that purchases licenses on behalf of a number of individual users. 
Compare with consumer.


entitlement A representation of the license model and product that a customer has bought. It is a 
definition only. The customer will need to fulfill the entitlement so that the license rights 
can be populated to license files or trusted storage. 


In FlexNet Operations, there are two types of entitlements:


• bulk entitlement


• simple entitlement


Each entitlement is uniquely identified by an entitlement ID.


entitlement ID In the FlexNet Publisher Licensing Toolkit, an attribute in trusted storage that stores a 
value used to identify the customer’s entitlement.


In FlexNet Operations, a value that uniquely identifies the entitlement.


expiring license License rights granted to a customer for a limited duration. When the license rights have 
expired, the licenses can no longer be checked out.


Term Meaning
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feature In the context of a software application, this is a single unit of capability. In the FlexNet 
Publisher Licensing Toolkit, this is an identifier used to associate a license model to a unit 
of capability in a software application. 


The software publisher defines which features in their software application map to a single 
feature in the FlexNet Publisher Licensing Toolkit. For example, a feature in the FlexNet 
Publisher Licensing Toolkit could represent any of the following:


• The entire software application.


• A subset of menu items.


• A specific set of data available from the software application.


• A process in the software application.


The software publisher also defines the license model for each FlexNet Publisher Licensing 
Toolkit feature. This gives software publishers the ability to define a different license 
model for each feature in the software application. 


feature bundle A collection of features in FlexNet Operations. It exists primarily to enable modularity and 
re-use. 


feature definition line An entry in a license file or fulfillment record that describes a feature. Each line begins with 
the keyword FEATURE, INCREMENT, or UPGRADE. In license files, feature definition lines 
are used with SERVER and VENDOR lines to define the license model. In trusted storage, 
feature definition lines are used with the fulfillment record properties to define the license 
model.


feature line See feature definition line.


file-based activation See manual activation.


FlexEnabled application A software application that uses the FlexNet Publisher Licensing Toolkit to implement its 
license models.


FlexEnabled client A client system where a FlexEnabled application is installed. 


Flexible API Functions available in the FlexNet Publisher Licensing Toolkit libraries that allow 
FlexEnabled clients to access license rights.


FlexNet Agent A utility that runs on a license server and allows communication between the license server 
and other FlexNet products.


FlexNet Manager This is a license server management and license management decision support solution in 
the FlexNet product family that allows companies to centrally manage license servers and 
license usage across the enterprise.


FlexNet Operations A product in the FlexNet family of products that manages entitlements and generates 
license rights.


Term Meaning

FlexNet Publisher 2020 R2 (11.17.0) Getting Started with License File–Based Licensing FNP-11170-GSTS00 Company Confidential 89







Glossary

floating license A license that can be shared among users and is served to FlexEnabled applications from a 
license server. When a user finishes using the license, another user can begin using it. Also 
called concurrent license or served license rights.


fulfill The action of getting license rights.


fulfillment record In the FlexNet Publisher Licensing Toolkit, a data structure specific to trusted storage that 
defines license rights. 


heartbeat A type of message sent periodically between two systems (for example, a FlexEnabled 
application and a license server) to identify whether each is running and able to 
communicate with the other. 


hop count In the FlexNet Publisher Licensing Toolkit, the number of times that license rights in a 
single fulfillment record have been transferred from one license server to another.


hostid In the FlexNet Publisher Licensing Toolkit, the value of a specific system attribute that 
uniquely identifies the host. For example, if IP address is a hostid type, then the hostid 
might be 129.87.33.101. Hostids are used in node-locked license.


hostid type A type of attribute that is available to uniquely identify a system. For example, disk serial 
number, IP address, or MAC address.


hybrid license In the FlexNet Publisher Licensing Toolkit, a type of license right in the license group on 
trusted storage that can function as either a concurrent license or as an activatable license.


internet activation See programmatic activation.


keyboard activation See short-code activation.


license administrator A person in an enterprise who is responsible for installing the FlexEnabled application and 
administering the licenses and license servers.


license file A text file, usually with the .lic extension, that contains license certificates from one or 
more publishers.


license-file list See license search path.


license generator A general term used to describe any mechanism a software publisher uses to generate 
license rights for their customers. The following FlexNet capabilities and products can 
function as a license generator:


• FlexNet Operations: generates license rights for trusted storage and license files. 


• lmcrypt: generates license rights for license files. 


Term Meaning
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license group A mechanism used to describe licenses rights held in server-side trusted storage. These 
groups are not used with license rights held in license files.


• activatable—A license right in trusted storage that can be activated to a FlexEnabled 
client.


• concurrent—license rights in this group can be shared among users by having a 
FlexEnabled client to check out, and then return the license. 


• hybrid—these license rights have the same characteristics as both the activatable 
license group and concurrent license group. They can be activated to client-side 
trusted storage on a FlexEnabled client or checked out by a FlexEnabled client. 


Although you see these group names used to describe license rights in client-side trusted 
storage, the capabilities of the license rights do not change. Once license rights are in 
client-side trusted storage, you cannot transfer, serve, or activate them to another system. 
The FlexEnabled application can only check out and check in these licenses.


The group names are used when a license right is returned to the license server, so that it is 
assigned to the correct license group on the license server. 


license model The set of characteristics that determine the conditions under which (for example, how, 
when, where, and by whom) a FlexEnabled application can be used.


license rights Information in trusted storage or license files that defines the license model and controls 
user access to a specific FlexEnabled application.


license search path A property that the FlexEnabled application uses to locate where license rights are stored. 
Sometimes known as a license-file list.


license server A set of files from the FlexNet Publisher Licensing Toolkit, that work together to manage 
and serve licenses to FlexEnabled applications. A license server is required to support a 
concurrent license model. The license server consists of a license server manager, one or 
more vendor daemons, zero or more options files, zero or more debug logs, and, 
optionally, a report log. These components are available in the FlexNet Publisher Licensing 
Toolkit.


If the license server supports license rights held in trusted storage, it also includes an 
activation utility. It may, optionally, act as an activation server.


license server system See license server.


license server manager 
(lmadmin or lmgrd)


A license server manager lmadmin or lmgrd executable that forwards connections from a 
FlexEnabled application to the correct vendor daemon. 


Because the vendor daemons are responsible for authenticating requests and serving 
licenses, a single license server manager can be used with multiple vendor daemons on the 
license server. 


Term Meaning
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license sharing A capability available in the FlexNet Publisher Licensing Toolkit where multiple license 
requests from the same user, host, or display results in only one license being used. Also 
known as duplicate grouping.


licensing client See FlexEnabled client.


lmadmin The license server manager introduced in version 11.6 which includes a Web-based GUI.


lmgrd A command-line-based license server manager.


local license rights License rights that are stored on the same system where the FlexEnabled application is 
running, rather than on a license server.


local activation A type of activation where license rights are loaded using an ASR file. The ASR file must 
reside with the FlexEnabled application. This does not require user intervention.


machine ID A value, generated using attributes of the system, that is used to bind trusted storage to 
that system.


maintenance A maintenance represents a customer’s right to obtain updates and upgrades to a 
particular licensed product or suite for a specified duration. Used in FlexNet Operations.


manual activation An type of activation where license rights are transmitted from an activation server to 
another system using a set of request and response messages that are formatted as XML. 


These messages are saved to and read from physical XML files. An activation utility loads 
the license rights from an XML file into trusted storage. 


Manual Response 
Generator 
(responsegen.exe)


A tool included in the FlexNet Publisher Licensing Toolkit that enables software publishers 
to test the activation process offline using XML request and response messages stored as 
files. 


node-locked license A license that can be used only when the FlexEnabled application is run on a specific 
system or by a specific user (as defined by the hostid).


options file A configuration file available on the license server that license administrators can use to 
either change license server behavior or implement certain licensing policies. Each 
software publisher has its own separate options file that works with a specific vendor 
daemon.


orderable Anything that can be purchased by a customer. Orderables can include suites, products, 
documentation, and maintenances.


package In the FlexNet Publisher Licensing Toolkit, a set of features that can be grouped and 
licensed together.


part number A unique identifier, typically correlated with an order system, assigned by a publisher to a 
product.


Term Meaning
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permanent license License rights granted to a customer that do not expire.


product Anything that can be sold by a publisher and can be licensed. 


product ID In the FlexNet Publisher Licensing Toolkit, one of the values that uniquely identifies the 
license rights in trusted storage. See also entitlement ID.


programmatic activation A type of activation where license rights are transmitted from one system to another across 
a network using a set of request and response messages that are formatted as XML. This 
process is the identical to manual activation, except that it does not generate a physical 
XML file. An activation utility loads the license rights from the XML message into trusted 
storage. This is an automated process and does not require user intervention.


publisher ID A value used by trusted storage to uniquely identify the software publisher’s logical and 
physical licensing components. Flexera distributes this identifier to software publishers. It 
is used to prepare certain FlexNet Publisher Licensing Toolkit files that access trusted 
storage. This value is not the same as the vendor daemon. 


quorum A condition specific to three-server redundancy that is met when at least two of the three 
license servers are running and can communicate with each other using heartbeats.


rehost The process of reissuing a license for a different system. This process requires software 
publishers to perform certain activities to redefine the license rights so that they will work 
properly on the new system.


repair request A message sent by an activation utility to an activation server that initiates a repair 
transaction. The activation server provides the information that repairs the license rights 
in trusted storage. An activation utility is an application that initiates the repair 
transaction.


repair response A message sent from an activation server to an activation client, in response to a repair 
request. This message contains information that is used to the repair the license rights.


repair transaction A sequence of repair request and repair response messages, and the related actions that 
result in license rights being repaired in trusted storage.


report log file A file that runs on a license server that contains data about the features used by a single 
vendor daemon. Report logs are encrypted and cannot be read by a person, but are used 
by FlexNet Manager to produce reports. 


responsegen See Manual Response Generator (responsegen.exe). 


return request A message sent by an activation utility to an activation server that initiates a return 
transaction. The activation server receives the license rights returned by an activation 
client. An activation utility is an application that initiates the return transaction.


return response A message sent from an activation server to an activation client, in response to a return 
request.


Term Meaning
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return transaction A sequence of return request and return response messages, and the related actions, that 
result in license rights being returned from trusted storage to the activation server.


served license rights License rights that are stored on a license server and are checked out when needed by 
FlexEnabled applications that run on client systems. These license rights are used for 
concurrent licensing.


short code A multi-character code used with a short-code activation transaction, a repair transaction, 
or a return transaction.


short-code activation A type of activation where license rights are loaded from an ASR file using an activation 
transaction that requires a specific code (called a short code). Often the user enters this 
code into a prompt from the application. This is also is used for licensing via automated 
telephony. 


signature A secure multi-character string added to the license certificate that ensures it has not been 
modified.


simple entitlement An entitlement for a single, specific customer.


single-action transaction This is the default transaction type for FlexNet Publisher versions 11.7 and earlier. Each 
transaction can include only a single action. Also known as legacy or V1 transactions. From 
FlexNet Publisher version 11.14, single actions are deprecated.


suite A set products grouped together that are functionally complementary and associated with 
one or more license models.


supersede A capability in the FlexNet Publisher Licensing Toolkit, used to replace the characteristics 
of old license rights with new characteristics.


three-server redundancy A capability in the FlexNet Publisher Licensing Toolkit that enables license administrators 
to configure three license servers in a failover cluster. 


triad A set of three license servers which operate together to support three-server redundancy.


trial license License rights granted to a user for a limited duration so that the user can evaluate the 
software application.


trusted storage A tamper-proof area on the system that stores license rights. This storage location is 
different than license files and requires a different mechanism for loading and managing 
license rights. Compare with license file.


trusted configuration A set of attributes that define the security configuration of a segment of trusted storage. 
Each software publisher can configure their segments of trusted storage differently. This 
configuration defines the settings for binding, anchoring, and windback detection. 


trusted configuration file A file that stores the attributes that define a software publisher’s trusted storage segment 
configuration.


Term Meaning
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trusted storage 
configuration


See trusted configuration.


uncounted A license right attribute that allows an unlimited number of concurrent uses of a 
FlexEnabled application. Compare with counted.


unserved license rights These are license rights that are not served from a license server. These license rights are 
located with the FlexEnabled application. Also known as local license rights.


upgrade A process where a user installs a newer version of a FlexEnabled application and also 
updates the license rights so that they can use this newer version. 


upsell The process of transitioning from a product of lesser functionality to one of greater 
functionality in the same product line.


vendor daemon One of the files that is a part of the license server. This executable is customized and built 
by the software publisher using files in the FlexNet Publisher Licensing Toolkit. The vendor 
daemon is responsible for communicating with the FlexEnabled application and issuing 
licenses.


Vendor Certificate 
Generator


A publisher-built component, that is a part of FlexNet Operations, that creates license 
certificates or signed feature lines in fulfillment records. This functions similarly to lmcrypt.


vendor name A value used to uniquely identify a software publisher’s logical and physical licensing 
components. It is used to prepare certain files in the FlexNet Publisher Licensing Toolkit 
that manage license rights in both trusted storage and license files. Flexera distributes this 
identifier to software publishers. This value is not the same as the publisher ID. 


windback A condition where the system clock has been set to an earlier date or time. One reason 
users change the system clock is to extend the license duration.


windback detection A capability in the FlexNet Publisher Licensing Toolkit that detects whether a user has reset 
the system clock. This prevents a user from extending the duration of the license. 


windback tolerance An acceptable amount of windback to a system clock that won't trigger windback 
detection. 


A certain tolerance is normally allowed to account for time zone differences or Daylight 
Saving Time.


Term Meaning
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Getting Started with Trusted Storage–


Based Licensing

This manual provides an introduction to FlexNet Publisher’s trusted storage functionality. The manual discusses the 
following:


• Licensing concepts and methodologies that showcase the most significant capabilities of FlexNet Publisher


• A licensing team model, covering the organizational roles involved in the development of a licensing lifecycle


• A glossary of FlexNet Publisher terms 


Basic Tutorial Guidelines


Windows Platform Used
To get the most out of the tutorials presented in this chapter, you need a copy of the FlexNet Publisher Licensing Toolkit 
(also often simply referred to as the toolkit or Toolkit) installed on a Windows platform (either the i86_n3 or x64_n6 toolkit). 
Each tutorial uses sample utilities and executables that ship with the Windows toolkit. These same components ship with 
UNIX toolkits. However, to run the tutorials on a UNIX machine, you must adjust the path and file-name syntax for the UNIX 
environment.


Activation Utility Command-Line Arguments Used
Activation utilities are designed so that the end-user can enter required input via explicit command-line arguments. These 
tutorials use command-line arguments to issue activation commands. These arguments represent just one way of 
supplying input to the utilities; this method can differ from your specific requirements as a publisher.


Additionally, all commands in this tutorial are issued in relation to the <platform_dir> directory under your installation 
directory. For example, if you have installed the Windows 64-bit toolkit, you issue commands from a command prompt at 
the x64_n6 directory.
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Locating the Toolkit Directories

License Server Manager Used
When a tutorial exercise requires a license server manager, the steps use lmadmin. See the License Administration Guide and 
the lmadmin Online Help for details about this license server manager. 


Note • If necessary, you can use the alternative license server manager, lmgrd, in place of lmadmin in the tutorials. 


Additionally, the tutorials are designed to use the sample vendor daemon, called demo, which ships with the Licensing 
toolkit.


Locating the Toolkit Directories
The procedures in these tutorials assume you have installed the FlexNet Publisher Licensing Toolkit on a Windows 
machine. Table 1-1 lists the directories that are involved in the tutorial exercises along with their shortcuts. Take a few 
moments to identify the location of each shortcut for your particular installation before proceeding. These shortcuts are 
used throughout this document.


Table 1-1 • Toolkit Directories


Shortcut Name Default Location


install_dir No default. You define this path at installation time.


platform_dir <install_dir>\i86_n3 (or <install_dir>\x_64_n6)


machind <install_dir>\machind


examples <install_dir>\examples


publisher <install_dir>\i86_n3\publisher (or 
<install_dir>\x64_n6\publisher)
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Intended Audience
The information and tutorials in this chapter are intended for those individuals at your organization who are responsible 
for enabling licensing in your product. The tutorials assume some prior experience with product-licensing 
implementations using FlexNet Publisher Licensing Toolkits. The chapter contains the following sections:


Table 1-2 • Getting Started with Trusted Storage–Based Licensing Chapter Overview


Topic Content


Getting Started with Trusted 
Storage–Based Licensing


Provides an overview of the concepts and tutorials presented in this guide.


FlexNet Publisher Licensing 
Concepts


Gives an overview of trusted storage–based licensing concepts, including license 
rights representations, license lifecycle, license enforcement, license groups, and 
run-time architecture.


EZCalculator Demonstration Demonstrates various licensing-activation activities. The tutorials simulate local 
activation for a trial license, license activation from a publisher’s activation server 
to a FlexNet license server, and license activation from a licence server to a 
FlexEnabled client:


• Installing a Trial License


• Adding License Rights to a License Server


• Checking Out a Hybrid License


• Activating a Local License 


• Returning a Local License


• Repairing Local Trusted Storage


Additionally, this chapter contains a tutorial that simulates how policies can 
restrict the installation of a trial license to virtual machines only or physical 
machines only: 


• Using Activation Policies for Virtualization


Additional EZCalculator Exercises Presents tutorials that use composite transactions to perform multiple 
activations, partial upgrades, or partial returns in a single step:


• Performing Multiple Activations


• Performing a Partial Upgrade


• Performing a Partial Return
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FlexNet Publisher Product Documentation
The following additional documents provide information about the FlexNet Publisher Licensing Toolkit:


• Release Notes communicate information about changes to the application and supported third-party applications.


• Installation Guide describes how to install the Licensing toolkit.


• Getting Started with License File–Based Licensing contains information for those software vendors new to the type of 
FlexNet Publisher licensing that uses license files. The chapter includes an evaluation procedure that introduces these 
licensing concepts from both the software publisher and end-user’s perspective.


• Development Environment Guide describes how to integrate the toolkit into the development environment, build a 
production licensing toolkit, and distribute a FlexEnabled application.


• Programming Reference for License File–Based Licensing contains programmer information about FlexNet Publisher 
license file–based licensing. Certain information is relevant to both license file–based and trusted storage–based 
licensing. You should read this document and Getting Started with License File–Based Licensing to understand the 
basic concepts of FlexNet Publisher licensing if you have no previously experience its implementation.


• Programming Reference for Trusted Storage–Based Licensing contains programmer information about FlexNet 
Publisher trusted storage–based licensing. If you have no previous experience in implementing this type of licensing, 
you should also read Getting Started with Trusted Storage–Based Licensing to understand the basic trusted storage–
based licensing concepts.


• C/C++ Function Reference summarizes and describes all publicly available C/C++ functions in the Toolkit.


• Licensing for Java Programming Reference Guide contains guidelines for using the FlexNet Publisher Licensing Toolkit 
for Java.


• License Administration Guide contains information about the setup and administration of a licensing system, including 
setting up an options file and using licensing utilities.


• For information on error return values, see Flexible API Error Return Values section of the C/C++ Function Reference.


Short-Code Transaction 
Scenarios


Provides tutorials that demonstrate short-code transactions between a 
FlexEnabled client and a publisher’s activation server: 


• Case 1: An activation transaction


• Case 2: An incremental activation transaction


• Case 3: A return transaction


• Case 4: A repair transaction


FlexNet Publisher 
Implementation Methodology


Gives you a preview of how to implement FlexNet Publisher licensing technology 
into your own products. 


Glossary Serves as a reference to key FlexNet Publisher terms used throughout FlexNet 
Publisher documentation.


Table 1-2 • Getting Started with Trusted Storage–Based Licensing Chapter Overview


Topic Content
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FlexNet Publisher Licensing Concepts

Before working with trusted storage, you should be familiar with the following FlexNet Publisher concepts: 


• Flexible API for licensing


• License files


• License server


• Current manual process of installing license files that are typically bound to a hostid


Trusted Storage Licensing Concepts
Trusted storage licensing includes many concepts, such as License Rights Representation, License Lifecycle vs. License 
Enforcement, and License Groups.


License Rights Representation
In addition to representing license rights in license files, FlexNet Publisher can also represent license rights in trusted 
storage, a secure location on an end-user or license-server machine in which a publisher can install license rights in the 
form of fulfillment records. Unlike a license file, which is immutable once it is delivered to an end user, license rights in 
trusted storage can be updated by the publisher. This capability enables new business models. For example, a publisher 
can deactivate a license on an end user’s machine if the end user so desires. Other examples of new capabilities enabled by 
trusted storage include: 


• Trial licensing—Install end-user license rights without interaction with the publisher


• License rights activation—Fulfill license rights from a publisher server


License rights in trusted storage can be equivalent to those expressed in license files. Just as license files can be placed on 
both end-user machines and license-server machines, trusted storage can be created on end-user machines and license-
server machines. 
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License Lifecycle vs. License Enforcement
A clear separation exists between the API used for license enforcement and that used for the license lifecycle. 


• Use the Flexible API to enforce the license terms and conditions that you have configured in your FlexEnabled 
application. 


• To manage license lifecycles from first-time activation to subsequent transactions (such as returns, rehosts, upgrades, 
and transfers), use the Activation API. Basically, you use the Activation API to create an activation utility that contains 
the business logic used to automate and manage these license-lifecycle processes.


License Groups
License rights in the license server’s trusted storage are divided into three license groups. As part of your license model, 
you decide the distribution of licenses into these groups.


• Concurrent licenses—License rights available network wide from a license server that can be shared by a 
predetermined number of simultaneous instances of the FlexEnabled application.


• Activatable licenses—License rights that have been delivered to a license server, but not yet made available for 
checkout. After being activated on an end-user machine, the rights are available for checkout.


• Hybrid licenses—License rights that are available as concurrent licenses. However, when all licenses in the 
Activatable group are in use, hybrid licenses can be made available as Activatable licenses.


Run-time Architecture
Figure 2-1 depicts the high-level run-time architecture of FlexNet Publisher. Subsequent sections of this chapter explain 
how the architecture works in the context of different use cases:
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Figure 2-1: FlexNet Publisher Run-Time Architecture


Trial Licenses
For trial licensing, the end user installs a FlexEnabled application. This application includes an activation utility that 
prompts the end user to install trial license rights for a set duration—for example, 30 days. If the end user wants to activate 
the trial, the activation utility passes an activation specification record (ASR), included with the installation, to the 
Activation API. The ASR is a signed XML file that contains details such as the features the trial license contains and the 
duration. The Activation API uses the contents of the ASR to create trusted storage on the end-user machine with a trial 
license. When the end user launches the FlexEnabled application, the FlexNet client library finds the license rights in 
trusted storage and grants or denies usage of the product in the usual manner. 


Likewise, a license administrator can obtain an ASR to activate trial license rights on a FlexNet license server, which then 
serves these licenses to FlexEnabled applications installed on client machines. The license server includes an activation 
utility that processes the ASR and installs the license rights for a set duration (similar to the ASR-method that installs 
licenses for FlexEnabled applications on end-user machines).


Paid Licenses
When the specified trial duration (for example, 30 days) has passed, the trial license rights expire. The activation utility that 
you provide prompts the user to let him know that his trial license has expired. The end user may then be prompted to 
purchase a paid license from the publisher. Once the end user obtains an Entitlement ID representing a paid license, the 
activation utility prompts the user to enter the ID. The activation utility then calls the Activation API, which then creates a 
activation request, calls the publisher’s operations system, gets back an activation response, and updates trusted storage 
with a paid license. 
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Paid Volume Licenses
Imagine that you want to enable a license model where the enterprise purchases 100 copies of a product and is allowed to 
deploy these licenses on end-user machines within the enterprise. In this case, the enterprise would install a license server, 
and charge it up with 100 hybrid licenses. To that end, they would use the server activation utility as shown in Figure 2-1. 


The server activation utility, when launched, prompts an enterprise administrator to enter a Entitlement ID, and possibly a 
count, and expiration. It then: 


• Passes this information to the Activation API


• Transmits a request to the publisher’s operations system


• Receives an activation response


• Updates trusted storage on the license server with a paid license for 100 hybrid seats


Publishers can also issue an ASR to load these licenses in trusted storage on the license server.


Local Licenses
Going back to the paid volume licensing example, an end user may want to obtain one license from the pool of 100 licenses 
residing on the license server and install it locally on their machine to allow usage of the product even when the end user is 
off the network. To accomplish this, the end user uses the application activation utility as shown in Figure 2-1 to make the 
activation request. The activation utility, when launched, passes the request to the Activation API, which then: 


• Transmits the request to the license server.


• Gets back an activation response.


• Updates trusted storage on the end-user machine with one license. These local license rights are used in preference to 
those available from the license server. They are available when the machine is off the network.
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EZCalculator Demonstration

This chapter demonstrates several key capabilities of trusted storage using the EZCalculator example files, which are 
provided in the FlexNet Publisher Licensing Toolkit and installed on a Windows machine. The usage scenarios in this 
chapter include:


• Installing a Trial License—A trial license is installed on the machine containing the FlexEnabled application, without 
interaction with a license server or a publisher’s activation server.


Note • The tutorials in this chapter refer to the machine containing the FlexEnabled application more simply as the 
client machine or the FlexEnabled client, depending on the context.


• Adding License Rights to a License Server—Trusted storage on the license server is loaded with license rights from an 
activation specification request (ASR).


• Checking Out a Hybrid License—Trusted storage on the client machine accesses the license server’s trusted storage to 
check out a concurrent license.


• Activating a Local License—Trusted storage on the client machine loads license rights from a license server. 


• Returning a Local License—License rights on the client machine are returned to the license server.


• Repairing Local Trusted Storage—A compromised segment in the client machine’s trusted storage is repaired.


• Using Activation Policies for Virtualization—Activation policies for virtual environments are defined and put into effect 
via sample ASRs.


Before Starting the Tutorials
Before proceeding with the tutorials in this chapter, complete the following tasks:


• Be familiar with the FlexNet Publisher Licensing Toolkit structure. See Locating the Toolkit Directories for further 
information. All operations take place in the <platform_dir> directory unless otherwise noted.


• Configure your machine to use trusted storage (that is, initialize the trusted storage directory and install the FlexNet 
Licensing Service). See the next section for details.
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• Review Basic Tutorial Guidelines in Chapter 1, “Getting Started with Trusted Storage–Based Licensing.”


Note • These tutorials are designed to work with the default vendor daemon demo, which ships with the Licensing toolkit. 


Configuring Your Machine for Trusted Storage
Before starting the following tutorials, use the following instructions to configure your machine to use trusted storage. The 
type of configuration depends on your machine’s platform:


• Installing Trusted Storage and the FlexNet Licensing Service (on Windows)


• Installing Trusted Storage and the FlexNet Licensing Service (on UNIX)


Normally, for a licensed product, this configuration occurs as part of product installation and is performed only once on a 
given machine.


Installing Trusted Storage and the FlexNet Licensing Service 
(on Windows)


On a Windows machine, configuration for trusted storage involves installing the FlexNet Licensing Service and registering 
the product as a user of the service. This procedure uses the example executable installanchorservice.exe.


Task To install the FlexNet Licensing Service


1. Locate the example executable:


<install_dir>\<platform_dir>\installanchorservice.exe


2. Log on as administrator.


3. Run installanchorservice.exe using the following command:


installanchorservice demo EZcalc


This installs the FlexNet Licensing Service and registers that it is being used by the product EZcalc supplied by the 
publisher demo.


Installing Trusted Storage and the FlexNet Licensing Service 
(on UNIX)


On any UNIX machine, configuration for trusted storage involves initializing the trusted storage directory. Additionally, for 
OS X and Linux platforms, configuration also involves installing the FlexNet Licensing Service. This process uses the 
example script install_fnp.sh.


Note • You must either be logged in as root or have sudo privileges to perform these steps.
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Task To initialize the trusted storage directory (and install the FlexNet Licensing Service if required)


Enter the following command at a command prompt from the <platform_dir>/publisher directory:


sudo sh install_fnp.sh


At the end of the process, you should receive the following confirmation message:


Configuration completed successfully.


Installing a Trial License
A trial license seamlessly and silently provides your end user with a limited evaluation license for your product. This license 
may have limited functionality, limited duration, or both. A license with limited functionality means that it has been 
implemented to include only a subset of the available features in your product; limited duration means that the license 
expiry is set relative to the current system date. When the evaluation license expires, the end user can obtain a full license 
by initiating a transaction with a server. 


This tutorial takes you through a typical end-user interaction with a limited-duration trial license. You perform the 
following:


• Add limited-duration license rights to trusted storage for a specified product


• Using the FlexEnabled application, try accessing both licensed and unlicensed features


• Using the activation utility, view the contents of trusted storage at various junctures throughout this demo


Trial Licensing Components
In general, certain components, described in the following sections, are required to provide trial-licensing to your end user. 
For purposes of this tutorial, the tutorial version of these components are prebuilt and provided in the FlexNet Publisher 
Licensing Toolkit. Keep in mind that the tutorial presents these components as distinct entities. However, in a live scenario, 
you can embed some or all of your version of these components in your FlexEnabled application, your installer, or a 
combination of both to provide a seamless activation experience for your end user.


Application Activation Utility
An application activation utility uses the Activation API to manage the license lifecycle. The utility can be stand-alone, or its 
functionality can be embedded within a FlexEnabled application. This tutorial incorporates the sample stand-alone utility 
appcomptranutil, located in the <platform_dir> directory of the Licensing toolkit. In the tutorial, this utility performs the 
following:


• Identifies the location of the activation specification record (ASR) containing the license rights


• Adds the license rights to trusted storage


• Views the contents of trusted storage
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FlexEnabled Application
This tutorial uses the sample application EZCalculator (ezcalc.exe) as the FlexEnabled application that accesses license 
rights in trusted storage. This sample ships with the toolkit.


Activation Specification Record
The activation specification record (ASR) contains license rights that the activation utility loads into trusted storage. The 
license rights in an ASR are not available for checkout until they are written into trusted storage. Typically, an ASR has an 
expiration date.


Activating Local License Rights
This tutorial demonstrates how to activate trial license rights locally in the client machine’s trusted storage using an 
activation specification record (ASR). This process is referred to as local activation. The tutorial also shows what happens 
when a person attempts to remove the trusted storage and reload the ASR.


Resetting Trusted Storage
If this is your first time through this tutorial, proceed to Using EZCalculator Without License Rights. Otherwise, before 
proceeding with the tutorial, use the following procedure to remove any client-side (for the FlexEnabled client) and server-
side (for the license server) trusted-storage files that might still exist from previous demonstration or trial-licensing 
activities. 


Task To delete trusted storage


1. Shut down all license servers that might be running. To do so, from the <platform_dir> directory, type the following:


lmdown -all


2. To delete any server-side trusted-storage files from previous demonstration or trial-licensing activities, type the 
following at a command prompt from the <platform_dir> directory:


tsreset_svr -delete all


The command generates output that includes the following:


Performing reset operation, please wait...


Trusted Storage Contents have been reset...


3. To delete the client-side trusted-storage files from previous demonstration or trial-licensing activities, type the 
following at a command prompt from the <platform_dir> directory:


tsreset_app -delete all


The command generates output that includes the following:


Performing reset operation, please wait...


Trusted Storage Contents have been reset...
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Note • The utilities tsreset_app and tsreset_svr are provided for use with the exercises in this tutorial and are not intended 
to be shipped to an end-user site.


Using EZCalculator Without License Rights


Task To attempt to use EZCalculator before license rights have been installed


1. To invoke EZCalculator, enter ezcalc at a command prompt from the <platform_dir> directory. The below usage is 
displayed:


EZ Calculator


Current value: 0


Enter operator and operand (right hand number) e.g. +5


+ to add


- to subtract


x to multiply


/ to divide


^ to raise to power


a to average


c to clear


q to clear


Or, just enter a number  >:


2. Type the add operator + , and press Enter. The Flexible License Manager error dialog is displayed, stating that the 
checkout has failed. The failure occurs because no license rights are available to EZCalculator yet.


3. Click OK to dismiss the error dialog.


4. To exit EZCalculator, type q at the EZCalculator prompt and press Enter.


Adding License Rights


Task To add license rights


1. Verify that trusted storage has no fulfillment record yet. At a command prompt from the <platform_dir> directory, 
enter the following:


appcomptranutil -view


The following message is displayed:


No fulfillment records in trusted storage


2. Activate a license in trusted storage using the trial ASR located in the ..\examples\ezcalc\30day_acct directory. To 
do so, enter the following at a command prompt at the <platform_dir> directory:


appcomptranutil -local ..\examples\ezcalc\30day_acct\30day_acct.asr
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The following confirmation message is displayed:


Local activation, ASR ..\examples\ezcalc\30day_acct\30day_acct.asr


Local activation successful


Viewing Trusted Storage
You can view the contents of trusted storage to see exactly which licenses are activated.


Task To see activated licenses


At a command prompt from the <platform_dir> directory, enter the following:


appcomptranutil -viewlong


This command can be abbreviated and used as appcomptranutil -vl 


A response similar to the following is displayed:


--------------------------------------------------------------------


       Fulfillment Id : FIL-EZCALC-A1


     Fulfillment Type : 1 Trial


          Trust Flags : 0x7 Fully Trusted


               Status : ENABLED


       Entitlement ID : ENTL-EZCALC-AS1


           Product ID : EZCALC-A


     Expiration date  : 12-jan-2017


      Feature line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="005F 03B6 1B41 C196 \


9754 62AB 5F23 5500 3153 E210 952D B005 BAB4 E5C0 B333"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="00C8 A83F 8D17 \


545A 497E 01EF 341D 1E00 76D0 4EF2 282D 9434 B9A8 F2D4 16C6"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="007A 413F 3BD4 \


AA6D 4516 9BE1 A271 1800 4305 535F 0F7E 24E4 AB73 83D8 7A00"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0075 E4A9 80A5 \


522C 0E68 2165 6CE8 CA00 C8B3 4610 2A99 3138 D9DD 4ACA 5E0C"


--------------------------------------------------------------------


Information to Keep in Mind


Note the following information:


• The expiration date is dynamically calculated when the license rights are installed according to rules in the ASR. In this 
case, a duration of 30 days is used when calculating the expiration date. These license rights were installed on 13 
December 2016. The expiration date is 12 January 2017; this date overrides the expiration date of 31 December 2020 
listed in the INCREMENT lines.


• The Product ID value for this fulfillment record is EZCALC-A, which is the Accountant edition of EZCalculator.


• The following features are licensed: ADD, SUBTRACT, MULTIPLY, and DIVIDE.


• Feature lines include TS_OK to enable features to be used with remote desktop sessions on Windows.
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Attempting to Check Out a License


Task To attempt to check out a license


1. To invoke EZCalculator, enter ezcalc at a command prompt from the <platform_dir> directory.


2. Type + , and press Enter. The message ADD checked out is displayed.


3. Type the exponential operator  ̂, and press Enter. The Flexible License Manager error is displayed, stating that 
checkout has failed. This failure occurs because the operator ^ is not licensed in the Accountant edition.


4. Click OK to dismiss the error dialog.


5. To exit EZCalculator, enter q at the EZCalculator prompt, and press Enter.


Attempting to Extend the Trial Without Authorization
This step simulates an attempt to extend the trial without authorization. The attempt is made by deleting the trusted-
storage files that contain fulfillment information for EZCalculator and then reloading the trial.


Task To attempt to extend the trial


1. Delete C:\ProgramData\FLEXnet\demo_00000100_tsf.data and its backup file. These files store trusted-storage 
fulfillment information for the EZCalculator trial.


Note • Consider the following:


• The path used in this step assumes that you are running a Windows 8 machine. For other Windows platforms, the 
program data might exist in a different directory for other Windows platforms. (As a tip to developers, a common 
method used to locate the Windows trusted-storage folder is to call Win32 API SHGetFolderPath with the 
CSIDL_COMMON_APPDATA CSIDL value and then append FLEXnet to the resulting string.)


• If you do not see this file in your Explorer window, ensure that the Show hidden files and folders option is turned on. 
In your Explorer window, select Tools | Folder Options | View | Show hidden files, folders, and drives.


• On a UNIX machine, the tsf file is located in /usr/local/share/macrovision/storage/FLEXnet/.


2. To attempt to reload the trial ASR, enter the following at a command prompt from the <platform_dir> directory: 


appcomptranutil -local ..\examples\ezcalc\30day_acct\30day_acct.asr


An error message similar to the following is displayed:


Local activation, ASR ..\examples\ezcalc\30day_acct\30day_acct.asr


ERROR: API function failed (50021, 88881, 10207)


The ASR has been loaded previously; its fulfillment (or Trusted Storage) has been deleted at some 


time.


Exit(5) unexpected API failure.
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Tip • Look up the 50021 error in .\machind\activation\include\FlxActError.h. The error corresponds to 
LM_TS_ASR_LOAD_ONCE, indicating that the trial has previously been loaded. Because this trial is a “load once” trial, it 
cannot be installed again.


Resetting the Trial
For purposes of this demo, reset the trial anchor in the ASR and reload the trial. 


Note • Trial-resetting is performed for testing purposes only.


Task To reset and reload the trial


1. To reset the trial ASR, enter the following at a command prompt from the <platform_dir> directory:


appcomptranutil -localReset ..\examples\ezcalc\30day_acct_reset\30day_reset.asr 


2. To reload the ASR, enter the following:


appcomptranutil -local ..\examples\ezcalc\30day_acct\30day_acct.asr


3. To view the fulfillment record, enter the following:


appcomptranutil -view


4. Open the 30day_reset.asr and note the following:


• The PUBLISHER_TRIAL_RESET data dictionary item in the ASR is set to 1 (or a non-zero value). This non-zero value 
allows you to reset the trial anchor (defined by the PUBLISHER_TRIAL_ID) in the ASR so that you can reload the 
ASR for testing purposes. Use reset-able ASRs (that is, ASRs with PUBLISHER_TRIAL_RESET=1) in testing 
environments only, as releasing a reset-able ASR can create a security risk. (The 30day_acct.asr is an example of 
an ASR that can be generally released.)


• The publisher should increment the PUBLISHER_TRIAL_ID data dictionary item in the ASR for each new trial 
released, as a trial with a specific ID can be loaded only once.


For more information about resetting the trial and these specific data dictionary items, refer to the following locations in 
the Programming Reference for Trusted Storage–Based Licensing:


• Chapter 5, “Implementing Trial Licenses and Trial Packs”


• Appendix A, “XML Schemas” 


Adding License Rights to a License Server
This tutorial demonstrates the process of loading license rights from an activation specification record (ASR) to trusted 
storage on a FlexNet license server. The loaded rights are then available to be served to FlexEnabled clients. The ASR 
method for loading licenses on the license server is used for trials or for performing activations when an internet 
connection is not available to the user, XML files are too large to send, or activations are required in high-security 
environments.

22 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with Trusted Storage–Based Licensing







Chapter 3 EZCalculator Demonstration
Adding License Rights to a License Server

For exercises that demonstrate the process of loading license rights from a publisher’s activation server (such as a FlexNet 
Operations server) to trusted storage on a FlexNet license server, see Chapter 4, “Additional EZCalculator Exercises.”


What You Should Know About the Tutorial


Prepped Trusted Configuration Used
For security purposes, FlexNet Publisher enforces the policy that ASRs loading license rights into server-side trusted 
storage contain no Trusted Configuration for creating the initial trusted section in trusted storage. Instead, a prepped 
Trusted Configuration must be implemented so that the server activation utility processing the ASR automatically creates 
the initial trusted section from the Trusted Configuration embedded within its code. 


This tutorial shows how this policy is enforced, using a sample server activation utility that has been prepped with a 
Trusted Configuration and an ASR that contains no Trusted Configuration definition. For more information on prepped 
Trusted Configuration, see the chapter “Configuring Security for Trusted Storage” in FlexNet Publisher’s Programming 
Reference for Trusted Storage–Based Licensing. Also see the current FlexNet Publisher Release Notes for the list of toolkit 
platforms that support prepped Trusted Configuration. For those toolkits that do not support prepped Trusted 
Configuration, live first-time activations continue to involve both the configuration and activation actions.


Same Machine Used for License Server and Client
This tutorial describes operations that are performed server-side (referring to the FlexNet license server) and client-side 
(referring to the machine where the FlexEnabled application is installed). For purposes of this tutorial, the same machine is 
used for both types of operations. However, an actual enterprise environment typically has one or more dedicated license 
server machines that are distinct from the client machines. 


Deleting Client-Side and Server-Side Trusted Storage
Before proceeding with the activities in this tutorial, use the following procedure to remove any client-side (for the 
FlexEnabled client) and server-side (for the license server) trusted-storage files that might still exist from previous 
demonstration or trial-licensing activities. 


Task To remove trusted-storage files


1. To delete any client-side trusted-storage files from previous demonstration or trial-licensing activities, enter the 
following at the command prompt from the <platform_dir> directory:


tsreset_app -delete all


2. To delete any server-side trusted-storage files from previous demonstration or trial-licensing activities, enter the 
following:


tsreset_svr -delete all


The output for both commands concludes with the following information:


Performing reset operation, please wait...


Trusted Storage Contents have been reset...
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Note • The tsreset_app and tsreset_svr utilities are for tutorial use only and are not intended to be shipped to an end-user 
site.


Loading License Rights into Server Trusted Storage
The following exercises execute an ASR on the license server that loads trusted storage on the license server with ten 
hybrid licenses for EZCalculator’s Accountant edition.


Verifying That No Server-Side Trusted Storage Information Exists


Task To verify that no server-side trusted-storage information exists


At a command prompt from the <platform_dir> directory, enter the following:


servercomptranutil -view 


The following message is displayed:


Viewing server trusted storage.


No fulfillment records in trusted storage.


Loading License Rights From the ASR
In this exercise, you load license rights for ten hybrid licenses for EZCalculator Accountant edition for a 30-day trial period 
from an ASR. The exercise uses the servercomptranutil utility to configure a trusted section (via the utility’s embedded 
prepped Trusted Configuration) in the license server’s trusted storage and to load the licenses in this section.


Task To load the license rights into trusted storage


1. At a command prompt from the <platform_dir> directory, enter the following:


servercomptranutil -local ..\examples\ezcalc\30day_trial_server\30day_trial_server.asr


The following confirmation message is displayed:


Local activation, ASR ..\examples\ezcalc\30day_trial_server\30day_trial_server.asr


Local activation successful


This command should have loaded ten hybrid licenses for EZCalculator Accountant into license-server trusted 
storage. Additionally, because prepped Trusted Configuration was in effect for this demonstration, the 
servercomptranutil activation utility, not the ASR execution, configured the initial trusted section into which the 
licenses were loaded. 


2. To confirm the contents of trusted storage, enter the following:


servercomptranutil -viewlong


This command can be abbreviated and used as appcomptranutil -vl.
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The output should be similar to the following, showing a fulfillment record for ten hybrid licenses of the EZCalculator 
Accountant edition: 


--------------------------------------------------------------------


       Fulfillment ID : FIL-EZCALC-LOCAL-ACCT-SERVED10


     Fulfillment Type : 6 Publisher Activation


          Trust Flags : 0x7 Fully Trusted


               Status : Enabled


       Entitlement ID : ENTL-EZCALC-AS1


           Product ID : NAME=EZCALC-A;VERSION=1.0


      Expiration date : 12-jan-2017


         Server chain : Server1


      Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B1 5DCC A0E1 CF5F \


4D2E 089D 8A3E 8D00 036D 906F C9A0 588A 2A1C 1482 2876"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="00F7 AD8A BCE0 \


7AC8 A454 FE42 ECC3 6600 20DD A746 347A 5285 8B13 B8F6 3ADE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="002F FFFC 8B6A \


5E90 ADDA E96D 40E5 6000 1CE5 3519 B889 C9BC 3CAD 882B DC2F"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="00E4 549A 9880 \


8538 AB39 126B C608 B200 1057 0D1E 523E 9E7E FB63 A297 0291"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="0022 F023 3754 4C11 \


F24C F32A 961F C200 3F87 26A4 EB8C 7321 92E8 C2CB B472"


           Concurrent : 0


          Activatable : 0


               Hybrid : 10


 Concurrent overdraft : 0


Activatable overdraft : 0


     Hybrid overdraft : 0


               Repair : 0


Deduction count : 0


The license rights you just loaded into trusted storage are in the hybrid group and are directly available to be checked out 
as concurrent licenses. Later on in this section, you will check out a license from these license rights.


Important • Make a note of the Fulfillment IDs for use later with return or repair transactions.


Information to Keep in Mind


Note the following information:


• The expiration date is dynamically calculated when the license rights are installed according to rules in the ASR. In this 
case, a duration of 30 days is used when calculating the expiration date. These license rights were installed on 13 
December 2016. The expiration date is 12 January 2017; this date overrides the expiration date of 31 December 2020 
listed in the INCREMENT lines.


• The Product ID value for this fulfillment record is EZCALC-A, which is the Accountant edition of EZCalculator.


• Five features are licensed: ADD, SUBTRACT, MULTIPLY, DIVIDE, and AVG.


• Feature lines include TS_OK to enable features to be used with remote desktop sessions on Windows.
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Checking Out a Hybrid License
In this tutorial, you start the FlexNet license server and check out a concurrent license from the hybrid group for 
EZCalculator. 


Important • Make sure that you have performed all the steps in the previous tutorial, Adding License Rights to a License 
Server, before proceeding with the exercises in this tutorial. Also, review Same Machine Used for License Server and Client.


Starting the FlexNet License Server
A hybrid license is served by a FlexNet license server. Therefore, before a license can be checked out, the demo vendor 
daemon needs to be imported and the license server started using this daemon. The following procedure describes this 
process.


Note • To import a vendor daemon on a trusted-storage machine, you must use a token license file that points to this 
daemon. The following procedure uses demo.lic as the token file to import the demo daemon and start the license server.


Task To start the license server and import the demo vendor daemon


1. For purposes of this demo, copy <platform_dir>\demo.exe and <platform_dir>\demo_libFNP.dll to the 
<platform_dir>\lmadmin\demo directory.


Note • On UNIX platforms, copy <platform_dir>/demo and <platform_dir>/demo_libFNP.so to the <platform_dir>/
lmadmin/demo directory. On AIX, copy demo and demo_server_libFNP_notr.so.


2. Open a new command window.


3. At a command prompt from the <platform_dir>\lmadmin directory, enter the following to import the demo vendor 
daemon: 


lmadmin -import demo\demo.lic -force


4. From the command prompt, enter the following to start the license server in the background:


lmadmin -allowRemoteStopServer yes


5. To access the lmadmin user interface, open your Web browser, and enter the following URL:


http://<server>:8090


where


• <server> is the system name where the license server is running. For this demonstration, use localhost.


• 8090 is the port for the lmadmin user interface. If this is not the port you have assigned, specify the correct one in 
the command.


From the Dashboard page in the lmadmin user interface’s main window, you can monitor the available licenses. 

26 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with Trusted Storage–Based Licensing







Chapter 3 EZCalculator Demonstration
Checking Out a Hybrid License

Viewing License-Server Trusted Storage Remotely
Once a license server is running, activation clients can remotely view the license details in the license server’s trusted 
storage. To simulate the process of viewing a license server’s trusted storage from a FlexEnabled client machine, follow this 
procedure.


Note • FlexNet Publisher also provides functionality to view contents of a license server’s trusted storage remotely from 
another license server (using the server activation utility). This functionality is not demonstrated in these exercises.


Task To view license-server trusted storage from the client


Run the following command (using the client activation utility):


appcomptranutil -serverview 27000@localhost format=full


This returns details of all trusted fulfillment records for the entitlement ID ENTL-EZCALC-AS1:


        Fulfillment Id : FIL-EZCALC-LOCAL-ACCT-SERVED10


      Fulfillment Type : 6 Publisher Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A; VERSION=1.0


       Expiration Date : 12-jan-2017


          Server chain : Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 EF50 \


95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E 1CCE \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 3334 \


D873 7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 62CC \


656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 F5F8 \


8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


            Concurrent : 0


           Activatable : 0


                Hybrid : 10


  Concurrent overdraft : 0


 Activatable overdraft : 0


      Hybrid overdraft : 0


                Repair : 0


Deduction count: 0


--------------------------------------------------------------------


This server-side trusted-storage information shown on the FlexEnabled client machine is the same output received when 
you run servercomptranutil -viewlong on the license-server machine itself. 
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Note • Best practice is to use servercomptranutil –viewlong to retrieve server-side trusted storage information. The 
frequent use of appcomptranutil –serverview can cause client connections to experience timeouts due to the license 
server’s being busy in processing this request.


Checking Out a License
Perform the following steps to check out a concurrent license from the group of hybrid licenses for EZCalculator, and to 
check the license back in. The lmflex tool is used to demonstrate the checkout of features.


Task To check out a license


1. In the window in which you activated the hybrid licenses (see Adding License Rights to a License Server), invoke the 
test program lmflex. To do so, enter lmflex at a command prompt from the <platform_dir> directory. 


2. To check out a feature, type ADD and press Enter. The message ADD checked out is displayed.


3. On the Dashboard page in the lmadmin user interface’s main window, click Concurrent. After a few seconds, the 
available features are displayed. Notice that the In Use count for the ADD feature is 1.


4. In the window running lmflex, press Enter to check the license back in.


5. On the Dashboard page in the lmadmin user interface, refresh the page, and confirm that the In Use count for the ADD 
feature in now 0 (zero).


6. As another monitoring step, view a report of the check-out and check-in activity. To do so, open the vendor daemon 
debug log, <platform_dir>\lmadmin\logs\demo.log. A typical excerpt from the log looks similar to this (if you have 
performed the previous steps in this exercise):


14:53:36 (demo) Using options file: "demo\demo.opt"


14:53:37 (demo) Server started on USER-PC for:       f1


14:53:37 (demo) f1             f3            f4


14:53:37 (demo) ADD            AVG           DIVIDE


14:53:37 (demo) MULTIPLY       SUBTRACT


14:53:37 (demo) EXTERNAL FILTERS are OFF


14:53:37 (demo) Report log started (demo/report.log).


14:54:40 (demo) TCP_NODELAY NOT enabled


15:04:00 (demo) OUT: "ADD" User1@USER-PC  


15:04:00 (demo) IN: "ADD" User1@USER-PC  


7. Keep the license server running.


Activating a Local License
This tutorial demonstrates the process of getting an activatable license from the FlexNet license server’s trusted storage 
and activating it in the FlexEnabled client’s trusted storage. This makes it permanently available and locked to the client 
machine.
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Note • Make sure that you have performed all the steps in the previous tutorials, Adding License Rights to a License Server 
and Checking Out a Hybrid License, before proceeding with the exercises in this tutorial. Also, review Same Machine Used for 
License Server and Client.


Activating a License


Task To activate a license


1. To delete any client-side trusted-storage files that might still exist from a previous tutorial exercise, enter the 
following at a command prompt from the <platform_dir> directory:


tsreset_app -delete all


2. To verify that no trusted-storage information exists for the FlexEnabled client, enter the following:


appcomptranutil -view


The following message is displayed:


No fulfillment records in trusted storage


3. To activate the local license, enter the following:


appcomptranutil -t 27000@localhost commsType=flex -activate ENTL-EZCALC-AS1


This command does the following:


• Creates an activation request that contains the Entitlement ID ENTL-EZCALC-AS1.


• Sends the activation request to the license server at 27000@localhost.


Note • For purposes of this tutorial, the default port number 27000 is used. In your production environment, best 
practice is not to assign a default port for the license server. Instead, for security purposes, assign a port number 
outside of the range 27000 through 27009.


• Places one fulfillment record from the license server’s trusted storage into the client machine’s trusted storage.


The request and response end with the information similar to the following:


Server 27000@localhost, comms type FLEX


Status: 5, Request created


Status: 7, Connected to remote server


Status: 8, Request Sent


Status: 11, Done


Response processed successfully. Actions were:


Create  fulfillment "FID-1439462671-000"


4. To confirm that the client machine’s trusted storage now has license rights for the Entitlement ID, ENTL-EZCALC-AS1, 
enter the following:


appcomptranutil -viewlong  


Output similar to the following is displayed:
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Viewing application trusted storage.


----------------------------------------


        Fulfillment Id : FID-1439462671-000


      Fulfillment Type : 4 Served Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A;VERSION=1.0


       Expiration Date : 12-jan-2017


          Server chain : BLR-P7106943|Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 \


EF50 95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243 1CCE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 D873 \


7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B 3334"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 62CC \


656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 \


F5F8 8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


--------------------------------------------------------------------


5. To view the license server’s trusted storage, enter the following: 


servercomptranutil -viewlong


Output similar to the following is displayed:


Viewing server trusted storage.


-------------------------------------------------------------------------------


        Fulfillment Id : FIL-EZCALC-LOCAL-ACCT-SERVED10


      Fulfillment Type : 6 Publisher Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A;VERSION=1.0


       Expiration Date : 12-jan-2017


          Server chain : Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 \


EF50 95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243 1CCE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 D873 \


7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B 3334"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 \


62CC 656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 \


F5F8 8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


            Concurrent : 0


           Activatable : 0


                Hybrid : 9


  Concurrent overdraft : 0


 Activatable overdraft : 0
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      Hybrid overdraft : 0


                Repair : 0


Deduction count : 1


Deduction 0 (only non-zero counts shown)


        Fulfillment ID : FID-1439462671-000


           System name : BLR-P7106943


                Expiry : 12-jan-2017


                  Type : 1


                Hybrid : 1


6. On the Dashboard page in the lmadmin user interface’s main window, click Activatable. Notice that the Detached 
count is now 1.


7. To simulate the ability of an activation client (in this case, the FlexEnabled client) to view license details in server 
trusted storage remotely, run the following command, using the client activation utility:


appcomptranutil -serverview 27000@localhost format=full


Notice that, like both the servercomptranutil -viewlong command output and the information displayed on the 
Dashboard page, this output confirms that the hybrid license count has been decremented.


Reading fulfillments from server 27000@localhost 


1 fulfillments read


Reading full details for fulfillment id FIL-EZCALC-LOCAL-ACCT-SERVED10


-------------------------------------------------------------------------------


        Fulfillment Id : FIL-EZCALC-LOCAL-ACCT-SERVED10


      Fulfillment Type : 6 Publisher Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A;VERSION=1.0


       Expiration Date : 12-jan-2017


          Server chain : Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 \


EF50 95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243 1CCE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 D873 \


7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B 3334"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 \


62CC 656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 \


F5F8 8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


            Concurrent : 0


           Activatable : 0


                Hybrid : 9


  Concurrent overdraft : 0


 Activatable overdraft : 0


      Hybrid overdraft : 0


                Repair : 0
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Deduction count : 1


Deduction 0 (only non-zero counts shown)


        Fulfillment ID : FID-1439462671-000


           System name : BLR-P7106943


                Expiry : 12-jan-2017


                  Type : 1


                Hybrid : 1


Backing Up Trusted Storage
In preparation for the next tutorial, back up the current FlexEnabled client’s trusted storage to a temporary location. 


Task To back up the client-side trusted storage


From the directory C:\ProgramData\FlexNet, copy Demo_00000100_tsf.data to C:\TS_Backup.


Note • Consider the following:


• The path used in this step assumes that you are running a Windows 7 machine. For other Windows platforms, the 
program data might exist in a different directory. (As a tip to developers, a common method used to locate the Windows 
trusted-storage folder is to call Win32 API SHGetFolderPath with the CSIDL_COMMON_APPDATA CSIDL value and then 
append FLEXnet to the resulting string.)


• If you do not see this file in your Explorer window, ensure that the Show hidden files and folders option is turned on. In 
your Explorer window, select Tools | Folder Options | View | Show hidden files and folders.


• On a UNIX machine, the tsf file is located in /usr/local/share/macrovision/storage/FLEXnet/.


In the next tutorial, you return the existing license rights to the FlexNet license server. You then reinstate the backed up 
copy of trusted storage in an attempt to surreptitiously use the rights that were returned to the license server.


Returning a Local License


Note • Make sure that you have performed all the steps in the previous tutorials, Adding License Rights to a License Server, 
Checking Out a Hybrid License, and Activating a Local License, before proceeding with the exercises in this tutorial. Also, 
review Same Machine Used for License Server and Client.


This tutorial demonstrates the process of returning an activated license in the client machine’s trusted storage back to the 
license server’s trusted storage. 


Task To return an activated license to trusted storage


1. Determine the fulfillment ID for the license you want to return by viewing the contents of the client machine’s trusted 
storage. To do so, enter the following at a command prompt from the <platform_dir> directory:


appcomptranutil -view 
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The fulfillment ID is displayed in the output:


--------------------------------------------------------------------


U if untrusted


. D if disabled


. . fulfillmentType


. . . Expiry    Count FulfillmentId                   ProductId 


. . 4 12-jan-2017   1 FID-1439462671-000              NAME=EZCALC-A;VERSION=1.0


In this example, the fulfillment ID is FID-1439462671-000. Your value can differ. 


2. To issue the return request, enter the following:


appcomptranutil -t 27000@localhost commsType=flex -return FID-1439462671-000


The following message is displayed:


Server 27000@localhost comms type FLEX


Status: 5, Request created


Status: 7, Connected to remote server


Status: 8, Request Sent


Status: 11, Done


Response processed successfully. Actions were:


 Delete         fulfillment "FID-1439462671-000"


3. To view the client machine’s trusted storage to confirm that it is empty, enter the following:


appcomptranutil -view 


The following message is displayed:


No fulfillment records in trusted storage.


4. To view the license server’s trusted storage to confirm the return, enter the following:


servercomptranutil -viewlong


Notice that the number of hybrid licenses has been increased from 9 to 10, as shown in the following excerpt from the 
output:


Viewing server trusted storage.


-------------------------------------------------------------------------------


        Fulfillment Id : FIL-EZCALC-LOCAL-ACCT-SERVED10


      Fulfillment Type : 6 Publisher Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A;VERSION=1.0


       Expiration Date : 12-jan-2017


          Server chain : Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 \


EF50 95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243 1CCE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 D873 \


7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B 3334"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 \


62CC 656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 \
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F5F8 8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


            Concurrent : 0


           Activatable : 0


                Hybrid : 10


  Concurrent overdraft : 0


 Activatable overdraft : 0


      Hybrid overdraft : 0


                Repair : 0


Deduction count : 0


Reinstating Unauthorized Local License Rights
In this exercise, you reinstate the license rights that you backed up, simulating an unauthorized reuse of license rights that 
have been returned. This sets the stage for the repair scenario in the next tutorial, Repairing Local Trusted Storage.


Task To reinstate the backed-up trusted storage


1. Copy C:\TS_Backup\Demo_00000100_tsf.data to C:\ProgramData\FlexNet, and delete the trusted-storage recovery 
file, demo_00000100_tsf.data_backup.001.


2. To confirm the contents of trusted storage, enter the following at a command prompt from the <platform_dir> 
directory:


appcomptranutil -viewlong


The following output is displayed. Notice that the Trust Flags entry indicates trusted storage is broken.


--------------------------------------------------------------------


Viewing application trusted storage.


-------------------------------------------------------------------------------


        Fulfillment Id : FID-1439463973-002


      Fulfillment Type : 4 Served Activation


           Trust Flags : 0x6 **BROKEN** Restore


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A;VERSION=1.0


       Expiration Date : 12-jan-2017


          Server chain : BLR-P7106943|Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 EF50 \


95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243 1CCE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 D873 \


7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B 3334"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 \


62CC 656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 \
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F5F8 8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


--------------------------------------------------------------------


3. Record the Fulfillment ID of the broken fulfillment record. In this example, the fulfillment ID is FID-1439463973-002. 
(Your value is most likely different.)


4. Shut down the vendor daemon (if it is running) on the FlexNet license server:


a. From the lmadmin user interface’s main window, click Administration to open the Administration page, and, if 
prompted, sign in with administrator credentials. (Enter admin as both the user name and the password.)


b. Go to the Vendor Daemon Configuration tab, and click Administer in the entry for the demo vendor daemon.


c. Click Stop.


Shutting down the vendor daemon makes license rights in the server’s trusted storage unavailable. Now, only license 
rights in the client machine’s trusted storage are available.


5. To run EZCalculator, enter ezcalc at a command prompt from the <platform_dir> directory.


6. To attempt to check out a license, type + , and press Enter. A FlexNet License Manager error message is displayed, 
stating that trusted storage has been compromised. 


7. Click OK to close the error dialog.


8. To exit EZCalculator, type q at the EZCalculator prompt, and press Enter.


Repairing Local Trusted Storage
In the previous tutorial, you returned the existing license rights for the EZCalculator engineer edition. Then, to simulate an 
unauthorized reuse of the rights, you tried to reinstate them yourself from a backup file. The result has rendered your 
FlexEnabled client’s trusted storage useless. 


The following tutorial shows you how to repair a fulfillment record in trusted storage. This demonstration does not 
illustrate a real-life scenario—that is, after you issue a return of license rights, you should never run a repair on the 
fulfillment record. This action would give the enterprise an additional license.


Note • Make sure that you have performed all the steps in the previous tutorials, Adding License Rights to a License Server, 
Checking Out a Hybrid License, Activating a Local License, and Returning a Local License, before proceeding with the exercises 
in this tutorial. Also, review Same Machine Used for License Server and Client.


Task To repair trusted storage that has been compromised


1. Since the repair request is issued to the FlexNet license server, you need to start license server vendor daemon. Do so 
from the lmadmin user interface main window:


a. If you are not already on the Vendor Daemon Configuration tab, return to this tab on the Administration page. 


b. On the Vendor Daemon Configuration tab, click Administer in the entry for the demo vendor daemon.


c. Click Start.


2. To issue the repair request, enter the following:
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appcomptranutil -t 27000@localhost commsType=flex -repair  FID-1439463973-002


The output ends with the following message:


Server 27000@localhost, comms type FLEX


Status: 5, Request created


Status: 7, Connected to remote server


Status: 8, Request Sent


Status: 11, Done


Response processed successfully. Actions were:


   Repair FulfillmentId:  FID-1439463973-002


              Reason:


             Comment:  Success but note this is a deny action


3. To view the contents of the client machine’s trusted storage to confirm that trust has been restored, enter the 
following:


appcomptranutil -viewlong


Output similar to the following is displayed:


Viewing application trusted storage.


-------------------------------------------------------------------------------


        Fulfillment Id : FID-1439463973-002


      Fulfillment Type : 4 Served Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A;VERSION=1.0


       Expiration Date : 12-jan-2017


          Server chain : BLR-P7106943|Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 \


EF50 95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243 1CCE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 D873 \


7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B 3334"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 \


62CC 656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 \


F5F8 8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


Notice that the Trust Flags field reads FULLY TRUSTED.


4. To view the contents of the license server’s trusted storage, enter the following:


servercomptranutil -viewlong


Output similar to the following is displayed:


Viewing server trusted storage.


-------------------------------------------------------------------------------


        Fulfillment Id : FIL-EZCALC-LOCAL-ACCT-SERVED10


      Fulfillment Type : 6 Publisher Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-AS1


            Product Id : NAME=EZCALC-A;VERSION=1.0
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       Expiration Date : 12-jan-2017


          Server chain : Server1


       Feature Line(s) :


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="00B9 53C8 3DA9 \


EF50 95C6 02B9 EFC7 D800 FBE8 FF70 8288 06EE 39A3 07C0 D4A3"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="001B 5198 893E \


9D44 37AD 95DB 9735 AF00 2BF5 3404 2BE0 4267 91AE D243 1CCE"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="00F4 D167 D873 \


7FCE 3014 1D91 62C6 9D00 2441 17A6 DF83 5007 9600 2D4B 3334"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0057 8EE1 5676 \


62CC 656C B0B3 8B68 A400 9B8E EE6E 71F0 DC5C 1F47 6675 B106"


INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="00A3 DCD7 D7E8 \


F5F8 8BC9 CDC8 811C 4400 623E 495A 2F5C 4234 FD8E 3A68 F86B"


            Concurrent : 0


           Activatable : 0


                Hybrid : 9


  Concurrent overdraft : 0


 Activatable overdraft : 0


      Hybrid overdraft : 0


                Repair : 0


Deduction count : 1


Deduction 0 (only non-zero counts shown)


        Fulfillment ID : FID-1439463973-002


           System name : MH-Suse11-x86


                Expiry : 12-jan-2017


                  Type : 1


                Hybrid : 1


Notice that the number of repairs has been appropriately decremented.


Using Activation Policies for Virtualization
FlexNet Publisher supports trusted storage–based licensing in a virtual environment. This support includes the following:


• Policy that explicitly allows or disallows local activation on FlexEnabled clients running in virtual environments


• Activations, repairs, and returns performed from the publisher’s activation server to FlexEnabled clients or FlexNet 
license servers running in virtual environments


• Within a composite request, details about the virtual machine from which the composite request originates


If your products run in virtual environments, you can set policies that define whether your trial licenses can be loaded in 
virtual environments only or in physical environments only. For more information about creating trials and defining 
activation requests and responses for virtual environments, see the Programming Reference for Trusted Storage–Based 
Licensing.


What You Should Know About the Tutorial
This tutorial uses ASRs to demonstrate the following:

FlexNet Publisher 2020 R2 (11.17.0) Getting Started with Trusted Storage–Based Licensing FNP-11170-GSTS00 Company Confidential 37







Chapter 3 EZCalculator Demonstration
Using Activation Policies for Virtualization

• How to activate trial license rights in trusted storage on a FlexEnabled client running on a virtual platform


• How the Virtualization policy determines whether an ASR can activate trial licenses in a given environment


More About the Virtualization Policy
The data dictionary element VIRTUALIZATION_POLICY controls whether an ASR can be loaded on physical or virtual 
machines. The following three scenarios cover the most likely trial requirements for a publisher:


• Allow trials on both physical and virtual environments—If you do not want to distinguish between trials on virtual 
and non-virtual machines, simply omit the VIRTUALIZATION_POLICY option. 


• Allow trials only on physical environments—Set VIRTUALIZATION_POLICY=PHYSICAL.


• Allow trials only on virtual environments—Set VIRTUALIZATION_POLICY=VM_ONLY.


This tutorial uses 30day_acct_virtual.asr and 30day_acct_physical.asr to demonstrate how this policy works.


Preparing for the Tutorial
Before running this tutorial, do the following:


• Verify if Your Machine is Virtual


• Verify Your FlexNet Publisher Licensing Toolkit


• Installing the FlexNet Licensing Service on the Virtual Windows Machine


Verify if Your Machine is Virtual
These tutorials assume that you have installed the FlexNet Publisher Licensing Toolkit on a Windows machine instance 
running on a supported virtual platform. The tutorial uses this machine instance to simulate the client machine (that is, the 
machine running the FlexEnabled client) on which you intend to activate trial licenses.


To ensure that this machine is running on a virtual platform, use this procedure.


Task To check that your machine is running on a virtual platform


At a command prompt from the <platform_dir> directory on the machine, type the following:


appcomptranutil -virtual 


Output similar to the following is displayed:


This is a virtual platform.


FAMILY=VMWARE


NAME=SERVER


UUID=875B4D56-031C-B04C-6226-5B817EC97977


GENID=c58e2918fd732f3c:63b828fa89d67a9a 
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Verify Your FlexNet Publisher Licensing Toolkit
Ensure you are using one of the FlexNet Publisher Licensing Toolkits that supports virtualization:


• i86_n3


• x64_n6


• i86_lsb


• x64_lsb


Installing the FlexNet Licensing Service on the Virtual Windows Machine
If you are using a virtual machine for this tutorial, install the FlexNet Licensing Service on the machine. See Installing 
Trusted Storage and the FlexNet Licensing Service (on Windows) for details. 


Using Activation Policies for Virtualization
This tutorial uses two sample ASRs—30day_acct_virtual.asr and 30day_acct_physical.asr—available in your FlexNet 
Publisher Licensing Toolkit to demonstrate the use of the VIRTUALIZATION_POLICY option in ASRs. In your own ASRs, you 
can use this option to control whether license installation is restricted to virtual environments only or physical 
environments only. For more information, see More About the Virtualization Policy.


Note • A third sample ASR, 30day_acct_phy_vir.asr, not used in this tutorial, defines a policy that allows the licenses to be 
loaded in any environment, virtual or physical.


Viewing the Virtualization Policy in ASRs
In this exercise, view the sample ASRs to see how their activation policy for virtual environments are defined. 


Task To view virtualization policies 


1. Review the contents of  ..\examples\ezcalc\30day_acct_virtual\30day_acct_virtual.asr.


2. Locate the data dictionary element VIRTUALIZATION_POLICY:


<Entry>


<Key>VIRTUALIZATION_POLICY</Key>


<Value>VM_ONLY</Value>
</Entry>


The VM_ONLY value restricts the loading of licenses from this ASR to virtual machines only. A later exercise in this 
tutorial uses this ASR to load licenses in trusted storage on your virtual client machine.


3. Review the contents of ..\examples\ezcalc\30day_acct_virtual\30day_acct_physical.asr.


4. Locate the following data dictionary element VIRTUALIZATION_POLICY:


<Entry>


<Key>VIRTUALIZATION_POLICY</Key>
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<Value>PHYSICAL</Value>
</Entry>


This PHYSYICAL value restricts the loading of license from this ASR to physical machines only. A later exercise in this 
tutorial uses this ASR to attempt to load licenses in trusted storage on your virtual client machine.


Removing Client-Side Trusted Storage
If this is your first time using this tutorial, proceed to Loading Virtualization-Only License Rights on Your Virtual Machine. 
Otherwise, before proceeding with this tutorial, use the following procedure to remove any client-side trusted-storage files 
that might still exist from previous demonstration or trial-licensing activities.


Task To delete any existing client-side trusted-storage files


1. At a command prompt from the <platform_dir> directory, type the following:


tsreset_app -delete all


The output includes the following information:


Performing reset operation, please wait...


Trusted Storage Contents have been reset...


2. To verify that trusted-storage information no longer exists, enter the following:


appcomptranutil -view


The following message should display:


No fulfillment records in trusted storage


Note • The tsreset_app utility is for tutorial use only and is not intended to be shipped to an end-user site. An alternative to 
using tsreset_app is to reset your virtual machine to a snapshot taken before you first established trusted storage.


Loading Virtualization-Only License Rights on Your Virtual Machine
This exercise installs license rights in trusted storage on your virtual client machine. They are installed using the sample 
ASR defined with the policy to install license rights on virtual machines only. 


Task To load license rights on your virtual machine


1. To load license rights in trusted storage on the virtual client machine, enter the following at a command prompt from 
the <platform_dir> directory:


appcomptranutil -local ..\examples\ezcalc\30day_acct_virtual\30day_acct_virtual.asr


The following confirmation message is displayed:


Local activation, ASR ..\examples\ezcalc\30day_acct_virtual\30day_acct_virtual.asr


Local activation successful
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The ASR you used is defined with VIRTUALIZATION_POLICY=VM_ONLY; therefore, the licenses loaded successfully on 
your virtual machine.


2. To view the activated licenses, enter the following:


appcomptranutil -view


Attempting To Load Physical-Machine-Only Licenses on a Virtual Machine
This exercise attempts to use the sample 30day_acct_physical.asr to install licenses on your virtual machine. This ASR is 
defined with the policy VIRTUALIZATION_POLCY=PHYSICAL, which restricts license installation to physical machines only. 


Task To attempt to load physical-machine-only licenses on a virtual machine


1. To remove the sample client-side trusted-storage file created on your virtual machine in the previous exercise, enter 
the following at a command prompt from the <platform_dir> directory:


tsreset_app -delete all


2. Verify that the trusted-storage information no longer exists:


appcomptranutil -view


3. Enter the following to load the ASR defined with the VIRTUALIZATION_POLICY=PHYSICAL on your virtual machine:


appcomptranutil -local ..\examples\ezcalc\30day_acct_virtual\30day_acct_physical.asr


The output indicates that activation failed: 


ERROR: API function failed (50050,71564,0)


Look up error 50050, LM_TS_VIRTUALIZATION_POLICY_MISMATCH. It indicates that you attempted to perform a license 
installation restricted to physical machines only.


The Next Step
Once you have finished the tutorials in this chapter, use the lmadmin user interface to shut down the FlexNet license server 
if it is running. (Navigate to the Vendor Daemon Configuration tab on the Administration page, and click Administer in the 
demo entry.)


From here, you can proceed to Additional EZCalculator Exercises for more advanced EZCalculator tutorials.
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Additional EZCalculator Exercises

The tutorials in this chapter demonstrate how to manage license rights on the license server. They simulate (although in a 
manual format) what occurs automatically between the license server and the activation server, such as the FlexNet 
Operations server or a FlexNet Publisher license generator system.


These tutorials include the following:


• Performing Multiple Activations


• Performing a Partial Upgrade


• Performing a Partial Return


What You Should Know About the Tutorial


Composite Transactions Used
The exercises in this tutorial use composite transactions to load licenses from the publisher’s activation server. These 
transactions (also called V2 transactions) combine multiple activation actions in a single interaction with the publisher’s 
activation server. Composite transactions offer a high degree of flexibility and efficiency (for example, they allow partial 
upgrades and returns without losing deduction record data). For more information about composite transactions and 
creating the activation utilities that support them, see the Programming Reference for Trusted Storage–Based Licensing.


Same Machine Used for License Server and Client
These tutorials describe operations that are performed server-side (referring to the FlexNet license server). However, for 
purposes of these tutorials, the license server and the FlexEnabled client exist on the same machine. An actual enterprise 
environment typically has one or more dedicated license server machines that are distinct from the client machines. 
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Manual Response Generator
FlexNet Operations uses response parameter files as templates for generating responses. It generates response parameter 
files automatically as part of the activation process. However, to simulate the role of FlexNet Operations, these tutorials 
use pre-generated response parameter files and the Manual Response Generator, responsegen.exe. This response 
generator is a dumb publisher license server that generates responses based on the input response parameter file.


For more information about the Manual Response Generator, see chapter 13, “Using the Manual Response Generator”, in 
the Programming Reference for Trusted Storage–Based Licensing.


Preliminary Tasks
Before performing the tutorials in this chapter, you must first shut down the demo vendor daemon and reset client-side and 
server-side trusted storage. You should also review tutorial basics.


Reviewing Tutorial Basics
Do the following if you have not already:


• Be familiar with the FlexNet Publisher Licensing Toolkit structure. See Locating the Toolkit Directories in Chapter 1, 
Getting Started with Trusted Storage–Based Licensing for further information. All operations take place in the 
<platform_dir> directory unless otherwise noted.


• Install the FlexNet Licensing Service. Depending on your platform, see the Installing Trusted Storage and the FlexNet 
Licensing Service (on Windows) or Installing Trusted Storage and the FlexNet Licensing Service (on UNIX) section in 
Chapter 3, EZCalculator Demonstration for details.


• Review Basic Tutorial Guidelines in Chapter 1, “Getting Started with Trusted Storage–Based Licensing.”


Note • These tutorials are designed to work with the default vendor daemon demo, which ships with the FlexNet Publisher 
Licensing Toolkit. 


Shutting Down the Vendor Daemon
If you have not already shut down the vendor daemon, use the following procedure to do so.


Task To shut down the vendor daemon


1. To access the lmadmin user interface, open your Web browser, and enter the following URL:


http://<server>:8090


where


• <server> is the system name where the license server is running. For this demonstration, use localhost.


• 8090 is the port for the lmadmin user interface. If this is not the port you have assigned, specify the correct one in 
the command.

44 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with Trusted Storage–Based Licensing







Chapter 4 Additional EZCalculator Exercises
Performing Multiple Activations

2. From the lmadmin user interface’s main window, click Administration to open the Administration page, and, if 
prompted, sign in with your administrator credentials:


• User: admin


• Password: admin


3. Go to the Vendor Daemon Configuration tab, and click Administer in the entry for the demo vendor daemon.


4. Click Stop.


Removing Trusted-Storage Files
Use the following procedure to remove any client-side (for the FlexEnabled client) and server-side (for the license server) 
trusted-storage files created in previous demonstration or trial-licensing activities.


Task To remove client-side and server-side trusted storage files


1. To remove any existing client-side trusted storage files, enter the following at the command prompt from the 
<platform_dir> directory:


tsreset_app -delete all


2. To remove any existing server-side trusted storage files, enter the following:


tsreset_svr -delete all


The output for both commands concludes with the following information:


Performing reset operation, please wait...


Trusted Storage Contents have been reset...


Performing Multiple Activations
This tutorial configures trusted storage on the license server and activates five concurrent ezcalc engineer licenses and 
five hybrid ezcalc student licenses in this trusted storage.


Creating the Request
In this exercise, you use the server activation utility, servercomptranutil, to generate an activation request, request.xml. 
This XML request contains two Entitlement IDs which you would have received beforehand from the publisher. The 
Entitlement IDs are the proof to the publisher that license rights have been purchased. The XML request also contains a 
hostid of the enterprise license server, which is automatically selected by servercomptranutil.


This request specifies two entitlements:


• ENTL-EZCALC-NS1, which defines concurrent ezcalc engineer licenses


• ENTL-EZCALC-S1, which defines hybrid ezcalc student licenses
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Task To create the request for multiple activations


Enter the following at the command prompt from the <platform_dir> directory:


servercomptranutil -new request.xml -activate ENTL-EZCALC-NS1 -activate ENTL-EZCALC-S1


The following message is returned:


Request written to request.xml


In a real-life scenario, the resulting request.xml would be programmatically sent to the publisher’s license server.


Generating the Response
The response generator on the publisher’s license server (in this example, responsegen; in a real-life scenario, this could be 
FlexNet Operations) reads the request and generates an XML response which is sent back to the enterprise license server. 
This response.xml contains the fulfillment records which provide details of the licensed features. It also contains the 
hostid that was sent in the request.


This exercise uses the sample response parameter file W7_EZCalcSvrSingleStepMultipleActivate to generate the 
appropriate response file for activating the licenses. You specify the key file DemoKeyout.xml to provide the keys for 
signing the response.


Task To generate the response


Enter the following at the command prompt from the <platform_dir> directory:


.\publisher\responsegen.exe -i request.xml -o response.xml -k .\publisher\xml\DemoKeyout.xml -m 


.\publisher\xml\Version6\W7_EZCalcSvrSingleStepMultipleActivate.xml


The following message is returned:


OK 


In a real-life scenario, the resulting response.xml would be programmatically sent to the enterprise license server.


Activating the Licenses
Process the response file on the enterprise license server to activate the two groups of ezcalc licenses.


In this step, servercomptranutil compares the hostid in the response file to the hostid of the enterprise license server 
platform to ensure they are identical. It saves and encrypts the fulfillment records into trusted storage. In this exercise, 5 
concurrent and 5 hybrid licenses are then ready to be checked out by clients.


Task To activate the licenses


1. Enter the following at the command prompt from the <platform_dir> directory:


servercomptranutil -process response.xml


The following information is returned:
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Response processed successfully. Actions were:


    Configuration  TrustedId "1"


    Create         fulfillment "FIL-EZCALC-ENGR-SERVED5"


    Create         fulfillment "FIL-EZCALC-STUDENT-SERVED5"


    FLEXnet response dictionary:


            COMMENT=Single Step Multiple Activate - Load 5 concurrent licenses for 


            EZCalculator Engineer Edition and 5 hybrid licenses for EZCalculator Student Edition


2. To view the licenses in trusted storage, enter the following command:


servercomptranutil -viewlong


This command can be abbreviated and used as appcomptranutil -vl.


The output shows the two activations:


-------------------------------------------------------------------------------


        Fulfillment Id : FIL-EZCALC-ENGR-SERVED5


      Fulfillment Type : 6 Publisher Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-NS1


            Product Id : NAME=EZCALC-N;VERSION=1.0


       Expiration Date : 11-Jun-2018


          Server chain : Server1


       Feature Line(s) :


                    INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="005F 03B6 1B41 C196 \


                    9754 62AB 5F23 5500 3153 E210 952D B005 BAB4 E5C0 B333"


                    INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="00C8 A83F 8D17 \


                    545A 497E 01EF 341D 1E00 76D0 4EF2 282D 9434 B9A8 F2D4 16C6"


                    INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="007A 413F 3BD4 \


                    AA6D 4516 9BE1 A271 1800 4305 535F 0F7E 24E4 AB73 83D8 7A00"


                    INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0075 E4A9 80A5 \


                    522C 0E68 2165 6CE8 CA00 C8B3 4610 2A99 3138 D9DD 4ACA 5E0C"


                    INCREMENT POWER demo 1.0 31-dec-2020 1 TS_OK SIGN="00FF 515A 3015 \


                    4ABE 8413 02C6 1214 E100 3670 E9C2 8DFD D2EF D46E 7656 D104"


            Concurrent : 5


           Activatable : 0


                Hybrid : 0


  Concurrent overdraft : 0


 Activatable overdraft : 0


      Hybrid overdraft : 0


                Repair : 0


Deduction count : 0


-------------------------------------------------------------------------------


        Fulfillment Id : FIL-EZCALC-STUDENT-SERVED5


      Fulfillment Type : 6 Publisher Activation


           Trust Flags : 0x7 Fully Trusted


                Status : Enabled


        Entitlement Id : ENTL-EZCALC-S1


            Product Id : NAME=EZCALC-S;VERSION=1.0


       Expiration Date : 11-Jun-2018


          Server chain : Server1
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       Feature Line(s) :


                    INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="005F 03B6 1B41 C196 \


                    9754 62AB 5F23 5500 3153 E210 952D B005 BAB4 E5C0 B333"


                    INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="00C8 A83F 8D17 \


                    545A 497E 01EF 341D 1E00 76D0 4EF2 282D 9434 B9A8 F2D4 16C6"


                    INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="007A 413F 3BD4 \


                    AA6D 4516 9BE1 A271 1800 4305 535F 0F7E 24E4 AB73 83D8 7A00"


                    INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0075 E4A9 80A5 \


                    522C 0E68 2165 6CE8 CA00 C8B3 4610 2A99 3138 D9DD 4ACA 5E0C"


            Concurrent : 0


           Activatable : 0


                Hybrid : 5


  Concurrent overdraft : 0


 Activatable overdraft : 0


      Hybrid overdraft : 0


                Repair : 0


Deduction count : 0


Viewed 2 of 2 fulfillment records. 


-------------------------------------------------------------------------------


Performing a Partial Upgrade
A partial upgrade enables you to upgrade some of your licenses. This exercise upgrades two ezcalc student licenses to 
accountant licenses, reducing the number of student licenses from 5 to 3.


Note • Complete the previous exercise Performing Multiple Activations before performing this one.


Creating the Request
This request specifies the entitlement ENTL-EZCALC-AS1, which defines the accountant licenses to which two student 
licenses are upgrading.


Task To create the request for a partial upgrade


Enter the following at the command prompt from the <platform_dir> directory:


servercomptranutil -new request.xml -activate ENTL-EZCALC-AS1 count=2


The following message is returned:


Request written to request.xml 


In a real-life scenario, the resulting request.xml would be programmatically sent to the publisher’s license server.
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Generating the Response
This exercise uses the sample response parameter file W7_EZCalcSvrPartialUpgrade.xml to generate the appropriate 
response file for upgrading two of the five ezcalc student licenses to accountant licenses. 


Task To generate the response


Enter the following at the command prompt from the <platform_dir> directory:


.\publisher\responsegen.exe -i request.xml -o response.xml -k .\publisher\xml\DemoKeyout.xml -m 


.\publisher\xml\Version6\W7_EZCalcSvrPartialUpgrade.xml


The following message is returned:


OK 


In a real-life scenario, the resulting response.xml would be programmatically sent to the enterprise license server.


Upgrading the Licenses
Process the response file to upgrade the licenses on the license server.


Task To upgrade the licenses


1. Enter the following at the command prompt from the <platform_dir> directory:


servercomptranutil -process response.xml


The following information is returned:


Response processed successfully. Actions were:


    Create         fulfillment "FIL-EZCALC-ACCT-SERVED2"


    Modify         fulfillment "FIL-EZCALC-STUDENT-SERVED5"


    FLEXnet response dictionary:


            COMMENT=Partial Upgrade - 2 of 5 EZCalculator Student Edition to EZCalculator


            Accountant Edition


2. To confirm that two student licenses have been upgraded, enter the following command:


servercomptranutil -viewlong


The output shows that a partial upgrade maintains deduction counts of existing served licenses in server-side trusted 
storage. For example, the following excerpt shows that, after the upgrade, three student licenses now exist (the 
original count of 5 has been reduced by 2):


         Fulfillment Id : FIL-EZCALC-STUDENT-SERVED5


       Fulfillment Type : 6 Publisher Activation


            Trust Flags : 0x7 Fully Trusted


                 Status : Enabled


         Entitlement Id : ENTL-EZCALC-S1


             Product Id : NAME=EZCALC-S;VERSION=1.0


...


             Concurrent : 0
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            Activatable : 0


                 Hybrid : 3


   Concurrent overdraft : 0


  Activatable overdraft : 0


       Hybrid overdraft : 0


                 Repair : 0


However, this output excerpt shows that two accountant licenses have been added:


         Fulfillment Id : FIL-EZCALC-ACCT-SERVED2


       Fulfillment Type : 6 Publisher Activation


            Trust Flags : 0x7 Fully Trusted


                 Status : Enabled


         Entitlement Id : ENTL-EZCALC-AS1


             Product Id : NAME=EZCALC-A;VERSION=1.0


        Expiration Date : 11-Jun-2018


...


             Concurrent : 0


            Activatable : 0


                 Hybrid : 2


   Concurrent overdraft : 0


  Activatable overdraft : 0


       Hybrid overdraft : 0


                 Repair : 0


The five concurrent engineer licenses remain unchanged. 


Performing a Partial Return
A partial return enables you to upgrade some of your server-side trusted-storage licenses. This is especially useful if some 
licenses have already been served to client machines, but you want to return the remaining available licenses.


This exercise returns two ezcalc engineer and two ezcalc student licenses. Currently, five engineer licenses and three 
student licenses exist in trusted storage on the license server.


Note • Complete the previous exercise Performing a Partial Upgrade before performing this one.


Creating the Request
This request specifies the two fulfillment records that are modified when you return the licenses: FIL-EZCALC-STUDENT-
SERVED5 and FIL-EZCALC-ENGR-SERVED5.


Task To create the request for multiple returns


Enter the following at the command prompt from the <platform_dir> directory:


servercomptranutil -new request.xml –return FIL-EZCALC-STUDENT-SERVED5 count=2 -return FIL-EZCALC-ENGR-


SERVED5 count=2


The following message is returned: 
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This may be a partial return (one or more counts specified).


Servers that do not support partial returns may treat this as a 


full return and delete the fulfillment. 


Confirm partial return? Enter “yes” or “no”: -return FIL-EZCALC-ENGR-SERVED5 count=2 


Confirm this and the following message by typing yes twice. 


The following message is returned: 


Request written to request.xml 


In a real-life scenario, the resulting request.xml would be programmatically sent to the publisher’s license server.


Generating the Response
This exercise uses the sample response parameter file W7_EZCalcSvrPartialReturn.xml to generate the appropriate 
response file for returning the two ezcalc student licenses and the two ezcalc engineering licenses.


Task To generate the response


Enter the following at the command prompt from the <platform_dir> directory:


.\publisher\responsegen.exe -i request.xml -o response.xml -k .\publisher\xml\DemoKeyout.xml -m 


.\publisher\xml\Version6\W7_EZCalcSvrPartialReturn.xml


The following message is returned: 


OK 


In a real-life scenario, the resulting response.xml would be programmatically sent to the enterprise license server.


Returning the Licenses
Process the response file to return the licenses.


Task To return the licenses


1. Enter the following at the command prompt from the <platform_dir> directory:


servercomptranutil -process response.xml


The following information is returned:


Response processed successfully. Actions were:


    Modify         fulfillment "FIL-EZCALC-ENGR-SERVED5"


    Modify         fulfillment "FIL-EZCALC-STUDENT-SERVED5"


    FLEXnet response dictionary:


             COMMENT=Partial Return - Return Two Engineer Edition Licenses and Two Student Edition


             Licenses


2. To confirm that each license type has been decremented by two licenses, enter the following command:


servercomptranutil -viewlong
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The output shows decremented counts for each license type. For example, the following excerpt shows that the 
original five engineering licenses have been reduced by two:


         Fulfillment Id : FIL-EZCALC-ENGR-SERVED5


       Fulfillment Type : 6 Publisher Activation


            Trust Flags : 0x7 Fully Trusted


                 Status : Enabled


         Entitlement Id : ENTL-EZCALC-NS1


             Product Id : NAME=EZCALC-N;VERSION=1.0


...


             Concurrent : 3


            Activatable : 0


                 Hybrid : 0


   Concurrent overdraft : 0


  Activatable overdraft : 0


       Hybrid overdraft : 0


                 Repair : 0


Additionally, the following shows that the three student licenses have been reduced by two:


         Fulfillment ID : FIL-EZCALC-STUDENT-SERVED5


       Fulfillment Type : 6 Publisher Activation


            Trust Flags : 0x7 Fully Trusted


                 Status : Enabled


         Entitlement ID : ENTL-EZCALC-S1


             Product Id :  NAME=EZCALC-S;VERSION=1.0


...


             Concurrent : 0


            Activatable : 0


                 Hybrid : 1


   Concurrent overdraft : 0


  Activatable overdraft : 0


       Hybrid overdraft : 0


                 Repair : 0


The two hybrid accountant licenses remain unchanged. 


Conclusion
The tutorials in this chapter demonstrate how composite transactions provide flexibility in delivering, upselling, or 
downselling licenses. Continue to the next chapter, Short-Code Transaction Scenarios, for an introduction to short-code 
direct transactions.
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Short-Code Transaction Scenarios

Introduction
The term transaction is to mean a licensing life-cycle event such as activation and return that involves an exchange of 
information between a FlexNet Publisher and a FlexNet Operations server resulting in license rights being moved from 
FlexNet Operations to the trusted storage of a machine running FlexEnabled applications.


There are two mechanisms


1. XML based—the information is exchanged using XML documents, ideal for online transactions.


2. Short codes—the information is encoded in simple character strings. These are for use in situations where the size of 
the XML documents are impractical for the channel to the server, for example if online or e-mail communication 
cannot be used for security or other reasons.


FlexNet Publisher has always supported short-code transactions for the FlexNet Operations retail model, where the rights 
are transferred from a FlexNet Operations server to local trusted storage (also known as application or client trusted 
storage). FlexNet Publisher extends this to the other FlexNet Operations license models, where the rights are transferred 
from a FlexNet Operations server to enterprise server trusted storage.


Overview of the Short-Code Mechanism
Licenses in trusted storage are held as fulfillments which are XML documents with a typical length of two to three thousand 
characters. As this is too large to be sent in the short code response the fulfillment is pre-defined in a short code ASR; these 
are similar to the ASRs used for local activation but contain extra data specific to short codes, the most important being the 
short code alias. This is an integer that uniquely defines the short code ASR.
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Task In a production situation the following tasks are performed


1. FlexNet Operations creates a Transaction Key which can be downloaded to create a Trusted Configuration XML 
document.


2. The Trusted Configuration is used by FlexNet Publisher when prepping the product's activation application 
(embedding the keys needed to encrypt and verify the short codes within it).


3. FlexNet Operations assigns the alias and generates the short code ASR.


4. The ASR is downloaded from the server and deployed with the product.


5. The product's activation utility passes the ASR to the FlexNet Publisher Activation API to create a short code request; 
this contains the short code alias plus other data to identify the machine (UMN).


6. The request is entered at the FlexNet Operations portal together with the Activation Id associated with it. The alias is 
extracted and used to identify the ASR in use for the transaction, enabling either an OK or Deny response to be 
generated and displayed. 


7. The response is input to the product's activation utility and passed to the FlexNet Publisher API which, if the response 
is 'OK', extracts the fulfillment from the ASR and writes it to trusted storage.


Server and Retail Transactions
1. The request can be configured for UMN length. UMNs are 40 characters long, by default eight characters are sent in 


requests (to keep them short); in large machine populations more than one machine may have the same least 
significant eight characters so they can't be told apart. The configuration option allows a trade off between request 
length and risk of duplication.


2. There is an option to use stronger response signing to trade off security against response code length.


3. Request and response codes have additional error check characters to allow entry mistakes to be isolated to a few 
characters.


4. There is a new streamlined API that must be used by server activation applications and should be used by all new 
activation applications.


5. The compTranUtil sample activation utility included in the FNP kit now supports short codes; the source file 
compTranUtilShortCode.c demonstrates the new API, the executables appcomptranutil and servercomptranutil 
can be used to create requests and process responses.


Server Transactions Only
The ASR may be used for multiple transactions to acquire licenses incrementally.


The test scenarios are for Windows platforms, using server short codes and low response signing strength. These points 
can be adapted for other platforms (refer to Other Platforms section given below), local trusted storage (appcomptrantutil) 
and other signing strengths (refer to Table 5-1 below). 
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Preparations


Task To configure the activation application to have the required trusted configuration for short codes with low signing 
strength


1. Edit the FNP kit file examples\activation\compTranUtil\serverCompTranUtil.xml as follows:


<trustedconfiguration path="publisher\xml\TrustedId51Output.xml" />


2. Rebuild the FNP kit.


Generating the Short-Code Response


Use the responsegenUI tool available in the kit. (For non-Windows platforms, use the command-line tool responsegen.)


Task To generate the short code response


1. Load the Manual Response Generator tool from the kit. Enter the following at the command prompt from the 
<platform_dir> directory:


publisher\responsegenUI


The Manual Response Generator opens.


2. Click the Generate Short Code Response tab.


3. Click Paste Request to generate and paste in the request code.


4. Click Validate Request and then Analyze Request. 


The request content is displayed.


5. Click Choose Response Data and select the appropriate file for the transaction type.


W6_CreateResponseCodeParameterActivation2016.xml 


W6_CreateResponseCodeParameterReturn.xml


W6_CreateResponseCodeParameterRepair.xml


6. For incremental activations modify the ID_SUFFIX (in the Server XML input Parameter edit box) from 1 to 2, 3 and so 
on.


<Name>SCI_ID_SUFFIX</Name>


<Value>2</Value>


7. Click Generate Response.


8. Copy the response and paste to buffer or save it to a file.


Note • ResponsegenUI is supported for development and testing only. It loads its XML documents (ASRs and response 
parameter files) from the “xml” sub folder and its subfolders on startup. If any files are changed, it must be restarted. The ASR 
must be an identical copy of the one used to generate the request.


The following use cases described in this chapter demonstrate the use of short-code transactions with request and 
response short codes:
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Case 1: An activation transaction


Task To execute an activation request and response transaction


1. Open a command window and make the FNP kit binary directory the current directory. Enabling Quick Edit Mode for 
the window will make copying and pasting requests and responses easier.


2. Create the activation request


FNPkit\i86_n3>servercomptranutil -shortcode publisher\xml\ShortCode2016ServerLow.asr -activate


    New request code: 080427-697005-968894-159351-417183-193819-529649-794556


              type: ACTIVATION


3. Copy the request into the paste buffer and generate a suitable response (leave ID_SUFFIX at 1). 


4. A response can be used:


a. Only on the machine that generated the request


b. Only once - whilst the request is pending


5. Process the response, for example if the response was 095939-374182-943367-122555...


FNPkit\i86_n3>servercomptranutil -shortcoderesponse 095939-374182-943367-122555


Processing response: 095939-374182-943367-122555


Short code ACTIVATION response processed, fulfillment created


      Entitlement Id: ENTL-EZCALC-SC2016-SVR-1


      Fulfillment Id: FID-EZCALC-SC2016-SVR-1


          Product Id: NAME=EZCALC-A; VERSION=1.0


          Expiration: 24-feb-2016


Note •  The “-1” suffix on the Entitlement and Fulfillment Ids allows incremental activations to be performed


6. The fulfillment can be viewed in full by “servercomptranutil -viewlong” (or -vl). 


For any problems, see Troubleshooting.


Case 2: An incremental activation transaction


Task Procedure for an incremental activation transaction 


1. Create another activation request:


FNPkit\i86_n3>servercomptranutil -sc publisher\xml\ShortCode2016ServerLow.asr -a


    New request code: 468540-554185-007013-491125-732176-523816-734815-658551


                type: ACTIVATION


2. Copy the request into the paste buffer and generate a suitable response with ID_SUFFIX set to "2".


3. Process the response:
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FNPkit\i86_n3>servercomptranutil -scr 022116-103080-554004-058552


Processing response: 022116-103080-554004-058552


Short code ACTIVATION response processed, fulfillment created


      Entitlement Id: ENTL-EZCALC-SC2016-SVR-2


      Fulfillment Id: FID-EZCALC-SC2016-SVR-2


          Product Id: NAME=EZCALC-A;VERSION=1.0


          Expiration: 24-feb-2016


Note • The “-2” suffix on the Entitlement and Fullfillment Ids. 


4. View the fulfillments:


FNPkit\i86_n3>servercomptranutil -v


Viewing server trusted storage.


U if untrusted


. D if disabled


. . fulfillmentType


. . . Expiry    Count FulfillmentId                   ProductId


. . 6 24-feb-2016 10 FID-EZCALC-SC2016-SVR-1         NAME=EZCALC-A; VERSION=1.0


. . 6 24-feb-2016 10 FID-EZCALC-SC2016-SVR-2         NAME=EZCALC-A; VERSION=1.0


Viewed 2 of 2 fulfillment records.


Case 3: A return transaction


Task To generate a short code return transaction


1. Determine the fulfillment id of the fulfillment to be returned (use servercomptranutil -v as above) and create the 
return request:


FNPkit\i86_n3>servercomptranutil -sc publisher\xml\ShortCode2016ServerLow.asr -return FID-EZCALC-


SC2016-SVR-1


    New request code: 579434-519788-391087-863064-121810-509876-823402-794556


                type: RETURN


      Entitlement Id: ENTL-EZCALC-SC2016-SVR-1


      Fulfillment Id: FID-EZCALC-SC2016-SVR-1


          Product Id: NAME=EZCALC-A;VERSION=1.0


          Expiration: 24-feb-2016


Note • This disables the fulfillment, preventing its use for licensing.


FNPkit\i86_n3>servercomptranutil -v


Viewing server trusted storage.


U if untrusted


. D if disabled


. . fulfillmentType


. . . Expiry    Count FulfillmentId                   ProductId


. D 6 24-feb-2016 10 FID-EZCALC-SC2016-SVR-1         NAME=EZCALC-A;VERSION=1.0


. . 6 24-feb-2016 10 FID-EZCALC-SC2016-SVR-2         NAME=EZCALC-A;VERSION=1.0


Viewed 2 of 2 fulfillment records.


2. Copy the request into the paste buffer and generate a return response. 
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3. Process the response:


FNPkit\i86_n3>servercomptranutil -scr 552663-703007-799200-954555


Processing response: 552663-703007-799200-954555


4. Short code RETURN response processed, fulfillment returned:


      Entitlement Id: ENTL-EZCALC-SC2016-SVR-1


      Fulfillment Id: FID-EZCALC-SC2016-SVR-1


          Product Id: NAME=EZCALC-A; VERSION=1.0


          Expiration: 24-feb-2016


Note that the fulfillment has been deleted.


FNPkit\i86_n3>servercomptranutil -v


Viewing server trusted storage.


U if untrusted


. D if disabled


. . fulfillmentType


. . . Expiry    Count FulfillmentId                   ProductId


. . 6 24-feb-2016 10 FID-EZCALC-SC2016-SVR-2         NAME=EZCALC-A;VERSION=1.0


Viewed 1 of 1 fulfillment records.


Case 4: A repair transaction
Repairs are very similar to returns. Repair transactions are used to restore trust to fulfillments after a change to the 
machine environment has caused them to lose it. 


If wish to try repairs you must use a different machine (or, if you are running in a VM, a different VM). Copy the trusted 
storage file demo_80000100_tsf.data (or demo_00000100_tsf.data for local trusted storage) to the other machine; note 
that this is a hidden file. For Windows, the file is located in the folder All Users\Application Data\FLEXnet.


Task To generate a short code repair transaction


1. On the new machine, check that the fulfillment is untrusted:


FNPkit\i86_n3>servercomptranutil -v


Viewing server trusted storage.


U if untrusted


. D if disabled


. . fulfillmentType


. . . Expiry    Count FulfillmentId   ProductId


U . . 24-feb-2016 10 FID-EZCALC-SC2016-SVR-2   NAME=EZCALC-A;VERSION=1.0


Viewed 1 of 1 fulfillment records.


2. Create a repair request:


FNPkit\i86_n3>servercomptranutil -sc publisher\xml\ShortCode2016ServerLow.asr -repair FID-EZCALC-


SC2016-SVR-2


    New request code: 007258-115883-850506-278816-314768-738129-496693-494568-506559


                type: REPAIR


      Entitlement Id: ENTL-EZCALC-SC2016-SVR-2


      Fulfillment Id: FID-EZCALC-SC2016-SVR-2


          Product Id: NAME=EZCALC-A;VERSION=1.0


          Expiration: 26-feb-2016
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3. Copy the request into the paste buffer and generate a repair response. 


4. Process the response:


FNPkit\i86_n3>servercomptranutil -scr 077650-932690-120405-570550


Processing response: 077650-932690-120405-570550


Short code REPAIR response processed, fulfillment repaired


      Entitlement Id: ENTL-EZCALC-SC2016-SVR-2


      Fulfillment Id: FID-EZCALC-SC2016-SVR-2


          Product Id: NAME=EZCALC-A; VERSION=1.0


          Expiration: 26-feb-2016


Note that the fulfillment is now trusted


FNPkit\i86_n3>servercomptranutil -v


Viewing server trusted storage.


U if untrusted


. D if disabled


. . fulfillmentType


. . . Expiry    Count FulfillmentId               ProductId


. . 6 26-feb-2016 10 FID-EZCALC-SC2016-SVR-2      NAME=EZCALC-A;VERSION=1.0


Viewed 1 of 1 fulfillment records.


Managing Pending Requests
When a request is created it is written to trusted storage together with the short code ASR and remains there pending the 
availability of the response. Once response processing is complete it is deleted.


1. Only one request for each short code ASR may be pending; to view it:


FNPkit\i86_n3>servercomptranutil -sc publisher\xml\ShortCode2016ServerLow.asr


Pending request code: 565101-354989-327644-564937-971611-739947-933867-106555


                type: ACTIVATION


2. Best practice is to use the pending request to generate the response and complete the transaction. However, if a 
response of a different type is needed, the pending request must be cancelled first.


FNPkit\i86_n3>servercomptranutil –sc publisher\xml\ShortCode2016ServerLow.asr -


cancelshortcoderequest


Pending request code: 565101-354989-327644-564937-971611-739947-933867-106555


                type: ACTIVATION


Cancel the pending request code? Enter "yes" or "no": yes


Request code cancelled.


To avoid the confirmation step you can add the “-yes” option to the command line.


Other things to try


Mistype one or more characters of a response when processing it. 


Use the wrong ASR, for example, a non-server ASR with servercomptranutil or a local ASR.


Customizing the Tutorials
You can customize the tutorials with regards to alphanumeric codes, UMN length, and different signing strengths.
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Response Signing Strength
This tutorial uses low signing strengths because the security is not an issue and it keeps the responses short. To use 
medium or high use the alternate files given in the table. 


Alphanumeric Codes
Alphanumeric codes are shorter but more difficult to enter—for example, HCPAR3-WTFDUA-NE8NJD-QK0546-Y14UK7-
DTFFZ3. When using FlexNet Operations this is specified when creating the short code ASR.


Task To use FlexNet Publisher only execute the following steps


1. Edit the short code ASR (for example: ShortCode2016ServerLow.asr) and change the CodeBase element from DEC to 
ALNUM32 in both the <RequestOverrides> and <ResponseOverrides> directories elements.


2. Resign the ASR:


FNPkit\i86_n3>publisher\xmlsign -a activationsettings\publisher.xml -i 


publisher\xml\ShortCode2016ServerLow.asr -o publisher\xml\ShortCode2016ServerLow.asr


3. Reload responsegenUI.


UMN Length
Again, when using FlexNet Operations this is specified when creating the short code ASR. It can be tried using FlexNet 
Publisher only using the steps above but with the following change to the ASR XML:


Change the <Size>8</Size> to (say) <Size>16</Size> (a full UMN is 40) in the <Name>SCI_UMNE</Name> and/or 
<Name>SCI_UMN2</Name> elements of the <RequestOverrides> and <ResponseOverrides> element.


Table 5-1 •  File table with signing strengths 


Low Medium High


Trusted 
Configuration


TrustedId51Output.xml TrustedId55Output.xml TrustedId56Output.xml


Short code ASR 
(server)


ShortCode2016ServerLow.
asr


ShortCode2016ServerMedium.asr ShortCode2016ServerHigh.a
sr


Short code ASR 
(non-server)


ShortCode2016Low.asr ShortCode2016Medium.asr ShortCode2016High.asr


responsegen 
keyfile


TrustedId51Keyfile.xml TrustedId55Keyfile.xml TrustedId56Keyfile.xml
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Other Platforms
When preparing the kit, edit and use the appropriate servercomptranutil prep XML file (serverCompTranUtil_unix.xml 
or serverCompTranUtil_mac.xml).


To generate responses, use the command line tool responsegen, specifying the correct keyfile from the File table with 
signing strengths.


If you wish to try multiple activations from the same ASR you need to make copies of the response parameter file so that 
you can use different suffixes.


In the publisher\xml\version1 folder:


1. Copy W6_CreateResponseCodeParameterActivation2016.xml to 
W6_CreateResponseCodeParameterActivation2016-2.xml


2. Edit W6_CreateResponseCodeParameterActivation2016-2.xml and change 
<Name>SCI_ID_SUFFIX</Name><Value>1</Value> to <Name>SCI_ID_SUFFIX</Name><Value>2</Value>.


3. If you wish to try more incremental activations, you need to create similar additional files, for example, 
W6_CreateResponseCodeParameterActivation2016-3.xml and so on.


Troubleshooting
The most common cause of errors during development is a mismatch between the short code ASR and the trusted 
configuration specified when the activation application is prepped. Errors can vary depending of the state of trusted 
storage but most likely is


FNPkit\i86_n3>servercomptranutil -shortcode publisher\xml\ShortCode2016ServerLow.asr -activate


ERROR: API function failed (50058, 61106, and 17005)


The trusted section needed by the short code ASR does not exist.


However, if the trusted section does exist but was created with a different configuration (with different encryption and 
signing keys) then errors can also occur when validating the request or processing the response.


Ensure that the steps in the To configure the activation application to have the required trusted configuration for short 
codes with low signing strength section have been followed correctly (or if you are customizing the process, then check 
files are from the same column of the table). If this does not fix it then reset the trusted storage files ("tsreset_svr -reset") 
and try again.


responsegenUI


If the short code alias is not recognized, check in the ASR Data tab that the short code ASR you are using is listed; these files 
are loaded from the xml subdirectory so the publisher directory must be the current directory when the tool is started.


If request validation or response generation fails, check in the Key Data tab for the TrustedId5*Keyfile.xml key files; 
these are also loaded from the xml subdirectory. 


responsegen


Error: Generate response error


Error code: 16


Most likely wrong key file - low/medium/high signing strengths have different key files. See the File Table for the correct 
ASR/keyfile pairings
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Error tuple - (major, minor, system)


Short code API functions (flxActShortCodeXXX) usually set major error 50058 (LM_TS_SHORTCODE) and the system error 
(1nnnn) identifies the cause - see header machind\actvation\include\FlxActSystemError.h


For other major errors (5nnnn) see FlxActError.h


The minor error identifies a code point (not publically defined).


The Short-Code Activation API
This is defined and commented in header FlxActShortCode.h and reproduced here in full.


The compTranUtil sample activation utility included with the FNP kit demonstrates use of this API - also see file 
compTranUtilShortCodes.c


/**************************************************************************************************


* NOTICE OF COPYRIGHT AND OWNERSHIP OF SOFTWARE:


*


* Copyright (c) 2016 Flexera Software LLC. All Rights Reserved.


*


**************************************************************************************************/


/*


 * FlxActShortCode include file


 *


 * API functions for Short Code Transactions


 * These are common to both the application and the server activation applications.


 */


#ifndef FlxActShortCode_h


#define FlxActShortCode_h 1


/*  Usage.


    Pre-requisite - an API handle obtained from flxActCommonOpen


    For request code creation and management:


    1. Obtain a short code context handle using one of


            flxActShortCodeCreate                ASR is read from a file


            flxActShortCodeCreateFromBuffer      ASR is in memory


    2a. To create a request code use one of 


            flxActShortCodeGetActivationRequest


            flxActShortCodeGetReturnRequest


            flxActShortCodeGetRepairRequest


    2b. To obtain a pending request code 


            flxActShortCodeGetPendingRequest


       A request is pending from the time it is created until a valid response is processed or it is 


cancelled.


       Only one request may be pending for a given ASR; to create a different one, cancel the pending 


one.


    2c. To cancel a pending request


         flxActShortCodeCancelRequest


Note that cancelling a return request re-enables the fulfillment making it usable again.


You need to trust that the user has not completed the return on the server, otherwise it's an 


exploit.


The alternative is to delete the fulfillment with the request (user can re-install if necessary)


        see function flxActCommonLicSpcProductDelete


    3. Destroy the short code context 


        flxActShortCodeDestroy
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    When the response is available, process it using 


        flxActShortCodeProcessResponse


No context is needed as the ASR is cached in trusted storage when the request is created and it can 


be identified from the content of the response code. These functions can be called to get more 


information about the response processing.


        flxActShortCodeGetDenyReason    For Deny response types


        flxActShortCodeGetWarning        On success - see flxShortCodeWarning below  


        flxActShortCodeGetErrorDetail    On failure - 


    Vendor data can be included in requests and responses - see  flxActShortCodeSetVendorData() 


below.


*/


    


    


#include "FlxActCommon.h"


#ifdef __cplusplus


extern "C" {


#endif


/*


 * Context for short code operations.


 */


typedef struct flxActShortCode*    FlxActShortCode;


/*


 * Create and destroy a short code context.


 */


FlxActBool flxActShortCodeCreate(


        FlxActHandle        handle,            /* As returned by flxActCommonHandleOpen    */


        const char*            pszAsrFile,        /* Path of short code ASR XML                */


        FlxActShortCode*    phShortCode);    /* For return of the short code handle        */


FlxActBool flxActShortCodeCreateFromBuffer(


        FlxActHandle        handle,            /* As returned by flxActCommonHandleOpen    */


        const char*            pszAsrBuffer,    /* Buffer containing short code ASR XML        */


        FlxActShortCode*    phShortCode);    /* For return of the short code handle        */


void flxActShortCodeDestroy(FlxActShortCode hShortCode);


FlxActBool flxActShortCodeGetActivationRequest(


        FlxActShortCode        hShortCode,


        const char**        ppszRequest);        /* For return of a pointer to the short code request 


*/


FlxActBool flxActShortCodeGetReturnRequest(


        FlxActShortCode        hShortCode,


        const char*            pszFulfillmentId,    /* The fulfillment to be returned                        


*/


        const char**        ppszRequest);        /* For return of a pointer to the short code request    


*/


FlxActBool flxActShortCodeGetRepairRequest(


        FlxActShortCode        hShortCode,


        const char*            pszFulfillmentId,    /* The fulfillment to be returned                        


*/


        const char**        ppszRequest);        /* For return of a pointer to the short code request 


*/


FlxActBool flxActShortCodeGetPendingRequest(


        FlxActShortCode        hShortCode,


        const char**        ppszRequest,    /* For return of a pointer to the short code request */


        FlxShortCodeType*    pRequestType); /* For return of the request type */


FlxActBool flxActShortCodeGetPendingRequestProdSpc(
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        FlxActShortCode        hShortCode,


        FlxActLicSpc        licSpc);        /* For RETURN and REPAIR, FlxActProdSpc of target 


fulfillment is added */


FlxActBool flxActShortCodeCancelRequest(FlxActShortCode hShortCode);


/*


 * Process a short code response.


 * On success, if pResponseType is flxShortCodeTypeError then


 * call flxActShortCodeGetDenyReason() to get the deny reason given by the server,


 * Otherwise call flxActCommonRespProdLicSpcGet() to get details of the fulfillment just 


 *    activated, returned or repaired.


 *    For activations, optionally call flxActShortCodeGetWarning to find out whether 


 *    an existing fulfillment was overwritten.


 *    On failure, call flxActCommonHandleGetError() to get the error tuple.


 *    See also flxActShortCodeGetErrorDetail() below.


 */


FlxActBool flxActShortCodeProcessResponse(


        FlxActHandle        handle,            /* As returned by flxActCommonHandleOpen    */


        const char*            pszResponse,    /* The response code from the server        */


        FlxShortCodeType*    pResponseType);    /* For return of the response type            */


/*


 * Get the deny reason.


 * If the request type returned by flxActShortCodeProcessResponse() is flxShortCodeTypeError


 * then this function will return the reason given by the server for denying the request.


 * If the response was of a different type or the server did not set a reason, it will return zero.


 * Note that the reason values are defined by the server, not FNP.


 */


uint32_t flxActShortCodeGetDenyReason(FlxActHandle handle);


/*


 * Response processing warnings - set when processing succeeds but there is something to note


 */


typedef enum 


{


    flxShortCodeWarningNone                        = 0,


    flxShortCodeWarningFulfillmentOverwitten    = 1,


    /* Returned by flxActShortCodeGetWarning if handle is NULL */


    flxShortCodeWarningInvalidHandle            = -1


} flxShortCodeWarning;


flxShortCodeWarning flxActShortCodeGetWarning(FlxActHandle handle);


/*


 *    Additional error details.


 *


 * For system errors LM_TSSE_SHORTCODE_INVALID_CHAR and LM_TSSE_SHORTCODE_INVALID_CHECK the details


 * contain a copy of the short code with potentially invalid characters replaced by a '?' 


 */


const char* flxActShortCodeGetErrorDetail(FlxActHandle handle);


/*


 * Vendor Data


 *


 * Any vendor data items must be pre-defined in the ASR - name, type and length.


 * Request item values are set by calling flxActShortCodeSetVendorData() before creating the 


request.


 * Response items are written to the fulfillment record and can be queried using 
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 * flxActCommonProdLicSpcVendorDataGetCount() and flxActCommonProdLicSpcVendorDataGetByIndex()


 */


FlxActBool flxActShortCodeSetVendorData(


        FlxActShortCode    hShortCode,


        const char*        pszItemName,        /* The name as defined in the short code ASR                    


*/


        const char*        pszItemValue);        /* A value valid for the type specified in the ASR,


                                               e.g. "123" for DEC, "F12A" for HEX, "MyValue" for 


ASCII96    */


#ifdef __cplusplus


}


#endif


#endif

FlexNet Publisher 2020 R2 (11.17.0) Getting Started with Trusted Storage–Based Licensing FNP-11170-GSTS00 Company Confidential 65







Chapter 5 Short-Code Transaction Scenarios
Troubleshooting

66 Company Confidential FNP-11170-GSTS00 FlexNet Publisher 2020 R2 (11.17.0) Getting Started with Trusted Storage–Based Licensing







6


FlexNet Publisher Implementation


Methodology

Having seen a preview of FlexNet Publisher in the previous chapters via the EZCalculator example, you can now preview 
implementing this technology into your own products. This chapter is oriented toward developers in your organization.


Methodology Roles and Goals
Implementing FlexNet Publisher into your product requires participation from many areas of your company, including 
Product Management, Engineering, Release Engineering, QA, and IT. Each role can be carried out by an individual or a 
group of individuals; additionally, an individual or group can perform one or more roles. This chapter focuses on the 
following publisher roles:


Table 6-1 • FlexNet Publisher Roles


Role Goals for Licensing Role in this Tutorial


Product Manager Ensures revenue growth and market penetration while 
maintaining customer satisfaction; specifies product 
features.


Specifies product features and 
orderables.


Application Developer Writes software based on functional specification; 
inserts licensing code without having to think about 
the business models for selling the product.


Instruments application with 
FlexNet Licensing calls; unit tests 
licensing behavior.


QA Engineer Performs product testing; tests as few binary variations 
as possible for a given product. 


Tests licensing behavior using 
sample licenses.


Release Manager Prepares engineering and QA-delivered bits for a 
product release; ensures appropriate licensing models 
are configured and packaged.


Packages application for 
distribution and installation.
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While the following roles are simulated in this tutorial, you should expect participation of these roles in a real-world 
implementation of FlexNet Publisher.


Figure 6-1 depicts the FlexNet Publisher implementation activities. These activities are grouped into four phases. This 
chapter addresses the tasks in the blue section, for which the software publisher is responsible. The EZCalculator sample 
application is used in the diagram throughout to illustrate the method.


Figure 6-1: FlexNet Publisher Implementation Methodology


The methodology from the publisher perspective includes the following phases:


• Phase One: Defining Product Features, Orderables, and License Models


Table 6-2 • FlexNet Publisher and End-User Roles Participation


Publisher/
End-User Role Description


Publisher IT Manager Deploys licensed software, ensuring minimum interruption so end users 
can gain access to licensed software, offline or online.


Publisher Release Manager Prepares engineering and QA-delivered bits for a product release; ensures 
appropriate licensing models are configured and packaged.


End-user 
Enterprise


License Manager Manages and administers licensed applications, ensuring availability of 
licenses for mission-critical applications.


End-user 
Enterprise


End User Installs and uses software whenever and wherever required.
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• Phase Two: Implementing Licensing


• Phase Three: Automating the License Lifecycle


• Phase Four: Testing Licensing Behavior 


Phase One: Defining Product Features, Orderables, 
and License Models


Before implementing licensing into your product, features, orderables, and license models must be defined. The product 
manager typically performs this step.


Overview


A feature is a software capability that is licensable and is implemented by software developers in product code. A product 
contains one or more features. The meaning of a feature depends entirely on how it is used by a product developer or 
manager. For example, a feature could represent any of the following:


• A product consisting of one or more components


• A specific version of a product


• A part of a product


• A piece of data 


An orderable is an individual unit that can be purchased by the end-user consumer or enterprise and is identified by one or 
more stock keeping units (SKU). It is the job of the product manager to define the set of orderables for a given application 
given their understanding of what capabilities customers are willing to buy. It is useful to think of an orderable in such 
terms as editions: student, engineer, accountant; or levels: gold, silver, or platinum edition of your product. Additionally, a 
group of individual orderables can be combined into a suite, which in itself is an orderable.


A license model defines the business terms and conditions for using an orderable. For example, a product may use locked 
licensing to define that an end user is restricted to using the product on a given machine. Refer to Programming Reference 
for Trusted Storage–Based Licensing for more information on available license models.


EZCalculator Orderables


As an example, Table 6-3 lists the EZCalculator orderables as defined by the product manager. 


Table 6-3 • EZCalculator Orderables and Features


Product Name/
Part Number Features


Target 
Customer Entitlement ID Product ID


Student edition/
EZ-123-STU


Add, Subtract, Multiply, 
Divide


Students ENTL-EZCALC-S1 NAME=EZCALC-S


VERSION=1.0


Engineer edition/
EZ-123-ENG


Add, Subtract, Multiply, 
Divide, Power


Engineers ENTL-EZCALC-NS1 NAME=EZCALC-N


VERSION=1.0
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EZCalculator contains these features:


• Add


• Subtract


• Multiply


• Divide


• Exponent


• Average


The functionality for all features is contained in a single executable. The source for EZCalculator is included in the Licensing 
toolkit distribution in the <install_dir>/examples/ezcalc folder.


EZCalculator License Models


Table 6-4 lists the license models that align with the end-user requests for the EZCalculator product. 


Accountant edition/
EZ-123-ACC


Add, Subtract, Multiply, 
Divide, Average


Accountants ENTL-EZCALC-AS1 NAME=EZCALC-A


VERSION=1.0


Enterprise edition/
EZ-123-SUITE


Add, Subtract, Multiply, 
Divide, Power, Average


This product is an upgrade 
for companies that have 
previously purchased the 
Engineer or Accountant 
edition.


Enterprise ENTL-EZCALC-ES1 NAME=EZCALC-E


VERSION=1.0


Table 6-4 • EZCalculator License Policies


Orderable Name License Models Allowed


Student edition • 1-day trial license


• Permanent locked license


Engineer edition • 15-day trial license


• Concurrent license


Accountant edition • 30-day trial license


• Permanent locked license. Licenses must be purchased as part of a volume 
licensing agreement in multiples of 10 seats.


Enterprise edition • Concurrent licenses


Table 6-3 • EZCalculator Orderables and Features


Product Name/
Part Number Features


Target 
Customer Entitlement ID Product ID
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Phase Two: Implementing Licensing


Building the Licensing Toolkit
Building your publisher-specific production Licensing toolkit produces the following deliverables.


• Your publisher-specific FlexNet client library


• Your publisher-specific vendor daemon


• Your publisher-specific license generator


• Licensing utilities


Before you begin, make sure that you have obtained the following information from Flexera:


• Vendor name—The example for this tutorial uses demo for the vendor name.


• Vendor keys—A sample set of keys is located in machind/lm_code.h.


• TRL keys—A sample set of keys is located in machind/lm_code.h.


• The signed publisher.xml file that contains your Publisher ID—A sample file resides in <platform_dir>/
ActivationSettings/publisher.xml for the demo vendor.


Protecting Product Features with Licensing Routines
You instrument your application with the Flexible API, just as you have pre-version 11.0, to protect your product features. 
There are an additional two routines you need to include:


• lc_flexinit—This initializes the FlexEnabled application to use trusted storage.


• lc_flexinit_cleanup—This releases FlexNet Publisher resources associated with trusted storage.


Consult the C/C++ Function Reference for complete details. Additionally, the EZcalculator source shows the usage of these 
two routines. It is located in the Licensing toolkit in the following location: <install_dir>/examples/ezcalc/ezcalc.c.


Configuring Secure Data Types
Secure Data Types (SDTs), which can be optionally used, allow you to create greater protection against hackers who 
attempt to tamper with your licensing implementation by disabling licensing calls from your application code. The main 
idea is to create new SDTs that are bound to particular features, and then assign some critical data values to variables of 
the SDTs. If licensing is disabled by a hacker, SDTs in your application contain inappropriate values, and thus cripple 
proper functioning of your application.


If you choose to implement SDTs into your source code, define them using macros supplied with the Licensing toolkit. See 
Programming Reference for Trusted Storage–Based Licensing for complete details.
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Building Your FlexEnabled Application
Once you instrument your application with licensing calls and optionally, SDTs, you are ready to build your application. If 
you did not use SDTs at all, the procedure for building your application is the same as in previous versions of FlexNet 
Publisher. See Development Environment Guide for details. The next step for the majority of platforms is to modify the 
FlexEnabled application and create an application specific activation library component. This process securely links the 
FlexEnabled application and the activation library component.


On a small number of platforms this enhanced security and SDTs are not available. These platforms are identified in the 
Release Notes and do not require further processing of the FlexEnabled application as described in the next section.


Processing Your FlexEnabled Application
Once your application is built, you modify it and create the activation library component to use with it:


• Configure the preptool configuration XML document. A sample is provided in examples\ezcalc\ezcalc.xml.


• Process your executable along with the preptool configuration XML document with Flexera’s post-processor utility, 
preptool. The Programming Reference for Trusted Storage–Based Licensing contains more information about this 
utility.


Phase Three: Automating the License Lifecycle
In the previous section, you were introduced to the steps needed to implement FlexNet Publisher into your application. 
This ensures your licensing terms and conditions are enforced by FlexNet Publisher at runtime. 


This section introduces you to automating the license lifecycle management, including:


• Providing transparent trial licensing


• Automating the initial delivery of license rights to your end user 


• Providing your end user with an automated method for rehosting and returning license rights


You need to design your license lifecycle such that your end user’s experience is seamless and transparent, minimizing the 
number of direct user inputs required for an activation.


About Activation Utilities
Central to the license lifecycle is the activation utility, which is a crucial piece of business logic you create to automate the 
license lifecycle for your end user. This utility can be stand-alone or incorporated into your FlexEnabled application. The 
activation utility takes inputs, either from the end user directly or via other external means, and silently contacts the 
publisher to activate or modify license rights, thus ensuring a transparent end-user experience. 


Your activation utility manages all phases of the license lifecycle:


• Initial activations, including trials and paid licenses


• Returns


• Rehosts 


• Upgrades
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• Renewals 


• Repairs


An activation utility can reside locally to the FlexEnabled application, the application activation utility, or it can reside 
locally to the FlexNet license server, the server activation utility.


• Application activation utility—This utility is needed for activating license rights for products sold primarily to a 
consumer environment using a locked license model. It is also required if the FlexEnabled client machine has licenses 
activated from a license server. The utility is used directly by the end user on the application’s machine.


• Server activation utility—This utility is needed for activating license rights for products sold to enterprises using a 
concurrent license model. The utility is used by the license administrator at the enterprise on the license server 
machine.


If you sell to multi-user environments, but also want end users to obtain a detached license for off-network use from a 
license server, you need to create both an application activation utility and a server activation utility. 


Additionally, for activations from the publisher to the license server or a FlexEnabled client, best practice is to use 
composite transactions. For more information on transactions and creating the activation utilities that support them, see 
the Programming Reference for Trusted Storage–Based Licensing.


Creating the Activation Utilities
Use the Activation API to create your activation utilities for use in virtual and non-virtual environments. This API offers 
these categories of operations for managing and automating the license lifecycle using composite transactions:


• Activation of a license


• Return of a license to its source


• Repairing of trusted storage


More complex license lifecycle processes can be composed from these operations. For example, an upgrade of a license 
can be accomplished by first returning the existing license rights, followed by an activation of the new license rights.


Sample server and application activation utilities are included in the FlexNet Publisher toolkit distribution in the 
<install_dir>/<platform_dir> directory. The code for these utilities is in the <install_dir>/examples/activation 
directory. For instructions on creating your own server or client activation utility, see the Programming Reference for 
Trusted Storage–Based Licensing.


Activation Utilities for EZCalculator
The product manager wants to sell EZCalculator to students as well as professional users, in single-user as well as 
multiuser environments, and to enable a wide range of license lifecycle processes. As a result, both an application 
activation utility and a server activation utility are needed--one for the FlexEnabled-client machine and one for the license-
server machine. 
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Table 6-5 depicts the roles that these two activation utilities play for automating the EZCalculator license lifecycle 
processes.


The Application Activation Utility


When the application activation utility contacts the publisher for license rights, it can prompt the end user for a serial 
number or other similar input, and behind the scenes, works to get the license activated. When it contacts the license 
server, it simply prompts the user to specify the product for which they want license rights: Accountant, Engineer, or 
Enterprise edition. 


The Server Activation Utility


The server activation utility can prompt the license manager for the Entitlement ID and optionally, for a count, expiration 
and product identifier (like a Product ID or SKU). It then obtains a license from the publisher and installs it on the license 
server, effectively, charging up the license server.


Configuring Trial Licensing
The next step in automating your license lifecycle involves creating activation specification records (ASRs). These provide 
all the information necessary for trial licensing that uses local activation: that is, license rights activations without the need 
for transactions with a FlexNet license server or publisher server. 


An ASR is a signed XML document that contains all the information for the activation utility to install licenses on a license 
server or on the machine where the FlexEnabled application resides. These specifications are packaged with your product 
distribution. An ASR contains information on: 


• The features to enable


• Entitlement information for these features such as count, expiration, and so on


• Repeat trial rules


• A TrustedID payload to protect against piracy


Table 6-5 • Activation Utilities


Activation Utility 
Location Used by... To Automate...


Application machine Student • Activating of a license from the publisher


• Returning of a license to the publisher


Engineer


Accountant


• Activating of a license from the enterprise license server 


• Returning of a license to the enterprise license server


License Server 
machine


IT Deployment Manager • Charging up the license server with licenses


• Returning licenses from the license server to the publisher


• Transferring licenses from one license server to another


• Upgrading Engineer edition to Enterprise edition
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See <install_dir>/examples/ezcalc for sample ASRs.


Creating the Installation Package
Once your activation utility or utilities and ASRs are complete, you package them along with your FlexEnabled executable 
into your installer for deployment at your end-user enterprise. Development Environment Guide gives complete details on 
what you need to include.


Phase Four: Testing Licensing Behavior
In this phase, you test both the licensing behavior and lifecycle processes, as they relate to a FlexNet license server, that 
make up the end-user experience. For the EZCalculator product, all of the necessary components are provided, pre-built, in 
the Licensing toolkit distribution. Although they are presented as distinct components in this demo, you can embed some 
or all into your FlexEnabled application, your installer, or a combination of both, to provide a seamless activation 
experience for your end user.


Defining Licensing and Lifecycle Test Scenarios
Given the product and feature structure for EZCalculator, the following are some suggested test scenarios that your QA 
department may wish to perform.


• Getting a 1-day, 15-day or 30-day trial license for Student, Engineer, or Accountant editions, respectively.


• Charging up a license server to serve concurrent licenses for the Engineer edition


• Charging up a license server to serve activatable licenses for the Accountant edition


• Checking out a concurrent license for the Engineer edition from a FlexEnabled client


• Activating a local license for the Accountant edition from a FlexEnabled client


• Upselling licenses from an Engineer edition to an Enterprise edition on the license-server machine and then checking 
out a concurrent license from a client machine for the Enterprise edition.


• Returning a local license for the Accountant edition from the client machine to the license server. 


Creating the Testing Environment
After you have defined your licensing and lifecycle test scenarios, create a test environment in which you can run these 
scenarios. This may include dedicating one or more machines to simulate the end-user enterprise environment. (These 
machines can be physical or virtual.) In addition to the test scenarios, you should test these basic operations that take 
place in the end-user environment.


• Install the application—On a dedicated system, install your application as your end user would. Try to emulate the 
your end user’s environment as much as possible so that you detect any internal dependencies that may inadvertently 
exist in your environment during the installation process.


• Run the activation utilities—Perform typical end-user activities as you have implemented with your activation 
utilities. Take into consideration your test scenarios.
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Term Meaning


activation specification 
record (ASR) 


A signed XML file used with local activation and short-code activation that contains 
information about license rights, configuration settings for the publisher’s trusted storage 
segment, and additional information required by the activation transaction.


activatable license A license right in trusted storage that can be activated to a FlexEnabled client. See also 
license group. 


activation In the FlexNet Publisher Licensing Toolkit, this is a process used to load license rights into 
trusted storage. Different activation types include:


• programmatic activation


• manual activation


• short-code activation


• local activation


In FlexNet Operations, this is a process used to generate license rights in either trusted 
storage and in license files.


activated feature line See feature definition line.


Activation API Functions available in the FlexNet Publisher Licensing Toolkit libraries that enable you to 
initiate transactions and manage license rights in trusted storage. The Activation API is 
used to develop the functionality in an activation utility.
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activation client The system that works with an activation server to receive license rights. This system can 
be either a license server or a FlexEnabled client. The activation client initiates an 
activation, repair, or return transaction with an activation server, using an activation 
utility. The following transaction types can be initiated by an activation client:


• activation transaction


• return transaction


• repair transaction


activation request A message sent by an activation utility to an activation server that initiates an activation 
transaction. 


activation response A message sent from an activation server to an activation client, in response to an 
activation request. This message defines the license rights.


activation server A system that responds to requests for license rights from an activation client. The 
activation server can be one of the following:


• a license server


• FlexNet Operations


• in a test environment, the Manual Response Generator (responsegen.exe)


An activation server can also perform repair and return transactions. 


activation transaction A sequence of activation request and activation response messages, and related actions 
that result in license rights being loaded into trusted storage.


activation utility A utility that initiates an activation transaction, repair transaction, or return transaction by 
sending a request to an activation server. This utility also processes the response received 
from the activation server. It uses the Activation API to perform these capabilities.


It is written by the software publisher to meet specific business process requirements. This 
application can be either separate from or embedded in the FlexEnabled application. 


anchor A link between the system and the trusted storage that is used to detect whether trusted 
storage has been tampered with, deleted, or restored. Anchors are also used to ensure that 
information in trusted storage about trial licenses persists beyond the expiration date. 


ASR file See activation specification record (ASR).


binding A capability used with trusted storage where one or more properties of a system, 
combined together into a unique identifier, are used to ensure that license rights held in 
trusted storage are not copied to another system.


borrowing A capability available in FlexEnabled applications that enables a user to temporarily obtain 
a license in such a way that the license can be used locally for a limited period of time while 
the user is disconnected from the local network.


Term Meaning
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bulk entitlement An entitlement created for an order of multiple copies of a single product or suite. Bulk 
entitlements are used for sales through reseller channels. 


checkin The transaction that a FlexEnabled application performs to return a license after it has 
been checked out. This operation is not the same as an activation transaction. FlexEnabled 
applications must perform a checkout and checkin transaction to use a license. 


checkout The transaction that a FlexEnabled application performs to request a license. This 
transaction is different than activating a license. FlexEnabled applications must perform a 
checkout and checkin transaction to use a license. 


client system A general term used to define any system that interacts with a server in a client-server 
relationship. When using the FlexNet Publisher Licensing Toolkit there are two types of 
clients: 


• activation client


• FlexEnabled client


composite transaction Available in FlexNet Publisher 11.8, composite transactions allow multiple actions to be 
combined into a single transaction with FlexNet Operations. Also called multi-action or V2 
transactions. From FlexNet Publisher 11.14.0, composite transactions are also supported 
for all license servers.


concurrent license A license that can be shared among users by allowing each user to check out and then 
return the license. These licenses are served to FlexEnabled applications from a license 
server. If all licenses are being used, an additional user cannot run the FlexEnabled 
application until one of the other users check in their license. When one user finishes using 
the license, another user can begin using it. Also called floating license or served license 
rights.


config response A response to any request from an activation client that contains information about how 
the publisher’s trusted storage segment must be configured (called the trusted storage 
segment configuration). This response is processed by the activation utility and results in a 
segment of trusted storage being created or re-configured for that publisher.


consumer An individual or small business who purchases a license for their individual use. Compare 
with enterprise.


counted A type of license right or license model that defines a multiple quantity of licenses and 
allows concurrent use of the licenses. This term is taken from the fact that the license 
server counts the number of licenses that are being used. 


debug log file A file used by the license server to record status and error messages that are useful for 
debugging the license server. Each license server can have one or more of these files.


demo license See trial license.
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duplicate grouping A capability in the FlexNet Publisher Licensing Toolkit used to uniquely identify a single 
client (or client checkout request) for the purpose of counting the number of licenses that 
are used. Duplicate grouping defines a set of rules under which multiple checkout requests 
can share the same license(s).


embedded activation See local activation.


encryption seed A set of values defined by a software publisher that are used when creating a publisher-
specific vendor daemon. 


end-user A person who uses a FlexEnabled application. This role is not the same as a license 
administrator.


end-user system See client system. 


end-user license 
administrator


See license administrator.


enterprise An organization that purchases licenses on behalf of a number of individual users. 
Compare with consumer.


entitlement A representation of the license model and product that a customer has bought. It is a 
definition only. The customer will need to fulfill the entitlement so that the license rights 
can be populated to license files or trusted storage. 


In FlexNet Operations, there are two types of entitlements:


• bulk entitlement


• simple entitlement


Each entitlement is uniquely identified by an entitlement ID.


entitlement ID In the FlexNet Publisher Licensing Toolkit, an attribute in trusted storage that stores a 
value used to identify the customer’s entitlement.


In FlexNet Operations, a value that uniquely identifies the entitlement.


expiring license License rights granted to a customer for a limited duration. When the license rights have 
expired, the licenses can no longer be checked out.
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feature In the context of a software application, this is a single unit of capability. In the FlexNet 
Publisher Licensing Toolkit, this is an identifier used to associate a license model to a unit 
of capability in a software application. 


The software publisher defines which features in their software application map to a single 
feature in the FlexNet Publisher Licensing Toolkit. For example, a feature in the FlexNet 
Publisher Licensing Toolkit could represent any of the following:


• The entire software application.


• A subset of menu items.


• A specific set of data available from the software application.


• A process in the software application.


The software publisher also defines the license model for each FlexNet Publisher Licensing 
Toolkit feature. This gives software publishers the ability to define a different license 
model for each feature in the software application. 


feature bundle A collection of features in FlexNet Operations. It exists primarily to enable modularity and 
re-use. 


feature definition line An entry in a license file or fulfillment record that describes a feature. Each line begins with 
the keyword FEATURE, INCREMENT, or UPGRADE. In license files, feature definition lines 
are used with SERVER and VENDOR lines to define the license model. In trusted storage, 
feature definition lines are used with the fulfillment record properties to define the license 
model.


feature line See feature definition line.


file-based activation See manual activation.


FlexEnabled application A software application that uses the FlexNet Publisher Licensing Toolkit to implement its 
license models.


FlexEnabled client A client system where a FlexEnabled application is installed. 


Flexible API Functions available in the FlexNet Publisher Licensing Toolkit libraries that allow 
FlexEnabled clients to access license rights.


FlexNet Agent A utility that runs on a license server and allows communication between the license server 
and other FlexNet products.


FlexNet Manager This is a license server management and license management decision support solution in 
the FlexNet product family that allows companies to centrally manage license servers and 
license usage across the enterprise.


FlexNet Operations A product in the FlexNet family of products that manages entitlements and generates 
license rights.
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floating license A license that can be shared among users and is served to FlexEnabled applications from a 
license server. When a user finishes using the license, another user can begin using it. Also 
called concurrent license or served license rights.


fulfill The action of getting license rights.


fulfillment record In the FlexNet Publisher Licensing Toolkit, a data structure specific to trusted storage that 
defines license rights. 


heartbeat A type of message sent periodically between two systems (for example, a FlexEnabled 
application and a license server) to identify whether each is running and able to 
communicate with the other. 


hop count In the FlexNet Publisher Licensing Toolkit, the number of times that license rights in a 
single fulfillment record have been transferred from one license server to another.


hostid In the FlexNet Publisher Licensing Toolkit, the value of a specific system attribute that 
uniquely identifies the host. For example, if IP address is a hostid type, then the hostid 
might be 129.87.33.101. Hostids are used in node-locked license.


hostid type A type of attribute that is available to uniquely identify a system. For example, disk serial 
number, IP address, or MAC address.


hybrid license In the FlexNet Publisher Licensing Toolkit, a type of license right in the license group on 
trusted storage that can function as either a concurrent license or as an activatable license.


internet activation See programmatic activation.


keyboard activation See short-code activation.


license administrator A person in an enterprise who is responsible for installing the FlexEnabled application and 
administering the licenses and license servers.


license file A text file, usually with the .lic extension, that contains license certificates from one or 
more publishers.


license-file list See license search path.


license generator A general term used to describe any mechanism a software publisher uses to generate 
license rights for their customers. The following FlexNet capabilities and products can 
function as a license generator:


• FlexNet Operations: generates license rights for trusted storage and license files. 


• lmcrypt: generates license rights for license files. 
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license group A mechanism used to describe licenses rights held in server-side trusted storage. These 
groups are not used with license rights held in license files.


• activatable—A license right in trusted storage that can be activated to a FlexEnabled 
client.


• concurrent—license rights in this group can be shared among users by having a 
FlexEnabled client to check out, and then return the license. 


• hybrid—these license rights have the same characteristics as both the activatable 
license group and concurrent license group. They can be activated to client-side 
trusted storage on a FlexEnabled client or checked out by a FlexEnabled client. 


Although you see these group names used to describe license rights in client-side trusted 
storage, the capabilities of the license rights do not change. Once license rights are in 
client-side trusted storage, you cannot transfer, serve, or activate them to another system. 
The FlexEnabled application can only check out and check in these licenses.


The group names are used when a license right is returned to the license server, so that it is 
assigned to the correct license group on the license server. 


license model The set of characteristics that determine the conditions under which (for example, how, 
when, where, and by whom) a FlexEnabled application can be used.


license rights Information in trusted storage or license files that defines the license model and controls 
user access to a specific FlexEnabled application.


license search path A property that the FlexEnabled application uses to locate where license rights are stored. 
Sometimes known as a license-file list.


license server A set of files from the FlexNet Publisher Licensing Toolkit, that work together to manage 
and serve licenses to FlexEnabled applications. A license server is required to support a 
concurrent license model. The license server consists of a license server manager, one or 
more vendor daemons, zero or more options files, zero or more debug logs, and, 
optionally, a report log. These components are available in the FlexNet Publisher Licensing 
Toolkit.


If the license server supports license rights held in trusted storage, it also includes an 
activation utility. It may, optionally, act as an activation server.


license server system See license server.


license server manager 
(lmadmin or lmgrd)


A license server manager lmadmin or lmgrd executable that forwards connections from a 
FlexEnabled application to the correct vendor daemon. 


Because the vendor daemons are responsible for authenticating requests and serving 
licenses, a single license server manager can be used with multiple vendor daemons on the 
license server. 
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license sharing A capability available in the FlexNet Publisher Licensing Toolkit where multiple license 
requests from the same user, host, or display results in only one license being used. Also 
known as duplicate grouping.


licensing client See FlexEnabled client.


lmadmin The license server manager introduced in version 11.6 which includes a Web-based GUI.


lmgrd A command-line-based license server manager.


local license rights License rights that are stored on the same system where the FlexEnabled application is 
running, rather than on a license server.


local activation A type of activation where license rights are loaded using an ASR file. The ASR file must 
reside with the FlexEnabled application. This does not require user intervention.


machine ID A value, generated using attributes of the system, that is used to bind trusted storage to 
that system.


maintenance A maintenance represents a customer’s right to obtain updates and upgrades to a 
particular licensed product or suite for a specified duration. Used in FlexNet Operations.


manual activation An type of activation where license rights are transmitted from an activation server to 
another system using a set of request and response messages that are formatted as XML. 


These messages are saved to and read from physical XML files. An activation utility loads 
the license rights from an XML file into trusted storage. 


Manual Response 
Generator 
(responsegen.exe)


A tool included in the FlexNet Publisher Licensing Toolkit that enables software publishers 
to test the activation process offline using XML request and response messages stored as 
files. 


node-locked license A license that can be used only when the FlexEnabled application is run on a specific 
system or by a specific user (as defined by the hostid).


options file A configuration file available on the license server that license administrators can use to 
either change license server behavior or implement certain licensing policies. Each 
software publisher has its own separate options file that works with a specific vendor 
daemon.


orderable Anything that can be purchased by a customer. Orderables can include suites, products, 
documentation, and maintenances.


package In the FlexNet Publisher Licensing Toolkit, a set of features that can be grouped and 
licensed together.


part number A unique identifier, typically correlated with an order system, assigned by a publisher to a 
product.
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permanent license License rights granted to a customer that do not expire.


product Anything that can be sold by a publisher and can be licensed. 


product ID In the FlexNet Publisher Licensing Toolkit, one of the values that uniquely identifies the 
license rights in trusted storage. See also entitlement ID.


programmatic activation A type of activation where license rights are transmitted from one system to another across 
a network using a set of request and response messages that are formatted as XML. This 
process is the identical to manual activation, except that it does not generate a physical 
XML file. An activation utility loads the license rights from the XML message into trusted 
storage. This is an automated process and does not require user intervention.


publisher ID A value used by trusted storage to uniquely identify the software publisher’s logical and 
physical licensing components. Flexera distributes this identifier to software publishers. It 
is used to prepare certain FlexNet Publisher Licensing Toolkit files that access trusted 
storage. This value is not the same as the vendor daemon. 


quorum A condition specific to three-server redundancy that is met when at least two of the three 
license servers are running and can communicate with each other using heartbeats.


rehost The process of reissuing a license for a different system. This process requires software 
publishers to perform certain activities to redefine the license rights so that they will work 
properly on the new system.


repair request A message sent by an activation utility to an activation server that initiates a repair 
transaction. The activation server provides the information that repairs the license rights 
in trusted storage. An activation utility is an application that initiates the repair 
transaction.


repair response A message sent from an activation server to an activation client, in response to a repair 
request. This message contains information that is used to the repair the license rights.


repair transaction A sequence of repair request and repair response messages, and the related actions that 
result in license rights being repaired in trusted storage.


report log file A file that runs on a license server that contains data about the features used by a single 
vendor daemon. Report logs are encrypted and cannot be read by a person, but are used 
by FlexNet Manager to produce reports. 


responsegen See Manual Response Generator (responsegen.exe). 


return request A message sent by an activation utility to an activation server that initiates a return 
transaction. The activation server receives the license rights returned by an activation 
client. An activation utility is an application that initiates the return transaction.


return response A message sent from an activation server to an activation client, in response to a return 
request.
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return transaction A sequence of return request and return response messages, and the related actions, that 
result in license rights being returned from trusted storage to the activation server.


served license rights License rights that are stored on a license server and are checked out when needed by 
FlexEnabled applications that run on client systems. These license rights are used for 
concurrent licensing.


short code A multi-character code used with a short-code activation transaction, a repair transaction, 
or a return transaction.


short-code activation A type of activation where license rights are loaded from an ASR file using an activation 
transaction that requires a specific code (called a short code). Often the user enters this 
code into a prompt from the application. This is also is used for licensing via automated 
telephony. 


signature A secure multi-character string added to the license certificate that ensures it has not been 
modified.


simple entitlement An entitlement for a single, specific customer.


single-action transaction This is the default transaction type for FlexNet Publisher versions 11.7 and earlier. Each 
transaction can include only a single action. Also known as legacy or V1 transactions. From 
FlexNet Publisher version 11.14, single actions are deprecated.


suite A set products grouped together that are functionally complementary and associated with 
one or more license models.


supersede A capability in the FlexNet Publisher Licensing Toolkit, used to replace the characteristics 
of old license rights with new characteristics.


three-server redundancy A capability in the FlexNet Publisher Licensing Toolkit that enables license administrators 
to configure three license servers in a failover cluster. 


triad A set of three license servers which operate together to support three-server redundancy.


trial license License rights granted to a user for a limited duration so that the user can evaluate the 
software application.


trusted storage A tamper-proof area on the system that stores license rights. This storage location is 
different than license files and requires a different mechanism for loading and managing 
license rights. Compare with license file.


trusted configuration A set of attributes that define the security configuration of a segment of trusted storage. 
Each software publisher can configure their segments of trusted storage differently. This 
configuration defines the settings for binding, anchoring, and windback detection. 


trusted configuration file A file that stores the attributes that define a software publisher’s trusted storage segment 
configuration.
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trusted storage 
configuration


See trusted configuration.


uncounted A license right attribute that allows an unlimited number of concurrent uses of a 
FlexEnabled application. Compare with counted.


unserved license rights These are license rights that are not served from a license server. These license rights are 
located with the FlexEnabled application. Also known as local license rights.


upgrade A process where a user installs a newer version of a FlexEnabled application and also 
updates the license rights so that they can use this newer version. 


upsell The process of transitioning from a product of lesser functionality to one of greater 
functionality in the same product line.


vendor daemon One of the files that is a part of the license server. This executable is customized and built 
by the software publisher using files in the FlexNet Publisher Licensing Toolkit. The vendor 
daemon is responsible for communicating with the FlexEnabled application and issuing 
licenses.


Vendor Certificate 
Generator


A publisher-built component, that is a part of FlexNet Operations, that creates license 
certificates or signed feature lines in fulfillment records. This functions similarly to lmcrypt.


vendor name A value used to uniquely identify a software publisher’s logical and physical licensing 
components. It is used to prepare certain files in the FlexNet Publisher Licensing Toolkit 
that manage license rights in both trusted storage and license files. Flexera distributes this 
identifier to software publishers. This value is not the same as the publisher ID. 


windback A condition where the system clock has been set to an earlier date or time. One reason 
users change the system clock is to extend the license duration.


windback detection A capability in the FlexNet Publisher Licensing Toolkit that detects whether a user has reset 
the system clock. This prevents a user from extending the duration of the license. 


windback tolerance An acceptable amount of windback to a system clock that won't trigger windback 
detection. 


A certain tolerance is normally allowed to account for time zone differences or Daylight 
Saving Time.
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Installing the FlexNet Publisher
Licensing Toolkit

This document describes how to install the FlexNet Publisher Licensing Toolkit files that you have downloaded from the 
Flexera download site. 


We recommend that you install the Toolkit into a version-specific directory. This ensures that any existing toolkit files are 
not overwritten. 


Important • Do not overwrite your existing versions of lm_code.h and publisher.xml. You need these files to build 
components that are compatible with your previously licensed products.


Review the relevant instructions:


• Installing FlexNet Publisher on Windows


• Installing FlexNet Publisher on UNIX and Mac


• Installing FlexNet Publisher for Java


• First Time Using FlexNet Publisher


Installing FlexNet Publisher on Windows


Task To install the toolkit on Windows


1. Create a directory for the Toolkit files. This is the <install_dir>. It is recommended that you label this directory to 
indicate the version of the toolkit, for example FNP_11.16.1.


2. Extract the contents of the downloaded zip file into the <install_dir>.


Before using the toolkit, download and read the Release Notes and documentation relevant to the toolkit functionality that 
you are using.
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Installing FlexNet Publisher on UNIX and Mac

Installing FlexNet Publisher on UNIX and Mac


Task To install the toolkit on UNIX and Mac


1. Create a directory for the Toolkit files. This is the <install_dir>. It is recommended that you label this directory to 
indicate the version of the toolkit, for example FNP_11.16.1.


2. Decompress the downloaded file using the gzip utility.


3. From your <install_dir>, extract the Toolkit files using the tar command:


tar -xvf <download_file_name>.tar


where <download_file_name>.tar is the name of the file you have downloaded. This command extracts the toolkit 
files into your <install_dir> and preserves the toolkit directory structure.


Before using the toolkit, download and read the Release Notes and documentation relevant to the toolkit functionality that 
you are using.


SELinux impact on FlexNet Licensing Service


Security-Enhanced Linux (SELinux) is a Linux kernel security module that provides the mechanism for supporting access 
control security policies. 


From v11.13.0 a warning message is displayed if SELinux is enabled on target machines that it can disrupt the operation of 
the FlexNet Licensing Service, this in turn might prevent the generation of Hostids, UMNs, and Binding items. While in most 
cases the loss of one such item may not adversely affect FlexNet Licensing, it is possible that particularly restrictive SELinux 
policies might prevent the successful operation of FlexNet Licensing.


The warning message that is displayed during the operation is:


*** WARNING: Running with SELINUX enabled can affect the operation of the FlexNet Licensing Service


*** Refer to the FlexNet Publisher Documentation for further details


In order for the FlexNet Licensing Service to operate successfully it may be necessary to modify the system's SELinux 
policies to allow the FlexNet Licensing Service executable to access the system components that are being blocked. 
SELinux policies are likely to be different for different installations, consequently it is not possible to provide detailed 
instructions of how they should be modified in any particular case. It is recommended that you contact your System 
Administrator. For more details refer to the general approach mentioned in: http://wiki.centos.org/es/HowTos/SELinux.


Installing FlexNet Publisher for Java


Task To install the toolkit for Java on Windows


1. Double-click on the downloaded file to start the install process.


2. Follow the on-screen installation instructions.

3 Company Confidential FNP-11170-IG00 FlexNet Publisher 2020 R2 (11.17.0) Installation Guide







Installing the FlexNet Publisher Licensing Toolkit
First Time Using FlexNet Publisher

Task To install the toolkit for Java on UNIX


1. If this is the first time you have installed the Java toolkit, create a directory for the Toolkit files. This is the 
<install_dir>. 


2. If you have a previous version of the Java toolkit, you can use the existing <install_dir> as the installation extracts 
the toolkit files into a version specific sub-directory.


3. From your <install_dir>, extract the Toolkit files using the tar command:


tar -xvf <download_file_name>.tar


where <download_file_name>.tar is the name of the file you have downloaded. 


Before using the toolkit, download and read the Release Notes and documentation relevant to the toolkit functionality that 
you are using. All the Java toolkits include the Java API documentation in the doc directory.


First Time Using FlexNet Publisher
The Toolkit contains sample licensing components and example licensed applications that can be used out of the box to 
evaluate FlexNet Licensing. These sample components are referred to as demo components and include a sample vendor 
daemon named demo (demo.exe on Windows). We recommend that you follow the instructions below to evaluate FlexNet 
Publisher before using it with your own applications.


Prerequisites
To evaluate FlexNet Publisher, you need the following:


• Demo vendor keys. Contact Flexera to obtain these. Demo vendor keys enable you to evaluate the toolkit on all the 
available platforms.


• A browser to view HTML documentation or Adobe Acrobat Reader to view PDF versions of the documentation.


To evaluate FlexNet Publisher on Windows, you must be logged in with administrator privileges.


Evaluating FlexNet Publisher
Before starting your evaluation, download the following documents:


• FlexNet Publisher’s Release Notes


• Getting Started with License File–Based Licensing


• Getting Started with Trusted Storage–Based Licensing


• Development Environment Guide


• Programming Reference for License File–Based Licensing


• Programming Reference for Trusted Storage–Based Licensing


• C/C++ Function Reference
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First Time Using FlexNet Publisher

• License Administration Guide


It is recommended that you read these documents in the following order when evaluating the Toolkit:


1. Read Chapter 2, Introduction to License File-Based Licensing, in Getting Started with License File–Based Licensing.


2. Follow the relevant instructions for evaluating FlexNet Publisher licensing in Getting Started with License File–Based 
Licensing. Instructions are given for both Windows (Chapter 4) and UNIX (Chapter 5) platforms. These instructions use 
the demo licensing components to demonstrate simple licensing models that use license files.


3. Read Chapter 2, FlexNet Publisher Licensing Concepts, in Getting Started with Trusted Storage–Based Licensing. This 
explains how license rights held in trusted storage differ from those held in license files.


4. Perform the tutorials in Chapters 3, 4, and 5 of Getting Started with Trusted Storage–Based Licensing. These tutorials 
use the demo licensing components and example files to demonstrate license rights held in trusted storage for the 
example EZCalculator application. Although the instructions are described for a Windows environment, you can run 
the same tutorials in a UNIX environment. 


Important • To run these tutorials, be sure that you install the FlexNet Licensing Service as described in the section 
“Installing Trusted Storage and the FlexNet Licensing Service” in Chapter 3 of Getting Started with Trusted Storage–
Based Licensing.


5. Read additional chapters in Getting Started with License File–Based Licensing and Getting Started with Trusted 
Storage–Based Licensing to assess whether you want to use license files, trusted storage, or a combination of both.


6. Before proceeding to the next step of building your production toolkit(s), you need to purchase FlexNet Publisher 
Licensing Toolkits and obtain production vendor keys.


7. Build your production toolkit(s) as described in Chapter 1 of the Development Environment Guide. 


8. Use the information in the relevant Programming Reference and C/C++ Function Reference to add licensing to your 
applications using your production toolkits.


Evaluating FlexNet Publisher for Java


Task To evaluate FlexNet Publisher for Java


1. Download the Licensing for Java Programming Reference Guide.


2. Follow the evaluation instructions in the document:


• For UNIX in Chapter 2, Evaluating FlexNet Licensing for Java on UNIX.


• For Windows in Chapter 3, Evaluating FlexNet Licensing for Java on Windows.

5 Company Confidential FNP-11170-IG00 FlexNet Publisher 2020 R2 (11.17.0) Installation Guide





		FlexNet Publisher 2020 R2 (11.17.0) Installation Guide

		Legal Information



		Contents

		Installing the FlexNet Publisher Licensing Toolkit

		Installing FlexNet Publisher on Windows

		Installing FlexNet Publisher on UNIX and Mac

		Installing FlexNet Publisher for Java

		First Time Using FlexNet Publisher

		Prerequisites

		Evaluating FlexNet Publisher

		Evaluating FlexNet Publisher for Java










FlexNet Publisher 2020 R2 
(11.17.0)
Licensing for Java Programming Reference Guide







Legal Information


Copyright Notice
Copyright © 2019 Flexera.


This publication contains proprietary and confidential information and creative works owned by Flexera and its licensors, if any. Any use, copying, 
publication, distribution, display, modification, or transmission of such publication in whole or in part in any form or by any means without the prior 
express written permission of Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this publication shall not 
be construed to confer any license or rights under any Flexera intellectual property rights, whether by estoppel, implication, or otherwise.


All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright and ownership in full.


FlexNet Publisher incorporates software developed by others and redistributed according to license agreements. Copyright notices and licenses for these 
external libraries are provided in a supplementary document that accompanies this one.


Intellectual Property
For a list of trademarks and patents that are owned by Flexera, see https://www.flexerasoftware.com/producer/company/about/intellectual-property/. All 
other brand and product names mentioned in Flexera products, product documentation, and marketing materials are the trademarks and registered 
trademarks of their respective owners.


Restricted Rights Legend
The Software is commercial computer software. If the user or licensee of the Software is an agency, department, or other entity of the United States 
Government, the use, duplication, reproduction, release, modification, disclosure, or transfer of the Software, or any related documentation of any kind, 
including technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in accordance with Federal Acquisition 
Regulation 12.212 for civilian purposes and Defense Federal Acquisition Regulation Supplement 227.7202 for military purposes. The Software was 
developed fully at private expense. All other use is prohibited.


Book Name: FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide


Part Number: FNP-11170-JPR00


Product Release Date: April 2020



https://www.flexera.com/producer/company/about/intellectual-property/





Contents

Introduction to this Document  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5
Identifying the Toolkit Directories  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6


1 Getting Started with FlexNet Publisher Licensing Toolkit for Java . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9
Prerequisites  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9


Evaluating the Licensing for Java  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
Incorporating Licensing for Java into Your Product  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9


What’s Installed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10


Licensing for Java and License Management. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
Licensing Toolkit Components. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11


Unserved Licenses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
Served Licenses  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12


License Model Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13


Licensing Toolkit for Java and Security  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14


2 Evaluating the Licensing Toolkit for Java on UNIX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15
Prerequisites  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15


Add flexlm.jar to CLASSPATH . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16


Create the demoInfo Class File. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16


Compile the Sample FlexEnabled Java Application  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17


Create a Valid License File. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18


Start the License Server  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18


Run the Sample Java Application  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19


Stop the License Server. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19


3 Evaluating Licensing Toolkit for Java on Windows  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21
Prerequisites  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide FNP-11170-JPR00 Company Confidential 3







Contents

Add flexlm.jar to CLASSPATH . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22


Create the demoInfo Class File. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22


Compile the Sample FlexEnabled Java Application  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23


Create a Valid License File. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24


Start the License Server  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24


Run the Sample Java Application  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25


Stop the License Server. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25


4 Incorporating Licensing Toolkit for Java Into Your Product . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  27
Configuring a Production Licensing Toolkit for Java . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28


Define the CLASSPATH Environment Variable  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
Create the vendorInfo.class File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29


Specifying the License File Location . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
Add Licensing Toolkit for Java API Function Calls to Your Product . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30


A Basic Licensing Toolkit for Java Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30


Testing Your Application . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
Create a License File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
Start the License Server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
Execute Your FlexEnabled Application . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32


Deploying your Product  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32


5 The Licensing Toolkit for Java API Programming Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35
Licensing Toolkit for Java Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36


Feature Specifiers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
License Sources . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
The VendorInfo class. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
Connection Data  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
Count  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
Checkout-Data Strings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
Heartbeats. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39


Automatic Heartbeats . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
Manual Heartbeats. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41
Semi-Automatic Heartbeats  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42


Hostids . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
Native Hostids . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
Vendor-Defined Hostids  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44


FlexNet Publisher Licensing Toolkit for Java API  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46


FlexNet Publisher Licensing Toolkit for Java Error Code Values. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48


Glossary  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  53


Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65

4 Company Confidential FNP-11170-JPR00 FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide







Introduction to this Document

This manual, Licensing for Java Programming Reference Guide, provides:


• Instructions for evaluating FlexNet Publisher Licensing Toolkit for Java


• Instructions for incorporating FlexNet Publisher Licensing Toolkit for Java into your product


• Considerations for upgrading your existing FlexNet Publisher Licensing Toolkit for Java to version 11.10


Once you are familiar with FlexNet Publisher Licensing Toolkit and how it operates, work through either Evaluating the 
Licensing Toolkit for Java on UNIX or Evaluating Licensing Toolkit for Java on Windows in this manual with the provided 
example FlexEnabled Java program. Then, learn how to incorporate FlexNet Publisher Licensing Toolkit into your Java 
application in Incorporating Licensing Toolkit for Java Into Your Product. This section gives you an overview for 
incorporating calls to the FlexNet Publisher Licensing Toolkit Java API into your code, testing your application with a valid 
license, and deploying the final FlexEnabled Java application.


For FlexNet Publisher Licensing Toolkit issues not specific to Java, see either the Programming Reference for License File–
Based Licensing or Programming Reference for Trusted Storage–Based Licensing. 


Table 1 • Licensing for Java Programming Reference Guide Section Overview


Topic Content


Introduction to this Document Provides an overview of the Licensing for Java Programming Reference Guide.


Getting Started with FlexNet 
Publisher Licensing Toolkit for 
Java


Gives a brief introduction to FlexNet Publisher Licensing Toolkit for Java, and 
requirements for use, and a brief overview of FlexNet Publisher Licensing Toolkit 
and its components.


Evaluating the Licensing Toolkit 
for Java on UNIX


Walks you though the process of evaluating FlexNet Publisher Licensing Toolkit 
for Java behavior on UNIX.


Evaluating Licensing Toolkit for 
Java on Windows


Walks you though the process of evaluating FlexNet Publisher Licensing Toolkit 
for Java behavior on Windows.
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Identifying the Toolkit Directories
Table 2 lists the main toolkit directories and the shortcut names that are used to refer to them in the documentation.


Incorporating Licensing Toolkit 
for Java Into Your Product


This chapter gives you the steps necessary to:


• Configure FlexNet Publisher Licensing Toolkit for Java to work with your 
production FlexNet Publisher Licensing Toolkit.


• Incorporate the calls to the FlexNet Publisher Licensing Toolkit for Java API 
into your own Java product.


• Test your FlexEnabled Java product.


• Deploy your application to your end user.


The Licensing Toolkit for Java API 
Programming Model


Provides an in-depth overview of how to entitle a given feature of your 
FlexEnabled Java product, including how to successfully check out a license for 
that feature.


Table 2 • Toolkit Directories


Shortcut Name Default Location


sdk_install_dir The directory where in install the toolkit.


Windows platforms:


No default, you define this path at installation time.


UNIX platforms:


No default, you define this path at installation time.


sdk_platform_dir The directory within the toolkit that contains files specific to the 
operating-system platform of the toolkit. The folder label identifies 
this platform (such as x64_n6).


Windows platforms:


<sdk_install_dir>\<sdk_platform_dir>


UNIX platforms:


<sdk_install_dir>/<sdk_platform_dir>


Table 1 • Licensing for Java Programming Reference Guide Section Overview


Topic Content
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Identifying the Toolkit Directories

machind Toolkit files used to license your applications.


Windows platforms:


<sdk_install_dir>\machind


UNIX platforms:


<sdk_install_dir>/machind


examples Sample code you can use as templates.


Windows platforms:


<sdk_install_dir>\examples


UNIX platforms:


<sdk_install_dir>/examples


Table 2 • Toolkit Directories


Shortcut Name Default Location
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Getting Started with FlexNet Publisher


Licensing Toolkit for Java

This section covers necessary information to help you get started in using FlexNet Publisher Licensing Toolkit for Java, 
including prerequisites, component installation location and description, and security. 


Prerequisites
Prior to incorporating FlexNet Publisher Licensing Toolkit for Java into your product, you must evaluate and then build 
your production toolkit.


Evaluating the Licensing for Java
Before evaluating FlexNet Publisher Licensing Toolkit for Java, you are required to complete the following:


• Install the FlexNet Publisher Licensing Toolkit. This is a package that is separate from the FlexNet Publisher Licensing 
Toolkit for Java toolkit.


• Work through the sections in Getting Started with License File–Based Licensing corresponding to your development 
platform.


• Install the Sun Java Developers Kit on your development platform. See the FlexNet Publisher Licensing Toolkit 
Release Notes for information about the supported Sun JDK version.


Incorporating Licensing for Java into Your Product
In addition to the items in Evaluating the Licensing for Java, build your production toolkit customized with your private, 
vendor-specific information. Tamper-Resistant Licenses (TRL) must be enabled. See the Development Environment Guide 
for details. Do this build before incorporating FlexNet Publisher Licensing Toolkit for Java into your application.


Note • A C development environment is required to build the toolkit. Consult the Development Environment Guide and the 
Release Notes for your platform’s C development environment requirements.
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What’s Installed
The subdirectories and components that comprise FlexNet Publisher Licensing Toolkit for Java are listed in Table 1-1. 
Paths are relative to the installation directory.


Table 1-1 • FlexNet Publisher Licensing Toolkit for Java Components 


Component Description


java/


EccpressoAll.jar FlexNet Publisher Licensing Toolkit for Java TRL classes. Needed at runtime. 


flexlm.jar FlexNet Publisher Licensing Toolkit for Java client classes. Needed at 
runtime.


flexlmutil.jar FlexNet Publisher Licensing Toolkit classes used to generate your vendor-
specific vendorInfo.java file, where vendor is your vendor daemon name. 
Not needed at runtime.


vendorInfo.bat (Windows)


vendorInfo.sh (UNIX)


Batch file to build vendorInfo.java file if Tamper-Resistant Licenses are not 
enabled. (Where vendor is your vendor daemon name.)


flexlmmgmt.jar System file only. Do not use.


examples/


BasicExample.java Sample FlexEnabled Java application. Used during the FlexNet Publisher 
Licensing Toolkit for Java evaluation.


ConnDataExample.java Example showing how to override the display name, hostname, username or 
servertimeout value when connecting to the license server.


FeatureDetails.java Example showing how to get a feature list from a license source.


HeartbeatExample.java


HeartbeatWorker.java


Set of examples showing how to configure heartbeats into your product.


IndependentCheckouts.java The point of the example is to show multiple uses of a single feature on a 
single license server connection (LicenseSource instance), with separate 
checkins of various quantities, without the use of checkout data.


MyHostId.java Example showing how to configure a vendor-defined hostid.


TSExample.java Example showing how to use licenses held in trusted storage on a 
FlexEnabled client. It lists all the features available in local trusted storage 
and checks out and checks in one of those features.


Documents/


api/index.html The FlexNet Publisher Licensing Toolkit for Java API documentation.
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Conflicting Usage of Certicom Security Library (EccpressoAll.jar)


FlexNet Publisher Licensing Toolkit for Java utilizes the security library EccpressoAll.jar from Certicom. In the event that 
your product also utilizes a different version of this library, there could be a clash during the Java library load. In such a 
case, use the FlexnetPublisher.properties file to mention the path of EccpressoAll.jar. 


1. If the FlexNet Publisher Certicom jar file EccpressoAll.jar is in D:\Certicom\lib, for example, then create a 
FlexnetPublisher.properties file and, in that file, add the path as shown here:


CerticomJarPath=d:/Certicom/lib/


2. Save the file and set the location of the file in the classpath. For example, if you save the file in C:/flexjava then set 
the classpath as shown here:


set CLASSPATH=C:\flexjava


Note • Use a forward slashes in the path of the jar file in properties file (all platforms).


Licensing for Java and License Management
The FlexNet Publisher Licensing Toolkit for Java works in conjunction with the license server from the toolkit to provide a 
FlexEnabled Java application to your end user. 


Licensing Toolkit Components
This section provides a basic overview of the components and their interaction with each other. 


Components are organized based on your license model. License models are commonly classified according to their 
requirement for a license server:


• Licenses not served by a license server: they are available directly to the application. This is commonly referred to as 
an uncounted, or unserved license model.


• Licenses served by a license server: the licenses are available via a license server. The license server is either on the 
same system as the application or remote on the network. This is commonly referred to as a served license model. 
License files that include SERVER, VENDOR, and optionally, USE_SERVER lines require a license server. Optionally, 
uncounted licenses can be served in order to track usage. 


Security • Served uncounted INCREMENT line signatures are not linked to the hostid on the SERVER line, therefore using 
served uncounted licenses with HOSTID=ANY is an exploit risk. Instead, Flexera recommends served counted licenses with 
a large count.


Unserved Licenses
License models that do not need a license server have three components:


• The FlexEnabled Java product, which references the com.macrovision.flexlm classes in the FlexNet Publisher 
Licensing Toolkit for Java component, flexlm.jar.
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• The flexlm.jar component, itself, from FlexNet Publisher Licensing Toolkit for Java.


• The license file, which is created with the lmcrypt utility from your production toolkit. Figure 1-1 shows this model. 


Figure 1-1: Unserved License Component Model


The FlexEnabled application and license file reside on the same machine. All counted licenses in the local license file are 
ignored.


Even though a local license file may exist, there are some circumstances in which license requests are forwarded to a 
license server:


• The license file contains a USE_SERVER line, in which case all local FEATURE/INCREMENT lines are ignored. The request is 
forwarded to the server specified in the accompanying SERVER line.


• The FlexEnabled application cannot find the desired license in the local license file and a SERVER line is present. The 
request is forwarded to the specified server.


Served Licenses
For served licenses, there are five required components:


• The FlexEnabled Java application, which references the com.macrovision.flexlm classes in the flexlm.jar file.


• The flexlm.jar component, itself, from Licensing Toolkit for Java.


• The license server manager, lmadmin or lmgrd, from your production toolkit.


• The vendor daemon from your production toolkit. Along with the license server manager, lmadmin or lmgrd, this is a 
core component of the license server.


• The license file, which is created with the lmcrypt utility from your production toolkit.


In addition to these four components, there are three optional components:


• Debug log File—created and written by lmadmin or lmgrd.


• Report log File—created and written by the vendor daemon for use by FlexNet Manager.
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• Options file—file created and maintained by the license administrator.


Figure 1-2 shows the relationship these components have to one another. Note that a distinction is made between FlexNet 
Publisher Licensing Toolkit components and FlexNet Publisher Licensing Toolkit for Java components. The final 
deliverable to your end user includes components from both areas.


Figure 1-2: Served License Component Model


Typically, the license server components reside on a system in the network. However, it can optionally reside on the same 
system as the FlexEnabled application.


The three optional files, Debug Log, Administration Options, and Usage Log, are configured by the license administrator at 
the customer site.


Note • The environment variables, LM_LICENSE_FILE and VENDOR_LICENSE_FILE are not directly supported by FlexEnabled 
Java products.


License Model Considerations
In order to control entitlement, the license file for an uncounted license model is node-locked to a specific hostid, which 
the FlexEnabled application then authenticates. However, because Java is so portable and generic, it is difficult to obtain a 
unique hostid directly from the Java product.


In a served model, the license server authenticates the hostid; many more hostid choices exist in this configuration. For this 
reason, it is recommended that your end user uses a license server. The FlexEnabled Java application requests a license 
from the license server and is either granted or denied the license, with all authentication taking place at the license server 
level.


For more information on available hostids, see Hostids.
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Licensing Toolkit for Java and Security
There are special security considerations for companies using FlexNet Publisher Licensing Toolkit for Java because there 
aren’t many possibilities for node-locked hostid types in the Java environment and Java applications can be relatively 
easily decompiled. 


It is recommended that your end users use a license server rather than using node-locked uncounted licenses. In this case, 
the user application must point to the license server with port@host.


The license server can be used to serve uncounted licenses. However, served uncounted INCREMENT line signatures are 
not linked to the hostid on the SERVER line, therefore using served uncounted licenses with HOSTID=ANY is an exploit risk. 
Instead, Flexera recommends served counted licenses with a large count.


FlexNet Publisher Licensing Toolkit for Java supports Tamper-Resistant Licenses (TRL), which are used to reduce the 
possibility of counterfeit licenses. TRL utilizes Certicom’s public-key system based upon elliptical curve cryptography 
(ECC), which is considered secure, fast, and efficient (see http://www.certicom.com). TRL is the default license signature 
mechanism; no other license signatures are supported. For more information about Tamper-Resistant Licenses, refer to 
the Programming Reference for License File–Based Licensing. 
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Evaluating the Licensing Toolkit for Java


on UNIX

This demonstration walks you though the process of evaluating Licensing Toolkit for Java behavior on UNIX. You perform 
the following to test the toolkit:


• Add the flexlm.jar to CLASSPATH


• Create the demoInfo Class file


• Compile the sample FlexEnabled Java application


• Create a valid license file


• Start the license server


• Run the application


• Stop the license server 


Prerequisites
As a prerequisite for evaluating the Licensing Toolkit for Java:


• Install the FlexNet Publisher Licensing Toolkit. This is a separately purchased package and is distinct from the 
Licensing Toolkit for Java.


• Work through the evaluation procedure for UNIX platforms in Getting Started with License File–Based Licensing.


• Install the Java Developers Kit on your development platform. See the Release Notes for information about the 
supported Sun JDK version.


• Install the Licensing Toolkit for Java.


The machind and <sdk_platform> (for example, sun4_u5) directories of the FlexNet Publisher Licensing Toolkit contain 
files that you use to evaluate the FlexNet Publisher Licensing Toolkit for Java. Locate the following files:


• machind/lm_code.h 


• <sdk_platform>/lmpubkey.h 
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Note • If this file does not exist, you need to create it. To do so, from the <sdk_platform> directory, enter lmnewgen –
pubkey.


• <sdk_platform>/lmseeds.h 


• Sample license file (<sdk_platform>/lmadmin/demo/demo.lic)


• License generation utility (<sdk_platform>/lmcrypt)


• License server manager lmadmin (<sdk_platform>/lmadmin/lmadmin) or lmgrd (sdk_platform/lmgrd)


• Sample vendor daemon for lmadmin (<sdk_platform>/lmadmin/demo/demo) or for lmgrd (<sdk_platform>/demo)


Note • The license server lmadmin is used for this test. To use lmadmin, you must copy the vendor daemon demo and its 
associated library demo_libFNP.so from the <sdk_platform> directory to the <sdk_platform>/lmadmin/demo directory.


Now you are ready to begin your evaluation of Licensing Toolkit for Java on UNIX.


Add flexlm.jar to CLASSPATH
To run a FlexEnabled Java application, you must set your CLASSPATH environment variable to include the current directory, 
the path to flexlm.jar, and the path to EccpressoAll.jar. If you installed the FlexNet Publisher Licensing Toolkit for Java 
into the default location, you would add to or set your CLASSPATH environment variable as follows: 


setenv CLASSPATH .:<sdk_install_dir>/java/flexlm.jar: \


<sdk_install_dir>/java/EccpressoAll.jar


Make sure that the new CLASSPATH setting is active before proceeding.


Create the demoInfo Class File
Each software publisher must create a concrete subclass of VendorInfo containing vendor-specific information such as 
vendor name, LM_SEEDs, TRL keys, and vendor keys. An instance of a subclass of a VendorInfo must be associated with 
every License object. The name of the subclass is of the form vendorInfo.class, where vendor is the vendor name as 
registered with Flexera. The demoInfo.class is a subclass of VendorInfo for the vendor named demo. 


Task To create the subclass demoInfo.class


1. Copy machind/lm_code.h, <sdk_platform>/lmpubkey.h, and <sdk_platform>/lmseeds.h from the 
<sdk_install_dir> directory to the <sdk_install_dir>/java directory. 


Note • If lmpubkey.h does not exist, you need to create it. To do so, from the <sdk_platform> directory, enter 
lmnewgen –pubkey.


2. Check that the following conditions are met:


• VENDOR_NAME in lm_code.h is set to "demo".
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• The LM_STRENGTH setting in lm_code.h is one of the tamper-resistant licenses (TRL) settings. It must have the 
same value as the LM_STRENGTH setting in lm_code.h that you used to build the production toolkit.


• lm_code.h contains your demo vendor keys.


This information is used to create a demoInfo class that is used to create a license object in your FlexEnabled 
application.


3. Change to the <sdk_install_dir>/java directory.


In vendorInfo.sh, make sure the -classname switch specifies demoInfo. The contents of vendorInfo.sh should look 
like the example below:


java -classpath flexlmutil.jar;flexlm.jar; \


EccpressoAll.jar \


CreateVendorInfo -code lm_code.h -pubkey lmpubkey.h \


-seeds lmseeds.h \


-classname demoInfo


4. On the command line, execute vendorInfo.sh to create demoInfo.java.


5. Compile demoInfo.java:


javac -classpath flexlm.jar:EccpressoAll.jar demoInfo.java


6. Copy demoInfo.class into the <sdk_install_dir>/examples directory. 


Compile the Sample FlexEnabled Java Application
Compile the sample FlexEnabled application, BasicExample.java, so it references demoInfo.class, which was created in 
Create the demoInfo Class File.


Task To compile the sample FlexEnabled application


1. Change to the <sdk_install_dir>/examples folder. 


2. In BasicExample.java, check that the demoInfo constructor is properly referenced as in the excerpt below:


/*...*/


private static VendorInfo getVendorInfo() 


{


VendorInfo vInfo = null;


try 


{


vInfo = new demoInfo();


}


/*...*/


return vInfo;


}


3. Compile BasicExample.java: 


javac -classpath \


.:../java/flexlm.jar:../java/EccpressoAll.jar \


BasicExample.java
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Create a Valid License File
If not already generated during the Licensing toolkit evaluation, generate a counted license file, counted.lic, with 
lmcrypt from your Licensing toolkit. The contents of the license file must reflect the vendor and feature information that 
you put in the sample application.


Task To create a valid license file


1. Open <sdk_platform>/lmadmin/demo/demo.lic in a text editor.


2. Edit the FEATURE line, making sure it is similar to the following:


FEATURE f3 demo 3.0 permanent 4 SIGN=0 


3. Save demo.lic.


4. Open a command window; and from the <sdk_platform> directory, enter the following:


lmcrypt ./lmadmin/demo/demo.lic


5. Verify that a signature was generated. The FEATURE line should now look something like this:


FEATURE f3 demo 3.0 permanent 4 SIGN="0008 0B78 63B1 1A00 DCE8 132C


C70D 4A00 33E4 B817 F307 5041 8D0D 7A7A 2E47"


The number of hexadecimal characters in the license signature will correspond to the LM_STRENGTH setting you selected in 
Step 2 of Create the demoInfo Class File.


Start the License Server
In order to check out a counted f3 license using the FlexEnabled application, you must start the license server. This process 
involves importing the vendor daemon demo and starting lmadmin. (When the license server starts, it uses the license file 
you just created in Create a Valid License File.) 


Note • In general, when starting the license server for the first time, use the command-line process, as described next. This 
test uses lmadmin as the license server.


Task To start the license server


1. For purposes of this test, copy the vendor daemon demo and its associated library demo_libFNP.so from the 
<sdk_platform> directory to the <sdk_platform>/lmadmin/demo directory.


2. From the <sdk_platform>/lmadmin directory, enter the following to import the demo vendor daemon: 


lmadmin -import demo/demo.lic -force


3. Enter the following to start the license server in the background: 


lmadmin -adminOnly no -allowRemoteStopServer yes
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Run the Sample Java Application


Task To run the sample FlexEnabled Java application


From the <sdk_install_dir>/examples directory, enter the following:


java -classpath \


.:../java/flexlm.jar:../java/EccpressoAll.jar \


BasicExample f3 3.0 @host


where host is the name of the machine on which the license server was started in Start the License Server.


When you run the sample application, it will check out a license for version 3.0 of feature f3. Press Enter to check the 
license back in.


Stop the License Server


Task To stop the license server


From the <sdk_platform> directory, enter the following:


lmdown -c ./lmadmin/demo/demo.lic


You have completed the demo of the Licensing for Java toolkit on UNIX. When you are ready to incorporate your 
production vendor keys into the Licensing for Java toolkit, see Incorporating Licensing Toolkit for Java Into Your Product. 
Remember to set LM_STRENGTH to an appropriate value before you build your production Licensing toolkit. If you want to 
evaluate the Licensing for Java toolkit on Windows, see Evaluating Licensing Toolkit for Java on Windows.
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Evaluating Licensing Toolkit for Java on


Windows

This demonstration walks you though the process of evaluating FlexNet Publisher Licensing Toolkit for Java behavior on 
Windows.You perform the following to test the toolkit:


• Add the flexlm.jar to CLASSPATH


• Create the demoInfo Class file


• Compile the sample FlexEnabled Java application


• Create a valid license file


• Start the license server


• Run the application


• Stop the license server 


Prerequisites
As a prerequisite for evaluating FlexNet Publisher Licensing Toolkit for Java on Windows:


• Install the FlexNet Publisher Licensing Toolkit. This is a separately purchased package and is distinct from FlexNet 
Publisher Licensing Toolkit for Java.


• Work through the FlexNet Publisher Licensing Toolkit evaluation for Windows platforms in Getting Started with License 
File-Based Licensing.


• Install the Java Developers Kit on your development platform. See the FlexNet Publisher Licensing Toolkit Release 
Notes for information about the supported Sun JDK version.


• Install the FlexNet Publisher Licensing Toolkit for Java.


The machind and <sdk_platform> (for example, i86_n3) folders in the installation folder of the FlexNet Publisher Licensing 
Toolkit contain files that you use to evaluate FlexNet Publisher Licensing Toolkit for Java. Locate the following files:


• machind\lm_code.h


• <sdk_platform>\lmpubkey.h 
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Note • If this file does not exist, you need to create it. To do so, from the <sdk_platform> directory, enter 
lmnewgen –pubkey.


• <sdk_platform>\lmseeds.h 


• Sample license file (<sdk_platform>\lmadmin\demo\demo.lic)


• License generation utility (<sdk_platform>\lmcrypt.exe)


• License server manager, which is either lmadmin (<sdk_platform>\lmadmin\lmadmin.exe) or lmgrd 
(<sdk_platform>\lmgrd.exe)


• Sample vendor daemon for lmadmin (<sdk_platform>\lmadmin\demo\demo.exe) or lmgrd 
(<sdk_platform>\demo.exe)


Note • The license server lmadmin is used for this test. To use lmadmin, you  must copy the vendor daemon demo.exe and 
its associated library demo_libFNP.dll from the <sdk_platform> directory to the <sdk_platform>\lmadmin\demo 
directory.


Now you are ready to begin your evaluation of the FlexNet Publisher Licensing Toolkit for Java on Windows.


Add flexlm.jar to CLASSPATH
To run a FlexEnabled Java application, you must set your CLASSPATH environment variable to include the current directory, 
the path to flexlm.jar, and the path to EccpressoAll.jar. If you installed FlexNet Publisher Licensing Toolkit for Java 
into the default location, you would add to or set the following components in the CLASSPATH environment variable as 
follows: 


C:\Program Files\Flexera Software\FLEXnet Licensing Toolkit for JAVA <version>\flexlm.jar; \


C:\Program Files\Flexera Software\FLEXnet Licensing Toolkit for JAVA <version>\EccpressoAll.jar


Make sure that the new CLASSPATH setting is active before proceeding.


Create the demoInfo Class File
Each software publisher must create a concrete subclass of VendorInfo containing vendor-specific information such as 
vendor name, LM_SEEDs, TRL keys, and vendor keys. An instance of a VendorInfo subclass must be associated with every 
License object. The name of the subclass is of the form vendorInfo.class, where vendor is the vendor name as registered 
with Flexera.


Specifically, demoInfo.class is a subclass of VendorInfo for the vendor named demo. Follow the steps below to create the 
subclass demoInfo.class.

22 Company Confidential FNP-11170-JPR00 FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide







Chapter 3 Evaluating Licensing Toolkit for Java on Windows
Compile the Sample FlexEnabled Java Application

Task To create the subclass demoInfo.class 


1. Copy machind\lm_code.h, <sdk_platform>\lmpubkey.h, and <sdk_platform>\lmseeds.h to the 
<sdk_install_dir>\java folder. 


Note • If lmpubkey.h does not exist, you need to create it. To do so, from the <sdk_platform> directory, enter 
lmnewgen –pubkey.


2. Check the following: 


• VENDOR_NAME in lm_code.h is set to "demo".


• The LM_STRENGTH setting in lm_code.h is one of the tamper-resistant licenses (TRL) settings. It must have the 
same value as the LM_STRENGTH setting in lm_code.h that you used to build the production toolkit.


• The file contains your demo vendor keys.


This information is used to create a demoInfo class that is used to create a license object in your FlexEnabled 
application.


3. Change to the <sdk_install_dir>\java folder.


4. In vendorInfo.bat, make sure the -classname switch specifies demoInfo. The contents of vendorInfo.bat should 
look like the example given below.


java -classpath flexlmutil.jar;flexlm.jar; \


EccpressoAll.jar \


CreateVendorInfo -code lm_code.h -pubkey lmpubkey.h \


-seeds lmseeds.h \


-classname demoInfo


5. In a command window, execute vendorInfo.bat to create demoInfo.java.


6. Compile demoInfo.java:


javac demoInfo.java


7. Copy demoInfo.class into the <sdk_install_dir>\examples folder. 


Compile the Sample FlexEnabled Java Application
Compile the sample FlexEnabled application BasicExample.java so that it references demoInfo.class that was created in 
Create the demoInfo Class File.


Task To compile the sample FlexEnabled application


1. Change to the <sdk_install_dir>\examples folder.


2. In BasicExample.java, check that the demoInfo constructor is properly referenced as in the excerpt below:


/*...*/


private static VendorInfo getVendorInfo() 
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{


VendorInfo vInfo = null;


try 


{


vInfo = new demoInfo();


}


/*...*/


return vInfo;


}


3. Compile BasicExample.java: 


javac BasicExample.java


Create a Valid License File
If not already generated during the FlexNet Publisher Licensing Toolkit evaluation, generate the license file, demo.lic, 
using lmcrypt from your FlexNet Publisher Licensing Toolkit. The contents of the license file must reflect the vendor and 
feature information that you put in the sample application.


Task To create a valid license file:


1. Open <sdk_platform>\lmadmin\demo\demo.lic in a text editor.


2. Edit the FEATURE line, making sure it is similar to the following:


FEATURE f3 demo 3.0 permanent 4 SIGN=0 


3. Save demo.lic.


4. Open a command window, and from the <sdk_platform> directory, enter the following:


lmcrypt .\lmadmin\demo\demo.lic


5. Verify that a signature was generated. The FEATURE line should now look something like this:


FEATURE f3 demo 3.0 permanent 4 SIGN="0008 0B78 63B1 1A00 DCE8 132C


C70D 4A00 33E4 B817 F307 5041 8D0D 7A7A 2E47"


The number of hexadecimal characters in the license signature will correspond to the LM_STRENGTH setting you selected in 
Step 2 of Create the demoInfo Class File.


Start the License Server
In order to check out a counted f3 license using the FlexEnabled application, you must start the license server. This process 
involves importing the vendor daemon demo and starting lmadmin. (When the license server starts, it uses the license file 
you just created in Create a Valid License File.) 


Note • In general, when starting the license server for the first time, use the command-line process, as described next. This 
test uses lmadmin as the license server.
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Task To start the license server


1. For purposes of this test, copy the vendor daemon demo.exe and its associated library demo_libFNP.dll from the 
<sdk_platform> directory to the <sdk_platform>\lmadmin\demo directory.


2. From the <sdk_platform_dir>\lmadmin directory, enter the following to import the demo vendor daemon: 


lmadmin -import demo\demo.lic -force


3. Enter the following to start the license server in the background: 


lmadmin -adminOnly no -allowRemoteStopServer yes


Run the Sample Java Application


Task To run the sample FlexEnabled Java application


From the <sdk_install_dir>\examples directory, enter the following:


java BasicExample f3 3.0 @host


where host is the name of the machine on which the license server was started in Chapter 3, “Start the License Server.”


When you run the sample application, it will check out a license for version 3.0 of feature f3. Press Enter to check the 
license back in.


Stop the License Server


Task To stop the license server


From the <sdk_platform> directory, enter the following:


lmdown -c .\lmadmin\demo\demo.lic


You have completed the demo of FlexNet Publisher Licensing Toolkit for Java on Windows. When you are ready to 
incorporate your production vendor keys into FlexNet Publisher Licensing Toolkit for Java, see Incorporating Licensing 
Toolkit for Java Into Your Product. Remember to set LM_STRENGTH to an appropriate value before you build your 
production FlexNet Publisher Licensing Toolkit. If you want to evaluate FlexNet Publisher Licensing Toolkit for Java on 
UNIX, see Evaluating the Licensing Toolkit for Java on UNIX. 
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Incorporating Licensing Toolkit for Java


Into Your Product

This section gives the steps necessary to:


• Configure Licensing Toolkit for Java to work with your production Licensing Toolkit. This involves setting the 
CLASSPATH environment variable and creating the vendorInfo vendor-specific class based on settings from your 
production Licensing Toolkit.


• Incorporate the calls to the Licensing Toolkit for Java API into your own Java product.


• Test your FlexEnabled Java product.


• Deploy your application to your end user.


Throughout this chapter, reference is made to several default directory locations for both the FlexNet Publisher and the 
Licensing Toolkit for Java. Table 4-1 lists these locations and the shortcut terminology used in this chapter for each. Locate 
them in your installation and note their paths for reference when reading the rest of this chapter.


You are required to complete the following before proceeding with the instructions in this section:


Table 4-1 • Licensing Toolkit for Java Contents


Shortcut UNIX Default Location Windows Default Location


FlexNet Publisher Directories


sdk_platform <sdk_install_dir>/<sdk_platform> <sdk_install_dir>\<sdk_platform>


sdk_machind <sdk_install_dir>/machind <sdk_install_dir>\machind


Licensing Toolkit for Java Directories


flmjava_java <sdk_install_dir>/java <sdk_install_dir>\java


flmjava_examples <sdk_install_dir>/examples <sdk_install_dir>\examples
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• Build your production licensing toolkit customized with your private, vendor-specific information. See the document 
titled Development Environment Guide for details.


Note • A C development environment is required to build the Licensing Toolkit for Java. See the document titled 
Development Environment Guide and the FlexNet Publisher Release Notes for your platform’s C development 
environment requirements.


All toolkit components must be generated from the same set of vendor keys (VENDOR_KEYs in lm_code.h), encryption 
seeds (LM_SEEDs and any existing ENCRYPTION_SEEDs in lm_code.h), and TRL keys (TRL_KEYs in lm_code.h).


• Install the Java Developers Kit.


• Install the Licensing Toolkit for Java.


• Work through the Licensing Toolkit for Java evaluation. See Evaluating the Licensing Toolkit for Java on UNIX and 
Evaluating Licensing Toolkit for Java on Windows.


Before proceeding, you need the following files and information from your production toolkit:


• sdk_machind/lm_code.h 


• <sdk_platform>/lmpubkey.h 


• <sdk_platform>/lmseeds.h 


• the value of VENDOR_NAME from sdk_machind/lm_code.h 


• The LM_STRENGTH setting from sdk_machind/lm_code.h


Configuring a Production Licensing Toolkit for 
Java


In order to configure the production licensing toolkit for Java, you must first define the CLASSPATH environment variable 
and then create the vendorInfo.class file.


Define the CLASSPATH Environment Variable
To run a FlexEnabled Java application, verify that the following components are included in your CLASSPATH environment 
variable:


• flmjava_java/flexlm.jar


• flmjava_java/EccpressoAll.jar


where flmjava_java is determined from Table 4-1.


Make sure that the new CLASSPATH setting is active before proceeding.
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Create the vendorInfo.class File
Each software publisher must create a concrete subclass of VendorInfo containing vendor-specific information such as 
vendor name, encryption seeds, and vendor keys. An instance of a VendorInfo subclass must be associated with every 
License object. The name of the subclass is of the form vendorInfo.class, where vendor is the vendor name as registered 
with Flexera.


Note • To create the subclass vendorInfo.class.: 


1. Copy <sdk_machind/lm_code.h, <sdk_platform>/lmpubkey.h, and <sdk_platform>/lmseeds.h from the 
sdk_machind directory to the flmjava_java directory. 


In lm_code.h, check that VENDOR_NAME is set to your vendor name, that the LM_STRENGTH setting has the desired value, 
and that the file contains your production vendor keys, encryption seeds, and TRL keys. This information is used to 
create a vendorInfo class that is used to create a license object in your FlexEnabled Java application.


2. In the flmjava_java directory, open vendorInfo.bat (Windows) or vendorInfo.sh (UNIX) in a text editor. Make sure 
the -classname switch specifies vendorInfo, where vendor is the name of your vendor daemon. The contents of 
vendorInfo.bat should look like:


java -classpath flexlmutil.jar;flexlm.jar; \


EccpressoAll.jar \


CreateVendorInfo -code lm_code.h -pubkey lmpubkey.h \


-seeds lmseeds.h \


-classname vendorInfo


3. In the flmjava_java directory, create the vendor-specific vendorInfo.java file by executing vendorInfo.bat 
(Windows) or vendorInfo.sh (UNIX): 


4. Compile vendorInfo.java to create the class file javac vendorInfo.java.


5. Copy vendorInfo.class into the directory that contains your Java source file. 


Specifying the License File Location
The most important part of integrating Licensing Toolkit for Java into your application is to correctly set the location of 
your the license file so it can be found at run time. This location should not be hard-coded, but should be determined at run 
time relative to your product’s installation location. In the call to the license constructor, you must specify the path name 
of the license file. The following forms can be used to specify the license path:


• A single file, usually with the .lic extension. However, any extension can be used.


• port@host, where port is the port number and host is the host name of a license server.  port can be omitted if it is 
within the default range of 27000–27009.


Note • Those producers concerned about potential DoS attacks based on knowledge of common license server ports 
may want to consider specifying a server port outside the range 27000 to 27009.


• A three-server redundancy configuration. Define it as port@host1,port@host2,port@host3


• A license file in a string. Precede the license certificate string with the string
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FlexlmConstants.LICENSE_STRING_PREFIX


and end it with the string


FlexlmConstants.LICENSE_STRING_SUFFIX


Multiple license file locations can be concatenated together, separated by the “&” (ampersand) character.


Add Licensing Toolkit for Java API Function Calls to Your 
Product


This section describes how to modify your application code to call the FlexNet Publisher Licensing Toolkit for Java client 
API functions. This implementation is derived from BasicExample.java that is shipped with the Licensing Toolkit for Java 
and located in the flmjava_examples directory. This standalone example is a good place to start learning how to integrate 
the Licensing Toolkit for Java into your product. 


Note • A complete reference to the Licensing Toolkit for Java API Reference documentation is included in the distribution at 
the following location:


• Windows platforms: <sdk_install_dir>\doc\api\index.html


• UNIX platforms: <sdk_install_dir>/doc/api/index.html


A Basic Licensing Toolkit for Java Implementation
In the simplest implementation, incorporating Licensing Toolkit for Java into your application involves these three classes: 


• vendorInfo—Encapsulates the software vendor's encryption seeds, vendor keys, and other vendor-specific 
information. 


• FeatureSpecifier—Specifies the details of the license to be checked out.


• License—Checks out and checks in the license.


Assuming a few exceptions that can be thrown by the Licensing Toolkit for Java methods are caught at an enclosing level, a 
basic implementation of Licensing Toolkit for Java involves the following steps: 


1. Import the necessary classes from the com.macrovision.flexlm package into your code:


import vendorInfo;


import com.macrovision.flexlm.*;


vendorInfo, where vendor is your vendor name as registered with Flexera, is created externally. See Create the 
vendorInfo.class File for further information. 


2. Instantiate a Feature Specifier for the desired feature. 


FeatureSpecifier featSpec = new FeatureSpecifier("f1", "1.0");


In this example, the minimum specification is used to specify version 1.0 of feature f1. See Feature Specifiers for more 
details.


3. Specify the license search path used to locate license rights that entitle usage of the feature specified in Step 2.


String licenseSourceString = "@localhost&c:\\MyDir\\licenses";
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This code specifies, in search order, the following two license sources:


• @localhost—a license server running on the system localhost


• c:\MyDir\licenses—a directory containing license files.


Note the “&” used to separate these two components.


4. Instantiate a License object that fully qualifies the desired feature.


License lic = new License(featSpec, 


licenseSourceString, 


new vendorInfo(), null);


This License object is created from the feature specification, the license sources to use, and the vendor-specific 
information.


5. Now, check out a license and allow the FlexEnabled Java application code to execute.


lic.checkout(1);


6. After the license is no longer needed, check it back in.


lic.checkin();


This checks in all instances of the feature that were checked out.


7. Make sure all Licensing Toolkit for Java methods are enclosed in a try{} block followed by a catch(FlexlmException 
ex){/***/} block. Alternatively, they can be in a method that throws FlexlmException.


8. Save and compile your source file. 


9. Now you are ready to test your FlexEnabled Java application with the license server environment. Proceed to Testing 
Your Application.


Testing Your Application
Testing your application entails first creating a license file and then executing your application.


Create a License File
Your application needs a license file in order to test it. Generate a counted license file, mycounted.lic, using lmcrypt 
(available in the FlexNet Publisher Licensing Toolkit). The contents of the license file must reflect the vendor and feature 
information that you put in the sample application.


1. In the <sdk_platform> directory make a copy of the file counted.lic and rename it to mycounted.lic.


2. Modify the SERVER, VENDOR, and FEATURE lines in mycounted.lic to include server information and information for the 
features that your application checks out. Place SIGN=0 at the end of each FEATURE line. See the Programming 
Reference for License File–Based Licensing for information about the allowed fields and syntax of a license file.


3. Save mycounted.lic.


4. In the <sdk_platform> directory of your Licensing Toolkit, sign mycounted.lic by typing lmcrypt mycounted.lic. 
This creates a valid license file by calculating signatures for each FEATURE line.


5. Move mycounted.lic to the directory containing your vendor daemon under the lmadmin installation directory. 
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Start the License Server


Task To start the license server


1. At a command prompt from the lmadmin installation directory, enter the following to start the license server:


lmadmin -adminOnly no -allowRemoteStopServer yes


2. Close the command window.


3. To access the lmadmin user interface, open your Web browser, and enter the following URL:


http://<server>:8090


where


• <server> is the system name where the license server is running.


• 8090 is the port for the lmadmin user interface. If this is not the port you have assigned, change it to the correct 
one.


4. Select the Administration page, and sign in with your administrator credentials.


5. Go to the Vendor Daemon Configuration tab, and click Import License.


6. Click Browse to select the license file mycounted.lic.


7. Click Import License to import the vendor daemon.


Execute Your FlexEnabled Application


Task To execute your application and check out a licence


1. Make sure the following components are included in your CLASSPATH environment variable:


flmjava_java/flexlm.jar


flmjava_java/EccpressoAll.jar


2. Start your application, and perform a task that checks out one of its features.


3. Stop your application and the license server. 


Deploying your Product
To ensure that your end users can use your FlexEnabled Java application easily and successfully, use the information in 
this section as a guideline for distributing your FlexEnabled Java application to the end user. 
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When you ship your FlexEnabled Java application, you need to include FlexNet Publisher Licensing Toolkit components in 
your software installation kit in addition to the files that you normally ship. Table 4-2 lists these additional components. 
Note that the components come from both the FlexNet Publisher and the Licensing Toolkit for Java. 


In addition to the components in Table 4-2, your customer eventually needs a license file. Depending on your internal 
policies, this can be shipped with your installation kit or shipped separately.


Table 4-2 • FlexNet Publisher Licensing Toolkit Components for Distribution


Component Description


FlexNet Publisher Licensing Toolkit  Components from the sdk_platform directory


lmadmin or lmgrd (lmadmin.exe or 
lmgrd.exe on Windows)


The license server manager and vendor daemons. Include these if you 
distribute either counted or served-uncounted licenses.


vendor.exe (Windows) or
vendor (UNIX)


lmutil.exe (Windows) or
lmutil (UNIX)


Used for license management and license server administration.


lmtools.exe (Windows only) GUI front end to lmutil.exe.


lmgr11.dll (Windows) or 
liblmgr11.so (UNIX)


The client DLL or shared object used to support native hostid capabilities for 
FlexEnabled clients built with the Java toolkit.


FlexNet Publisher Licensing Toolkit for Java Components


vendorInfo.class Subclass of the FlexNet Publisher Licensing Toolkit for Java VendorInfo 
superclass containing vendor-specific information.


flexlm.jar Licensing Toolkit for Java classes.


EccpressoAll.jar Licensing Toolkit TRL classes.
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The Licensing Toolkit for Java API


Programming Model

To entitle a given feature of your FlexEnabled Java application, the application needs to successfully check out a license for 
that feature. As such, the nucleus of the Licensing Toolkit for Java object model is represented by the License object. This 
object represents a specific usage of a feature. It encapsulates the following: 


• The details of a feature (name, version, and so on) via a FeatureSpecifier object 


An application must specify the name of the feature to check out and the minimum acceptable version number of that 
feature. The application specifies this by creating a FeatureSpecifier object and passing that to one of the License 
constructors. See Feature Specifiers for more details.


• The count of the feature to check out 


• The list of LicenseSources from which to try to check out 


Licenses can be checked out from license servers or from license files, which may refer to license servers. An array of 
LicenseSource objects is associated with each License instance by the constructor. One variant of the constructor 
accepts a String containing one or more license source specifiers, which are converted to an array of LicenseSources 
by the constructor. When checking out a license, the license source specified by each element of the array is tried, in 
order, to satisfy the checkout request. See License Sources for further details.


• The LicenseSource actually used for the checkout 


Over the course of its lifetime, a License may be checked out and back in many times, potentially from different 
LicenseSource objects. A License object can be associated with multiple LicenseSource objects over its lifetime, one 
at a time. The list of potential license sources with which it can be associated is established by the constructor. After a 
successful checkout, the actual LicenseSource instance that satisfied the checkout can be determined with the 
getLicenseSource method. Once a single LicenseSource is established in a License instance, it remains established 
as the sole LicenseSource for the life of the License instance.


• The checkout-data string associated with this License, if any 


A checkout-data string is used to label a feature checkout from a specific License object or to qualify a feature 
checkin request. The same checkout-data string can be associated with feature checkouts from multiple License 
objects. The checkout-data string can then be used to refer to all License objects using the same string, there by 
making it convenient to check in all licenses for the given feature with one invocation to the checkin method. See 
Checkout-Data Strings for more information.
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Licensing Toolkit for Java Framework
This section covers the underlying framework for Licensing Toolkit for Java.


Feature Specifiers 
In order to check out a license, the application must specify some details about the license to be checked out. At a 
minimum, an application must specify a feature name and the lowest acceptable version number of that feature. An 
application can specify additional details of the required license if it needs to. The application uses the FeatureSpecifier 
object to do this.


License Sources 
A license is checked out from a license source, which can be any of the following:


• License file


• License server


• License in a string


• Local (client machine) trusted storage


In a basic implementation example, a list of license sources is specified from which to attempt a license checkout. This list 
is used to create an array of LicenseSource objects on behalf of the application.


An array of LicenseSource objects is associated with each License instance by the License constructor. One variant of the 
License constructor accepts a String containing one or more license source specifiers, which are converted to an array of 
LicenseSource objects by the constructor. When checking out a license, the license source specified by each element of 
the array is tried, in order, to satisfy the checkout request. The checkout may be satisfied by any one of the LicenseSource 
objects in the array, but only from one—not multiples. 


After a successful checkout, the actual LicenseSource instance that satisfied the checkout can be determined with the 
License.getLicenseSource method. A License object can be associated with multiple LicenseSource objects over its 
lifetime, one at a time. The list of potential license sources with which it can be associated is established by the 
constructor. 


Normally an application will leave the creation and management of LicenseSource objects to the License class. However, 
if the application wishes, it can manage LicenseSource objects itself. Variants of the License constructor take one, or an 
array of, existing LicenseSource objects as parameters. Alternatively, the License.createLicenseSource method can be 
used to create a single license source.


A License object created this way will try to check out a license from the supplied LicenseSource objects in the order 
specified. An application can create a LicenseSource object to be used in future License object instantiations by using the 
LicenseSource.createLicenseSource method. Also, an application can get the LicenseSource object associated with any 
given License object via the License.getLicenseSource method. 


The following code demonstrates how to manage LicenseSource objects:


import vendorInfo;


import com.macrovision.flexlm.License;


import com.macrovision.flexlm.FeatureSpecifier;


import com.macrovision.flexlm.LicenseSource;
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.


.


.


try


{


// Set up specifications of features to check out 


FeatureSpecifier featSpec1 = new FeatureSpecifier("f1", "1.0");


FeatureSpecifier featSpec2 = new FeatureSpecifier("f2", "1.0");


// Set the license source string by hand.


String licenseSourcesString = 


"7314@license.someserver.com&/opt/mypackage/licenses";


// Create a VendorInfo instance for use with both 


// feature checkouts


vendorInfo vInfo = new vendorInfo();


// Create a license object for feature "f1" and check it out


License lic1 = new License(featSpec1, licenseSourcesString, vInfo);


lic1.checkout(1);


// Get the license source used for the f1 checkout 


// and use it for checking out the f2 license.  Note that 


// we're invoking a License constructor that takes a


// LicenseSource object this time (instead of a


// String naming one or more LicenseSources).


LicenseSource ls = lic1.getLicenseSource();


License lic2 = new License(featSpec2, ls);


lic2.checkout(1);


.


.


.


lic1.checkin();


lic2.checkin();


{


catch (FlexlmException e) 


{


System.out.println(e.getMessage());


System.exit(1);


}


The VendorInfo class 
Each software publisher must create a concrete subclass of VendorInfo containing vendor-specific information such as 
vendor name, encryption seeds, and vendor keys. An instance of a subclass of a VendorInfo must be associated with every 
License object.


This class is created by a special utility program provided by Licensing Toolkit for Java that reads a data file containing the 
required information and writes a Java source file with the VendorInfo subclass. See Create the vendorInfo.class File for 
further information.
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Connection Data
In some cases, an application may want to set connection-specific information that must be specified as part of the 
initialization of a connection to a license server, such as specifying a user name or heartbeat parameters. The application 
does this by creating an object that implements the ConnectionData interface and passing in that object when creating a 
LicenseSource or License object. The methods in the ConnectionData object are called on behalf of the application at the 
appropriate time during connection initialization.


IP Address Override


The FlexNet Publisher Licensing Toolkit enables you to override the IP address of the client requesting the license for a 
specific feature. To support this IP-address-override functionality in a Java-based application, add the following API to 
your Java application code:


lic.setipaddress("<IP_address>");


where <IP address> is the value used in the FEATURE line or options file.  


For more information, see the description for the LM_A_INTERNET_OVERRIDE attribute in the C/C++ Function Reference.


Note • Add this API to the sample application, BasicExample.java, which ships with the Licensing toolkit for Java, if you 
want to test the IP-address-override functionality with the sample. 


Count
The License.checkout method checks out the specified count of the associated Feature. After the checkout method is 
called successfully, it may be called again any number of times with any count specified. The count is treated as the total 
complement of licenses required. 


• If the count specified is the same as or lower than the count currently checked out, no additional licenses are checked 
out. 


• If the count specified is higher than the number currently checked out, the License object attempts to check out just 
the additional count to meet the requested complement of licenses. 


In this way, license server keeps a high watermark of the requested counts checked out. 


Checkout-Data Strings
Up to 32 bytes of vendor-supplied data may be specified via License.setCheckoutData as a checkout-data string. As a 
label, this string is associated with checkouts and checkins of features from license servers. If no checkout-data string is 
specified, the License instance itself associates a unique checkout-data string with the checkout. This eliminates the need 
to write special code such as is necessary in non-Java applications to be able to check in a subset of the count checked out 
on a single license server connection. 


Consider this example: an application wanting to check out a count of 10 of a given feature in two sets of five each, such 
that each set could be checked in independently on the same license server connection, can simply create two License 
instances that each check out a count of five. The License object’s default management of checkout-data strings makes 
this possible. 


Licensing Toolkit for Java does not allow checkouts in multiple Feature instances having any of the following:
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• Same feature name in its FeatureSpecifier


• Same checkout-data string


• Same LicenseSource


Due to the way the license server behaves, allowing such checkouts could create ambiguities in the License instances. If a 
License instance attempts a checkout of the same feature, checkout data, and LicenseSource, it throws an exception. 


A checkout-data string can also be used as a duplicate grouping criterion, in which case the application will want to 
manage checkout data strings itself.


Important • “LM_A_MULTIPLE_CHECKOUT_DATA” is not supported in the JAVA kit.


See LM_A_CHECKOUT_DATA in the C/C++ Function Reference for more information about checkout-data strings.


Heartbeats
Heartbeats are messages exchanged between a FlexEnabled application and a license server for the purpose of assuring 
each that the other is still alive and healthy. By default, heartbeats are sent and received automatically by the FlexEnabled 
Java product. The only action necessary on the product’s part is to provide methods to invoke when something in the 
heartbeat process goes wrong, for example, if the application can no longer communicate with the license server. 


Heartbeats can be automatic, manual, or semi-automatic, the distinction being how the timing of heartbeat messages is 
managed and how reconnection attempts are recognized and handled. Table 5-1 summarizes these distinctions.


Table 5-1 • Heartbeat Summary 


Type Heartbeat Timing
Reconnection 
Management Considerations


Automatic FlexNet Publisher Licensing Toolkit 
creates and manages a dedicated 
thread to send and receive heartbeat 
messages at a specified interval on 
behalf of the application. The 
application controls the interval.


Reconnection to 
license server is 
handled 
automatically and 
transparently.


• Requires the application be 
multithreaded.


• Simplest method to 
implement. No setup required 
by the application.


• Dedicated heartbeat thread, 
rather than the application, is 
automatically interrupted.


Semi-
automatic


Control of heartbeat timing regulated 
by the frequency with which the 
application invokes a particular 
method.


Reconnection to 
license server is 
handled 
automatically and 
transparently.


• No multithreaded requirement.


• Requires application to setup 
heartbeat parameters.


• Total control of interrupts to 
the application.
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An application may wish to temporarily suspend the sending of heartbeats so that the license server’s timeout mechanism 
can reclaim a license that is not in active use. The Heartbeat.setHeartbeatBlocked(boolean) method provides a way for 
the application to specify the blocking and unblocking of heartbeats. Heartbeats are unblocked by default. 


Automatic Heartbeats
By default automatic heartbeats are set up by FlexNet Publisher Licensing Toolkit for Java at license checkout time with 
the following default parameters: 


• A heartbeat is sent to the license server every 120 seconds.


• Reconnecting to a lost license server tried every 60 seconds for up to five attempts.


• If connection is not re-established after five retries, System.exit is invoked to terminate the Java virtual machine.


If an application wishes to have different heartbeat and reconnect parameters, it can create a LicenseSource or License 
object using a customized ConnectionData.initHeartbeat method that calls the desired set methods in the Heartbeat 
object passed to it. 


There are three possible outcomes with automatic heartbeats when reconnection is attempted after the connection to the 
license server is lost: 


• Reconnection to the license server succeeded. 


• Reconnection to the license server was attempted and failed, but more attempts will be made. 


• Reconnection to the license server was unsuccessful after the retry limit was reached. 


An application can supply code to execute at one or more of these junctures by providing an object implementing the 
HeartbeatListener interface and making it known via the Heartbeat.addHeartbeatListener method. 


As an example, the code below implements HeartbeatListener.reconnectFailed method via a HeartbeatAdapter object 
to define the behavior in the event the reconnection retry limit is reached and reconnection is unsuccessful: 


import com.macrovision.flexlm.Heartbeat;


import com.macrovision.flexlm.HeartbeatAdapter;


import com.macrovision.flexlm.HeartbeatEvent;


import com.macrovision.flexlm.LicenseSource;


import com.macrovision.flexlm.Feature;


.


.


.


Manual Control of heartbeat timing regulated 
by the frequency with which the 
application invokes a particular 
method.


Application detects 
reconnection 
attempts from the 
license server and 
determines how to 
respond.


• No multithreaded requirement.


• Requires application to setup 
both heartbeat and 
reconnection parameters.


• Total control of interrupts to 
the application.


Table 5-1 • Heartbeat Summary 


Type Heartbeat Timing
Reconnection 
Management Considerations
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ConnectionData connData = new ConnectionDataAdapter() 


{


public void initHeartbeat(Heartbeat hb) 


{


hb.addHeartbeatListener(new HeartbeatAdapter() 


{


public void reconnectFailed(HeartbeatEvent e)


{


// Get the name of the feature this event applies


// to, and call the fictitious routine 


// "lostLicense()" to handle it from here.


String featName = e.getHeartbeat().getFeature().


getName();


lostLicense(featName);


}


});


}


};


License lic = new License(featSpec, 


licenseSourceString, 


new vendorInfo(), 


connData);


//See A Basic Licensing Toolkit for Java Implementation 


//for definitions to featSpec, licenseSourceString, 


//and vendorInfo.


Manual Heartbeats 
Manual heartbeats are used instead of automatic heartbeats if the application:


• Wants to be in control of the precise timing of heartbeats.


• Cannot tolerate the extra thread introduced by automatic heartbeats.


• Cannot be multithreaded.


Some applications have critical sections of code that cannot be interrupted. Manual heartbeats provide a way for the 
application to control when the heartbeat thread executes thereby not perturbing the critical sections.


To set up manual heartbeats, the application needs to do the following.


Table 5-2 • Manual Heartbeat Procedures


Step Action Description


Step 1 Call Heartbeat.setHearbeatInterval(int) 
with a value of zero from its 
ConnectionData.InitHeartbeat method.


It can store the Heartbeat object passed to that method, 
or later it can test its LicenseSource object to see if it is an 
instance of Heartbeat and cast to it.


Step 2 Invokes Heartbeat.sendHeartbeat at 
whatever interval is deemed appropriate.


The sendHeartbeat method returns the number of 
unacknowledged heartbeats since the last successful one.
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Semi-Automatic Heartbeats 
Semi-automatic heartbeats combine aspects of automatic heartbeats and manual heartbeats. With semi-automatic 
heartbeats, the application is in control of precise heartbeat timing (as with manual heartbeats), but the scheme of 
HeartbeatListeners to notify the application of HeartbeatEvents (used with automatic heartbeats) applies. 


To set up semi-automatic heartbeats, the application needs to do the following.


The Heartbeat.doHeartbeat sends a heartbeat and checks for a response just like Heartbeat.sendHeartbeat does with 
manual heartbeats, but it also calls the HeartbeatListener methods as with automatic heartbeats. The doHeartbeat 
method returns the same value as sendHeartbeat, so you can use that value along with the getReconnects method in the 
same manner as for manual heartbeats. 


Hostids
A hostid is a means used to uniquely identify a specific machine. There are two different contexts in which a hostid is used.


• A license—The license is bound to one or more hostids. They are used to define which systems are licensed to run your 
product. These licenses are said to be node-locked to a specific machine.


• A license server—A hostid used to define which system is authorized to run a license server that serves licenses to 
your FlexEnabled Java product.


In the context of a license server, any hostid type can be used as long as it is supported by FlexNet Publisher Licensing 
Toolkit. However, for node-locked licenses, the application is responsible for determining the hostid of the system on 
which it is running. Since FlexNet Publisher Licensing Toolkit for Java is a pure-Java package, only a few hostid types are 
supported—those not requiring a platform-dependent Java implementation on which the application is running. Available 
hostids include:


• DEMO


• ANY


Step 3 Subsequently, as needed, invoke 
Heartbeat.getReconnects(int) to 
determine the number of reconnections 
over an application-supplied time interval.


This value and the return value from sendHeartbeat are 
helpful to the application in determining the health, over 
time, of the license server and the probability that license 
servers are being restarted maliciously.


Table 5-3 • Semi-Automatic Heartbeat Procedures


Step Action


Step 1 Initialize the heartbeat interval to 0 as with manual heartbeats.


Step 2 Implement a HeartbeatListener interface, as with automatic heartbeats.


Step 3 Call Heartbeat.doHeartbeat.


Table 5-2 • Manual Heartbeat Procedures


Step Action Description
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• HOSTNAME


• INTERNET


• DISPLAY


• USER


• ETHER


• AMZN_AMI (for Amazon EC2 environments; requires that the FlexNet Licensing Service be installed)


• FLEXID9/FLEXID10


• TPM_ID1 (requires that the FlexNet Licensing Service be installed)


• VM_UUID (requires that the FlexNet Licensing Service be installed)


• PHY_ETHER


• PHY_HOSTNAME


• PHY_INTERNET


• PHY_DISPLAY


• PHY_DISK_SERIAL_NUM 


In addition, hostid lists are supported, so you can node-lock a license to a list of hostids. For example,


HOSTID="INTERNET=1.2.3.4 INTERNET=1.2.3.5 HOSTNAME=foo" 


Wildcards are supported in address octets. If you choose to issue uncounted, node-locked licenses, we recommend that 
they expire.


When using HOSTID in a feature line, you can use a wildcard character in the domain name. As an example, the following 
value allows the feature to be checked out by any hostname in the flexerasoftware domain. 


HOSTID=HOSTNAME=*.flexerasoftware.com


FlexNet Publisher Licensing Toolkit for Java also provides indirect support for the full complement of native hostid types 
via the VendorInfo.useNativeHostIds method. Additionally, a hook is provided for vendor-defined hostids.


Native Hostids
Native hostids are provided transparently via Java Native Interface (JNI) hostid integration, and can be enabled with a 
single method invocation. By shipping platform-dependent native code, it is simple to use the non-Java FlexNet Publisher 
Licensing Toolkit code to provide hostid capability to FlexEnabled Java products.


Note • This feature requires a FlexNet Publisher Licensing Toolkit. To build a toolkit with dongle support use the following 
command: make -f makefile DONGLE=1. For more details on building a kit, refer to the Development Environment Guide.


The following sections outline how to implement native hostid support. 
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Microsoft Windows Platforms


Task To implement native hostid support on Windows platforms:


1. Build the FlexNet Publisher Licensing Toolkit. Refer to the Development Environment Guide for details on building the 
kit.


2. Build lmgr11.dll in the FlexNet Publisher Licensing Toolkit. To do so, enter the following from the <sdk_platform> 
directory in your toolkit installation:


nmake -f makefile DLL=1 to build lmgr11.dll without dongle support


or


nmake -f makefile DLL=1 DONGLE=1 to build lmgr11.dll with dongle support


This client DLL contains the hostid-object code that you must ship with your product.


3. In the Java virtual machine’s $PATH environment variable, include the path to the folder containing lmgr11.dll. This 
is how the Java Virtual Machine locates code invoked through JNI.


4. In the Java source code, invoke the useNativeHostIds method on any VendorInfo subclass instances that are created 
by the application code.


UNIX Platforms


Task To implement native hostid support on UNIX platforms


1. Build the FlexNet Publisher Licensing Toolkit. Refer to the Development Environment Guide for details on building the 
kit.


2. Build liblmgr11.so in the FlexNet Publisher Licensing Toolkit. To do so, enter the following from the <sdk_platform> 
directory in your toolkit installation:


make shared_object


This shared object contains the C functions required to support Java native hostids. 


3. Set the LD_LIBRARY_PATH system environment variable to include the path to liblmgr11.so.


4. In the Java source code, invoke the useNativeHostIds method on any VendorInfo subclass instances that are created 
by the application code. See the online API documentation for details on the VendorInfo.useNativeHostids method. 


Vendor-Defined Hostids
A vendor-defined hostid hook is provided for applications that wish to use hostid types beyond those provided either 
directly by FlexNet Publisher Licensing Toolkit for Java or indirectly through the JNI interface. To use vendor-defined 
hostids, the application creates a subclass of the abstract HostId class. The subclass must implement several methods, 
including methods to do the following: 


• Determine the value of the vendor-defined hostid of the current system


• Parse a hostid string and return a new object of this vendor-defined type 
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• Compare the hostid encapsulated in a HostId object to the hostid of the vendor-defined type of the current machine


A vendor-defined hostid type is registered at runtime via the VendorInfo.registerVendorInfo method.


Exceptions 


The FlexNet Publisher Licensing Toolkit for Java API defines several exceptions. Each of the exceptions contains major and 
minor error numbers as in the FlexNet Publisher Licensing Toolkit, and the major error numbers are the same as those in 
the FlexNet Publisher Licensing Toolkit where possible. Table 5-5 lists the major error numbers that can be set by FlexNet 
Publisher Licensing Toolkit for Java API methods.


Various subclasses of the base exception class FlexlmException contain additional data describing the exception. The 
FlexlmException.getMessage method returns a localized error message according to the supplied Locale object and 
subject to the presence of a localized error message catalog file. An English version of this catalog is included in FlexNet 
Publisher Licensing Toolkit for Java as FlexlmResources.properties. This catalog is a sequence of error_code=string 
values. To localize the message catalog, create a separate properties file following the naming conventions outlined in the 
java.util.ResourceBundle class.


Task To implement vendor-defined hostids 


Ensure that you have started FlexJava Setup. This procedure is applicable for both counted and uncounted licenses.


1. Open the BasicExample.java file and uncomment the following lines: (for trusted storage–based licensing edit 
TSExample.java)


try {


vInfo.registerVendorHostId(new MyHostId("VDH=123"));


}


catch (FlexlmException e) {


System.out.println(e.getMessage());


System.exit(1);


}


Note • If there exists a line “vInfo.useNativeHostIds(true, null);” in BasicExample.java file and TSExample.java 
file, then comment the line, as this will lock the HOSTID to lmhostid value and not VDH value.


2. Open MyHostid.java file and change the return value of the last line to “123” and save the file. 


3. Compile BasicExample.java file for license file–based licensing or use TSExample.java file for trusted storage–based 
licensing.


4. Now encrypt the license file.


SERVER this_host VDH=12345678 //Value present in vendor_hostid.c


VENDOR <vendor_name>


INCREMENT vd2 <vendor_name> 1.0 permanent 1 HOSTID=VDH=123 SIGN=0


5. Start the license server. 


6. Checkout vd2 using javaclient(BasicExample or TSExample).


7. Shut down the license server.
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FlexNet Publisher Licensing Toolkit for Java API
The FlexNet Publisher Licensing Toolkit for Java API is defined by the com.macrovision.flexlm package. Figure 5-1 shows 
the major classes and interfaces comprising the com.macrovision.flexlm package (shaded background) and their 
relationship to each other and other Java components.


Figure 5-1: The com.macrovision.flexlm Package Hierarchy


Table 5-4 lists components contained in the com.macrovision.flexlm package. Definitions for each interface, class, and 
exception are located in the FlexNet Publisher Licensing Toolkit for Java distribution at the following location.


• Windows platforms: <sdk_install_dir>\Documents\api\index.html


• UNIX platforms: <sdk_install_dir>/Documents/api/index.html


Table 5-4 •  The com.macrovision.flexlm Package


Name Description


INTERFACES


ConnectionData Provides license server connection data.


FlexlmConstants Constants used throughout the com.macrovision.flexlm package.
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Heartbeat Controls the heartbeats for a license source


HeartbeatListener Provides callbacks for automatic heartbeats.


CLASSES


ConnectionDataAdapter Provides a default implementation of the ConnectionData interface.


Feature Describes a FEATURE or INCREMENT line.


FeatureSpecifier Specifies the details of the feature to be checked out.


FeatureUsage Provides feature usage data items in response to LicenseSource.getFeatureUsage.


HeartbeatAdapter Provides a default implementation for the Heartbeat interface.


HeartbeatEvent Encapsulates the data passed to a HeartbeatListener object.


HostId The superclass for providing vendor-defined hostids.


License Represents the specific usage of a feature.


LicenseSource The superclass of all classes from which Feature objects can be checked out.


ServerInfo Information describing a license server’s characteristics, primarily those expressed in the 
vendor daemon configuration file, lsvendor.c.


Userinfo Encapsulates all the items known about a specific use of a feature checked out from a 
license server.


Userlist Encapsulates data enumerating information known about each specific current use of a 
specified feature on a license server.


VendorInfo The superclass for vendor-specific information.


EXCEPTIONS


FlexlmException Encapsulates the FlexNet Publisher Licensing Toolkit major and minor error numbers. 
See Table 5-5 for a list of major error numbers.


FlexlmLicenseElement
Exception


Encapsulates exceptions that occur with a syntactically invalid license.


FlexlmListException Encapsulates multiple FlexlmException objects into a list.


Table 5-4 •  The com.macrovision.flexlm Package (cont.)


Name Description
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FlexNet Publisher Licensing Toolkit for Java Error 
Code Values


This section lists the error code values that are contained in the FlexlmException object; they are defined in 
com.macrovision.flexlm.FlexlmResources.properties. Values starting at -500 are specific to FlexNet Publisher 
Licensing Toolkit for Java. Values between -1 and -100 are defined in the FlexNet Publisher Licensing Toolkit C 
implementation and are included in this table for your convenience. 


Table 5-5 • FlexNet Publisher Licensing Toolkit for Java Error Codes 


Value Symbolic Name Description


-1 LM_NOCONFFILE Can't Find License File


-3 LM_NOSERVER No License Server System For This Operation


-4 LM_MAXUSERS All Licenses In Use


-5 LM_NOFEATURE No Such Feature Exists


-8 LM_BADCODE Authentication Failed


-9 LM_NOTTHISHOST Feature Is Locked To A Different Host


-10 LM_LONGGONE Feature Is Expired


-12 LM_BADCOMM Invalid Message Received From License Server System


-14 LM_BADHOST Unknown Host


-15 LM_CANTCONNECT Can't Connect to License Server System


-16 LM_CANTRECEIVE Can't Receive Data From License Server System


-17 LM_CANTSEND Can't Send Data To License Server System


-18 LM_NOSERVSUPP License Server System Does Not Serve This Feature


-20 LM_SERVBUSY License Server System Busy (No Majority)


-22 LM_CHECKINBAD Checkin Failed


-23 LM_BUSYNEWSERV License Server System Temporarily Busy (New Server Connecting) 


-24 LM_USERSQUEUED Users Are Already Queued For This Feature


-25 LM_SERVLONGGONE Server Does Not Support Feature Version Requested


-30 LM_NOREADLIC Cannot Read License File
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-31 LM_TOOEARLY Start Date Not Yet Reached


-34 LM_CLOCKBAD Clock difference too large between client and license server system


-35 LM_FEATQUEUE Queue Entered


-38 LM_FEATEXCLUDE User or Host is On The EXCLUDE List For This Feature


-39 LM_FEATNOTINCLUDE User or Host is Not on the Options File INCLUDE List


-41 LM_BADPARAM Invalid Parameter Passed To Method


-44 LM_BADKEYDATA Invalid FlexNet Publisher Licensing Toolkit  key data supplied


-48 LM_BADPLATFORM FlexNet Publisher Licensing Toolkit platform not enabled


-50 LM_EXPIREDKEYS FlexNet Publisher Licensing Toolkit key data has expired


-63 LM_NOTLICADMIN License Administrator Privilege Required


-64 LM_REMOVETOOSOON Attempt to Force Checkin Before Minimum Interval Elapsed


-77 LM_BAD_VERSION Invalid Version Number Syntax


-82 LM_BADPKG Invalid PACKAGE Line Syntax


-83 LM_SERVOLDVER FlexNet Publisher Licensing Toolkit version of the Licensing client library 
newer than server


-84 LM_USER_BASED USER_BASED or HOST_BASED License, But No Users or Hosts Included in 
Options File


-88 LM_BADSYSDATE System Date Has Been Set Back


-89 LM_PLATNOTLIC This Platform Is Not Enabled By the License


-92 LM_SERVER_REMOVED Server Removed During Re-Read, or Server HostId Mismatch With License


-101 LM_RESVFOROTHERS All licenses are reserved for other users


-500 LM_BADPORT Invalid Server Port Number


-501 LM_BADINTEGER Invalid Value In License Where An Integer Was Expected


-502 LM_BADCOUNT Invalid Value Supplied for Count


-503 LM_BADHOSTID Invalid Hostid Supplied in License


Table 5-5 • FlexNet Publisher Licensing Toolkit for Java Error Codes 


Value Symbolic Name Description
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-504 LM_BADHOSTIDTYPE Invalid HostId Type Supplied


-505 LM_BADFEATURESYNTAX Bad Feature Line Syntax


-506 LM_INTERNALERROR Internal FlexNet Publisher Licensing Toolkit Error


-507 LM_BADDATE Bad Date Format in License File


-508 LM_BADSERVERLINE Bad SERVER Line


-509 LM_BADLICSTRING Bad License String


-510 LM_FEATUREBADONSERVER Server's Feature Doesn't Authenticate On Client Side


-511 LM_NOLICENSEOUT No License Checked Out


-512 LM_LICENSEOUT License Already Checked Out


-513 LM_ERRORLIST Error List Returned


-514 LM_NOCERTICOM_MODULE No Certicom Module Available


-515 LM_BADCERTICOM_MODULE Wrong or Incomplete Certicom Module


-516 LM_SIGNREQUIRED SIGN or SIGN2 Required in License Certificate


-517 LM_NOLICENSESOURCE Feature Object Has No LicenseSources


-518 LM_SAMELICENSE An Identical License Is Already Checked Out On This License Source


-519 LM_CHECKOUTQUEUED This License Has An Asynchronously Queued Checkout Pending


-521 LM_NONATIVELIB Library for Native Hostid Couldn't Be Loaded


-522 LM_WRONGVENDOR Already Connected to Another Vendor Daemon


-523 LM_NOUSER No Such User, Host, or Display


-524 LM_SHUTDOWNFAILED Shutdown of License Server System Failed


-525 LM_ALREADY_CONN Shutdown Failed - Already Connected To License Server System


-526 LM_BADSOURCESPEC Invalid License Source String


-527 LM_SWITCHERR Log File Switch Error


-528 LM_CANTWRITEFILE Cannot Write License File


Table 5-5 • FlexNet Publisher Licensing Toolkit for Java Error Codes 


Value Symbolic Name Description
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-529 LM_BADOPTFILESYNTAX Bad Options File Syntax


-530 LM_NATIVE_CALL_FAILED Native Method Call Failed


-531 LM_NO_NATIVE_TS_LIB Could not Load Native Library for TS Access


-532 LM_NOFEATURES License Source Contains No Features


Table 5-5 • FlexNet Publisher Licensing Toolkit for Java Error Codes 


Value Symbolic Name Description
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Glossary

 


Term Meaning


activation specification 
record (ASR) 


A signed XML file used with local activation and short-code activation that contains 
information about license rights, configuration settings for the publisher’s trusted storage 
segment, and additional information required by the activation transaction.


activatable license A license right in trusted storage that can be activated to a FlexEnabled client. See also 
license group. 


activation In the FlexNet Publisher Licensing Toolkit, this is a process used to load license rights into 
trusted storage. Different activation types include:


• programmatic activation


• manual activation


• short-code activation


• local activation


In FlexNet Operations, this is a process used to generate license rights in either trusted 
storage and in license files.


activated feature line See feature definition line.


Activation API Functions available in the FlexNet Publisher Licensing Toolkit libraries that enable you to 
initiate transactions and manage license rights in trusted storage. The Activation API is 
used to develop the functionality in an activation utility.
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activation client The system that works with an activation server to receive license rights. This system can 
be either a license server or a FlexEnabled client. The activation client initiates an 
activation, repair, or return transaction with an activation server, using an activation 
utility. The following transaction types can be initiated by an activation client:


• activation transaction


• return transaction


• repair transaction


activation request A message sent by an activation utility to an activation server that initiates an activation 
transaction. 


activation response A message sent from an activation server to an activation client, in response to an 
activation request. This message defines the license rights.


activation server A system that responds to requests for license rights from an activation client. The 
activation server can be one of the following:


• a license server


• FlexNet Operations


• in a test environment, the Manual Response Generator (responsegen.exe)


An activation server can also perform repair and return transactions. 


activation transaction A sequence of activation request and activation response messages, and related actions 
that result in license rights being loaded into trusted storage.


activation utility A utility that initiates an activation transaction, repair transaction, or return transaction by 
sending a request to an activation server. This utility also processes the response received 
from the activation server. It uses the Activation API to perform these capabilities.


It is written by the software publisher to meet specific business process requirements. This 
application can be either separate from or embedded in the FlexEnabled application. 


anchor A link between the system and the trusted storage that is used to detect whether trusted 
storage has been tampered with, deleted, or restored. Anchors are also used to ensure that 
information in trusted storage about trial licenses persists beyond the expiration date. 


ASR file See activation specification record (ASR).


binding A capability used with trusted storage where one or more properties of a system, 
combined together into a unique identifier, are used to ensure that license rights held in 
trusted storage are not copied to another system.


borrowing A capability available in FlexEnabled applications that enables a user to temporarily obtain 
a license in such a way that the license can be used locally for a limited period of time while 
the user is disconnected from the local network.


Term Meaning
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bulk entitlement An entitlement created for an order of multiple copies of a single product or suite. Bulk 
entitlements are used for sales through reseller channels. 


checkin The transaction that a FlexEnabled application performs to return a license after it has 
been checked out. This operation is not the same as an activation transaction. FlexEnabled 
applications must perform a checkout and checkin transaction to use a license. 


checkout The transaction that a FlexEnabled application performs to request a license. This 
transaction is different than activating a license. FlexEnabled applications must perform a 
checkout and checkin transaction to use a license. 


client system A general term used to define any system that interacts with a server in a client-server 
relationship. When using the FlexNet Publisher Licensing Toolkit there are two types of 
clients: 


• activation client


• FlexEnabled client


composite transaction Available in FlexNet Publisher 11.8, composite transactions allow multiple actions to be 
combined into a single transaction with FlexNet Operations. Also called multi-action or V2 
transactions. From FlexNet Publisher 11.14.0, composite transactions are also supported 
for all license servers.


concurrent license A license that can be shared among users by allowing each user to check out and then 
return the license. These licenses are served to FlexEnabled applications from a license 
server. If all licenses are being used, an additional user cannot run the FlexEnabled 
application until one of the other users check in their license. When one user finishes using 
the license, another user can begin using it. Also called floating license or served license 
rights.


config response A response to any request from an activation client that contains information about how 
the publisher’s trusted storage segment must be configured (called the trusted storage 
segment configuration). This response is processed by the activation utility and results in a 
segment of trusted storage being created or re-configured for that publisher.


consumer An individual or small business who purchases a license for their individual use. Compare 
with enterprise.


counted A type of license right or license model that defines a multiple quantity of licenses and 
allows concurrent use of the licenses. This term is taken from the fact that the license 
server counts the number of licenses that are being used. 


debug log file A file used by the license server to record status and error messages that are useful for 
debugging the license server. Each license server can have one or more of these files.


demo license See trial license.
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duplicate grouping A capability in the FlexNet Publisher Licensing Toolkit used to uniquely identify a single 
client (or client checkout request) for the purpose of counting the number of licenses that 
are used. Duplicate grouping defines a set of rules under which multiple checkout requests 
can share the same license(s).


embedded activation See local activation.


encryption seed A set of values defined by a software publisher that are used when creating a publisher-
specific vendor daemon. 


end-user A person who uses a FlexEnabled application. This role is not the same as a license 
administrator.


end-user system See client system. 


end-user license 
administrator


See license administrator.


enterprise An organization that purchases licenses on behalf of a number of individual users. 
Compare with consumer.


entitlement A representation of the license model and product that a customer has bought. It is a 
definition only. The customer will need to fulfill the entitlement so that the license rights 
can be populated to license files or trusted storage. 


In FlexNet Operations, there are two types of entitlements:


• bulk entitlement


• simple entitlement


Each entitlement is uniquely identified by an entitlement ID.


entitlement ID In the FlexNet Publisher Licensing Toolkit, an attribute in trusted storage that stores a 
value used to identify the customer’s entitlement.


In FlexNet Operations, a value that uniquely identifies the entitlement.


expiring license License rights granted to a customer for a limited duration. When the license rights have 
expired, the licenses can no longer be checked out.
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feature In the context of a software application, this is a single unit of capability. In the FlexNet 
Publisher Licensing Toolkit, this is an identifier used to associate a license model to a unit 
of capability in a software application. 


The software publisher defines which features in their software application map to a single 
feature in the FlexNet Publisher Licensing Toolkit. For example, a feature in the FlexNet 
Publisher Licensing Toolkit could represent any of the following:


• The entire software application.


• A subset of menu items.


• A specific set of data available from the software application.


• A process in the software application.


The software publisher also defines the license model for each FlexNet Publisher Licensing 
Toolkit feature. This gives software publishers the ability to define a different license 
model for each feature in the software application. 


feature bundle A collection of features in FlexNet Operations. It exists primarily to enable modularity and 
re-use. 


feature definition line An entry in a license file or fulfillment record that describes a feature. Each line begins with 
the keyword FEATURE, INCREMENT, or UPGRADE. In license files, feature definition lines 
are used with SERVER and VENDOR lines to define the license model. In trusted storage, 
feature definition lines are used with the fulfillment record properties to define the license 
model.


feature line See feature definition line.


file-based activation See manual activation.


FlexEnabled application A software application that uses the FlexNet Publisher Licensing Toolkit to implement its 
license models.


FlexEnabled client A client system where a FlexEnabled application is installed. 


Flexible API Functions available in the FlexNet Publisher Licensing Toolkit libraries that allow 
FlexEnabled clients to access license rights.


FlexNet Agent A utility that runs on a license server and allows communication between the license server 
and other FlexNet products.


FlexNet Manager This is a license server management and license management decision support solution in 
the FlexNet product family that allows companies to centrally manage license servers and 
license usage across the enterprise.


FlexNet Operations A product in the FlexNet family of products that manages entitlements and generates 
license rights.
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floating license A license that can be shared among users and is served to FlexEnabled applications from a 
license server. When a user finishes using the license, another user can begin using it. Also 
called concurrent license or served license rights.


fulfill The action of getting license rights.


fulfillment record In the FlexNet Publisher Licensing Toolkit, a data structure specific to trusted storage that 
defines license rights. 


heartbeat A type of message sent periodically between two systems (for example, a FlexEnabled 
application and a license server) to identify whether each is running and able to 
communicate with the other. 


hop count In the FlexNet Publisher Licensing Toolkit, the number of times that license rights in a 
single fulfillment record have been transferred from one license server to another.


hostid In the FlexNet Publisher Licensing Toolkit, the value of a specific system attribute that 
uniquely identifies the host. For example, if IP address is a hostid type, then the hostid 
might be 129.87.33.101. Hostids are used in node-locked license.


hostid type A type of attribute that is available to uniquely identify a system. For example, disk serial 
number, IP address, or MAC address.


hybrid license In the FlexNet Publisher Licensing Toolkit, a type of license right in the license group on 
trusted storage that can function as either a concurrent license or as an activatable license.


internet activation See programmatic activation.


keyboard activation See short-code activation.


license administrator A person in an enterprise who is responsible for installing the FlexEnabled application and 
administering the licenses and license servers.


license file A text file, usually with the .lic extension, that contains license certificates from one or 
more publishers.


license-file list See license search path.


license generator A general term used to describe any mechanism a software publisher uses to generate 
license rights for their customers. The following FlexNet capabilities and products can 
function as a license generator:


• FlexNet Operations: generates license rights for trusted storage and license files. 


• lmcrypt: generates license rights for license files. 


Term Meaning
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license group A mechanism used to describe licenses rights held in server-side trusted storage. These 
groups are not used with license rights held in license files.


• activatable—A license right in trusted storage that can be activated to a FlexEnabled 
client.


• concurrent—license rights in this group can be shared among users by having a 
FlexEnabled client to check out, and then return the license. 


• hybrid—these license rights have the same characteristics as both the activatable 
license group and concurrent license group. They can be activated to client-side 
trusted storage on a FlexEnabled client or checked out by a FlexEnabled client. 


Although you see these group names used to describe license rights in client-side trusted 
storage, the capabilities of the license rights do not change. Once license rights are in 
client-side trusted storage, you cannot transfer, serve, or activate them to another system. 
The FlexEnabled application can only check out and check in these licenses.


The group names are used when a license right is returned to the license server, so that it is 
assigned to the correct license group on the license server. 


license model The set of characteristics that determine the conditions under which (for example, how, 
when, where, and by whom) a FlexEnabled application can be used.


license rights Information in trusted storage or license files that defines the license model and controls 
user access to a specific FlexEnabled application.


license search path A property that the FlexEnabled application uses to locate where license rights are stored. 
Sometimes known as a license-file list.


license server A set of files from the FlexNet Publisher Licensing Toolkit, that work together to manage 
and serve licenses to FlexEnabled applications. A license server is required to support a 
concurrent license model. The license server consists of a license server manager, one or 
more vendor daemons, zero or more options files, zero or more debug logs, and, 
optionally, a report log. These components are available in the FlexNet Publisher Licensing 
Toolkit.


If the license server supports license rights held in trusted storage, it also includes an 
activation utility. It may, optionally, act as an activation server.


license server system See license server.


license server manager 
(lmadmin or lmgrd)


A license server manager lmadmin or lmgrd executable that forwards connections from a 
FlexEnabled application to the correct vendor daemon. 


Because the vendor daemons are responsible for authenticating requests and serving 
licenses, a single license server manager can be used with multiple vendor daemons on the 
license server. 
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license sharing A capability available in the FlexNet Publisher Licensing Toolkit where multiple license 
requests from the same user, host, or display results in only one license being used. Also 
known as duplicate grouping.


licensing client See FlexEnabled client.


lmadmin The license server manager introduced in version 11.6 which includes a Web-based GUI.


lmgrd A command-line-based license server manager.


local license rights License rights that are stored on the same system where the FlexEnabled application is 
running, rather than on a license server.


local activation A type of activation where license rights are loaded using an ASR file. The ASR file must 
reside with the FlexEnabled application. This does not require user intervention.


machine ID A value, generated using attributes of the system, that is used to bind trusted storage to 
that system.


maintenance A maintenance represents a customer’s right to obtain updates and upgrades to a 
particular licensed product or suite for a specified duration. Used in FlexNet Operations.


manual activation An type of activation where license rights are transmitted from an activation server to 
another system using a set of request and response messages that are formatted as XML. 


These messages are saved to and read from physical XML files. An activation utility loads 
the license rights from an XML file into trusted storage. 


Manual Response 
Generator 
(responsegen.exe)


A tool included in the FlexNet Publisher Licensing Toolkit that enables software publishers 
to test the activation process offline using XML request and response messages stored as 
files. 


node-locked license A license that can be used only when the FlexEnabled application is run on a specific 
system or by a specific user (as defined by the hostid).


options file A configuration file available on the license server that license administrators can use to 
either change license server behavior or implement certain licensing policies. Each 
software publisher has its own separate options file that works with a specific vendor 
daemon.


orderable Anything that can be purchased by a customer. Orderables can include suites, products, 
documentation, and maintenances.


package In the FlexNet Publisher Licensing Toolkit, a set of features that can be grouped and 
licensed together.


part number A unique identifier, typically correlated with an order system, assigned by a publisher to a 
product.
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permanent license License rights granted to a customer that do not expire.


product Anything that can be sold by a publisher and can be licensed. 


product ID In the FlexNet Publisher Licensing Toolkit, one of the values that uniquely identifies the 
license rights in trusted storage. See also entitlement ID.


programmatic activation A type of activation where license rights are transmitted from one system to another across 
a network using a set of request and response messages that are formatted as XML. This 
process is the identical to manual activation, except that it does not generate a physical 
XML file. An activation utility loads the license rights from the XML message into trusted 
storage. This is an automated process and does not require user intervention.


publisher ID A value used by trusted storage to uniquely identify the software publisher’s logical and 
physical licensing components. Flexera distributes this identifier to software publishers. It 
is used to prepare certain FlexNet Publisher Licensing Toolkit files that access trusted 
storage. This value is not the same as the vendor daemon. 


quorum A condition specific to three-server redundancy that is met when at least two of the three 
license servers are running and can communicate with each other using heartbeats.


rehost The process of reissuing a license for a different system. This process requires software 
publishers to perform certain activities to redefine the license rights so that they will work 
properly on the new system.


repair request A message sent by an activation utility to an activation server that initiates a repair 
transaction. The activation server provides the information that repairs the license rights 
in trusted storage. An activation utility is an application that initiates the repair 
transaction.


repair response A message sent from an activation server to an activation client, in response to a repair 
request. This message contains information that is used to the repair the license rights.


repair transaction A sequence of repair request and repair response messages, and the related actions that 
result in license rights being repaired in trusted storage.


report log file A file that runs on a license server that contains data about the features used by a single 
vendor daemon. Report logs are encrypted and cannot be read by a person, but are used 
by FlexNet Manager to produce reports. 


responsegen See Manual Response Generator (responsegen.exe). 


return request A message sent by an activation utility to an activation server that initiates a return 
transaction. The activation server receives the license rights returned by an activation 
client. An activation utility is an application that initiates the return transaction.


return response A message sent from an activation server to an activation client, in response to a return 
request.
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return transaction A sequence of return request and return response messages, and the related actions, that 
result in license rights being returned from trusted storage to the activation server.


served license rights License rights that are stored on a license server and are checked out when needed by 
FlexEnabled applications that run on client systems. These license rights are used for 
concurrent licensing.


short code A multi-character code used with a short-code activation transaction, a repair transaction, 
or a return transaction.


short-code activation A type of activation where license rights are loaded from an ASR file using an activation 
transaction that requires a specific code (called a short code). Often the user enters this 
code into a prompt from the application. This is also is used for licensing via automated 
telephony. 


signature A secure multi-character string added to the license certificate that ensures it has not been 
modified.


simple entitlement An entitlement for a single, specific customer.


single-action transaction This is the default transaction type for FlexNet Publisher versions 11.7 and earlier. Each 
transaction can include only a single action. Also known as legacy or V1 transactions. From 
FlexNet Publisher version 11.14, single actions are deprecated.


suite A set products grouped together that are functionally complementary and associated with 
one or more license models.


supersede A capability in the FlexNet Publisher Licensing Toolkit, used to replace the characteristics 
of old license rights with new characteristics.


three-server redundancy A capability in the FlexNet Publisher Licensing Toolkit that enables license administrators 
to configure three license servers in a failover cluster. 


triad A set of three license servers which operate together to support three-server redundancy.


trial license License rights granted to a user for a limited duration so that the user can evaluate the 
software application.


trusted storage A tamper-proof area on the system that stores license rights. This storage location is 
different than license files and requires a different mechanism for loading and managing 
license rights. Compare with license file.


trusted configuration A set of attributes that define the security configuration of a segment of trusted storage. 
Each software publisher can configure their segments of trusted storage differently. This 
configuration defines the settings for binding, anchoring, and windback detection. 


trusted configuration file A file that stores the attributes that define a software publisher’s trusted storage segment 
configuration.
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trusted storage 
configuration


See trusted configuration.


uncounted A license right attribute that allows an unlimited number of concurrent uses of a 
FlexEnabled application. Compare with counted.


unserved license rights These are license rights that are not served from a license server. These license rights are 
located with the FlexEnabled application. Also known as local license rights.


upgrade A process where a user installs a newer version of a FlexEnabled application and also 
updates the license rights so that they can use this newer version. 


upsell The process of transitioning from a product of lesser functionality to one of greater 
functionality in the same product line.


vendor daemon One of the files that is a part of the license server. This executable is customized and built 
by the software publisher using files in the FlexNet Publisher Licensing Toolkit. The vendor 
daemon is responsible for communicating with the FlexEnabled application and issuing 
licenses.


Vendor Certificate 
Generator


A publisher-built component, that is a part of FlexNet Operations, that creates license 
certificates or signed feature lines in fulfillment records. This functions similarly to lmcrypt.


vendor name A value used to uniquely identify a software publisher’s logical and physical licensing 
components. It is used to prepare certain files in the FlexNet Publisher Licensing Toolkit 
that manage license rights in both trusted storage and license files. Flexera distributes this 
identifier to software publishers. This value is not the same as the publisher ID. 


windback A condition where the system clock has been set to an earlier date or time. One reason 
users change the system clock is to extend the license duration.


windback detection A capability in the FlexNet Publisher Licensing Toolkit that detects whether a user has reset 
the system clock. This prevents a user from extending the duration of the license. 
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FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide FNP-11170-JPR00 Company Confidential 63







Glossary

64 Company Confidential FNP-11170-JPR00 FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide







Index

A
activatable license 53
activated feature line, See feature definition line
activation 53
Activation API 53
activation application 54
activation client 54
activation request 54
activation response 54
activation server 54
activation specification record 53
activation transaction 54
activation, short code 62
anchor 54
automatic heartbeats 40


B
basic implementation 30
binding 54
borrowing 54
bulk entitlement 55


C
checkin 55
checkout 55
checkout-data strings 38
class


demoInfo 22
vendorInfo 29


CLASSPATH 16, 22, 28
client system 55
composite transaction 55


concurrent license 55
config response 55
considerations, license model 13
consumer 55
counted license 55


D
daemon, vendor 63
debug log file 55
demo license, See trial license
demoInfo class, creating on UNIX 16
demoInfo class, creating on Windows 22
deployed files


lmgr11.dll 33
lmgrd 33
lmtools.exe 33
lmutil 33
vendor daemon 33


deploying your application 32
duplicate grouping 56


E
embedded activation, See local activation
encryption seed 56
end user 56
end-user license administrator, See license administrator
end-user machine, See client system
enterprise 56
entitlement 56, 59
entitlement ID 56
error codes 48
error message localization 45
evaluation

FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide FNP-11170-JPR00 Company Confidential 65







Index

UNIX 15
Windows 21


exceptions 45
executing your application 32
expiring license 56


F
feature 57
feature bundle 57
feature definition line 53, 57
feature specifiers 36
FEATURE/INCREMENT line, See feature definition line
file


license 58
options 60
report log 61


file-based activation, See manual activation
FlexEnabled application 57
FlexEnabled client 57
Flexible API 57
flexlm.jar 16, 22
FlexNet Agent 57
FlexNet Operations 57
FlexNet Publisher


components 11
UNIX evaluation 15
Windows evaluation 21


floating license 58
fulfill 58
fulfillment record 58


H
heartbeats 39, 58


automatic 40
manual 41
semi-automatic 42


hop count 58
hostid 58
hostid type 58
hybrid license 58


I
implementation,basic 30
installation files 10
internet activation, See programmatic activation


J
Java API, adding to your application 30


K
keyboard activation, See short-code activation


L
license


counted 55
served 62
unserved 63


license administrator 58
license count 38
license file


creating (UNIX) 18
creating (Windows) 24
creating to test application 31
glossary definition 58
specifying location 29


license generator 58
license group 59
license management 11
license model 59
license model considerations 13
license rights 59


local 60
license search path 59
license server 59


starting 18
stopping 19


license server manager 59
license server,starting 24
license server,stopping 25
license sharing 60
license sources 36
license-file list, See license search path
licenses


served 12
unserved 11


licensing client 60
lmadmin 60
lmgr11.dll 33
lmgrd 33, 60
lmtools 33
lmutil 33
local activation 60
local license rights 60
localization, error messages 45
locating the license server


license file 29
port@host 29


log file
debug 55
report 61

66 Company Confidential FNP-11170-JPR00 FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide







Index

M
machineid 60
manual activation 60
manual heartbeats 41
Manual Response Generator 60
model, license 59


N
newlink GlossaryC 55


O
options file 60


P
package 60
part number 60
permanent license 61
port@host 29
prerequisites 9
product 61
programmatic activation 61
publisher id 61


Q
quorum 61


R
regular entitlement, See simple entitlement
rehost 61
repair request 61
repair response 61
report log file 61
responsegen 61
return request 61
return response 61
return transaction 62


S
sample application, UNIX 17
sample application, windows 23
security 14
semi-automatic heartbeats 42
served license rights 62
served licenses 12
server


license 59


short code 62
short-code activation 62
signature 62
simple entitlement 62
single-action transaction 62
starting a license server 18
stopping a license server 19
suite 62
supersede 62


T
tamper-resistant licenses 14
testing your application 31
three-server redundancy 62
toolkit 9


customizing 28
triad 62
trial license 62
trusted configuration file 62
trusted storage 10, 62
trusted storage configuration 63
type, hostid 58


U
uncounted license


uncounted 63
UNIX evaluation 15
unserved license rights 63
unserved licenses 11, 63
upgrade 63
upsell 63


V
Vendor Certificate Generator 63
vendor daemon 33, 63
vendor name 63
vendor-defined host ids 42
vendorInfo.class, creating 29
VendorInfo() 37


W
what’s installed 10
windback 63
windback detection 63
Windows evaluation 21

FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide FNP-11170-JPR00 Company Confidential 67







Index

68 Company Confidential FNP-11170-JPR00 FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide





		FlexNet Publisher 2020 R2 (11.17.0) Licensing for Java Programming Reference Guide

		Legal Information



		Contents

		Introduction to this Document

		Identifying the Toolkit Directories



		Getting Started with FlexNet Publisher Licensing Toolkit for Java

		Prerequisites

		Evaluating the Licensing for Java

		Incorporating Licensing for Java into Your Product



		What’s Installed

		Licensing for Java and License Management

		Licensing Toolkit Components

		Unserved Licenses

		Served Licenses



		License Model Considerations



		Licensing Toolkit for Java and Security



		Evaluating the Licensing Toolkit for Java on UNIX

		Prerequisites

		Add flexlm.jar to CLASSPATH

		Create the demoInfo Class File

		Compile the Sample FlexEnabled Java Application

		Create a Valid License File

		Start the License Server

		Run the Sample Java Application

		Stop the License Server



		Evaluating Licensing Toolkit for Java on Windows

		Prerequisites

		Add flexlm.jar to CLASSPATH

		Create the demoInfo Class File

		Compile the Sample FlexEnabled Java Application

		Create a Valid License File

		Start the License Server

		Run the Sample Java Application

		Stop the License Server



		Incorporating Licensing Toolkit for Java Into Your Product

		Configuring a Production Licensing Toolkit for Java

		Define the CLASSPATH Environment Variable

		Create the vendorInfo.class File



		Specifying the License File Location

		Add Licensing Toolkit for Java API Function Calls to Your Product

		A Basic Licensing Toolkit for Java Implementation





		Testing Your Application

		Create a License File

		Start the License Server

		Execute Your FlexEnabled Application



		Deploying your Product



		The Licensing Toolkit for Java API Programming Model

		Licensing Toolkit for Java Framework

		Feature Specifiers

		License Sources

		The VendorInfo class

		Connection Data

		Count

		Checkout-Data Strings

		Heartbeats

		Automatic Heartbeats

		Manual Heartbeats

		Semi-Automatic Heartbeats



		Hostids

		Native Hostids

		Vendor-Defined Hostids





		FlexNet Publisher Licensing Toolkit for Java API

		FlexNet Publisher Licensing Toolkit for Java Error Code Values



		Glossary

		Index






FlexNet Publisher 2020 R2 
(11.17.0)
License Administration Guide







Chapter 

Legal Information


Copyright Notice
Copyright © 2020 Flexera


This publication contains proprietary and confidential information and creative works owned by Flexera and its licensors, if any. Any use, copying, 
publication, distribution, display, modification, or transmission of such publication in whole or in part in any form or by any means without the prior 
express written permission of Flexera is strictly prohibited. Except where expressly provided by Flexera in writing, possession of this publication shall not 
be construed to confer any license or rights under any Flexera intellectual property rights, whether by estoppel, implication, or otherwise.


All copies of the technology and related information, if allowed by Flexera, must display this notice of copyright and ownership in full.


FlexNet Publisher incorporates software developed by others and redistributed according to license agreements. Copyright notices and licenses for these 
external libraries are provided in a supplementary document that accompanies this one.


Intellectual Property
For a list of trademarks and patents that are owned by Flexera, see https://www.flexerasoftware.com/producer/company/about/intellectual-property/. All 
other brand and product names mentioned in Flexera products, product documentation, and marketing materials are the trademarks and registered 
trademarks of their respective owners.


Restricted Rights Legend
The Software is commercial computer software. If the user or licensee of the Software is an agency, department, or other entity of the United States 
Government, the use, duplication, reproduction, release, modification, disclosure, or transfer of the Software, or any related documentation of any kind, 
including technical data and manuals, is restricted by a license agreement or by the terms of this Agreement in accordance with Federal Acquisition 
Regulation 12.212 for civilian purposes and Defense Federal Acquisition Regulation Supplement 227.7202 for military purposes. The Software was 
developed fully at private expense. All other use is prohibited.


Book Name: FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide
Part Number: FNP-11170-LAG00
Product Release Date: April 2020

2 Company Confidential FNP-11170-LAG00 FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide



https://www.flexerasoftware.com/producer/company/about/intellectual-property/





Contents

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11


2 Overview of Licensing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13
License Server  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14


Using a License Server With License Files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15


3 Trusted Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17
Overview of Trusted Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17


Automated Delivery of Licenses to a License Server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
Using Licenses From Trusted Storage on a License Server  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
Trusted Storage Components on a License Server  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18


Using a License Server With Trusted Storage  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19


Distribution of Node-Locked Licenses to Networked Machines  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20


Activation Transaction Types. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22


Comparison of Trusted Storage and License Files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
License Files and Fulfillment Records. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
Locking of Licenses Using Hostid or Trusted Storage . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24


Licensing in Virtual Environments. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
Binding in a Virtual Environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
Best Practices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25


4 Reading a License File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  26
License File Format Overview  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26


License File Syntax. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
SERVER Lines  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
VENDOR Lines. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
USE_SERVER Line  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
FEATURE and INCREMENT Lines  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 3







Contents

Publisher-Defined Required Keywords . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
Optional Publisher-Defined Keywords  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
Optional Keywords Defined by the License Administrator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
Character Limitations in Keyword Values . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
Sort Rules . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
Changes in FEATURE and INCREMENT Line Format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36


PACKAGE Lines . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
UPGRADE Lines  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39


Order of Lines in the License File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39


5 Locating Licenses  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41
Determining the Location of the License File. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41


Setting the License Search Path Using an Environment Variable . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
Order of Searching for a License  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43


6 Hostids for Supported Platforms  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44
Hostid Formats. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44


Obtaining System Hostids  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44


Special Hostids . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49


Ethernet Hostids  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50


TPM Hostid  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51


Hostids to Support Virtualization Policy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51


Hostids to Support Cloud Licensing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52


7 License Models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  53
Floating (Concurrent) Licenses  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53


Node-Locked Licenses Using Hostid  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
Mixed Node-Locked and Floating Licenses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54


Counted vs. Uncounted Licenses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54


Mobile Licensing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
Node-Locked to a Laptop Computer. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
Node-locked to a FlexNet ID Dongle . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
Node-Locked to a FlexNet ID Dongle with FLOAT_OK. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56


Using a FlexNet ID Dongle for Mobile Licensing Using a FLOAT_OK License  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
FLEXID with FLOAT_OK Example  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57


License Borrowing with BORROW . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
Initiating License Borrowing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
Application Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
Running the lmborrow Utility  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58
Setting the LM_BORROW Environment Variable Directly . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58


Borrowing a License . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59
Clearing the Borrow Period . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60


Checking Borrow Status . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60
Returning a Borrowed License Early  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

4 Company Confidential FNP-11170-LAG00 FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide







Contents

Support for License Borrowing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60
Node-locked to a User Name  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
Fulfilled from a Prepaid License Pool . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61


8 Selecting a License Server Machine  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62
License Server Sockets  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62


License Server CPU Time. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62


License Server Disk Space. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63


License Server Memory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63


Network Bandwidth for License Server  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63


License Server Locally Mounted Disks  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63


License Server Port  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64


Running the License Server in a Cloud  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64


9 License Server Manager “lmadmin”. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65
Installing lmadmin. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66


System Requirements for lmadmin. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
Using the License Server Installer  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66
License Server Directory Structure  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69
Upgrading lmadmin  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70
Upgrading OpenSSL Libraries. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72
Uninstalling lmadmin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73


Using lmadmin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73
Specifying the “conf” Folder . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73
Manually Starting the License Server Manager. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74
Manually Stopping the License Server Manager. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75
Accessing the License Server Management Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76
Viewing the lmadmin Log Files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77


Managing lmadmin from the Command Line . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77
Adding a Vendor Daemon to lmadmin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77
Configuring the License File Upload Directory . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78
Configuring lmadmin License Server Manager as a Windows Service with a Three-Server Configuration. . . . . . . . . . . . . . . . . . . . . 79
Accessing lmadmin License Server Manager as a Windows Service with a Three-Server Configuration  . . . . . . . . . . . . . . . . . . . . . . 80
Installing lmadmin License Server Manager as an Operating System Service  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81
Running FlexNet Publisher License Server as a System Service With Non-Elevated Privileges. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
lmadmin Command-line Arguments. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86


Extending lmadmin License Server Capability  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95
Using the lmadmin Web Service Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96
Creating an lmadmin Alerter Service  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96


10 License Server Manager “lmgrd”  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  97
lmgrd Command-Line Syntax. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97


Starting the License Server Manager on UNIX Platforms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
Manual Start . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 5







Contents

Automatic Start  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
Systemd Config File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100
SystemV Init Script . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101


Starting the License Server Manager on Windows  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102
Manual Start from the Command Line . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102
Configuring the License Server Manager as a Windows Service . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103
Configuring the License Server Manager Service for a Delayed Start  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104
Manually Starting the License Server Using the lmtools Utility  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105
Automatically Starting the License Server at System Startup  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106
Three-Server Setup in lmtools . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107


Maximum Client Connections to License Server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109


11 Migrating from lmgrd to lmadmin. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  111
A Fundamental Mode Change . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111


Command Changes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112


lmadmin License Administration Functions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113


12 Using License Administration Tools  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  115
Command-Line Utilities  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115


Common Arguments for lmutil. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117
lmborrow. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117


Initiating Borrowing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118
Clearing the Borrowed License Setting . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
Purging Expired Licenses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
Determining Borrowed-License Status . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
Returning a Borrowed License Early  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120


lmborrowl . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121
lmdiag  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121
lmdown  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122
lmhostid. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123
lminstall . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 126
lmlicvalidator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127
lmnewlog. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130
lmpath . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131
lmremove (in License File–Based Licensing). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 132
lmremove (in Trusted Storage–Based Licensing)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133
lmreread  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136
lmstat . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137
lmswitch  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140
lmswitchr. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141
lmtpminfo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142
lmver. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143
lmvminfo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143


lmtools (Windows only)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145

6 Company Confidential FNP-11170-LAG00 FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide







Contents

13 Managing the Options File  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  147
Creating an Options File  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 148


Options File Syntax  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 148
AUTOMATIC_REREAD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152
ACTIVATION_LOWWATER. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152
ACTIVATION_ EXPIRY_DAYS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 152
BORROW_LOWWATER  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153
DAEMON_SELECT_TIMEOUT. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154
DEBUGLOG  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154
EXCLUDE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154
EXCLUDE_BORROW. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156
EXCLUDE_ENTITLEMENT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157
EXCLUDEALL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158
EXCLUDEALL_ENTITLEMENT  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158
FQDN_MATCHING  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
GROUP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
GROUPCASEINSENSITIVE. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
HOST_GROUP. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
INCLUDE. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162
INCLUDE_BORROW . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164
INCLUDE_ENTITLEMENT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165
INCLUDEALL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166
INCLUDEALL_ENTITLEMENT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167
LINGER . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167
MAX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168
MAX_BORROW_HOURS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170
MAX_CONNECTIONS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170
MAX_OVERDRAFT. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171
NOLOG . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171
REPORTLOG  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172


Reporting on Projects with LM_PROJECT. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172
RESERVE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172
TIMEOUT  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173
TIMEOUTALL . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174


How the Vendor Daemon Uses the Options File. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174


Rules of Precedence in Options Files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174


Options File Examples . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175
Simple Options File Example  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175
Limiting Access for Multiple Users . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175
EXCLUDE Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 176
EXCLUDE_ENTITLEMENT Example  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 176
INCLUDE Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177
INCLUDE_ENTITLEMENT Example. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177


14 Ensuring License Availability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  178

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 7







Contents

Redundancy Using the License Search Path  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 178
Limitations of Redundancy Using the License Search Path. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179


Overview of Three-Server Redundancy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179


Configuring License Servers for Three-Server Redundancy  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181


Managing License Servers in a Three-Server Redundant Configuration  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182


Using Other Capabilities with Three-Server Redundancy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183


Troubleshooting Tips and Limitations for Three-Server Redundancy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185


15 Managing Virtualized License Servers for File-Based Licensing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  187
Binding Solutions in a Virtual Environment  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187


Setting Up a Virtual License Server on Microsoft Hyper-V . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187
Using the UUID Hostid  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188


Setting Up a Virtual License Server on VMware ESXi or XenServer. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188
Using the UUID Hostid  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188


Hypervisor COS Use . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 189


Virtualization Support. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 189


16 Licensing in a Cloud-Computing Environment  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  190
Licensing Challenges in a Cloud Environment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 190


Scope of Support for Cloud Licensing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191


Hostids for Binding  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191
Supported Hostid Types  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191
Retrieving and Specifying Hostids . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 192


17 IPv6 Support. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  195
Capabilities that Support IPv6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195


Testing Considerations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 198


18 Managing Licenses from Multiple Software Publishers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  199
Overview of Multiple License Management Strategies. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 199


Multiple Systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200
Starting the License Servers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200


Using lmadmin  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 200
Using lmgrd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202


One System with Multiple License Server Instances. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 202
Starting the License Servers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203


Using lmadmin  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203
Using lmgrd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204


One System with One License Server and Multiple License Files  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 204
Starting the License Server . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205


Using lmadmin  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205
Using lmgrd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207


Managing Multiple License Files  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207

8 Company Confidential FNP-11170-LAG00 FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide







Contents

Managing Multiple File in lmadmin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207
Managing Multiple Files in lmgrd . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207
Defining the License File List. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 207


Additional Considerations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208
Combining License Files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 208


Criteria for Combining License Files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 209
How to Combine License Files. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 210
Starting the License Server  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 210


Version Component Compatibility  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 211


19 Troubleshooting  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  212
General Troubleshooting Hints  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 212


FLEXLM_DIAGNOSTICS  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213
Level 1 Content  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213
Level 2 Content  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 213
Level 3 Content (Version 6.0 or Later Only) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 214


20 Error Codes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  215
Error Message Format . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 215


Format 1 (short) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 216
Format 2 (long). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 216


Error Code Descriptions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 216


21 Report Log File . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  229
Managing Report Log Output . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 229


Enabling Report Log Output for a Vendor Daemon . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 229


Redirecting Report Log Output for a Vendor Daemon  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 230


22 Debug Log File  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  231
Managing Debug Log Output  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 231


Capturing Debug Log Output for a License Server. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 231
Capturing Debug Log Output for a Particular Vendor Daemon. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232
Redirecting Debug Log Output for a Running Vendor Daemon  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232
Limiting Debug Log Output for a Vendor Daemon. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232
License Server Diagnostics in the Debug Log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 232


Debug Log Messages  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 233
Informational Messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 233
Configuration Problem Messages  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 235
Daemon Software Error Messages. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 236


23 Identifying FlexNet Publisher Versions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  237
Version Compatibility Between Components  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 237


Determining the License File Version  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 238

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 9







Contents

24 Environment Variables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  239
How to Set Environment Variables  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 239


Windows Registry  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 239
Precedence . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 239


Environment Variables  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 240


Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  242

10 Company Confidential FNP-11170-LAG00 FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide







1


Introduction

This document describes FlexNet Publisher licensing for license administrators. It describes how to set up and administer 
FlexNet Publisher licensing for license models that require a license server.


In this document, “you” generally refers to the license administrator. 


Table 1-1 • License Administration Guide Chapter Overview


Section Content


This section An overview of the contents of this document.


Overview of Licensing Overview of licensing and specifically licensing using license files.


Trusted Storage An overview of licensing using license rights held in trusted storage.


Reading a License File A description of the elements in a license file.


Locating Licenses How to locate licenses so that they are available to FlexEnabled 
applications.


Managing License Files Modifying license files.


Hostids for Supported Platforms Details of hostids available by platform and information about 
choosing an Ethernet address as hostid.


License Models Overview of basic license models and methods of licensing for laptops 
that may be provided by your software publisher.


Selecting a License Server Machine What to consider when selecting the machine on which to install the 
license server software.


License Server Manager “lmadmin” Description of how to install and use lmadmin as your license server.


License Server Manager “lmgrd” How to use lmgrd as your license server.
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Migrating from lmgrd to lmadmin A comparison of lmgrd and lmadmin.


Using License Administration Tools How to use license administration tools to manage licenses and 
license servers.


Managing the Options File Using the options file to control license utilization and the license 
server.


Ensuring License Availability Methods of providing failover protection for license servers.


Managing Virtualized License Servers for 
File-Based Licensing


Virtualization of a license server.


Licensing in a Cloud-Computing 
Environment


Setup of licensing model in an Amazon EC2 environment.


IPv6 Support Installing and configuring license servers in IPv6 and mixed IPv4 and 
IPv6 environments.


Managing Licenses from Multiple Software 
Publishers


Strategies for managing licenses from multiple software publishers.


Troubleshooting Tips and information about generating additional diagnostic data.


Error Codes A list of FlexNet Publisher error codes.


Report Log File Enabling and managing report log output.


Debug Log File Enabling and managing debug log output.


Identifying FlexNet Publisher Versions Version compatibility between components and brief details of 
functional changes for each major version of FlexNet Publisher.


Environment Variables Environmental variables that may be used with FlexNet Publisher.


Table 1-1 • License Administration Guide Chapter Overview


Section Content
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Overview of Licensing

FlexNet Publisher is a method of providing software licensing that has two basic components:


• FlexEnabled application—The software application that requires a license.


• A license—Contains the license rights that define how the software application can be used.


Typically the license defines:


• What software functionality can be used. Functions provided by the software can be separately licensed. The licensed 
functions are referred to as features. When multiple features are defined, different versions of the product can be 
licensed by including different feature sets. For example, the license for the ‘demo’ version of the product could 
include the feature ‘trial’, the ‘standard’ version of the product the features ‘trial’ and ‘basic’ and the ‘professional’ 
version ‘trial’, ‘basic’ and ‘extend’ features.


• What versions of the software can be used.


• How many copies of the software can be running.


• The systems on which the software can be used.


• The period during which the software can be used.


These and other items in the license define how the software can be used and collectively are referred to as a license model.


The license can be stored:


• In a license file—A text file, file_name.lic, whose contents are protected by signatures that are authenticated by the 
FlexNet Publisher licensing components.


• In trusted storage—A secure location whose contents are encrypted. Licenses are stored as fulfillment records. 
Fulfillment records in trusted storage can be read only by FlexNet Publisher licensing components.


The FlexEnabled application can obtain a license directly, either from a license file or from local trusted storage on the 
same machine. Some license models, described as served, provide licenses that are held centrally by a license server and 
used by FlexEnabled applications connected to the license server across a TCP/IP network. 


This document describes how to install and use a license server to provide licenses for FlexEnabled products that use 
served license models. The basic license model that requires a license server is referred to by several names depending on 
the context:
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• Concurrent


• Floating


Concurrent licenses allow a fixed number of concurrent users to use licensed features at any one time. The license server 
controls the use of these licenses, which are not normally locked to a specific machine, and float on the network. FlexNet 
Publisher provides for many variations of this basic license model, for example the use of a set of concurrent licenses can 
be restricted to a group of users.


License Server
The basic components of a FlexNet Publisher license server are as illustrated in the following diagram:


• License server manager—lmadmin (or lmgrd) supplied by your software supplier or available from Flexera.


• License file—Created by your software supplier. In this document the supplier of a FlexEnabled application is referred 
to as the publisher.


• Vendor daemon—Created by the publisher. Each publisher has their own vendor daemon. If you have FlexEnabled 
applications from several publishers, you will need to install multiple vendor daemons.


• Debug log—Written by the license server manager.


Figure 2-1: FlexNet Publisher license server


The following components may be present on a license server:


• Options file—Optional file that you create. Use it to limit license usage; for example, to allocate particular licenses to 
a user or group of users.


• Report log—Optional file that can be used by FlexNet Manager, Flexera’s license management product. You enable 
report logging using the options file.
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• Trusted storage—Some publishers use trusted storage to store licenses. When trusted storage is used, the publisher 
provides additional components (not shown on Figure 2-1) that create trusted storage and add licenses to it. See 
Trusted Storage for an overview.


Using a License Server With License Files
The following gives an outline of the steps in installing a license server and using it to serve licenses from license files. For 
further information about each of these steps, read the relevant sections of this document. 


1. Choose the machine(s) on which the license server(s) will be installed.


• Determine the number of licenses and machines on which FlexEnabled applications will be installed. See 
Selecting a License Server Machine for further information.


• Consider what method, if any, you want to use to ensure that, whenever possible, licenses are available to your 
end users. See Ensuring License Availability for further information.


2. Install the license server components.


The publisher will supply a copy of their vendor daemon and instructions for installing it. The publisher also provides 
the license server manager (lmadmin or lmgrd). 


3. Obtain details of the license server machine(s) and send them to the publisher.


Normally publishers supply concurrent licenses that are locked to a specific license server. When licenses are held in 
license files, they are locked to the license server using an identity obtained from the machine. This identity is called a 
hostid and is platform-specific. There are several different hostids available for each platform. The publisher will 
provide instructions on what hostid they are using for your licenses and platforms. They may supply an application 
that you can run to obtain the hostid; this might be the FlexNet Publisher utility, lmhostid, or a different utility. If you 
are using lmadmin, it displays the standard hostids for the machine on which it is running in System Information.


Depending on the license model, the publisher may require other details of your license server, the machine on which 
it is running, and details of your network.


4. Install licenses on the license server.


The publisher may specify a particular location for the license files on the license server. When no specific location is 
required, see information in Locating Licenses for instructions.


5. Install the FlexEnabled application on end user machines.


The publisher will supply installation instructions for installing the FlexEnabled application.


6. Set up end user machines to access the license server.


There are several methods of configuring the end user machine to access a single license server or multiple license 
servers. These depend on the contents of the license files supplied by the publisher and your license server(s) 
configuration. See information in Locating Licenses for instructions.


7. Optionally, create an options file.


If you want to limit license usage, configure logging, or turn off the automatic reread of licenses, create an options file 
and install it in the same directory as the vendor daemon. See instructions in Managing the Options File.


8. Configure and start up the license server manager.
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There is a fundamental difference between the configuration of lmadmin and lmgrd, so the processes required for each 
are separately outlined here:


lmadmin—The configuration settings are permanent and mainly set using the user interface. For details see lmadmin 
Online help and Using lmadmin.


lmgrd—The configuration settings are set when lmgrd is started. They are not persistent. For details see License 
Server Manager “lmgrd”.


You can manage and monitor the operation of the license server using the license server manager. lmadmin provides direct 
management and monitoring of the license server through its user interface; lmgrd provides limited information as 
command-line output. Additional utilities are available for management and monitoring of the license server. For details, 
see Using License Administration Tools. For more comprehensive monitoring and reporting of license usage, use FlexNet 
Manager. FlexNet Manager is a Web-based administration and reporting tool for FlexNet licenses and license servers.
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Trusted Storage

Some publishers use trusted storage to store licenses. They might store all of their licenses in trusted storage or use a 
combination of licenses held in license files and in trusted storage. You can use a single license server to serve licenses from 
both license files and trusted storage.


Overview of Trusted Storage
Trusted storage is a secure location that is locked to the machine on which it is located using a combination of machine 
identities. The contents of trusted storage are encrypted and can only be accessed by FlexEnabled components. This 
method of storing licenses enables your publisher to provide additional license models and automate some licensing 
processes.


Automated Delivery of Licenses to a License Server
Trusted storage is maintained by licensing life-cycle operations, such as license activations, returns, repairs, and upgrades. 
These life-cycle operations are performed through transactions normally issued over a network connection between the 
license server and the publisher’s activation server. However, when a network connection is not available, the messages 
that implement these transactions can be transmitted by other means.


Activation is the basic licensing life-cycle operation between the license server and the publisher’s activation server. This 
operation configures your trusted storage for specific use by the publisher and writes a fulfillment record to it. The 
fulfillment record contains licenses defined using a similar format to that used for licenses held in license files.


The remaining life-cycle operations between a license server and the publisher’s activation server maintain the trusted-
storage licenses and are optional:


• Return—Returns a fulfillment record (and the licenses it contains) from trusted storage to the publisher server it was 
issued by.


• Repair—Repairs compromised fulfillment records in trusted storage.


• Upgrade to a new version—The old license is returned to the publisher’s activation server so that entitlement to the 
upgrade can be checked and new licenses transmitted using an activation operation.
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• Rehost of license server—When you need to move a license server to a different machine, a combination of return 
and then activation operations can provide a completely automated transfer. 


Note • Not all publishers provide these facilities.


Using Licenses From Trusted Storage on a License Server
Two types of licenses can be used in trusted storage on a license server. Your publisher may provide either or both of these 
types of license. They are used to provide different licensing models.


• Concurrent—Allows a fixed number of concurrent users to use licensed features at any one time. The license server 
controls the use of these licenses, which are not normally locked to a specific machine, and float on the network. 
FlexNet Publisher provides for many variations of this basic license model, for example the use of a set of concurrent 
licenses can be restricted to a group of users.


• Activatable—Licenses are distributed by the license server to network machines to provide local licenses for 
FlexEnabled applications. In this license model FlexEnabled components on the network machine request a license 
from the license server. License rights held in trusted storage on the license server are transferred to trusted storage 
on the network machine. This provides a license that is locked to the network machine. Depending on which license 
models your publisher is providing, these licenses may be of limited duration and automatically return to the license 
server when they expire on the network machine, or may be transferred to the network machine ‘permanently’.


Trusted Storage Components on a License Server
The basic components of a FlexNet Publisher license server that uses licenses held in trusted storage are as illustrated in 
the following diagram:


• License server manager—lmadmin (or lmgrd) supplied by your publisher or available from Flexera.


• Bootstrap license file—Created by your publisher. Required for starting the license server manager when the license 
server is using trusted storage to store all its licenses.


• Vendor daemon—Created by the publisher. This must be the publisher vendor daemon that can access trusted 
storage. Ensure that you always use the correct vendor daemon supplied by the publisher: an earlier version that is 
only able to use license files will not be able to use licenses held in trusted storage.


• Trusted storage—Contains licenses in fulfillment records.
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• Server activation utility—A FlexEnabled component that manages the transactions with the publisher server and 
creates and manages the contents of trusted storage.


Figure 3-1:  License Server Using Licenses in Trusted Storage


The following components not shown on the diagram may be present on the license server:


• Debug log—Written by the license server manager.


• Options file—Optional file that you create.


• Report log—Optional file used by FlexNet Manager. 


Using a License Server With Trusted Storage
The following gives an outline of the steps in installing a license server and using it to serve licenses from trusted storage. 
For further information about each of these steps read the relevant sections of this document. 


1. Choose the machine(s) on which the license server(s) will be installed.


• Determine the number of licenses and machines on which FlexEnabled applications will be installed. See 
Selecting a License Server Machine for further information.


• Consider what method, if any, you want to use to ensure that whenever possible licenses are available to your 
end users. See Ensuring License Availability for further information.


2. Install the license server components.


The publisher will supply a copy of his vendor daemon and instructions for installing it. The publisher also provides 
the license server manager (lmadmin or lmgrd). The latest license server manager, lmadmin, displays details of licenses 
held in trusted storage; lmgrd includes information about concurrent licenses held in trusted storage but does not 
display details of activatable licenses. Therefore, it is recommended that you install lmadmin as your license server 
manager. 


3. Install licenses on the license server.
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The publisher will supply instructions and software that requests licenses from the publisher server. This process may 
be completely transparent to you. The publisher provides the interface for the installation of licenses so publisher’s 
licensing solutions may differ greatly. FlexNet Publisher is designed to allow publishers maximum flexibility in 
licensing models and processes.


4. Install the FlexEnabled application on end user machines.


The publisher will supply installation instructions for installing the FlexEnabled application and optionally any further 
FlexEnabled components.


5. Set up end user machines to access the license server to obtain concurrent licenses.


There are several methods of configuring the end-user machine to access a single license server or multiple license 
servers. These depend on the contents of any license files that may optionally be supplied by the publisher and your 
license server(s) configuration. See information in Locating Licenses for instructions.


6. Optionally, create an options file.


If you want to limit license usage, configure logging or turn off the automatic reread of licenses, create an options file 
and install it in the same directory as the vendor daemon. See instructions in Managing the Options File.


7. Configure and start up the license server manager.


8. Optionally, install node-locked licenses on end user machines using activatable licenses from the license server.


The publisher will supply instructions for requesting licenses from the license server. Additional components may be 
installed on the end user machine for this licensing model, see Distribution of Node-Locked Licenses to Networked 
Machines.


Distribution of Node-Locked Licenses to 
Networked Machines


The distribution of licenses from a license server to machines running FlexEnabled applications via a network is one license 
model that can be provided using activatable licenses held in trusted storage on a license server. FlexEnabled components 
on the network machine send a request for a license to the license server. The vendor daemon processes this request and if 
a suitable license is available transfers it to the network machine.
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The FlexEnabled components on the network machine install the license in trusted storage. Trusted storage is locked to 
the network machine and thus licenses held in trusted storage are node-locked to that machine.


Figure 3-2: FlexEnabled components for trusted storage on a network machine


The FlexEnabled components required to implement the distribution of node-locked licenses to networked machines 
using trusted storage are:


• License server manager—Use lmadmin as the license server manager as it displays details of activatable licenses held 
in trusted storage.


• Vendor daemon—Created by the publisher. This must be the publisher vendor daemon that can access trusted 
storage. Ensure that you always use the correct vendor daemon supplied by the publisher: an earlier version that is 
only able to use license files will not be able to use licenses held in trusted storage.


• Trusted storage on license server—Contains activatable licenses that can be transferred to a networked machine. 
Concurrent licenses can only be used to implement floating license models. 


• Server activation utility (not shown)—The FlexEnabled component on the license server that requests and loads 
licenses into the server’s trusted storage from the publisher. This utility also manages the contents of the server’s 
trusted storage through return, repair, and modify requests.


• Application activation utility—A FlexEnabled component that requests a license from the enterprise license server 
or the publisher’s activation server and creates and manages the contents of trusted storage. The publisher can 
integrate this functionality into a component that provides other functions (for example, the utility could be 
integrated into the FlexEnabled application installer).


• Trusted storage on the network machine—Contains licenses locked to the machine.


• FlexEnabled application—The application that requires the license. Note that this component must have been built 
by your publisher so that it can access trusted storage. You must ensure that you use the correct version of the 
application.


You can use the options file to restrict the distribution of node-locked licenses to network machines. See Managing the 
Options File for details.
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Activation Transaction Types
FlexNet Publisher supports two transaction types:


• Composite Transactions—From FlexNet Publisher 11.14.0, composite transactions are fully supported for all servers. 
From this version onwards, it is best practice to use composite transactions for all interactions with servers.


• Single-Action Transactions—Single-action transactions perform one activation action per transaction. For example, 
using single-action transactions to activate two fulfillment records from a license server to a FlexEnabled client 
involves issuing two separate transactions.


From FlexNet Publisher version 11.14.0, single-action transactions have been deprecated.


Composite Transactions


Composite transactions are supported for life-cycle operations between the publisher’s activation server and the license 
server, as well as between the license server and FlexEnabled clients. A single composite transaction between the 
publisher’s activation server and the license server uses one request from the license server and one response from the 
publisher’s activation server to perform any number of activations, repairs, returns, and upgrades on the license. For 
example, a composite transaction can perform any of the following licensing life-cycle operations, providing greater 
flexibility in managing trusted-storage license rights:


• Return one or more fulfillment records


• Activate one or more fulfillment records


• Modify one or more fulfillment records (for example, to change the license count)


• Combinations of these actions to perform partial or full returns or upgrades


Additionally, composite transactions store more details about the activation than single-action transactions do, allowing a 
better chance to fully recover a trusted storage on the license server should errors occur. 


Comparison of Trusted Storage and License Files
This section gives an overview of the significant differences between FlexEnabled products that use trusted storage and 
those that use license files. However, significant these changes might be, the methods for defining license rights in trusted 
storage are based on the methods for defining rights in license files. So if you have been using FlexEnabled products for 
years, the majority of your knowledge is directly applicable to licenses held in trusted storage.


License Files and Fulfillment Records
The license model is defined primarily in the feature definition lines (FEATURE and INCREMENT) in a license file. There are 
the same feature definition lines inside fulfillment records in trusted storage. See the following diagram that shows a 
typical lmadmin display for a fulfillment record.
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Figure 3-3: License server fulfillment record displayed by lmadmin


The fulfillment record PR-589df128 provides 10 activatable licenses for the product PRprofessional. Each activatable 
license licenses two features: PRbasic and PRadvanced. These two feature definition lines (in this example INCREMENT lines) 
are packaged together in a single fulfillment record. 


Licenses held in trusted storage use all the mandatory fields and may contain most of the attributes described in Reading a 
License File. The following are the exceptions:


• BORROW—Normally this feature definition line attribute is not used for licenses held in trusted storage, the publisher 
will provide this licensing model using the Distribution of Node-Locked Licenses to Networked Machines using trusted 
storage on the network machine.


• HOSTID—Normally this feature definition line attribute is not required for licenses held in trusted storage, see Locking 
of Licenses Using Hostid or Trusted Storage for details of how licenses are locked to a host machine.


• SUPERSEDE—This feature definition line attribute is not supported for licenses held in trusted storage. A combination 
of return and activation operations are used to remove the license for the old version of the application and replace it 
with a new license.


The following line types are not supported in trusted storage:


• UPGRADE (a combination of returns and activations are used for an upgrade)


• PACKAGE (a fulfillment record effectively packages multiple feature definition lines)
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Note •  When other functions for package suites are required, a license file with a PACKAGE line can be provided.


• SERVER (not needed)


• VENDOR (lmadmin provides direct vendor-daemon configuration)


• VM_PLATFORMS (not needed) 


• USE_SERVER (not needed)


Locking of Licenses Using Hostid or Trusted Storage
When license files are used, licenses are locked to a machine using a hostid. This identifies either the machine or a FlexNet 
ID dongle that is attached to a machine. The hostid is incorporated into the licenses supplied by the publisher so you must 
supply details of hostids before the publisher can provide your licenses. This procedure is repeated when licenses need to 
be moved to another machine.


Trusted storage is locked to the machine on which it is created using machine identities retrieved automatically by the 
FlexEnabled components when trusted storage is created. The licenses held in trusted storage are locked to the machine 
because they are held securely within trusted storage.


Licensing in Virtual Environments
The server-side activation utility can run inside a virtual machine. See Chapter 15, Virtualization Support, for the list of 
hypervisors that FlexNet Publisher supports.


Binding in a Virtual Environment
FlexNet Publisher automatically uses the appropriate binding elements when running in a virtual environment, if they are 
available. Binding is to differentiate between physical and virtual environments and the legacy bind-to-VMID policy is 
deprecated. The binding elements are:


• MAC address—used on physical environments is now used in virtual environments as well and is a deal breaker.


•  UUID (universally unique ID)—A binding identity used to configure trusted storage on the virtual machine, 
previously the only binding identity used in virtual environments; this is now a deal breaker.


• Generation ID—A property of a virtual machine available in some environments. Where it is available it is used as 
a binding identity; it is a deal breaker.


A binding item is a deal breaker if, when it changes, trust should be lost regardless of the number of binding items that still 
match. Since all binding identities used in virtual environments are deal breakers, trust will always be lost of any of them 
change.
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Best Practices
To Avoid Trusted-Storage Breakage


If the publisher chooses to bind trusted storage to the VMID, this binding breaks should the UUID (from which the VMID is 
derived) ever change or is no longer available. The break prevents license leakage when virtual machine images are cloned. 
However, if you manage a virtualized environment where virtual machines are moved between different native (physical) 
systems, you do not want trusted storage to break each time you move a machine instance. 


To prevent breakage, use these best practices:


• Do not change the MAC address of the virtual machine.


• Do not change the UUID of the virtual machine when it is moved. (Normally, UUIDs change only if the virtual machine 
is cloned.)


• Save the configuration file (or at least the UUID) of each virtual machine on which trusted-storage license activation is 
performed. This file ensures that the UUID value used at the time of activation is available should you need to revert to 
this value.


• Should trusted storage break, use the activation utility to issue a repair request; or reset the virtual machine’s UUID to 
the value it had at activation time (powering the machine off and then on after the reset).


To Avoid Issues with the Licensing Life-Cycle Operations


Although both composite and single-action transactions are supported for licensing life-cycle operations between the 
publisher’s activation server and the license server, best practice is always to use composite transactions. Issues can arise 
if you attempt to mix composite and single-action transactions, mainly because composite transactions support UMN3 and 
UMN5 while single-action transactions do not. For example, if a composite transaction is used initially to activate licenses 
on a virtual machine, the UMN3, if obtained, becomes the primary UMN for requester verification. If a single-action 
transaction is used later to return a license, the process fails because the return request contains no UMN3 to identify the 
requesting machine.
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Reading a License File

A license file contains information required to manage licenses for a FlexEnabled application. This information includes:


• License server names and hostids


• VENDOR names and paths to vendor daemon executables


• Feature information


The license file must be accessible to systems that run the FlexEnabled application or a license server. For details see 
Locating Licenses and Ensuring License Availability. 


License File Format Overview
License files begin with either a single SERVER line or three SERVER lines (when configured for three-server redundancy) 
followed by one or more VENDOR lines, followed by one or more FEATURE or INCREMENT lines. In some cases, the license 
file requires no SERVER line and no VENDOR line. 


Note • Eight-bit Latin-based characters are fully supported in license files, options files, log files, and FlexEnabled application 
environments. 


See Counted vs. Uncounted Licenses for more information on SERVER and VENDOR line requirements. 


You can modify these elements in the license file:


• On the SERVER line: 


• Host names on the SERVER lines


• TCP/IP port numbers 


• HEARTBEAT_INTERVAL and PRIMARY_IS_MASTER properties


• On the VENDOR line:


• Paths to the vendor daemon.
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• Options file paths


• TCP/IP port numbers (for firewall support only)


• The USE_SERVER line. 


• On the feature definition lines: 


• The values in keyword=value pairs on FEATURE lines, if keyword is specified in lowercase (see Optional Keywords 
Defined by the License Administrator)


• You can use the \ line-continuation character to break up long lines. 


See Also
Ensuring License Availability
Counted vs. Uncounted Licenses


License File Syntax
This section describes the contents of the license file, including SERVER lines and VENDOR lines. This is an example of a 
license file for a single VENDOR name with two features.


SERVER my_server 17007ea8 1700


VENDOR sampled 


FEATURE f1 sampled 1.000 31-dec-2020 10 SIGN=”<...>” 


FEATURE f2 sampled 1.000 31-dec-2020 10 SIGN=”<...>” 


This example allows the license server, called my_server with the hostid 17007ea8, to serve ten floating licenses for each 
feature, f1 and f2 to any user on the network.


SERVER Lines
The SERVER line specifies the host name and hostid of the license server and the TCP/IP port number of the license server 
manager (lmadmin or lmgrd). Normally a license file has one SERVER line. Three SERVER lines mean that you are using 
license servers configured for three-server redundancy. The absence of a SERVER line means that every feature definition 
line in the license file is uncounted. 


The hostids from the SERVER lines are computed into the license key or signature on every feature definition line. For this 
reason, make sure you keep SERVER lines together with any feature definition lines as they were sent from the software 
publisher.


The format of the SERVER line is:


SERVER host hostid [port] [PRIMARY_IS_MASTER] [HEARTBEAT_INTERVAL=seconds]


For example: 


SERVER my_server 17007ea8 21987
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The following table describes the attributes on this line. 


Table 4-1 • SERVER Line Format


Field Description


host The system host name or IP address. String returned by the UNIX hostname or uname 
-n command. 


hostid Usually the string returned by the lmhostid command. This is changed only by your 
publisher.


port TCP/IP port number to use. You can edit this value either directly in the license file or 
using lmadmin. In the latter case, the port number specified in lmadmin takes 
precedence over any port set in the license file, either before or after the port is 
specified using lmadmin. Therefore, editing the port number using lmadmin is only 
recommended if no port number is specified in the license file. If a port number is 
already specified in the license file and the port is subsequently changed in lmadmin, 
during the next restart the vendor daemon will exit with a “port mismatch” error.


A valid number is any unused port number in the range 1 to 65535. On UNIX, choose a 
port >1024, since those <1024 are privileged port numbers. 


If you specify a port number greater than 65535, the client fails to establish a 
connection with the license server manager (lmgrd or lmadmin).


If no port number is specified, one of the default ports in the range 27000 to 27009 is 
used. 


You must specify a port number when the SERVER line defines license servers 
configured for three-server redundancy.


Note • Those producers concerned about potential DoS attacks based on knowledge 
of common license server ports may want to consider specifying a server port outside 
the range 27000 to 27009.


PRIMARY_IS_MASTER Used with license servers configured for three-server redundancy to indicate how 
master control is transferred between the primary and secondary servers.


• If this is set and the primary server goes down, when the primary server comes 
back up again, it will always become the master.


• If this is not set and the primary server goes down, the secondary server 
becomes the master and remains the master even when the primary server 
comes back up. The primary can only become the master again when the 
secondary license server fails. 


If both primary and secondary go down, licenses are no longer served. The tertiary 
server never becomes the master. 


This parameter is optional and is placed on the first SERVER line in the license file. 
You must be running a version 10.8 or later vendor daemon to use this parameter.
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See Also
Ensuring License Availability


VENDOR Lines
The VENDOR line specifies the daemon name and path. The license server uses this line to start the vendor daemon, and 
the vendor daemon reads it to find its options file. The format of the VENDOR line is shown below.


VENDOR vendor [vendor_daemon_path]\


[[OPTIONS=]options_file_path] [[PORT=]port]


where:


HEARTBEAT_INTERVAL=
seconds


Used with license servers configured for three-server redundancy to indicate how 
long a license server waits to receive a heartbeat from another license server in the 
triad before shutting itself down. The seconds value is used in the following equation 
to calculate the timeout:


• timeout = (3 x seconds) + (seconds - 1)


Valid timeout value is 0-120. If not specified, the default value for seconds is 20, 
equating to an actual timeout value of 79 seconds. Valid values for the seconds value 
are 0–30.


Note • When the seconds value exceeds 30, lmadmin displays the Heartbeat Interval 
value as -1 along with the an error message “Invalid three server redundancy 
configuration, valid timeout values are 0 - 120".


This parameter is optional and is placed on the first SERVER line in the license file. 
You must be running a version 10.8 or later vendor daemon to use this parameter. 


Table 4-2 • VENDOR Line Format


Field Description


vendor Name of the vendor daemon used to serve some features in the file. This name cannot be 
changed. 


Table 4-1 • SERVER Line Format


Field Description
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See Also
Managing the Options File for further information regarding options file contents.


USE_SERVER Line
The USE_SERVER line takes no arguments and has no impact on the license server. When the application sees the 
USE_SERVER line, it ignores everything in the license file except the preceding SERVER lines and transfers checkout 
validation to the vendor daemon.


USE_SERVER is recommended since it improves performance when a license server is used. For uncounted features, 
USE_SERVER is used to force logging of usage by the daemons.


FEATURE and INCREMENT Lines
FEATURE and INCREMENT lines describe the license model for a product. Only the first FEATURE line for a given feature 
name is processed by the vendor daemon. If you want to have additional copies of the same feature (for example, to have 
multiple node-locked, counted features), then you must use multiple INCREMENT lines. INCREMENT lines form license 
groups, or pools, based on the following fields: 


vendor_daemon_path Optional path to the executable for this daemon. Generally, the license administrator is 
free to install the vendor daemon in any directory. It is recommended, however, that it be 
installed in a local directory on the license server. 


If omitted, the license server looks for the vendor daemon binary in: 


• the current directory (lmgrd only)


• the path specified in the license server’s $PATH environment variable


• in the directory where the license server is located


If vendor_daemon_path is blank, then any option or TCP/IP port number specifications 
require the OPTIONS= and PORT= strings.


options_file_path Full path to the options file for this daemon. An options file is not required. 


If omitted, the vendor daemon, by default, looks for a file called vendor.opt (where vendor 
is the vendor daemon name) located in the same directory as the license file.


port Vendor daemon TCP/IP port number. 


A valid number is any unused port number in the range 0 to 65535. On UNIX, choose a port 
>1024, since those <1024 are privileged port numbers.


If port is not specified or if a port value of 0 is specified, an ephemeral port is chosen by the 
operating system at run-time. Sites with Internet firewalls need to specify the TCP/IP port 
number the daemon uses. If a TCP/IP port number is specified on the VENDOR line, there 
may be a delay restarting the vendor daemon.


Table 4-2 • VENDOR Line Format


Field Description
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• feature name


• version


• BORROW


• DUP_GROUP


• FLOAT_OK


• HOST_BASED


• HOSTID


• PLATFORM


• TZ


• USER_BASED


• VENDOR_STRING (if configured by the publisher as a pooling component)


• VM_PLATFORMS 


If two lines differ by any of these fields, a new group of licenses, called a license pool, is created in the vendor daemon, and 
this group is counted independently from other license pools with the same feature name. A FEATURE line does not give an 
additional number of licenses, whereas an INCREMENT line always gives an additional number of licenses.


The basic feature definition line format is:


{FEATURE|INCREMENT} feature vendor feat_version exp_date num_lic [optional_attributes] SIGN=”<...>”


Publisher-Defined Required Keywords
The six fields after the feature definition line keyword are required and have a fixed order. They are defined by the software 
publisher and cannot be changed. Table 4-3 presents these fields in the order they must appear.


Table 4-3 • Feature Definition Line Required Fields 


Field Description


feature Name given to the feature by the software publisher.


vendor Name of the vendor daemon; also found in the VENDOR line. The specified daemon serves 
this feature.


feat_version Version of this feature that is supported by this license. 


When this field contains a date with the format yyyy.mmdd, this defines a date-based 
version that you can set as an Alert in the license server manager, lmadmin. In this case, 
mmdd must be in the range 101 to 1231 and valid (for example, 2020.1131 is not a valid 
date). For dd, both digits must be specified (for example, 2020.111 means January 11, 
2020). 
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Optional Publisher-Defined Keywords
Table 4-4 lists attributes that may appear in a FEATURE or INCREMENT line. They are supplied at the discretion of the 
software publisher to define the license model. If present in the FEATURE or INCREMENT line, they must remain there and 
cannot be altered by the end user. These attributes have a keyword=value syntax where keyword is in uppercase. 


exp_date Expiration date of license in the format dd-mmm-yyyy, for example, 31-dec-2020. 


Note • If exp_date is the string “permanent” or the year is 0 (or 00, 000, 0000) then the license 
never expires.


num_lic Number of concurrent licenses for this feature. If the num_lic is set to the string 
“uncounted” or 0, the licenses for this feature are uncounted and no license server is 
required but a hostid on the FEATURE line is required. See Counted vs. Uncounted Licenses.


SIGN=sign or


AUTH=...


SIGN= signature to authenticate this FEATURE line.


If your publisher has deployed his vendor daemon using the common vendor daemon 
technology, signatures are embedded within the AUTH= keyword. Contact your publisher 
for further details. 


Note • Common Vendor Daemon is now deprecated. 


Table 4-4 • Attributes Set by the Software Publisher 


Attribute Description


BORROW [=n] Enables license borrowing for a particular feature definition line. n is the number of hours 
that the license is borrowed. The default borrow period is 168 hours, or one week.


DUP_GROUP=... The syntax is:


DUP_GROUP=NONE|SITE|[UHDV]


U = DUP_USER


H = DUP_HOST


D = DUP_DISPLAY


V = DUP_VENDOR_DEF


Any combination of UHDV is allowed, and the DUP_MASK is the OR of the combination. 
For example, DUP_GROUP=UHD means the duplicate grouping is 
(DUP_USER|DUP_HOST|DUP_DISPLAY), so for a user on the same host and display, 
additional uses of a feature do not consume additional licenses.


Table 4-3 • Feature Definition Line Required Fields 


Field Description
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FLOAT_OK
[=server_hostid]


Enables mobile licensing via FLEXID with FLOAT_OK for a particular feature definition 
line. This feature definition line must also be node-locked to a FLEXID.


When FLOAT_OK=server_hostid is specified on a FEATURE line:


The server_hostid must refer to the same host that appears on the SERVER line of the 
license file.


The license server runs only on the system with the hostid that lmhostid returns equal to 
the server_hostid specified with FLOAT_OK.


HOSTID=
"hostid1


[hostid2 ...


hostidn]"


Id of the host to which the FEATURE line is bound. hostid is determined with the 
lmhostid utility. This field is required for uncounted licenses; but can be used for counted 
licenses as well. See Hostids for Supported Platforms for more information.


Note • Host names generated dynamically will change the composite hostid value.


HOST_BASED[=n] Host names must be specified in INCLUDE statements in the options file, and the number 
of hosts is limited to num_lic, or the number specified in =n.


ISSUED=dd-mmm-yyyy Date issued.


ISSUER=”...” Issuer of the license.


NOTICE=”...” A field for intellectual property notices.


ONE_TS_OK Detects when a node-locked uncounted license is used by an application running under 
remote desktop.


The following are the two scenarios where you can expect 178 and 179 error codes: 


• -178: Internal error, please report to Flexera LLC. 


This error occurs when an administrator performs more than one remote desktop 
checkout on more than one terminal server remote client.


• -179: Only one terminal server remote client checkout is allowed for 


this feature. 


This error occurs when a normal user performs more than one remote desktop 
checkout on more than one terminal server remote client. 


Note • ONE_TS_OK attribute is only used with uncounted licenses and is not supported 
with counted (served) licenses.


Table 4-4 • Attributes Set by the Software Publisher 


Attribute Description
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OVERDRAFT=n The overdraft policy allows a software publisher to specify a number of additional 
licenses which users are allowed to use, in addition to the licenses they have purchased. 
This allows your users to not be denied service when in a “temporary overdraft” state. 
Usage above the license limit is reported by the FlexNet Manager reporting tool.


SN=serial_num Serial number, used to identify FEATURE or INCREMENT lines.


START=dd-mmm-yyyy Start date.


SUITE_DUP_GROUP=... Similar to DUP_GROUP, but affects only the enabling FEATURE line for a package suite. It 
limits the total number of users of the package to the number of licenses, and allows the 
package to be shared among the users that have the SUITE checked out.


SUPERSEDE=
"f1 f2 ..."


If this appears, all INCREMENT or FEATURE lines for the specified feature that were issued 
earlier than the ISSUED date for the SUPERSEDE are superseded by this line and become 
ineffective. (SUPERSEDE also overrides those INCREMENT and FEATURE lines for the 
feature that have no ISSUED date.)


SUPERSEDE_SIGN=
{f1:xxxx, f2:xxxx) 


SUPERSEDE_SIGN=
{p1:xxxx, p2:xxxx) 


Overrides the license models of all feature definition lines or package lines defined as the 
value.


TS_OK FlexNet Publisher detects when a node-locked uncounted license is running under 
Windows Terminal Server. To run the application via a Terminal Server client window, 
TS_OK must be added to the FEATURE line. Without TS_OK, a user running on a Terminal 
Server client is denied a license.


Note • TS_OK attribute is only used with uncounted licenses and has no effect on counted 
(served) licenses.


TZ=
[SERVERTZ|


<[+-]hh<.30|.45>


<:[+-]hh<.30|.45>>>]


Enforces license usage for a feature relative to a time zone; where the time zone is 
specified and measured relative to Greenwich Mean Time (GMT). The computer system on 
which the FlexEnabled application is running must be within the specified time zone or 
range of time zones, or in the same time zone as the license server (using the value 
SERVERTZ). 


USER_BASED[=n] Users must be specified in INCLUDE statements in the options file, and the number of 
users are limited to num_lic, or the number specified in =n.


VENDOR_STRING="..." This is a custom value defined by the software publisher and enclosed in double quotes.


Table 4-4 • Attributes Set by the Software Publisher 


Attribute Description

34 Company Confidential FNP-11170-LAG00 FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide







Chapter 4 Reading a License File
License File Syntax

Examples
FEATURE sample_app sampled 2.300 31-dec-2020 20 SIGN=”<...>”


INCREMENT f1 sampled 1.000 permanent 5 HOSTID=INTERNET=195.186.*.* NOTICE="Licensed to \


Sample corp" SIGN=”<...>”


Optional Keywords Defined by the License Administrator
The following attributes listed in Table 4-5 are optional and are under control of the license administrator. These attributes 
have a keyword=value syntax where keyword is in lowercase. 


VM_PLATFORMS=
[PHYSICAL | VM_ONLY | 


VM_ALL]


Restricts feature usage to virtual machines (VM_ONLY) or to physical machines (PHYSICAL). 


VM_ALL allows running the FlexEnabled application on both physical and virtual machines 
(default behavior). This is equivalent to not specifying the VM_PLATFORMS keyword. 


Table 4-5 • Optional Feature Line Attributes 


Attribute Description


asset_info="..." Additional information provided by the license administrator for asset management. 


This keyword can be used in combination with the options file as a feature name modifier 
to denote a specific group of licenses (see Specifying Features). In addition, this 
information is stored inside the CONFIG structure and can be retrieved later (for example 
by calling lc_auth_data).


dist_info="..." Additional information provided by the software distributor. 


This keyword can be used in combination with the options file as a feature name modifier 
to denote a specific group of licenses (see Specifying Features). In addition, this 
information is stored inside the CONFIG structure and can be retrieved later (for example 
by calling lc_auth_data).


sort=nnn Specifies sort order of license file lines. See Sort Rules.


user_info="..." Additional information provided by the license administrator.


This keyword can be used in combination with the options file as a feature name modifier 
to denote a specific group of licenses (see Specifying Features). In addition, this 
information is stored inside the CONFIG structure and can be retrieved later (for example 
by calling lc_auth_data).


vendor_info="..." Additional information provided by the software publisher.


Table 4-4 • Attributes Set by the Software Publisher 


Attribute Description
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Character Limitations in Keyword Values
In places where a keyword value in a FEATURE or INCREMENT line is a string surrounded with double quotes (“...”), the string 
can contain any characters except the following:


• Single or double quotes (within the surrounding double quotes)


• The backslash character sequence:  \  (space+backslash+space)


• The double-backslash character sequence:  \\  (space+backslash+backslash+space) 


Sort Rules
Feature definition lines are automatically sorted when they are read from the license file. The default sorting rules are as 
follows: 


1. License file. Automatic sorting does not occur across files in a license search path.


2. Feature name.


3. FEATURE before INCREMENT.


4. Uncounted before counted.


5. Version, earlier versions before later versions.


6. Issued date, in reverse order, newest first. The date is taken from ISSUED= or START=.


7. Original order is otherwise maintained.


You can override the automatic ordering by adding the sort attribute for each FEATURE and INCREMENT line. The value 
defined for the sort attribute identifies the relative position of that feature in the sort order. For example, features with a 
sort value of 25 will be sorted before those with a sort value of 50. Unless explicitly defined, the sort value for each feature 
is set to 100. All lines with the same number are sorted as they appear in the file. The value range for the sort attribute is 0 
through 255. If you specify a value higher than 255, the encryption process converts it to 255. 


Overriding the sort order might be useful to change the order in which licenses are consumed. Consider the following 
example: A company has multiple pools of licenses with different expiration dates. The company wants their users to first 
consume the licenses from the pool that expire first. To achieve this, the license administrator can add the sort=1 keyword 
to the feature line that expires first.


Changes in FEATURE and INCREMENT Line Format
The following lists the significant changes in the format of feature definition lines and when additional keywords were 
introduced.


• Version 7.1 and earlier feature definition line format uses license_key:


{FEATURE|INCREMENT} feature vendor feat_version exp_date \


num_lic [optional_attributes] SIGN=”<...>”


The version 7.1 and earlier format is understood by the current release. 


• The SIGN= keyword introduced in the version 7.1.
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• For version 7.1 through version 8.0 client libraries and vendor daemons, the feature definition line must have a SIGN= 
signature and, for backward compatibility with version 8.1 and earlier, can contain a license_key:


{FEATURE|INCREMENT} feature vendor feat_version exp_date \


num_lic [license_key] [optional_attributes] SIGN=”<...>” 


• license_key obsoleted in version 8.1 client library and vendor daemon


• The keyword “permanent” for exp_date introduced in version 6 client library.


• The keyword “uncounted’ for num_lic introduced in version 6 client library.


• BORROW keyword introduced in version 8.0 client library and vendor daemon.


• FLOAT_OK keyword introduced in version 8.0 client library and vendor daemon.


• TS_OK keyword introduced in version 8.0 client library and vendor daemon.


• AUTH keyword introduced in version 10.8 client library and vendor daemon.


PACKAGE Lines
The purpose of the PACKAGE line is to support two different needs:


• To license a product SUITE, or


• To provide a more efficient way of distributing a license file that has a large number of features, which largely share 
the same FEATURE line arguments.


A PACKAGE line, by itself, does not license anything—it requires a matching feature definition line to license the whole 
package. A PACKAGE line is shipped by your software publisher with a product, independent of any licenses. Later, when 
you purchase a license for that package, one or more corresponding feature definition lines enable the PACKAGE line.


Example
PACKAGE package vendor [pkg_version] COMPONENTS=pkg_list \


[OPTIONS=SUITE] [SUPERSEDE[="p1 p2 ..."] ISSUED=date]


SIGN=”<...>”


Table 4-6 lists the PACKAGE line fields. They must appear in the order listed.


Table 4-6 • PACKAGE Line Fields 


Field Description


package Name of the package. The corresponding feature definition line must have the 
same name.


vendor Name of the vendor daemon that supports this package.


pkg_version Provide the version of the package. The corresponding feature definition line 
must have the same version. 
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Examples
PACKAGE suite sampled 1.0 SIGN=”<...>” \


COMPONENTS="comp1 comp2" OPTIONS=SUITE


FEATURE suite sampled 1.0 31-dec-2020 5 SIGN=”<...>”


This is a typical OPTIONS=SUITE example. There are two features, “comp1” and “comp2,” which are each version 1.0, each 
with five licenses available. When “comp1” or “comp2” is checked out, “suite” is also checked out. 


COMPONENTS=pkg_list List of package components. The format is:


feature[:version[:num_lic]]


Packages must consist of at least one component. Version and count are 
optional, and if left out, their values come from the corresponding feature 
definition line. num_lic is only legal if OPTIONS=SUITE is not set—in this case the 
resulting number of licenses is num_lic on the COMPONENTS line multiplied by 
the number of licenses in the feature definition line. Examples:


COMPONENTS="comp1 comp2 comp3 comp4"


COMPONENTS="comp1:1.5 comp2 comp3:2.0:4"


OPTIONS=SUITE Optional field. Used to denote a package suite.


If set, the corresponding feature of the same name as the package is checked out 
in addition to the component feature being checked out.


If not set, then the corresponding feature of the same name as the package is 
removed once the package is enabled; it is not checked out when a component 
feature is checked out.


OPTIONS=
SUITE_RESERVED


Optional field. If set, reserves a set of package components. Once one package 
component is checked out, all the other components are reserved for that same 
user. 


SUPERSEDE
[="p1 p2 ..."]


Optional field. Used in conjunction with ISSUED date. Replaces all PACKAGE lines 
for the same package name with previous or no ISSUED dates.


ISSUED=
dd-mmm-yyyy


Optional field. Used in conjunction with SUPERSEDE in the PACKAGE line. 
Replaces all PACKAGE lines for the same package name with previous or no 
ISSUED dates.


SIGN=sign 


or


AUTH=...


SIGN= signature to authenticate this FEATURE line.


If your publisher has deployed his vendor daemon using the common vendor 
daemon technology, signatures are embedded within the AUTH= keyword. 
Contact your publisher for further details.


Note • Common Vendor Daemon is now deprecated. 


Table 4-6 • PACKAGE Line Fields 


Field Description
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PACKAGE suite sampled 1.0 SIGN=”<...>”\


COMPONENTS="apple:1.5:2 orange:3.0:4"


FEATURE suite sampled 1.0 31-dec-2020 3 SN=123 SIGN=”<...>”


In this example, the component version overrides the feature version, and the number of licenses available for any 
component is the product of the three licenses for “suite” and the number of licenses for that component. The result is 
equivalent to:


FEATURE apple sampled 1.5 31-dec-2020 6  SN=123 SIGN=”<...>”


FEATURE orange sampled 3.0 31-dec-2020 12 SN=123 SIGN=”<...>”


Note • The following lists changes to PACKAGE lines:


• Ability to store PACKAGE lines in separate files introduced in version 6 client library.


• pkg_version field required is mandatory.


• AUTH keyword introduced in version 10.8 client library and vendor daemon.


UPGRADE Lines
UPGRADE feature vendor from_feat_version to_feat_version \


exp_date num_lic [options ... ] SIGN=”<...>”


All the data is the same as for a FEATURE or INCREMENT line, with the addition of the from_feat_version field. An 
UPGRADE line removes up to the number of licenses specified from any old version (>= from_feat_version) and creates a 
new version with that same number of licenses.


For example, the two lines provide three version 1.0 licenses of f1 and two version 2.0 licenses of f1.


INCREMENT f1 sampled 1.000 31-dec-2020 5 SIGN=”<...>” 


UPGRADE f1 sampled 1.000 2.000 31-dec-2020 2 SIGN=”<...>” 


An UPGRADE line operates on the closest preceding FEATURE or INCREMENT line with a version number that is >= 
from_feat_version, and < to_feat_version.


Order of Lines in the License File
The order of the lines in a license file is not critical. They are sorted when they are processed so that in most cases the 
optimal result is achieved. However, version 7.0 and earlier versions of FlexEnabled applications and license servers 
implicitly impose an ordering to license file lines. Note the following suggestions for ordering lines in the license file:


• Place FEATURE lines before INCREMENT lines for the same feature. 


The rules regarding FEATURE lines include the following: 1) only the first counted FEATURE line is observed by the 
license server, and 2) if both a FEATURE line and INCREMENT lines exist, the FEATURE line must appear first.


• Where multiple counted FEATURE lines exist for the same feature, make sure the desired FEATURE line appears first.


All but the first is ignored.


• Place node-locked, uncounted lines before floating lines for the same FEATURE. Otherwise, it is possible the 
floating license is consumed instead of the node-locked license, resulting in denial for other users.
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• The placement of a USE_SERVER line affects behavior. A USE_SERVER line is recommended. Normally, the 
USE_SERVER line is placed immediately after the SERVER line. However, place any uncounted licenses not served 
by SERVER before the USE_SERVER line. Make sure each user that needs the uncounted license has direct access 
to a current copy of the file. The advantage to placing USE_SERVER right after the SERVER line is users don’t need 
up-to-date copies of the license file.


See Also
Sort Rules 
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Locating Licenses

This section covers various topics that are related to the ability of FlexEnabled applications to locate licenses. The 
following are described:


• Determining a location for license files on a license server


• Configuring the machine where the FlexEnabled application is running to access licenses.


Determining the Location of the License File
Software publishers often recommend a specific location for your license file. You have the following options for making 
your licenses available to all systems:


• Place the license file in a partition which is available to all systems in the network that need it.


• Copy the license file to each of the individual systems.


• Set the LM_LICENSE_FILE or VENDOR_LICENSE_FILE (where VENDOR is the vendor daemon name) environment variable 
on the machines where the FlexEnabled applications are running to access license files or license servers. For details 
see Setting the License Search Path Using an Environment Variable.


Do not choose a location for a license file where the path to the license file contains the @ symbol. The @ symbol is used to 
identify a license server as illustrated in Table 5-1. 


Note • A directory path that contains an @ symbol results in an error.


Since the vendor daemon keeps track of license usage, and since the license file contains encrypted data to protect it 
against modification, you may move and copy the license file as much as necessary.


On Windows, if the application cannot find the license file, the user is presented with a dialog that asks the user to specify 
the license file location, the license server, or license fulfillment from the internet.


For counted licenses, no matter which option you choose, you must first copy lmadmin or lmgrd and the vendor daemon to 
a location that the FlexEnabled application can access on the network.
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Setting the License Search Path Using an 
Environment Variable


Most applications specify a location where they expect to find the license file and install it automatically. However, you can 
change the license file location by setting the LM_LICENSE_FILE environment variable to a license search path. Wherever a 
license search path is specified, it can consist of one or more of the following entries. On UNIX, the license search path 
entries are separated by colons ‘:’ and on Windows, the entries are separated by semicolons ‘;’.


• The full path to the license file


• A directory containing one or more license files with a .lic extension


• One of the following port settings:


• The port setting port@host setting, where port and host are the TCP/IP port number and host name from the 
SERVER line in the license file. 


• The shortcut specification, @host, if the license file SERVER line uses a default TCP/IP port or specifies a port in 
the default port range (27000–27009).


• A three-server redundant triad. The triad is a single entry on the license search path and is specified using a 
comma-separated list of three port@hosts (for example, port1@host1,port2@host2,port3@host3).


Table 5-1 shows some examples of LM_LICENSE_FILE and VENDOR_LICENSE_FILE environment variable settings.


Table 5-1 • Environment Variable Specification Examples


LM_LICENSE_FILE or VENDOR_LICENSE_FILE 
Setting Description


40000@myserver Used where the SERVER line in the license file is the following:


SERVER myserver 17007ea8 40000 


• host = myserver


• port = 40000


@myserver Used where the SERVER line in the license file is the following:


SERVER myserver 17007ea8 


• host = myserver


• port = None specified. A default TCP/IP port number in the range 
of 27000-27009 is used.


C:\licenses; 


40000@host1,40000@host2,40000@host3


License search path on a Windows system. Unserved licenses are 
stored in C:\licenses; served licenses are obtained from the three-
server redundant triad 40000@host1,40000@host2,40000@host3.


licenses:40000@myserver:40000@mybackups


erver


License search path on a UNIX system. Unserved licenses are stored in 
the local directory licenses; served licenses are obtained from either 
myserver or mybackupserver. In the first instance, a license is 
requested from myserver; if this fails, mybackupserver is tried.
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Applications accept an environment variable (or Windows Registry) named VENDOR_LICENSE_FILE, where VENDOR is the 
vendor daemon name, for example, DEMO_LICENSE_FILE. This environment variable’s scope is limited to just those 
applications from software publisher using the VENDOR name. 


With lmgrd and lmutil (lmstat, lmdown, and so on), the -c option overrides the setting of the LM_LICENSE_FILE 
environment variable.


Note • Some applications do not recognize the LM_LICENSE_FILE environment variable. FlexEnabled Java applications, in 
particular, do not recognize it.


Order of Searching for a License
A FlexEnabled application looks for a license file as follows:


1. When the VENDOR_LICENSE_FILE environment variable has been set for the publisher of the application, then items in 
the license search path set in this environment variable are searched in order.


2. The items in a license search path set in the LM_LICENSE_FILE environment variable are searched in order.


3. When any license file specified in a license search path contains a USE_SERVER line, then a license is requested from 
the license server specified in the SERVER line. Any FEATURE and INCREMENT lines entries after the USE_SERVER line 
in the license file are ignored.


4. When the environment variables are not set and the FlexEnabled application does not specify the location of the 
license, then the following default locations are searched:


• On UNIX—/usr/local/flexlm/licenses/license.dat


• On Windows—C:\flexlm\license.dat


When licenses are held in trusted storage on the same machine as the FlexEnabled application, normally the publisher will 
have configured the application to search local trusted storage first and then look for license files as previously described.


See Also
Managing Multiple License Files for more information about LM_LICENSE_FILE.
Environment Variables
Ensuring License Availability
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Hostids for Supported Platforms

FlexNet Publisher uses system identifiers, called hostids, to node-lock licenses to a machine. The system identifiers may be 
system specific. For example, all Sun Microsystems systems have a unique hostid. 


Hostid Formats
Numeric, 32-bit hostids are normally used in hexadecimal format. On some systems, the system command returns the ID in 
decimal format. Use a # character before the hostid to indicate a decimal number. For example, if the system command 
returns 2005771344, FlexNet Publisher accepts #2005771344. Alternatively, convert the decimal value to hexadecimal.


Obtaining System Hostids
The lmhostid utility prints the exact hostid that FlexNet Publisher requires on any given system. If your hostid contains 
characters other than the ASCII A through Z, a through z, or 0 through 9, use the -utf8 option with lmhostid. To view a 
correct representation of the resulting hostid, use a utility, such as Notepad, that can display UTF-8 encoded strings. 


lmadmin displays hostids available for the license server on the System Information tab.


Because lmadmin is available only as a 32-bit process, the 32-bit FlexNet Licensing Service must be installed to display TPM 
details in lmadmin's System Information tab. The 32-bit FlexNet Licensing Service is available from the i86_n3 kit. The TPM 
hostid is currently supported on Windows platforms only.


Note • For the following cases, do not use the System Information tab in the lmadmin user interface to obtain hostids. 
Instead, use the methods described in the Hostid Procurement Methods table.


• When the license server is operating on a virtual machine but bound to the physical hardware—A limitation in 
lmadmin causes the System Information tab to show virtual machine values for Host Name, Host Domain Name, IPv4 
Address, IPv6 Address, Ethernet Address, and Volume Serial Number rather than the physical machine values. 


• When running license clients or a license server in an Amazon EC2 environment—At this time, the System 
Information page is unable to show hostids specific to the Amazon EC2 environment.
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The following table lists some sample lmhostid and alternate methods to obtain the required hostid for each system 
architecture. FlexNet Publisher also supports a group of special hostids and vendor-defined hostids. 


Table 6-1 • Hostid Procurement Methods


Hardware Platform Hostid Type this command  Example hostid


AIX (RS/6000, PPC) 32-bit hostid lmhostid 


As best practice it is recommended to 
use lmhostid and that most of the time, 
the uname rule applies. 


uname -m 


For example, returns 000276513100. 
Remove last two digits and use 
remaining last eight digits.


02765131


HP-UX (64-bit Itanium) machine 
identification


lmhostid


or


getconf CS_PARTITION_IDENT Prefix 
returned value with “ID_STRING=”


ID_STRING=9c766319-


db72-d411-af62-


0060b05e4c05


OS X Ethernet address lmhostid -ether 000A277EA17E


Note • This command lists the available in built Ethernet addresses, 
active or inactive. It does not currently list Ethernet addresses from 
removable devices such as USB Ethernet adapters.


/sbin/ifconfig enx


where enx is the Ethernet interface 
name (with x a value from 0 to 9); 
remove colons from returned value.


000A277EA17E


FlexNet ID USB 
port dongle 


lmhostid -flexid


lmhostid -flexid -long


FLEXID=9-b28520b9
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Linux Ethernet address lmhostid -ether 00400516E525


Note • This command lists all available Ethernet addresses (active or 
inactive), including those for team-bonding virtual adaptors.


/sbin/ifconfig <ethernet_name>


where <ethernet_name> is one of these 
Ethernet interface names:


• ethx


• Other name type (for example, 
p3p4)


• bond0 (for a team-bonding virtual 
adaptor)


Remove colons from returned HWaddr.


00400516E525


FlexNet ID USB 
port dongle


lmhostid -flexid


lmhostid -flexid -long 


FLEXID=9-b28520b9


Note • The commands lmhostid -flexid is to fetch the dongle id and 
lmhostid -flexid -long command is used to get the error or log 
information along with the dongle id.


UUID (Universally 
Unique Identifier) 
for virtual 
machines


lmhostid -ptype VM -uuid


Supported for Xen, VMware, Oracle 
VirtualBox or Hyper-V (recommended), 
Parallels, QEMU-KVM, Google Compute, 
Microsoft Azure.


VM_UUID=DF440538-8EB7-


11DC-BBDA-FE7FE89E000F


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed. To do this, certificate-only customers need to ensure 
“install_fnp.sh --cert” is run from the publisher directory with root-
privilege at install time. 


Table 6-1 • Hostid Procurement Methods


Hardware Platform Hostid Type this command  Example hostid
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AMZN_EIP in 
Amazon EC2 
environment


lmhostid -ptype AMZN -eip AMZN_EIP=184.72.45.35


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed.


AMZN_AMI in 
Amazon EC2 
environment 


lmhostid -ptype AMZN -ami AMZN_AMI=ami-6a807503


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed.


VM_UUID in 
Amazon EC2 
environment


lmhostid -ptype VM -uuid VM_UUID=i-7d409db1


(Server only)


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed. 


Sun 32-bit hostid lmhostid


or


hostid


170a3472


Ethernet address lmhostid -ether 00400516E525


Windows Ethernet address lmhostid 00B0A9DF9A32


Note • This command lists all available Ethernet addresses (active or 
inactive), including those for team-bonding virtual adaptors.


Disk serial number lmhostid -vsn DISK_SERIAL_NUM=


3e2e17fd


Table 6-1 • Hostid Procurement Methods


Hardware Platform Hostid Type this command  Example hostid
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FlexNet ID parallel 
or USB port dongle


lmhostid -flexid


lmhostid -flexid -long


FLEXID=9-b28520b9


Note • For parallel port dongles, the parallel port must be configured in 
bi-directional mode. The commands lmhostid -flexid is to fetch the 
dongle id and lmhostid -flexid -long command is used to get the 
error or log information along with the dongle id.


VM_UUID 
(Universally 
Unique Identifier) 
for virtual 
machines


lmhostid -ptype VM -uuid


where <virtual machine type> is one of 
these:


Supported for Xen, VMware, Oracle 
VirtualBox or Hyper-V (recommended), 
Parallels, QEMU-KVM, Google Compute, 
Microsoft  Azure.


VM_UUID=DF440538-8EB7-


11DC-BBDA-FE7FE89E000F


(Server only)


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed.


AMZN_EIP in 
Amazon EC2 
environment


lmhostid -ptype AMZN -eip AMZN_EIP=184.72.45.35


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed.


AMZN_AMI in 
Amazon EC2 
environment 


lmhostid -ptype AMZN -ami AMZN_AMI=ami-6a807503


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed.


TPM (Trusted 
Platform Module)


lmhostid -tpm_id1 TPM_ID1=MKG5S-LU9TR-


4LT7M-NICDK


Note • Obtaining this hostid requires that the FlexNet Licensing Service 
be installed.


Table 6-1 • Hostid Procurement Methods


Hardware Platform Hostid Type this command  Example hostid
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Special Hostids
FlexNet Publisher contains a number of special hostid types that apply to all platforms. These hostid types are valid to use 
in both SERVER lines and FEATURE lines, wherever a hostid is required. 


Table 6-2 • Special Hostid Types


Hostid Description


ANY Locks the software to any system (meaning that it does not lock anything).


DEMO Similar to ANY, but only for use with uncounted FEATURE lines.


COMPOSITE=
<composite_


hostid>


Locks the software to a composite hostid. A composite hostid is a hashed 12-character 
hexadecimal value formed by combining the values of one or more simple hostids types, as 
defined by the software publisher. Note that composite hostids are not returned by lmhostid, 
LMTOOLS, or lmadmin: when composite hostids are used, the software publisher will provide a 
utility that determines the publisher’s composite hostid. On some systems multiple composite 
hostids may be provided, any of which may be used to identify the system that the software is 
locked to.


DISPLAY=
<display>


Locks the software to a display. On UNIX, <display> is /dev/ttyxx (which is always /dev/tty 
when an application is run in the background) or the X-Display name. On Windows, it is the 
system name or, in the case of a terminal server environment, the terminal server client name 
(version 8 or later FlexEnabled applications only)


HOSTNAME=
<host>


Locks the software to computer host name <host>.


ID=<n> Functionally equivalent to the ANY hostid—it runs on any system. The difference is that the 
license is unique and is used to identify the end user. This hostid is used to lock the license server 
(on the SERVER line) or the FlexEnabled application (on the feature definition line). The number 
can have dashes included for readability—the dashes are ignored.


Examples:


• ID=12345678 is the same as


• ID=1234-5678 is the same as


• ID=1-2-3-4-5-6-7-8
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Examples
FEATURE f1 demo 1.0 31-dec-2020 uncounted \


HOSTID=FLEXID=9-a6300015f SIGN=”<...>”


or


FEATURE f1 demo 1.0 31-dec-2020 uncounted \


HOSTID=INTERNET=10.10.10.* SIGN=”<...>”


Ethernet Hostids
The Ethernet address is used on some system architectures as the hostid. An ethernet address is a 6-byte quantity, with 
each byte specified as two hexadecimal digits. Specify all twelve hex digits when using an Ethernet address as a hostid. For 
example, if the ethernet address is 8:0:20:0:5:ac, specify 0800200005ac as the hostid.


Several devices with an ethernet address can be attached to a machine; some of these might be virtual devices that 
generate a different ethernet address each time they are activated. An example of a virtual device that might generate an 
ethernet address is VPN (virtual private network) software.


Some devices that have an ethernet address can be detatchable from the machine. For example, a laptop plugged into a 
docking station uses the ethernet address of the docking station; however, when it is disconnected from the docking 
station, the ethernet address is no longer available. A wireless adapter also has an ethernet address and this address is not 
available when either the wireless adapter is removed from the machine or when the wireless adapter is disabled, but still 
physically attached to the machine.


When lmhostid returns multiple ethernet hostids, ensure that you choose a permanent or stable hostid to identify your 
machine.


INTERNET=
<IP_address(es)>


Locks the software to an Internet IP address, or group of IP addresses. Wildcards are allowed. For 
example, 198.156.*.* means any host with a matching INTERNET IP address. The main use is to 
limit usage access by subnet, implying geographic area. For this purpose, it is used on the feature 
definition line as a hostid lock. 


For more information about obtaining this hostid, see the -internet option for lmhostid.


Note • (Windows only) If a Windows machine is connected to a VPN, lmhostid -internet returns 
the virtual adapter IP address. To ensure that this command returns the physical adaptor IP 
address during checkouts, the user needs to perform this workaround: Run regedit, navigate to 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Linkage, locate the Bind 
parameter, and edit the adapter order so that the physical adapter is listed first. Run ipconfig/
registerdns to put the edit into effect.


USER=<user> Locks the software to user name <user>. User names specified in license files cannot contain 
spaces.


Table 6-2 • Special Hostid Types


Hostid Description
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Note • FlexNet Publisher considers the address of any team-bonding virtual adaptor (for teamed Ethernet interfaces) as a 
stable identifier for use as a permanent hostid. 


TPM Hostid
FlexNet Publisher supports the TPM (Trusted Platform Module) hostid for to uniquely identify a computer, specified as 
TPM_ID1 in license files. The TPM hostid is currently supported on Windows platforms only.


As a prerequisite to obtaining and using the TPM hostid, a TPM version 2.0 device must be available and enabled. In 
addition, the FlexNet Licensing Service must be installed.


The TPM hostid is only supported on the SERVER line. It is supported as a served node-locked hostid from FlexNet Publisher 
version 11.15.0 onwards. The TPM hostid is not supported for trusted storage–based licensing.


You can identify the TPM status using the utilities lmtpminfo and lmhostid, or the API lc_tpmstatusget, or natively in 
Windows by using the Microsoft Management Console with tpm.msc specified, or by using WMI and the Win32_Tpm class.


For TPM status values as output by lmtpminfo, see lmtpminfo on page 142.


Troubleshooting


If you encounter problems when trying to obtain the TPM hostid, check that the following requirements have been met:


• The FlexNet Licensing Service must be installed. Contact your software publisher for information on how to install the 
FlexNet Licensing Service.


• The TPM must be turned on and enabled in the machine’s BIOS. To enable it, do the following:


1. Restart the machine. During the restart, follow the instructions on the screen that explain how to interrupt 
normal startup and enter the BIOS setup utility. Locate the Security Settings and enable the TPM. Reboot the 
system. Run lmtpminfo or lmhostid to identify the TPM status. If the status cannot be obtained, continue with 
step 2.


2. Open the TPM management console (tpm.msc).  If the status is TPM not fully enabled, it may be necessary to 
enable UEFI mode in the machine’s BIOS.  


Hostids to Support Virtualization Policy
Your software publisher may choose to enforce a Virtualization support policy using the special hostid constructs in the 
license file. Three hostids are available for use in license file–based license servers running inside virtual machine: 
VM_UUID, ETHER, and VM_GENID. 


VM_GENID is the Generation ID of the virtual machine and has the following restrictions:


• Windows guests only


• Not used as a traditional hostid—for example, may be provided in a VENDOR_STRING field.


Refer to the Virtualization white paper for the example usage of VM_GENID.
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Note • The FlexNet Licensing Service must be installed on machines that use virtualization features. 


Hostids to Support Cloud Licensing
The hostids listed in this chapter for the Amazon EC2 environment support typical use cases for licensing software in a 
cloud. For a description of cloud hostids, see Chapter 16, Licensing in a Cloud-Computing Environment.
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License Models

License rights are created by the software publisher. License rights specify floating (concurrent) usage, node-locked (both 
counted and uncounted), or any combination of floating, counted, and uncounted.


Floating (Concurrent) Licenses
A floating license means anyone on the network can use the FlexEnabled application, up to the limit specified in the license 
file or fulfillment record (also referred to as concurrent usage or network licensing). Floating licenses have no hostids on the 
individual FEATURE lines. Floating licenses requires a license server manager and a vendor daemon to be running to count 
the concurrent usage of the licenses.


An example of a license file that provides floating licenses is:


SERVER lulu 17007ea8 


VENDOR sampled 


FEATURE f1 sampled 1.00 31-dec-2020 2 SIGN=”<...>”


FEATURE f2 sampled 1.00 31-dec-2020 6 SIGN=”<...>”


FEATURE f3 sampled 1.00 31-dec-2020 1 SIGN=”<...>”


This license file specifies that two licenses for feature f1, six licenses for feature f2, and one license for feature f3 are 
available anywhere on the network that can access the license server, called lulu. The license server manager uses one of 
the default TCP/IP ports.


The equivalent floating licenses are held in trusted storage as a fulfillment record that contains the same FEATURE lines as 
in the license file without any SERVER or VENDOR lines.


Node-Locked Licenses Using Hostid
This section describes node-locked licenses using a hostid. Licenses held in trusted storage are node-locked because 
trusted storage is locked to a machine, see Locking of Licenses Using Hostid or Trusted Storage for an explanation.


Node-locking means the FlexEnabled application can be used on one system or a set of systems only. A node-locked 
license has a hostid on the FEATURE line that identifies a specific host. There are two types of node-locked licenses: 
uncounted and counted.
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If the number of licenses value is set to either zero (0) or uncounted, then the license will not be counted which allows the 
license to be used an unlimited number of times. This configuration does not require a license server because it is not 
necessary to count the concurrent usage of the features. 


The license server can be used to serve uncounted licenses. However, served uncounted INCREMENT line signatures are 
not linked to the hostid on the SERVER line, therefore using served uncounted licenses with HOSTID=ANY is an exploit risk. 
Instead, Flexera recommends served counted licenses with a large count. 


The following license file allows unlimited usage of feature f1 on the systems with hostids of 17007ea8 and 1700ab12:


FEATURE f1 sampled 1.000 31-dec-2020 uncounted HOSTID=17007ea8 SIGN=”<...>” 


FEATURE f1 sampled 1.000 31-dec-2020 uncounted HOSTID=1700ab12 SIGN=”<...>” 


Alternately, these two FEATURE lines could have been issued by your software publisher with a hostid list:


FEATURE f1 sampled 1.000 31-dec-2020 uncounted HOSTID="17007ea8 1700ab12” SIGN=”<...>” 


If these were the only FEATURE lines in this license file, neither the license server manager or vendor daemon are necessary 
and you do not need to start one. 


The following license file provides three licenses for feature f1, locked to the system with hostid 1300ab43. Since the 
license server and licenses are locked to the same system, the daemons run on the same system that runs the FlexEnabled 
application.


SERVER lulu 1300ab43 1700


VENDOR sampled /etc/sampled


FEATURE f1 sampled 1.00 31-dec-2020 3 HOSTID=1300ab43 SIGN=”<...>”


Mixed Node-Locked and Floating Licenses
Uncounted node-locked and concurrent usage licenses can be mixed in the same license file. 


The following license file allows unlimited use of feature f1 on systems 17007ea8 and 1700ab12, while allowing two other 
licenses for feature f1 to be used anywhere else on the network:


SERVER lulu 17001234 1700


VENDOR sampled C:\flexlm\sampled.exe


FEATURE f1 sampled 1.00 31-dec-2020 uncounted HOSTID=17007ea8 SIGN=”<...>” 


FEATURE f1 sampled 1.00 31-dec-2020 uncounted HOSTID=1700ab12 SIGN=”<...>” 


FEATURE f1 sampled 1.00 31-dec-2020 2 SIGN=”<...>” 


This configuration requires a license server manager and vendor daemon because the licenses on the third FEATURE line 
are counted.


Counted vs. Uncounted Licenses
The license model (as defined in the license file on the end user machine) determines whether a license server is needed. If 
all feature definition lines have a license count set to either zero (0) or uncounted, then the customer does not need a 
license server. This type of license is called uncounted. Alternatively, if any features have a non-zero license count, then the 
customer needs a license server to count those licenses. If a software publisher wants to use FlexNet Publisher without a 
license server, they must issue uncounted licenses.


The license server can serve uncounted licenses also. This is often done so that:
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• Transactions can be logged into the report log for all license requests, which can then be reported on by FlexNet 
Manager.


• Options file constraints can be applied to the licenses.


When serving uncounted licenses from a license server, note the following:


• Include the SERVER and VENDOR lines in the license file. 


• The user application must point to the license server with port@host (recommended). 


• Served uncounted INCREMENT line signatures are not linked to the hostid on the SERVER line, therefore using served 
uncounted licenses with HOSTID=ANY is an exploit risk. Instead, Flexera recommends served counted licenses with a 
large count. 


Mobile Licensing
End users often want to use applications on computers that do not have a continuous connection to a license server. These 
situations include:


• Working on a laptop


• Using a computer both at work and at home


• Working from several different computers not connected to a license server


FlexNet Publisher supports licenses that allow one of several kinds of mobile licensing:


• Node-locked to a laptop 


• Node-locked to a FlexNet ID dongle


• Node-locked to a FlexNet ID dongle with FLOAT_OK keyword 


• License borrowing with BORROW keyword 


• Node-locked to a user name


• Fulfilled from a prepaid license pool


• Optionally when provided by the publisher, Distribution of Node-Locked Licenses to Networked Machines using 
trusted storage can be used.


You should use license rehosting if an enterprise wants to move a license without using one of these methods. The software 
publisher must generate a new node-locked license file for each new client computer. Rehosting requires administrative 
overhead because the software publisher must be involved with each move. 


Node-Locked to a Laptop Computer
To use a license exclusively on one laptop computer, the license should be node-locked to that computer. When the license 
is held in a license file, it resides on the laptop computer. Any license held in trusted storage on a laptop computer is node-
locked to the laptop.
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Node-locked to a FlexNet ID Dongle
To move a license between different systems, it can be locked to a FlexNet ID dongle (a dongle that connects to a parallel or 
USB port). You can move this license between systems by installing a copy of the license file with a hostid set to the FLEXID 
of the dongle on each system and moving the dongle from one system to another. Since the license is tied to the dongle, 
only the system with the dongle can use the license.


FlexNet ID dongles are made available by your software publisher. Your software publisher can also provide you with an 
installer that installs drivers for all FlexNet ID dongles.


Node-Locked to a FlexNet ID Dongle with FLOAT_OK
A dongle can be used to provide floating licenses via a license server by including the key word FLOAT_OK. This method has 
an advantage over simply using a license locked to a FLEXID, because the dongle can now be attached to a license server so 
that the licenses can be checked out by any network machine.


The software publisher issues you a dongle and a license file that contains a FEATURE line nodelocked to the FLEXID 
containing the FLOAT_OK keyword. One dongle and FEATURE line containing the FLOAT_OK keyword is needed for each 
instance of a license that is mobile. When the dongle is attached to a license server, the license floats on the network. When 
the dongle is removed from the license server, the license is available only on the standalone computer. 


This method supports parallel or USB dongles. Because it is simpler to attach multiple USB dongles to a computer, they 
may be preferable.


Using a FlexNet ID Dongle for Mobile Licensing Using a FLOAT_OK License
The software publisher provides a dongle, a dongle driver installer, and a license file that contains a FEATURE line node-
locked to the FLEXID containing the FLOAT_OK keyword. A license administrator then:


1. Installs the license file on the license server.


2. Installs the FlexNet ID dongle driver on the license server. 


3. Attaches the dongle to the license server. 


4. Starts the license server or rereads the license file 


While the dongle is attached to the license server, the node-locked license associated with it floats on the network. 


Task To transfer a license from the pool of floating licenses to a disconnected computer:


1. Copy the license file containing the FLOAT_OK node-locked FEATURE line from the license file on the license server to 
a license file on the client in the location where the FlexEnabled application expects to find its license file. 


2. Install the dongle driver on the client computer, if it is not already installed.


3. Move the dongle matching the node-locked FEATURE line from the license server to the client. When the dongle is 
removed from the license server, this license is unavailable on the network. 


4. Disconnect the client computer from the network. Now the license is available on the computer with the dongle, even 
though that computer is disconnected from the network. 
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Task To return the license to the license server so it floats on the network again:


1. Remove the dongle from the client and replace it on the license server.


2. Reread the license file for the license server that serves the floating version of the license by running lmreread. 


When the dongle is returned to the license server, the FLOAT_OK license does not float on the network again until 
lmreread is run. 


FLEXID with FLOAT_OK Example
The following is a sample license file. It is shipped with two dongles: FLEXID=9-34efc1d8 and FLEXID=9-30eb7ff6.


SERVER myhost ANY


VENDOR sampled


FEATURE f1 sampled 1.0 permanent uncounted FLOAT_OK \


HOSTID=FLEXID=9-34efc1d8 SIGN=”<...>”


FEATURE f1 sampled 1.0 permanent uncounted FLOAT_OK \


HOSTID=FLEXID=9-30eb7ff6 SIGN=”<...>”


The user installs the license file and the two dongles on the license server. When attached to the license server, each 
uncounted FLOAT_OK license floats on the network and allows a single use. Therefore, up to two users can use f1 on the 
end user’s network, except on the license server itself, where the license use is disallowed. 


If a user wants to work at home, the user installs a license file that contains the FEATURE line node-locked to FLEXID=9-
34efc1d8 (this only needs to be done once), transfers the dongle with FLEXID=9-34efc1d8 from the license server to the 
client, and installs the dongle driver on the client computer (this also only needs to be done once). The user disconnects 
the client computer from the network and uses the transferred FLOAT_OK license on the client computer. The license 
server allows only the single remaining FLOAT_OK license to float on the network.


After returning the dongle to the license server, the license administrator runs lmreread so the returned license can float 
again.


Note • FLOAT_OK keyword introduced in version 8.0 client library, license server manager, and vendor daemon. All 
components must be version 8.0 or later in order to use FLOAT_OK.


License Borrowing with BORROW
This method of implementing mobile licensing is used only when license rights are held in license files.


If a license is to be used on a computer that is intermittently connected to a license server, that license can be issued as a 
floating license with the BORROW keyword. A BORROW license can be borrowed from a license server via a special 
checkout and used later to run an application on a computer that is no longer connected to the license server. License 
borrowing must be enabled by a software publisher before a user can borrow licenses.


With license borrowing, a software publisher issues a floating license with a FEATURE line that contains the BORROW 
keyword. A user specifies the expiration date a borrowed license is to be returned and runs the application while connected 
to the network which writes borrowing information on the client computer. The license server keeps the borrowed license 
checked out. The FlexEnabled application automatically uses the local borrowing data to do checkouts during the borrow 
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period. If enabled by the software publisher, borrowed licenses can be returned early, that is, before the borrow period 
expires. Upon the earlier of either the expiration of the borrow period or the early return of a borrowed license, the local 
borrowing data no longer authorizes checkouts and the license server returns the borrowed license to the pool of available 
licenses. No clock synchronization is required between the license server and the system running the FlexEnabled 
application. 


Initiating License Borrowing 
If a software publisher has enabled license borrowing by issuing a license file that contains a FEATURE line with the 
BORROW keyword, an user initiates license borrowing in one of three ways:


• Using the borrowing interface in application, if provided in the application


• Running the lmborrow utility to set LM_BORROW 


• Setting the LM_BORROW environment variable directly 


Application Interface
The user initiates license borrowing this way only if the application provides a borrowing interface. Information about this 
is supplied by the software publisher. 


Running the lmborrow Utility
lmborrow is one of the lmutil/lmtools utilities. To initiate borrowing, the user runs lmborrow from the command line or 
through lmtools:


lmborrow {vendor|all} enddate [time]


where vendor is the vendor daemon that serves the licenses to be borrowed, or all specifies all vendor daemons in the 
license server. enddate is the date the license is to be returned in dd-mmm-yyyy format. time is optional and is specified in 
24-hour format (hh:mm) in the FlexEnabled application’s local time. If time is unspecified, the checkout lasts until the end of 
the given end date. 


For example:


lmborrow sampled 20-aug-2017 13:00


Setting the LM_BORROW Environment Variable Directly
The lmborrow utility is a user interface to set LM_BORROW in either the registry (Windows) or in $HOME/.flexlmborrow (UNIX). 
LM_BORROW can also be set directly as an environment variable: 
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today:{vendor|all}:enddate[:time]


where:


For example:


LM_BORROW=15-aug-2017:sampled:20-aug-2017:13:00


In this example, one or more licenses served by the sampled vendor daemon are borrowed on August 15, 2017, and are 
scheduled to be returned at 1 P.M. on August 20, 2017. 


Borrowing a License
To borrow a license for a desired feature, on the same day and the same system that the user runs lmborrow or sets 
LM_BORROW (and while still connected to the network), the user runs the application to check out and borrow the license. If 
the user runs the application more than once that day, no duplicate license is borrowed. No license is borrowed if the 
application is run on a day different than the date borrowing was set to be initiated.


For example, say that today you want to borrow a license for the PageWizard feature for a week. The PageWizard feature is 
served by the sampled vendor daemon. Today, while you are connected to the network, run lmborrow or set LM_BORROW 
directly. For example:


lmborrow sampled enddate 


Today, after you run lmborrow, while you are connected to the network, run the application that checks out a license for 
the PageWizard feature. After the license is checked out, close the application and disconnect your system from the 
network. The license that you just checked out stays checked out from the license server until the borrow period expires—
that license now is used on your disconnected system until the borrow period expires. Once checked out, it remains 
checked out for the full borrow period. The borrow period cannot be renewed until the period has expired.


Table 7-1 • LM_BORROW Environment Variable Arguments


Argument Description


today Today’s date in dd-mmm-yyyy format. Any checkouts done on this date create local borrow 
information. If a checkout is done on a different date than this date, no local borrowing 
information is created. 


vendor Vendor daemon that serves the licenses to be borrowed, or all specifies all vendor 
daemons in the license server.


enddate Date the license is to be returned in dd-mmm-yyyy format.


time Optional. time is specified in 24-hour format (hh:mm) in the FlexEnabled application’s local 
time. If time is unspecified, the checkout lasts until the end of the given end date.
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Clearing the Borrow Period
Once you have borrowed all the licenses that you need for the current borrow period (defined by the LM_BORROW 
environment variable), prevent licenses for any additional features from being borrowed by running lmborrow -clear. 
This clears the LM_BORROW setting in the registry (Windows) or $HOME/.flexlmborrow (UNIX). lmborrow -clear does not 
clear the local information about licenses you have already borrowed. 


Checking Borrow Status


Task To print information about borrowed features:


1. Issue the following command on the system from which they are borrowed:


lmborrow -status


The system that borrowed the features does not have to be connected to the network to determine the status.


Returning a Borrowed License Early


Task To return a borrowed license before the borrow period expires:


1. Reconnect the borrowing system back to the network.


2. From the same system that initiated the borrowing, issue the command:


lmborrow -return [-c licfile] [-d display_name] [-u username] [-h hostname] [-fqdn] [-vendor name] 


feature [-bv version]


This option may or may not be allowed by your software publisher. Check directly with your software publisher to 
determine if they support borrowed licenses being returned early.


The option -bv[version] is used to return a particular version of a feature.


Support for License Borrowing
See the following sections for more information about the utilities and keywords in the options file that support license 
borrowing:


• lmborrow utility


• lmdown utility


• lmstat utility


• BORROW_LOWWATER keyword


• EXCLUDE_BORROW keyword


• INCLUDE_BORROW keyword
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Node-locked to a User Name
This method of implementing mobile licensing is used only when license rights are held in license files.


If a license is to be used exclusively by one user on different systems, that license can be node-locked to the user’s user 
name. The license file is copied to the different systems on which the user might work; the user’s user name must be 
identical on each system. For this method to be useful, individual user names in an organization must be unique. Note that 
a user name, when used in a license file in this way, cannot contain spaces. 


Fulfilled from a Prepaid License Pool
In this method, the user buys a prepaid number of license-days from the software publisher. The user can then fulfill a 
license using a partial amount of the total license-days for the given borrow period, node-locked to a particular system. For 
example, in preparation for a business trip (or even during a business trip), the user fulfills a license that expires in five days 
that is node-locked to their laptop. Each fulfillment can be node-locked to a different system (or even multiple times to the 
same system), thus allowing mobility of license usage within the pre-paid number of license-days.


This model is like pay-per-use because each fulfillment is made from a decreasing number of license-days. It is different 
than other pay-per-use models because, once node-locked to a system, that system is allowed unlimited use of the 
application until the license expires. This short-term license cannot be returned early; once fulfilled, those license-days 
cannot be refunded. Other pay-per-use models charge based on the number of times the application is used.
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Selecting a License Server Machine

When selecting a machine on which to install a license server, select a stable system; do not choose systems that are 
frequently rebooted or shut down. Normally, it is not required that each system be the same architecture or operating 
system as other license servers or the client machines on which the FlexEnabled applications are running.


The following sections discuss the resources used by the license server. When you select a machine on which to install a 
license server, you may need to consider whether it has sufficient resources. For small numbers of licenses (under about 
100), most of these system limits are not a problem on any workstation.


License Server Sockets
When using TCP/IP ports, each FlexEnabled application connected to a license server uses one or more sockets. Depending 
on how the publisher implemented licensing, the FlexEnabled application may need one or more sockets. Ask the 
publisher for this information. The per-process system limit for file descriptors determines the number of sockets available 
to the license server. The total number of sockets that the license server uses is slightly larger than the total number 
needed by the FlexEnabled applications that connect to it.


If the number of sockets required by the license server on a single system becomes excessive, then one solution is to run 
multiple license servers and split the licenses between them. This reduces the networking traffic to each license server. See 
Redundancy Using the License Search Path for instructions and information about this configuration. Your publisher will 
need to agree to issue new license files, if you want to move licenses from an existing license server. If the licenses are held 
in trusted storage, the publisher may provide an automated process for returning them and activating them on another 
license server.


License Server CPU Time
For small numbers of clients, the license servers use very little CPU time. The servers might have consumed only a few 
seconds of CPU time after many days.


For a large number of clients (where each are exchanging heartbeat messages with the license server), or for high checkout 
and checkin activity levels (hundreds per second), the amount of CPU time consumed by the server may start to become 
significant; although, even here, CPU usage is normally not high. In this case, you may need to ensure that the system you 
select has enough CPU cycles to spare.
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License Server Disk Space
The only output files created by the license servers are the debug and report log files. FlexNet Manager, Flexera’s Web-
based software license management system, uses the report log files to generate accurate usage reports. If there is a lot of 
license activity, these log files grow very large. You need to consider where to put these files and how often to rotate and 
archive them. You have the option to suppress log file output if disk space is at a premium. 


It is recommended that the log files are local files on the server systems to avoid networking dependencies.


See Also
Report Log File
Debug Log File


License Server Memory
The license server uses little memory. The vendor daemons use approximately 2 MB each, although memory usage 
increases in the vendor daemon with the number of concurrent licenses, size of the options file, and the number of 
concurrent users. lmadmin, uses between 7 and 10 MB of memory during typical usage.Typically, the command-line license 
server manager, lmgrd, uses approximately 2 MB.


Network Bandwidth for License Server
FlexNet Publisher sends relatively small amounts of data across the network. Each transaction, such as a checkout or 
checkin of a license, generally transfers less than 1 KB of data. This means that FlexNet Publisher can be effectively run over 
slow networks (such as dial-up SLIP lines) for small numbers of clients.


For a large number of FlexEnabled applications (hundreds), each of which exchange heartbeat messages with the vendor 
daemon, the network bandwidth used may become significant. In this case, run the FlexEnabled application and server on 
the same local area network, and run multiple license servers if required. Users can use a license search path in the 
LM_LICENSE_FILE environment variable to have effective access to both servers. Enterprises can experience a performance 
issue when there is slow network communication or if FlexEnabled clients are using a dial-up link to connect to the 
network.


When you are using lmadmin, which uses HTTP, you need to consider the clients that connect to the lmadmin user interface. 
Depending on the number of clients and the frequency of the page refresh, they can impose a significant burden on 
network traffic.


License Server Locally Mounted Disks
It is recommended that you do not use remote mounted disks when you run the license server. In other words, it is 
recommended that lmadmin or lmgrd, the vendor daemons, the license file, and the debug and report log files are all on 
locally mounted disks. If any of these files are on a remote mounted disk, this doubles the points of failure, which could 
lead to a temporary loss of all of your licenses. When all files are mounted locally, the licenses are available as long as the 
server is running. When the files are on a different system, licenses may become unavailable if the license server or file 
server fails.
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License Server Port
It is recommended that a specific port is designated on the license server machine to be used only by license server 
components. The benefits of this are that it is:


• Easy to track processes by the port that they are run on.


• Easier to configure FlexEnabled clients to access the license server.


• Easier to manage license server components in an environment where a firewall and/ or antivirus software is in use.


• Useful in preventing port conflicts and the hijacking of the port by other processes.


Configuring a Port Using lmgrd


Specify the license server port in the license file used to start lmgrd. 


Task To configure the port using lmgrd


1. Add the port number to the SERVER line as illustrated in the following example SERVER line:


SERVER pat 17003456 2837


where pat is the host name of the license server machine, 17003456 is the hostid of the license server machine and 
2837 is the TCP/IP port number used by the license server.


2. Use the license file that contains the SERVER line that includes the port number to start lmgrd.


Configuring a Port Using lmadmin


Configure the license server manager port either:


• Using the lmadmin user interface. See the online help for information.


• Using the lmadmin -licport command. For information about the -licport argument, see lmadmin Command-line 
Arguments.


Running the License Server in a Cloud
Operating in a public or virtual private cloud in an Amazon EC2 environment, you can run the license server on an AMI 
instance and then deploy instances of the FlexEnabled application as one or more license clients in the cloud, in your 
enterprise network, or in both, with all clients pointing to the license server in the cloud. 


In a public cloud, you can run lmhostid directly on the AMI instance containing the license server to obtain the hostid 
needed to bind the license. For more information about these use cases and the required hostids, see Chapter 16, Licensing 
in a Cloud-Computing Environment.
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License Server Manager “lmadmin”

The license server manager is one of the components that makes up a license server (the other being the vendor daemon). 
It handles the initial contact with FlexEnabled applications, passing the connection on to the appropriate vendor daemon. 
The purpose of the license server manager is to:


• Start and maintain vendor daemons as required for serving license rights from different software publishers. 


• Refer application checkout (or other) requests to the correct vendor daemon.


There are two versions of the license server manager:


• lmadmin—The Web-based license server manager


• lmgrd—The original license server manager with a command-line interface


This section describes lmadmin. For information about lmgrd, see License Server Manager “lmgrd”.


lmadmin provides improved methods of managing the license server and vendor daemons. A brief description of the 
improved capabilities follows. For a more detailed comparison of lmgrd and lmadmin, see Migrating from lmgrd to 
lmadmin.


lmadmin Capabilities


• Direct configuration of the vendor daemons and license server manager—License-server port number, vendor-
daemon path and port, and three-server redundant port can be configured without any edits to the license files.


• Configurable alerts—You can set up lmadmin to issue alerts to warn you of potential problems (for example, license 
expiry, no available licenses, or vendor daemon status).


• License rights status display—The lmadmin user interface provides a display of all available and in-use license rights. 
This display can include all concurrent (floating) licenses both from license files and from trusted storage. It can also 
include activatable and hybrid licenses (held in trusted storage) when these are available on the license server.


• Command-line functions accessed by option buttons—For example, the Stop Server and Reread License Files 
buttons perform the same actions as the lmdown and lmreread functions, respectively. For a list of license 
administration functions that are available directly from lmadmin, see lmadmin License Administration Functions.


• Minimal editing of license files—Option file specification requires editing.
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This release of lmadmin is available for use on a limited number of platforms. For full details, contact your software 
publisher or see the FlexNet Publisher Release Notes. lmadmin is compatible with licensing components from version 9.2 or 
later. See Version Compatibility Between Components for detailed information on how to determine what versions of the 
licensing components are provided in your licensed applications.


Installing lmadmin
This section contains instructions for installing the lmadmin license server.


System Requirements for lmadmin
For information on supported platforms and Web browsers of lmadmin see the latest Release Notes.


To use lmadmin on Windows platforms, the relevant Microsoft Visual C++ Redistributable Package must be installed. For the 
required minimum version, refer to the Release Notes, section System Requirements for lmadmin. You have an option to 
install this package during the lmadmin installer process.


The lmadmin installer requires that JRE 1.6 or later (for OS X: JRE 1.7 or later) be installed. If the JRE is not already present 
on the machine, it must be installed separately, because it is not bundled with the lmadmin installer.


Do not run the 32-bit lmadmin and the 64-bit lmadmin on the same system. If you are upgrading from the 32-bit lmadmin to 
the 64-bit lmadmin, you must stop and deinstall the 32-bit lmadmin first. 


Note • If you want to use a different JRE version while installing/uninstalling you can use the LAX_VM command, as follows:
C:\Users\fnpauto\Desktop>lmadmin-i86_n3-11_14_1_1.exe LAX_VM “C:\Program Files\Java\jre1.8.0_112\ bin\ java.exe”


Using the License Server Installer
This section describes how to install the license server for the first time. If you have an existing installation of the lmadmin 
license server, see Upgrading lmadmin on page 70 for instructions. 


When running the lmadmin installer, accept the default settings whenever possible. If you are given the option to modify 
installation settings, keep the following information in mind.


• Choose Install Folder window—Do not install the lmadmin license server in the same folder as an existing FlexNet 
Publisher installation. Choose a new or an empty folder as the installation directory.


Under Windows, the default path is C:\Program Files\FlexNet Publisher 64-bit License Server Manager for the 
64-bit lmadmin or C:\Program Files (x86)\FlexNet Publisher License Server Manager for the 32-bit lmadmin. 


• Choose Data Folder window—(Windows only) The installer creates the lmadmin service of the type “Local Service”, 
with start-up type “Automatic”. If the service is started with a non-admin account, it does not have sufficient privileges 
to modify the contents of the Program Files (x86) directory. It is therefore strongly recommended installing the 
folders that are updated during run time (conf, logs, cache, licenses) under ProgramData. The default path is 
C:\ProgramData\FLEXlm\lmadmin.


• Import Files from Previous Installation window—(Windows only) If you want to import license files, log files, 
configuration data, and vendor daemons from a previous installation of the lmadmin installer, provide the previous 
installation paths. For more information, see Upgrading lmadmin on page 70.
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• Service Configuration window—While it is possible to manually start and stop the lmadmin license server manager, it 
is recommended that you install it as an operating system service so that it will automatically start whenever the 
operating system restarts. The installer will set up the service for you on Windows. For UNIX or Mac, see Installing 
lmadmin License Server Manager as an Operating System Service for more details.


• Windows Active Directory domain user or group prompt—During installation on a Windows machine, the installer 
might prompt you to pre-designate an Active Directory domain user or group name to be used to sign into the lmadmin 
user interface. (Providing this information is optional.) If you specify a domain user name, administrators can sign in 
using this user name and its associated password as defined in Active Directory. If you specify a domain group name, 
administrators can sign in using the name and password of any domain user belonging to the specified group. 
(Designating a domain group is helpful in a large enterprise where you might have several license administrators who 
need access to the interface.) Once lmadmin is installed, you can use its interface to set up additional domain users or 
groups for sign-in. 


Note • The lmadmin installer of certain software publishers might provide this option to pre-designate an Active 
Directory user or group for sign-in.


After installing lmadmin with the default configuration, you can configure the location where it stores the license files it 
uses. See Configuring the License File Upload Directory for details.


• LDAP user support by lmadmin on Linux—Linux platforms support LDAP users. License administrators can create an 
LDAP user account as an lmadmin domain-administrator-type or domain-user-type user. 


The License Administrator can then log in to the lmadmin user interface using the just-added LDAP user ID (and its 
associated password). To identify this account, use the format domain\username, where domain is a valid LDAP 
domain to where the machine running lmadmin can connect, and username identifies a valid account within that 
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domain. (Also, lmadmin should have been already configured to connect to that LDAP server). This value specified for 
account is not case-sensitive and can include up to 64 characters. Using the lmadmin user interface, you can change 
this account’s role to domain-administrator or domain-user or remove the account from the lmadmin user-interface 
user list. However, you cannot manage the account as an LDAP user.


Task To configure LDAP for lmadmin on Linux:


1. Configure the LDAP server using the following command:


./lmadmin -ldapHost <ActiveDirectoryServerHost> -ldapPort <ActiveDirectoryServerHost> -ldapUser 


<domain\user> -ldapPassword <ldapUserPassword> -ldapBaseDN <ActiveDirectoryServerHostBaseDN> -noWeb 


-noLic


The above command is used to configure lmadmin running on the Linux server to connect and authenticate to an LDAP 
server.


Table 9-1 • Parameters used by lmadmin on Linux to connect to LDAP


The “-ldapUser” and “-ldapPassword” options should be used to specify a user-account and password combination 
that can be used to bind to the AD server. This account/password info would be used for binding while checking for 
the existence of a particular domain user before adding it to the configuration file.


If 'lmadmin' is installed through the 'lmadmin' installer on a non-English version of OS, then the permission to 
'server.xml' needs to be manually provided through the below command:


icacls server.xml /grant <'Users' equivalent on non-English version of OS>:M


2. Check the configuration file (conf\server.xml) and start the lmadmin server.


3. Log on to the lmadmin web GUI as an administrator. The lmadmin dashboard is displayed.


4. To add domain users, select the Administration tab, open the User Configuration tab and click New. The Create 
User page is displayed.


5. For Role, select Domain Administrator.


6. Enter the user name in the format domain\user. For example: DOMAIN1\USER1.


7. The new domain users can now log on to the Administration pages using the domain account and password.


Option Description


ldapHost Specify the server host name or IP address of the LDAP server


ldapPort Specify the server port of the LDAP


ldapUser Specify the domain user name 


ldapPassword Password of the specified domain user.


ldapBaseDN Base Distinguished name to be used while searching for users on the LDAP server. 
For example: If the Active Directory server is testads.flexera.com, the BaseDN 
value would usually be DC=TESTADS,DC=FLEXERA,DC=COM
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Running the Installer in Console Mode


On AIX, Linux, Solaris, or Windows platforms, you can run the lmadmin installer in console mode. This mode enables you to 
install lmadmin from the command line, providing an alternative to the user interface–based method.


Use the following command to run the installer in console mode:


<lmadmin_installer> -i console


where <lmadmin_installer> is the name of the lmadmin installation program.


The console installation process prompts you for information needed to complete the installation.


Note • When uninstalling lmadmin, it is recommended that the same mode used for installation is also used for uninstallation. 
Otherwise, you might not be prompted to save the logs and server.xml file or to stop and uninstall the lmadmin service (the 
lmadmin service is only available on Windows platforms).


License Server Directory Structure
After installing the lmadmin license server, you see that files have been installed in the following directories:


• Program Files\FlexNet Publisher 64-bit License Server Manager (64-bit lmadmin) or Program Files 
(x86)\FlexNet Publisher License Server Manager (32-bit lmadmin)—(Windows only) The installation folder that 
you specified on the panel Choose Install Folder when installing lmadmin. This directory contains folders and files 
that are not modified during run time; as well as lmadmin.exe, the license server executable. This directory is often 
referred to as the installation root directory (<lmadmin_install_dir>). 


• ProgramData\FLEXlm\lmadmin—(Windows only) The installation folder that you specified on the panel Choose 
Data Folder when installing lmadmin. This directory contains folders with files that are updated during run time. This 
directory is also referred to as the runtime data directory  (<lmadmin_runtimedata_dir>).


• ...\FNPLicenseServerManager—(non-Windows platforms) The installation folder that you specified when installing 
lmadmin; often referred to in this documentation as the installation root directory (<lmadmin_install_dir>). 
Configuration paths are usually specified relative to this directory location. This directory contains lmadmin, the 
license server executable.


Do not edit the contents of any file or directory except where explicitly instructed to by this License Administration Guide, or 
by other supplied licensing documentation.  


Table 9-2 • Directories used by the License Server Manager


Directory Description of Contents


\demo Contains sample license files and the demo vendor daemon.


(On Windows systems, this folder is located in the installation root directory.) 


\eventlog Exists on Window systems only and includes the files needed to allow the license server 
to record messages to the Windows event log.


(On Windows systems, this folder is located in the installation root directory.) 
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Upgrading lmadmin
Before installing a new version of lmadmin:


• If you have configured lmadmin as a system service, shut down the service.


• Shut down any lmadmin processes running on the system.


• Do not run the 32-bit lmadmin and the 64-bit lmadmin on the same system. If you are upgrading from the 32-bit 
lmadmin to the 64-bit lmadmin, you must stop and deinstall the 32-bit lmadmin first. 


The lmadmin installer provides the option Import Files from Previous Installation. This option enables you to upgrade 
lmadmin while retaining a previous lmadmin configuration.


The following files and folders are imported from an existing lmadmin installation:


• lmadmin configuration data—Permanent lmadmin settings that were configured either via the license server 
management interface or via the command-line. For example, these settings include the license server port number, 


\examples Contains code samples that show how to build capabilities using the Web services.


(On Windows systems, this folder is located in the installation root directory.) 


\uninstall Contains the files required to uninstall lmadmin.


(On Windows systems, this folder is located in the installation root directory.) 


\web Contains the license server management interface.


(On Windows systems, this folder is located in the installation root directory.) 


\wsdl Contains the WSDL file that you can use to generate a client proxy for the Web services.


(On Windows systems, this folder is located in the installation root directory.) 


\cache System directory that is created after you start any vendor daemon using the license 
server management interface.


(On Windows systems, this folder is located in the runtime data directory.) 


\conf Contains server.xml and other system files that define the license server configuration.


(On Windows systems, this folder is located in the runtime data directory.) 


\licenses Contains the license files served by lmadmin.


(On Windows systems, this folder is located in the runtime data directory.) 


\logs Contains the application log files. This directory is created after the license server is 
started for the first time.


(On Windows systems, this folder is located in the runtime data directory.) 


Table 9-2 • Directories used by the License Server Manager


Directory Description of Contents
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vendor daemon path and port, three-server redundant port, and the maximum size of a file import. These and other 
configuration data are held in the file server.xml which is imported to the conf directory.


• Vendor daemon files and license files—The vendor daemon executable, the license file used to start the vendor 
daemon, and additional license files imported via the license server management interface after the initial import of a 
vendor daemon. A copy of the directory structure is created and these files are imported.


• Log files—The log file (<vendor>.log) for each vendor daemon.


This section describes the upgrade procedure when you are installing the latest version of lmadmin and want to import files 
from a previous lmadmin installation. To determine which version of lmadmin you are using, see the Release Version value 
displayed on the System Information page.


Task To upgrade an existing lmadmin installation: 


1. Run the lmadmin installer.


2. In Choose Install Folder, set the installation root directory. Ensure that the installation root directory is not a sub-
directory of the existing installation. (On Windows, the default path is C:\Program Files\FlexNet Publisher 64-bit 
License Server Manager for the 64-bit lmadmin or C:\Program Files (x86)\FlexNet Publisher License Server 
Manager for the 32-bit lmadmin.) 


3. (Windows only) In Choose Data Folder, set the runtime data directory. The default path is 
C:\ProgramData\FLEXlm\lmadmin.


4. In Import Files from Previous Installation, you can select to import data from a previous installation. To do so, select 
the Import check box and provide the path to the installation root directory of the relevant lmadmin installation.


Provide the following information:


• Previous Installation Path—Specify the path to the installation root directory of the lmadmin installation that 
you want to import. 


• Previous Data Folder Path—(Windows only) Specify the path to the runtime data folder of the lmadmin 
installation that you want to import. This enables you to import data files from a previous installation.


Note • If you have uninstalled the previous lmadmin installation and saved the configuration files in a separate 
directory (for example, C:\temp\<previous_installer_data>\conf\server.xml and 
C:\temp\<previous_installer_data>\logs\lmadmin.log) , specify the path to the directory that contains the 
conf and logs folders (C:\temp\previous_installer_data>).


If your previous installation did not distinguish between an installation root directory and runtime data directory, 
specify the path to the installation root directory in both fields.


5. If you have configured the license server manager port, in Launch Configuration enter the license lerver port number. 
(See License Server Manager Not Starting.)


6. If you have configured the TCP/IP port that the Web server uses to listen for communication with clients connecting to 
the license server management interface, in Launch Configuration enter the HTTP port number. (See License Server 
Manager Not Starting.)


7. Complete the remaining installation dialogs.
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Note • Note the following when upgrading lmadmin:


• The lmadmin installer imports an existing vendor daemon and its associated files only when the license file used to 
import the vendor daemon contains the license file path as a relative path on its VENDOR line.


• Any existing demo vendor daemon and associated license files and log files are not imported. The installer always installs 
an up-to-date version of the demo vendor daemon and the files required to run it.


Upgrading OpenSSL Libraries
To enable customers to quickly upgrade to a higher version of OpenSSL libraries, lmadmin is dynamically linked against the 
OpenSSL libraries. Only the following type of OpenSSL upgrades is supported by Flexera: Upgrade from X.Y.Za to X.Y.Zb—
Low risk (e.g. 1.0.2h to 1.0.2k version of OpenSSL)


More significant upgrades are unsupported due to possible API incompatibility issues; for example, an upgrade from 1.0.2 
to 1.0.3 or 1.1.0 is unsupported.


Task To upgrade to a higher version of OpenSSL libraries on Linux and Solaris platforms:


After installing lmadmin and before running lmadmin, add the path to the replacement OpenSSL dynamic libraries to the 
environment variable LD_LIBRARY_PATH.


Example: For Linux and Solaris platforms, use the LD_LIBRARY_PATH environment variable:
export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:<OpenSSL dynamic libraries path>


Task To upgrade to a higher version of OpenSSL libraries on OS X platforms:


After installing lmadmin and before running lmadmin for the first time, change the rpath to point to the location of the 
replacement OpenSSL dynamic libraries. Use a command similar to the following:


install_name_tool -add_rpath /usr/local/lib <lmadmin_install_dir>/lmadmin


Note • The actual rpath entry (/usr/local/lib in the example above) may depend on the way OpenSSL libraries have been 
built.


Task To upgrade to a higher version of OpenSSL libraries on Windows platforms:


After installing lmadmin and before running lmadmin for the first time, replace the OpenSSL dynamic libraries in the 
lmadmin install directory with the updated versions. 


Note • The lmadmin provided for AIX platforms does not support OpenSSL decoupling. Therefore, the AIX lmadmin is linked 
against the static libraries of OpenSSL.
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Uninstalling lmadmin
The lmadmin uninstaller removes all data folders (conf, cache, logs, and conf) and all executables, DLLs and license files. 
When you execute the uninstaller, you can choose to save log files and the server.xml file.


When uninstalling lmadmin, it is recommended that the same mode used for installation is also used for uninstallation. 
Otherwise, you might not be prompted to save the log and server.xml files or the lmadmin service.


Task To uninstall lmadmin using a user-interface-based process:


1. In folder <lmadmin_install_dir>\uninstall (on Windows, the default is C:\Program Files\FlexNet Publisher 
64-bit License Server Manager\uninstall for the 64-bit lmadmin or C:\Program Files (x86)\FlexNet 
Publisher License Server Manager\uninstall for the 32-bit lmadmin), execute Uninstall FlexNet Publisher 
License Server Manager to start the uninstaller. 


2. In the panel Get User Input for saving log and server.xml files, select the checkbox Yes save the files if you want to 
save log files and server.xml files. Click Next. If you selected to save log files, on the next panel, specify a path. Click 
Next.


3. In the panel Get User Input, select Yes if you want to stop and remove the service.


4. Click Uninstall.


Task To uninstall lmadmin in console mode:


At a command prompt from the folder <lmadmin_install_dir>\uninstall (on Windows, the default is C:\Program 
Files\FlexNet Publisher 64-bit License Server Manager\uninstall for the 64-bit lmadmin or C:\Program Files 
(x86)\FlexNet Publisher License Server Manager\uninstall for the 32-bit lmadmin), enter the following command to 
run the uninstaller in console mode: 


<lmadmin_uninstaller> -i console


where <lmadmin_uninstaller> is the name of the lmadmin uninstallation program.


The console uninstallation process prompts you for information needed to complete the uninstallation.


Using lmadmin


Specifying the “conf” Folder
In a default lmadmin installation on a Windows platform, the conf folder is installed in the runtime data directory under 
ProgramData (that is, not in the same location where lmadmin.exe is installed). Therefore, for all operations that involve 
updates to files located in the conf folder (for example, server.xml), you need to specify the location of conf using the 
-configDir command:


lmadmin.exe -configDir <conf_path>


where <conf_path> is the path to the conf folder (for example, C:\ProgramData\FLEXlm\lmadmin\conf).
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For command-line examples listed within this chapter, it is assumed that the conf folder is not installed in the same 
location as lmadmin.exe.


In installations on non-Windows platforms, and in Windows installations where the conf folder is installed in the same 
location as lmadmin.exe, using the -configDir command is not required.


Manually Starting the License Server Manager
You can start the license server using one of the following methods: 


• Windows platforms: If the conf folder has been installed in the same location as lmadmin.exe, open the installation 
directory in Windows Explorer and double-click the lmadmin.exe file. This mechanism does not allow you to specify 
non-default command-line arguments.


• Execute the lmadmin command from the root installation directory. To see a list of available command-line 
arguments, execute the command:


lmadmin -help


The help display identifies the default arguments and which arguments are persistent, options that will remain in 
effect for later instances of lmadmin.


• Create a shell script file (UNIX) or a batch file (Windows) that will run the lmadmin command with your desired 
command-line arguments and then execute that file. For a default installation on a Windows platform, specify the 
location of the conf folder.


Note • If either the default license server port or the HTTP port for the user interface is in use, the license server manager will 
not start. For instructions see License Server Manager Not Starting.


Important • In addition, ensure that the http/https ports and the licensing ports (required by lmadmin) and the vendor 
daemon ports are opened on the firewall, so that remote clients can checkout licenses and the HTTP clients/browsers can 
connect to the lmadmin web GUI.


License Server Manager Not Starting


Incorrect Port


The license server manager will not start if either of the following ports are in use:


• Default license server port (no ports in range 27000 to 27009 available)


• Default HTTP port for the license server manager user interface (port 8090)


Task To check for this error and correct it:


1. Run lmadmin from the command line using the -foreground argument:


lmadmin -configDir <conf_path> -foreground
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2. Examine the output at the command prompt. The following shows typical output when there is a clash on the HTTP 
port: 


• Non-Windows systems: 


<OS 10048>Only one usage of each socket address <protocol/network address/port> is normally 


permitted. : make_sock: could not bind to address 0.0.0.0:8090 


no listening sockets available, shutting down


Unable to open logs


• Windows systems: 


<OS 10048>Only one usage of each socket address <protocol/network address/port> is normally 


permitted. : make_sock: could not bind to address 0.0.0.0:8090


Note that on Windows, the error message is displayed despite the fact that it is possible to run two instances of 
lmadmin on the same port (using an IPv4 and an IPv6 socket). In this case, no remedial action is required.


However, if a third instance of lmadmin is started, the following error message is displayed:


<OS 10048>Only one usage of each socket address <protocol/network address/port> is normally 


permitted. : make_sock: could not bind to address 0.0.0.0:8090 


no listening sockets available, shutting down


Unable to open logs


In this case, proceed with Step 3.


3. Reconfigure any port where there is a clash:


• Use the -licPort argument for the license server port.


• Use the -webPort argument for the HTTP port. 


For example, the following command reconfigures the HTTP port to 8091:


lmadmin -configDir <conf_path> -webPort 8091


When you have reconfigured the HTTP port, you access the license server management interface using the new port 
number. For example, lmadmin -configDir <conf_path> -webPort 8091 connects to the URL 
http://<server>:8091. 


Insufficient Privileges (Windows only)


If the lmadmin service does not start due to an “Access denied” error, ensure that it has sufficient privileges.


The lmadmin folders that are updated during run time should be installed under ProgramData, to allow the service, which 
has Local Service privileges, to modify these files.


Manually Stopping the License Server Manager
The allowStopServer command-line argument toggles the presence of the Stop Server button in the lmadmin user 
interface. The default is the Stop Server button is present. Click the Stop Server button in the Administration section of 
the license server management interface to shut down the license server manager (lmadmin) and all vendor daemons.


If lmadmin is started with the command-line argument -allowStopServer no, or if -allowStopServer no was the most 
recent use of the -allowStopServer argument, you cannot stop the license server using the license server management 
interface. In this situation, to stop the license server you must stop the lmadmin process.


On UNIX systems, you can use the ps utility to identify the process and the kill command to terminate it. 
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Caution • Do not use kill -9, use only kill with its default signal; otherwise, the license server will not shut down cleanly.


On Windows systems, you can use the Task Manager to identify the lmadmin.exe process and stop it.


You cannot restart the license server from the management interface. You must restart the license server as described in 
the previous section.


Accessing the License Server Management Interface
The license server management interface has two modes of operation—Standard mode and Section 508 mode. Either 
mode is accessible from a supported Web browser. See System Requirements for lmadmin for a list of supported Web 
browsers.


1. Make sure that you have started the license server.


2. Open the Web browser and browse to one of the following URLs:


• Standard mode—This is the standard license server management interface:


http://<server>:8090


where <server> is the system name where the license server is running.


• Section 508 mode—Section 508 mode provides access to people with disabilities and has the same capabilities 
that are available in Standard mode: 


http://<server>:8090/login508


where <server> is the system name where the license server is running. (The term “Section 508 mode” comes 
from Section 508, 36 CFR 1194.21, “Requirements for Software Applications and Operating Systems” of the 1998 
amendment to the Federal Rehabilitation Act.)


Signing in to lmadmin as an Administrator


To use the following pages of the license server management interface, you must sign in as an administrator:


• System Information


• User Configuration


• Alert Configuration


• Server Configuration


• Vendor Daemon Configuration


When lmadmin is first installed, the administrator user name and password are both set to admin. Use this information 
when you first sign in to the interface as an administrator. 


Note • If lmadmin is running on a Windows machine, you can also sign in to the interface using the Active Directory user ID 
specified as an lmadmin Administrator (either directly or via the specified Active Directory group) during lmadmin installation. 
However, this type of sign-in is available only if your lmadmin installation prompted for an Active Directory domain user or 
group name and if this information was provided. 
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Viewing the lmadmin Log Files
Application log files (except the report.log file) are written to the <lmadmin_install_dir>/logs directory (non-Windows 
platforms) or <lmadmin_runtimedata_dir>\logs (default installations on Windows platforms). 


Managing lmadmin from the Command Line
This section describes some of the common tasks that can be performed using the lmadmin command line and the 
command-line arguments.


Adding a Vendor Daemon to lmadmin
The lmadmin license server must be configured with data about vendor daemons and license files. To add a vendor 
daemon, you must import it using a license file. You can do this from the command line (or from the lmadmin user 
interface.) 


Table 9-3 • Log files


Log File Name Description


access.log Contains information recorded about access to the license server management 
interface.


lmadmin.log Contains information recorded by the license server.


web.log Contains information recorded by the license server management interface. This 
file does not contain information about login events. See the access.log file for 
that information.


<vendor>.log These files contain information recorded by the corresponding vendor daemons 
(where <vendor> is the vendor daemon name). Each vendor daemon has its own 
log file, called the debug log file. In the installation package, you should see the 
demo.log file as the debug log file for the default demo vendor daemon.


report.log A sample report log for the demo vendor daemon. Each vendor daemon can 
maintain a separate report log to record information about features that have 
been checked out by users. By default, a vendor daemon does not maintain report 
logs. This capability (in addition to the location of the report log file) must be 
enabled using the Options file.


FLEXnet_Publisher_License_Ser
ver_Manager_Install_
MM_dd_yyyy_hh_mm_ss.log


A log recording events of the lmadmin installation. This file is usually created in the 
uninstall\Logs directory located under the installation root directory. However, 
the lmadmin installer might create it under a different name and location. If 
necessary, contact the publisher for the log file’s name and location.


Note • Prior to lmadmin 11.10.1, the installation log file was created directly under 
the installation root directory.
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Note • FlexNet Publisher provides a sample vendor daemon (demo or demo.exe) that you can use with lmadmin. To use this 
vendor daemon, first copy it and its associated library from the <platform_dir> directory to the 
<platform_dir>\lmadmin\demo directory. (The associated library is one of the following: demo_libFNP.so for UNIX, 
demo_libFNP.dll for Windows, demo_server_libFNP_notr.so for AIX, or demo_libFNP.dylib for Mac.) Then, issuing the 
command described in the following procedure, import the vendor daemon, using the sample license file 
lmadmin\demo\demo.lic.


Task To add a vendor daemon from the command line:


1. Create or locate a valid license file (for example, mylicense.lic) with the appropriate SERVER lines, VENDOR lines, 
and feature definition lines.


2. Make sure that the vendor daemon executable is in the correct location relative to lmadmin. This location is defined in 
the VENDOR line.


3. Import the license file by executing the following command: 


lmadmin -configDir <conf_path> -import <mylicense.lic>


where <mylicense.lic> is the path and name of the license file, and <conf_path> is the path to the conf folder. This 
command imports the license file, but does not start the license server.


When you import a license file, the license server configuration file (Windows: 
<lmadmin_runtimedata_dir>\conf\server.xml; non-Windows: <lmadmin_install_dir>/conf/server.xml) is 
populated with the vendor daemon information (vendor name, vendor daemon path, port number, etc.).


4. Start the license server. See Manually Starting the License Server Manager.


Note • For information about how to import a license file using the license server management interface, see the Online help 
available from within the license server management interface.


Configuring the License File Upload Directory
The license file upload directory is the location where copies of license files used by lmadmin are stored when license files 
are imported using the Import License button on the Vendor Daemon Configuration tab or the -import command-line 
argument. 


When this location is not configured, the default settings create the following directory structure into which license files are 
uploaded:


...\<lmadmin_runtimedata_dir>\licenses\<vendor daemon name>\


For example, on Windows when lmadmin is installed in the default location and two vendor daemons, demo and 
publisherA, are being managed by lmadmin, the following directories are created when license files for these vendor 
daemons are imported:


C:\ProgramData\FLEXlm\lmadmin\licenses\demo


C:\ProgramData\FLEXlm\lmadmin\licenses\publisherA
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The license file that contains license rights for the vendor daemon demo is copied to the ..\demo directory. The license file 
that contains license rights for the vendor daemon publisherA is copied to the ..\publisherA directory. When additional 
license files are imported for either of these vendor daemons, they are uploaded to the appropriate vendor daemon-
specific directory.


You can replace this default configuration as described in the following instructions. Typically the license file upload 
directory is configured when lmadmin is installed for the first time and then not altered. This ensures that license files, once 
imported, are available to lmadmin and the vendor daemons it manages.


Task To configure the license file upload directory:


1. If lmadmin is running, shut it down (Manually Stopping the License Server Manager).


2. From the command line, execute an lmadmin command using the -uploadDir argument.


The upload directory can be specified either as a relative or absolute path. When a relative path is used, it is relative to 
the current directory. Additionally a special string, %v, can be used to include the vendor daemon name in the 
directory path. Thus the following example specifies that the upload directory will be located at 
C:\ProgramData\FLEXlm\lmadmin\<vendor>\licenses:


lmadmin -configDir C:\ProgramData\FLEXlm\lmadmin\conf -uploadDir 


C:\ProgramData\FLEXlm\lmadmin\%v\licenses


Configuring lmadmin License Server Manager as a Windows 
Service with a Three-Server Configuration


Configure and maintain a set of three license server systems specifically for three-server redundancy. This provides fail 
over protection only. You manage only one version of the license file and vendor daemon on all three license servers. This 
configuration option is only available when licenses are held in license files. Using the three-server redundancy capability 
in FlexNet Publisher, all three license servers operate to form a triad.


Task Procedure to run lmadmin as a service on a three-server configuration:


1. Go to the i86_n3\lmadmin directory and import the license file on each of the three servers, using the following 
command:


lmadmin.exe -configDir <conf_path> -import <ThreeServerLicFile> [-force]


2. Install the service on each of the three servers, using the following command:


lmadmin.exe -configDir <conf_path> -installService <Servicename>


3. From the Services window, start the installed service on each of the three servers. A quorum should get established.


Example


The three-server license file can have a format similar to the one shown below:


SERVER 172.18.24.193 00155d18e600 27000


SERVER 172.18.24.112 000c2954c827 27000


SERVER 172.18.24.184 000c29020077 27000


VENDOR demo demo/demo
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USE_SERVER


FEATURE TestFeature1 qavend9 1.0 01-feb-2020 1 ISSUED=01-feb-2020 \


SIGN="005C 1651 50F5 7FAE 7035 7118 52AB 9300 18C5 E454 7F52 \


8291 F4F7 E6CF D3E5"


FEATURE TestFeature2 qavend9 1.0 30-sep-2020 1 ISSUED=01-feb-2020 \


SIGN="00B5 CD90 7A6C 5D22 FABD 22CA 221B 7B00 7483 9D07 9BCD \


57F1 317B 89B1 192C"


FEATURE TestFeature3 qavend9 1.0 30-sep-2020 3 ISSUED=01-feb-2020 \


SIGN="00EF 8163 4EBD 1038 5D04 D17B 5815 1500 ED87 4CF6 0843 \


2E1F 17DD 2691 8B5B"


Accessing lmadmin License Server Manager as a Windows 
Service with a Three-Server Configuration


The license server management interface has two modes of operation—Standard mode and Section 508 mode. Either 
mode is accessible from a supported Web browser. See System Requirements for lmadmin for a list of supported Web 
browsers.


1. Make sure that you have started the license server.


2. Open the Web browser and browse to one of the following URLs:


• Standard mode—This is the standard license server management interface:


http://<Master node>:8090


where <master node> is the IP address or host name of the current master node. 


• Section 508 mode—Section 508 mode provides access to people with disabilities and has the same capabilities 
that are available in Standard mode: 


http://<Master node>:8090/login508


where <Master node> is the IP address or host name of the current master node.


For more information on Three-Server Redundancy, refer to the section Overview of Three-Server Redundancy on 
page 179.


Below is a sample output of the lmadmin GUI for Three-Server Redundancy:
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Figure 9-1: lmadmin Three-Server Redundancy


Installing lmadmin License Server Manager as an Operating 
System Service


While it is possible to manually start and stop the lmadmin license server manager, it is recommended that you install it as a 
service on the operating system so that it will automatically start whenever the operating system restarts.


Important • For security reasons, Flexera recommends that the license server be run with non-elevated user privileges 
(which, in turn, the vendor daemon inherits). See the later section, Running FlexNet Publisher License Server as a System 
Service With Non-Elevated Privileges, for details on enabling the lmadmin operating-system service to run under a non-Root or 
non-administrator user account.
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Windows Systems


As part of the lmadmin installation process on Windows systems, the lmadmin installer might provide the option to 
configure the lmadmin license server manager as a system service. However, only users in the Windows Administrators 
group can successfully perform this action. The Startup Type is set to Automatic so that the service starts automatically 
when the system is restarted. 


As an alternative, use the following lmadmin command-line arguments to install and uninstall the service (see Table 9-4). 


Important • After you execute the command to install the license server manager as a Windows service, the service is not 
started automatically. You must manually start the service for the first time using the Windows Services Console.


To run lmadmin with any of the command-line arguments used to configure lmadmin as a Windows service requires that the 
user has administrator privilege. (Windows versions enforce administrator privileges for installation or removal of a 
service.) Therefore, to use these arguments you must do the following:


• Sign in as an administrator before running lmadmin with these arguments.


• Start the command prompt using the option Run as Administrator.


Linux Systems


For supported LSB platforms, a subdirectory of <lmadmin_install_dir>/examples/ provides the script files that contain 
service control instructions, and details on where each script file should be installed. 


Depending on your platform, you need to install either of these script files:


• <lmadmin_install_dir>/examples/service/lmadmin—for platforms using the old BSD startup script.


• <lmadmin_install_dir>/examples/systemd/lmadmin.service—for use on platforms using the new systemd service 
startup.


Table 9-4 • lmadmin command-line arguments to configure lmadmin as a Windows service.


lmadmin Command-Line 
Argument Description


–installService service name Creates a Windows service (with the name you provide) to run the license server 
manager. The service will run under the LocalService account. 


–removeService Uninstalls the Windows service with the name you specified. Make sure you stop 
the service before removing it.


–delay nn Sets the number of seconds (nn) to delay between the time you start the service and 
the time it actually begins running. This delay is helpful when a FlexNet ID dongle is 
used to lock the license server to a machine (that is, when the FLEXID is used on the 
SERVER line). The license server can sometimes fail to start when a system reboots 
because the license server loads before the dongle device driver has a chance to 
load properly.


Note • Use this option with the -installService argument.
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(Do not confuse the lmadmin file with the executable for the license server manager.)


Additionally, see Running FlexNet Publisher License Server as a System Service With Non-Elevated Privileges for 
instructions on modifying the required script to run the lmadmin system service with non-elevated privileges.


Note • The instructions in these sample scripts should work on other lmadmin-supported UNIX platforms with minor changes.


OS X Systems


On OS X Systems, administrators have to create their own startup script in a directory such as /Library/StartupItems/
lmadmin. The installed <lmadmin_install_dir>/examples/service script is the same script as installed for Linux and 
Solaris systems and is provided for reference only; it will not work properly on OS X systems. For more information on 
installing an executable file as a system service (and running it with non-elevated privileges) on OS X systems, see any of 
the many publicly available references such as http://www.oreilly.com/pub/a/mac/2003/10/21/startup.html.


Note • Flexera is not responsible for the accuracy of information obtained from such reference sources or for the results of the 
startup script that you write.


Running FlexNet Publisher License Server as a System 
Service With Non-Elevated Privileges


lmadmin can be configured to run as a service under the LocalService account. This account is both necessary and 
sufficient for running the service. (The vendor daemon inherits these same privileges.) This practice ensures that any 
security vulnerabilities exploited by malicious users with access to the corporate network will have minimal impact beyond 
the licensing services. 


The instructions below are examples for enabling the lmadmin operating-system service to run under a non-root or non-
administrator user account. The instructions assume that you have lmadmin already installed.


Procedure Overview


Managing the license server as a system service typically requires three main phases:


• Phase 1—Install the license server as a system service. This step typically requires elevated privileges. See the 
previous section, Installing lmadmin License Server Manager as an Operating System Service.


• Phase 2—Identify or create a user account with non-elevated privileges. You should create a user account (either a 
domain account or a local account) that is dedicated to running the license server system service. In the instructions 
that follow, this user account is referred to as the Service User account. Make sure that this Service User account has 
sufficient permissions to read the license files and write the log files in the designated folders.


• Phase 3—Configure the installed license server system service to use the Service User account. This step requires 
elevated privileges as well.


The following sections provide steps (based on the above procedure overview) for enabling the lmadmin license server to 
run with non-elevated user privileges on various operating-system platforms. Adjust these steps as needed for your 
specific platform or platform version.
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Windows Systems


Use the following procedure to run the lmadmin system service with non-elevated privileges on Windows.


Task To configure the lmadmin system service to run with non-elevated user privileges:


1. If lmadmin was not set up as a Windows service during the lmadmin installation process, install the service from the 
command line: 


lmadmin configDir <conf_path> –installService <servicename>


where <servicename> is the name of the lmadmin Windows service. 


This step requires elevated user privileges.


2. Create a Service User account either on the local system or on the domain. 


3. Grant this lesser-privileged account the permissions to start and stop the service. Use any appropriate method, such 
as Security Descriptor Definition Language or a publicly available third-party tool such as SetACL.


The following steps use SetACL to manage the permissions for the service: 


a. Download and install the command-line SetACL utility. 


b. From the command-line, change to the directory where the SetACL utility is installed, and execute this command:


SetACL.exe –on “<servicename>” –ot srv –actn ace –ace “n:\<domain>\<serviceuser>;p:start_stop”


where the following elements are defined as follows:


• servicename is the name of the installed lmadmin service.


• domain is the domain to which the user belongs.


• serviceuser is the user under which the lmadmin service is intended to run.


4. To designate the Service User, navigate to the Windows Services console (for example, on some Windows platforms, 
you access this console from the Task Manager or from Administrative Services on the Control Panel).


5. From the Services console, do the following:


a. Right-click the lmadmin service, and select the Properties option.


b. Under the Log On tab, select This account, and specify the Service User and its password.


Linux Systems


The procedure for setting up lmadmin as a system service and configuring it to run with non-elevated rights is platform 
dependent:


• Linux platforms that use the old BSD startup script: Use the sample script file lmadmin (located in the 
<lmadmin_install_dir>/examples/service directory). Follow the instructions under Procedure for Linux Platforms 
Using the Old BSD Startup Script.


• Linux platforms that use the new systemd startup script: Use the sample script file lmadmin.service (located in 
the <lmadmin_install_dir>/examples/systemd directory). Follow the instructions under Procedure for Linux 
Platforms Using the New systemd Service Startup.
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Procedure for Linux Platforms Using the Old BSD Startup Script


If you have already configured lmadmin to start up as a system service, skip steps 1 and 2 in the following procedure. 
However, you must still access this script to make additional modifications, as described below.


Task To configure the lmadmin system service to run with non-elevated user privileges on platforms using the old BSD 
startup script:


1. Copy the sample script file lmadmin to the /etc/rc.d/init.d directory.


Important • Once the script is copied, make sure it has execution privilege. 


2. To update the run-level information for the service, execute the following command:


chkconfig lmadmin on 


3. Modify the following line in the script to identify the lmdamin path:


InstallDir="/opt/FNPlm/lmadmin"


where the installDir value is the directory location where the lmadmin binary is installed.


4. Modify the following line in the script to identify the user under which the lmadmin system service will run:


lmadminUser="lmadmin"


where the lmadminUser value is the name of the Service User account with the non-elevated privileges.


5. Remove --pidfile=${pidFile} from the following line under the start() section:


daemon --user $lmadminUser --pidfile=${pidFile} "$lmadmin" -root "$installDir"


6. Save the changes in the script.


7. To start the lmadmin system service under the user you specified for lmadminUser, execute the following command:


service lmadmin start 


Procedure for Linux Platforms Using the New systemd Service Startup


If you have already configured lmadmin to start up as a system service, skip Step 1 through Step 6 in the following 
procedure. However, you must still access the appropriate script to make additional modifications, as described below.


Task To configure the lmadmin system service to run with non-elevated user privileges on platforms using the systemd 
startup script:


1. Copy the sample script file lmadmin.service to the /etc/systemd/system directory.


Important • Once the script is copied, make sure it has execution privilege. 


2. Modify the following line in the script to identify the lmadmin path:


Environment="installDir=/opt/FNPlm/lmadmin"
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where the installDir value is the directory location where the lmadmin binary is installed.


3. Modify the following line in the script to identify the user under which the lmadmin system service will run:


User=lmadmin


where the lmadmin value is the name of the Service User account with the non-elevated privileges.


4. Modify the following line in the script to identify the group under which the lmadmin system service will run:


Group=lmadmin


where the lmadmin value is the name of the group with the non-elevated privileges.


5. Modify the following line in the script to identify the absolute lmadmin executable path:


ExecStart=/opt/FNPlm/lmadmin/lmadmin -root ${installDir}


6. Save the changes in the script.


7. To update the run-level information for the service, execute the following command:


systemctl daemon-reload


8. To start the lmadmin systemd service on boot, execute the following command:


systemctl enable lmadmin.service


9. To start the lmadmin system service under the user you specified for lmadminUser, execute the following command:


systemctl start lmadmin.service 


Other UNIX Systems


After configuring lmadmin to start up as a system service, as described in Installing lmadmin License Server Manager as an 
Operating System Service, modify the startup script (lmadmin or similar script) to run the lmadmin service with non-
elevated privileges. Use the instructions in the previous section, Linux Systems, as a guide for editing the script. However, 
adjust the procedure as needed for your specific UNIX platform. 


OS X Systems


See the previous section, OS X Systems, under Installing lmadmin License Server Manager as an Operating System Service.


lmadmin Command-line Arguments
This section describes in outline each of the lmadmin command-line arguments. Arguments defined as persistent will 
remain set until they are reset.


Usage
lmadmin [-version] [-config <configFile>] [-configDir <configFileDirectory>] [-cacheDir 


<cacheDirectory>][-root <lmadmin_install_dir>] [-force] [-import <licenseFileList>] 


[-importInstallation <oldInstallDirectory>[-config <configFileForImport>][-configDir 


<configDirForImport>]] [-licPort <licenseServerPort>][-webPort <httpPort>] 


[-allowStopServer <yes|no>] [-allowRemoteStopServer <yes|no>][-allowLicenseReclaim <yes|no>] 


[-installService <servicename> [-addDependencyFNLS] [-delay <seconds>]] [-removeService <serviceName>] 


[-defaultAdminUser <domain\username>] [-defaultAdminGroup <domain\groupname>] 


[-uploadDir <uploadDirectory>] [-<userid> -Pass <password> -Role <roleType> [-FirstName <name>] 


[-LastName <name>][-offlineupdate <1/0>]] [-<userid> [-Pass <password>] [-Role <role_type>] [-FirstName 
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<name>] [-LastName <name>][-offlineupdate <1/0>]] [-userdel <userid> [-foreground] [-adminOnly <yes|no>] 


[-logDir <logDirectory>][-offlineupdate <1/0>]]


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function


-addDependencyFNLS Default - Do not add dependency 
on FlexNet Licensing Service


Persistent - N/A


Set from UI - No


(applicable only for Windows)


Can be used with the -installService option. This results in 
addition of a dependency on FlexNet Licensing Service, (32-bit or 
64-bit depending on the lmadmin executable type), for lmadmin 
service.


The default is not to have this dependency.


-adminOnly 


<yes|no>


Default—Yes


Persistent —Yes


Set from UI—No


Restricts usage of lmdown, lmreread, and lmremove—as well as 
lmswitch, lmswitchr, and lmnewlog. If you set -adminOnly no, 
command-line access to these utilities is unrestricted. (Access to 
related features in the lmadmin UI is governed separately by 
lmadmin login credentials.) 


By default, lmadmin restricts command-line access to these 
utilities. The default argument, -adminOnly yes, overrides other 
lmadmin command-line options, such as -allowLicenseReclaim, 
-allowStopServer, and -allowRemoteStopServer. 


Restrictions vary depending on the operating system on which 
lmadmin is running. 


On Windows, command-line access to these utilities is 
completely restricted. If -adminOnly yes is used when starting 
lmadmin, no user on Windows can shut down the license server 
with lmdown, nor can they use the lmswitch, lmswitchr, and 
lmnewlog command-line utilities.


On UNIX, -adminOnly yes permits access by the root user only, 
by default. However, if you define a UNIX group called lmadmin, 
then access is permitted to members of that group only. (If root 
is not a member of this group, then root does not have 
permission to use any of the above utilities.) 


-allowLicenseReclaim


<yes|no>


Default —No


Persistent—Yes


Set from UI—No


Controls the operation of lmremove (in License File–Based 
Licensing). If set to yes, licenses can be reclaimed from a user. If 
set to no, licenses cannot be reclaimed from a user. 


Note • Restrictions from the -adminOnly yes argument may 
prevent license reclamation even if you set 
-allowLicenseReclaim yes.
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-allowStopServer


<yes|no>


Default—Yes value


Persistent —Yes


Set from UI —No


Configures how the license server can be stopped. 


If set to yes, local clients can stop the license server using either 
lmdown or the Stop Server button in the UI. 


Note • Restrictions from the -adminOnly yes argument may 
prohibit stopping the server from the command line even if you set 
-allowStopServer yes.


If set to no, then the license server must be stopped by stopping 
the process. See Manually Stopping the License Server Manager. 


Note • Setting -allowStopServer no also sets 
-allowRemoteStopServer to no.


-allowRemoteStopServer


<yes|no>


Default—No value


Persistent—Yes


Set from UI—No


Configures whether the license server can be stopped from a 
remote location. 


If set to yes, then you can stop the license server from a remote 
location and local clients can stop the license server using either 
lmdown or the Stop Server button in the UI. 


Note • Restrictions from the -adminOnly yes argument may 
prohibit remotely stopping the server from the command line even 
if you set -allowRemoteStopServer yes.


If set to no, then it must be stopped from a local client. See 
Online help for further details. 


Note • Setting -allowRemoteStopServer yes when 
-allowStopServer is not defined, forces -allowStopServer to be 
set to yes.


-config


<configFile>


Default—server.xml


Persistent—Yes


Set from UI—No


Defines the name of the license server configuration file to use 
when starting the license server manager. If all defaults are set, 
the path and name is the following: 
<lmadmin_runtimedata_dir>\conf\server.xml.


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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-configDir


<configDir>


Default—
<lmadmin_runtimedata_dir>


\conf (Windows); 
<lmadmin_install_dir>/conf 


(non-Windows) 


Persistent—Yes


Set from UI—No


Defines the directory where the license server configuration files 
are located.


-cacheDir <cacheDirectory> Default—
<lmadmin_runtimedata_dir>


\cache (Windows); 
<lmadmin_install_dir>/cache 


(non-Windows)


Persistent—Yes


Set from UI—No


Defines the destination directory path for cache files.


-delay


<seconds>


Default—0


Persistent—Yes


Set from UI—No


(applicable only for Windows)


Used when configuring the license server as a service on 
Windows. See Installing lmadmin License Server Manager as an 
Operating System Service.


-defaultAdminUser 


<domain\username>


Default—N/A


Persistent—Yes


Set from UI—Yes


(applicable only for Windows and Linux)


Adds the specified Windows Active Directory user as an lmadmin 
Administrator. The license administrator can then log in to the 
lmadmin user interface initially using this user ID (and its Active 
Directory password) and proceed to perform administrative 
tasks.


To identify this user, use the format domain\username, where 
domain is a valid Windows Active Directory domain to which the 
machine running lmadmin has a trusted relationship, and 
username identifies a valid account within that domain. This 
value is not case-sensitive and can include up to 64 characters.


Note • Use this argument sparingly. Its main purpose is to provide 
initial access to the lmadmin interface.


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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-defaultAdminGroup 


<domain\groupname>


Default—N/A


Persistent—Yes


Set from UI—Yes


(applicable only for Windows)


Adds the specified Windows Active Directory group as an 
lmadmin Administrator. The license administrator can then log in 
to the lmadmin user interface initially using any Active Directory 
user ID (and its associated password) belonging to this group 
and proceed to perform administrative tasks. 


To identify this group, use the format domain\groupname, 
where domain is a valid Windows Active Directory domain to 
which the machine running lmadmin has a trusted relationship, 
and groupname identifies a valid account within that domain. 
This value is not case-sensitive and can include up to 64 
characters.


Note • Consider the following:


• Setting a domain group as the lmadmin Administrator is 
helpful in a large enterprise where you might have several 
license administrators who need access to the interface. For 
more information, see the Online help once you have opened 
the interface.


• Use this argument sparingly. Its main purpose is to provide 
initial access to the lmadmin interface.


-force Default—Do not overwrite 
settings


Persistent—No


Set from UI—No


Use with the -import argument to overwrite existing vendor 
daemon settings in the license server configuration file. The 
following settings are overwritten or reset to the default:


• License file location (overwritten).


• Vendor daemon location (overwritten).


• Vendor daemon port (reset to default).


• Restart retries (reset to default).


• Date-based versions (reset to default).


• Overwrite vendor daemon log (reset to default).


• Vendor daemon log location and name (reset to default).


-foreground Default—Run in background


Persistent—No


Set from UI—N/A


Runs lmadmin in the foreground (output status and errors are 
sent to the command window).


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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-import


<licenseFileList>


Default—N/A


Persistent—N/A


Set from UI —Import License 
button


Updates the license server configuration file with information 
extracted from the specified license files. See license_file_list for 
details of the format of <licenseFileList>. This option does not 
start lmadmin. The only arguments that can be combined with -
import are: -config, -configDir, -cacheDir, and -force.


-importInstallation


<oldInstallDirectory>


[-config 


<configFileForImport>]


[-configDir 


<configDirForImport>]


Default—N/A


Persistent—N/A


Set from installer—Specify in 
Import Files from Previous 
Installation in the lmadmin 
installer.


Imports configuration information from the specified existing 
lmadmin installation directory or from a specified location for the 
license server configuration files (optional use of -config or -
confDir). This option does not start lmadmin. The only 
arguments that can be combined with -importInstallation 
are: -config, -configDir, and -root. 


-installService


<serviceName>


Default—Do not install lmadmin 
as a Windows service


Persistent—N/A


Set from UI—No


(applicable only for Windows)


Used when configuring the license server as a service on 
Windows. See Installing lmadmin License Server Manager as an 
Operating System Service.


-licPort


<licenseServerPort>


Default—First available in range 
27000-27009


Persistent—Yes


Set from UI—Specify for License 
Server Manager Port (located 
under the License Server 
Configuration heading on the 
Server Configuration tab on the 
Administration page)


Configures the license server manager port. To set a specific 
port, enter a positive integer for <licenseServerPort>. A valid 
number is any unused port number in the range 1 to 65535. On 
UNIX, choose a port >1024, since those <1024 are privileged port 
numbers.


If you specify a port number greater than 65535, the client fails to 
establish a connection with lmadmin.


If no port is specified, the license server will automatically use 
the next available port number in the range 27000 to 27009. 
Applications, when connecting to a server, try all numbers in the 
range 27000 to 27009.


Note • Those producers concerned about potential DoS attacks 
based on knowledge of common license server ports may want to 
consider specifying a server port outside the range 27000 to 27009.


-logDir


<logDirectory>


Default—
<lmadmin_runtimedata_dir>


\logs (Windows); 
<lmadmin_install_dir>/logs 


(non-Windows) 


Persistent—Yes


Set from UI—No


Writes the lmadmin logs to the location you specify for 
<logDirectory>. Enter an absolute path for <logDirectory>. 


Assuming no vendor daemon logs have been set (in the options 
file) to write to a custom location, lmadmin writes all lmadmin 
logs to the location you set for <logDirectory>. When a custom 
vendor daemon log location is set, that setting overrides the -
logDir setting for that particular vendor-daemon log.


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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-offlineupdate <1/0> Default is online update


Persistent - N/A


Set from UI - No


Do offline/online update for user configuration


-removeService


<serviceName>


Default—N/A


Persistent—N/A


Set from UI—No


(applicable only for Windows)


Used when configuring the license server as a service on 
Windows. See Installing lmadmin License Server Manager as an 
Operating System Service.


-root


<lmadmin_install_dir>


Default— root installation 
directory.


Persistent—No


Set from UI—No


Specifies the root directory for lmadmin. This enables you to issue 
an lmadmin command from somewhere other than the directory 
where lmadmin is installed.


Note • Any command-line arguments that specify relative paths 
define paths relative to the current directory and not the directory 
specified with -root.


-uploadDir


<uploadDirectory>


Default—
<lmadmin_runtimedata_dir>


\licenses\


<vendor> (Windows); 
<lmadmin_install_dir>/


licenses/<vendor> (non-
Windows) 


Persistent—Yes


Set from UI—No


Configures the directory where license files that are uploaded to 
the license server manager are stored. A directory with the name 
of the vendor daemon can be set by using the string “%v” as in 
the following example:


-uploadDir flexlicenses\%v


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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-<userid> -Pass <password> 


-Role <roleType> [-


FirstName <name>] 


[-LastName <name>]


Persistent—Yes


Set from UI—Yes


Adds a new lmadmin user-interface user. Provide the following 
parameters:


• -<userid>—Provide either value:


For a locally managed account (that is, defined and 
managed by lmadmin), a user-defined sign-in ID, up to 64 
characters. The value is case-sensitive and can include 
spaces but no backslashes (\).


or


For a Windows Active Directory domain account, the 
account ID in the following format: 


<domain>\<username> | <groupname>


where <domain> is the active Active Directory domain to 
which the machine running lmadmin has a trusted 
relationship and <username> or <groupname> identifies a 
valid user or group account existing within that domain. 
This value is not case-sensitive and can include up to 64 
characters. Separate multiple domains with a backslash (\).


Note • When a Windows Active Directory group account is defined 
to lmadmin, only the group name is identified in the account. 
However, a user must sign in to lmadmin using a domain user 
name (not the group name) and its password. lmadmin then 
contacts the domain server to validate the user as a member of a 
group account defined to lmadmin.


• -Pass <password>—(Locally managed accounts only) 
Specify the password for the specified user ID. The 
password must be at least 8 characters.


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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-<userid> -Pass <password> 


-Role <roleType> [-


FirstName <name>] 


[-LastName <name>]


(continued)


• -Role <roleType>—Specify one of these roles to assign 
lmadmin user-interface privileges to the account:


user—The user is limited to lmadmin Dashboard 
functionality only.* Assign this role only when you are 
password-protecting the Dashboard.*** Otherwise, the user 
has automatic access to the Dashboard.


admin—The user (locally managed or in Windows Active 
Directory) has administrator rights.**


userGroup—(Windows Active Directory group account only) 
The domain group is limited to lmadmin Dashboard 
functionality only.* Assign this role only when you are 
password-protecting the Dashboard.*** Otherwise, the 
group has automatic access to the Dashboard.


adminGroup—(Windows Active Directory group account 
only) The domain group has administrator rights.** 


• -FirstName <name>—(Locally managed accounts only; 
optional) The user’s first name. This value can include up to 
32 characters. 


• -LastName <name>—(Locally managed  accounts only; 
optional) The user’s last name. This value can include up to 
32 characters. 


-<userid> [-Pass 


<password>] [-Role 


<role_type>] [-FirstName 


<name>] [-LastName <name>]


Persistent—Yes


Set from UI—Yes


Enables you to modify the lmadmin user-interface user account 
identified by the account ID (<userid>). You can modify the 
account's role and, for locally managed accounts, the password 
and first and last names of the user. See the -useradd argument 
described previously in this table for descriptions of these 
parameters. 


-userdel <userid> Persistent—Yes


Set from UI—Yes


Removes the lmadmin user-interface user account identified by 
the account ID (<userid>).


-webPort <httpPort> Default—8090


Persistent—Yes


Set from UI—Specify for HTTP 
Port (located under the Web 
Server Configuration heading 
on the Server Configuration tab 
on the Administration page)


Configures the TCP/IP port that the Web server uses to listen for 
communication with clients connecting to the license server 
management interface. See License Server Manager Not Starting 
for an example of how to use this argument.


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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Obtaining lmadmin Command-Line Help


For a handy reference to lmadmin command-line arguments, use this procedure. 


Task To obtain a handy reference of lmadmin command-line arguments:


1. Open a command-prompt window.


2. Change to the directory where the lmadmin file is located.


3. Enter the following command to view a list of available arguments with a description of each:


lmadmin -help 


The help descriptions identify the default arguments and which arguments are persistent, arguments that will remain 
in effect for later instances of lmadmin.


Extending lmadmin License Server Capability
lmadmin can be customized. These customizations require some programming. The lmadmin installation package includes 
some example applications and files that demonstrate simple customizations. 


-webSecurePort <httpsPort> Default—0


Persistent—Yes


Set from UI—Specify for HTTPS 
Port (located under the Secure 
Web Server Configuration 
heading on the Server 
Configuration tab on the 
Administration page)


Configures the TCP/IP port (five characters maximum) that the 
lmadmin web server uses to listen for HTTPS (HTTP-over-SSL) 
communication. If you change the port, you must stop and 
restart the license server.


Important • Specify the -webSecurePort option only if you are 
configuring HTTPS communication with the lmadmin web server 
interface. 


-version N/A Outputs details of the lmadmin version to the command prompt.


* Dashboard privileges provide access to all the lmadmin user-interface Dashboard functionality. This includes viewing license activity 
and alterts, changing the user password (locally managed accounts only), and selecting a locale when multiple locales are configured 
on the system. 


** Administrator privileges include all Dashboard privileges plus the ability to access the Administration page of the lmadmin user 
interface. From this page, the administrator can perform license-server configuration and management tasks, and set up, edit, or 
delete other lmadmin user accounts.


*** To password-protect the Dashboard, use the Password Protect Dashboard option on the Server Configuration tab located on the 
Administration page in the lmadmin user interface. 


Table 9-5 • lmadmin Command-line Arguments


Argument Syntax Description Function
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Using the lmadmin Web Service Interface
lmadmin provides a Web service interface that exposes certain APIs that can be called from a custom-built utility. These 
services enable you to extend the core license server capabilities. The WSDL file needed to generate the client proxy can be 
found in the <lmadmin_install_dir>\wsdl directory.


The lmadmin installation package includes a set of examples in the <lmadmin_install_dir>\examples directory that 
demonstrate how to implement certain capabilities using the Web service interface. 


Creating an lmadmin Alerter Service
The lmadmin license server installation includes an example of how to implement an email alerter service. This service will 
poll for alerts and then send a user an email when an alert has been triggered. 


Using the Alerter Service Email Alerts


The sample Alerter service utility runs on the license server and enables a user to receive alert notifications by email. To use 
the Alerter service, Java Runtime Environment (JRE) 1.6 or later (for OS X: JRE 1.7 or later) must be installed on the license 
server.


To start the Alerter service, there are two files in the <lmadmin_install_dir>\examples\alerter directory:


• For Windows systems, the runalerter.bat file.


• For UNIX systems, the runalerter file.


When starting this service, you must configure certain command-line arguments to define the mail server, sender, receiver, 
and so on. To see the list of available command-line arguments for the runalerter script, type the following command:


runalerter -help 


The source code for this utility is in the <lmadmin_install_dir>\examples\alerter\src directory.
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License Server Manager “lmgrd”

The license server manager is one of the components that make up a license server (the other being the vendor daemon). It 
handles the initial contact with FlexEnabled applications, passing the connection on to the appropriate vendor daemon. 
The purposes of the license server manager are to:


• Start and maintain all the vendor daemons listed in the VENDOR lines of the license file used to start lmgrd. 


• Refer application checkout (or other) requests to the correct vendor daemon.


lmgrd is an application-based version of the license server manager. On most platforms it is controlled from a command-
line. On Windows, lmtools can be used to manage lmgrd.


A newer lmgrd can be used with an older vendor daemon or FlexEnabled application, but a newer vendor daemon or 
FlexEnabled application might not work properly with an older lmgrd. Always use the latest version of lmgrd. See Version 
Compatibility Between Components for detailed information. 


Ensure that the local host name resolution (in /etc/hosts) is handled before the following scenarios:


• To have regular heartbeat interval when you communicate between lmgrd and vendor daemon, and


• To successfully start the license server.


lmgrd Command-Line Syntax
When you invoke lmgrd, it looks for a license file that contains information about vendors and features.


Usage
lmgrd [-c license_file_list] [-l [+]debug_log_path]


[-2 -p] [-local] [-x lmdown] [-x lmremove] [-z] [-v] [-help]
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The following table describes the syntax elements:


Table 10-1 • lmgrd Command-Line Syntax


Term Description


-c license_file_list Uses the specified license files.


-l [+]debug_log_path Writes debugging information to file debug_log_path. This option uses the letter l, not the 
numeral 1. Prepending debug_log_path with the + character appends logging entries. Use  
the -l option before other options to log all debugging information to debug_log_path. See 
Debug Log File for more information on this file.


Note • On Windows, it is best practice to set the location of debug_log_path to a 
ProgramData sub-folder, since this location has user-write permission by default, which is 
needed when the license server runs as a service with LocalService permission.


-2 -p All platforms: -2 -p is effective, and supported, only when used together with -local.


On UNIX systems, -2 -p restricts usage of lmdown, lmreread, and lmremove—as well as 
lmswitch, lmswitchr, and lmnewlog—to a license administrator who is by default root. If 
there is a UNIX group called lmadmin, then use is restricted to only members of that group. If 
root is not a member of this group, then root does not have permission to use any of the 
above utilities. 


On Windows systems, if lmgrd is started with -2 -p -local, lmgrd and the vendor 
daemon can only interact with the command-line utilities (lmreread, lmnewlog, lmdown, 
lmremove, and lmswitch) if these are located on the same machine and if they are run with 
LOCALSYSTEM privileges. 


-local On UNIX systems, -local restricts the lmdown and lmreread commands to be run only from 
the same system where lmgrd is running.


On Windows systems, if -local is used on its own, lmutil (and variations) can be run by any 
Local User as long as they are running lmutil from the same host as the license server. If 
lmgrd is started with -2 -p -local, lmgrd and the vendor daemon can only interact with 
the command-line utilities (lmreread, lmnewlog, lmdown, lmremove, and lmswitch) if these 
are located on the same machine and if they are run with LOCALSYSTEM privileges. 


All platforms: In the case of a three-server setup, any node in the triad is considered to be 
local. 


-x lmdown Disables the lmdown command (no user can run lmdown). If lmdown is disabled, stop lmgrd 
using kill pid (UNIX), or stop the lmgrd and vendor daemon processes through the 
Windows Task Manager or Windows service.


On UNIX, be sure the kill command does not have a -9 argument.


-x lmremove Disables the lmremove command (no user can run lmremove).
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Note • The license search path can also be specified by setting the environment variable LM_LICENSE_FILE to the file’s path 
name. The -c path specification will override the setting of LM_LICENSE_FILE.


Starting the License Server Manager on UNIX 
Platforms


If any licenses in the license file are counted (license count > 0), the license server manager, and hence the license server, 
must be started before the FlexEnabled application can be used. 


The license server manager, lmgrd, is started either manually on the command line or automatically at system startup. 
Both methods are discussed in the following sections.


Note • Start lmgrd only on the system specified on the SERVER line in the license file. 


-z Runs in foreground. The default behavior is to run in the background. 


If -l debug_log_path is present, then no windows are used, but if no -l argument 
specified, separate windows are used for lmgrd and each vendor daemon.


-v Displays the lmgrd version number and copyright and exits.


-help Displays usage information and exits.


-d (OS X/macOS only) Makes lmgrd and the vendor daemon OS X/macOS launchd compliant. 


Use the reference file demo.plist (included in the OS X/macOS toolkit) for information on 
how to instruct launchd.


Added a new demo.sh file to set the current file descriptor ulimit to:


max ( current_limit, min(hard_limit, 10240) )


The toolkit path for the script: 


Toolkit_PATH=</opt/FNPlm/lmgrd_lic_log_Path>


where the Toolkit_Path value is the directory location where the license file and lmgrd is 
installed. The debug.log will be created at the same location as the license file.


-reuseaddr [optional] Allows the server to explicitly bind to a same port, which remains in TIME_WAIT 
state after the server restart or crash


Note • It is recommended to use the -reuseaddr option only on non-Windows systems to 
avoid undefined behavior.


Table 10-1 • lmgrd Command-Line Syntax


Term Description
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If you are running license servers configured for three-server redundancy, maintain an identical copy of the license file (as well 
as the lmgrd and the vendor daemons binaries) locally on each system rather than on a file server. If you do not do this, you 
lose all the advantages of having redundant servers, as the file server holding these files becomes a single point of failure.


Important • In addition, ensure that the http/https ports and the licensing ports (required by lmgrd) and the vendor daemon 
ports are opened on the firewall, so that remote clients can checkout licenses and the HTTP clients/browsers can connect to 
the lmgrd.


Manual Start


Task To start lmgrd from the command line


Start lmgrd from the UNIX command line using the following syntax:


lmgrd -c license_file_list -L [+]debug_log_path


where 


• license_file_list is one or more of the following:


• the full path to a single license file


• a directory, where all files named *.lic in that directory are used


If the license_file_list value contains more than one license file or directory, they must be separated by colons. 


• debug_log_path is the full path to the debug log file.


Prepending debug_log_path with the + character appends logging entries. 


Start lmgrd by a user other than root since processes started by root can introduce security risks. If lmgrd must be started 
by the root user, use the su command to run lmgrd as a non-privileged user:


su username -c "lmgrd -c license_file_list -l debug_log_path"


where username is a non-privileged user. You must ensure that the vendor daemons listed in the license file have execute 
permissions for username. The paths to all the vendor daemons in the license file are listed on each VENDOR line.


Automatic Start
lmgrd can be automatically started using either systemd or SystemV.


Systemd Config File
The Linux toolkits contains a sample:


• shellscript called demo.sh


• systemd configuration file called demo.service.
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Configure demo.sh


Configure demo.sh (located in <platform_dir>) as required for your system.


Task To configure the file descriptor ulimit for the license server daemon on platforms from the systemd startup script:


1. Modify the following line in the script to identify the toolkit path: 


Toolkit_PATH=</opt/FNPlm/lmgrd_lic_log_Path>


where the Toolkit_Path value is the directory location where the license file and lmgrd is installed. The debug.log 
will be created at the same location as the license file.


2. Save the changes in the script.


Configure demo.service


Configure demo.service (located in <platform_dir>) as required for your system.


Task To configure the demo system service to run with non-elevated user privileges on platforms using the systemd startup 
script:


1. Copy the sample script file demo.service to the /etc/systemd/system directory. 


Important • Once the script is copied, make sure it has execution privilege.


2. Modify the following line in the script to identify the absolute demo.sh script path:


ExecStart=/opt/FNPlm/lmgrd_path/demo.sh


3. Save the changes in the script.


4. To update the run-level information for the service, execute the following command:


systemctl daemon-reload


5. To start the demo systemd service on boot, execute the following command:


systemctl enable demo.service


6. To start the demo system service under the user you specified for <user_name>, execute the following command:


systemctl start demo.service


SystemV Init Script
On UNIX, edit the appropriate boot script, which may be /etc/rc.boot, /etc/rc.local, /etc/rc2.d/Sxxx, /sbin/rc2.d/
Sxxxx. Include commands similar to the following. See the following notes for a full explanation.


/bin/su daniel -c 'echo starting lmgrd > \


/home/flexlm/v11/hp700_u9/boot.log'


/bin/nohup /bin/su daniel -c 'umask 022; \


/home/flexlm/v11/hp700_u9/lmgrd -c \
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/home/flexlm/v11/hp700_u9/license.dat >> \


/home/flexlm/v11/hp700_u9/boot.log'


/bin/su daniel -c 'echo sleep 5 >> \


/home/flexlm/v11/hp700_u9/boot.log'


/bin/sleep 5


/bin/su daniel -c 'echo lmdiag >>\


/home/flexlm/v11/hp700_u9/boot.log'


/bin/su daniel -c '/home/flexlm/v11/hp700_u9/lmdiag -n -c\


/home/flexlm/v11/hp700_u9/license.dat >> \


/home/flexlm/v11/hp700_u9/boot.log'


/bin/su daniel -c 'echo exiting >>\


/home/flexlm/v11/hp700_u9/boot.log'


Please note the following about how this script was written:


• All paths are specified in full because no paths are assumed at boot time.


• Because no paths are assumed, the vendor daemon must be in the same directory as lmgrd, or the VENDOR lines in the 
license file must be edited to include the full path to the vendor daemon.


• The su command is used to run lmgrd as a non-root user, daniel. It is recommended that lmgrd not be run as root 
since it is a security risk to run any program as root that does not require root permissions. lmgrd does not require root 
permissions.


• daniel has a csh login, so all commands executed as daniel must be in csh syntax. All commands not executed as 
daniel must be in /bin/sh syntax since that is what is used by the boot scripts.


• The use of nohup and sleep are required on some operating systems, notably HP-UX. These are not needed on Solaris 
and some other operating systems, but are safe to use on all.


• lmdiag is used as a diagnostic tool to verify that the server is running and serving licenses.


Note • This does not start the vendor daemon until you reboot the system.


Starting the License Server Manager on Windows
This section provides procedural information on manual starts from the command line and how to configure the License 
Server Manager (lmgrd) as a service.


Manual Start from the Command Line


Task To start lmgrd from the command line


Start lmgrd as an application from a Windows command shell using the following syntax:
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C:\fnp> lmgrd -c license_file_list -L [+]debug_log_path


where 


• license_file_list is one or more of the following:


• the full path to a single license file 


• a directory, where all files named *.lic in that directory are used


If the license_file_list value contains more than one license file or directory, they must be separated by semicolons. 


• debug_log_path is the full path to the debug log file


Prepending debug_log_path with the + character appends logging entries. 


Spaces in pathnames require double quotes around the path.


Note • On Windows platforms, it is best practice to set the location of debug_log_path to a sub-folder of ProgramData. 
This location has user-write permissions by default, which are needed when the license server runs as a service with 
LocalService permission.


Configuring the License Server Manager as a Windows 
Service


To configure a license server manager (lmgrd) as a service, you must have Administrator privileges. The service will run 
under the LocalService account. This type of account (LocalService account) is required to run this utility as a service.


Best practice is to install the vendor daemon and lmgrd in a subfolder of Program Files for a 64-bit license server or 
Program Files (x86) for a 32-bit license server. Data that is written by executables at runtime (the debug log and report 
log) should be written to a subdirectory of ProgramData.


Task To configure a license server as a service:


1. Run the lmtools utility as an administrator.


2. On the Service/License File tab, select Configuration using Services.


3. Click the Config Services tab. In the Service Name field, type the name of the service that you want to define, for 
example, DEMO License Manager. If you leave this field blank, the service will be named FlexNet Publisher Service.


4. In the Path to the lmgrd.exe file field, enter or browse to lmgrd.exe for this license server.


5. In the Path to the license file field, enter or browse to the license file for this license server.


6. In the Path to the debug log file field, enter or browse to the debug log file that this license server writes. Prepending 
the debug log file name with the + character appends logging entries. The default location for the debug log file is 
C:\ProgramData\FLEXlm\lmgrd\debug.log.


It is best practice to set the location of debug_log_path to a subfolder of ProgramData. This location has user-write 
permission by default, which is needed when the license server runs as a service with LocalService permission. If you 
specify a different location, make sure you specify a fully qualified path that can be accessed with LocalService 
permissions.
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7. To save the new DEMO License Manager service, click Save Service.


Figure 10-1: Completed Config Services Tab 


Configuring the License Server Manager Service for a Delayed 
Start


In situations where the license server needs to wait for other drivers or services to start before it starts, you can configure a 
delay before the license server service starts. A typical scenario where a delay is needed is when a FlexNet ID dongle is used 
to lock the license server to a machine (the FLEXID is used on the SERVER line). In this scenario the license server will 
sometimes fail to start upon reboot of the system because the license server is loaded before the dongle device driver has 
loaded properly.


Task To configure a delayed start for the license server manager service:


1. Configure the license server manager as a service (Configuring the License Server Manager as a Windows Service).


2. Locate the registry entry for your license server manager service at:


HKEY_LOCAL_MACHINE\SOFTWARE\FLEXlm License Manager\service_name


where service_name is the name of the license server manager service. 


3. Optionally, to configure a delay longer than 20 seconds, add a string value to the registry entry and set the fields in this 
entry as follows:


Name—unlimitedServiceDelay
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Type—REG_SZ (set automatically when a string value is created)


Data—no value set


4. Add a string value to the registry entry and set the fields in this entry as follows:


Name—serviceDelay


Type—REG_SZ (set automatically when a string value is created)


Data—the service delay in seconds. This value is limited to the range 1-20 seconds unless unlimitedServiceDelay has 
previously been defined (see Step 3).


Manually Starting the License Server Using the lmtools Utility
A graphical user interface to the license server manager tools is provided called lmtools. Some of the functions lmtools 
performs include:


• Starting, stopping, and configuring license servers


• Retrieving system information, including hostids


• Retrieving server status


In order to control the operation of lmgrd from the lmtools user interface, you first must configure it as a license server 
manager service. Follow the procedure in Configuring the License Server Manager as a Windows Service before proceeding.


Once the license server manager service is configured, lmgrd is started by starting the service from the lmtools interface.


Task To start the service from the lmtools interface:


1. Start lmtools and click the Service/License File tab.


2. Click the Configuration using Services option. 


3. Select the service name from the list presented in the selection box. In this example, the service name is DEMO 
License 
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Manager.


Figure 10-2: Service/License File Tab 


4. Click the Start/Stop/Reread tab.


5. Start DEMO License Manager by clicking the Start Server button. DEMO License Manager license server starts and 
writes its debug log output to C:\ProgramData\FNP_DIR\debuglog.


Note •  The “Stop Server” button is disabled when the option “Disable lmdown utility, use task manager” option is 
selected under “Edit Advanced Settings”.


6. Click the Server Status tab.


Note • The server name or host name is case sensitive. Use the same name as provided in your license file. 


7. On the Stop/Reread page, use the Remote Server List button to refresh the active server list. The server details are 
listed in the format Vendor_name: port@host. 


Automatically Starting the License Server at System Startup
In order for lmgrd to start up automatically at system start-up time, you first must configure it as a service. Follow the 
procedure in Configuring the License Server Manager as a Windows Service before proceeding, and then continue with the 
steps below.
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Task To configure lmgrd as a service:


1. With lmtools started and the desired service name selected, click the Config Services tab. 


Figure 10-3: Config Services Tab 


2. Make this license server manager a Windows service by selecting the Use Services check box.


3. Configure it to start at system startup time by selecting the Start Server at Power Up check box.


Note • On Windows platforms, it is best practice to set the location of debug_log_path to a sub-folder of ProgramData. This 
location has user-write permissions by default, which are needed when the license server runs as a service with LocalService 
permission.


From now on, when the system is rebooted, this license server manager starts automatically as a Windows service.


Three-Server Setup in lmtools 


Task To start the service from the lmtools interface:


1. Start lmtools and click the Service/License File tab.


2. Click the Configuration using Services option.
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3. Select the service name from the list presented in the selection box. In this example, the service name is DEMO 
License 
Manager.


Figure 10-4: Service/License File Tab 


4. Click the Start/Stop/Reread tab.


5. Start DEMO License Manager by clicking the Start Server button. DEMO License Manager license server starts and 
writes its debug log output to c:\ProgramData\FNP_DIR\debuglog.


Note •  The “Stop Server” button is disabled when the option “Disable lmdown utility, use task manager” option is 
selected under “Edit Advanced Settings”.


6. Click the Server Status tab.


Note • The server name or host name is case sensitive. Use the same name as provided in your license file. 
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7. lmtools now displays the triad details in the familiar format, where the top node represents the complete triad 
address (port@host1,port@host2,port@host3) and the leaf nodes are the primary, secondary, and tertiary server. 


Figure 10-5: Stop/Reread Three server list and server details.


8. To shut down the triad, select the top node and click ShutDown Server.


9. To shut down a particular server in the triad, select the respective server and click ShutDown.


Maximum Client Connections to License Server
As already discussed, the license server consists of a license server manager (either lmgrd or lmadmin) and the vendor 
daemon. The license server manager is the gateway to the vendor daemon—it hands off client connections to the vendor 
daemon. The license server manager therefore has a smaller connection limit than the vendor daemon. lmgrd has a default 
simultaneous connection limit of approximately 1000 clients, which can be limited with the LM_SERVER_HIGHEST_FD 
environment variable.


The vendor daemon has a maximum connection limit approaching 30,000 jobs, although the best practice is to limit total 
connections to no more than 10,000 jobs in order to ensure sufficient license server performance. However, when using 
simple license models and powerful hardware for the license server, more than 10,000 jobs can be considered provided 
this is stress-tested by producers in advance.
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For Linux and Unix systems, the ulimit for file descriptors should be set to be at least as large as the maximum number of 
job connections expected for the vendor daemon. For example, on Linux VMs, the ulimit for file descriptors is typically 
1024, so this will need to be adjusted up, possibly as part of a license server startup script, or systemd or launchd 
configuration.


A typical client connection error when the maximum number of jobs to the vendor daemon has occurred is 
LM_CANTCONNECT (-15), and the debug log may contain this entry: “This license server system can handle no more 
concurrent clients since it is out of file descriptors”.


When the number of simultaneous client connections to lmgrd exceeds the limit (which is an indication that lmgrd is being 
overwhelmed with a spike of client connection requests), the client error is typically LM_CANTREAD (-16) and the debug log 
of the license server may contain this entry: “Warning: Maximum connections to the server has reached. Please disconnect 
some clients from the server”. Another indicator that lmgrd is being overwhelmed is a buildup of sockets in the 
ESTABLISHED and CLOSED_WAIT states on the license server—when client activity decreases, these socket states fall away as 
lmgrd stabilizes.
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Migrating from lmgrd to lmadmin

A Fundamental Mode Change
The lmadmin license server manager combines all the functionality of the lmgrd license server manager with a Web-based, 
administrative interface. However, the lmadmin license server manager operates in some fundamentally different ways 
than the lmgrd license server manager.


The obvious change is that previous versions of the license server manager (lmgrd) used a command-line interface and the 
new license server manger (lmadmin) supports a browser-based client connection over HTTP. A more fundamental change 
in operation is that configuration options are now persistent—if you change settings and relaunch the tool, the previously 
set options stay in effect.


With lmgrd, the primary mode of operation is to run one instance of lmgrd for each vendor daemon where lmgrd obtains its 
configuration information from the command-line options used when the program is started, including the required 
specifying of a license file.  To change settings you typically stop the license server, edit the license file and/or the script 
containing your command-line options, and relaunch the tool.


In contrast, the lmadmin license server manager is designed to: 


• Support multiple vendor daemons with one lmadmin process.


• Launch without requiring any configuration options.


• Perform all server configuration and administration functions from the browser. (For special circumstances, the lmutil 
package provides additional functions.)


• Import existing license files (the new lmadmin license server manager is compatible with license files and vendor 
daemons produced using FlexNet Publisher 9.2 and later).


• Keep configuration options persistent.


Persistent configuration options is a significant change. Once set, settings remain in effect until changed. For example, if 
two vendor daemons are specified to use the same TCP port, only one will run. With lmgrd, this requires making changes to 
at least one of the license files as well as stopping and restarting the server. With lmadmin, you can change the TCP port for 
a vendor daemon while the license server is running. The manually specified port is then persistent and will remain as it 
was manually set the next time the license server is started, even if the license file is changed. The changes set in the license 
server manager override the license files.
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Command Changes
Because of the changes in the fundamental operation of the system, many features have been redesigned. The following 
lmgrd command-line options are not supported by lmadmin. 


Table 11-1 • Command-line options to lmgrd that are not supported by lmadmin.


lmgrd option lmadmin notes


–2 –p The replacement option is -adminOnly yes, which is the default for lmadmin. 


–z The replacement option is -foreground.


–c license_file_list License files are now managed using either the license server management 
interface or the new -import option.


–v Version information is now displayed in the license server management 
interface. The equivalent is -version option.


–l [+]debug_log_path The -logDir option defines the path to the debug log file (lmadmin.log) written 
by the lmadmin license server manager. The default location is 
<lmadmin_install_dir>/logs.


The default location for the vendor daemon debug log files is 
<lmadmin_install_dir>/logs/<vendor>.log. The path to vendor daemon 
debug logs can be changed via either the lmadmin license management 
interface or the options file.


Note • On Windows platforms, it is best practice to set the location of 
debug_log_path to a sub-folder of ProgramData. This location has user-write 
permissions by default, which are needed when the license server runs as a 
service with LocalService permission.


–local The replacement is to use the following argument settings:


-allowStopServer Yes -allowRemoteStopServer No


–x lmdown The replacement option is -allowStopServer. Note that the logical direction of 
this option has been reversed.


–x lmremove The replacement option is -allowLicenseReclaim. Note that the logical 
direction of this option has been reversed.
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lmadmin License Administration Functions
lmadmin provides some of the license administration functions previously provided by the command-line based license 
administration utilities or lmtools on the Windows platform. The following table lists functions provided within lmadmin 
that replace those provided by the license administration utilities.


The following table details which command-line utilities may no longer be required and which utilities are required when 
using lmadmin. 


Table 11-2 • lmadmin License Administration Functions


lmadmin Function Description Replaces Utility


Dashboard -  Licenses Displays details of licenses rights available and in use. lmstat


Vendor Daemon Configuration - 
Administer - Stop


Stops the vendor daemon. lmdown (in some usage cases)


Vendor Daemon Configuration - 
Administer - Reread License Files


Rereads license rights from license files included in the 
lmadmin configuration. Required only when the content 
of a license file is updated.


lmreread (see also Changes in 
lmreread Behavior when Using 
lmadmin)


Vendor Daemon Configuration - 
Administer - Rotate Report Logs


Switches the report log to a new file name. lmswitchr


Server Configuration - Stop Server Stops the license server. Note that lmadmin’s default 
setting enables this button. To disable the button, start 
lmadmin with the -allowStopServer No argument.


lmdown (in some usage cases)


Table 11-3 • lmadmin Use of License Administration Utilities 


Utility Required when using lmadmin


lmborrow Yes, if using license rights in license files and borrow capability.


lmdiag Yes, to diagnose license checkout problems. 


lmdown Not normally required.


lmhostid Not normally required for lmadmin as it displays information about the system it is running on 
that includes the various identities normally used as hostids. Required for determining the 
hostids of client systems.


lminstall Yes, converts license files between different formats. 


lmlicvalidator Not normally required.


lmnewlog Yes, if you use this function instead of lmswitchr to change to a new report log because you do 
not want to edit the report log file name in the options file. 


lmpath Yes, allows users direct control over license file path settings. 
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Changes in lmreread Behavior when Using lmadmin


Normally lmreread is not required when using lmadmin, however if you use lmreread with lmadmin the following use cases 
are not supported:


• Using lmreread to restart a vendor daemon—When using lmgrd you can shut down a vendor daemon using lmdown 
and then use the lmreread command to restart the vendor daemon. The following sequence of commands will result 
in an error when using lmadmin:


lmdown -vendor demo


lmreread -vendor demo


• Using lmreread to load and start a new vendor daemon—You can start lmgrd with a license file that specifies a 
vendor daemon and then replace this license file with one that includes information about a second vendor daemon. 
When lmreread is run, this second vendor daemon will be started. Using lmreread in this way with lmadmin will not 
load or start the vendor daemon. When using lmadmin, load and start a new vendor daemon as follows:


1. To import a license file for the vendor daemon, go to the Administration page, open the Vendor Daemon 
Configuration tab, and click Import License.


2. To start the vendor daemon, go to the Administration page, open the Vendor Daemon Configuration tab, and 
click Administer for the specific vendor daemon. Click Start.


lmremove (in 
License File–Based 
Licensing)


Yes, releases a hung license to the pool of free licenses. Note that lmadmin’s default setting 
disables the operation of lmremove. To enable lmremove, start lmadmin with the 
-allowLicenseReclaim argument.


lmreread Not normally required. See also Changes in lmreread Behavior when Using lmadmin.


lmstat Only required to show additional information (such as borrow or reservations).


lmswitch Yes, controls debug log location and size.


lmswitchr Not required.


lmver Yes, reports the version of a library or binary file. Note that you can determine the version of 
lmadmin by starting it with the -version argument.


Table 11-3 • lmadmin Use of License Administration Utilities 


Utility Required when using lmadmin
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Using License Administration Tools

License administration tools help license administrators manage licenses and license servers. Always use the latest version 
of the utilities. If you are using lmadmin as your license server manager, then it provides functionality that replace some of 
these utilities. The table, License Administration Utilities, lists these utilities and indicates when lmadmin provides an 
alternative. 


Command-Line Utilities
All license server utilities are packaged as a single executable called lmutil. The lmutil is either installed as individual 
commands (either by creating links to the individual command names, or making copies of lmutil as the individual 
command names), or as a wrapper that runs the individual command as lmutil command. For example, lmutil lmstat or 
lmutil lmdown. 


On Windows systems, the lmutil command form of the commands are available. There is also a graphical user interface 
available for these commands—see lmtools (Windows only).  


Table 12-1 • License Administration Utilities 


Utility Description lmadmin Function


lmborrow Supports license borrowing. None


lmborrowl Supports license borrowing when a hyphen is part of the 
feature name. 


None


lmdiag Diagnoses license checkout problems. None


lmdown Gracefully shuts down selected vendor daemons on the 
license server (or on all three systems in the case of three-
server redundancy).


Vendor Daemon Configuration - 
Administer - Stop


lmhostid Reports the hostid of a system. System Information displays 
hostids for the license server.
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History


• The lmlicvalidator utility is introduced in the version 11.17.0 utilities.


• The lmborrowl utility was introduced in the version 11.15.1 utilities.


• The lmtpminfo utility was introduced in the version 11.15.0 utilities.


lminstall Converts license files between different formats. None


lmnewlog Moves existing report log information to a new file name and 
starts a new report log file with existing file name.


None


lmlicvalidator Allows user to pre-validate a certificate license file (from a 
remote client) against a license server.


None


lmpath Allows users direct control over license file path settings. None


lmremove (in 
License File–
Based 
Licensing)


Releases a hung license to the pool of free licenses. None. Note lmadmin default setting 
disables lmremove.


lmremove (in 
Trusted 
Storage–
Based 
Licensing)


Releases a hung license to the pool of free licenses in trusted 
storage.


None


lmreread Causes the license daemon to reread the license file and start 
any new vendor daemons.


Vendor Daemon Configuration - 
Administer - Reread License Files


lmstat Displays the status of a license server. Dashboard - Licenses


lmswitch Controls debug log location and size. None


lmswitchr Switches the report log to a new file name. Vendor Daemon Configuration - 
Administer - Rotate Report Logs


lmtpminfo Returns the status of the TPM (Trusted Platform Module). 
(Windows only)


None


lmver Reports the version of a library or binary file. None


lmvminfo Returns the environment of the system used as to virtual or 
not.


None


Table 12-1 • License Administration Utilities 


Utility Description lmadmin Function
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• The lmvminfo utility was introduced in the version 11.13.0 utilities.


• The lmpath utility was introduced in the version 7.0 utilities.


• The lmborrow utility was introduced in the version 8.0 utilities.


• The lmswitch utility was introduced in version 8.0 vendor daemon.


• The lmswitchr utility was introduced in version 5.0 vendor daemon.


Common Arguments for lmutil
The following are valid arguments for most lmutil utilities:


Note • The following information might be helpful:


• VENDOR_LICENSE_FILE environment variable is honored in utilities starting with version 7.0.


• The -verbose option was introduced in version 6.0 of the utilities.


lmborrow
The lmborrow utility supports the borrowing of those licenses that contain the BORROW attribute.  Use lmborrow when 
clients have LM_A_BORROW_RETURN_BY_VERSION=1 set (the default value).


This utility runs on the FlexEnabled client machine that borrows the licenses. The FlexEnabled application end users can 
use the utility to do the following:


• Initiate borrowing by setting the borrow period


• Clear the borrow period


• Purge expired licenses


Table 12-2 • lmutil Valid Arguments


Argument Description


-c license_file_path Most lmutil utilities need to know the path to the license file. This is specified with a -c 
license_file_path argument, or by setting the LM_LICENSE_FILE environment variable. 
Otherwise, the default location is used. The utilities also honor all VENDOR_LICENSE_FILE 
environment variables. Some utilities take more than one license file path in a license search 
path separated by colons on UNIX and semicolons on Windows.


Pathnames that include spaces must be enclosed in double quotes.


-help Displays usage information and exits.


-v Displays the version of the utility and exits. 


-verbose Displays longer description for all errors found.
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• Determine borrow status


• Return a borrowed license early


Initiating Borrowing
To initiate borrowing, the end user of the FlexEnabled application sets the borrow period by running lmborrow from the 
command line or through lmtools on the FlexEnabled client machine.


Task To initiate borrowing


From the FlexEnabled client machine, enter the following command:


lmborrow {vendor | all} enddate [time] 


where:


For example, you might enter the following:


lmborrow sampled 20-aug-2017 13:00


This has the effect of setting LM_BORROW with the borrow period in either the registry (Windows) or in $HOME/.flexlmborrow 
(UNIX).


To borrow licenses for the desired vendor name, on the same day and the same system that the user runs lmborrow, run the 
applications to check out the licenses. If you run the applications more than once that day, no duplicate licenses are 
borrowed. No licenses are borrowed if the application is run on a day different than the date borrowing is initiated. 


Aside from the lmborrow utility, you can use these other methods to initiate borrowing:


• Use the borrowing interface included in the FlexEnabled application, if such an interface is provided.


• Set the LM_BORROW environment variable directly.


See Initiating License Borrowing for more information on these other ways.


Table 12-3 • lmborrow Arguments for Initiating Borrowing


Argument Description


vendor The vendor daemon name that serves the licenses to be borrowed, or all specifies all vendor 
daemons in that license server.


enddate [time] Date the license is to be returned in dd-mmm-yyyy format. time is optional and is specified in 24-
hour format (hh:mm) in the FlexEnabled application’s local time. If time is unspecified, the 
checkout lasts until the end of the given end date.
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Clearing the Borrowed License Setting
End users of the FlexEnabled application can clear the LM_BORROW setting to stop licenses from being borrowed until 
borrowing is initiated again. For example, users might run lmborrow -clear after they have borrowed licenses for features 
that are used offline if—before disconnecting from the network—they want to run an application that checks out additional 
features, served by that vendor name, that are not meant to be borrowed. Clearing LM_BORROW does not change the status 
for already borrowed licenses.


Task To clear the LM_BORROW setting in the Windows registry or in $HOME/.flexlmborrow 


From the FlexEnabled client machine, enter the following command:


lmborrow -clear


Purging Expired Licenses
End users can remove expired borrowed licenses from their FlexEnabled client machine.


Task To remove expired borrowed licenses


From the FlexEnabled client machine, enter the following command:


lmborrow -purge


Tip • Combine this option with the -status option both to purge expired borrowed licenses from the client machine and to 
display information about the still valid borrowed licenses. See the next section Determining Borrowed-License Status.


Determining Borrowed-License Status
End users can issue the following commands to display the status of licenses (vendor, feature name, and expiration date) 
currently borrowed by their FlexEnabled application. 


Note • The current status of borrowed licenses is read from information stored on the client machine itself. Therefore, the 
client machine does not need to be connected to the network to obtain this information.


Task To display the status of all currently borrowed features, expired or not


From the FlexEnabled client machine, enter the following command:


lmborrow -status
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Task To purge expired borrowed licenses and display the status of non-expired borrowed licenses


From the FlexEnabled client machine, enter the following command:


lmborrow -purge -status


Note • You can specify the -purge and -status options in any order. The result is always the same--expired borrowed 
licenses are removed and the status of the remaining borrowed licenses is displayed.


Returning a Borrowed License Early


Task To return a borrowed license early


1. Reconnect the FlexEnabled client to the network.


2. From the FlexEnabled client machine, issue the following command:


lmborrow -return [-c licfile] [-d display] [-u username] [-h hostname] [-fqdn] [-vendor name] 


feature [-bv version] 


where:


Table 12-4 • lmborrow Arguments for Returning a Borrowed License Early


Argument Description


-fqdn Directs lmborrow to access the borrowing system using its fully qualified host name. Use this 
option if the license was borrowed based on the fully qualified host name, rather than the 
relative distinguished name. Use lmstat to determine the format of the host name used 
when the license was borrowed.


-c licfile Use the specified license files. In some configurations, the license file needs to be specified in 
order to return the borrowed license  early.


-d display Used to specify the display from which the borrow was initiated. Required if your current 
display is different than what was used to initiate the borrow.


On Windows, it is the system name or, in the case of a terminal server environment, the 
terminal server client name. On UNIX, it is in the form 
/dev/ttyxx or the X-Display name.


-u username Used to specify the user name from which the borrow was initiated. In case of overridden user 
name use -u option to return the borrowed licenses early with the specified user.


-h hostname Used to specify the host name from which the borrow was initiated. In case of overridden 
host name use -h option to return the borrowed licenses early with the specified hostname.
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If the borrowing system is not placed back on the network before attempting the early return, the license is not returned 
and LM_BORROW is kept intact. Additionally, an error message is issued to the user with notification that the system needs to 
be connected to the network.


Note • Early borrowed license return was introduced in version 8.3 utilities.


lmborrowl
lmborrowl should be used instead of lmborrow when borrowing clients specify LM_A_BORROW_RETURN_BY_VERSION=0. This 
non-default behaviour is needed for legacy licensing models where a hyphen was used in the feature name.


lmborrowl does not allow the version to be specified when returning a feature, unlike lmborrow.


Only deploy this utility to end-users if your feature names historically contain hyphens. Flexera recommends against using 
hyphens in feature names.


See Also 
lmborrow
LM_A_BORROW_RETURN_BY_VERSION in the C/C++ Function Reference


lmdiag
lmdiag enables you to diagnose problems when you cannot check out a license.


Usage
lmdiag [-c license_file_list] [-n] [feature[:keyword=value]]


where:


feature The name of the borrowed feature to be returned early. Use lmborrow -status to get a list of 
borrowed feature names.


lmborrow will return an error if the name of the feature contains a hyphen. Instead, use 
lmborrowl to return borrowed features with a hyphen in their name.


-bv version Used to specify the version of the borrowed feature to return early. Use lmborrow -status to 
get the list of borrowed feature versions.


Table 12-5 • lmdiag Argument Usage


Argument Description


-c license_file_list Diagnose the specified files.


Table 12-4 • lmborrow Arguments for Returning a Borrowed License Early


Argument Description
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If no feature is specified, lmdiag operates on all features in the license files in your list. lmdiag first prints information 
about the license, then attempts to check out each license. If the checkout succeeds, lmdiag indicates this. If the checkout 
fails, lmdiag gives you the reason for the failure. If the checkout fails because lmdiag cannot connect to the license server, 
then you have the option of running extended connection diagnostics. 


These extended diagnostics attempt to connect to each TCP/IP port on the license server, and detects if the port number in 
the license file is incorrect. lmdiag indicates each TCP/IP port number that is listening, and if it is an lmadmin or lmgrd 
process, lmdiag indicates this as well. If lmdiag finds the vendor daemon for the feature being tested, then it indicates the 
correct port number for the license file to correct the problem. 


See Also 
FLEXLM_DIAGNOSTICS


lmdown
The lmdown utility allows for the graceful shutdown of selected license daemons on all systems. 


Usage
lmdown -c license_file_list [-vendor vendor_daemon] [-q] [-all] [-force]


where:


-n Run in non-interactive mode; lmdiag does not prompt for any input in this mode. In this 
mode, extended connection diagnostics are not available.


feature Diagnose this feature only.


keyword=value If a license file contains multiple lines for a particular feature, select a particular line for 
lmdiag to report on. For example:


lmdiag f1:HOSTID=12345678


attempts a checkout on the line with the hostid “12345678.” keyword is one of the 
following: VERSION, HOSTID, EXPDATE, KEY, VENDOR_STRING, ISSUER


Table 12-6 • lmdown Argument Usage


Argument Description


-c license_file_list Use the specified license files. Note that specifying -c license_file_list is always 
recommended with lmdown.


-vendor vendor_daemon Shut down only this vendor daemon. The license server continues running.


-q Don’t prompt. Otherwise, lmdown provides a confirmation prompt.


Table 12-5 • lmdiag Argument Usage


Argument Description
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If lmdown encounters more than one server (for example if -c specifies a directory with many *.lic files) and -all is not 
specified, a choice of license servers to shut down is presented.


Note • On UNIX, do not use kill -9 to shut down license servers. On Windows, if you must use the Task Manager to kill the 
FlexNet Licensing Service, be sure to end the lmadmin (or lmgrd) process first, then all the vendor daemon processes.


When using the lmdown utility to shut down license servers configured for three-server redundancy, there is a one-minute 
delay. You can protect the unauthorized execution of lmdown when you start up the license server manager.


See Also
Installing lmadmin
lmgrd Command-Line Syntax for details about securing access to lmdown


lmhostid
The lmhostid utility returns the hostid of the current platform. Invoked without any arguments, lmhostid displays the 
default hostid type for the current platform. Otherwise, the hostid corresponding to the requested type is displayed, if 
supported on the current platform.


Obtaining any TPM, virtualization, or cloud-licensing hostid requires that the FlexNet Licensing Service be installed.


Usage
lmhostid [-n] [-utf8] [-ptype argument] [hostid_type]


Where:


-all If multiple servers are specified, automatically shuts down all of them. -q is implied 
with -all.


-force If licenses are borrowed, lmdown runs only from the system where the license server is 
running, and then only if the user adds -force.


Table 12-7 • lmhostid Argument Usage


Argument Description


-n Only the hostid, itself, is returned as a string, which is appropriate to use with HOSTID= in the 
license file. Header text is suppressed.


Table 12-6 • lmdown Argument Usage


Argument Description
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hostid_type One of the following hostid types. If not specified, the default hostid for the current platform is 
displayed. See Hostids for Supported Platforms for a list of the default types.


PLATFORM-DEPENDENT HOSTIDS


• -ether—Ethernet address.


Note • In Windows, Linux, and OS X platforms, this command returns all available addresses 
(active and inactive). For Windows and Linux platforms, these addresses include both teamed and 
non-teamed Ethernet interfaces. In general for teamed interfaces, the unique address for the 
team-bonding virtual adapter is returned. On Linux platforms, a separate (but same) virtual-
adapter address is returned for each interface in the team. On Windows platforms, a single 
instance of the virtual-adapter address is returned for all teamed interfaces.


• -string—String id.


• -vsn—Volume serial number (Windows platforms only).


• -flexid— USB FLEXID identification. This is applicable only for those platforms that 
support FlexNet ID dongles. See Obtaining System Hostids for a complete list.


• -long—32-bit hostid.


• -uuid—UUID binding value. Used with the -ptype command line option, shown under 
-ptype below. Only permitted with platform types (ptype) VM or AMZN.


• -tpm_id1—TPM (Trusted Platform Module) ID.


Requirements and limitations:


• Windows platforms only.


• Supported version: TPM 2.0.


• FlexNet Licensing Service must be running to obtain this hostid.


• Only supported on the SERVER line.


• Supported as a served node-locked hostid from FlexNet Publisher version 11.15.0 
onwards.


Table 12-7 • lmhostid Argument Usage


Argument Description
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hostid_type 
(continued)


PLATFORM-INDEPENDENT HOSTIDS


• -user—Current user name. Note that user names that contain spaces, for example ‘test 
user’ cannot be used in the Options file. Use the first word of the user name, for example 
‘test’, in the Options file.


• -display—Current display name. On Windows, it is the system name or, in the case of a 
terminal server environment, the terminal server client name. On UNIX, it is in the form /
dev/ttyxx or the X-Display name.


• -hostname—Current host name.


• -hostdomain—Current host domain.


• -internet—IP address of the machine in the format of the machine’s protocol (IPv4 or 
IPv6). In a dual-stack environment, you can use the -v4 or -v6 switch to obtain the version-
specific IP address (see the next bulleted items).


• -v4—Use with -internet to obtain the IPv4 address.


• -v6—Use with -internet to obtain the IPv6 address.


Tip •  Both -v4 and -v6 are optional; using just -internet fetches the default IP address (usually 
IPv4).


Tip • (Windows only) If a Windows machine is connected to a VPN, lmhostid -internet returns 
the virtual adapter IP address. To ensure that this command returns the physical adapter IP 
address during checkouts, perform this workaround: Run regedit, navigate to 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Linkage, locate the Bind 
parameter, and edit the adapter order so that the physical adapter is listed first. Run ipconfig/
registerdns to put the edit into effect.


-utf8 The hostid is output as a UTF-8 encoded string rather than an ASCII string. If your hostid 
contains characters other than ASCII A through Z, a through z, or 0 through 9, use this option 
with lmhostid. To view a correct representation of the resulting hostid, use a utility, such as 
Notepad, that can display UTF-8 encoded strings.


Table 12-7 • lmhostid Argument Usage


Argument Description
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The following are examples of output from lmhostid:


lmhostid - Copyright (c) 1989-2016 Flexera Software LLC. All Rights Reserved.


The FlexNet host ID of this machine is ""00ff5018c189 0019d244e9fc 0016cfdaf65d 001558809422 


005056c00001 005056c00008""


Only use ONE from the list of hostids.


lmhostid -ptype VM -uuid


lmhostid - Copyright (c) 1989-2016 Flexera Software LLC. All Rights Reserved.


The FlexNet host ID of this machine is "VM_UUID=0011223344556677889911bbccddeeff" 


Note • Some limitations exist with hostid reporting on virtual devices:


• Ethernet hostids on Windows platforms—From lmutil version 11.6.1 onwards, only the hostids of physical ethernet 
adapters are reported. Devices identified as virtual ethernet adapters are not reported as these identities are not 
permanent. 


• Physical (bare metal) hostids on virtual machines—When run from a virtual machine, lmhostid cannot return hostids 
for the physical machine that hosts the virtual machine. To obtain hostids for the physical machine, lmhostid must be 
run from the host OS.


See Also
Hostids for Supported Platforms


lminstall
The lminstall utility is designed primarily for typing in decimal format licenses to generate a readable format license file.


-ptype (License-server binding in virtual environments only) Indicates the platform type. This option 
must be used in conjunction with a valid hostid binding type (see hostid_type (continued)). 


-ptype requires one of the following arguments, which then prefixes the generated hostid 
appropriately (as described): 


• VM—Supported for Xen, VMware, Oracle VirtualBox, Hyper-V, Parallels, QEMU-KVM, Google 
Compute, Microsoft Azure, and Amazon EC2. 


lmhostid -ptype VM -uuid is now the only supported usage of this option, generating 
VM_UUID.


• AMZN—For the Elastic IP address, AMI instance ID, or AMI template ID in the Amazon EC2 
environment. Prefixes hostid with AMZN_.


VM_UUID is recommended instead of AMZN_IID. Both represent the AMI instance ID in the 
Amazon EC2 environment.


• PHY—Physical machine only. Prefixes hostid with PHY_.


Table 12-7 • lmhostid Argument Usage


Argument Description
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Usage
lminstall [-i in_lic_file] [-maxlen n] [-e err_file] [-o out_lic_file] \


[-overfmt {2 | 3 | 4 | 5 | 5.1 | 6 | 7 | 7.1 | 8}] [-odecimal]


Normally, to convert from decimal to readable format, lminstall is used with no arguments; you are prompted for the 
name of the output license file. The default file name is today’s date in yyyymmdd.lic format. Move this file to the 
application’s default license file directory, if specified by the software publisher. Otherwise, use the LM_LICENSE_FILE or 
VENDOR_LICENSE_FILE environment variables to specify the directory where the *.lic files are located.


To finish entering, type q on a line by itself or enter two blank lines.


When an input file is specified with no output file specified, output goes to stdout; if neither input nor output file is 
specified, lminstall assumes that input comes from stdin and prompts the user for an output file name. 


lminstall is also used to convert licenses from readable to decimal format and between different license versions.


To convert from readable to decimal:


lminstall -i in_lic_file -o out_lic_file -odecimal


To convert to v5.1 format:


lminstall -i in_lic_file -o out_lic_file -overfmt 5.1


To enforce a maximum line length of, for example, 50 characters:


lminstall -maxlen 50


Conversion errors are reported as necessary and can be written to a file by specifying -e err_file. lminstall has a limit of 
1,000 lines of input.


Note • Decimal format is deprecated and is not supported.


lmlicvalidator
The lmlicvalidator helps you to pre-validate a certificate license file (from a remote client) against a license server. It allows 
you to know in advance whether the license certificate works or not when it is applied on the license server. The utility 
requires a license server and a vendor daemon against which the certificate license file is to be validated. The utility 
performs the range of validations of the certificate presented starting with basic encoding checks, extension checks, 
keyword validations and syntactic, and correctness of the license certificate. It reports errors if found or print a validation 
complete message when the validation is complete.
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Usage
lmlicvalidator [-licfile license_file]  [-licserv port@host] -repAllErr [-t timeout_value] -help


where:


Note • The following information might be helpful:


• The lmlicvalidator utility is only available as part of platform directories x64_n6, i86_n3, x64_lsb and i86_lsb.


• The lmlicvalidator utility is so far tested and certified to work against license server running on, Windows, Suse, RHEL and 
CentOS.


The following table shows the keywords and syntax validation that lmlicvalidator supports and does not support:


Table 12-9 • List of keywords and syntax


Table 12-8 • lmlicvalidator Argument Usage


Argument Description


-licfile license_file Path to license certificate file that needs to be validated.


-licserv port@host port@host where port and host are the TCP/IP port number and host name of license 
server against which the certificate needs to be validated.


-repAllErr [Optional] By default utility will print only first 10 errors in certificate. When this 
argument is set it will display all the errors in the certificate.


-t timeout_value [Optional] By default it's set to 4 seconds. When this argument can be followed by a 
timeout value in seconds.


-help To print usage information.


Keyword / Syntax Yes | No Notes


# Comments Yes


Common Vendor Daemon No The common vendor daemon related checks are not present in the 
license validation utility.


Encoding checks Yes Client side validation.


Expired Lines Yes


Feature Line Yes


File size restriction (1 


MB)


Yes Client and Server side validation.
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Future dated linesHost 


validation in server line


Yes


Host-Id validation in 


server line


Yes


Increment Line Yes


License file extension Yes Client side validation.


License file presence Yes Client side validation.


License Server status 


checks


Yes


Line continuation Yes


Line start with valid 


keyword


Yes


Lines with permanent 


keyword


Yes


Lines with signature 


mismatch


Yes


Lines with uncounted 


keyword


Yes


PACKAGE keyword No The package line validation is not present in the license validation utility.


Server line presence Yes


SERVER line with, 


[HEARTBEAT_INTERVAL=secon


ds]


Yes


SERVER line with, [port] Yes


SERVER line with, 


[PRIMARY_IS_MASTER]


Yes


Upgrade Line Yes


USE_SERVER keyword Yes


Vendor daemon available 


checks


Yes


Vendor line presence Yes


Keyword / Syntax Yes | No Notes
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lmnewlog
The lmnewlog utility switches the report log file by moving the existing report log information to a new file, then starting a 
new report log with the original report log file name. If you rotate report logs with lmnewlog instead of lmswitchr, you do 
not have to change the file name in the REPORTLOG line of the vendor daemon’s option file. Requires a version 7.1 or later 
vendor daemon.


Usage
lmnewlog [-c license_file_list] feature renamed_report_log [-secondary]


or:


lmnewlog [-c license_file_list] vendor renamed_report_log [-secondary]


where:


Vendor port range 


validation


Yes


VENDOR/DAEMON line with,


options_file_path


Yes


VENDOR/DAEMON line with, 


port


Yes


VENDOR/DAEMON line with,


vendor_daemon_path


Yes


Table 12-10 • lmnewlog Argument Usage


Argument Description


-c license_file_list Use the specified license files.


feature Any feature in this license file.


vendor Name of the vendor daemon in this license file.


renamed_report_log New file path where existing report log information is to be moved.


-secondary A new report log file is generated on a secondary server. The -secondary option 
switches the report log file by moving the existing report log information to a new file, 
then starting a new report log with the original report log file name at the secondary 
server for 3-server setup.


Keyword / Syntax Yes | No Notes
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lmpath
The lmpath utility allows direct control over license search path settings. It is used to add to, override, or get the current 
license search path settings. 


Usage
lmpath {-add | -override | -status} {vendor | all} license_file_list


where:


lmpath accesses the license search path from the following location:


• Windows registry: HKEY_CURRENT_USER\Software\FLEXlm License Manager


• UNIX file path: $HOME/.flexlmrc


Task To display the current license search path settings:


Use the following command:


lmpath -status


The following is displayed:


lmpath - Copyright (c) 1989-2016 Flexera Software LLC.


Known Vendors:


_____________


demo:   ./counted.lic:./uncounted.lic


Table 12-11 • lmpath Argument Usage


Argument Description


-add Prepends license_file_list to the current license search path or creates the license 
search path, if it doesn’t exist, initializing it to license_file_list. Duplicates are 
discarded.


-override Overrides the existing license search path with license_file_list. If 
license_file_list is the null string, "", the specified list is deleted. 


• lmpath -override all " "—Deletes the value of LM_LICENSE_FILE. 


• lmpath -override vendor " "—Deletes the value of VENDOR_LICENSE_FILE.


-status Displays current license search path settings.


vendor A vendor daemon name. Affects the value of VENDOR_LICENSE_FILE.


all Refers to all vendor daemons. Affects the value of LM_LICENSE_FILE.


license_file_list On UNIX, separate values with a colon. On Windows, separate values with a semicolon. 
If license_file_list is the null string, " ", then the specified entry is deleted.
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_____________


Other Vendors:


______________


/usr/local/flexlm/licenses/license.lic


Note that where the path is set to a directory, all the *.lic files are listed separately. 


lmremove (in License File–Based Licensing)
The lmremove utility enables you to remove a single user’s license for a specified feature. If the application is active, it 
rechecks out the license shortly after it is freed by lmremove. Note that lmadmin’s default setting disables lmremove. To 
enable lmremove, start lmadmin with the -allowLicenseReclaim argument.


Usage
lmremove [-c license_file_list] feature user user_host display


or


lmremove [-c license_file_list] -h feature server_host port handle


The user, user_host, display, server_host, port, and handle information must be obtained from the output of lmstat -a.


Table 12-12 • lmremove in License File–Based Licensing Argument Usage


Argument Description


-c license_file_list Specify license files.


-h Specify the license by its handle. Include feature, server_host, port, and handle with 
this argument.


feature Name of the feature or component checked out by the user whose license is to be 
removed.


Important • Do specify a package name instead of a feature name.


user Name of the user whose license you are removing, as reported by lmstat -a.


user_host Name of the host the user is logged into, as reported by lmstat -a.


display Name of the display where the user is working, as reported by lmstat -a.


server_host Name of the host on which the license server is running.


port TCP/IP port number where the license server is running, as reported by lmstat -a.


handle License handle, as reported by lmstat -a.
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lmremove removes all instances of user on user_host and display from usage of feature. If the optional -c 
license_file_list is specified, the indicated files are used as the license file.


The -h variation uses the server_host, port, and license handle, as reported by lmstat -a. Consider this example lmstat 
-a output:


joe nirvana /dev/ttyp5 (v1.000) (cloud9/7654 102), start Fri 10/29 18:40


In this example, the user is joe, the user host is nirvana, the display is /dev/typp5, the server host is cloud9, the TCP/IP 
port is 7654, and the license handle is 102. 


To remove this license, issue one of the following commands:


lmremove f1 joe nirvana /dev/ttyp5


or


lmremove -h f1 cloud9 7654 102


When removing by handle, if licenses are grouped as duplicates, all duplicate licenses are also removed. If license lingering 
is set and lmremove is used to reclaim the license, lmremove starts, but does not override, the license’s linger time. 


You can protect the unauthorized execution of lmremove when you start up lmgrd. The default for lmadmin is to disable 
lmremove because removing a user’s license is disruptive.


See Also
Installing lmadmin
lmgrd Command-Line Syntax for details about securing access to lmremove


lmremove (in Trusted Storage–Based Licensing)
The license administrator can use the lmremove utility to perform trusted storage borrow reclaim actions when these have 
been enabled by publisher. Note that lmadmin’s default setting disables lmremove. To enable lmremove, start lmadmin with 
the -allowLicenseReclaim argument. 


Usage


Concurrent


lmremove [-c license_file_list] feature user user_host display


Activate or Borrow


lmremove <-c licfile> [-tsborrow <client_hostname>] | [-tsborrowstat]


where:


Table 12-13 • lmremove in Trusted Storage Argument Usage


Argument Description


-c Specifies both license file and port@host. 


-tsborrow Specifies trusted storage borrow reclaim, using this option along with client host 
name is mandatory.
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The lmremove utility allows the license administrator to perform borrow reclaim action by removing the deduction records 
from server trusted storage for the specified client host.


The publisher can enable this feature by setting appropriate values for the borrow reclaim percentage. By default, the 
reclaim percentage is set to 0 so the reclaim operation is not allowed.


The licenses activated or borrowed from the activatable and hybrid license group can be reclaimed. 


The Concurrent feature served out from a TS location can also be reclaimed.


To be able to use the borrow reclaim feature, the lmremove utility should run on the same system as license server. 


For example,


• borrow reclaim percentage is 10% 


• total license count is 25


• client "nirvana" borrowed a license from server trusted storage 


• client “cloud9” activated 2 licenses from server trusted storage


To view the borrow reclaim status on the license server, issue one of the following commands:


lmremove -c port@host –tsborrowstat


or


lmremove -c counted.lic -tsborrowstat


Output similar to following is displayed:


=== ACTIVATION BORROW RECLAIM STATUS ===


Number of licenses borrowed currently: 24


Percentage borrow reclaim level: 10%


Count of reclaimed licenses:0


Number of borrow reclaims currently available: 2


Number of borrow reclaims currently available = ((total number of deduction records * borrow reclaim percentage) – 
(count of reclaimed licenses) = (24 * 10%) – (0) = 2.4 rounded to 2.


client host name The deduction record(s) associated with the hostname that could be reclaimed.


tsborrowstat Specifies trusted storage borrow reclaim status. When this option is used, no borrow 
reclaim operation would be performed and borrow reclaim status would be displayed 
with the following information:


• Number of licenses borrowed currently


• Percentage borrow reclaim level


• Count of reclaimed licenses


• Number of borrow reclaims currently available


Table 12-13 • lmremove in Trusted Storage Argument Usage


Argument Description
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Assume, the client host “nirvana” is lost or damaged.


To reclaim the borrow licenses issued for client host “nirvana”, issue one of the following commands:


lmremove –c port@host –tsborrow “nirvana”


or


lmremove –c counted.lic –tsborrow “nirvana”


Output similar to the following is displayed: 


Lmremove: Sucessfully reclaimed (1) borrowed licenses(s) for the client “nirvana”.


Now, view the borrow reclaim status, issue one of the following the commands:


lmremove -c port@host –tsborrowstat


or


lmremove -c counted.lic -tsborrowstat 


Output similar to following is displayed: 


=== ACTIVATION BORROW RECLAIM STATUS ===


Number of licenses borrowed currently: 23


Percentage borrow reclaim level: 10%


Count of reclaimed licenses:1


Number of borrow reclaims currently available: 1


Notice that, the count of reclaimed licenses is incremented by the number of deduction records that are reclaimed.


Note • When a reclaimed deduction record expires, the “Count of reclaimed licenses” is decremented by the one.


Assume, the client host “cloud9” is lost or damaged. To reclaim the borrow licenses issued for client host “cloud9”, issue 
one of the following commands,


lmremove –c port@host –tsborrow “cloud9”


or


lmremove –c counted.lic –tsborrow “cloud9”


Output similar to following is displayed:


lmremove: Failed to perform activation borrow reclaim operation. (-205, 14100)


Failure reason: The requested activation borrow reclaim count (2) for client “cloud9” is greater 


than available reclaim count (1).


Assume, two more licenses are activated or borrowed. So, the number of deducted records is 25. Now, to reclaim the 
licenses issued for client host “cloud9” issue one of the following commands,


lmremove –c port@host –tsborrowstat


or


lmremove -c counted.lic -tsborrowstat


Output similar to following is displayed:

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 135







Chapter 12 Using License Administration Tools
Command-Line Utilities

Lmremove: Successfully reclaimed (2) borrowed licenses for the client “cloud9”.


Now, to view the borrow reclaim status, issue one of the following commands, 


lmremove –c port@host –tsborrowstat


or


lmremove -c counted.lic -tsborrowstat


Output similar to following is displayed:


=== ACTIVATION BORROW RECLAIM STATUS ===


Number of licenses borrowed currently: 23


Percentage borrow reclaim level: 10%


Count of reclaimed licenses: 3


Number of borrow reclaims currently available: 0


Now the borrowed reclaim level of 10% is reached so no more reclaims are allowed. To reclaim any more licenses, the 
license administrator creates an offline request to reset the reclaimed license count. 


To reset the reclaimed license count, issue the following command and send the request.xml to publisher.


       servercomptranutil –new request.xml reference=BorrowClaimReclaim


To process the reset response from publisher, issue the following command, 


       servercomptranutil -process response.xml


Now, view the borrow reclaim status, issue one of the following commands, 


    lmremove –c port@host –tsborrowstat


or


    lmremove -c counted.lic -tsborrowstat


Output similar to following is displayed:


=== ACTIVATION BORROW RECLAIM STATUS ===


Number of licenses borrowed currently: 23


Percentage borrow reclaim level: 10%


Count of reclaimed licenses: 0


Number of borrow reclaims currently available: 2


Notice that, the count of reclaimed licenses is reset to 0 and the number of borrow reclaims currently available are two.


See Also
Installing lmadmin
lmgrd Command-Line Syntax for details about securing access to lmreread


lmreread
The following description refers to the operation of lmreread with lmgrd.
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Note • lmadmin includes functionality to read license files and start vendor daemons instead of using lmreread.


The lmreread utility causes the license server manager to reread the license file and start any new vendor daemons that 
have been added. In addition, all currently running vendor daemons are signaled to reread the license file and their options 
files for changes. If report logging is enabled, any report log data still in the vendor daemon’s internal data buffer is flushed. 
lmreread recognizes changes to system host names, but cannot be used to change server TCP/IP port numbers. 


If the optional vendor daemon name is specified, only the named daemon rereads the license file and its options file (in this 
case, lmgrd does not reread the license file).


Usage
lmreread [-c license_file_list] [-vendor vendor] [-all]


where:


Note • If you use the -c license_file_list option, the license files specified are read by lmreread, not by lmgrd; lmgrd 
rereads the file it read originally.


You can protect the unauthorized execution of lmreread when you start up the license server manager, lmgrd.


Note • Ability for vendor daemon to participate in rereading of its option file introduced in version 8.0 vendor daemon


See Also
Installing lmadmin
Changes in lmreread Behavior when Using lmadmin
lmgrd Command-Line Syntax for details about securing access to lmreread


lmstat
The lmstat utility helps you monitor the status of all network licensing activities, including:


• Daemons that are running


• License files


• Users of individual features


Table 12-14 • lmreread Argument Usage


Argument Description


-c license_file_list Use the specified license files.


-vendor vendor Only the vendor daemon, specified by the vendor option, rereads the license file and 
the options file. Additionally, lmgrd restarts vendor if necessary.


-all If more than one lmgrd is specified, instructs all instances of lmgrd to reread. 
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• Users of features served by a specific vendor daemon


• BORROW licenses borrowed 


The lmstat utility prints information that it receives from the license server; therefore, it does not report on unserved 
licenses such as uncounted licenses. To report on an uncounted license, the license must be added to a served license file 
and the application must be directed to use the license server for that license file (via @host, port@host, or USE_SERVER). 
Queued users and licenses shared due to duplicate grouping are also not returned by lmstat. 


Usage
lmstat [-a [--no-user-info]] [-asec] [-c license_file_list] [-f [feature] [--no-user-info]] [-i 


[feature]] [-s[server]] [-S [vendor]] [-t timeout_value]


where:


Table 12-15 • lmstat Argument Usage


Argument Description


-a Displays all information. This option is a potentially expensive command. With many 
active users, this command option generates a lot of network activity.


-A Lists all licenses that are currently checked out.


-asec Displays information in hh:mm:ss format. 


-c license_file_list Uses the specified license files.


-f [feature] Displays users of feature. If feature is not specified, usage information for all 
features is displayed.


-i [feature] Displays information from the feature definition line for the specified feature, or all 
features if feature is not specified.


-lm Displays the status of the license manager.


-s [server] Displays the status of all license files listed in $VENDOR_LICENSE_FILE or 
$LM_LICENSE_FILE on server, or on all servers if server is not specified. 


Note • Server name or host name is case sensitive; use the same name as provided in 
your license file. 


-S [vendor] Lists all users of vendor’s features.


-t timeout_value Sets connection timeout to timeout_value. This limits the amount of time lmstat 
spends attempting to connect to server.


-v Displays the lmstat version, revision, and patch.


-vd Displays the status of the vendor daemon.
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The output of lmstat -a without -f & without --no-user-info looks similar to the following:


lmstat - Copyright (c) 1989-2019 Flexera. All Rights Reserved.


Flexible License Manager status on Mon 7/15/2019 16:37


License server status: 27000@localhost


Vendor daemon status:


      demo: UP v11.16.99


Feature usage info:


Users of f1:  (Total of 8 licenses issued;  Total of 2 licenses in use)


  "f1" v3.0, vendor: demo, expiry: permanent(no expiration date)


  platforms: x64_lsb  , vendor_string: mnc


  floating license


Users of f2:  (Total of 7000 licenses issued;  Total of 0 licenses in use)


Users of f3:  (Total of 9000 licenses issued;  Total of 2100 licenses in use)


  "f3" v3.0, vendor: demo, expiry: permanent(no expiration date)


  floating license


The output of lmstat -a --no-user-info looks similar to the following:


lmstat - Copyright (c) 1989-2019 Flexera. All Rights Reserved.


Flexible License Manager status on Mon 7/15/2019 16:37


Feature "f1" v2.0, vendor: demo, expiry: permanent(no expiration date) (Total of 4 licenses issued;  


Total of 0 floating non-reserved licenses in use)


    (Total of 0 licenses queued;  Total of 0 licenses reserved)


  "f1" v2.0, vendor: demo, expiry: permanent(no expiration date)


  platforms: i86_lsb  , vendor_string: abcd


  floating license


where:


-old Allows communications with an old server that uses communications version 1.2 or 
earlier.


-a --no-user-info Displays user information for each feature except individual user details


-f feature_name --no-user-
info


Displays usage information for a specified feature except individual user details.


Table 12-16 • lmstat Output


Output Argument Description


daniel user User name.


myhost2 user_host Host where user is running.


19.36.18.26 display Display where user is running.


Table 12-15 • lmstat Argument Usage


Argument Description
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The user, user_host, display, server_host, port, and handle information is used when removing licenses with lmremove.


lmswitch 
The lmswitch utility switches the debug log file written by a particular vendor daemon by closing the existing debug log for 
that vendor daemon and starting a new debug log for that vendor daemon with a new file name. It also starts a new debug 
log file written by that vendor daemon if one does not already exist.


Usage
lmswitch [-c license_file_list] vendor new_debug_log


where:


By default, debug log output from the license server and all vendor daemons started by the server get written into the same 
debug file. lmswitch allows companies to keep separate log files for different vendor daemons and control the size of their 
debug log file. 


If debug log output is not already directed to a separate file for this vendor daemon, lmswitch tells the vendor daemon to 
start writing its debug log output to a file, new_debug_log. If this vendor daemon is already writing to its own debug log, 
lmswitch tells the vendor daemon to close its current debug log file and start writing its debug log output to 
new_debug_log. 


v1.0 version Version of feature.


myhost1 server_host Host where license server is running.


40000 port TCP/IP port on server_host where license server is running.


102 handle License handle.


start Fri 5/3 7:29 checkout_time Time that this license was checked out.


Table 12-17 • lmswitch Argument Usage


Argument Description


-c license_file_list Use the specified license files.


vendor Vendor daemon in this license file.


new_debug_log Path to new debug log file.


Table 12-16 • lmstat Output


Output Argument Description
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Note • The effect of lmswitch continues only until the vendor daemon is shut down or its options file is reread via lmreread. 
When the vendor daemon is restarted or its options file is reread, it looks for a DEBUGLOG line in the options file to determine 
whether or not to write its debug log output into its own file and, if so, what file to write. It is best practice to set the location of 
new_debug_log to a ProgramData sub-folder, since this location has user-write permission by default, which is needed when 
the license server runs as a service with LocalService permission.


See Also:
Installing lmadmin for information on lmadmin display
DEBUGLOG
Debug Log File


lmswitchr
The lmswitchr utility switches the report log file by closing the existing report log and starting a new report log with a new 
file name. It also starts a new report log file if one does not already exist.


Usage
lmswitchr [-c license_file_list] feature new_report_log


With version 5.0 or later vendor daemon, the command looks like this:


lmswitchr [-c license_file_list] vendor new_report_log


where:


If report logging is not enabled for the vendor daemon, lmswitchr tells it to start writing its report log output to 
new_report_log. If report logging is already enabled for the vendor daemon, lmswitchr tells the vendor daemon to close 
its report log file and start writing its new report log output to new_report_log. 


Note • The effect of lmswitchr continues only until the vendor daemon is shut down or its options file is reread via lmreread. 
When the vendor daemon is restarted or its options file is reread, it looks for a REPORTLOG line in the options file to determine 
whether or not to write report log output to a file and, if so, what file to write. It is best practice to set the location of 
new_report_log  to a ProgramData sub-folder, since this location has user-write permission by default, which is needed 
when the license server runs as a service with LocalService permission


Table 12-18 • lmswitchr Argument Usage


Argument Description


-c license_file_list Use the specified license files.


feature Any feature in this license file.


vendor Vendor daemon in this license file.


new_report_log Path to new report log file.
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See Also:
REPORTLOG
lmlicvalidator
Report Log File


lmtpminfo
The lmtpminfo utility returns the status of the TPM (Trusted Platform Module).


As a prerequisite to obtaining and using the TPM hostid, a TPM version 2.0 device must be available and enabled. In 
addition, the FlexNet Licensing Service must be installed. Contact your software publisher for information on how to install 
the FlexNet Licensing Service.


Note • The lmtpminfo utility is only available for Windows platforms.


Usage
lmtpminfo [-long]


Where -long returns more detailed TPM information.


The following TPM information is available:


Table 12-19 • TPM information from lmtpminfo


Output Description


Trusted Platform Module (TPM) detected. TPM 2.0 is available. A list of relevant TPM 
details is displayed.


Trusted Platform Module (TPM) status cannot be determined.


ERROR: Could not obtain Trusted Platform Module (TPM) 


information.


ERROR CODE: -213. The FlexNet Licensing Service is not 


installed.


TPM 2.0 could not be detected. The 
FlexNet Licensing Service must be 
installed to obtain the TPM hostid.


Trusted Platform Module (TPM) status cannot be determined.


ERROR: Could not obtain Trusted Platform Module (TPM) 


information.


ERROR CODE: -214. The FlexNet Licensing Service version is not 


as expected.


TPM 2.0 could not be detected. Install the 
latest version of the FlexNet Licensing 
Service.


Trusted Platform Module (TPM) status cannot be determined.


ERROR: Could not obtain Trusted Platform Module (TPM) 


information.


ERROR CODE: -223. FlexNet Licensing Service requires new 


install.


TPM 2.0 could not be detected. Reinstall 
the latest version of the FlexNet Licensing 
Service.
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lmver
The lmver utility reports the version of a FlexNet Publisher library or binary file.


Usage
lmver filename


where filename is one of the following:


• The name of an executable file built with FlexNet Publisher


• The license server manager


• A license administration tool


• A vendor daemon


For example, if you have an application called spell, type lmver spell.


lmvminfo
The lmvminfo utility returns the environment as virtual or not.


Usage
lmvminfo -long


Note • Flexnet Licensing Service needs to be installed for 'lmvminfo -long' to fetch the required details.


Where -long returns the following:


Trusted Platform Module (TPM) status cannot be determined.


ERROR: Could not obtain Trusted Platform Module (TPM) 


information.


ERROR CODE: -227. TPM version is not supported.


The TPM status cannot be obtained.


Possible reason: 
An unsupported TPM version was found. 
(Only TPM 2.0 is supported.)


Trusted Platform Module (TPM) status cannot be determined.


ERROR: Could not obtain Trusted Platform Module (TPM) 


information.


ERROR CODE: -229. TPM properties are not available.


The TPM status cannot be obtained.


Possible reason: 
TPM 2.0 is available, but the TPM is 
currently disabled or turned off in the 
BIOS. 


To use the TPM, it must be turned on and 
enabled in the machine’s BIOS (Security 
settings).


Table 12-19 • TPM information from lmtpminfo


Output Description
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• Family of the virtual machine. The Family generally denotes the provider of the detected hypervisor software that the 
virtual machine (VM) is running on.


The virtual environments for which Family names are generated are:


• Name of the virtual machine. The Name specifies the detected hypervisor product that the virtual machine (VM) is 
running on. The Name is for future use and is intended to be a subset of family.


• UUID of the machine


• GENID of the machine


Output example for the command lmvminfo -long:


C:\Users\Administrator\Desktop\64bit\x64_n6>lmvminfo.exe -long


lmvminfo - Copyright (c) 1989-2016 Flexera Software LLC. All Rights Reserved.


Running on Virtual Platform


FAMILY=VMWARE


NAME=VMWARE


UUID=0F064D56-465C-1286-6243-81C70C2766FF


GENID=433646c3cd09838f:39d695b09d953cb4


Note • If the GENID is not available then “GENID: ERROR - Unavailable” is displayed.


Table 12-20 •  List of VM_family and VM_name and hypervisor supported


Hypervisor Family Name


Hyper-V MICROSOFT HYPERV 


VMware Workstation VMWARE SERVER, previously VMWARE


VMware ESXi VMWARE DESKTOP, previously VMWARE


Oracle VirtualBox VIRTUALBOX VIRTUALBOX


Citrix XenServer XEN XEN


Amazon EC2 AMAZON EC2


Parallels PARALLELS PARALLELS


QEMU QEMU QEMU 


QEMU-KVM* QEMU QEMU-KVM 


Google Compute GOOGLE COMPUTE


Microsoft Azure MICROSOFT AZURE, previously HYPER-V


* The KVM suffix is only appended to the QEMU hypervisor 'name' attribute (not the family attribute) 
when the presence of the KVM virtualization infrastructure has been detected.
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lmtools (Windows only)
The lmtools utility is a graphical user interface that enables you to administer the license server. This executable is 
available in the 32-bit and 64-bit Windows packages. Always use the newest version possible.


Some of the functions this utility performs include:


• Starting, stopping, and configuring license servers


• Getting system information, including hostids


• Getting server status


The lmtools utility has two modes in which to configure a license server:


• Configuration using a license file


• Configuration using services


You must run the lmtools utility as an administrator. If you do not run this executable as an administrator, the User 
Account Control (UAC) dialog will display as soon as it is started (as long as the UAC prompt is not disabled on the system).


Configuration Using License File


Operations are performed on a particular license file. The file can be either local or remote. In this mode, you cannot start 
the lmadmin or lmgrd process, but you can do everything else. 


Task To configure this mode:


1. Run the lmtools utility.


2. Click the Configuration using License File button.


3. Enter one or more the license file names or port@host specifications.


Configuration Using Services


Operations are performed on a service, which enables starting lmadmin or lmgrd processes local to the system on which 
lmtools is running. For details on configuring services, see Configuring the License Server Manager as a Windows Service.


Limitation on File Path Lengths


The following file paths, used when configuring lmtools, are limited to 255 characters:


• Path to the lmadmin.exe or lmgrd.exe file


• Path to the license file


• Path to the debug log file


Ethernet hostids on Windows platforms


From version 11.6.1 onwards lmtools reports only the hostids of physical ethernet adapters. Devices identified as virtual 
ethernet adapters are not reported as these identities are not permanent. 

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 145







Chapter 12 Using License Administration Tools
lmtools (Windows only)

Physical (Bare Metal) hostids on Virtual Machines


When run from a virtual machine, lmtools cannot return hostids for the physical machine that hosts the virtual machine. 
To obtain hostids for the physical machine, lmhostid must be run from the host OS.


Japanese User Identities


lmtools, when running on a system where native Microsoft shift-js user identities are used, does not correctly display 
the user identity using non-ASCII, multi-byte (such as Japanese) characters. To display user identities correctly in multi-
byte characters, use lmstat instead.
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Managing the Options File

The options file enables the license administrator to control various operating parameters within the constraints of the 
license model. Users are identified by their user name, host name, display, IP address, or PROJECT (which is set with the 
LM_PROJECT environment variable).


For concurrent (floating) licenses, the license administrator can:


• Allow the use of features 


• Deny the use of features


• Reserve licenses


The concurrent licenses can be held either in license files or in fulfillment records within trusted storage. 


For activatable licenses, the license administrator can:


• Allow activation of licenses in a specific fulfillment record


• Deny activation of licenses in a specific fulfillment record


For all licenses, the license administrator can:


• Restrict the number of licenses available


• Control the amount of information logged about license usage


• Enable a report log file


• Control the automatic rereading of licenses


Options files enable you, as the license administrator, to be as secure or open with licenses as you like.


Lines in the options file are limited to 4000 characters. The \ character is the line-continuation character.


Note • The following lists changes in the options file for FlexNet Publisher versions:


• PROJECT identification (set by LM_PROJECT) in options file was introduced in the version 7.0 vendor daemon.


• Option file control for licenses held in fulfillment records in trusted storage was introduced in the 11.3 vendor daemon.
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• AUTOMATIC_REREAD keyword introduced in the version 11.7 vendor daemon.


• Keywords EXCLUDEALL_ENTITLEMENT and INCLUDEALL_ENTITLEMENT were introduced in FlexNet Publisher version 
11.15.0. 


Creating an Options File


Task To create an options file:


1. Use the appropriate options listed in Options File Syntax to create the options file for a vendor daemon using any text 
editor. 


2. Locate the options file anywhere; however, it is recommended that the options file be placed in the same directory as 
the license file. 


3. Add the path to the options file in the license file as the fourth field on the VENDOR line for the application’s vendor 
daemon. For example:


VENDOR sampled /etc/sampled \


[OPTIONS=]/sample_app/sampled/licenses/sampled.opt


enables the sampled vendor daemon to look at the specified options file.


If the path is omitted, the vendor daemon automatically looks for a file according to the following criteria:


• The name of the file is vendor.opt, where vendor is the vendor daemon name.


• The directory that contains the license file used by the license server manager.


Note • The default options file name, vendor.opt, was introduced in the version 6 vendor daemon.


Options File Syntax
The following is an overview of the available options. See Options File Examples for examples and additional information. 
Each line of the file controls one option. 


Table 13-1 • Option Keywords 


Option Keyword Description


AUTOMATIC_REREAD Turn off automatic reread of licenses at midnight.


ACTIVATION_LOWWATER Controls the number of licenses that cannot be borrowed or transferred.


ACTIVATION_ EXPIRY_DAYS Controls the activation request based on the expiration dates mentioned in 
options file during activation.


BORROW_LOWWATER Set the number of BORROW licenses that cannot be borrowed.
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DAEMON_SELECT_TIMEOUT Define the vendor daemon’s timeout limit.


DEBUGLOG Write debug log information for this vendor daemon to the specified file (version 
8.0 or later vendor daemon).


EXCLUDE Deny a user access to a feature.


EXCLUDE_BORROW Deny a user the ability to borrow BORROW licenses. 


EXCLUDE_ENTITLEMENT Deny a user the ability to activate licenses held in a fulfillment record in trusted 
storage.


EXCLUDEALL Deny a user access to all features served by this vendor daemon.


EXCLUDEALL_ENTITLEMENT Deny a user the ability to activate all licenses held in a fulfillment record in 
trusted storage. 


FQDN_MATCHING Set the level of host name matching.


GROUP Define a group of users for use with any options.


GROUPCASEINSENSITIVE Set case sensitivity for user lists specified in GROUP keywords. 


HOST_GROUP Define a group of hosts for use with any options (version 4.0 or later).


INCLUDE Allow a user to use a feature.


INCLUDE_BORROW Allow a user to borrow BORROW licenses. 


INCLUDE_ENTITLEMENT Allow a user to activate licenses held in a fulfillment record in trusted storage.


INCLUDEALL Allow a user to use all features served by this vendor daemon.


INCLUDEALL_ENTITLEMENT Allow a user to activate all licenses held in a fulfillment record in trusted storage. 


LINGER Allow a user to extend the linger time for a feature beyond its check in.


MAX Limit usage for a particular feature/group—prioritizes usage among users.


MAX_BORROW_HOURS Change the maximum borrow period for the specified feature.


MAX_CONNECTIONS Configures the maximum number of connections to the vendor daemon at any


point in time.


MAX_OVERDRAFT Limit overdraft usage to less than the amount specified in the license.


NOLOG Turn off logging of certain items in the debug log file.


Table 13-1 • Option Keywords 


Option Keyword Description
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Comments


Include comments in your options file by starting each comment line with the hash symbol, #. 


Specifying Features


When used within an options file entry, the feature name can be modified with an optional keyword-value pair to fully 
qualify it. This notation is used for distinguishing a particular group of licenses when there are multiple FEATURE lines for a 
single feature. The following syntax is used:


feature:keyword=value


For example:


f1:VERSION=2.0


specifies the version 2.0 pool of licenses for feature f1.


The following option keywords are used as feature name modifiers to denote a specific group of licenses: 


• VERSION= 


• HOSTID=


• EXPDATE=


• ENTITLEMENT=  (to be used only with the keywords INCLUDE or EXCLUDE) 


• KEY=


• SIGN=


• ISSUER=


• NOTICE=


• VENDOR_STRING= (if configured by the publisher as a pooling component)


• dist_info=


• user_info=


• asset_info=


If the USER_BASED or HOST_BASED keywords appear in a FEATURE line, this feature specification syntax must be used to 
qualify the feature.


REPORTLOG Specify that a report log file suitable for use by the FlexNet Manager license 
usage reporting tool be written.


RESERVE Reserve licenses for a user or group of users/hosts.


TIMEOUT Specify idle timeout for a feature, returning it to the free pool for use by another 
user.


TIMEOUTALL Set timeout on all features.


Table 13-1 • Option Keywords 


Option Keyword Description
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Using a package name in place of a feature name applies the option to all of the components in the package.


Note • A colon (:) is a valid feature name character. If colons are in your feature names, specify a group of licenses with the 
following alternative syntax using quotation marks and spaces:


"feature keyword=value"


Specifying License Restrictions Using Type


Some option keywords restrict who may use licenses or where licenses may be used. These options take a type argument 
that specifies what the restriction is based on. 


When using the option keywords EXCLUDE, EXCLUDE_ENTITLEMENT, EXCLUDEALL, EXCLUDEALL_ENTITLEMENT, 
EXCLUDE_BORROW, INCLUDE, INCLUDE_ENTITLEMENT, INCLUDEALL, INCLUDEALL_ENTITLEMENT, INCLUDE_BORROW, MAX, and 
RESERVE, the following values can be used for type: 


• USER—User name of the user executing the FlexEnabled application. User names are case sensitive and cannot 
contain spaces. 


For the MAX option, you can also specify ALL_USERS as a value for the USER type. See MAX for details.


• GROUP—Name of the group of users executing the FlexEnabled application. (Before you can restrict an option by a 
specific group, the options file must also include a GROUP option that defines the group.) 


For the MAX option, you can also specify ALL_GROUPS as a value for the GROUP type. See MAX for details.


• HOST—System host name or IP address where the application is executing. Host names are not case sensitive. The IP 
address can contain wildcard characters.


When using the option keywords EXCLUDE, EXCLUDEALL, EXCLUDE_BORROW, INCLUDE, INCLUDEALL, INCLUDE_BORROW, MAX, and 
RESERVE, the following values can be used for type:


• DISPLAY—Display where the application is displayed. On UNIX, DISPLAY is /dev/ttyxx (which is always /dev/tty 
when an application is run in the background) or the X-Display name. On Windows, it is the system name or, in the 
case of a terminal server environment, the terminal server client name. Display names are case sensitive.


• INTERNET—IP address of the system where the application is executing. 


• PROJECT—LM_PROJECT environment variable set by the user who is executing the FlexEnabled application. Project 
names are case sensitive. See Chapter 24, Environment Variables, for more information about this variable.


On Windows (without terminal server), the HOST and DISPLAY names are both set to the system name. For licenses that 
allow checkouts from a terminal server (TS_OK keyword in the FEATURE line), the USER, HOST, and DISPLAY names can be 
different from one another. 


The types listed above take a single member. For example:


EXCLUDE coolsoft USER joe


To specify a list of users or hosts, first define the list using the GROUP or HOST_GROUP option lines, then use the GROUP or 
HOST_GROUP type to specify the group name. For example:


GROUP stars joe barbara susan


EXCLUDE coolsoft GROUP stars


Note • Changes in the Options file:
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• IP address as a HOST specification introduced in version 8 vendor daemon.


• Colons in feature names introduced in version 8 vendor daemon.


AUTOMATIC_REREAD
This option applies to all concurrent licenses held in license files or trusted storage.


AUTOMATIC_REREAD OFF|ON


Controls the automatic rereading of license files and trusted storage when any features are found to have expired. The 
default when this option is not set is that at midnight each day a check of each license is made to determine if it has 
expired. When any license is found to have expired, all license files and trusted storage are reread.


To turn off this automatic reread at midnight, enter AUTOMATIC_REREAD OFF in the options file.


ACTIVATION_LOWWATER
This option enables license administrators to control the number of activatable licenses that cannot be borrowed by a 
FlexEnabled client or transferred to another license server.


ACTIVATION_LOWWATER entitlementID count


ACTIVATION_LOWWATER entitlementID:FID=fulfillmentID count


For example, the server has an entitlement AAAA with 10 activatable licenses. The following line in the options file specifies 
that 6 licenses from entitlement AAAA cannot be borrowed or transferred:


ACTIVATION_LOWWATER AAAA 6


Note • If more than one ACTIVATION_LOWWATER option for the same entitlementID and fulfillmentID is specified in the options 
file, only the first one is considered and subsequent entries are discarded.


ACTIVATION_ EXPIRY_DAYS
This option enables license administrators to control the activation request based on the expiration dates mentioned in 
the options file during activation. The publisher controls the activations based on the number of expiration days. If the 
expiration date is greater than the date set in the options file, the functionality is not successful. 


ACTIVATION_EXPIRY_DAYS entitlementID days


Table 13-2 • ACTIVATION_LOWWATER Terms


Term Description


entitlementID The entitlement ID originally used when requesting license activation.


count Number of licenses that cannot be borrowed or transferred.


fulfillmentID 
(optional)


A unique identity for this fulfillment record. Used to specify the fulfillment record to be 
returned.
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ACTIVATION_EXPIRY_DAYS entitlementID:FID=fulfillmentID days


For example, if there is more than one entry in the options file, the functionality works fine with respect to the first line 
given in the options file.


ACTIVATION_EXPIRY_DAYS ENTL-EZCALC 3


As per the example, if the current date is 11-December-2016 then the client can activate the license until 13-dec-2016. In 
case of normal activation without the options file, the client can use the license beyond 13-dec-2016. 


Note • If more than one ACTIVATION_EXPIRY_DAYS option for the same entitlementID and fulfillmentID with different 
count of days is specified in the options file, then the functionality always considers the first line and ignores subsequent lines.


BORROW_LOWWATER
This option is used for licenses held in license files. When licenses are available in trusted storage, activation is normally 
provided instead of BORROW.


BORROW_LOWWATER feature[:keyword=value] n


Sets the number of licenses for a BORROW feature that cannot be borrowed. 


For example, a feature f1 has a count of 10 and borrowing is enabled in the application and on the FEATURE line:


FEATURE f1 ... 10 ... BORROW SIGN=...


The following line in the options file allows only 7 licenses for this feature to be borrowed:


Table 13-3 • ACTIVATION_EXPIRY_DAYS


Term Description


entitlementID The entitlement ID originally used when requesting license activation.


days Number of days until license will be returned. 


fulfillmentID
(optional)


A unique identity for this fulfillment record. Used to specify the fulfillment record to be 
returned.


Table 13-4 • BORROW_LOWWATER Terms


Term Description


feature Name of feature being affected.


keyword=value Feature name modifier to denote a group of licenses. See Also Specifying Features for 
details.


n Number of licenses that cannot be borrowed via license borrowing.
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BORROW_LOWWATER f1 3


DAEMON_SELECT_TIMEOUT
Specifies the threshold for the amount of time (in seconds) that can elapse before a vendor-daemon connection 
experiences a timeout. The maximum value is 60; the minimum is 1. 


DAEMON_SELECT_TIMEOUT value_in_seconds


Important • You can define the DAEMON_SELECT_TIMEOUT option only when the publisher has enabled it (that is, set the 
vendor variable ls_support_custom_daemon_select_timeout to 1). Best practice is for publishers to enable 
DAEMON_SELECT_TIMEOUT only for environments that have limited bandwidth. If this option is not enabled, the timeout value 
for the vendor-daemon connection is 1 second, by default.


The following rules apply to DAEMON_SELECT_TIMEOUT:


• A value over 60 is always considered 60.


• A value under 1 is always considered 1.


• The default value is 1.


DEBUGLOG
Specifies a location for the debug log output from the vendor daemon associated with this options file. Preceding the 
debug_log_path with a + character appends logging entries; otherwise, the file is overwritten each time the daemon is 
started. Note that this affects output from only the vendor daemon associated with this options file. The debug log output 
of the license server manager and any other vendor daemons in the same license file is not captured in this file. Generating 
debug logs with DEBUGLOG keyword is better alternative than lmgrd command line option -l when debug log is only 
required for the vendor daemon. One of the advantage is that server detaches itself from previous debug log after server 
has been linked to new debug log through lmswitch or with server reread (option file DEBUGLOG keyword edited to new 
debug log).


DEBUGLOG [+]debug_log_path


On Windows, path names which include spaces have to be enclosed in double quotes. If lmgrd is started as a service, the 
debug log file is by default generated in the path specified in the options file. It is best practice to set the location of 
debug_log_path to a ProgramData sub-folder, since this location has user-write permission by default, which is needed 
when the license server runs as a service with LocalService permission.


See Also:
Configuring the License Server Manager as a Windows Service
lmswitch
Debug Log File—Debug log output restricted to that of just the vendor daemon introduced in version 8 vendor daemon.


EXCLUDE
This option applies to concurrent licenses held in license files and trusted storage.


EXCLUDE feature[:keyword=value] type {name | group_name}
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Excludes a user or predefined group of users from the list of who is allowed to use the feature. EXCLUDE supersedes 
INCLUDE; conflicts between the EXCLUDE list and the INCLUDE list are resolved by the EXCLUDE taking precedence.  


For example, the following option syntax excludes the user hank from the list of users able to use feature f1:


EXCLUDE f1 USER hank


Using the EXPDATE Modifier


When using EXPDATE as a modifer for INCLUDE or EXCLUDE in the options file, add at least one pooling component keyword 
in the FEATURE or INCREMENT line.


Consider the following two INCREMENT lines


INCREMENT f1 demo 1.0 31-dec-2017 5 SIGN=”<...>”


INCREMENT f1 demo 1.0 30-nov-2017 5 SIGN=”<...>”


And the following options file line


EXCLUDE f1:EXPDATE=31-dec-2017 GROUP stars


Because both instances of f1 are in the same license pool, the above options file line excludes them both.


In order to exclude just the later expiring license, ensure each increment line is in a separate pool using a pooling keyword, 
such as VENDOR_STRING, for example:


INCREMENT f1 demo 1.0 31-dec-2017 5 VENDOR_STRING=”31-dec-2017” SIGN=”<...>”


INCREMENT f1 demo 1.0 30-nov-2017 5 VENDOR_STRING=”30-nov-2017” SIGN=”<...>”


With this example, the vendor daemon needs to be built with vendor variables ls_compare_vendor_on_increment = 
ls_compare_vendor_on_upgrade = 1 in order to turn on pooling with the vendor string. It should also be noted that 
feature version is a pooling keyword; the vendor string is needed here because these increment lines are for the same 
feature version.


For a list of pooling keywords, see FEATURE and INCREMENT Lines on page 30.


Table 13-5 • EXCLUDE Terms


Term Description


feature Name of the feature or package being affected.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for details. 
For examples of using the modifiers EXPDATE and ENTITLEMENT, see Using the EXPDATE 
Modifier and Using the ENTITLEMENT Modifier, respectively. 


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.


name Name of an item of type type for which license usage is excluded.


group_name Name of the group to exclude. Group names are case sensitive.
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Using the ENTITLEMENT Modifier


The ENTITLEMENT modifier enables the license administrator to differentiate between features that have identical names 
but belong to different products. In combination with the EXCLUDE option, the license administrator can restrict the 
concurrent checkout of a feature when the license originates from trusted storage. (For allowing/restricting the checkout 
of activatable features, use the option INCLUDE_ENTITLEMENT or EXCLUDE_ENTITLEMENT.)


To use the ENTITLEMENT modifier, you must set the variable ls_entitlement_based_pooling in lsvendor.c to 1 (default). 
This enables pooling based on the entitlement ID. For more information, see the Programming Reference for License File–
Based Licensing, chapter Customizing the Vendor Daemon.


Example


Consider the following scenario. Licenses are available for the following features—which have identical names—of two 
products:


• Product EZCALC-N:


• Entitlement ID: ENTL-ADD-1


• Hybrid licenses: 3


• Feature(s):  INCREMENT ADD demo 1.0 permanent 1 SIGN="XXX"
INCREMENT SUBTRACT demo 1.0 permanent 1 SIGN="XXX"


INCREMENT MULTIPLY demo 1.0 permanent 1 SIGN="XXX"


• Product EZCALC-S:


• Entitlement ID: ENTL-ADD-2


• Hybrid licenses: 3


• Feature(s):  INCREMENT ADD demo 1.0 permanent 1 SIGN="XXX"
INCREMENT SUBTRACT demo 1.0 permanent 1 SIGN="XXX"


INCREMENT MULTIPLY demo 1.0 permanent 1 SIGN="XXX"


The license administrator wants to deny user Joanna access to feature ADD from EZCALC-N (entitlement ID ENTL-ADD-1). 
The administrator therefore adds the following line to the options file:


EXCLUDE ADD:ENTITLEMENT=ENTL-ADD-1 USER Joanna


EXCLUDE_BORROW
This option is used for licenses held in license files. When licenses are available in trusted storage, activation is normally 
provided instead of BORROW.
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EXCLUDE_BORROW feature[:keyword=value] type \


{name | group_name}


Excludes a user or predefined group of users from the list of who is allowed to borrow licenses for this BORROW feature. 
EXCLUDE_BORROW supersedes INCLUDE_BORROW; conflicts between the EXCLUDE_BORROW list and the INCLUDE_BORROW list are 
resolved by the EXCLUDE_BORROW taking precedence.


For example, the following option syntax excludes the user fred from the list of users able to borrow feature f1 (assuming 
the feature has the BORROW attribute):


EXCLUDE_BORROW f1 USER fred


EXCLUDE_ENTITLEMENT
This option only applies to licenses held in trusted storage and supplied using activation.


EXCLUDE_ENTITLEMENT entitlementId type {name | group_name}


Excludes a user or pre-defined group of users, etc., from the list of who is allowed to activate the licenses contained in a 
fulfillment record held in trusted storage. EXCLUDE_ENTITLEMENT supersedes INCLUDE_ENTITLEMENT; conflicts between the 
EXCLUDE_ENTITLEMENT list and the INCLUDE_ENTITLEMENT list are resolved by the EXCLUDE_ENTITLEMENT taking precedence. 


Table 13-6 • EXCLUDE_BORROW Terms


Term Description


feature Name of the feature being affected.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for details.


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.


name Name of an item of type type for which license borrowing is excluded.


group_name Name of the group to exclude from borrowing. Group names are case sensitive. 


Table 13-7 • EXCLUDE_ENTITLEMENT Terms


Term Description


entitlementId The entitlement Id used when requesting a license activation.


type One of USER, HOST, GROUP, or HOST_GROUP. See Specifying License Restrictions Using Type for 
details.


name Name of an item of type type for which license usage is excluded.


group_name Name of the group to exclude. Group names are case sensitive. 
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For example, the following option syntax excludes the user pete from the list of users able to activate licenses provided in 
the fulfillment record specified by the entitlement Id AB456:


EXCLUDE_ENTITLEMENT AB456 USER pete


EXCLUDEALL
This option applies to concurrent licenses held in license files and trusted storage.


EXCLUDEALL type {name | group_name}


Excludes a user or predefined group of users from the list of who is allowed to use all features served by this vendor 
daemon.


For example, the following option syntax excludes any user on the system called chaos using all features served by this 
vendor daemon:


EXCLUDEALL HOST chaos


EXCLUDEALL_ENTITLEMENT
This option applies to activatable and hybrid licenses held in trusted storage.


EXCLUDEALL_ENTITLEMENT type {name | group_name}


Excludes a user or predefined group of users from the list of who is allowed to activate the licenses contained in all 
fulfillment records held in trusted storage.


Table 13-8 • EXCLUDEALL Terms


Term Description


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.


name Name of an item of type type for which license usage is excluded.


group_name Name of the group to exclude. Group names are case sensitive. 
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EXCLUDEALL_ENTITLEMENT supersedes INCLUDEALL_ENTITLEMENT; conflicts between the EXCLUDEALL_ENTITLEMENT list and 
the INCLUDEALL_ENTITLEMENT list are resolved by the EXCLUDEALL_ENTITLEMENT taking precedence. If a user, host, group, 
or host group is specified neither on the EXCLUDEALL_ENTITLEMENT list nor on the INCLUDEALL_ENTITLEMENT list, activation 
is denied.


For example, the following option syntax excludes the user Chris from the list of users able to activate the licenses 
provided in all fulfillment record held in trusted storage:


EXCLUDEALL_ENTITLEMENT USER Chris


Note • It is recommended that you do not combine EXCLUDEALL_ENTITLEMENT and EXCLUDE_ENTITLEMENT, 
INCLUDE_ENTITLEMENT, or INCLUDEALL_ENTITLEMENT for the same user. 


FQDN_MATCHING
This option applies to all licenses held in license files or trusted storage.


FQDN_MATCHING exact | lenient


Sets the level to which host names used in HOST type-specifiers must match the host name sent by the FlexEnabled 
application. The application is configured to send either its host name or its fully qualified domain name (FQDN) to the 
vendor daemon for validation with HOST type-specifiers. Check with your software publisher to determine fully qualified 
domain name support.


Only the last FQDN_MATCHING keyword in the options file has effect; all others are ignored.


Table 13-9 • EXCLUDEALL_ENTITLEMENT Terms


Term Description


type One of USER, HOST, GROUP, or HOST_GROUP. See Specifying License Restrictions Using Type 
for details.


name Name of an item of type type for which license usage is excluded.


group_name Name of the group to exclude. Group names are case sensitive.


Table 13-10 • FQDN_MATCHING Terms


Term Description


exact The host name in the HOST type specifier must match in content and format to that sent 
by the application. This is the default setting.


lenient The host name sent by the application needs to match to the extent supplied in the HOST 
type specifier or by the application, which ever is less restrictive.
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Table 13-11 shows the outcome of matching attempts between HOST type-specifiers in the options file and host names 
sent by the application. 


Examples


Consider the following example that demonstrates restrictive host name matching:


INCLUDE f1 HOST myhost.abc.com


FQDN_MATCHING exact


This includes myhost.abc.com on the list of hosts able to use feature f1. Furthermore, the host name sent by the 
application must be a fully qualified domain name that matches myhost.abc.com exactly.


In contrast, consider this example, which is less restrictive:


INCLUDE f2 HOST myhost.abc.com


FQDN_MATCHING lenient


This includes myhost.abc.com on the list of hosts able to use feature f2. The license rights are authenticated and a 
checkout allowed if any of the following match:


• The FQDN—myhost.abc.com 


• The host name—myhost 


• The domain name—.abc.com 


The example below is even more lenient:


INCLUDE f2 HOST myhost


FQDN_MATCHING lenient


This includes the host name, myhost, on the list of hosts for feature f3. Since lenient matching is specified, host names 
such as myhost, myhost.abc.com, and myhost.xyz.com match, whereas yourhost or yourhost.abc.com do not match.


Table 13-11 • Host Name Matching Matrix


Options File Settings


Application configured for 
FQDN—sends 
myhost.abc.com


Application not configured 
for FQDN—sends myhost


FQDN_MATCHING
exact


INCLUDE feature HOST


myhost


no yes


INCLUDE feature HOST


myhost.abc.com


yes no


FQDN_MATCHING
lenient


INCLUDE feature HOST


myhost


yes yes


INCLUDE feature HOST


myhost.abc.com


yes yes
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See Also
Specifying License Restrictions Using Type
FQDN_MATCHING introduced in version 9.3 client library and vendor daemon.


GROUP
Defines a group of users for use in INCLUDE, INCLUDEALL, INCLUDE_ENTITLEMENT, INCLUDEALL_ENTITLEMENT, EXCLUDE, 
EXCLUDEALL, EXCLUDE_ENTITLEMENT, EXCLUDEALL_ENTITLEMENT, and RESERVE option lines. 


GROUP group_name user_list


To create a large user group, define several GROUP lines each containing up to the maximum of 4,000 characters. All the 
users will be placed in a single group: Multiple GROUP lines for the same group name add all the specified users into the 
group.


For example, the following option syntax defines the group Hackers consisting of bob, howard, and james:


GROUP Hackers bob howard james


Note • USER_GROUP is an alias for GROUP.


GROUPCASEINSENSITIVE
Sets case sensitivity for user lists.


GROUPCASEINSENSITIVE OFF|ON


If set to ON, user names specified with the GROUP keyword are treated as case-insensitive.


By default, GROUPCASEINSENSITIVE is OFF, and user names are treated as case-sensitive. 


HOST_GROUP
Defines a group of hosts for use in INCLUDE, INCLUDEALL, INCLUDE_ENTITLEMENT, INCLUDEALL_ENTITLEMENT, EXCLUDE, 
EXCLUDEALL, EXCLUDE_ENTITLEMENT, EXCLUDEALL_ENTITLEMENT, and RESERVE option lines. 


Table 13-12 • GROUP Terms


Term Description


group_name Name of the group being defined. Group names are case sensitive.


user_list List of user names in that group. Names are case sensitive and cannot contain spaces. 
Set the GROUPCASEINSENSITIVE options file keyword to turn on case insensitivity. See 
GROUPCASEINSENSITIVE.
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HOST_GROUP group_name host_list


Multiple HOST_GROUP lines add all the specified hosts into the group.


For example, the following option syntax defines the host group Pacific consisting of tokyo, seattle, and auckland:


HOST_GROUP Pacific tokyo seattle auckland


Anywhere a host name can be used in an options file, an IP address can be used instead. 


INCLUDE
This option applies to concurrent licenses held in license files and trusted storage. 


INCLUDE feature[:keyword=value] type {name | group_name} 


Includes a user or predefined group of users in the list of who is allowed to use licenses for this feature. Any user who is not 
in an INCLUDE or INCLUDEALL statement is not allowed to use that feature. EXCLUDE supersedes INCLUDE; conflicts between 
the EXCLUDE list and the INCLUDE list are resolved by the EXCLUDE taking precedence. 


To include user bob in the list of users able to use feature f1:


INCLUDE f1 USER bob


The include list is created from all the INCLUDEALL and INCLUDE lines in the options file.


Table 13-13 • HOST_GROUP Terms


Term Definition


group_name Name of the group being defined. Host group names are case sensitive.


host_list List of host names in that group. Host names are case sensitive.


Table 13-14 • INCLUDE Terms


Term Definition


feature Name of the feature or package being affected.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for 
details. For examples of using the modifiers EXPDATE and ENTITLEMENT, see Using the 
EXPDATE Modifier and Using the ENTITLEMENT Modifier, respectively. 


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.


name Name of an item of type type for which license usage is included.


group_name Name of the group for which license usage is included. Group names are case sensitive. 
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Note • INCLUDE is required for USER_BASED or HOST_BASED features. The license administrator specifies which users are 
allowed to use the product, via INCLUDE, and the license limits the number of users that are INCLUDEd. In a USER_BASED or 
HOST_BASED license model, users (or predefined groups of users) who are not listed with the INCLUDE keyword cannot check 
out a license.


Using the EXPDATE Modifier


When using EXPDATE as a modifer for INCLUDE or EXCLUDE in the options file, add at least one pooling component keyword 
in the FEATURE or INCREMENT line.


Consider the following two INCREMENT lines


INCREMENT f1 demo 1.0 31-dec-2017 5 SIGN=”<...>”


INCREMENT f1 demo 1.0 30-nov-2017 5 SIGN=”<...>”


And the following options file line


INCLUDE f1:EXPDATE=30-nov-2017 USER bob


Because both instances of f1 are in the same license pool, the above options file line includes them both.


In order to include just the earlier expiring license, ensure each increment line is in a separate pool using a pooling 
keyword, such as VENDOR_STRING, for example:


INCREMENT f1 demo 1.0 31-dec-2017 5 VENDOR_STRING=”31-dec-2017” SIGN=”<...>”


INCREMENT f1 demo 1.0 30-nov-2017 5 VENDOR_STRING=”30-nov-2017” SIGN=”<...>”


With this example, the vendor daemon needs to be built with vendor variables ls_compare_vendor_on_increment = 
ls_compare_vendor_on_upgrade = 1 in order to turn on pooling with the vendor string. It should also be noted that 
feature version is a pooling keyword; the vendor string is needed here because these increment lines are for the same 
feature version.


For a list of pooling keywords, see FEATURE and INCREMENT Lines on page 30.


Using the ENTITLEMENT Modifier


The ENTITLEMENT modifier enables the license administrator to differentiate between features that have identical names 
but belong to different products. In combination with the INCLUDE option, the license administrator can allow or restrict 
the concurrent checkout of a feature when the license originates from trusted storage. (For allowing/restricting the 
checkout of activatable features, use the option INCLUDE_ENTITLEMENT or EXCLUDE_ENTITLEMENT.)


To use the ENTITLEMENT modifier, you must set the variable ls_entitlement_based_pooling in lsvendor.c to 1 (default). 
This enables pooling based on the entitlement ID. For more information, see the Programming Reference for License File–
Based Licensing, chapter Customizing the Vendor Daemon.


Example


Consider the following scenario. Licenses are available for the following features—which have identical names—of two 
products:


• Product EZCALC-N:


• Entitlement ID: ENTL-ADD-1


• Hybrid licenses: 3
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• Feature(s):  INCREMENT ADD demo 1.0 permanent 1 SIGN="XXX"
INCREMENT SUBTRACT demo 1.0 permanent 1 SIGN="XXX"


INCREMENT MULTIPLY demo 1.0 permanent 1 SIGN="XXX"


• Product EZCALC-S:


• Entitlement ID: ENTL-ADD-2


• Hybrid licenses: 3


• Feature(s):  INCREMENT ADD demo 1.0 permanent 1 SIGN="XXX"
INCREMENT SUBTRACT demo 1.0 permanent 1 SIGN="XXX" 


INCREMENT MULTIPLY demo 1.0 permanent 1 SIGN="XXX"


The license administrator wants to allow/restrict access as follows: 


• Only the user Joanna should be allowed to check out feature ADD from EZCALC-N (entitlement ID ENTL-ADD-1).


• Other users should be allowed to check out features SUBTRACT and MULTIPLY from EZCALC-N (entitlement ID ENTL-
ADD-1), but not feature ADD.


• There should be no restrictions to checking out features from EZCALC-S.


To restrict access as outlined, the license administrator adds the following line to the options file:


INCLUDE ADD:ENTITLEMENT=ENTL-ADD-1 USER Joanna


INCLUDE_BORROW 
This option is used for licenses held in license files. When licenses are available in trusted storage, normally activation is 
provided instead of BORROW.


INCLUDE_BORROW feature[:keyword=value] type {name | group_name}


Includes a user or predefined group of users in the list of who is allowed to borrow the BORROW feature. Anyone not in an 
INCLUDE_BORROW statement is not allowed to borrow licenses. EXCLUDE_BORROW supersedes INCLUDE_BORROW; conflicts 
between the EXCLUDE_BORROW list and the INCLUDE_BORROW list are resolved by the EXCLUDE_BORROW taking precedence. 


Table 13-15 • INCLUDE_BORROW Terms


Term Definition


feature Name of the feature and package being affected. Specify the package name and the 
feature name or specify only the package name.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for details.


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.


name Name of an item of type type for which license borrowing is included.


group_name Name of the group for which license borrowing is included. Group names are case 
sensitive. 
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For example, the following option syntax includes user tom in the list of users able to borrow feature f1:


INCLUDE_BORROW f1 USER tom


Note • For USER_BASED or HOST_BASED features a user or predefined group of users must be on both an INCLUDE list and an 
INCLUDE_BORROW list to borrow a feature. 


INCLUDE_ENTITLEMENT
This option only applies to licenses held in trusted storage.


INCLUDE_ENTITLEMENT entitlementId type {name | group_name}


Includes a user or predefined group of users in the list of who is allowed to activate the licenses contained in a fulfillment 
record held in trusted storage. EXCLUDE_ENTITLEMENT supersedes INCLUDE_ENTITLEMENT; conflicts between the 
EXCLUDE_ENTITLEMENT list and the INCLUDE_ENTITLEMENT list are resolved by the EXCLUDE_ENTITLEMENT taking precedence. 


For example, the following option syntax includes the user claire in the list of users able to activate licenses provided in 
the fulfillment record specified by the entitlement Id AB456:


INCLUDE_ENTITLEMENT AB456 USER claire


Example for Include variations with hybrid trusted storage:


This example demonstrates the behavior of INCLUDE, INCLUDE_BORROW and INCLUDE_ENTITLEMENT on feature F1. F1 
originates from a served trusted storage hybrid license with EntitlementID ENTLID1. 


Table 13-16 • INCLUDE_ENTITLEMENT Terms


Term Definition


entitlementId The entitlement Id originally used when requesting a license activation.


type One of USER, HOST, GROUP, or HOST_GROUP. See Specifying License Restrictions Using Type for 
details.


name Name of an item of type type for which license usage is included.


group_name Name of the group to include. Group names are case sensitive. 


Table 13-17 • Example for INCLUDE, INCLUDE_BORROW, INCLUDE_ENTITLEMENT 


Option file  Contains Behavior


INCLUDE F1 USER John concurrent checkout limited to John? Yes


certificate borrow limited to John? Yes


activation borrow limited to John? No
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Another example: ENTLID12 contains hybrid features F1 and F2. The following options file allows only John to perform 
concurrent checkout, certificate borrow or activation borrow on all ENTLID12's features:


INCLUDE F1 USER John


INCLUDE F2 USER John 


INCLUDE_ENTITLEMENT ENTLID12 USER John


Note • Activation borrow always activates all features from an entitlement.


INCLUDEALL 
This option applies to concurrent licenses held in license files and trusted storage.


INCLUDEALL type {name | group_name}


Includes a user or predefined group of users in the list of who is allowed to use all features served by this vendor daemon. 


For example, the following option syntax allows the user jane to use all features served by this vendor daemon:


INCLUDE_BORROW F1 USER John concurrent checkout limited to John? No


certificate borrow limited to John? Yes


activation borrow limited to John? No


INCLUDE F1 USER John


INCLUDE_ENTITLEMENT ENTLID1 USER John 


concurrent checkout limited to John? Yes


certificate borrow limited to John? Yes


activation borrow limited to John? Yes


INCLUDE_ENTITLEMENT ENTLID1 USER John concurrent checkout limited to John? No


certificate borrow limited to John? No


activation borrow limited to John? Yes


Table 13-18 • INCLUDEALL Terms


Term Definition


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.


name Name of an item of type type for which license usage is included.


group_name Name of the group to include. Group names are case sensitive. 


Table 13-17 • Example for INCLUDE, INCLUDE_BORROW, INCLUDE_ENTITLEMENT 


Option file  Contains Behavior
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INCLUDEALL USER jane


The include list is created from all the INCLUDEALL and INCLUDE lines in the options file. 


INCLUDEALL_ENTITLEMENT
This option applies to activatable and hybrid licenses held in trusted storage.


INCLUDEALL_ENTITLEMENT type {name | group_name}


Includes a user or predefined group of users in the list of who is allowed to activate the licenses contained in all fulfillment 
records held in client-side trusted storage.


EXCLUDEALL_ENTITLEMENT supersedes INCLUDEALL_ENTITLEMENT; conflicts between the EXCLUDEALL_ENTITLEMENT list and 
the INCLUDEALL_ENTITLEMENT list are resolved by the EXCLUDEALL_ENTITLEMENT taking precedence. If a user, host, group, 
or host group is specified neither on the EXCLUDEALL_ENTITLEMENT list nor on the INCLUDEALL_ENTITLEMENT list, activation 
is denied.


For example, the following option syntax includes the user Susan in the list of users allowed to activate the licenses 
provided in all fulfillment records held in trusted storage:


INCLUDEALL_ENTITLEMENT USER Susan


Note • It is recommended that you do not combine INCLUDEALL_ENTITLEMENT and EXCLUDE_ENTITLEMENT, 
INCLUDE_ENTITLEMENT, or EXCLUDEALL_ENTITLEMENT for the same user. 


LINGER
This option applies to concurrent licenses held in license files and trusted storage.


Table 13-19 • INCLUDEALL_ENTITLEMENT Terms


Term Description


type One of USER, HOST, GROUP, or HOST_GROUP. See Specifying License Restrictions Using Type 
for details.


name Name of an item of type type for which license usage is included.


group_name Name of the group to include. Group names are case sensitive.
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LINGER feature[:keyword=value] seconds


A lingering license stays checked out for a specified period of time beyond its checkin or FlexEnabled application exit, 
whichever comes first. The linger time may have been configured by the software publisher in the FlexEnabled application. 
When this is the case, then the longer linger time is applied. Thus you can set a longer linger time than configured by the 
software publisher but not shorten the linger time. 


For example, the following option syntax sets the linger value for feature f1 to one hour (3600 seconds):


LINGER f1 3600


The actual linger time varies somewhat since the vendor daemon checks all lingering licenses just once per minute. Also if 
a new license request is made that would otherwise be denied, a check of the lingering licenses is made immediately to 
attempt to satisfy the new request. 


MAX
This option applies to concurrent licenses held in license files and trusted storage.


MAX num_lic feature[:keyword=value] type {name | group_name}


Limits usage for a group or user.


Table 13-20 • LINGER Terms


Term Definition


feature Name of the feature.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for 
details.


seconds Number of seconds the license lingers. The software publisher sets a minimum value. 
If you specify a value for seconds that is smaller than the minimum, the minimum is 
used.


Table 13-21 • MAX Terms


Term Description


num_lic Usage limit for this user or group.


feature Feature or package this limit applies to.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for 
details.


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.
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USER and GROUP Examples


The following are examples of using the USER and GROUP types for the MAX option.


Note • Never position a MAX line that restricts USER user_name for a specific feature after a MAX line that restricts USER 
ALL_USERS for the same feature. Likewise, never position a MAX line that restricts GROUP group_name for a specific feature 
after a MAX line that restricts GROUP ALL_GROUPS for the same feature. The positioning invalidates the  restriction in the later 
line.


• To limit the user jan to five licenses for feature f1, include the following line in the options file:


MAX 5 f1 USER jan


• To limit all users to to five licenses for feature f1, include the following line:


MAX 5 f1 USER ALL_USERS


• To limit the user jan to five licenses  for feature f1 and all other users to four licenses for the same feature, include the 
following lines:


MAX 5 f1 USER jan


MAX 4 f1 USER ALL_USERS


• To limit group DEV to three license for feature f2 and all other groups to one license for the same feature, include these 
lines:


MAX 3 f2 GROUP DEV


MAX 1 f2 GROUP ALL_GROUPS


• If you attempt to position a MAX line that specifies ALL_USERS (or ALL_GROUPS) before a MAX line that specifies a single 
user (or single group), FlexNet Publisher cannot enforce the restriction in the second line because the user or group in 
the second line (in this case, the DEV group) is a part of ALL_USERS or ALL_GROUPS in the first line.


For example, the following line positioning is invalid:


MAX 1 f2 GROUP ALL_GROUPS


MAX 3 f2 GROUP DEV


name Name of an item of type type for which usage is limited. 


To avoid having to repeat the MAX line multiple times to restrict all users, you can use 
one MAX line that specifies ALL_USERS as the value for the type USER (for example, USER 
ALL_USERS). See for USER and GROUP Examples more information.


group_name Name of the group to limit. Group names are case sensitive. (The options file must 
include a GROUP line that defines this group.)


To avoid having to repeat the MAX line multiple times to restrict all groups defined in 
the options file, you can use one MAX line that specifies ALL_GROUPS as the value for the 
type GROUP (for example, GROUP ALL_GROUPS). See USER and GROUP Examples for 
more information.


Table 13-21 • MAX Terms


Term Description
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Queueing Behavior When Requested Licenses Exceed MAX Limit


For current version vendor daemons, if queueing is allowed by the application, requests for licenses that exceed the limit 
set by the MAX keyword will be denied. From the above example, if the user jan requests six licenses for feature f1, the 
request will be denied. Requests from users or groups within the MAX limit that exceed the number of available licenses will 
be queued. For example, if the license file includes ten licenses for feature f1 and nine of those licenses are already 
checked out, a request from the user jan for two licenses will be queued. 


MAX_BORROW_HOURS
This option is used for licenses held in license files. When licenses are available in trusted storage, normally activation is 
provided instead of BORROW.


MAX_BORROW_HOURS feature[:keyword=value] num_hours


Changes the maximum period a license can be borrowed from that specified in the license file for feature. The new period 
must be less than that in the license file. If multiple MAX_BORROW_HOURS keywords appear in the options file, only the last 
one is applied to feature.


MAX_CONNECTIONS
This option limits the maximum number of connections with vendor daemon.


On non-Windows (POSIX-compliant) platforms, the vendor daemon will consider the minimum value out of the following:


• 'getrlimit()' call will be made once at vendor daemon startup to calculate the system limit for the number of open file 
descriptors


• the value set for 'MAX_CONNECTIONS'.


Table 13-22 • MAX_BORROW_HOURS Terms


Term Description


feature Feature this borrow period applies to. The feature must have BORROW enabled.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for 
details.


num_hours Number of hours in the new borrow period. This value must be less than that specified 
in the license file for feature (the default, if not specified, is 168 hours).


Table 13-23 • MAX_CONNECTIONS Terms


Term Description


num_conn Connection limit for the vendor daemon. The range is (31 - 10,00,000). The default 
value is 10,00,000 (if not specified).
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Once connection limit has reached, the vendor daemon disconnects further connections with error code as 
-237(LM_VD_MAX_CLIENTS_REACHED). Vendor daemon holds buffer of 30 connections for interaction with important 
utilities (for example: lmreread, lmstat), in case connection limit is reaching towards threshold.


Important • The older clients (version < 11.16.3) may receive error code as -140(LM_BADCOMMAND) while interacting with 
vendor daemon and MAX_CONNECTIONS limit is already reached.


MAX_OVERDRAFT
This option applies to concurrent licenses held in license files and trusted storage.


MAX_OVERDRAFT feature[:keyword=value] num_lic


Limits OVERDRAFT license usage below the OVERDRAFT allowed by the license file.


NOLOG
Suppresses logging the selected type of event in the debug log file. 


NOLOG {IN | OUT | DENIED | QUEUED | UNSUPPORTED}


Table 13-24 • MAX_OVERDRAFT Terms


Term Description


feature Feature this limit applies to.


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for 
details.


num_lic Usage limit for this user or group.


Table 13-25 • NOLOG Terms


Entry Description


NOLOG IN Turns off logging of checkins. Two separate NOLOG lines are required to turn off 
logging of checkouts (including COAVAIL requests and queued requests).


NOLOG OUT Turns off logging of checkouts. 


NOLOG DENIED


NOLOG QUEUED


Turns off logging of checkouts and queued requests. License administrators 
use this option to reduce the size of the debug log file. However, it can reduce 
the usefulness of the debug log when debugging license server problems.


NOLOG UNSUPPORTED Suppresses UNSUPPORTED messages in the debug log. This suppresses error 
messages in the debug log that report a failure due to the feature being 
unsupported.
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See Also
lmswitch
Programming Reference for License File–Based Licensing for details about the LM_CO_AVAIL_NOWAIT flag


REPORTLOG
REPORTLOG specifies the report log file for this vendor daemon. It is recommended preceding the report_log_path with a + 
character to append logging entries; otherwise, the file is overwritten each time the daemon is started. 


REPORTLOG [+]report_log_path [HIDE_User]


On Windows, path names that include spaces have to be enclosed in double quotes. If lmgrd is started as a service, the 
default location for the report log file is the current working directory unless a fully qualified path is specified.


The optional parameter [HIDE_USER] can be specified so that any user names will be SHA2 hashed before being written to 
the encrypted REPORTLOG.


Note • FlexNet Manager is a separate product available from Flexera, it is used to process report log files. FlexNet Manager 
processes only report log files, not debug log files. On Windows, It is best practice to set the location of report_log_path to a 
ProgramData sub-folder, since this location has user-write permission by default, which is needed when the license server runs 
as a service with LocalService permission. If the option HIDE_USER is used, then user names in the processed report log file 
obtained from FlexNet Manager will remain obfuscated.


Reporting on Projects with LM_PROJECT
The FlexNet Manager report writer reports on projects. A project is set up by having all users working on the same project 
set their LM_PROJECT environment variable (or registry on Windows) to a string that describes the project. FlexNet Manager 
groups usage by project, as defined by what LM_PROJECT was set to when the application was run.


See Also 
Configuring the License Server Manager as a Windows Service
Environment Variables
Report Log File


RESERVE
This option applies to concurrent licenses held in license files and trusted storage.


RESERVE num_lic feature[:keyword=value] type {name | group_name}


Reserves licenses for a specific user.


Table 13-26 • RESERVE Terms


Term Description


num_lic Number of licenses to reserve for this user or group.


feature Feature or package this reservation applies to.
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For example, the following option syntax reserves one license of feature f1 for user mel:


RESERVE 1 f1 USER mel


If you want to reserve a license for each of several users or groups, you must use a separate RESERVE line for each user or 
group. If a package name is specified, all components that comprise the package are reserved.


The RESERVE keyword should not be used on packages and package suites that also use the SUITE_RESERVED option. The 
RESERVE keyword in the options file includes static information about the reservation policy. The SUITE_RESERVED option 
reserves a set of package components. Once one package component is checked out, all the other components are 
reserved for that same user. When the license keys are checked out by a user, the SUITE_RESERVED option within the 
Package will dictate additional reservation policy which can dynamically change depending on the product usage pattern. 
Because these options present conflicting reserve parameters, they can not be used together. The total number of 
reservations supported per options file is 10000.


Note • Any licenses reserved for a user are dedicated to that user. Even when that user is not actively using the license, it is 
unavailable to other users. However, a RESERVEd license does not cause usage to be reported by FlexNet Manager if the license 
is not actually in use.


TIMEOUT
This option applies to concurrent licenses held in license files and trusted storage.


TIMEOUT feature[:keyword=value] seconds


Sets the time after which an inactive license is freed and reclaimed by the vendor daemon.


Note • The software publisher must have enabled this feature in the FlexEnabled application for it to work. Contact your 
software publisher to find out if this feature is implemented. 


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for 
details.


type One of USER, HOST, DISPLAY, INTERNET, PROJECT, GROUP, or HOST_GROUP. See Specifying 
License Restrictions Using Type for details.


name Name of an item of type type for which license usage is reserved.


group_name Name of group for which license usage is reserved. Group names are case sensitive. 


Table 13-27 • TIMEOUT Terms


Term Description


feature Name of the feature.


Table 13-26 • RESERVE Terms


Term Description
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For example, the following option syntax sets the timeout for feature f1 to one hour (3600 seconds):


TIMEOUT f1 3600


TIMEOUT checks in the licenses if the FlexEnabled application has been inactive for a period longer than the specified time 
period. The daemon declares a process inactive when it has not received heartbeats from it whereas an active FlexEnabled 
application sends heartbeats. A TIMEOUT line must be present in the options file in order to take advantage of this feature. 


TIMEOUTALL
This option applies to concurrent licenses held in license files and trusted storage.


TIMEOUTALL seconds


Same as TIMEOUT, but applies to all features.


How the Vendor Daemon Uses the Options File
When the vendor daemon is started by lmadmin or lmgrd, the vendor daemon reads its options file. There is only one 
options file per vendor daemon and each vendor daemon needs its own options file. For any changes in an options file to 
take effect, the vendor daemon must read its options file. The lmreread utility causes the vendor daemon to reread its 
options file.


The lmreread utility enhanced in version 8.0 vendor daemon so that it causes the vendor daemon to reread the options file. 
If you are using earlier versions, the vendor daemon must be stopped and restarted in order for the options file to be 
reread.


Rules of Precedence in Options Files
Rules of precedence take effect when INCLUDE and EXCLUDE statements are combined in the same options file and control 
access to the same feature (in license files) or fulfillment record (in trusted storage). The following define the precedence 
when both types of statements appear together:


• If there is only an EXCLUDE list, everyone who is not on the list is allowed to use the feature. 


• If there is only an INCLUDE list, only those users on the list are allowed to use the feature. 


• If neither list exists, everyone is allowed to use the feature. 


keyword=value Feature name modifier to denote a group of licenses. See Specifying Features for 
details.


seconds Number of seconds after which inactive license is reclaimed. The software publisher 
sets a minimum value. If you specify a value for seconds that is smaller than the 
minimum or greater than the minimum, the greater valueis used.


Table 13-27 • TIMEOUT Terms


Term Description
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• The EXCLUDE list is checked before the INCLUDE list; someone who is on both lists is not allowed to use the feature.


Once you create an INCLUDE or EXCLUDE list, everyone else is implicitly outside the group. This feature allows you, as a 
license administrator, the ability to control licenses without having to explicitly list each user that you wish to allow or deny 
access to. In other words, there are two approaches; you either:


• Give most users access and list only the exceptions, or


• Severely limit access and list only the those users that have access privileges


Options File Examples
The following information gives some examples of options files intended to illustrate ways to effectively control access to 
your licenses.


Simple Options File Example
RESERVE 1 compile USER robert


RESERVE 3 compile HOST mainline


EXCLUDE compile USER lori


NOLOG QUEUED


This options file restricts the use of concurrent licenses as follows:


• Reserves one license for the feature compile for the user robert.


• Reserves three licenses for the feature compile for anyone on the system with the host name mainline.


• Prevents the user lori from using the compile feature on any system on the network.


• Causes QUEUED messages to be omitted from the debug log file.


The sum total of the licenses reserved must be less than or equal to the number of licenses specified in the FEATURE line. In 
the example above, there must be a minimum of four licenses on the compile FEATURE line. If fewer licenses are available, 
only the first set of reservations (up to the license limit) is used. 


If this data were in file /a/b/sampled/licenses/sampled.opt, then modify the license file VENDOR line as follows:


VENDOR sampled /etc/sampled /sample_app/sampled/licenses/sampled.opt


Limiting Access for Multiple Users
Each INCLUDE, INCLUDEALL, INCLUDE_BORROW, INCLUDE_ENTITLEMENT, INCLUDEALL_ENTITLEMENT, EXCLUDE, EXCLUDEALL, 
EXCLUDE_BORROW, EXCLUDE_ENTITLEMENT, EXCLUDEALL_ENTITLEMENT, MAX, and RESERVE line must have a single user name 
(or group) listed. To affect more than one user name create a GROUP. For example to exclude bob, howard, and james from 
using the feature called toothbrush, create the following options file: 


EXCLUDE toothbrush USER bob


EXCLUDE toothbrush USER howard


EXCLUDE toothbrush USER james


However, there is an easier way. Create a GROUP and exclude the list of users from using the feature. Like the previous 
example, the following options file excludes bob, howard, and james from using the feature called toothbrush:
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# First define the group "Hackers"


GROUP Hackers bob howard james


# Then exclude the group


EXCLUDE toothbrush GROUP Hackers


Now when you want to allow or deny access to any feature to that group, you have an alias list to make it simple.


Use HOST_GROUP to allow, deny, or reserve licenses for multiple hosts. For example, to exclude all users logged in on the 
hosts fred and barney from using a feature called f1, add these lines to your options file:


HOST_GROUP writers fred barney


EXCLUDE f1 HOST_GROUP writers


See Also
HOST_GROUP for more information about defining groups


EXCLUDE Example
#First Define the group "painters"


GROUP painters picasso mondrian klee


EXCLUDE spell GROUP painters


EXCLUDE spell USER bob


EXCLUDE spell INTERNET 123.123.123.*


This options file:


• Prevents the users picasso, mondrian, and klee from using the feature spell on any system on the network.


• Prevents the user bob from using the feature spell on any system on the network.


• Prevents any user logged into a host with an IP address in the range 123.123.123.0 through 123.123.123.255 from using 
the feature spell.


• Allows any other user, as long as they are not on the excluded IP addresses, and they are not a member of the 
painters GROUP, and they are not bob, to use feature spell (by implication).


Note that bob could have been added to the group painters. However, painters might be used for some other purpose in 
the future so the license administrator chose to handle bob as a special case here. In this case, the two EXCLUDE statements 
concatenate to create a list of four users. 


EXCLUDE_ENTITLEMENT Example
#First Define the group "admin"


GROUP admin johns adrianp maryt


EXCLUDE_ENTITLEMENT qf573k GROUP admin


EXCLUDE_ENTITLEMENT qf573k USER bob


EXCLUDE_ENTITLEMENT qf573k HOST cordelia


This options file:


• Prevents the users johns, adrianp, and maryt from activating any licenses contained in the fulfillment record obtained 
using the entitlement Id qf573k on any system on the network.


• Prevents the user bob from activating any licenses contained in the fulfillment record obtained using the entitlement 
Id qf573k on any system on the network.
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• Prevents any user on the system called cordelia from activating any licenses contained in the fulfillment record 
obtained using the entitlement Id qf573k.


• By implication allows any other users on any system other than cordelia to activate the licenses contained in the 
fulfillment record obtained using the entitlement Id qf573k.


INCLUDE Example
INCLUDE paint USER picasso


INCLUDE paint USER mondrian


INCLUDE paint HOST bigbrush


This options file:


• Allows the user picasso to use the feature paint on any system on the network.


• Allows the user mondrian to use the feature paint on any system on the network.


• Allows any user, as long as they are on the host bigbrush, to use feature paint.


• Denies access to the feature paint to anyone except picasso, mondrian, or anyone from the host bigbrush (by 
implication).


INCLUDE_ENTITLEMENT Example
INCLUDE_ENTITLEMENT gy7210 USER tom


INCLUDE_ENTITLEMENT gy7210 USER anthony


INCLUDE_ENTITLEMENT gy7210 HOST jupiter


This options file does the following:


• Allows the user tom to activate any licenses contained in the fulfillment record obtained using the entitlement Id 
gy7210 on any system on the network.


• Allows the user anthony to activate any licenses contained in the fulfillment record obtained using the entitlement Id 
gy7210 on any system on the network.


• Allows any user, as long as they are on the host jupiter to activate any licenses contained in the fulfillment record 
obtained using the entitlement Id gy7210.


• By implication, denies the activation of any licenses contained in the fulfillment record obtained using the entitlement 
Id gy7210 to anyone except tom, anthony, or someone on the host jupiter.

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 177







14


Ensuring License Availability

You can configure multiple license servers to allow FlexEnabled applications to continue to check out licenses if one of the 
license servers goes down. This failover protection for license servers can be provided using either of the following 
methods:


• Redundancy using the license search path—Configure and maintain multiple independent license servers, each 
with a subset of the total licenses available to the enterprise. Configure the FlexEnabled client with the license servers 
in the license search path. This provides load balancing capabilities and limited failover protection. You must manage 
different versions of the license rights on each license server. This configuration option is available when licenses are 
held in license files and in trusted storage.


• Three-server redundancy—Configure and maintain a set of three license server systems configured specifically for 
three-server redundancy. This provides failover protection only. You manage only one version of the license file and 
vendor daemon on all three license servers. This configuration option is only available when licenses are held in 
license files.


Do not store your license files on a single network file server (separate from the license servers) if you are using either of 
these methods of failover protection: The failure of the file server will cause all the license servers to fail.


Redundancy Using the License Search Path
In this configuration you install multiple license servers that each use a subset of the available licenses. Network machines 
are configured with a license search path that contains details of each license server. A FlexEnabled application tries each 
license server on the license search path in order until it succeeds or gets to the end of the list. 


Example of Redundancy Using the License Search Path


This example demonstrates the use of two license servers, chicago and tokyo, that serve five licenses each for the features 
f1 and f2. The publisher supplies the following license files:


• For chicago


SERVER chicago 17007ea8 1700


VENDOR sampled /etc/mydaemon


FEATURE f1 sampled 1.000 31-dec-2020 5 SIGN=.....
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FEATURE f2 sampled 1.000 31-dec-2020 5 SIGN=.....


• For tokyo


SERVER tokyo 17007ea8 1700


VENDOR sampled /etc/mydaemon


FEATURE f1 sampled 1.000 31-dec-2020 5 SIGN=.....


FEATURE f2 sampled 1.000 31-dec-2020 5 SIGN=.....


The license search path is set on the network machines using the LM_LICENSE_FILE environment variable so that machines 
in the US request licenses first from the license server chicago and machines in Japan request licenses first from the 
license server tokyo. 


• US machines set LM_LICENSE_FILE to - 1700@chicago:1700@tokyo


• Japanese machines set LM_LICENSE_FILE to - 1700@tokyo:1700@chicago 


This example uses UNIX syntax (:) for separating entries on the license search path. See Setting the License Search Path 
Using an Environment Variable for full details of the license search path syntax.


Limitations of Redundancy Using the License Search Path
The main limitation is that this method only provides limited protection: When a license server fails, the licenses it serves 
are no longer available. 


All licenses must be checked out from a single server


By default, once a FlexEnabled application has successfully checked out a license from a license server, all subsequent 
license requests from that application must be served by the same license server. When an application makes subsequent 
license requests and no more licenses are available from that license server, the license request is denied even though 
licenses may exist on another server. However, this behavior is configurable by software publishers. Contact your software 
publisher to determine whether or not each new license request scans all the license servers.


Licenses are queued from a single server


If the application supports license queueing, all licenses are queued from the first license server on the list rather than the 
request moving to another license server.


Overview of Three-Server Redundancy
Using the three-server redundancy capability in FlexNet Publisher, all three license servers operate to form a triad. The 
license servers send periodic messages to each other to make sure that at least two servers are running and 
communicating. A quorum is formed when at least two of the three license servers are running and communicating with 
each other. 


The license servers are identified as either primary, secondary, or tertiary. One license server is also designated as the 
master [m] and is responsible for:


• Serving licenses to FlexEnabled applications


• Recording information into the debug log.


• Recording information into the report log.
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If the master fails, then another license server becomes the master. 


In the following figure, the primary license server is the master [m]. When a FlexEnabled application sends a checkout 
request for a license, the master responds and then serves the license to the FlexEnabled application.


Figure 14-1: Three-Server Redundancy Overview 


If the master fails, then the secondary license server becomes the master (see the following figure) and will serve licenses 
to FlexEnabled applications. The tertiary license server can never be the master. If both the primary and secondary license 
servers go down, licenses are no longer served to FlexEnabled applications. The master will not serve licenses unless there 
are at least two license servers in the triad running and communicating. 


Figure 14-2: Three-Server Redundancy Backup Failover


Understanding How License Servers Communicate


When started, each license server reads the license file and checks that it can communicate with the other license servers. 
Until each license server establishes this first connection with the others, it will continue to send messages periodically.
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Once the initial communication has been established, each license server periodically sends a heartbeat to the others. 
Heartbeats are messages sent over TCP/IP. Each license server sends a heartbeat and waits for a response from the other 
license servers. If a license server does not receive a response, it shuts down the vendor daemon so that it cannot serve 
licenses. A publisher or license administrator can configure the amount of time a license server waits to receive a heartbeat 
using the HEARTBEAT_INTERVAL property. 


Poor network communication causes system performance to slow.  Slow network communication can also cause a delay in 
the transmission of heartbeats between license servers.


Configuring License Servers for Three-Server 
Redundancy


Perform the following steps to configure three-server redundancy:


1. Before obtaining the license server software package from the publisher, identify and set up the three systems. When 
selecting systems, make sure they are stable. Do not use systems that are frequently rebooted or shut down. 


2. Send the publisher the hostname and hostid values for these systems. Ask the publisher what system identifier they 
need for the hostid. This could be an Ethernet address, disk serial number, etc. The publisher will create license server 
components specifically for these systems.


Note • Best practice is to obtain a hostid of the same type for each of the three machines. Issues can arise if different 
hostid types are used in the configuration. If you plan to obtain the hostid using the default hostid type for a given 
machine, be aware that the default type can vary between operating-system platforms.


3. After receiving the license server package from the publisher, change the following SERVER line properties in the 
license file if necessary:


• port number the license servers use to listen for communication 


• PRIMARY_IS_MASTER keyword 


• HEARTBEAT_INTERVAL property


Do not change the hostid values. If the hostid changes at any time, the license administrator must work with the 
software publisher to obtain a new license file.


4. Perform any additional configuration as required by the software publisher. 


5. Copy or install the license server software package to each of the three systems. 


6. Start the license servers in the following order: primary, secondary, and then tertiary.


An Example License File


The following is an example of a license file that is configured for three-server redundancy.


SERVER pat 17003456 2837 PRIMARY_IS_MASTER


SERVER lee 17004355 2837


SERVER terry 17007ea8 2837


VENDOR demo


FEATURE f1 demo 1.0 31-dec-2020 10 SIGN=”<...>”


FEATURE f2 demo 1.0 31-dec-2020 10 SIGN=”<...>”
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The following portions of the license file directly affect the three-server redundant configuration: 


• SERVER lines—Each line contains this information for the given server:


• The host name value: pat, lee, or terry.


• The hostid value: 17003456, 17004355, or 17007ea8. This example uses the value returned by the lmhostid utility 
default hostid type for each server. 


Note • Keep in mind that the default hostid type can vary between operating-system platforms. Best practice is to 
use the same hostid type for all three servers. 


• The TCP/IP port—In this example, 2837. All servers use the same port to listen for communication.


The following properties of the license file do not affect the three-server redundant configuration directly, but are used to 
define license rights or configure the license server.


• VENDOR line—This required element references the publisher’s vendor daemon.


• FEATURE lines—The two features, f1 and f2, define the license rights. The SIGN value for each FEATURE line encodes 
the license server hostid values.


Managing License Servers in a Three-Server 
Redundant Configuration


Using the lmstat Utility


The output message generated by the lmstat utility identifies which license server is the master. In the following example 
lmstat output, the secondary license server is the master.


[Detecting lmgrd processes...]


License server status: 30000@RMD-PRIMARY,30000@RMD-SECONDARY,


30000@RMD-TERTIARY


License file(s) on RMD-PRIMARY: C:\server\3.lic:


RMD-PRIMARY: license server UP v11.4


RMD-SECONDARY: license server UP (MASTER) v11.4


RMD-TERTIARY: license server UP v11.4


Starting and Stopping License Servers


To start the entire system, you must start each license server manager (lmadmin or lmgrd). Generally, it is good practice to 
start the primary license server before the secondary or tertiary license server. This allows the primary license server to 
become the master before the others start. If you start the secondary and tertiary before the primary, then the secondary 
will establish itself as master.


If you do not set the PRIMARY_IS_MASTER keyword for the primary license server, then the order in which you start the 
license servers is important. If you do not set this property, when you start the primary license server after the secondary 
license server control will not transfer to the primary license server. By setting the PRIMARY_IS_MASTER keyword, you 
ensure that when the primary license server is running, it is always the master.
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In three-server scenarios, a system administrator may wish to shut down one of the servers to perform maintenance on it, 
while the other two servers maintain a quorum and continue to serve licenses. Previously, shutting down a license server in 
a triad through lmdown (or lmtools) would shut down the entire triad. Now, a system admin can run lmdown -c 3server-
license.lic from one of the machines in the triad. lmdown will read the 3-server license file and provide a prompt asking 
which of the three listed servers to shut down.


Running the License Server Manager as a Service on Windows


There are no dependencies or known issues related to running the license server manager as a service in this configuration.


Logging and the Debug Log


When using three-server redundancy, the master records information to its local debug log and report log (and the 
Windows event log if this is configured). If this system fails, another license server becomes the master and records 
information to its local debug log and report log. Subsequently, there may be different versions of the debug log and report 
log on the primary and secondary license server which each contains different information.


Using Other Capabilities with Three-Server 
Redundancy


The following section describe other capabilities available in FlexNet Publisher and how they interact with three-server 
redundancy.


Configuring the License Search Path


This configuration can be performed by either the software publisher or the license administrator. Before a FlexEnabled 
application can check out a license, it must know where to locate the license rights. The license search path identifies the 
location of license rights. 


When connecting to a license server configured for three-server redundancy, the FlexEnabled application must use the 
<port>@<host> convention (and not a license file location) in the license search path. 


The license search path should list the license servers in the same order that they appear in the license file. This helps 
shorten the amount of time it takes to identify the master server and respond to the checkout request. Although the 
configuration will work if you include only one of the license servers in the license search path, this may lengthen the 
amount of time it takes for the license server to respond to the checkout request. This is because the license server must 
identify all other license servers and designate a master.


Separate each <port>@<host> entry with a comma. Using the previous license file as an example, the license search path 
should be the following:


2837@pat,2837@lee,2837@terry


The FlexEnabled application will try to connect to each of the license servers in the list, in the order listed, until it either 
successfully connects to a license server or reaches the end of the list. This helps ensure that the FlexEnabled application 
can connect to the quorum.


Specifying Three-Server Redundancy in the License Finder


When the license search path has not been configured, the FLEXlm License Finder dialog is displayed on Windows 
platforms when a FlexEnabled application is run. 
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Task To specify a triad of license servers in the License Finder dialog:


1. Select Specify the License File.


2. Click Next.


3. Type the path name or use the browse button to specify your three-server redundant license file. An Example License 
File shows a typical three-server redundant license file.


4. Click Next.


Note that the License Finder dialog option, Specify the License Server System, allows you to only specify a single license 
server and not a triad of license servers.


Using License File Keywords


The following keywords and properties for the SERVER line enable you to modify the configuration. You can change their 
values after the license file has been signed (that is, without invalidating the signature).


• host—The hostname of the system. The publisher should know this information when generating the license file. 


• port—The port number that the license server uses to listen for communication. Unlike with single license servers, 
each SERVER line must include a port number. This can be any number in the range 1 to 65535 that is not used by 
another process running on the system. On UNIX, choose a port >1024, since those <1024 are privileged port numbers. 
If not specified, the license server will automatically use the next available port number in the range 27000 to 27009. 


If you specify a port number greater than 65535, the client fails to establish a connection with the license server 
manager (lmgrd or lmadmin).


Note • Those producers concerned about potential DoS attacks based on knowledge of common license server ports 
may want to consider specifying a server port outside the range 27000 to 27009.


If you are using lmadmin, you do not need to edit the license file; you can configure the port number using the 
interface. The port number specified in lmadmin takes precedence over any port set in the license file, either before or 
after the port is specified using lmadmin. (See the online help for more details.) Editing the port number using lmadmin 
is only recommended if no port number is specified in the license file. If a port number is already specified in the 
license file and the port is subsequently changed in lmadmin, during the next restart the vendor daemon will exit with 
a “port mismatch” error.


To make it easier to administer the license server, it is strongly recommended that you define the same port number 
for each SERVER line.


• PRIMARY_IS_MASTER—This keyword ensures that the primary server is the master whenever it is running and 
communicating with one of the other license servers. 


• If this is set and the primary server goes down, when the primary server comes back up again, it will always 
become the master.


• If this is not set and the primary server goes down, the secondary server becomes the master and remains the 
master even when the primary server comes back up. The primary can only become the master again when the 
secondary license server fails. 
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This parameter is optional and should be placed on the first SERVER line. The license server must be running a version 
10.8 or later vendor daemon to use this keyword.


• HEARTBEAT_INTERVAL=seconds—This indicates how long the license servers wait to receive a heartbeat from another 
license server before shutting down the vendor daemon. This value is used in the following equation to calculate the 
actual timeout value:


timeout = (3 * seconds) + (seconds – 1)


The default value is 20, which equates to an actual timeout of 79 seconds. Valid values are 0 through 120. This 
parameter is optional and should be placed on the first SERVER line in the license file. The license server must be 
running a version 10.8 or later vendor daemon to use this keyword. 


Using Options File Keywords


None of the keywords in the options file affect three-server redundancy.


Troubleshooting Tips and Limitations for Three-
Server Redundancy


Three-server redundancy configurations require all three servers use the same platform type. You can use any of the 
following platform types in the configuration, but each server must use the same platform type: VM_UUID or PHY_*.


Separating the Contents of a License File


Because the hostid values in the SERVER lines are computed into the signature of each feature definition line, make sure 
you keep SERVER lines together with any feature definition lines as they were generated. This means that if you move a 
feature definition line to another file, you must also move the respective SERVER lines and VENDOR line.


Putting the License File on a Network File Server


Do not put the license file on a network file server. If you do this, you lose the advantages of having failover protection 
because the file server becomes a possible single point of failure. 


Using License Servers in Heavy Network Traffic


On a network with excessive traffic, the license servers may miss heartbeats which causes them to shut down the vendor 
daemon. The master may then stop serving licenses. If you find that heavy network traffic causes this to occur, you should 
set the HEARTBEAT_INTERVAL to a larger value. Enterprises can experience a performance issue when there is slow 
network communication or if FlexEnabled clients are using a dial-up link to connect to the network.


Using Multiple Vendor Daemons


The license server manager (lmadmin or lmgrd) can not start vendor daemons from multiple software publishers when 
configured for three-server redundancy. The license server manager can only manage one vendor daemon. If one of the 
systems runs more that one vendor daemon, then the license administrator must run separate instances of the license 
server on that system to support the other vendor daemons. Make sure that the port numbers do not clash.
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Switching Between Three-Server Redundancy and Single-Server Configuration


While running, the license server manager (lmadmin or lmgrd) is not designed for switching from three-server redundancy 
to a single-server configuration (and vice-versa). To switch configurations, you need to do the following:


1. Shut down the license server manager in the single-server configuration or, in a three-server redundancy, all the 
license server managers currently running.


2. Do one of the following:


• For lmadmin:


a. From the lmadmin installation directory on a given machine, import the required license files for the new 
configuration to which you are switching (either the three-server-redundant or single-server configuration):


lmadmin -import <new_license_file_list> -force


b. Restart lmadmin.


• For lmgrd:


To restart lmgrd on a given machine in the configuration to which you are switching (either the three-server-
redundant or single-server configuration), enter the following from the directory in which lmgrd is located:


lmgrd -c <new_license_file_list>


Avoiding Undefined lmdown Behavior


If any two license servers in a three-server redundancy group are started with the -allowStopServer no option (lmadmin) 
or the -x lmdown option (lmgrd), then the behavior of lmdown is undefined for that system. 
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Managing Virtualized License Servers for


File-Based Licensing

Virtualization software allows you to run multiple instances of a license server on a single machine. You can use virtualized 
license servers to take advantage of the high availability and fault tolerance that virtual machines offer. 


Note • This chapter deals with managing license servers configured for license file–based licensing in a virtual environment. 
For information about trusted storage–based licensing in a virtual environment, see Chapter 3, Trusted Storage.


Binding Solutions in a Virtual Environment
For license file–based licensing, a license server can be bound to one of:


• the UUID of the virtual machine (refer VM_UUID)


• the MAC address of the virtual machine (ETHER)


• A FLEXID, where the hypervisor concerned supports USB passthrough of the dongle


The FlexNet Licensing Service must be installed on machines that use virtualization features.


Setting Up a Virtual License Server on Microsoft 
Hyper-V


The process of setting up a license server on a virtual machine hosted by a Microsoft Hyper-V hypervisor depends on the 
hostid chosen to bind the license file to the license server. This hostid can be either the virtual machine’s UUID (Universally 
Unique ID) or the hostid of a physical machine—either the hypervisor or a remote physical machine that communicates 
with the virtual machine. The following sections demonstrate these two binding methods.
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Using the UUID Hostid
In general, the process for binding to the UUID of the virtual machine hosting the license server follows this outline. The 
process requires the lmhostid utility.


Task To bind to the UUID of the virtual machine hosting the license server


1. Identify the virtual machine on which the license server will be run.


2. Run the following command from the command line of the virtual machine:


lmhostid -ptype VM -uuid


3. Send the output of this command to the software publisher. The software publisher sends back a license certificate in 
which the license server is bound to the UUID value.


4. Modify the license certificate to configure server parameters (like TCP port number, options file, or other parameters).


5. Launch the license server on the virtual machine by pointing to the license certificate.


Note • If the license server has to be moved to another physical machine, simply copy the virtual-machine image and 
move it to the new physical host machine. 


Setting Up a Virtual License Server on VMware ESXi 
or XenServer


The process of setting up a license server on a virtual machine hosted by a VMware ESXi or XenServer hypervisor depends 
on the hostid chosen to bind the license file to the license server. This hostid can be either the virtual machine’s UUID 
(Universally Unique ID) or the hostid of a remote physical machine that communicates with the virtual machine. The 
following sections demonstrate these two binding methods.


If your license-server virtual machine is being hosted by a VMware ESX hypervisor.


Using the UUID Hostid
In general, the process for binding to the UUID of the virtual machine hosting the license server follows this outline. The 
process requires the lmhostid utility.


Task To bind to the UUID of the virtual machine hosting the license server


1. Identify the virtual machine on which the license server will be run.


2. Run the following command from the command line of the virtual machine:


lmhostid -ptype VM -uuid


3. Send the output of this command to the software publisher. The software publisher sends back a license certificate in 
which the license server is bound to the UUID value.
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4. Modify the license certificate to configure server parameters (like TCP port number, options file, or other parameters).


5. Launch the license server on the virtual machine by pointing to the license certificate.


Note • If the license server has to be moved to another physical machine, simply copy the virtual-machine image and 
move it to the new physical host machine. 


Hypervisor COS Use
Running a license server or a FlexEnabled client application on the COS of the hypervisor is not supported. The license 
server and FlexEnabled client application must run either on a physical machine or on a virtual machine.


Virtualization Support
The following picture illustrates how the FlexNet licensing server or a FlexEnabled application operates within a 
Virtualization stack. The table below the picture lists the Virtualization stacks that FlexNet Publisher supports.


Use the table available in Release notes to determine the supported Virtualization stacks.
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Licensing in a Cloud-Computing


Environment

This chapter provides the following information to help the license administrator implement secure software licensing in a 
cloud-computing:


• Licensing Challenges in a Cloud Environment


• Scope of Support for Cloud Licensing


• Hostids for Binding


Note • For simplification, the remainder of this chapter refers to the cloud-computing environment as the cloud 
environment.


Licensing Challenges in a Cloud Environment
The fundamental concept of software licensing involves binding the license to characteristics of the physical machine on 
which the software resides and, for served licenses, on which the license server resides. These characteristics, called 
binding elements, include machine identities such as the Ethernet address or the host name. However, a cloud 
environment runs on virtual machines that are instantiated and brought down frequently. Consequently, the traditional 
hardware-based binding elements are not reliable in a cloud environment. Additionally, the FlexNet Publisher bare-metal-
bindings (BMB) feature available in prior releases for on-premises virtual machines is unusable in a cloud environment; the 
license administrator does not have access to the physical hardware on which the virtual instances are running. This access 
is a prerequisite for the BMB feature.


A public cloud provider charges the customer based on the number of hours a machine instance is used. To optimize billing 
charges, a user typically stops or terminates an instance when it is not in use. This type of stop-restart usage is contrary to 
the on-premises machine usage, which is typically continuous.Therefore, the ideal binding element in the cloud 
environment is one that has these attributes:


• Globally unique within the cloud infrastructure to prevent over-licensing by cloned images


• Unchanging between normal start/stop, suspend/resume, live-process migration, and reboots of machine instances


• Not easily changed by the user
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• Not usable when the license is outside the cloud


FlexNet Publisher provides licensing solutions that meet these binding-element requirements. These solutions are based 
on typical licensing use cases in a cloud environment and are within the scope of cloud-licensing support for this release. 


Scope of Support for Cloud Licensing
FlexNet Publisher limits its support for cloud licensing to 32-bit Windows, 64-bit Windows, 32-bit Linux, or 64-bit Linux 
machine instances (all in IPv4 format) for running FlexEnabled applications and license servers.


Additionally, FlexNet Publisher does not support the following for cloud licensing:


• Cross-version signatures on served, node-locked license clients


• Composite hostids using Amazon machine bindings


• Three-server redundancy


Note • Cloud environments have other methods that compensate for three-server redundancy to ensure high availability 
of the license server.


Hostids for Binding
The binding element used to bind a license to the specific AMI instance on which the license client or the license server 
resides is called the hostid of the AMI instance. This section discusses the types of hostids that FlexNet Publisher supports 
for licensing in the Amazon EC2 environment. 


Supported Hostid Types
The following table describes the hostids that FlexNet Publisher supports in the Amazon EC2 environment. For instructions 
on how to retrieve each hostid, see the next section, Retrieving and Specifying Hostids. 
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Obtaining any TPM, virtualization, or cloud-licensing hostid requires that the FlexNet Licensing Service be installed. 


Retrieving and Specifying Hostids
The following table lists the methods used by the software user or publisher (depending on the use case) to retrieve hostids 
in the Amazon EC2 environment. The table also shows how a given hostid is used in the license file. 


Obtaining any TPM, virtualization, or cloud-licensing hostid requires that the FlexNet Licensing Service be installed.


Table 16-1 • Hostid Types Supported in Amazon EC2 


Hostid Type Binding Applicability Characteristics


Elastic IP (EIP) address 
(AMZN_EIP)


License Server only • IPv4 format only.


• For use on the SERVER line in the license file.


• Manually assigned to any running AMI instance.


• Static identity—that is, can be reassigned to 
another AMI instance if the current instance 
crashes. For example, if the instance containing 
the license server crashes, the license 
administrator can copy the server to another 
instance and reassign the IP address. 


• Cross-version signatures not required.


AMI template ID 
(AMZN_AMI) 


Server or client AMZN_AMI uniquely identifies the AMI template from 
which an instance is created. It does not uniquely 
identify AMI instances.


VM_UUID (AMI instance 
IID)


License Server only • Unique ID automatically assigned to an AMI 
instance.


• Remains intact when the instance is suspended, 
resumed, or rebooted, but disappears if the 
instance terminates accidentally or crashes.


• Cross-version signatures not supported. 
Therefore, legacy FlexEnabled applications 
cannot obtain licenses that are bound to this 
hostid.


Elastic Network 
Interface (ENI)


Server or client Extracted through the ETHER keyword.
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Note • The System Info page in the lmadmin user interface does not show these hostids specific to the Amazon EC2 
environment. To obtain these hostids, you must use the methods described the following table  


Table 16-2 • Retrieving and Specifying Hostids


Hostid Type Method to Obtain ID License File Syntax


Elastic IP (EIP) 
address (AMZN_EIP) 


Use either method:


• On the AMI instance containing the 
server, run the following command:


lmhostid -ptype AMZN -eip 


• Obtain the EIP from the Amazon 
infrastructure.


This lmhostid command actually returns the 
public IP address for the AMI instance, and 
this value might not always be the EIP 
address. Consider the following:


• If the AMI instance is associated with an EIP 
address, the EIP address is the public IP 
address. Consequently, lmhostid returns the 
EIP address.


• If the AMI instance has no EIP address 
associated with it, EC2 assigns a default 
public IP address, which is the value that 
lmhostid returns.


FlexNet Publisher strongly recommends 
obtaining the EIP address. To ensure 
lmhostid returns this value, associate the 
instance with an EIP address before running 
the command. If necessary, consult Amazon 
for help with this process.


Syntax:
AMZN_EIP=IPv4 address


Example:
SERVER this_host AMZN_EIP=184.72.45.35


AMI template ID 
(AMZN_AMI) 


As software publisher, use either method:


• On the AMI instance used for the VA, 
run the following command:


lmhostid -ptype AMZN -ami


• Obtain the template ID from the 
Amazon infrastructure.


Syntax:
AMZN_AMI=AMI template ID


Example:
INCREMENT F1 demo... 


HOSTID=AMZN_AMI=ami-6a807503...SIGN=xxx
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VM_UUID (AMI 
instance IID)


Use either method:


• On the AMI instance containing the 
license server, run the following 
command:


lmhostid -ptype VM -uuid


• Obtain the instance ID from the 
Amazon infrastructure.


Syntax:
VM_UUID=universal unique dentifier for AMI 
Instance ID


Example:
HOSTID=VM_UUID=i-7d409db1 


Elastic Network 
Interface (ENI)


On the AMI instance containing the license 
server, run the following command: 


lmhostid -ether


Syntax:
lmhostid -ether”


Example:
Host ID=""06007e2c60c7 06835b200fe7""


Note • ifconfig returns eth0 and eth1.


eth0(primary network 


interface)=06835b200fe7 eth1(Elastic 


Network Interface)=06007e2c60c7


Table 16-2 • Retrieving and Specifying Hostids


Hostid Type Method to Obtain ID License File Syntax
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IPv6 Support

Internet Protocol version 6 (IPv6) is the next generation IP protocol. This section contains information for software 
publishers who want to support IPv6 addresses in their license model. The information in this section assumes the reader 
has a familiarity with the IPv6 networking protocols. 


The following sections of this chapter describe the FlexNet Publisher support for IPv6 and contains information related to 
both license file–based licensing and trusted storage–based licensing.


• Capabilities that Support IPv6


• Testing Considerations


Capabilities that Support IPv6
This section describes the capabilities in FlexNet Publisher that support IPv6. It includes information about both license 
file–based licensing and trusted storage–based licensing.


When working with a software publisher to obtain a software package that supports IPv6, you should collect and provide 
the IP addresses of systems (FlexEnabled clients and license servers) that will be used in the license file.


Note • 


• In the license and options files, FlexNet Publisher supports only the site-local form of the IPv6 address (those addresses 
prefixed with FEC0).


• While an IPv6 address can be used in license or options files, the best-practice recommendation is to use hostname or 
IPv4 address.


• A mix of IPv4 and IPv6 addresses in the license and/or options file is not supported.


License File


In a license file, the SERVER line can define an IPv6 address as the hostid and host value.


In FEATURE, INCREMENT, and UPGRADE lines, an IPv6 address can be used as the HOSTID value when using the INTERNET type. 

FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide FNP-11170-LAG00 Company Confidential 195







Chapter 17 IPv6 Support
Capabilities that Support IPv6

The following keywords (used with duplicate grouping) support IPv6 addresses:


• The DUP_GROUP keyword, using HOST as the type.


• The SUITE_DUP_GROUP keyword using HOST as the type.


Options File


An options file can contain an IPv6 address to specify host restrictions when using the:


• INTERNET type in these keywords: EXCLUDE, EXCLUDEALL, EXCLUDE_BORROW, INCLUDE, INCLUDEALL, INCLUDE_BORROW, MAX, 
and RESERVE.


• HOST type in these keywords: EXCLUDE, EXCLUDE_ENTITLEMENT, EXCLUDEALL, EXCLUDE_BORROW, INCLUDE, 
INCLUDE_ENTITLEMENT, INCLUDEALL, INCLUDE_BORROW, MAX, and RESERVE 


• HOST_GROUP keyword (it takes IP addresses). 


License Search Path


Entries in the license search path that use the ‘port@host’ convention to identify the license server, can specify an IPv6 
address as the ‘host’ value.


FlexEnabled Application


Entries in the license search path that use the port@host convention to identify the license server, can specify an IPv6 
address as the host value.


The following activation functions take either a URL (when connecting to FLEXnet Operations) or “port@host” value (when 
connecting to a license server) argument. These functions allow you to use an IPv6 address in the URL or as the ‘host’ value.


• flxActCommonHandleSetRemoteServer(...)


• flxActBorrowReturn(...)


• flxActBorrowActivate(...)


The following attributes, set using the lc_set_attr function, support IPv6 addresses:


• LM_A_HOST_OVERRIDE


• LM_A_PROMPT_FOR_FILE (Windows Only) - the dialog that appears takes an IPv6 address.


• LM_A_DISPLAY_OVERRIDE


• LM_A_INTERNET_OVERRIDE


You can use an IPv6 address when setting the LM_DUP_HOST flag in the lc_checkout function.


Trusted Storage


The activation server chain property in a fulfillment record will store the IPv6 address.


You can use an  IPv6 address as a binding identity in the trusted configuration. 


License Server


The lmhostid utility returns an IPv6 address.
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Environment Variables


Listed below are the environment variables that handle performance and hostname resolutions.


FNP_IP_ENV


This client-side environment variable determines how the client's IP address is presented to the server.


• If the variable is set to a value of 0, 4, or 6, the IP address sent to the server is resolved on the client, from the client's 
hostname, as follows:


• If the variable is set to 0, then the client resolves its hostname to both an IPv4 and an IPv6 address.


• If the variable is set to 4, then the client resolves its hostname only to an IPv4 address.


• If the variable is set to 6, then the client resolves its hostname only to an IPv6 address.


• If the variable is set to 1 (default value), the client-side hostname resolution is bypassed.  Instead, the client's IP 
address is determined from the socket connection at the server, which means that a NAT-translated IP address for the 
client can be obtained.


FNP_IP_PRIORITY


The environment variable FNP_IP_PRIORITY decides the IP priority for hostname resolution, and can apply to the server, 
the client, or utilities like lmhostid. Values are:


• 4 (default): hostname resolution is attempted to IPv4 address first; if that fails, resolution to IPv6 address is 
attempted.


• 6: hostname resolution is attempted to IPv6 address first; if that fails, resolution to IPv4 address is attempted. 
Examples of when to set to this value:


• on the machine where running lmhostid, if IPv6 address is required from  lmhostid -internet


• on the client if node-locked IPv6 INTERNET HostID is used


• on the server if IPv6 address is used in the options file or as a server HostID. 


Note: IPv4 and IPv6 addresses cannot be mixed on the server.


Client IP Address Received by the Server


Clients send both IPv4 and IPv6 addresses in the checkout message to the server.


In some licensing models, it may be desirable for the server to operate on a NAT-translated IP address instead of the 
client's actual IP address—for example, if using the EXCLUDE keyword in an options file to exclude all clients originating 
from behind a specific firewall. To enable such use cases, set FNP_IP_ENV=1 on the client. Setting this environment variable 
prevents the client resolving its own hostname to an IP address, which means the server instead obtains an IP address for 
the client from the socket connection.


Using Wildcards in an IPv6 Address


The wildcard character, “*,” may be used in place of an entire field or on a byte-by-byte basis to specify a range of 
addresses without having to list them all. For example, in this example feature definition line is locked to four specific 
addresses:


FEATURE f1 myvendor 1.0 31-dec-2020 uncounted \


HOSTID="INTERNET=127.17.0.1,\


INTERNET=fec0::1:e947:a213:1378:253c,\
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INTERNET=127.17.0.4,\


INTERNET=fec0::1:e947:a213:1378:253c" \


SIGN=0


In the following example feature definition line specifies an entire range of addresses, including the four specific ones from 
the line above:


FEATURE f1 myvendor 1.0 31-dec-2020 uncounted \


HOSTID="INTERNET=127.17.0.*,\


INTERNET=fec0:0db8:0000:0000:*:*:*:000*"\


SIGN=0


Testing Considerations
When testing IPv6-compatible FlexEnabled applications and license server, remember to accommodate for the behavior of 
4to6 routers, 6to4 routers, and IPv6 firewalls configured on your system. 
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Managing Licenses from Multiple


Software Publishers

Overview of Multiple License Management 
Strategies


When you are running FlexEnabled applications from multiple software publishers, you might need to take steps to 
prevent conflicts during installation. There are several strategies to accomplish this, three of which are presented here:


• Multiple systems, each running one license server manager, one vendor daemon, and using one or more license files.


• One system running multiple license server managers, each managing one vendor daemon and one or more license 
files.


• One system running one license server manager, that manages multiple vendor daemons, each using its own license 
files. License files share a common directory.


Each of these three strategies is described in detail in the following sections. Variations are mentioned in Additional 
Considerations.
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Multiple Systems
In this scenario, each license server instance (lmadmin or lmgrd, vendor daemon, license file, and other files) is located on a 
separate system. Each system serves licenses just for its vendor daemon and runs its own local copy of the license server 
manager. Figure 18-1 shows this arrangement. 


Figure 18-1: Multiple license server systems


Advantages


• The license files for each software publisher are independent from one another.


• Systems are maintained separately. If one system goes down, the other systems continue to serve licenses for their 
software publishers.


• Each server has its own debug log. 


• The license requests are distributed.


Disadvantages


• Administrative overhead is the highest.


Starting the License Servers
In this configuration, you start the license server on each machine separately. Each server runs a single vendor daemon. 
Use lmadmin or lmgrd as the license server manager.


Using lmadmin
When using lmadmin, you can start each license server using the lmadmin user interface or a command line. Repeat the 
procedure on each machine to start the license server on that machine.
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Starting the License Servers Using the User Interface


Task To use the lmadmin user interface to start the license servers:


1. At a command prompt from the lmadmin installation directory on the machine, enter lmadmin. No specials command-
line options are required.


2. Open the lmadmin user interface. For instructions, see Accessing the License Server Management Interface in Chapter 
9, License Server Manager “lmadmin”.


3. From the lmadmin user interface’s main window, click Administration to open the Administration page, and sign in 
with your administrator credentials.


4. Go to the Vendor Daemon Configuration tab.


5. Click Import License File.


6. Select and import the license file.


Note •  A status message displayed on the lmadmin user interface lists any follow-up steps you need to perform after the 
import. If the message requests that you start (or restart) the vendor daemon, click Administer for the specific vendor 
daemon on the Vendor Daemon Configuration tab; and then click Stop or Start.


7. Repeat the import process for each license file you want to import for this server.


8. Close down the lmadmin user interface.


9. Repeat the previous steps to start the license server on the next machine.


Starting the License Servers Using the Command Line


Task To use the command line to start the license servers:


1. Open a command window on the machine.


2. At a command prompt from the lmadmin installation directory, enter the following to import the license files:


lmadmin -import <server_system_n_license_list> 


where <server_system_n_license_list> is the list of license files for the specific vendor daemon on the license 
server, as described in Managing Multiple License Files.


Note • Use the -force option along with -import if you wish to reset configuration in server.conf to the current 
vendor daemon being imported.


3. Enter lmadmin (and any lmadmin options you might need) to start the license server. For a description of options, see 
lmadmin Command-line Arguments in Chapter 9, License Server Manager “lmadmin”.


4. Repeat the previous steps to start the license server on the next machine.
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Using lmgrd


Task To start the license server on each machine:


On each machine, enter the following command:


lmgrd -c <server_system_n_license_list>


where <server_system_n_license_list> is the list of license files for the specific vendor daemon on the license server, as 
described in Managing Multiple License Files. In turn, the lmgrd instance on the machine starts the vendor daemon referred 
to in its license files.


One System with Multiple License Server Instances
In this model, each vendor daemon and its associated license file or files is served by its own license server manager, and 
everything is contained in one system. Figure 18-2 depicts this scheme. 


Figure 18-2: Multiple license server managers, multiple license files


When maintaining separate license servers on the same system, keep in mind:


• If the TCP/IP port number is specified on the SERVER line, it must be different for each license server instance. Use a 
standard text editor to change the TCP/IP port number in each license file so that they are all different. For 
information on the SERVER format, see SERVER Lines on page 27 in Chapter 4, Reading a License File.


Note • For security purposes, best practice is not to let the license server manager assign a default port for each license 
server. Instead, for each server, specify a unique port number outside of the range 27000 through 27009.


• You must make sure that you are using a compatible version of lmadmin (or lmgrd) for each particular license file. This 
is done by using an explicit path. See Version Component Compatibility.
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• The number of license server instances is limited only by the CPU, available memory, and networking of the system.


Advantages


• The license files for each software publisher are independent from one another.


• License servers are maintained separately. If one server goes down, the other servers continue to serve licenses.


• Each server has its own debug log. 


Disadvantages


• Administrative overhead is high.


• If the system goes down, all licenses are disabled.


• License request load is concentrated to one system.


Starting the License Servers
In this configuration, you start multiple license servers on one machine, each server running a single vendor daemon. Use 
lmadmin or lmgrd as the license server manager.


Using lmadmin
To start multiple lmadmin instances on the same machine, use the command line. 


Important • While you can run multiple lmadmin instances on a single machine, best practice is to run multiple vendor 
daemons with a single instance of lmadmin. See One System with One License Server and Multiple License Files.


Task To start the license server instances on one machine:


1. Open a command window on the machine.


2. At a command prompt from the directory where the first lmadmin is installed, enter the following to import the license 
files:


lmadmin -import <server_system_n_license_list> 


where <server_system_n_license_list> is the list of license files for the specific vendor daemon on the license 
server, as described in Managing Multiple License Files.


3. To start the lmadmin instance, enter the following:


 lmadmin -webPort <httpPort> -webSecurePort <httpsPort>


where:


• <httpPort> is the TCP/IP port number that the web server uses to listen for communication with clients 
connecting to the lmadmin user interface. While 8090 is the default port number for the web server, you must 
provide a different port number for each lmadmin instance you are configuring.
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• <httpsPort> is the TCP/IP port number for the Secure Web Server. You must provide a different port number for 
each lmadmin instance you are configuring.


Important • Specify the -webSecurePort option only if you are configuring an HTTP-over-SSL (HTTPS) 
communication with the lmadmin web server interface. To define additional certificate information for the Secure 
Web Server, access the lmadmin user interface using the correct URL based on <httpPort>. (On the Administration 
page, go to the Secure Web Server section of the Server Configuration tab.) For more instructions, see Accessing 
the License Server Management Interface in Chapter 9, License Server Manager “lmadmin”.


You can also specify any other lmadmin options you might need to start the license server. For a description of options, 
see lmadmin Command-line Arguments in Chapter 9, License Server Manager “lmadmin”.


4. Repeat the previous steps to start each lmadmin instance on the machine.


Using lmgrd


Task To start the license servers:


On the machine, invoke each license server:


• For Server 1: lmgrd -c vendor_ABC_license_dir_list


• For Server 2: lmgrd -c vendor_DEF_license_dir_list


• For Server 3: lmgrd -c vendor_XYZ_license_dir_list


where vendor_nnn_license_list is a list of license files as described in Managing Multiple License Files. Each lmgrd starts 
the vendor daemon referred to in its license files.


One System with One License Server and Multiple 
License Files


In this scenario, one license server manager runs on the system and serves one or more vendor daemons, each with one or 
more license files. If you are using lmadmin, you can maintain license files from different publishers in separate directories. 
If you are using lmgrd, all the license files are usually held in the same directory. The standard filename extension for 
license files is .lic. The number of vendor daemons is not limited by FlexNet Publisher. Figure 18-3 illustrates this 
scenario.
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Figure 18-3: One license server manager, multiple license files


Advantages


• The license files can be maintained separately.


• Reduced administrative overhead.


Disadvantages


• One license server manager serves all vendor daemons. If the license server manager goes down, all licenses are 
unavailable.


• If the system goes down, all licenses are unavailable.


• Output from all vendor daemons goes into one common debug log unless separate debug logs are specified with 
DEBUGLOG in each vendor daemon’s options file. Having one common debug log makes it harder to debug a single 
vendor daemon’s problem.


• Maximizes licensing load to one system and one license server manager.


Starting the License Server
In this configuration, you start one license server on a single machine. The license server uses multiple license files (and 
hence possibly multiple vendor daemons). Use lmadmin or lmgrd as the license server manager.


Using lmadmin
When using lmadmin, you can start the license server using the lmadmin user interface or a command line. 
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Starting the License Server Using the User Interface


Task To use the lmadmin user interface to start the license server:


1. At a command prompt from the lmadmin installation directory on the machine, enter lmadmin. No special command-
line options are required.


2. Open the lmadmin user interface. For instructions, see Accessing the License Server Management Interface in Chapter 
9, License Server Manager “lmadmin”.


3. From the lmadmin user interface’s main window, click Administration to open the Administration page, and sign in 
with your administrator credentials.


4. Go to the Vendor Daemon Configuration tab.


5. Click Import License File. 


6. Select and import the license file.


Note • A status message displayed on the lmadmin user interface lists any follow-up steps you need to perform after the 
import. If the message requests that you start (or restart) the vendor daemon, click Administer for the specific vendor 
daemon on the Vendor Daemon Configuration tab; and then click Stop or Start.


7. Repeat the import process for each license file you want to import.


8. Close down the lmadmin user interface.


Starting the License Server Using the Command Line


Task To use the command line to start the license server:


1. Open a command window on the machine.


2. At a command prompt from the lmadmin installation directory, enter the following to import the license files:


lmadmin -import <license_file_list> 


where <license_file_list> is the list of license files to import, as described in Managing Multiple License Files.


Note • Use the -force option with -import only if you want to overwrite server.xml settings previously defined for the 
vendor daemons specified in the license files.


3. Enter lmadmin (and any lmadmin options you might need) to start the license server. For a description of options, see 
lmadmin Command-line Arguments in Chapter 9, License Server Manager “lmadmin”.
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Using lmgrd


Task To start the license server:


Enter the following command:


lmgrd -c <common_license_directory>


where <common_license_directory> is the directory containing the license files, as described in Managing Multiple License 
Files. (By specifying the directory, you do not need to enumerate each license file name on the lmgrd command line.)


lmgrd processes all files with the .lic extension in the directory and then starts all vendor daemons to which the files refer.


See Also
Managing Multiple License Files
Capturing Debug Log Output for a Particular Vendor Daemon


Managing Multiple License Files
As described in the previous sections, both lmadmin and lmgrd handle multiple license files. This section briefly describes 
how the license server managers handle multiple files and how you set up a multiple-license-file list. 


Managing Multiple File in lmadmin
When using lmadmin as your license server manager, you can use the lmadmin user interface to import the license files one 
at a time or use the command-line -import option (and the license_file_list) to specify the files. See the previous 
sections for details.


Managing Multiple Files in lmgrd
When using lmgrd as the license server manager, you can manage multiple license files that are on the same system via a 
license search path. A license search path is specified two ways:


• By using the -c option to lmgrd:


lmgrd -c license_file_list [other lmgrd options]


• By defining the LM_LICENSE_FILE environment variable within the scope of the lmgrd process’s environment.


lmgrd builds up an internal license search path when it starts up by parsing each entry in the order listed.


Defining the License File List
Install the license files in convenient locations on the system, and then define the license_file_list. 


Wherever license_file_list is specified, it consists of a list of one or more of the following components. (Use a colon (:) to 
separate the license file names on UNIX; on Windows, use a semicolon (;).)


• The full path to the license file
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• A directory containing one or more license files with a .lic extension


• The license server port. Use one of the following:


• A port@host setting, where port and host are the TCP/IP port number and host name from the SERVER line in the 
license file. 


• The shortcut specification, @host, if the license file SERVER line uses a default TCP/IP port or specifies a port in 
the default port range (27000–27009).


• A comma separated list of three port@host specifiers denoting a license servers configured for three-server 
redundancy (for example, port1@host1,port2@host2,port3@host3).


Some scenarios where a license search path is used include those described in Multiple Systems, One System with Multiple 
License Server Instances, or One System with One License Server and Multiple License Files.


See Also
Setting the License Search Path Using an Environment Variable
Ensuring License Availability
Environment Variables


Additional Considerations


Combining License Files
If you have two or more products whose licenses are intended for the same system, as specified by their SERVER lines, you 
may be able to combine the license files into a single license file. This has advantages if you are using lmgrd as your license 
server manager. 


Note • lmadmin supports the use of a combined license file. However, use of such a file is redundant when you can simply use 
the lmadmin user interface to add (import) any number of license files. Once a license file is imported, lmadmin manages it.


The license files for the models described in One System with Multiple License Server Instances and One System with One 
License Server and Multiple License Files could be combined if they met certain criteria. See Criteria for Combining License 
Files. Figure 18-4 shows one possible scenario using a combined license file.
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Figure 18-4: One license server manager, one license file


Advantages


• A single license file to administer.


• Once the files are combined, there is low administrative overhead.


Disadvantage


• Careful planning must be given in combining license lines from multiple software publishers into one file, initially and 
over time.


Criteria for Combining License Files
Your product’s license files define the license server systems by host name and hostid in the SERVER lines in the license file. 
License files are candidates for combining under the following conditions:


• The number of SERVER lines in each file is the same. 


• The hostid field of each SERVER line in one file exactly matches the hostid field of each SERVER line in the other file. 


 Some possible reasons license files may not be compatible are: 


• License files are set up to run on different server systems, so hostids are different. 


• One file is set up for a single license server (has only one SERVER line), the other is set up for a three-server redundancy 
(has three SERVER lines).


• Hostids for the same system use different hostid types. For example, the SERVER line in one license file uses 
INTERNET= for its hostid type and the other file uses the ethernet MAC address for its hostid type.


If your license files are compatible as described above, then you have the option of combining license files as summarized 
in Figure 18-4 and below in How to Combine License Files. Note that you are not required to combine compatible license 
files. There is no performance or system-load penalty for not combining the files.
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How to Combine License Files
If your license files are compatible, use any text editor to combine them. To combine license files, read all of the 
compatible license files into one file, then edit out the extra SERVER lines so that only one set of SERVER lines remains. Save 
the resulting data, and you have your combined license file. Figure 18-5 shows an example of combining license files. 


 


Figure 18-5: Combining license information


Starting the License Server


Task To start the license server with a combined license file:


Invoke the license server manager once on the system.


lmgrd -c combined_license_file
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Version Component Compatibility
When one license server manager manages multiple vendor daemons, it may be the case that those vendor daemons do 
not use the same version of FlexNet Publisher. By observing the FlexNet Publisher version compatibility rules described in 
Version Compatibility Between Components you are assured that all of your FlexNet Publisher components are 
compatible.


You can maintain multiple versions of FlexEnabled applications in the enterprise. The vendor daemon for an application 
must be at least the same version as the FlexNet Publisher version used in the FlexEnabled application.
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Troubleshooting

This section documents areas of the license server that have given customers difficulty in the past.


General Troubleshooting Hints
This list provides some general debugging information:


• When you start the license server be sure that you direct the output into a local log file where you can examine it. The 
log file often contains useful information. Examine it when you have a problem, and be prepared to answer questions 
about it when you talk to a support person.


• If the license server appears to have started correctly (which you can determine from the log file), try running lmstat 
-a and lmdiag to see if that program has the same problem as your application.


• If your application is version 4.1 or later (version 5 or later on Windows), you can use the FLEXLM_DIAGNOSTICS 
environment variable. Set FLEXLM_DIAGNOSTICS to 1, 2, or 3. A setting of 3 gives more information than 2, 2 gives more 
information than 1 (in particular, the feature name that was denied). See FLEXLM_DIAGNOSTICS for more information.


• When you talk to a support person, be prepared with answers to the following questions:


• What kind of system is your license server running on? 


• What version of the operating system? 


• What system and operating system is the application running on?


• What version of FlexNet Publisher does the FlexEnabled application use? 


Use the lmver script, or, on UNIX, execute the following command on your license server manager, vendor 
daemon, and application:


strings binary_name | grep Copy


Alternatives are: for lmadmin, use the command lmadmin -version; for lmgrd and the vendor daemon use the -v 
argument, for example lmgrd -v.


• What error or warning messages appear in the log file? 
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• Did the server start correctly? Look for a message such as: 


server xyz started for: feature1 feature2.


• What is the output from running lmstat -a?


• Are you running other FlexEnabled products? 


• Are you using a combined license file or separate license files?


• Are you using three-server redundancy (i.e. there are multiple SERVER lines in your license file)?


FLEXLM_DIAGNOSTICS


Note • The ability for FlexNet Publisher to produce diagnostic output is controlled by your software publisher.


FLEXLM_DIAGNOSTICS is an environment variable that causes the application to produce diagnostic information when a 
checkout is denied. The format of the diagnostic information may change over time.


On UNIX, the diagnostic output goes to stderr.


On Windows, the output is a file called flexpid.log (where pid is the application’s process ID).


Level 1 Content
If FLEXLM_DIAGNOSTICS is set to 1, then the standard FlexNet Publisher error message is be presented, plus a complete list 
of license files that the application tried to use. For example:


setenv FLEXLM_DIAGNOSTICS 1


FlexNet checkout error: Cannot find license file (-1,73:2) No such file or directory


license file(s):  /usr/myproduct/licenses/testing.lic license.lic


Level 2 Content
If FLEXLM_DIAGNOSTICS is set to 2, then, in addition to level 1 output, the checkout arguments are presented. For example:


setenv FLEXLM_DIAGNOSTICS 2


FlexNet checkout error: No such feature exists (-5,116:2) No such file or directory


license file(s):  /usr/myproduct/licenses/testing.lic license.lic


lm_checkout("f1", 1.0, 1, 0x0, ..., 0x4000)


Note that the error message actually contains two separate problems, which both occurred during the checkout: 


• There is no such feature in the license it did find.


• It was unable to find the other license file, which is what produces the message No such file or directory.


This is a description of the arguments to lm_checkout:
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lm_checkout(feature, version, num_lic, queue_flag, ..., dupgroup_mask)


where:


Level 3 Content (Version 6.0 or Later Only)
If FLEXLM_DIAGNOSTICS is set to 3, then, in addition to level 1 and 2 output, if a checkout is successful, information is printed 
explaining how the license was granted:


setenv FLEXLM_DIAGNOSTICS 3


app


Checkout succeeded: f0/14263EAEA8E0


License file: ./servtest.lic


No server used


app2


Checkout succeeded: f1/BC64A7B120AE


License file: @localhost


License Server Machine: @localhost


app3


Checkout succeeded: f1/BC64A7B120AE


License file: servtest.lic


License Server Machine: @speedy


Note that the feature name and license key are printed, along with the license file location (or host name if @host were 
used) and host name of the server, where applicable.


Table 19-1 • lm_checkout Arguments


Argument Description


feature The requested feature.


version The requested version. The license file must contain a version >= the requested version.


num_lic Number of licenses requested. Usually 1.


queue_flag If 0, no queueing
If 1, queue for license (“blocking” queue)
If 2, queue for licenses, but return to application (“non-blocking” queue)


dupgroup_mask Indicates duplicate grouping, also called license sharing. User, host, and display are as shown by 
lmstat -a.
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Error Codes

This section documents FlexNet Publisher error messages, including general format and error message descriptions.


Error Message Format
FlexNet Publisher error messages presented by applications have the multiple components, which are described in the 
following table. An error message may also contain other optional supporting information.


These error messages may occur in two formats available with FlexNet Publisher, or they may appear in a format 
customized by the application.


Table 20-1 • FlexNet Publisher Error Message Components


Component Description Required


Error Number A positive or negative integer that identifies the error.


Error Text Sentence that summarizes the issue.


Error Explanation Paragraph that explains the problem and provides possible solutions or 
workarounds.


Minor Error Number A positive integer. These numbers are unique error identifiers and are used 
by software publishers for more advanced support assistance. Their 
meaning is not documented.


System Error Number Error code last set by the operating system.


System Error 
Explanation


Sentence that explains the system error.
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Format 1 (short)
FlexNet error text (lm_errno, minor_num[:sys_errno]) [sys_error_text]


The error information may be missing.


Example
Can’t connect to license server machine (-15,12:61) Connection refused


Format 2 (long)
FlexNet error text


FlexNet error explanation


[Optional Supporting information]


FlexNet error: lm_errno, minor_num. [System Error: sys_errno] [“system_error_text”]


Example
Cannot connect to license server system


The server (lmgrd) has not been started yet, or


the wrong port@host or license file is being used, or the


port or hostname in the license file has been changed.


Feature:       f1


Server name:   localhost


License path: @localhost:license.dat:./*.lic


FlexNet error:  -15,12.  System Error: 61 “Connection refused”


Error Code Descriptions
The following table lists the most common errors produced by FlexEnabled applications.


Table 20-2 • Error Codes


Error Code Description


24 Insufficient privilege to complete initialization.


23 Attempt to access server trusted storage from client app, or vice-versa.


22 Service configuration or dependency issue. See event log for Windows error code.


21 lc_flexinit failed because there were insufficient rights to start the FlexNet Licensing Service. Resolve 
this by setting the service to start automatically.


20 FlexNet Licensing Service is not installed. 


13 Computed path to required file is too long for OS X operating system.


12 Invalid bundle ID on OS X operating system.
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11 Framework specified by bundle ID was not loaded.


10 Error creating path from URL.


9 Error creating URL.


8 Path string not specified in UTF-8 format.


7 A call to lc_flexinit is not allowed after a call to lc_flexinit_cleanup.


6 Activation utility has not been processed using the preptool, or the activation library for the activation 
utility cannot be found.


5 Unable to allocate resources.


4 Initialization failed.


3 Unsupported version of the operating system.


2 Unable to load activation library.


1 Unable to find activation library.


-1 Cannot find license file.


-2 Invalid license file syntax.


-3 No license server system for this feature.


-4 Licensed number of users already reached.


-5 No such feature exists.


-6 No TCP/IP port number in license file, and FlexNet Licensing Service does not exist. (pre-v6 only)


-7 No socket connection to license server manager service.


-8 Invalid (inconsistent) license key or signature.


The license key/signature and data for the feature do not match. This usually happens when a license 
file has been altered.


-9 Invalid host.


The hostid of this system does not match the hostid specified in the license file.


-10 Feature has expired.


Table 20-2 • Error Codes


Error Code Description
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-11 Invalid date format in license file.


-12 Invalid returned data from license server system.


-13 No SERVER lines in license file.


-14 Cannot find SERVER host name in network database.


The lookup for the host name on the SERVER line in the license file failed. This often happens when NIS 
or DNS or the hosts file is incorrect. Work around: Use IP address (for example, 123.456.789.123) instead 
of host name.


-15 Cannot connect to license server system.


The server (lmadmin or lmgrd) has not been started yet, or the wrong port@host or license file is being 
used, or the TCP/IP port or host name in the license file has been changed.


Windows XP SP2 platforms have a limit on the number of TCP/IP connection attempts per second that 
can be made, which your application may have exceeded. Refer to the manufacturer’s documentation 
on how to change this limit.


-16 Cannot read data from license server system.


-17 Cannot write data to license server system.


-18 License server system does not support this feature.


-19 Error in select system call.


-20 License server system busy (no majority).


-21 License file does not support this version.


-22 Feature checkin failure detected at license server system.


-23 License server system temporarily busy (new server connecting).


-24 Users are queued for this feature.


-25 License server system does not support this version of this feature.


-26 Request for more licenses than this feature supports.


-29 Cannot find ethernet device.


-30 Cannot read license file.


-31 Feature start date is in the future.


Table 20-2 • Error Codes


Error Code Description
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-32 No such attribute.


-33 Bad encryption handshake with vendor daemon.


-34 Clock difference too large between client and license server system.


-35 In the queue for this feature.


-36 Feature database corrupted in vendor daemon.


-37 Duplicate selection mismatch for this feature. Obsolete with version 8.0 or later vendor daemon.


-38 User/host on EXCLUDE list for feature.


-39 User/host not on INCLUDE list for feature.


-40 Cannot allocate dynamic memory.


-41 Feature was never checked out.


-42 Invalid parameter.


-43 No key data supplied in call to lc_new_job or lc_init.


-44 Invalid key data supplied.


-45 Function not available in this version.


-47 Clock setting check not available in vendor daemon.


-48 Platform not enabled.


-49 Date invalid for binary format.


-50 Key data has expired.


-51 Not initialized.


-52 Vendor daemon did not respond within timeout interval.


-53 Checkout request rejected by vendor-defined checkout filter.


-54 No FEATURESET line in license file.


-55 Incorrect FEATURESET line in license file.


-56 Cannot compute FEATURESET data from license file.


Table 20-2 • Error Codes


Error Code Description
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-57 socket call failed.


-58 setsockopt() failed.


-59 Message checksum failure.


-60 License server system message checksum failure.


-61 Cannot read license file data from license server system.


-62 Network software (TCP/IP) not available.


-63 You are not a license administrator.


-64 lmremove request before the minimum lmremove interval.


-65 Unknown VENDORCODE struct type passed to lc_new_job or lc_init.


-66 Include file/library mismatch.


-67 No licenses available to borrow.


-68 License BORROW support not enabled.


-69 FLOAT_OK can’t run standalone on license server system.


-71 Invalid TZ environment variable.


-72 Old VENDORCODE(3-word) struct type passed to lc_new_job() or lc_init().


-73 Local checkout filter rejected request.


-74 Attempt to read beyond end of license file path.


-75 SYS$SETIMR call failed (VMS). Indicates and error due to an operating system failure.


-76 Internal FlexNet Licensing error. Please report error to Flexera.


-77 Bad version number must be floating-point number with no letters.


-78 FLEXadmin API functions not available.


-82 Invalid PACKAGE line in license file.


-83 FlexNet Licensing version of client newer than server.


-84 USER_BASED license has no specified users; see license server system log.


Table 20-2 • Error Codes


Error Code Description
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-85 License server system doesn’t support this request.


-87 Checkout exceeds MAX specified in options file.


-88 System clock has been set back.


-89 This platform not authorized by license.


-90 Future license file format or misspelling in license file.


The file was issued for a later version of FlexNet Licensing than this program understands.


-91 Encryption seeds are non-unique.


-92 Feature removed during lmreread, or wrong SERVER line hostid.


-93 This feature is available in a different license pool.


This is a warning condition. The server has pooled one or more INCREMENT lines into a single pool, and 
the request was made on an INCREMENT line that has been pooled.


-94 Attempt to generate license with incompatible attributes.


-95 Network connect to THIS_HOST failed.


Change this_host on the SERVER line in the license file to the actual host name.


-96 License server machine is down or not responding. 


See the system administrator about starting the server, or make sure that you’re referring to the right 
host (see LM_LICENSE_FILE environment variable).


-97 The desired vendor daemon is down. 


1) Check the lmadmin or lmgrd log file, or 2) Try lmreread.


-98 This FEATURE line can’t be converted to decimal format.


-99 The decimal format license is typed incorrectly.


-100 Cannot remove a linger license.


-101 All licenses are reserved for others.


The system administrator has reserved all the licenses for others. Reservations are made in the options 
file. The server must be restarted for options file changes to take effect.


-102 A FLEXID borrow error occurred.


-103 Terminal Server remote client not allowed.


Table 20-2 • Error Codes


Error Code Description
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-104 Cannot borrow that long.


-105 Feature already returned to license server.


-106 License server system out of network connections.


The vendor daemon can't handle any more users. See the debug log for further information.


-107 Can’t borrow a PACKAGE component.


-110 Cannot read dongle: check dongle or driver.


Either the dongle is unattached, or the necessary software driver for this dongle type is not installed.


-112 Missing dongle driver.


In order to read the FLEXID hostid, the correct driver must be installed. These drivers are available from 
your software publisher.


-114 SIGN= keyword required, but missing from license certificate.


You need to obtain a SIGN= version of this license from your publisher.


-115 Error in Public Key package.


-116 TRL not supported for this platform.


-117 BORROW failed.


-118 BORROW period expired.


-119 lmdown and lmreread must be run on license server.


-120 Cannot lmdown the server when licenses are borrowed.


-121 FLOAT_OK requires exactly one FLEXID hostid.


-122 Unable to delete local borrow info.


-123 Returning a borrowed license early is not supported. 


Contact the publisher for further details.


-124 Error returning borrowed license.


-125 A PACKAGE component must be specified.


-126 Composite hostid not initialized.


-127 A item needed for the composite hostid is missing or invalid.


Table 20-2 • Error Codes


Error Code Description
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-128 Error, borrowed license doesn't match any known server license.


-135 Error enabling the event log.


-136 Event logging is disabled.


-137 Error writing to the event log.


-139 Communications timeout.


-140 Bad message command.


-141 Error writing to socket. Peer has closed socket.


-142 Error, cannot generate version specific license tied to a single hostid, which is composite.


-143 Version-specific signatures are not supported for uncounted licenses.


-144 License template contains redundant signature specifiers.


-145 Bad V71_LK signature.


-146 Bad V71_SIGN signature.


-147 Bad V80_LK signature.


-148 Bad V80_SIGN signature.


-149 Bad V81_LK signature.


-150 Bad V81_SIGN signature.


-151 Bad V81_SIGN2 signature.


-152 Bad V84_LK signature.


-153 Bad V84_SIGN signature.


-154 Bad V84_SIGN2 signature.


-155 License key required but missing from the license certificate. The application requires a license key in 
the license certificate. You need to obtain a license key version of this certificate from your publisher.


-156 Invalid signature specified with the AUTH= keyword.


-157 Trusted storage has been compromised; repair needed. Contact your publisher for repair instructions.


Table 20-2 • Error Codes


Error Code Description
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-158 Trusted storage open failure. Contact your publisher for further information.


-159 Invalid fulfillment record. Contact your publisher for further information.


-160 Invalid activation request received. Contact your publisher for further information.


-161 No fulfillment exists in trusted storage which matches the request. Contact your publisher for further 
information.


-162 Invalid activation response received. Contact your publisher for further information.


-163 Cannot return the specified activation. Contact your publisher for further information.


-164 Return count(s) would exceed the maximum for the fulfillment. Contact your publisher for further 
information.


-165 No repair count left. Contact your publisher for further repair authorization.


-166 Specified operation not allowed. Contact your publisher for further information.


-167 The requested activation has been denied because the user or host is excluded from activating this 
entitlement by a specification in the options file.


-168 The options file contains include specifications for the entitlement, and this user or host is not included 
in these specifications.


-169 Activation error. Contact your publisher for further information.


-170 Invalid date format in trusted storage. Can be caused by setting your system clock to an earlier date. 
Check that your system clock is set to the current date and time.


-171 Message encryption failed. Internal error. Report issue to Flexera.


-172 Message decryption failed. Internal error. Report issue to Flexera.


-173 Bad filter context. Internal error. Report issue to Flexera.


-174 SUPERSEDE feature conflict. Contact your publisher for further information.


-175 Invalid SUPERSEDE_SIGN syntax. Contact your publisher for further information.


-176 SUPERSEDE_SIGN does not contain a feature name and license signature. Contact your publisher for 
further information.


-177 ONE_TS_OK is not supported in this Windows Platform.


Table 20-2 • Error Codes


Error Code Description
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-178 Internal error. Report issue to Flexera.


When more than one remote desktop checkout is performed expect -178: Internal error if more than one 
terminal server remote client checkout occurred. If it is not more than one remote desktop checkout, 
then report the issue to Flexera. 


-179 Only one terminal server remote client checkout is allowed for this feature.


-180 Internal error. Report issue to Flexera.


-181 Internal error. Report issue to Flexera.


-182 Internal error. Report issue to Flexera.


-183 More than one ethernet hostid not supported in composite hostid definition. Contact your publisher for 
further information.


-184 The number of characters in the license file paths exceeds the permissible limit. 


There is a limit on the number of license files that can be used by a license server manager. This limit is 
on the number of characters in the combined license file paths to the license files:


• UNIX—40,960 characters


• Windows—20,400 characters


Reduce the number of license files, or relocate them so that the paths are shorter.


-185 Invalid TZ keyword syntax.


Returned at license encryption time if the TZ keyword syntax is not valid. 


Ensure that, if specifying multiple time zones, the space delimiter is used and the values are enclosed in 
quotation marks. If using the SERVERTZ value, it must be used by itself.


-186 Invalid time zone override specification in the client.


-187 The time zone information could not be obtained.


A license that is time zone limited could not be checked out because time zone information could not be 
obtained for the machine on which the license is required. Contact your publisher for further 
information.


-188 License client time zone not authorized for license rights.


A license that is time zone limited could not be checked out because the time zone of the machine on 
which the license is required does not match the time zone specified in the license.


-189 Invalid syntax for VM_PLATFORMS keyword.


Returned at license encryption time if an invalid keyword is specified for use with VM_PLATFORMS.


Table 20-2 • Error Codes


Error Code Description
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-190 Feature can be checked out from Physical machine only.


The license specifies that it cannot be used on a virtual machine: The FlexEnabled application is 
installed on a virtual machine so checkout has been denied. Install the FlexEnabled application on a 
physical machine.


-191 Feature can be checked out from Virtual machine only.


The license specifies that it cannot be used on a physical machine. The FlexEnabled application is 
installed on a physical machine so checkout has been denied. Install the FlexEnabled application on a 
virtual machine.


-192 VM platform not authorized by license.


Returned at run time when the feature definition line specifies a virtual environment but the client is 
running in another virtual environment. For example, VM_PLATFORMS=VMW but the client is checking 
out from a HYPER-V virtual environment.


-193 FNP vendor keys do not support Virtualization feature.


-194 Checkout request denied as it exceeds the MAX limit specified in the options file.


-198 Unsupported hostid provided in feature line.


-199 Failed to load ServerQuery request.


-200 Failed to generate ServerQuery response.


-201 Invalid IP address used while overriding.


The IP address specified for the LM_A_INTERNET_OVERRIDE attribute, used to override the existing IP 
address, is invalid.


-202 Returning borrowed feature failed as same feature borrowed from different Vendor daemons.


-203 Failed to get the total feature count.


-204 Activation borrow reclaim operation is not allowed.


-205 Failed to perform activation borrow reclaim operation.


-206 No deduction record found for the requested client host.


-207 The license server does not support trusted storage.


Table 20-2 • Error Codes
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-208 Trusted storage could not be saved. 


Used in vendor daemon for debug log purposes. In FlexNet utilities, the usage of this error code is 
limited to activation borrow reclaim and in that case, “Trusted storage could not be saved by the license 
server” is seen as a failure reason. 


This error code is not used in a FlexNet client or an activation client.


-209 Maximum number of servers reached.


-210 License service failed to return VM attributes.


-211 VM attributes not available on physical machine.


-212 FlexNet Licensing Service was found to be disabled.


-213 FlexNet Licensing Service is not installed.


-214 FlexNet Licensing Service version is not as expected.


-215 The VM Host ID is not available.


-216 Failed to get all requested license(s) in reconnection.


-217 The supplied checkout option flag is not supported.


-218 The checkout-avail flag is not supported with PACKAGE licenses.


-219 The checkout-avail (COAVAIL) checkout is not supported.


-220 Failed to get licenses from trusted storage.


-221 A transfer from a license server on the same machine is not allowed. 


-222 An unsupported hostid. 


-223 FlexNet Licensing Service requires new install. 


-224 FlexNet Licensing Service is not available. 


-225 Error in communication with the FlexNet Licensing Service.


-226 FlexNet Licensing Service failed to return TPM attributes. 


-227 TPM version is not supported. 


-228 TPM is disabled. 


Table 20-2 • Error Codes
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-229 TPM properties are not available. 


-230 TPM hostid is not available. 


-231 TPM is not supported on this platform. 


-232 TPM attributes could not be obtained. 


Table 20-2 • Error Codes


Error Code Description
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Report Log File

The license server produces both report log files and debug log files. The focus of this section is report log files. For 
information on debug log files see Debug Log File.


The report log file contains feature usage information and is generated by the vendor daemon. However, a vendor daemon 
does not write report logs by default; this action must be enabled. The data in report logs is compressed, authenticated, 
and organized into a repository.


Use Flexera’s software license administration solution, FlexNet Manager, to gain exceptional visibility into license usage 
data and to create insightful reports on critical information like license availability and usage. FlexNet Manager can be fully 
automated to run these reports on schedule and can be used to track license servers and usage across a heterogeneous 
network of server including Windows NT, Linux and UNIX. Contact Flexera at www.flexera.com for more details on how to 
obtain an evaluation copy of FlexNet Manager for your enterprise.


Managing Report Log Output
As a vendor daemon runs for a period of time, the volume of report log output increases. If you have a lot of license activity, 
these log files grow very large. You need to consider where to put these files and how often to rotate and archive them. 
Therefore, it may be necessary to rotate or switch report log output into different files over time, each file containing 
license activity over a particular period of time. 


Report log data is collected by the vendor daemon into an internal data buffer area before being flushed to the output file. 
The daemon’s internal buffer is flushed once a minute or whenever it gets full, whichever occurs first. To ensure the 
freshest data possible in the report log file, flush the buffer on demand with the lmreread command. Use standard file 
compression tools to reduce the size of a report log file when it is no longer being written. 


To avoid corruption and for performance, it is suggested that the vendor daemon write its report log to a file on a disk local 
to the system running the vendor daemon. Each vendor daemon must write to its own report log file.


Enabling Report Log Output for a Vendor Daemon
There are two ways to enable report logging for a particular vendor daemon either before or after starting the license 
server.
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• Add the REPORTLOG line to the options file for that vendor daemon. See REPORTLOG for more details.


• Invoke lmswitchr on the vendor daemon. See lmswitchr for more details.


Redirecting Report Log Output for a Vendor 
Daemon


The report log output for a particular vendor daemon can be moved into separate files, each file representing activity over 
a different period of time. There are three ways in which to do this whether the vendor daemon is running or not:


• Change the REPORTLOG line in the vendor daemon’s options file and reread its options file by invoking lmreread 
(version 8.0 or later vendor daemon) or restart.


• Invoke lmswitchr on the vendor daemon. See lmswitchr for more details.


• Invoke lmnewlog on the vendor daemon. Requires a version 7.1 or later vendor daemon. See lmlicvalidator for more 
details.
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Debug Log File

The license server produces both debug log files and report log files. For information on report log files, see Report Log File.


A debug log file contains status and error messages useful for debugging the license server. The lmgrd debug log displays 
the server's system date, time, and time zone at the beginning of a log. A license server always generates debug log output. 
Some of the debug log output describes events specific to lmadmin or lmgrd and some of the debug log output describes 
events specific to each vendor daemon. 


Managing Debug Log Output
As the license server manager and its vendor daemons run for a period of time, the volume of this output increases. As it 
gets older, the value of the debug log output decreases; therefore, it may be necessary for you to separate old debug log 
output from current output; either archive or delete the old output.


For performance, it is suggested that each debug log file be on a disk that is local to the system that is running the license 
server manager and its vendor daemons. However, if the debug log file must be on a remotely-mounted disk and you find 
that the license server is too slow, start lmgrd with the -nfs_log option to improve performance.


See Debug Log Messages for a description of the debug log output format.


Capturing Debug Log Output for a License Server
If you are using lmadmin as your license server manager, separate log files are created for lmadmin and each vendor 
daemon that it manages. The log files are written to the logs directory within the lmadmin install directory (default on non-
Windows platforms) or the <lmadmin_runtimedata_dir>\logs folder (default on Windows platforms). However, you can 
use the -logDir option on the command line to change the location to which lmadmin writes lmadmin.log. See lmadmin 
Command-line Arguments for details. 


By default, lmgrd and the vendor daemons it manages write debug log output to standard out. To put this debug log 
output in a file, either redirect the output of the license server to a file or start lmgrd with the -l debug_log_path option. 
See lmgrd Command-Line Syntax for more information.
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Capturing Debug Log Output for a Particular Vendor Daemon
The debug log output from different vendor daemons controlled by the same license server can be written to their own 
files (version 8.0 and later vendor daemon). There are three ways to do this:


• If you are using lmadmin as your license server manager, you configure the location and file name from the Vendor 
Daemon Configuration screen. See on-line help for information on Vendor Daemon Log.


• Add the DEBUGLOG line to the options file for each vendor daemon. See DEBUGLOG for more details.


• Invoke lmswitch on the vendor daemon. See lmswitch for more details.


Note that lmgrd writes its own debug log output to standard out.


Redirecting Debug Log Output for a Running Vendor Daemon
It is possible to redirect the debug log output for a particular vendor daemon to a different file. There are two ways to do 
this:


• Change the DEBUGLOG line to the options file for the vendor daemon and reread its options file by invoking lmreread. 
See DEBUGLOG for more details.


• Invoke lmswitch on the vendor daemon. See lmswitch for more details.


Limiting Debug Log Output for a Vendor Daemon
By default, debug log output contains all events. To limit the events that are logged for a particular vendor daemon, add a 
NOLOG line to the options file of that vendor daemon. One of the reasons you may want to limit the events that are logged 
is to reduce the size of the debug log output.


See Also
NOLOG


License Server Diagnostics in the Debug Log
Enhanced license server diagnostics will now be emitted in the license server debug log. Additional diagnostics are 
prefixed by “(@lmgrd-SLOG@)” for the lmgrd and “(@<vendor>-SLOG@)” for the Vendor Daemon, facilitating easy grep-like 
extraction from the debug-log. The Vendor Daemon would emit the additional diagnostics when run with lmgrd or 
lmadmin. These diagnostics are intended to assist publishers and Flexera diagnose license server issues. These diagnostics 
include:


• For lmgrd:


Start timestamp, Version, ProcessID, Network Info (IPv4/IPv6 interface, listening port), command-line options, list of 
license files, whether the license server is running as a Windows service.


• For Vendor Daemon:


Start timestamp, Version, ProcessID, Network infor(Ipv4/Ipv6 interface, listening port, select timeout of vendor 
daemon), Vendor daemon name, options fileused, Trusted Storage accessed (yes/no). Host name, Virtual/physical 
environment, (limited) hypervisor info if virtual, #Restarts of vendor daemon since lmgrd startup, #Rereads since 
vendor daemon (re0 start, Last reread time, Reread initiation type (automatic versus lmreread)
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Every 4 hours (and at vendor daemon shutdown) the following performance data are logged: 


Details of the 10 peak client transactions (including client hostname, user, transaction time, concurrent clients at time 
of transaction, memory usage (Windows only)), Peak concurrent clients served, High watermark memory usage 
(Windows only), Transaction time for last 10 transactions.


Debug Log Messages
FlexNet Publisher processes generate debug log files in the following format:


hh:mm:ss (daemon) message


where:


The debug log files can be used to diagnose configuration problems and vendor-daemon software errors.


Note • A debug log file cannot be used for usage reporting with FlexNet Manager.


Informational Messages
Table 22-2 lists the various informational messages used within FlexNet Publisher.


Table 22-1 • Debug Log Messages


Message Description


hh:mm:ss Time that the message was logged.


daemon Either lmadmin, lmgrd or the vendor daemon name. In the case where a single copy of the 
daemon cannot handle all of the requested licenses, an optional “_” followed by a number 
indicates that this message comes from a forked daemon.


message The text of the message.


Table 22-2 • Information Messages


Message Description


Connected to host This daemon is connected to its peer on host.


CONNECTED, master is host The license daemons log this message when a quorum is up and 
everyone has selected a master.


DENIED: num_lic feature to user user was denied access to num_lic licenses of feature.   


EXITING DUE TO SIGNAL nnn
EXITING with code nnn


All daemons list the reason that the daemon has exited. 
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EXPIRED: feature feature has passed its expiration date.


IN: “feature” user (num_lic licenses) user has checked in num_lic licenses of feature.


IN: feature user@host [cdstring] (num_lic 
licenses)


user has checked in num_lic licenses of feature from host with custom 
duplicate grouping using cdstring as the checkout data string.


Lost connection to host A daemon can no longer communicate with its peer on node host, which 
can cause the clients to have to reconnect, or cause the number of 
daemons to go below the minimum number, in which case clients may 
start exiting. If the license daemons lose the connection to the master, 
they kill all the vendor daemons; vendor daemons shut themselves 
down.


Lost quorum The daemon lost quorum, so it processes only connection requests from 
other daemons.


MULTIPLE vendor servers running. Kill 
and restart license daemon.


The license server manager has detected that multiple vendor daemons 
with the same vendor name are running. Shutdown lmadmin or lmgrd and 
all vendor daemons and then restart lmadmin or lmgrd.


OUT: feature user (num_lic licenses) user has checked out num_lic licenses of feature.


OUT: feature user@host [cdstring] 
(num_lic licenses)


user has checked out num_lic licenses of feature from host with custom 
duplicate grouping using cdstring as the checkout data string.


RESERVE feature for USER user
RESERVE feature for HOST host


A license of feature is reserved for either user or host.


REStarted vendor (internet port nnn) Vendor daemon vendor was restarted at TCP/IP port nnn.


Retrying socket bind (address in use) The license servers try to bind their sockets for approximately six minutes 
if they detect “address in use” errors.


Selected (EXISTING) master host. This license daemon has selected an existing master host as the master.


SERVER shutdown requested. A daemon was requested to shut down via a user-generated kill 
command.


Server started on host for: feature_list A (possibly new) server was started for the features listed.


Shutting down vendor The license server manager is shutting down the vendor daemon vendor.


SIGCHLD received. Killing child servers. A vendor daemon logs this message when a shutdown was requested by 
the license daemon.


Table 22-2 • Information Messages


Message Description
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Configuration Problem Messages
Table 22-3 lists configuration problem messages found in FlexNet Publisher.


Started vendor The license server manager logs this message whenever it starts a new 
vendor daemon.


TIMESTAMP A vendor daemon logs this message at regular intervals. The default 
interval between vendor daemon timestamps is 6 hours 5 minutes.


A license server manager (lmadmin or lmgrd) logs this message at regular 
intervals. The default interval between license server manager 
timestamps is 6 hours.


Trying to connect to host The daemon is attempting a connection to host.


UPGRADE: “<feature>” ....(x->y licenses) Identical checkout requests (using the LM_A_CHECKOUT_DATA attribute) 
has incremented the number of licenses checked out for a given feature 
within the same license job. The previous request checked out x licenses, 
while latest request has checked out y licenses, for a total of x + y licenses 
checked out for the feature.


Table 22-3 • Configuration Problem Messages


Message Description


host: Not a valid server host, 
exiting


This daemon was run on an invalid host name.


host: Wrong hostid, exiting The hostid is wrong for host.


BAD CODE for feature The specified feature name has a bad license key or signature. It was probably 
typed in wrong, or modified by the end user.


CANNOT OPEN options file The options file specified in the license file could not be opened.


Couldn’t find a master The daemons could not agree on a master.


License daemon: lost all 
connections


This message is logged when all the connections to a server are lost, which 
often indicates a network problem.


Lost lock, exiting
Error closing lock file
Unable to re-open lock file


The vendor daemon has a problem with its lock file, usually because of an 
attempt to run more than one copy of the daemon on a single node. Locate the 
other daemon that is running via a ps command, and kill it with kill -9.


No DAEMON line for vendor The license file does not contain a DAEMON or VENDOR line for vendor.


Table 22-2 • Information Messages


Message Description
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Daemon Software Error Messages
Table 22-4 lists various daemon software error messages:


No DAEMON lines, exiting The license daemon logs this message if there are no DAEMON or VENDOR lines 
in the license file. Because there are no vendor daemons to start, there is 
nothing for the license daemon to do.


No features to serve! A vendor daemon found no features to serve. This could be caused by a 
corrupted or incorrectly entered license file.


UNSUPPORTED FEATURE request: 
feature by user


The user has requested a feature that this vendor daemon does not support. 
This can happen for a number of reasons: the license file is bad, the feature has 
expired, or the daemon is accessing the wrong license file.


Unknown host: host The host name specified on a SERVER line in the license file does not exist in the 
network database (probably /etc/hosts).


Table 22-4 • Daemon Software Error Messages


Message Description


accept: message An error was detected in the accept system call.


Can’t allocate server table space A malloc error. Check swap space.


Connection to host TIMED OUT The daemon could not connect to host.


Illegal connection request to vendor A connection request was made to vendor, but this vendor daemon is not 
vendor.


read: error message An error in a “read” system call was detected.


select: message An error in a “select” system call was detected. This is usually a sign of a system 
networking failure.


Server exiting The server is exiting. This is normally due to an error.


Table 22-3 • Configuration Problem Messages


Message Description

236 Company Confidential FNP-11170-LAG00 FlexNet Publisher 2020 R2 (11.17.0) License Administration Guide







23


Identifying FlexNet Publisher Versions

Version Compatibility Between Components
In general, always use the latest version of lmadmin, lmgrd, lmutil, and lmtools, all of which are available from 
www.flexera.com, to exploit the enhancements available in the most recent versions of FlexNet Licensing. However, some 
enhancements require a vendor daemon built with a newer version of FlexNet Publisher, and yet others require a 
FlexEnabled application built with a newer version of FlexNet Publisher. Contact your software publisher for the latest 
version of their vendor daemon. 


The rules about FlexNet Licensing component version compatibility are summarized as:


• Version of lmutil/lmtools must be >=


• Version of lmadmin (or lmgrd), which must be >=


Note • lmadmin can only be used with components with a version of 9.2 or later.


• Version of vendor daemon, which must be >=


• Version of the client library linked to the FlexEnabled application, which must be >=


• Activation utility, which must be >=


• Version of license file format


Except for the license file, use lmver to discover the version of all these components. For the vendor daemon, lmgrd, and 
lmutil, you can also use the -v argument to print the version. 
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Determining the License File Version
The following rules apply to individual FEATURE, INCREMENT or UPGRADE lines. It is possible to have a mix of versions in a 
single file. Only the features that a particular application checks out determine the version of the license for that feature.


Table 23-1 • Determining the License File Version


Version Description


Version 2 Blank quotes or a quoted string at the end of the FEATURE line.


>= Version 3 INCREMENT or UPGRADE line.


>= Version 4 OVERDRAFT, DUP_GROUP, INTERNET, or PACKAGE appear.


>= Version 5 SUPERSEDE, ISSUED, USER_BASED, HOST_BASED, or SN appear.


>= Version 6 START appears.


>= Version 7.1 SIGN= keyword appears.


>= Version 8.0 BORROW, FLOAT_OK, and TS_OK appear.


>= Version 8.1 SUITE_RESERVED appears.


>= Version 8.4 COMPOSITE appears.


>= Version 11.5 ONE_TS_OK and SUPERSEDE_SIGN appear.


>=Version 11.7 VM_PLATFORMS and TZ appear.
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Environment Variables

Environment variables are not required in order to use FlexEnabled applications. Environment variables are normally used 
for debugging or for changing license default location.


How to Set Environment Variables
FlexNet Publisher environment variables are set in two different ways: 


• In the process’ environment


• In the registry (Windows version 6.0 or earlier) or in $HOME/.flexlmrc (UNIX version 7.0 or earlier), which functions like 
the registry on UNIX. 


Windows Registry
On Windows systems, the registry key location is HKEY_CURRENT_USER\SOFTWARE\FLEXlm License Manager.


On UNIX, the equivalent information is stored in $HOME/.flexlmrc. In this file, the syntax is variable=value.


Precedence
If the variable is LM_LICENSE_FILE or VENDOR_LICENSE_FILE, then both the environment and the registry are used, with the 
environment used first, and the registry appended to the path.


If it’s a different variable, then if the environment is set, only that is used, otherwise the registry is used. That is, the registry 
is only used if the environment is not set.
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Environment Variables
The table below provides various environment variables and their definitions:


Table 24-1 • Environment Variables


Variable Definition


FLEXLM_BATCH (Windows only) Prevents interactive pop-ups from appearing. Set to 1 if a batch 
application. (Version 7.0 and later clients)


FLEXLM_DIAGNOSTICS Used for debugging where applications do not print error message text. Set to 1, 2, or 3, 
depending on the amount of diagnostic information desired. See FLEXLM_DIAGNOSTICS 
(Version 5.0 and later clients)


FLEXLM_TIMEOUT (Windows only) Sets the timeout value a FlexEnabled application uses when attempting 
to connect to a license server. Values are in microseconds, within the range of 200,000 
(0.2 seconds) through 20,000,000 (20 seconds). The default value is 3,000,000 
microseconds (that is 3 seconds).


LM_BORROW Used for initiating license borrowing and setting the borrow period. See Initiating 
License Borrowing for more details. On UNIX platforms, $HOME/.flexlmborrow is used for 
the registry instead of $HOME/.flexlmrc.


LM_LICENSE_FILE or


VENDOR_LICENSE_FILE


Reset path to license file. Can be a license search path, separated by “:” on UNIX and “;” 
on Windows. If VENDOR_LICENSE_FILE is used, VENDOR is the vendor daemon name used 
by this application. For example, Flexera products use MVSN_LICENSE_FILE. Can be a file 
name, or port@host. See also Setting the License Search Path Using an Environment 
Variable (VENDOR_LICENSE_FILE requires version 6.0 and later clients).


LM_PROJECT LM_PROJECT’s value (up to 30 characters) is logged in the report log file and later reported 
on by FlexNet Manager. It can also be used to RESERVE, INCLUDE, and so on licenses with 
PROJECT. For example:


RESERVE 1 f1 PROJECT airplane


The variable is read upon the license server’s initial connection with the FlexEnabled 
client and is reread for each job, enabling you to update the variable value as needed on 
a job-to-job basis. However, the value with which a job initiates remains in effect for the 
duration of that job. You cannot modify this value mid-job.


Note • This feature requires that the FlexEnabled client be built with FlexNet Publisher 5.0 
or later and that the vendor daemon be built with FlexNet Publisher 7.0 or later.
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LM_SERVER_HIGHEST_FD Used to limit the number of simultaneous client connections to lmgrd. The default is to 
allow the maximum number of simultaneous client connections (approximately 1000). 
On Linux, the maximum and default value is 1024. On Windows, because four file 
descriptors are used per lmgrd job connection, the maximum and default value is 4096. It 
should be noted that lmgrd hands off connections to the vendor daemon (see Maximum 
Client Connections to License Server) and that this environment variable does not affect 
the number of allowed client connections to the vendor daemon.


LM_UTIL_CASE_SENSITIVE Used by the FlexLM utilities. If set to 1, the utilities process license file lines as case 
sensitive. By default, this variable is set to 0; license files are treated as case insensitive. 
This environment variable is applicable only when the license server, itself, has been 
configured by your software publisher to treat license files in a case sensitive manner.


TCP_NODELAY Improves license server performance when processing license requests. Set to 1 to 
enable performance enhancements. Use with caution: when enabled it may cause an 
increase in network traffic. Set TCP_NODELAY as System variables when setting the 
service to start at power up using lmtools. 


FNP_IP_ENV Improves the performance while checking out a license. When this environment variable 
value is set to 1, the hostname resolution function calls are bypassed and the 
performance is improved.


FNP_IP_PRIORITY Decides the IP priority for hostname resolution. By default IPv4 address resolution is 
used, if this resolution fails then it attempts for the IPv6 address resolution. Set 
FNP_IP_PRIORITY = ‘6’ to use the IPv6 addresses resolution, if this resolution fails then it 
attempts for the default IPv4 address resolution.


Table 24-1 • Environment Variables


Variable Definition
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Overview of License File–Based


Licensing

FlexNet Publisher enables software publishers to define and implement licensing strategies for their applications. When 
implementing a licensing solution, the software publisher must decide how they want to store license rights. FlexNet 
Publisher allows you to store license rights in either:


• License files 


• Trusted storage 


This document provides information about how to implement a license model when storing the license rights in license 
files (called license file–based licensing). The license file contains information that defines the license model for a 
FlexEnabled application. License files can exist locally with the FlexEnabled application or can reside on a license server 
that serves licenses to the multiple FlexEnabled applications.


Components in License File–Based Licensing
The following diagram shows the components required to implement license file–based licensing.
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Figure 1-1: Components used in license file–based licensing


FlexEnabled Applications
A FlexEnabled application is a software application that implements the licensing strategy using the FlexNet Publisher 
components. A FlexEnabled application uses the Flexible API (in the client library) to locate and access license rights for the 
application. 


The application developer uses the function lc_checkout to request a feature, which is a discrete unit of product 
capability. If the feature is available—that is, license rights for that feature are available—the checkout succeeds and the 
application continues normally. If the feature is unavailable, the application behaves in a publisher-specified way to notify 
the end user.


Because the application requests licenses at run time (the license rights are contained in the license file and not hard-
coded inside your application), you can create a single binary for different editions of your application, and then provide 
different license files (or define different license models) for various application editions. For example, the premiere-
edition license model could enable all application features, while the express-edition license model might enable only a 
subset of the application features.


Flexible API
The Flexible API is a set of functions available using the FlexNet Publisher Licensing Toolkit client library. These functions 
check out and check in features in license files or trusted storage. Software publishers add the check-in and check-out 
functions into the FlexEnabled application so that application functionality is enabled when a feature is successfully 
checked out.


License File
The license file stores the license rights that a customer has for the application. The license file contains one or more 
feature definition lines that define the license model for a feature. 
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The software publisher defines how a feature in the license file maps to the software application. A feature in the license 
file can represent the entire application or a single capability in the application (for example, a menu item). If the publisher 
maps a feature in the license file to a subset of capability in the application, they can enable and disable certain capabilities 
based on the type of license the customer has purchased.


The license file can reside locally with the FlexEnabled application or it can reside on a license server. The software 
publisher makes this decision when implementing the licensing strategy.


License Server
FlexNet Publisher contains components that enable publishers to build and distribute a license server to their customers. 
The license server is used when the licensing strategy includes the concurrent license model. The license server manages 
license rights while FlexEnabled applications connect to the license server to check out and check in features. 


A single license server can manage licenses from multiple software publishers. This is because each software publisher 
builds and ships certain components that are specific to their licensing strategy. 


A license server for license file–based licensing can contain the following components:


• License server manager lmadmin (or lmgrd)


• Vendor daemon


• Debug log


• Report log


• Options file


• License server utilities


The license server must have at least one license server manager (lmadmin or lmgrd) and vendor daemon to function.


License Server Manager
The license server manager lmadmin (or lmgrd) is an executable that manages vendor daemons, handles the initial requests 
from FlexEnabled applications, and handles communication between license servers when they are configured for three-
server redundancy. 


After the license server manager identifies the appropriate vendor daemon for a FlexEnabled application request, it 
forwards the request to that vendor daemon. From then on, the vendor daemon and the FlexEnabled application 
communicate directly. 


The license server manager also records messages to the debug log.


Vendor Daemon
The vendor daemon is an executable that is built in such a way that each is specific to a software publisher. It is responsible 
for managing the license rights for that publisher and handling check-out and check-in requests called from FlexEnabled 
applications. 


The vendor daemon communicates with FlexEnabled applications using the FlexNet communication protocol available in 
the client library. This communication protocol uses TCP/IP to transmit messages between the vendor daemon and the 
FlexEnabled application. 
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When the FlexEnabled application checks out and checks in a feature, the vendor daemon records these actions to the 
report log. The vendor daemon also writes informational and error messages to the debug log. 


License Server Utilities (lmutil)
FlexNet Publisher includes a set of command-line utilities to help license administrators manage licenses and license 
servers. The utilities are packaged as a single executable called lmutil. You run these utilities using the command: 


lmutil <utility name> <options>


• <utility name> is the name of the specific utility you want to execute.


• <option> are any command-line options to use with that utility. Each utility takes a different set of options.


The Web-based license server manager available for some platforms, lmadmin, includes many of the administrative 
functions provided by lmutil.


For Windows systems, a Windows-based executable called LMTOOLS is also available. LMTOOLS has the same capability as 
lmutil and also includes additional functionality for Windows-specific administration, such as installing lmgrd as a service. 


Important • Always use the newest version of the license server utilities, which are available for download from the Flexera 
product download site. See the License Administration Guide for information about these utilities. 


Debug Log
A debug log file contains status and error messages useful for debugging the license server. A license server always 
generates debug log output. Some of the debug log output describes events specific to the license server manager and 
some of the debug log output describes events specific to each vendor daemon.


Report Log
The report log contains information about feature usage and is generated by the vendor daemon. The content of the report 
log is encrypted and cannot be read by humans. FlexNet Manager, Flexera’s license management tool, can read this file so 
that license administrators can produce license usage reports.


Options File
The options file enables the license administrator to control certain parameters within the limits of a software publisher’s 
licensing policy. The license administrator can:


• Allow or deny features for specific users, hosts, or groups.


• Reserve licenses for specific users, hosts, or groups.


• Restrict the number of licenses available to the enterprise. 


• Control the amount of information logged about license usage.


• Enable logging to a report log.
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Message Based Diagnostics
The license server emits diagnostic output for every message it receives to a local bound port.


The diagnostics output runs on a separate thread in the VD and is controlled by two mechanisms - both must be enabled 
for diagnostics to be received:


• By default, the vendor variable ls_diagnostics_enabled is enabled.


• A diagnostics listener client (DGLC) - must run on the same machine as the license server and receives diagnostics 
messages on the locally bound port. Four examples of DGLCs are provided in the examples/diagnostics folder:


• log2file.c and pylog2file.py demonstrate receiving diagnostic data and writing it to a file.


• log2port.c demonstrates receiving diagnostic data and making it available on a public port - this allows 
delegation of receipt of diagnostics data to another client on a remote machine.


• log2db.c demonstrates receiving diagnostic data and writing it to a database.
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Adding the Client API to an Application

The FlexEnabled application accesses license rights by calling functions that request (check out) and release (check in) 
licenses for selected features. These functions are part of the client API. 


Two client libraries are available: 


• Flexible API—C/ C++ client library


• Java API—Java client library


This chapter provides an overview of the Flexible API, along with coding examples. For information about the Java API, see 
the Licensing for Java Programming Reference Guide.


When you are ready to build the application, link with the client libraries, and test the FlexEnabled application, see 
“Building Your FlexEnabled Application” in the manual, Development Environment Guide.


Adding Function Calls to the Application
This section describes how to modify your application code to call the client functions. The machind directory in the toolkit 
contains a sample FlexEnabled application: lmflex.c. This implementation serves as a basis for the examples in this 
section. The implementation presented produces a minimal, well-behaved FlexEnabled application.


FlexNet Publisher also contains additional examples in the examples subdirectory. The examples directory contains 
programs that illustrate how to perform various operations. These programs are intended to be illustrative only and 
Flexera may not include them in future toolkit releases. Their operation is not covered in this manual.


Flexible API Example
The following is a complete example, using the Flexible API, of the calls needed to produce a minimal, well-behaved 
FlexEnabled application. This example is derived from lmflex.c, which is shipped with the toolkit and located in the 
machind directory. Figure 2-1 shows a schematical Flexible API implementation.
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Figure 2-1: Flexible API implementation


Add calls like the following to your application code.


#include "lmclient.h"


#include "lm_attr.h"


/*...*/


VENDORCODE code;


LM_HANDLE *lm_job;


if (lc_new_job(0, lc_new_job_arg2, &code, &lm_job))


{


lc_perror(lm_job, "lc_new_job failed");
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exit(lc_get_errno(lm_job));


}


/* You define loc for the following call to lc_set_attr() with the expected location 


   of the application’s license file directory. See Locating the License File for more 


   details on locating the license file.*/


lc_set_attr(lm_job, LM_A_LICENSE_DEFAULT, 


(LM_A_VAL_TYPE)loc);


if (lc_checkout(lm_job, "myfeature", "1.0", 1, 


LM_CO_NOWAIT, &code, LM_DUP_NONE))


{


lc_perror(lm_job, "checkout failed");


exit (lc_get_errno(lm_job));


}


/*


  * Checkout succeeded. Actual application code here


*/


/*...*/


lc_checkin(lm_job, "myfeature", 0); 


lc_free_job(lm_job);


You need to determine the location of your application’s license file directory at run time. Refer to Setting the Default 
License Search Path for techniques and examples for determining the license file location. See the C/C++ Function 
Reference for a full description of the lc_checkout function parameters.


The header file lmclient.h contains all the symbolic definitions required for most calls to the API functions. lm_attr.h 
contains the attribute definitions used in calls to lc_set_attr and lc_get_attr. See the C/C++ Function Reference for a 
complete list of attribute definitions.


Additional Function Calls Needed for Secure Data 
Types


When implementing Secure Data Types (SDTs) in your application, your application must also call the following 
initialization functions to load and unload a product-specific run-time component (prepared by preptool) that the SDTs 
require to operate. (For more information about implementing SDTs in your application, see Chapter 9, “Implementing 
Secure Data Types (SDTs)” in the Development Environment Guide.) 


Table 2-1 • Initialization Functions


Function Name Description


lc_flexinit Loads the prepared run-time component and initializes FlexNet 
Publisher Licensing Toolkit.


lc_flexinit_cleanup Unloads the run-time component and performs any cleanup functions 
required.


lc_flexinit_property_handle_create Creates a property handle.
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The use of these routines must be coordinated with the following:


• Secure Data Types (SDTs)—You must call lc_flexinit before any SDTs are used in the code.


• Job management—You must call lc_flexinit before the call to lc_new_job and call lc_flexinit_cleanup after the call 
to lc_free_job.


In multi-threaded environments you must ensure synchronization between threads. The following are areas where 
particular care is needed:


• Executable exit logic—Your code must explicitly check in all licenses, using lc_checkin, and free all jobs, using 
lm_free_job, before calling lc_flexinit_cleanup and exiting. Do not rely on the automatic check-in mechanism to 
perform proper cleanup upon exit.


• Lost connection to the license server—When a concurrent license is in use and the connection to the license server 
breaks, the code must explicitly check in all licenses before calling lc_flexinit_cleanup.


Locating the License File
The most important part of integrating FlexNet Publisher into your application is correctly setting and finding the location 
of your application’s license file relative to the application’s installation location. This location should not be hard-coded, 
but should be determined at run time, relative to your application’s installation location.


In order for a FlexEnabled application to check out a feature, it must first locate the license file that contains the license 
model for that feature. Specifying a license file directory (containing license files with a .lic extension) with lc_set_attr 
and the attribute LM_A_LICENSE_DEFAULT is the recommended way for your application to find one or more valid license 
files. This enables you to specify more than one license file without setting the license search path as an environment 
variable. See example UNIX and Windows functions to locate your application’s license file directory, based on the 
application’s installation location, in Setting the Default License Search Path.


Important • Do not choose a location for a license file where the path to the license file contains the @ symbol when installing 
a license file. Advise your users that they should not locate license files in a folder with an @ symbol in its path.


lc_flexinit_property_handle_free Frees an initialization property handle.


lc_flexinit_property_handle_set Sets a type and value into the initialization property handle.


lc_flexinit_property_handle_get Returns the value for a specified property.


Table 2-1 • Initialization Functions


Function Name Description
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Rules for Locating a License File
FlexEnabled applications use the following rules for choosing a license file to use:


1. If a license search path is set using either the VENDOR_LICENSE_FILE or LM_LICENSE_FILE (where VENDOR is the vendor 
daemon name) environment variable, it is used. VENDOR_LICENSE_FILE is used first. VENDOR_LICENSE_FILE is used 
only by products from VENDOR and by lmutil and LMTOOLS.


2. The environment variables VENDOR_LICENSE_FILE and/or LM_LICENSE_FILE can also be set in the Windows registry or, 
on UNIX, in $HOME/.flexlmrc. The Windows registry is in HKEY_CURRENT_USER\SOFTWARE\FLEXlm License Manager. 
VENDOR_LICENSE_FILE is also automatically set upon successful checkout.


3. License server utilities accept the argument ‐c license_file_list, which specifies the license paths. If this is set, the 
environment variables are ignored.


4. If none of the other locations is specified, then the following default location is used. Relying on this default location is 
not recommended.


• On UNIX, the default location is /usr/local/flexlm/licenses/license.dat.


• On Windows, the default location is C:\flexlm\license.dat.


Important • In practice, use of the default location is discouraged because it is not searched if the application specifies 
a different default, or if the user has a license-path environment variable set. For example, the default location, which 
may have successfully worked for an application, fails once the environment variable LM_LICENSE_FILE is set (unless 
LM_LICENSE_FILE includes the default location).


Setting the Default License Search Path
The default license search path is set using the license_file_list parameter of the FlexEnabled application’s call to 
lc_set_attr with the LM_A_LICENSE_DEFAULT attribute. 


Specifying a directory (containing one or more license files with a .lic extension) as the license search path is the 
recommended way for your application to find one or more valid license files. This allows the application to internally 
specify more than one license file without defining external configuration variables. 


The following UNIX function is an example that are useful to help you write a function to locate your application’s license 
file path, based on the application’s installation location.


UNIX Example
char *unix_example_get_dir_loc(void)


{


  char *prodhome;


/* Substitute PRODUCT_HOME with the environment variable the application uses to indicate 


 * the directory where the application was actually installed. If you don't use an environment


 * variable like this, then see examples/advanced/get_dir.c


 */


if (prodhome = getenv("PRODUCT_HOME"))


return prodhome;


else return 0; /* see get_dir.c for another approach */


}
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Defining the License Search Path 
A license search path specifies one or more files, directories, or license servers where the FlexEnabled application can 
search for the feature used in the checkout call. FlexEnabled applications process the license files specified in a license 
search path in a specified order. For example:


setenv VENDOR_LICENSE_FILE file1:file2:..:dir1:..:filen


• If the FlexEnabled application runs on UNIX or Mac, separate each entry in the license search path by colons. 


• If the FlexEnabled application runs on Windows, separate each entry by semicolons.


The FlexEnabled application tries file1 and if it fails, it looks in file2, and so on. Directories are automatically expanded 
to use all files matching *.lic in that directory as part of the list.


The license search path is stored in the following location:


• Windows registry: HKEY_CURRENT_USER\SOFTWARE\FLEXlm License Manager


• UNIX file path: $HOME/.flexlmrc


The license search path can also define three servers configured for three-server redundancy. See Using Three-Server 
Redundancy for more information about this capability. 


The license search path can consist of the following:


• A directory, dir, where files dir/*.lic are searched in alphabetical order (according to the rules of the operating 
system).


• On Windows, file names are not case sensitive. All file names are converted to uppercase before being searched, 
so *.LIC files are recognized. 


• On UNIX, file names are case sensitive: *.LIC files are not recognized. 


• A single file, with any extension.


• The port used by the license server. Specify one of the following:


• port@host from the license file’s SERVER line, where port is the port number and host is the host name of a 
license server.


• @host from the license file’s SERVER line, where host is the host name of a license server. No port number is 
specified, or a default port number (between 27000 and 27009) is being used.


• @localhost if the server is running on the same system as the FlexEnabled application.


• A list of three port@host specifiers denoting a three-server redundant configuration. For example, 
port1@host1,port2@host2,port3@host3 specifies the three-server redundant configuration composed of host1, 
host2, and host3.


• The actual text of the license file, with START_LICENSE\n as a prefix, and \nEND_LICENSE as suffix, where the 
embedded new lines are required. See License in a Buffer for more details on this feature.
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Using the License Search Path to Specify Multiple License 
Servers


Aside from being convenient, license search paths enable you to distribute license rights across multiple license servers, 
which has many advantages over the more formal three-server redundancy. See The diagnostics metadata may change in 
the future. If any changes to diagnostics metadata are done, those will be notified via release notes. for more information 
about using multiple license servers and three-server redundancy.
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License Servers

A license server includes the license server manager lmadmin (or lmgrd) and one or more vendor daemon processes. The 
term license server refers to these processes, not the computer on which they run. 


If you ship counted or served licenses, your user must run a license server. Therefore, ship your customers a copy of the 
latest version of lmadmin (or lmgrd) available from Flexera, along with your customized vendor daemon. This chapter 
discusses the systems that run license servers and other utilities and files that make up a license server.


License Server Manager
The license server manager lmadmin (or lmgrd):


• Starts and maintains all the vendor daemons listed in the VENDOR lines of the license file. 


• Refers a checkout (or other) request to the correct vendor daemon.


• Establishes and maintains communications between a set of license servers configured for three-server redundancy.


lmadmin
The lmadmin license server has a Web-based, administrative interface. Using the lmadmin user interface, the license 
administrator can do the following: 


• Import existing license files.


• Launch the license server without requiring any command-line options.


• Perform all license server configuration and most administration functions from the interface.


• Keep configuration options persistent—if you change settings and relaunch the tool, the previously set options are 
overridden.


The current FlexNet Publisher Release Notes lists the platforms for which lmadmin is available.


The License Administration Guide describes how to use lmadmin. The lmadmin interface also contains online help.
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lmgrd
lmgrd is an executable with a few options that are set using command-line arguments. The license file location and a few 
other parameters can be set by the license administrator in this way. These options are described in the following section. 


lmgrd Command-Line Syntax
When you invoke lmgrd, it looks for a license file that contains information about vendors and features.


Usage
lmgrd [‐c license_file_list] [‐l [+]debug_log_path]


[‐2 ‐p] [‐local] [‐x lmdown] [‐x lmremove] [‐z] [‐v] [‐help]


The following table describes the syntax elements:


Table 3-1 • lmgrd Command-Line Syntax


Term Description


-c license_file_list Uses the specified license files.


-l [+]debug_log_path Writes debugging information to file debug_log_path. This option uses the letter l, not the 
numeral 1. Prepending debug_log_path with the + character appends logging entries. Use  
the ‐l option before other options to log all debugging information to debug_log_path. See 
Debug Log File for more information on this file.


Note • On Windows, it is best practice to set the location of debug_log_path to a 
ProgramData sub-folder, since this location has user-write permission by default, which is 
needed when the license server runs as a service with LocalService permission.


-2 -p All platforms: ‐2 ‐p is effective, and supported, only when used together with ‐local.


On UNIX systems, ‐2 ‐p restricts usage of lmdown, lmreread, and lmremove—as well as 
lmswitch, lmswitchr, and lmnewlog—to a license administrator who is by default root. If 
there is a UNIX group called lmadmin, then use is restricted to only members of that group. If 
root is not a member of this group, then root does not have permission to use any of the 
above utilities. 


On Windows systems, if lmgrd is started with ‐2 ‐p ‐local, lmgrd and the vendor 
daemon can only interact with the command-line utilities (lmreread, lmnewlog, lmdown, 
lmremove, and lmswitch) if these are located on the same machine and if they are run with 
LOCALSYSTEM privileges. 
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-local On UNIX systems, ‐local restricts the lmdown and lmreread commands to be run only from 
the same system where lmgrd is running.


On Windows systems, if ‐local is used on its own, lmutil (and variations) can be run by any 
Local User as long as they are running lmutil from the same host as the license server. If 
lmgrd is started with ‐2 ‐p ‐local, lmgrd and the vendor daemon can only interact with 
the command-line utilities (lmreread, lmnewlog, lmdown, lmremove, and lmswitch) if these 
are located on the same machine and if they are run with LOCALSYSTEM privileges. 


All platforms: In the case of a three-server setup, any node in the triad is considered to be 
local. 


-x lmdown Disables the lmdown command (no user can run lmdown). If lmdown is disabled, stop lmgrd 
using kill pid (UNIX), or stop the lmgrd and vendor daemon processes through the 
Windows Task Manager or Windows service.


On UNIX, be sure the kill command does not have a ‐9 argument.


-x lmremove Disables the lmremove command (no user can run lmremove).


-z Runs in foreground. The default behavior is to run in the background. 


If -l debug_log_path is present, then no windows are used, but if no -l argument 
specified, separate windows are used for lmgrd and each vendor daemon.


-v Displays the lmgrd version number and copyright and exits.


-help Displays usage information and exits.


-d (OS X/macOS only) Makes lmgrd and the vendor daemon OS X/macOS launchd compliant. 


Use the reference file demo.plist (included in the OS X/macOS toolkit) for information on 
how to instruct launchd.


Added a new demo.sh file to set the current file descriptor ulimit to:


max ( current_limit, min(hard_limit, 10240) )


The toolkit path for the script: 


Toolkit_PATH=</opt/FNPlm/lmgrd_lic_log_Path>


where the Toolkit_Path value is the directory location where the license file and lmgrd is 
installed. The debug.log will be created at the same location as the license file.


-reuseaddr [optional] Allows the server to explicitly bind to a same port, which remains in TIME_WAIT 
state after the server restart or crash


Note • It is recommended to use the ‐reuseaddr option only on non-Windows systems to 
avoid undefined behavior.


Table 3-1 • lmgrd Command-Line Syntax


Term Description
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Note • The license search path can also be specified by setting the environment variable LM_LICENSE_FILE to the file’s path 
name. The -c path specification will override the setting of LM_LICENSE_FILE.


Starting lmgrd
The most common command line for lmgrd is:


lmgrd ‐c license_file_list ‐l [+]debug_log_path [‐2 ‐p] 


[‐x lmdown|lmremove]


If the license_file_list value contains more than one license file, each must be separated by colons on UNIX or 
semicolons on Windows. If a directory is specified, all *.lic files in that directory are read.


On UNIX Platforms


On UNIX systems, it is recommended that lmgrd be run as a non-privileged user (not root). 


On Windows Platforms


The recommended method of running lmgrd is to install it and run it as a service.


Two available methods are: 


• Use the Web-based application, LMTOOLS, to configure lmgrd to run as a service after installation. 


• Use the command-line utility, installs.exe, to install lmgrd as a Windows service.


Both are located in the <platform_dir> directory of the toolkit installation. Using LMTOOLS to install lmgrd as a service is 
the recommended technique. See the License Administration Guide for more information.


lmgrd can also be started as an application from a Windows command shell. For example:


C:\flexlm> lmgrd -c <vendor>.lic


The problem with running a license server this way is that it occupies a window on the screen, and may be difficult to start 
and stop. 


Note • When using installs.exe to start lmgrd as a Windows service, the –c parameter accepts a maximum of 30 license 
files of up to 255 characters in length. It is best practice to set the location of debug_log_path to a ProgramData sub-folder, 
since this location has user-write permission by default, which is needed when the license server runs as a service with 
LocalService permission


Upgrading lmgrd
Recommend to license administrators that they should always run the latest version of lmgrd, even if your vendor daemon 
and FlexEnabled application are not built with the newest version. The current version of lmgrd is available from the 
Flexera product download site.
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Vendor Daemon
The vendor daemon is an executable that is unique for each software publisher. It is responsible for responding to check-
out and check-in requests from FlexEnabled applications. To build your own vendor daemon, you must supply the 
following information:


• Your LM_SEEDs


• Your production vendor keys


• The name of your vendor daemon, for example VENDOR_NAME in lm_code.h


• Your TRL keys


• LM_STRENGTH setting


Although normally not required, your vendor daemon may require customization by editing lsvendor.c.


The makefile creates lm_new.o on UNIX (lm_new.obj on Windows) and then builds your vendor daemon, lmflex (the 
sample FlexEnabled application), and the license generator (lmcrypt). One of the functions of lm_new.o is to remove the 
vendor name and LM_SEEDs from the executables; they are constructed at run time.


See the document titled Development Environment Guide for specific information about building the vendor daemon and 
other required components.


Building the Vendor Daemon
On UNIX Systems


Task To build the vendor daemon


At a command prompt from the <platform_dir> directory, enter the following command:


make -f makefile


The command window displays a list of files being built. The make command builds lm_new.o, which contains security 
information from lm_code.h and is used to build your application, your vendor daemon, as well as the sample applications. 
If you have edited only lm_code.h, the make command rebuilds everything except your application.


On Windows Systems


Task To build the vendor daemon


At a command prompt from the <platform_dir> directory, enter the following command:


nmake -f makefile


The command window displays a list of files being built. The nmake command builds lm_new.o, which contains security 
information from lm_code.h and is used to build your application, your vendor daemon, as well as the sample applications. 
If you have edited only lm_code.h, the nmake command rebuilds everything except your application.

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for License File–Based Licensing FNP-11170-PRLF00 Company Confidential 29







Chapter 3 License Servers
Debug Log Files

Upgrading the Vendor Daemon
Improvements are made in each release of FlexNet Publisher. Therefore, it is recommended that you distribute an 
upgraded vendor daemon to your customers soon after each version of FlexNet Publisher is released. 


Upgrading your vendor daemon is a simple process. You need only rebuild it using the FlexNet Publisher components. You 
do not have to rebuild the FlexEnabled application.


To find the current version of your vendor daemon, at a  command prompt from the <platform_dir> directory type:


<vendor> -v


or


lmutil lmver <vendor>


where <vendor> is the name of your publisher-specific vendor daemon.


Task To rebuild the vendor daemon:


1. Download and install the latest version of FlexNet Publisher. 


2. Open /machind/lm_code.h and edit it to match your previous lm_code.h settings: 


a. Replace the VENDOR_KEYs with the production vendor key lines that you received from Flexera.


b. Enter LM_SEEDs (three 32-bit numbers that you make up).


c. Change the VENDOR_NAME to your vendor name.


d. Add the two TRL_KEYs that you received from Flexera and define LM_STRENGTH to specify the length of your license 
signature. For information about LM_STRENGTH values, see Choosing a Signature Strength.


Remember to keep the lm_code.h file and the encryption seeds secret.


3. Rebuild the product toolkit with the edited lm_code.h. This rebuilds your vendor daemon, as well as other files in the 
toolkit.


4. Provide a convenient way for your customer to get your new vendor daemon.


Report Log Files
A vendor daemon can write license usage information to a report log. The license server manager does not write data to a 
report log. The content of the report log output is not human-readable and is used only by FlexNet Manager. You must 
configure each vendor daemon separately to record data to a report log, it does not write report log output by default. 


The License Administration Guide provides instructions for how to enable and manage report log files.


Debug Log Files
A license server generates debug log output to a debug log file. Some of the debug log output describes events specific to 
the license server manager; and some of the debug log output describes events specific to each vendor daemon. The 
License Administration Guide describes how to manage debug log files and provides a description of the messages that are 
written by the daemons.
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Message Based Diagnostics Metadata
Message-based diagnostics emits a row of comma-delimited diagnostics data for every message received by the vendor 
daemon. The fields emitted for each row are:


Table 3-2 • Message Based Diagnostic Metadata


Diagnostics Field Description Always Present


Arrival Time UTC timestamp. Yes


Message Type FNP protocol message name. Yes


Latency Time taken, in milliseconds, for the VD to 
process the message.


Yes


User Username sent in the message. Yes


HostId HostID sent in the message. LM_CHECKOUT messages may have this info.


Display Display info sent in the message. Messages generated from an lc_checkout 
call will typically have this info.


VendorDef Vendor defined data from custom dup 
grouping.


LM_CHECKOUT messages will have this info if 
custom dup grouping is being used.


Source IP address of the message source Yes


Process ID Process ID of the process that sent the 
message.


Yes


Session ID Session ID of the client. Only from clients and utilities with version 
>= 11.17.0.


Component Value is one of the following:


• Name of an lc_* API call that is 
responsible for the message type, when 
lc_diagnostics_start/end does not 
wrap that lc_* call.


• Any lc_* API calls wrapped by 
lc_diagnostics_start/end will have 
Component=USER.


• Name of a FNP standalone component - 
currently one of LMGRD or LMSTAT.


Only from clients and utilities with version 
>= 11.17.0.
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Note • The diagnostics metadata may change in the future. If any changes to diagnostics metadata are done, those will be 
notified via release notes.


Message based diagnostics examples


lmstat


lmstat ‐a ‐counted.lic, followed by lmstat ‐a ‐‐no‐userinfo ‐c counted.lic, from a remote Windows machine:


Info Info provides additional information about 
the Component.


If an lc_* API call, Info is a unique sequence 
number.


If lc_diagnostics_start (unsigned int 
value) is used, the hexadecimal of value.


If lmstat is used, Info is currently one of the 
following:


• Default - None of those below


• ALL_WITH_USER_INFO - lmstat -a


• ALL_NO_USER_INFO - lmstat -a --no-
userinfo


• ONLY_ONE_FEAT_WITH_USER_INFO - 
lmstat -f feature_name


• ONLY_ONE_FEAT_NO_USER_INFO - lmstat 
- f feature_name --no-userinfo


Only from clients and utilities with version 
>= 11.17.0Only from clients and utilities with 
version >= 11.17.0.


Arrival 
Time


Message 
Type


Laten
cy User


Host 
ID Display


Vendor 
Ref Source


Process 
ID


Session 
ID


Compo
nent Info


2020-03-
06T15:2
6:12.377
161Z


LM_HEL
LO


0.081 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:54
837


51848 0 - -


2020-03-
06T15:2
6:12.378
524Z


FLEX_MS
G_SERV
ER_VERS
ION_RE
QUEST


0.061 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:54
837


51848 4080000
2


LMSTA
T


ALL
_WI
TH_
USE
R_I
NFO


Diagnostics Field Description Always Present
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2020-03-
06T15:2
6:12.379
596Z


FLEX_MS
G_VD_G
ET_FLIS
T_TYPE


0.066 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:54
837


51848 4080000
2


LMSTA
T


ALL
_WI
TH_
USE
R_I
NFO


2020-03-
06T15:2
6:12.380
453Z


FLEX_MS
G_FULFI
LL_STAT
US


0.068 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:54
837


51848 4080000
2


LMSTA
T


ALL
_WI
TH_
USE
R_I
NFO


2020-03-
06T15:2
6:12.381
551Z


FLEX_MS
G_LIST


0.08 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:54
837


51848 4080000
2


LMSTA
T


ALL
_WI
TH_
USE
R_I
NFO


2020-03-
06T15:2
9:45.226
692Z


LM_HEL
LO


0.071 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:56
401


55272 0 - -


2020-03-
06T15:2
9:45.227
783Z


FLEX_MS
G_VD_G
ET_FLIS
T_TYPE


0.056 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:56
401


55272 4080000
3


LMSTA
T


ALL
_NO
_US
ER_I
NFO


2020-03-
06T15:2
9:45.228
644Z


FLEX_MS
G_FULFI
LL_STAT
US


0.058 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:56
401


55272 4080000
3


LMSTA
T


ALL
_NO
_US
ER_I
NFO


2020-03-
06T15:2
9:45.229
492Z


FLEX_MS
G_VD_FE
ATINFO_
HANDLE
_TYPE


0.072 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:56
401


55272 4080000
3


LMSTA
T


ALL
_NO
_US
ER_I
NFO


Arrival 
Time


Message 
Type


Laten
cy User


Host 
ID Display


Vendor 
Ref Source


Process 
ID


Session 
ID


Compo
nent Info
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lc_checkout - Linux client


DUP GROUP checkout - Windows client


Bulk custom dup group checkout and incremental checkin (note SessionID is different for each lc_* call)


lc_set_attr(lm_job, LM_A_MULTIPLE_CHECKOUT_DATA, "abc\fxyz");


lc_checkout(lm_job, FEATURE, "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_VENDOR)


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "abc");


lc_checkin(lm_job, FEATURE, 0);


lc_set_attr(lm_job, LM_A_CHECKOUT_DATA, "xyz");


Arrival 
Time


Message 
Type


Laten
cy User


Host 
ID Display


Vendor 
Ref Source


Process 
ID


Session 
ID


Compo
nent Info


2020-02-
28T18:2
8:46.322
645Z


LM_HEL
LO


0.075 TestU
ser


- /dev/
pts/2


- ::ffff:10
.48.150
.134:51
956


21141 0 - -


2020-02-
28T18:2
8:46.322
795Z


FLEX_MS
G_HEAR
TBEAT


0.079 TestU
ser


- /dev/
pts/2


- ::ffff:10
.48.150
.134:51
956


21141 8380000
3


lc_che
ckout


3


2020-02-
28T18:2
8:46.322
919Z


FLEX_MS
G_COM
MREV4_
HANDSH
AKE


0.068 TestU
ser


- /dev/
pts/2


- ::ffff:10
.48.150
.134:51
956


21141 8380000
3


lc_che
ckout


3


2020-02-
28T18:2
8:46.323
137Z


LM_CHE
CKOUT


0.136 TestU
ser


a41f7
27cc
29e


/dev/
pts/2


- ::ffff:10
.48.150
.134:51
956


21141 8380000
3


lc_che
ckout


3


2020-02-
28T18:2
8:46.323
515Z


FLEX_MS
G_VD_V
ERIFY_K
EY_V1


0.082 TestU
ser


a41f7
27cc
29e


/dev/
pts/2


- ::ffff:10
.48.150
.134:51
956


21141 8380000
3


lc_che
ckout


3
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lc_checkin(lm_job, FEATURE, 0);


User-defined Info and SessionID


lc_diagnostics_start(10);


lc_checkout(lm_job, FEATURE, "1.0", 1, LM_CO_NOWAIT, &code, LM_DUP_NONE));


lc_checkin(lm_job, FEATURE, 0);


Arrival 
Time


Message 
Type


Laten
cy User


Host 
ID Display


Vendor 
Ref Source


Process 
ID


Session 
ID


Compo
nent Info


2020-03-
06T16:5
7:56.192
099Z


FLEX_MS
G_HEAR
TBEAT


0.053 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:63
497


42336 8380000
7


lc_che
ckout


7


2020-03-
06T16:5
7:56.192
888Z


FLEX_MS
G_COM
MREV4_
HANDSH
AKE


0.079 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:63
497


42336 8380000
7


lc_che
ckout


7


2020-03-
06T16:5
7:56.193
855Z


LM_CHE
CKOUT


0.16 TestU
ser


- MDH-
NT-
211897


abc\01
4xyz


::ffff:10
.48.41.
236:63
497


42336 8380000
7


lc_che
ckout


7


2020-03-
06T16:5
7:56.194
780Z


FLEX_MS
G_VD_V
ERIFY_K
EY_V1


0.043 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:63
497


42336 8380000
7


lc_che
ckout


7


2020-03-
06T16:5
7:56.243
617Z


LM_CHE
CKIN


0.07 TestU
ser


- MDH-
NT-
211897


abc ::ffff:10
.48.41.
236:63
497


42336 8380000
9


lc_che
ckin


9


2020-03-
06T16:5
7:56.244
458Z


LM_CHE
CKIN


0.072 TestU
ser


- MDH-
NT-
211897


xyz ::ffff:10
.48.41.
236:63
497


42336 8380000
9


lc_che
ckin


000
00b
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lc_diagnostics_end();


Diagnostics Filtering


Filtering can occur pre or post message-based diagnostics is persisted. The former kind of filtering might typically occur in 
order to save disk space, whereas the latter would typically occur when searching for the source of capacity overload in the 
server.


An example of pre-persistence filtering is available in the log2db.c sample. The command line ./log2db ‐i ‐d diag.db 
COMPONENT=^lc_check will only write records (aka diagnostic message rows) to the database that match the 
COMPONENT=^lc_check regular expression - that is, only rows corresponding to messages generated from lc_checkout or 
lc_checkin API calls.


Filtering can occur on any fields or on any combination of fields.


Choosing a License Server Configuration
FlexNet Publisher supports serving license rights from:


• -A single license server


Arrival 
Time


Message 
Type


Laten
cy User


Host 
ID Display


Vendor 
Ref Source


Process 
ID


Session 
ID


Compo
nent Info


2020-03-
06T16:4
4:16.157
427Z


FLEX_MS
G_HEAR
TBEAT


0.056 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:61
397


107552 2000000
a


USER 000
000
a


2020-03-
06T16:4
4:16.158
241Z


FLEX_MS
G_COM
MREV4_
HANDSH
AKE


0.068 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:61
397


107552 2000000
a


USER 000
000
a


2020-03-
06T16:4
4:16.159
395Z


LM_CHE
CKOUT


0.122 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:61
397


107552 2000000
a


USER 000
000
a


2020-03-
06T16:4
4:16.160
963Z


FLEX_MS
G_VD_V
ERIFY_K
EY_V1


0.08 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:61
397


107552 2000000
a


USER 000
000
a


2020-03-
06T16:4
4:16.170
815Z


LM_CHE
CKIN


0.089 TestU
ser


- MDH-
NT-
211897


- ::ffff:10
.48.41.
236:61
397


107552 2000000
a


USER 000
000
a
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• Multiple license servers each serving a subset of the total available licenses.


• Multiple license servers configured for three-server redundancy.


If license files are stored on a network file server (separate from the license server), do not implement three-server 
redundancy. You lose the failover protection because the file server is a potential point of failure. If you choose this 
configuration, it is recommended that you use a single license server to manage all vendor daemons.


If the licenses are split among two or more license servers and the license administrator wants licenses to be available 
when a license server goes down or is taken off of the network, then multiple license servers can be deployed.


In all cases, an effort should be made to select stable systems. Do not pick systems that are frequently rebooted or shut 
down. It is not required that each system be the same architecture or operating system.


Using Multiple License Servers


A license administrator can configure license servers in such a way to allow FlexEnabled applications to continue to check 
out licenses if one of the license servers goes down. There are two mechanisms available to accomplish this. 


• Redundancy using the license search path: Configure and maintain multiple independent license servers, each with 
a subset of the total licenses available to the enterprise. Configure the FlexEnabled client with the license servers in 
the license search path. This provides load balancing capabilities and limited failover protection. License 
administrators must manage different versions of the license rights on each license server.


• Three-server redundancy: Configure and maintain a set of three license servers on separate systems configured 
specifically for three-server redundancy. This provides failover protection only. License administrators manage only 
one version of the license file and vendor daemon on all three license servers.


Using a License Search Path to Define Redundant License 
Servers  


It is recommended that you use the function lc_set_attr to set the LM_A_LICENSE_DEFAULT attribute to a license file 
directory (containing license files with a .lic extension). The FlexEnabled application should call this function to define 
the location of valid license files. The license files are tried in alphabetical order. This method allows you to specify more 
than one license file without setting the license search path to an environment variable.


You can define multiple license servers in the license search path so that if a FlexEnabled application cannot connect to 
one of the license servers, it will try the next one in the list. This is implemented by setting the LM_LICENSE_FILE or 
VENDOR_LICENSE_FILE environment variable. 


This type of license server redundancy is best explained by example. If ten licenses are desired for both features f1 and f2, 
you would issue your customer two license files with a count of 5 for each of f1 and f2, each keyed to a different license 
server. The license servers can be physically distant. 


The license files would look like this:


• License 1 for “chicago”


SERVER chicago 17007ea8 1700


VENDOR xyzd /etc/mydaemon


FEATURE f1 xyzd 1.000 01‐jan‐2020 5 SIGN=”...“


FEATURE f2 xyzd 1.000 01‐jan‐2020 5 SIGN=”...” 


• License 2 for “tokyo”
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SERVER tokyo 17a07e08 1700


VENDOR xyzd /etc/mydaemon


FEATURE f1 xyzd 1.000 01‐jan‐2020 5 SIGN=16BE40E1DAEE


FEATURE f2 xyzd 1.000 01‐jan‐2020 5 SIGN=6DB6F3E40E61


The user in Chicago could set LM_LICENSE_FILE or VENDOR_LICENSE_FILE to this: 


1700@chicago:1700@tokyo 


The user in Tokyo could set LM_LICENSE_FILE or VENDOR_LICENSE_FILE to this: 


1700@tokyo:1700@chicago


The FlexEnabled application attempts to check out licenses from the first license server in the license search path. If that 
fails for any reason, it tries the next license server. This type of redundancy can be used to balance the usage of licenses 
across several license servers.


Using Three-Server Redundancy
Software publishers can enable their enterprise software customers to configure three-server redundancy for failover 
protection. Three-server redundancy is a specific capability available in FlexNet Publisher Licensing Toolkit that provides 
failover protection while preventing license rights from being improperly replicated. 


In this configuration, only one license server supplies licenses to FlexEnabled applications. The other two are available in 
case that one fails. When at least two of the three license servers are running and communicating, the system serves 
licenses to FlexEnabled applications. 


In order to implement three-server redundancy, both the software publisher and the license administrator must perform 
certain steps. 


Note • Three-server redundancy is supported with license file–based licensing only. It is not supported with trusted storage–
based licensing.


See the FlexNet Publisher Release Notes for information about the supported third-party software allowed for license 
servers.


Overview of Three-Server Redundancy
Using the three-server redundancy capability in FlexNet Publisher, all three license servers operate to form a triad. The 
license servers send periodic messages to each other to ensure that at least two servers are running and communicating 
with each other. A quorum is formed when at least two of the three license servers are running and communicating with 
each other. 


The license servers are identified as primary, secondary, or tertiary. One license server is also designated as the master and 
is responsible for:


• Serving licenses to FlexEnabled applications


• Recording information to the debug log.


• Recording information to the report log.


If the master fails, then another license server becomes the master. 
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In the following figure, the primary license server is the master [m]. When a FlexEnabled application sends a checkout 
request for a license, the master responds and then serves the license to the FlexEnabled application. 


Figure 3-1: Three-server redundancy overview 


If the master license server fails, then the secondary license server becomes the master (as shown in Figure 3-2) and will 
serve licenses to FlexEnabled applications. The tertiary license server can never be the master. If both the primary and 
secondary license servers go down, licenses are no longer served to FlexEnabled applications. The master will not serve 
licenses unless there is a quorum of at least two license servers in the triad running and communicating. 


Figure 3-2: Three-server redundancy backup failover 


Understanding How License Servers Communicate


When started, each license server reads the license file and checks that it can communicate with the other license servers. 
Until each license server establishes this first connection with the others, it will continue to establish a connection by 
sending messages periodically.
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When the initial communication has been established, each license server periodically sends a heartbeat to the others. 
Heartbeats are messages sent over TCP/IP. Each license server sends a heartbeat and waits for a response from the other 
license servers. If a license server does not receive a response, it shuts down the vendor daemon so that it cannot serve 
licenses. A publisher or license administrator can configure the amount of time a license server waits to receive a heartbeat 
using the HEARTBEAT_INTERVAL property. 


Poor network communication causes system performance to slow.Slow network communication can also cause a delay in 
the transmission of heartbeats between license servers.


Understanding Why Three License Servers Are Required


When configured for three-server redundancy, the license server manager lmadmin (or lmgrd) requires that the 
configuration include three license servers and that at least two of them communicate with each other. Ensure that the 
license servers are in the same subnet so that they can communicate. If the master cannot communicate with at least one 
other license server, it will stop serving licenses.


This prevents an enterprise from putting each license server on a different subnet and having different users connect to 
each so that they can use more licenses than they have been issued.


Managing License Servers in this Configuration


Using the lmstat Utility 


The output message generated by the lmstat utility identifies which license server is the master. In the following example 
lmstat output, the secondary license server is the master.


[Detecting lmgrd processes...]


License server status: 30000@RMD‐PRIMARY,30000@RMD‐SECONDARY,


30000@RMD‐TERTIARY


License file(s) on RMD‐PRIMARY: C:\server\3.lic:


RMD‐PRIMARY: license server UP v11.4


RMD‐SECONDARY: license server UP (MASTER) v11.4


RMD‐TERTIARY: license server UP v11.4


Starting and Stopping License Servers


To start the entire system, you must start each license server manager (lmadmin or lmgrd). Generally, it is good practice to 
start the primary license server before the secondary or tertiary license server. This allows the primary license server to 
become the master before the others start. If you start the secondary and tertiary before the primary, then the secondary 
will establish itself as master.


If you do not set the PRIMARY_IS_MASTER keyword for the primary license server, then the order in which you start the 
license servers is important. If you do not set this property, when you start the primary license server after the secondary 
license server, control will not transfer to the primary license server. By setting the PRIMARY_IS_MASTER keyword, you 
ensure that when the primary license server is running, it is always the master.


In three-server scenarios, a system administrator may wish to shut down one of the servers to perform maintenance on it, 
while the other two servers maintain a quorum and continue to serve licenses. Previously, shutting down a license server in 
a triad through lmdown (or lmtools) would shut down the entire triad. Now, a system admin can run lmdown ‐c 3server‐
license.lic from one of the machines in the triad. lmdown will read the 3-server license file and provide a prompt asking 
which of the three listed servers to shut down.
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Running lmadmin or lmgrd as a Service on Windows


There are no dependencies or known issues related to running lmadmin or lmgrd as a service in this configuration.


Logging and the Debug Log


When using three-server redundancy, the master records information to its local debug log and report log (and the 
Windows event log if this is configured). If this system fails, another license server becomes the master and records 
information to its local debug log and report log. Subsequently, there may be different versions of the debug log and report 
log on the primary and secondary license server which each contain different information.


Configuring a Three-Server Redundant Environment
Both the software publisher and the license administrator must perform certain configuration steps. This section describes 
the steps that each must perform.


Special Note About hostid Types


Best practice is to require the license administrator to obtain a hostid of the same type for each of the three machines. 
Issues can arise if different hostid types are used in the configuration. If license administrator plans to obtain the hostid 
using the default hostid type for a given machine, be aware that the default type can vary between operating-system 
platforms.


Configuration for Software Publishers


A publisher enables three-server redundancy by defining three SERVER lines in the license file, one for each of the license 
servers. Each license server is identified as primary, secondary, or tertiary by the order of the SERVER lines.


• The first SERVER line defines the primary license server.


• The second SERVER line defines the secondary license server.


• The third SERVER line defines the tertiary license server.


When the publisher signs the license file, the hostid values in the SERVER lines are computed into the signature of each 
feature definition line. The master will serve only those features with signatures that encode those hostid values.


The steps to configure this capability are as follows:


1. Create the license file and include three SERVER lines, one for each of the license servers. Each line contains the 
following: 


• Host name of the system


• Hostid of the system (see Special Note About hostid Types)


• Port number that the license server manager uses to listen for communication (the license administrator can also 
change this)


• PRIMARY_IS_MASTER keyword, optionally (the license administrator can also change this)


• HEARTBEAT_INTERVAL property, optionally (the license administrator can also change this)


2. Define the remainder of the license file including the VENDOR line and any FEATURE, INCREMENT, UPGRADE, or PACKAGE 
lines. 
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3. Sign the license file using the lmcrypt utility. The SIGN value for each line binds the feature to the three hostid values. 
The three license servers will serve these licenses to FlexEnabled applications per the license model defined in this 
file. 


For more information about these properties, see the section Using License File Keywords.


Configuration for License Administrators


The license administrators should perform the following steps:


1. Before obtaining the license server package, identify and set up the three systems. When selecting systems, make sure 
they are stable. Do not use systems that are frequently rebooted or shut down. 


2. Send the publisher the hostname and hostid values for these systems. Ask the publisher what system identifier they 
need for the hostid. For example, this could be an Ethernet address or disk serial number. The publisher will create 
license server components specifically for these systems. (See Special Note About hostid Types.)


3. After receiving the license server package from the publisher, change the following SERVER line properties in the 
license file if necessary:


• Port number the license server uses to listen for communication 


• PRIMARY_IS_MASTER keyword 


• HEARTBEAT_INTERVAL property


Important • Do not change the hostid values. If the hostid changes at any time, the license administrator must work 
with the software publisher to obtain a new license file.


4. Perform any additional configuration as required by the software publisher. 


5. Copy or install the license server software package to each of the three systems. 


6. Start the license servers in the following order: primary, secondary, and then tertiary.


An Example License File


The following is an example of a license file that is configured for three-server redundancy.


SERVER pat 17003456 2837 PRIMARY_IS_MASTER


SERVER lee 17004355 2837


SERVER terry 17007ea8 2837


VENDOR demo


FEATURE f1 demo 1.0 1‐jan‐2018 10 SIGN=”...”


FEATURE f2 demo 1.0 1‐jan‐2018 10 SIGN=”...”


The following portions of the license file directly affect the three-server redundant configuration: 


• SERVER lines: These three lines define each of the systems involved.


• The host values are: pat, lee, and terry.


• The hostid values are: 17003456, 17004355, and 17007ea8. This example uses the value returned by the lmhostid 
utility default hostid type.
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Note • Keep in mind that the default hostid type can vary between operating-system platforms. Best practice is to 
use the same hostid type for all three servers. (See Special Note About hostid Types.)


• The TCP/IP ports: All servers use the same port (2837, in the example) to listen for communication.


The following properties of the license file do not affect the three-server redundant configuration directly, but are used to 
define license rights or configure the license server.


• VENDOR line: this is required and references the publisher’s vendor daemon.


• FEATURE lines: The two features, f1 and f2, define the license rights. The SIGN value for each FEATURE line encodes the 
license server hostid values.


Using Other Capabilities with Three-Server Redundancy
The following section describe other capabilities available in FlexNet Publisher Licensing Toolkit and how they interact 
with three-server redundancy.


Configuring the FlexEnabled Application


This configuration can be performed by either the software publisher or the license administrator. Before a FlexEnabled 
application can check out a license, it must know where to locate the license rights. The license search path identifies the 
location of license rights. 


When connecting to a license server configured for three-server redundancy, the FlexEnabled application must use the 
port@host convention (and not a license file location) in the license search path. 


The license search path should list the license servers in the same order that they appear in the license file. This helps 
shorten the amount of time it takes to identify the master server and respond to the checkout request. The configuration 
will work if you include only one of the license servers in the license search path. This may lengthen the amount of time it 
takes for the license server to respond to the checkout request because the license server must identify the other license 
servers and also identify the master.


You must also separate each port@host entry with a comma and not a semicolon (Windows), colon (UNIX/Mac), or 
ampersand (Java). The comma indicates that the license servers are configured for three-server redundancy.


Using the previous license file as an example, the license search path should be:


2837@pat,2837@lee,2837@terry


The FlexEnabled application will try to connect to each of the license servers in the order listed, until it makes a connection. 
This helps ensure that the FlexEnabled application can connect to the quorum.


Using License File Keywords


The following keywords and properties for the SERVER line enable you to modify the configuration. 


• host—The hostname of the system. The publisher should know this information when generating the license file. This 
value can be changed after the license file has been signed.


• hostid—This value uniquely identifies the system. You can use different types of system information to identify the 
hostid, such as disk serial number. After the license file has been signed, you cannot change this value without 
invalidating the signature.
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• port—The port number that the license server uses to listen for communication. Unlike with single license servers, 
each SERVER line must include a port number. This can be any number in the range 1 to 65535 that is not used by 
another process running on the system. On UNIX, choose a port >1024, since those <1024 are privileged port numbers. 
If not specified, the license server will automatically use the next available port number in the range 27000 to 27009.


If you specify a port number greater than 65535, the client fails to establish a connection with the license server 
manager (lmgrd or lmadmin).


Note • Those producers concerned about potential DoS attacks based on knowledge of common license server ports 
may want to consider specifying a server port outside the range 27000 to 27009.


This value can be changed after the license file has been signed. For more information on port numbers on the SERVER 
line, see Table 7-2 on page 88 in Chapter 7, License File Syntax.


If you are using lmadmin, you do not need to edit the license file; you can configure the port number using the 
interface. The port number specified in lmadmin takes precedence over any port set in the license file, either before or 
after the port is specified using lmadmin. (See the online help for more details.) Editing the port number using lmadmin 
is only recommended if no port number is specified in the license file. If a port number is already specified in the 
license file and the port is subsequently changed in lmadmin, during the next restart the vendor daemon will exit with 
a “port mismatch” error.


To make it easier to administer the license server, it is strongly recommended that you define the same port number 
for each SERVER line.


• PRIMARY_IS_MASTER—This keyword ensures that the primary server is the master whenever it is running and 
communicating with one of the other license servers. 


• If this is set and the primary server goes down, when the primary server comes back up again, it will always 
become the master.


• If this is not set and the primary server goes down, the secondary server becomes the master and remains the 
master even when the primary server comes back up. The primary can become the master again only if the 
secondary license server fails. 


This parameter is optional and should be placed on the first SERVER line. This value can be changed after the license 
file has been signed. The license server must be running a version 10.8 or later vendor daemon to use this keyword.


• HEARTBEAT_INTERVAL=seconds—This indicates how long the license servers wait to receive a heartbeat from another 
license server before shutting down the vendor daemon. This value is used in the following equation to calculate the 
actual timeout value:


timeout = (3 * seconds) + (seconds – 1)


Valid timeout value is 0-120. The default value is 20, which equates to an actual timeout of 79 seconds. Valid seconds 
values are 0 through 30. This parameter is optional and should be placed on the first SERVER line in the license file. This 
value can be changed after the license file has been signed. The license server must be running a version 10.8 or later 
vendor daemon to use this keyword. 


Note • When the seconds value exceeds 30, lmadmin displays the Heartbeat Interval value as -1 along with the an error 
message “Invalid three server redundancy configuration, valid timeout values are 0 - 120".
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Using Vendor Variables


None of the vendor daemon variables is used specifically for three-server redundancy. 


Using the Flexible API


None of the FlexNet Publisher APIs is used specifically for three-server redundancy. 


Using Options File Keywords


None of the keywords in the options file affects three-server redundancy.


Troubleshooting Tips and Limitations
Three-server redundancy configurations require all three servers use the same platform type. You can use any of the 
following platform types in the configuration, but each server must use the same platform type: VM_UUID or PHY_*.


Using the BORROW keyword


The BORROW keyword capabilities are not compatible with three-server redundancy. This capability requires that license 
state data be maintained on the license server (this is called the borrow data cache). The information that identifies the 
state of a borrowed license can persist only on the license server that provided the borrowed licenses. This state 
information cannot be transferred to another license server when a failure occurs.


Using Trusted Storage–based Licensing


You cannot use three-server redundancy if you use trusted storage to store license rights. 


Separating the Contents of a License File


Because the hostid values in the SERVER lines are computed into the signature of each FEATURE and INCREMENT line, make 
sure you keep SERVER lines together with any feature definition lines as they were generated. This means that if you move a 
feature definition line to another file, you must also move the respective SERVER lines and VENDOR line.


Putting the License File on a Network File Server


Do not put the license file on a network file server. If you do this, you lose the advantages of having failover protection 
because the file server becomes a single point of failure. 


Using License Servers in Heavy Network Traffic


On a network with excessive traffic, the license servers may miss heartbeats which causes them to shut down the vendor 
daemon. The master may then stop serving licenses. If heavy network traffic causes this to occur, set the 
HEARTBEAT_INTERVAL to a larger value. 


Enterprises can experience a performance issue when there is slow network communication or if FlexEnabled clients are 
using a dial-up link to connect to the network.
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Using Multiple Vendor Daemons


The license server manager (lmadmin or lmgrd) cannot start vendor daemons from other software publishers when 
configured for three-server redundancy. The license server manager can manage only one vendor daemon. If one of the 
systems runs more that one vendor daemon, then the license administrator must run separate instances of the license 
server on that system to support the other vendor daemons. Make sure the port numbers do not clash.


Switching Between Three-Server Redundancy and Single-Server Configuration


While running, the license server manager (lmadmin or lmgrd) is not designed for switching from three-server redundancy 
to a single-server configuration (and vice-versa). To switch configurations, you need to do the following:


1. Shut down the license server manager in the single-server configuration or, in a three-server redundancy, all the 
license server managers currently running.


2. Do one of the following:


• For lmadmin:


a. From the lmadmin installation directory on a given machine, import the required license files for the new 
configuration to which you are switching (either the three-server-redundant or single-server configuration):


lmadmin -import <new_license_file_list> -force


b. Restart lmadmin.


• For lmgrd:


To restart lmgrd on a given machine in the configuration to which you are switching (either the three-server-
redundant or single-server configuration), enter the following from the directory in which lmgrd is located:


lmgrd -c <new_license_file_list>


Comparing License Search Path Redundancy to Three-Server 
Redundancy


Are there any drawbacks to using the license search path for redundancy?


Yes. By default, once a license job has successfully checked out a license from a specific host, all subsequent checkouts 
must be satisfied from the same license server. If the application requires more than one license, this could result in a 
license denial when the license is available on another server. An application can bypass this restriction if it is coded with 
the use of multiple license jobs. Therefore, your customers may need to know whether your application is programmed in 
this manner.


If the application supports license queueing, all licenses are queued only from the first host in the license search path.


Finally, if one license server in the list becomes unavailable, some licenses are unavailable.


When is it recommended to use a license search path for redundancy rather than three-
server redundancy?


• When there is less system administration available to monitor license servers. 


• When load balancing is needed for FlexEnabled applications located far apart—for example, in London and Tokyo. 
You can make servers available locally with remote servers available as backup.
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• License search path is more forgiving if one of the license servers goes down.


• This type of redundancy is not limited to three servers: It will work with any number of servers. For wide-area 
networks, local servers can be specified first, with remote servers available as backup.


• FlexEnabled applications do not require reliable networking to a single node with a license search path, so this is 
recommended where networking itself requires redundancy.
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Understanding Heartbeats

The license server uses a TCP/IP port to communicate to FlexEnabled applications. The server can detect when a 
connection to the FlexEnabled application is gone and frees its licenses automatically. However, an application needs to 
communicate regularly with the license server to detect that the server is still running. This communication is effected 
using heartbeats. 


A heartbeat is a message initiated by the application and acknowledged by the license server; this exchange assures each 
that the other is still up and running. By default, heartbeats are sent, and acknowledgments are received automatically by 
the FlexEnabled application at a predetermined interval. 


If the license server is shut down and restarted, the heartbeat mechanism in the application automatically reconnects to 
the server and checks out the complement of licenses that is currently being used. If your application does not send 
heartbeats to the license server, the application cannot determine that the license server has been shut down and 
restarted. If the license server is restarted without the application’s knowledge, current copies of the application continue 
running and a new, full complement of licenses becomes available for the license server, making license over-usage 
possible.


Heartbeat Process
Every time the license server receives a heartbeat, it immediately sends an acknowledgment message back to the 
application. The application does not pick up the message until it is time for the next heartbeat; this latency is, by default, 
120 seconds. This means the FlexEnabled application does not detect that the license server is down until the time has 
passed for two heartbeats to be sent. 


If the license server is shut down, the next heartbeat succeeds, because the acknowledgment processed is from the 
previous heartbeat. If a heartbeat is not acknowledged by the license server, the application can decide what action to 
take: continue, warn, or terminate.


Automatic vs. Manual Heartbeats
Deciding how the heartbeats occur and what action takes place when the license server is not running is an important part 
of incorporating FlexNet Publisher in an application. On both Windows and UNIX, automatic heartbeats are recommended 
and are automatically implemented as a separate thread in the FlexEnabled application. 
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Heartbeats can be automatic or manual. The distinction is how the timing of heartbeat messages is managed and how 
reconnection attempts are recognized and handled. Table 4-1 summarizes these distinctions.


Automatic Heartbeats
By default, heartbeats are automatically initiated when a license is checked out. Heartbeats are managed via a timer 
running as a separate thread that is created on behalf of the application. There are four aspects to automatic heartbeat 
behavior, all of which can be configured. 


By default, the behavior of automatic heartbeats is implemented using:


• Heartbeat thread management—Heartbeats are managed by a dedicated thread in the application.


• Heartbeat exchange interval—Heartbeats are sent to and acknowledgements received from the license server at a 
default interval of 120 seconds.


• License server reconnection strategy—Reconnecting to a lost license server is attempted every 60 seconds for up to 
five attempts. There are three possible outcomes with automatic heartbeats when reconnection is attempted after 
the connection to the license server is lost: 


• Reconnection to the license server succeeded. 


• Reconnection to the license server was attempted and failed, but more attempts will be made. 


• Reconnection to the license server was unsuccessful after the retry limit was reached. 


• Recovery from a lost license server—If connection is not re-established after five attempts, the application, by 
default, exits with the error message: Lost License, cannot reconnect (UNIX: stderr, Windows: dialog box).


Table 4-1 • Heartbeat Summary


Automatic Heartbeats Manual Heartbeats


Heartbeat Timing Control of heartbeat timing is transparent 
via a dedicated thread created on behalf of 
the application.


Control of heartbeat timing is regulated by 
the frequency with which the application 
invokes a particular function.


Reconnection 
Management


Reconnection to license server is handled 
automatically and transparently.


Application detects individual reconnection 
attempts to the license server and 
determines how to respond.


Considerations • Requires the application be 
multithreaded.


• A dedicated heartbeat thread is 
automatically interrupted rather than 
the application.


• No multithreaded requirement.


• The application has total control of the 
timing of heartbeat messages.
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Controlling Automatic Heartbeat Behavior
Various aspects of automatic heartbeat default behavior can be overridden by setting the appropriate Flexible API 
attributes using the function lc_set_attr. Table 4-2 lists the attributes and the effect they have on automatic heartbeat 
behavior.


See Also
The following sections in the C/C++ Function Reference
LM_A_CHECK_INTERVALS
LM_A_MT_HEARTBEAT
LM_A_RETRY_COUNT, LM_A_RETRY_INTERVALS
LM_A_USER_EXITCAL, LM_A_USER_EXITCALL_EX
LM_A_USER_RECONNECT, LM_A_USER_RECONNECT_EX
LM_A_USER_RECONNECT_DONE, LM_A_USER_RECONNECT_DONE_EX


Table 4-2 • Automatic Heartbeat Control 


Attribute Description


Thread Management


LM_A_MT_HEARTBEAT Determines whether a dedicated thread in the application is used to 
manage heartbeats. Default is to use a dedicated thread. 


UNIX platforms only.


Exchange Management


LM_A_CHECK_INTERVAL Sets the interval at which heartbeats are exchanged. Default is 120 
seconds.


Reconnection Strategy


LM_A_RETRY_COUNT Specifies the number of reconnect attempts. If –1, the application 
retries forever. Default is 5 attempts.


LM_A_RETRY_INTERVAL Specifies the interval between retry attempts. Default interval is 60 
seconds.


LM_A_USER_RECONNECT
LM_A_USER_RECONNECT_EX


Sets a pre-reconnection callback to a vendor-defined routine. Default is 
no handler.


LM_A_USER_RECONNECT_DONE
LM_A_USER_RECONNECT_DONE_EX


Sets a post-reconnection callback to a vendor-defined routine. Default 
is no handler.


Lost Server Recovery


LM_A_USER_EXITCALL
LM_A_USER_EXITCALL_EX


Sets a callback to a publisher-defined exit handler. Default is to call the 
exit system call on behalf of the application.
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Manual Heartbeats
Manual heartbeats are used instead of automatic heartbeats if:


• The publisher wants the application to be in control of the precise timing of heartbeats.


• The application cannot tolerate the extra thread introduced by automatic heartbeats.


• The application cannot be multithreaded.


• The application can be interrupted only at specific times.


Some applications have critical sections of code that cannot be interrupted. Manual heartbeats provide a way for the 
application to control when the heartbeat thread executes, thereby not perturbing the critical code sections.


Task To set up manual heartbeats:


1. Turn off the automatic heartbeat timer before a license is checked out. Set both the LM_A_CHECK_INTERVAL and 
LM_A_RETRY_INTERVAL attributes to ‐1, as in the following:


lc_set_attr(lm_job, LM_A_CHECK_INTERVAL, (LM_A_VAL_TYPE) ‐1);


lc_set_attr(lm_job, LM_A_RETRY_INTERVAL, (LM_A_VAL_TYPE) ‐1);


2. Invoke lc_heartbeat at whatever interval is deemed appropriate. You decide the timing mechanism used to control 
the interval. The following is an example code sequence using the Flexible API:


status = lc_heartbeat(lm_job, &num_reconnects, num_minutes);


if (status != 0)


{


/* Monitor status and num_reconnects, take appropriate action */


}


The heartbeat routine returns the number of reconnects over a given time period and the state of the connection to 
the license server. Monitor these return values and take appropriate action.


The heartbeat routine performs the following services on behalf of the application:


• It attempts to read the acknowledgement from the previous heartbeat.


• If there is no acknowledgement, it makes one attempt to reconnect to the license server.


• If there is acknowledgement, it sends the next heartbeat message.


• It returns with a status: 0 if there was an acknowledgment or the number of unacknowledged heartbeats. This number 
is incremented for each consecutive time a heartbeat was not acknowledged. 


• After the fifth (default) consecutive unacknowledged heartbeat (five calls to the heartbeat routine), it causes the 
application to exit (via the standard exit system call) with the error message Lost License, cannot reconnect 
(UNIX: stderr, WINDOWS: dialog box).


See Also
The lc_heartbeat section in the C/C++ Function Reference
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Controlling Manual Heartbeat Behavior
Various aspects of manual heartbeat default behavior can be overridden by setting the appropriate Flexible API attributes 
using lc_set_attr. Table 4-3 lists the attributes and the effect they have on manual heartbeat behavior.


See Also
The following sections in the C/C++ Function Reference:
LM_A_RETRY_COUNT, LM_A_RETRY_INTERVALS
LM_A_USER_EXITCALL, LM_A_USER_EXITCALL_EX
LM_A_USER_RECONNECT, LM_A_USER_RECONNECT_EX
LM_A_USER_RECONNECT_DONE, LM_A_USER_RECONNECT_DONE_EX


Manual Heartbeat Example
The following code sequence demonstrates one way to implement manual heartbeats using the Flexible API. This example 
incorporates the manual heartbeat timing loop within the main routine of the application, with the intention that 
application code be included within this timing loop. 


#include "lmclient.h" 


#include "lm_attr.h"


VENDORCODE code;


LM_HANDLE *lm_job;


int num_reconnects; /* parameter to lc_heartbeat() */


int num_minutes; /* parameter to lc_heartbeat() */


int hbstat; /* return status for lc_heartbeat() */


int exitcall(char *);  /* exit handler callback */


void


Table 4-3 • Manual Heartbeat Control


Attribute Description


Reconnection Strategy


LM_A_RETRY_COUNT Used to adjust the number of consecutive reconnect attempts (each call 
to the heartbeat routine makes one attempt) to a lost license server 
before the heartbeat routine causes the application to exit. If –1, exit is 
never called. Default is five attempts.


LM_A_USER_RECONNECT
LM_A_USER_RECONNECT_EX


Sets a pre-reconnection callback to a publisher-defined routine. Default 
is no handler.


LM_A_USER_RECONNECT_DONE
LM_A_USER_RECONNECT_DONE_EX


Sets a post-reconnection callback to a publisher-defined routine. 
Default is no handler.


Lost Server Recovery


LM_A_USER_EXITCALL
LM_A_USER_EXITCALL_EX


Sets a callback to a publisher-defined exit handler. Default is for 
application exit.
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main(int argc, char * argv[])


{


/* Initialize the job */


if (lc_new_job(0, lc_new_job_arg2, &code, &lm_job))


{


lc_perror(lm_job, "lc_new_job failed");


exit(lc_get_errno(lm_job));


}


/* Turn off automatic heartbeat timing. */


lc_set_attr(lm_job, LM_A_CHECK_INTERVAL, (LM_A_VAL_TYPE) ‐1);


lc_set_attr(lm_job, LM_A_RETRY_INTERVAL, (LM_A_VAL_TYPE) ‐1);


/* Set retry count to 3 (default is 5); lc_heartbeat() makes LM_A_RETRY_COUNT number 


of reconnection attempts after license server connection is lost before calling the 


exit handler (defined below).*/


lc_set_attr(lm_job, LM_A_RETRY_COUNT, (LM_A_VAL_TYPE) 3);


/* Register the exit handler callback, "exitcall." The default is the system’s 


exit routine. */


lc_set_attr(lm_job, LM_A_USER_EXITCALL, (LM_A_VAL_TYPE) exitcall);


/* Check out the feature, "f1." */


if (lc_checkout(lm_job, "f1", "1.0", 1, LM_CO_NOWAIT, 


&code, LM_DUP_NONE))


{


lc_perror(lm_job, "checkout failed");


exit (lc_get_errno(lm_job));


}


/* Start the manual heartbeat timing loop. This loop sends a heartbeat message with 


every iteration. */


while (1)


{


/* When the following call to lc_heartbeat() returns, num_reconnects will contain the 


number of successful license server reconnects in the last num_minutes. */


if (hbstat = lc_heartbeat(lm_job, &num_reconnects, num_minutes))


{


/* Connection to license server is lost and an attempt to reconnect unsuccessful. 


Monitor hbstat and respond as appropriate to your license policy. After 


LM_A_RETRY_COUNT number of reconnect attempts (3 in this example), control 


automatically transfers to the exit handler, exitcall */


}


/* Loop timing and application code for this license job occur here. */


} /* end of heartbeat timing loop */


lc_checkin(lm_job, feature ,0);


lc_free_job(lm_job);


exit(0);


}


/* Exit handler callback. This is invoked automatically after three consecutive reconnection 


attempts are made to a lost license server. */


int


exitcall(char * feature)
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{


printf("I am in the exit callback for feature %s\n", feature);


exit(1);


}


License Server Considerations
By default, the license server waits two hours to hear from the FlexEnabled application before checking in its licenses. 


• The LM_A_TCP_TIMEOUT attribute is used to adjust default timeout value for the TCP/IP port. Zero (0) means no TCP/IP 
port timeout. See the C/C++ Function Reference for more details.


• ls_minimum_user_timeout in lsvendor.c adjusts general timeout (not just TCP/IP related). The license administrator 
can adjust this timeout value further with the TIMEOUT and TIMEOUTALL options file keywords. See the License 
Administration Guide for more details.
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Customizing the Vendor Daemon

When you build the production toolkit, the publisher-specific vendor daemon (vendor or vendor.exe) is built also. You can 
customize the publisher-specific vendor daemon using vendor variables in machind/lsvendor.c, but changes to this file 
are normally neither suggested nor required.


Task To customize the vendor daemon using vendor variables


1. Configure the licensing toolkit as described in the Development Environment Guide.


2. Edit lsvendor.c: ensure that you are using the latest version from the current toolkit.


3. Build the production toolkit as described in the Development Environment Guide. 


The build process generates the intermediate file, lsrvend.c, from lsvendor.c. Any errors in lsvendor.c show up as 
compile-time errors in lsrvend.c.


Basic Vendor Variables
If you need to customize your vendor daemon, you can edit the vendor variables in lsvendor.c. Usually, this file should be 
left as is. Most of the variables in this file appear for historic and compatibility reasons and should not be used except 
where required for compatibility. This chapter provides information for the most popular vendor variables.


Table 5-1 • Basic Vendor Variables


Variable Description


ls_allow_physical_ethernetid_only Controls whether only hostids from physical ethernet adapters are 
authenticated.


ls_allow_tz_override Enables overriding of the license server time zone and time settings.


ls_allow_vm Specifies whether the vendor daemon is restricted to run only in a virtual 
environment or is restricted to run only on a physical machine.
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ls_a_check_baddate Checks whether the system date has been set back.


ls_compare_vendor_on_increment 
and 
ls_compare_vendor_on_upgrade


Controls whether an INCREMENT line will require the vendor string to match in 
order to pool its licenses.


Controls whether an UPGRADE line will require the vendor string to match in 
order to upgrade another license.


ls_daemon_periodic Ensures that a specific function will be called periodically in the vendor 
daemon’s main processing loop.


ls_flexid9_hasp4_support Turns the server-side HASP4 detection on or off.


ls_incallback Installs a vendor-defined checkin callback routine.


ls_infilter Installs a vendor-defined checkin filtering routine.


ls_min_lmremove Makes the lmremove utility ineffective for a specified period of time.


ls_minimum_user_timeout Specifies the minimum value allowed for a feature’s TIMEOUT value.


ls_outfilter Installs a vendor-defined checkout filtering routine.


ls_show_vendor_def Enables display of vendor-defined checkout string using lmstat.


ls_support_custom_daemon_select
_timeout


Controls the use of the DAEMON_SELECT_TIMEOUT keyword in the vendor-
daemon options file.


ls_user_init1 Installs an initialization routine that runs before normal vendor daemon 
initialization.


ls_user_init2 Installs an initialization routine that runs after normal vendor daemon 
initialization.


ls_user_init3 Installs an initialization routine that runs after the license file is read and after 
each lmreread.


ls_user_init_attributes Installs an initialization callback routine that can be used to set attributes in 
your vendor daemon.


ls_vd_shutdown Enables you to define a callback routine that is invoked when the license 
server is shut down via the lmdown utility.


ls_vendor_msg Enables you to add support for sending messages from your FlexEnabled 
application to the daemon.


ls_vendor_msg_async Enables asynchronous processing of lc_vsend messages.


Table 5-1 • Basic Vendor Variables


Variable Description
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See Also
Obsolete Vendor Daemon Variables


ls_allow_physical_ethernetid_only
int ls_allow_physical_ethernetid_only = 0;


This variable operates on Windows platforms only. If set to 1, then the vendor daemon authenticates only licenses that use 
physical ethernet IDs: hostids generated from virtual adapters cannot be used in feature definition lines as they will fail the 
hostid checks. The default operation of the vendor daemon when this variable is not set or it is set to 0 (zero) is that the 
hostids from both physical and virtual ethernet adapters will be authenticated. This behavior matches the behavior of 
vendor daemons created with toolkits prior to version 11.6.1. This vendor variable was introduced in version 11.6.1.


Caution • Setting this variable to 1 will cause previously issued licenses that use hostids from virtual ethernet adapters to fail.


ls_allow_tz_override
unsigned int ls_allow_tz_override = 0;


To enable override of the license server time zone and time settings, set ls_allow_tz_override to 1. When the variable is 
set to 1, the vendor daemon reads the values of the environment variables LM_SET_SERVER_TIMEZONE and 
LM_SET_SERVER_TIME. Use these environment variables to test scenarios that simulate vendor daemons running in 
different time zones. 


Note • It is recommended that you set the ls_allow_tz_override variable to 0 and rebuild your toolkit before distributing to 
your customers, if you have set the variable to 1 for testing.


See Also
Testing Time Zone Licensing


ls_allow_vm
FLEX_VM_TYPE ls_allow_vm = PHYSICAL | VM_ONLY | VM_ALL 


Specifies whether the vendor daemon is restricted to run only in a virtual environment or is restricted to run only on a 
physical machine. By default, the vendor daemon can operate in a virtual environment or on a physical machine.


To use the non-default values for the ls_allow_vm variable, you must have a set of vendor keys that provides for 
virtualization support. 


ls_vendor_msg_list_size Controls the maximum number of outstanding lc_vsend messages allowed in 
the Vendor Daemon.


Table 5-1 • Basic Vendor Variables


Variable Description

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for License File–Based Licensing FNP-11170-PRLF00 Company Confidential 59







Chapter 5 Customizing the Vendor Daemon
Basic Vendor Variables

The following values are supported. Specify one and only one value.


See Also
Virtualization


ls_a_check_baddate
int ls_a_check_baddate = 0;


If set to 1, and the license that would authorize a checkout is expiring, a check is made to see if the system date has been 
set back. If the failure is due to detection of system date tampering, the checkout error will be LM_BADSYSDATE.


See Also
LM_A_CHECK_BADDATE in the C/C++ Function Reference
Limited Functionality Demos


ls_compare_vendor_on_increment and 
ls_compare_vendor_on_upgrade


int ls_compare_vendor_on_increment = 0;


int ls_compare_vendor_on_upgrade = 0;


If VENDOR_STRING is used in your license files, then the value of these two variables may need to be modified. You cannot 
use only one variable: If you set one, you must set both.


ls_compare_vendor_on_increment gives you control over whether an INCREMENT line will require the vendor string to 
match in order to pool its licenses. If set to a non-zero value, then the string is included in the pooling decision; if set to 0, 
then the string is not involved in pooling.


ls_compare_vendor_on_upgrade gives you control over whether an UPGRADE line will require the vendor string to match in 
order to upgrade another license. If set to a non-zero value, then the string is included in UPGRADE line matching decision; if 
set to 0, then it is not included.


INCREMENT lines add licenses to a prior FEATURE or INCREMENT line and are combined into one pool if all of the following are 
true:


• Feature names match


Table 5-2 • ls_allow_vm Values


Value Description


PHYSICAL Restricts the license server to run only on a physical machine; the license server cannot be 
run in a virtual environment.


VM_ONLY Restricts the license server to run only in a supported virtual environment; the license 
server cannot be run on a physical machine. 


See the current FlexNet Publisher Release Notes for information about supported VM 
platforms.


VM_ALL Allows the license server to run on both physical and virtual environments.
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• Feature versions match


• Any node-locked hostid, if present, matches


• USER_BASED and HOST_BASED fields match


• PLATFORM fields match


• DUP_GROUP fields match


• FLOAT_OK fields match


• VENDOR_STRING fields match


See Also
VENDOR_STRING
UPGRADE Lines


ls_daemon_periodic
void (*ls_daemon_periodic)() = 0;


If you set the function pointer ls_daemon_periodic in lsvendor.c to one of your functions, this function will be called 
approximately once per minute in the vendor daemon’s main processing loop. You must ensure that the object file (.o/
.obj) for this routine is linked into your vendor daemon.


ls_get_status_is_master 
int stat = 0;


stat = ls_get_status_is_master();


This function, declared in ls_attr.h, can be used from the vendor daemon's  ls_daemon_periodic callback (and only from 
that callback) within lsvendor.c to determine if that vendor daemon is master. ls_get_status_is_master returns a non-
zero integer if the vendor daemon is master. This function cannot be called from ls_user_initx callbacks because this 
state is unknown at that point.


A limitation is that ls_get_status_is_master works only from vendor daemons started with lmgrd. All of a triad's vendor 
daemons started with lmadmin will report a non-zero value from ls_get_status_is_master.


ls_flexid9_hasp4_support
unsigned int ls_flexid9_hasp4_support = 0; 


Use this variable to turn the server-side HASP4 detection on or off.


When set to 1, ls_flexid9_hasp4_support executes all HASP4 Safenet API calls. When set to 0, no HASP4 APIs are 
executed.


See Also
LM_A_FLEXID9_HASP4_SUPPORT in the C/C++ Function Reference
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ls_incallback
int (*ls_incallback)() = 0;


To install a vendor-defined checkin callback routine, initialize ls_incallback with a pointer to your routine. The checkin 
callback is called with no parameters, and the return value is unused. The checkin callback routine is called after the 
checkin is performed.


To obtain the parameters of the current checkin call, use the ls_get_attr call described in ls_outfilter.


ls_infilter
int (*ls_infilter)() = 0;


To install a vendor-defined checkin filtering routine, initialize ls_infilter with a pointer to your routine. The checkin filter 
is called with no parameters. If it returns 0, the current checkin is aborted; a return of 1 allows the current checkin to 
continue. If the filter aborts the operation (returns 0), then it should set the error code, using lc_perror, appropriately. 


To obtain the parameters of the current checkin call, use the ls_get_attr call described in ls_outfilter.


ls_min_lmremove
int ls_min_lmremove = 120;


The lmremove utility could be used to bypass the license count for a feature if a license administrator were to run lmremove 
on each user as soon as they had checked out a license. ls_min_lmremove makes the lmremove utility ineffective for a 
specified period of time after a user connects to the daemon (120 seconds by default). 


ls_minimum_user_timeout
int ls_minimum_user_timeout = 900;


This is the minimum value (in seconds) allowed for a feature’s TIMEOUT value. An attempt to set a timeout value less than 
ls_minimum_user_timeout will result in the maximum value being set. If ls_minimum_user_timeout is set to <=0, then the 
user TIMEOUT option is disabled.


ls_outfilter
int (*ls_outfilter)() = 0;


Note • Contact Flexera Technical Support for assistance before using ls_outfilter. Callbacks in this area are rarely needed.


To install a vendor-defined checkout filtering routine, initialize ls_outfilter with a pointer to your routine. The checkout 
filter is called with no parameters. If it returns 0, your routine has either checked out the feature, or rejected the checkout 
request. If it returns 1, then the normal server checkout occurs.


If 0 is returned and the checkout fails, set the error appropriately using lc_perror.
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ls_get_attr


To obtain the parameters of the current checkout call, use the ls_get_attr call. This is for use only in the ls_outfilter 
callback.


ls_get_attr(attr, &value)


where:


ls_get_attr operates in the same manner as lc_get_attr. ls_get_attr allows you to retrieve the values of the feature name, 
user, host, display, and so on for use in your filtering function.


LS_ATTR_LAST_REPORT_LOG_ROTATION


Type


time_t


Default


NULL


This attribute is used with ls_get_attr to get the last date and time that the report log was rotated. ls_get_attr is used with 
a server-side checkout filter to add custom business rules that determine whether a license checkout request is granted.


See Also
LS_ATTR_REPORT_LOG_FILENAME


LS_ATTR_REPORT_LOG_FILENAME


Type


const char *


Default


NULL


LS_ATTR_REPORT_LOG_FILENAME is used to get the report log file name and to checkout filter to add custom business 
rules that determine whether a license checkout request is granted.


ls_set_attr


To set the parameters of the current checkout call, use the ls_set_attr call. This is for use only in the ls_outfilter 
callback.


Table 5-3 • ls_get_attr Parameters


Parameter Description


attr An attribute specified in ls_attr.h. See LS_ATTR_LAST_REPORT_LOG_ROTATION and 
LS_ATTR_REPORT_LOG_FILENAME for a description of attributes only used with ls_outfilter.


value Value of the attribute.
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ls_set_attr(attr, &value)


where:


ls_set_attr operates in the same manner as ls_get_attr. ls_get_attr allows you to retrieve the values of the feature name, 
user, host, display, and so on for use in your filtering function.


LS_ATTR_CHECKOUT_DATA


Type


char *


Default


NULL


 LS_ATTR_CHECKOUT_DATA is used to set and get the checkout data.


ls_checkout


The ls_checkout vendor daemon routine is only for use in ls_outfilter callbacks:


ls_checkout(feature, num_lic, wait, who, version, dup_sel, linger, sign, 0,1);


Parameters


The ls_checkout function uses the following parameters:


Table 5-4 • ls_set_attr Parameters


Parameter Description


attr An attribute specified in ls_attr.h. See LS_ATTR_CHECKOUT_DATA for more information.


value Value of the attribute.


Table 5-5 • ls_checkout Parameters


Parameter Description


feature Feature desired.


num_lic Number of licenses.


wait “Wait until available” flag. If set to 1, the request is queued if a license is not available.


who The user.


version Version number of feature.


dup_sel Duplicate license selection criteria.
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Note • ls_get_attr can be used to retrieve all the parameters that ls_checkout requires.


Return


The ls_checkout function returns the following:


ls_show_vendor_def
int ls_show_vendor_def = 0;


Your FlexEnabled application can send a vendor-defined checkout string to the daemon on each checkout request. If 
ls_show_vendor_def is non-zero, this data will appear in lc_userlist calls, and hence, in lmstat output. If you use this 
vendor-defined checkout data and want your users to be able to view it with lmstat, then set ls_show_vendor_def to 1.


ls_support_custom_daemon_select_timeout
unsigned int ls_support_custom_daemon_select_timeout = 0;


This variable controls the use of the DAEMON_SELECT_TIMEOUT keyword in the vendor-daemon options file. 
DAEMON_SELECT_TIMEOUT allows a license administrator to define a threshold for the amount of time that can elapse before 
a vendor-daemon connection experiences a timeout. 


• If this variable is set to 0 (the default), the DAEMON_SELECT_TIMEOUT keyword is disabled, prohibiting customization of 
the timeout threshold. 


• If this variable is set to 1, the license administrator can use DAEMON_SELECT_TIMEOUT to customize the timeout 
threshold.


When DAEMON_SELECT_TIMEOUT is disabled (or not defined) in the options file, a vendor-daemon connection will time out 
after 1 second, by default.


Important • Best practice is to set this variable to 1 only for environments known to have limited bandwidth.


linger How long the license is to linger.


sign Signature in the feature definition line.


Table 5-6 • ls_checkout Return Values


Return Value Description


0 Success, license checked out


<> 0 Error.


Table 5-5 • ls_checkout Parameters


Parameter Description
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ls_user_init1
void (*ls_user_init1)() = 0;


To install an initialization routine that runs before normal vendor daemon initialization, initialize ls_user_init1 with a 
pointer to your routine and make sure an object file with this function is linked with your vendor daemon.


ls_user_init2
void (*ls_user_init2)() = 0;


To install an initialization routine that runs after normal vendor daemon initialization, initialize ls_user_init2 with a 
pointer to your routine and make sure an object file with this function is linked with your vendor daemon.


ls_user_init3
void (*ls_user_init3)() = 0;


To install an initialization routine that runs after the license file is read and after each lmreread, initialize ls_user_init3 
with a pointer to your routine and make sure an object file with this function is linked with your vendor daemon.


ls_user_init_attributes
void (*ls_user_init_attributes)() = 0;


To install an initialization callback routine that can be used to set attributes in your vendor daemon, initialize 
ls_user_init_attributes with a pointer to your routine. An object file that includes this initialization function must be 
linked to your vendor daemon. The callback routine executes after the vendor daemon is initialized but before any license 
files are read.


The following functions can be used within your intialization function to customize your vendor daemon:


• lc_set_attr—Sets attributes in a single vendor daemon or for all vendors defined in a Common Vendor Daemon.


• lc_set_attr_vendor—Sets attributes for a single vendor in a Common Vendor Daemon.


• ls_set_log_vendor_enable—Defines which debug log messages are output by the vendor daemon.


See the C/C++ Function Reference for a description of lc_set_attr and lc_set_attr_vendor, and the attributes that can be 
set using them.


ls_set_log_vendor_enable


The ls_set_log_vendor_enable function is for use only in ls_user_init_attributes callbacks. 


int ls_set_log_vendor_enable(


char * string,


int enable);
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Parameters


The ls_set_log_vendor_enable function uses the following parameters.


Return


This function returns the following values.


Discussion


The default behavior of the vendor daemon is to output all debug log messages. This function disables the output of the 
specified type of debug log message. 


The output of debug log messages is also controlled by the setting of the NOLOG option in the options file. This setting is 
overriden by the NOLOG parameter in the options file. See the License Administration Guide for details about the options file.


ls_vd_shutdown
void (*ls_vd_shutdown)() = 0;


You can define a callback routine that is invoked when the license server is shut down via the lmdown utility. (For example, 
you might need a routine that provides customize cleanup operations.) To implement this callback, initialize 
ls_vd_shutdown with a pointer to the routine. 


Table 5-7 • ls_set_log_vendor_enable Parameters


Parameter Description


string Specifies the type of debug log message whose output is to be controlled. The following are 
valid values:


• “IN” = details of checked-in licenses


• “OUT” = details of checked-out licenses


• “QUEUED” = details of license requests that have been queued


• “DENIED” = details of license requests that were denied


• “UNSUPPORTED” = details of license requests that were for unsupported features


enable Specifies whether debug log messages of the specified type are output. The following are valid 
values:


• 1 = enable logging (the default)


• 0 = disable logging


Table 5-8 • ls_set_log_vendor_enable Return Values


Return Value Description


0 Success.


1 Error, an invalid parameter has been input.
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Note • The additional time needed for callback processing might cause the vendor daemon to time out and terminate before 
the callback can complete.


ls_vendor_msg
char * (*ls_vendor_msg)() = 0;


To add support for sending messages from your FlexEnabled application to the daemon (with lc_vsend), initialize 
ls_vendor_msg with a pointer to your routine which processes the message and creates the reply for the FlexEnabled 
application. ls_vendor_msg is called with a single parameter, the character string sent by the FlexEnabled application. It 
should create a reply message and return a pointer to it. The message string will be unused the next time that 
ls_vendor_msg is called, so the use of a single static char array in ls_vendor_msg is appropriate. Make sure an object file 
with this routine is linked with your vendor daemon.


When ls_vendor_msg_async is set to 1, the ls_vendor_msg callback is processed asynchronously. In most cases, this will be 
all that needs to be done. However, when setting this vendor attribute producers should also review their ls_vendor_msg 
implementation for the following two scenario:


1. If ls_vendor_msg uses the internal lm_job handle and makes lc_* calls to the same VD, then this should be 
updated to use a separate job handle in order to prevent race conditions on the lm_job handle. The vf_nextconf.c 
example shows how to safely create a new job handle in an asynchronous callback in a VD. You have to note that:


• this method of creating a new job should not be used in synchronous callbacks in the VD when subsequently 
calling lc_* APIs to the same VD since this will result in a deadlock in the message processing queue.


• this step is not required (i.e. is optional) when lc_* calls are made to a different VD.


2. A number of undocumented ls_* APIs have historically been used in VD callbacks. When processing 
asynchronously, any calls to these APIs should be protected by calls to the new functions 
ls_api_mutex_lock(<timeout in ms>) and ls_api_mutex_unlock(). Example usage can be found in vf_prime.c.


See Also
lc_vsend in the C/C++ Function Reference


ls_vendor_msg_async
ls_vendor_msg_async = 0;


This variable enables the asynchronous processing of lc_vsend messages when it is set to 1. That is, the ls_vendor_msg 
callback is processed asynchronously.


ls_vendor_msg_list_size
ls_vendor_msg_list_size = 64;


The variable controls the maximum number of outstanding lc_vsend messages allowed in the Vendor Daemon. It has no 
effect unless ls_vendor_msg_async is set to 1.
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Advanced Vendor Variables
The vendor variables in this section provide advanced capabilities beyond what is provided by the basic variables in 
Customizing the Vendor Daemon.


ls_a_license_case_sensitive
int ls_a_license_case_sensitive = 0; 


This variable controls case sensitivity for feature definition lines in the license file in the context of the vendor daemon. If 
set to 1, licenses are case sensitive. Default is 0, not case sensitive.


Table 5-9 • Advanced Vendor Variables 


Variable Description


ls_a_license_case_sensitive Controls license file case sensitivity in the vendor daemon.


ls_borrow_in Callback that removes the given borrow-data record from a borrow-data cache.


ls_borrow_init Callback that returns all borrow-data records from a borrow-data cache.


ls_borrow_out Callback that adds the given borrow-data record to a borrow-data cache.


ls_borrow_return_early Controls ability for borrowed licenses to be returned early.


ls_client_hostid_callback Enables the extraction of the client hostid in server callbacks.


ls_client_removal_on_reread Controls client re-authentication during reread operation.


ls_do_checkroot (UNIX Only) Controls requirement for the vendor daemon’s residence on a real root file 
system.


ls_dump_send_data Controls the output of transmitted daemon data.


ls_hud_hostid_case_sensitive Controls case sensitivity for hostid types HOSTNAME, DISPLAY, and USER.


ls_single_xver_signature customize X-version usage for legacy clients. 


ls_ts_recovery Installs vendor-defined trusted storage automatic recovery callback routine.


ls_use_all_feature_lines Controls feature definition line succession.


ls_use_exclusive_commRev4 Authenticates and communicates CommRev4 messages.


ls_user_lockfile Renames the vendor daemon locking mechanism.


ls_user_lock (Windows only) Renames the vendor daemon locking mechanism.
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If this variable is set to 1, then the corresponding case-sensitivity attribute, LM_A_LICENSE_CASE_SENSITIVE, must be set in 
the FlexEnabled application and license generator. ls_a_license_case_sensitive has no impact while checking out a 
borrowed license from the system registry as this flag is applicable only during check-out from license server. Check-out 
from borrow registry is always case-sensitive.


See Also
LM_A_LICENSE_CASE_SENSITIVE in the C/C++ Function Reference
ls_hud_hostid_case_sensitive


ls_borrow_in
void (*ls_borrow_in)(FNP_BORROW_CACHE_ENTRY *borrow) = sBorrowIn;


This callback function removes the record that matches borrowdata from the borrow-data cache. The vendor daemon calls 
this function, if set, every time a borrow/lingered license expires or a borrowed license is returned.


By default, this callback is defined with an internal implementation that uses a predefined borrow-data cache. You can 
override the internal implementation with your own function that accesses your vendor-defined cache. Your 
implementation needs to do the following:


• Open your vendor-defined cache.


• Iterate through each record in the cache to find the one match that matches borrow.


The initial field of each record (sizeof(int)) contains the size, in bytes, of the record. The size of this initial field is 
included in the count.


• Remove the matching record from the cache.


• Cleanup the cache, as appropriate.


Note • Do not attempt to free borrow. It is allocated on the stack and will get popped on return from the callback.


This function is one of the borrow-data cache management routines, the others being ls_borrow_init and ls_borrow_out.


See Also
ls_borrow_init
ls_borrow_out


ls_borrow_init
void (*ls_borrow_init)(char ** borrowbuf, int * bufsize) = default_BorrowInit;


This callback function


• Allocates a buffer of bufsize bytes with malloc. The vendor daemon subsequently uses free to free the buffer.


• Initializes borrowbuf with a pointer to a byte array containing the contents of the borrow-data cache.


• Initializes bufsize with the size, in bytes, of the borrow-data cache.
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The borrow-data cache contains a record with borrow data for each borrowed license. The initial field of each record 
(sizeof(int)) contains the number of bytes that compose that record. The first byte of the subsequent record 
immediately follows the last byte of the previous record.


The vendor daemon, at startup time, calls this function if it is set. By default, this callback is defined with an internal 
implementation that uses an internally defined borrow-data cache. You can override the internal implementation with 
your own function that accesses your vendor-defined borrow-data cache. The following code is a sample implementation 
of this function using the file, myBorrowFile, as the vendor-defined borrow-data cache:


void


myBorrowInit(char **borrowbuf, int *bufsize)


{


int filesize = 0;


char filename[MAX_PATH] = "myBorrowFile";


FILE * fp = NULL;


*bufsize = 0;


.


.


.


/* open borrow‐data file, "myBorrowFile" */


.


.


.


(void)fseek(fp, 0, SEEK_END);


filesize = ftell(fp); /* get size of "myBorrowFile" */


if(filesize) /* there is borrow data to return*/


{


/* alloc buffer, borrowbuf, with filesize number of bytes */


/* assumes that record are stored such that the first byte of a subsequent record 


   immediately follows the last byte of the previous record. */


*borrowbuf = 


(char *)malloc(sizeof(char) *filesize);


if(*borrowbuf) 


{


/*Copy all data into buffer */


(void)fseek(fp, 0, SEEK_SET);


fread(*borrowbuf, filesize, 1, fp);


*bufsize = filesize;


}


}


else /* there is no borrow data to return */


{


*borrowbuf = NULL;


*bufsize = 0;


}


/*close the borrow‐data file*/


fclose(fp);


}


This function is one of the borrow-data cache management routines; the others being ls_borrow_in and ls_borrow_out.


See Also
ls_borrow_in
ls_borrow_out
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ls_borrow_out
void (*ls_borrow_out) (char ** borrowdata, int datasize) = default_BorrowOut;


This callback function appends the record, borrowdata, to a borrow-data cache. The vendor daemon calls this function, if 
set, every time a license is borrowed or lingered.


By default, this callback is defined with an internal implementation that uses an internally defined borrow-data cache. You 
can override the internal implementation with your own function that accesses your vendor-defined cache. Your 
implementation needs to:


• Open the vendor-defined cache.


• Append the contents of borrowdata of size datasize.


• Close the vendor-defined cache.


Note • Do not attempt to free the borrowdata buffer itself. It is allocated on the stack and will get popped on return from the 
callback.


This function is one of the borrow-data cache management routines, the others being ls_borrow_in and ls_borrow_init.


See Also
ls_borrow_in
ls_borrow_init


ls_borrow_return_early
int ls_borrow_return_early = 0;


This variable controls whether the vendor daemon allows a borrowed license to be returned before the borrow period is 
over.


See Also
ls_borrow_in
ls_borrow_init
ls_borrow_out


Table 5-10 • Variable Settings


Variable Setting Description


0 Do not allow borrowed licenses to be returned early. This is the default setting.


1 Allow licenses to be returned early.
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ls_client_hostid_callback
void (*ls_client_hostid_callback) () = 0;


The vendor-defined hostid (VDH) and client MAC address (aka ETHER) hostid can now be extracted from the vendor 
daemon's checkout filter (ls_outfilter) and other callbacks (ls_outod_callback, ls_inod_callback, ls_infilter, 
ls_incallback, ls_vd‐shutdown), by means of two new server-side attributes: LS_ATTR_CLIENT_HOSTID_VENDOR and 
LS_ATTR_CLIENT_HOSTID_ETHER (defined in file machind\ls_attr.h).


The ls_co_ex.c advanced toolkit example demonstrates the extraction of the MAC address(es) and the vendor-defined 
hostid of the client requesting the feature checkout, via the s_get_client_hostids sample function.


This feature is designed to work with old FlexNet Publisher clients (the oldest client tested was 11.12.1). A consequence of 
this design decision is that a new vendor daemon callback, ls_client_hostid_callback, must be implemented in a 
vendor daemon where client hostids are extracted in other callbacks such as ls_outfilter. ls_client_hostid_callback 
specifies which client hostids are required by calling the new server API  ls_attr_init_client_hostids (see the example 
implementation ls_client_hostid_callback_example in ls_co_ex.c). This ensures that additional message exchanges 
that are required to retrieve hostids from legacy clients occur before ls_outfilter is executed.


Producers should be aware that using ls_client_hostid_callback necessarily increases the number of messages 
between client and vendor daemon during checkout. Further, since a client may have multiple MAC address hostids, the 
server will retrieve up to five hostids from each client. Therefore, if both hostids are specified, a maximum of six additional 
round-trips occur between the client and the vendor daemon on a client's first checkout. This negatively affects both 
vendor daemon scalability and client first-checkout performance. Producers are therefore advised to perform their own 
performance and scalability testing when using this feature.


Clients performing an early return from a borrowed license will not have their hostids available in checkin callbacks 
ls_infilter and ls_incallback.


ls_client_removal_on_reread
int ls_client_removal_on_reread = 1;


Significant changes are introduced in the license server reread functionality from FNP version 11.14.1.0 onwards. The 
reread functionality has been enhanced to resolve the license leakage on the license server. The changes were introduced 
to disconnect the clients whose feature license are no longer valid after license server has performed reread operation. 
Previously, clients always stay in connected state and keep using feature license, which is no longer valid on license server 
after reread has been performed.


The changes were introduced in the following phases:


• First phase, in FNP version 11.14.1.0, has introduced the change, which disallowed clients to further use the feature 
license if newly deployed license file no longer supports it. It can be because of any reason mentioned below occurred 
on the license pool used for feature checkout:


1. The license pool no longer exists.


For example:


• CLIENT1 and CLIENT2 have checked out licenses from INCREMENT line having VENDOR_STRING as "abc".


INCREMENT f1 demo 1.0 1‐jan‐2020 8 VENDOR_STRING="abc" SIGN=9BFAC03164ED


• License file is edited with VENDOR_STRING changed from "abc" to "def". CLIENT1 and CLIENT2 are no longer 
allowed to further use the same license.
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INCREMENT f1 demo 1.0 1‐jan‐2020 8 VENDOR_STRING="def" SIGN=afb303162056


2. The number of licenses are decreased from same license pool.


For example:


• Each license of the below INCREMENT line is checked out by CLIENT1 and CLIENT2 sequentially.


INCREMENT f1 demo 1.0 1‐jan‐2020 2 SIGN=eda701122006


• In edited license file the license count is decreased by 1. As a reason, CLIENT2 is no longer allowed to use the 
feature license.


INCREMENT f1 demo 1.0 1‐jan‐2020 1 SIGN= bfc32010132


• Second phase, in FNP version 11.16.2.0, the scope further extended to options file exclusion lists. If new edited option 
file disallows the feature license for the client, then after reread server will disallow to use the feature licenses.


For example:


• Following was the INCREMENT line and option file used by license server. John has checked out both the license 
one after another from separate client applications.


INCREMENT f1 demo 1.0 1‐jan‐2020 2 SIGN=eda701122006


Option File: RESERVE 1 f1 USER john


• Option File is edited and now reservation is moved to Daniel. Client application, which has checked out the 
license from reserve pool, will lose the license as reservation is now moved to Daniel. The license for other client 
application will stay intact.


Option File: RESERVE 1 f1 USER Daniel


Server reread functionality validates again every client and its related checked out features. If any of the feature license 
fails authentication then license server drops client. The license server re-authenticates the checkout request for the 
features, if sent again by client. This complete process may impact server performance if higher number of clients gone 
through it.


Vendor daemon can be customized to move back pre FNP 11.14.1 reread behavior with vendor variable 
ls_client_removal_on_reread.


The vendor variable can be used to switch server behavior between previous and latest reread behavior.


The following values are supported. Specify any one of the values:


Table 5-11 • Value Setting


Value Description


1 It is the default value. The license server is enabled with latest reread functionality and clients 
feature license will be re-authenticated during server reread.


0 License server will use archive reread functionality and clients keep using feature licenses even if 
no longer valid.
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ls_do_checkroot (UNIX Only)
int ls_do_checkroot = 0;


To require that your vendor daemon be running on a file system that has its root directory as the “real” root directory of the 
disk, set this option. This prevents a user from cloning part of the UNIX file hierarchy and executing the daemon with a 
chroot command. If this were done, the vendor daemon locking would be bypassed and the user could run as many copies 
of your vendor daemon as desired.


Note • Theft by using chroot is an obscure, difficult kind of theft. This is because the user must have root permission, and 
setting up a phony root directory is a non-trivial task. It requires that the necessary parts of the OS from /etc, /dev, /bin, and 
so on be copied into this phony root directory and is an ongoing administrative hassle.


The check performed by ls_do_checkroot will fail on a diskless system. This prevents diskless systems from acting as 
vendor daemon. Running license daemons on diskless nodes is not recommended, but if you choose to support this, you 
need to set ls_do_checkroot to 0.


For improved security, set ls_do_checkroot to 1. To minimize confusion and support calls when your users are running on 
diskless nodes, set ls_do_checkroot to 0.


ls_dump_send_data
int ls_dump_send_data = 0;


This variable controls the debug output of transmitted daemon data. It should normally be left set to 0.


ls_hud_hostid_case_sensitive
int ls_hud_hostid_case_sensitive = 0;


This variable controls the case sensitivity for hostid types HOSTNAME, DISPLAY, and USER in the context of a served, node-
locked license during hostid authentication. When ls_hud_hostid_case_sensitive is set to 0, the values for HOSTNAME, 
DISPLAY, and USER hostids are treated as case insensitive. When set to 1, these values are treated as case sensitive.


The setting of this variable does not control case sensitivity in the context of verifying host names, displays, or user names 
for the purposes of duplicate grouping.


The default setting is 0 (case insensitive).


ls_single_xver_signature
int ls_single_xver_signature = 0;


The X-version signature is used to customize X-version usage for legacy clients by serving all the checkout requests from 
legacy clients. The behavior of the vendor variable is described in the following:


• When the variable is set to 0, multiple versions of the FlexEnabled application, each based on a different version of 
FlexNet Publisher, take a designated version mentioned in the feature line and can be supported with one license file. 
The default value is 0.
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Example: To support four separate version signatures (current, v7.1, v8.1, and v11.4), the feature definition line looks 
something like this:


FEATURE f1 demo 1.0 permanent 5 TZ=SERVERTZ SIGN=0 V7.1_SIGN=0 V8.1_SIGN=0 V11.4_SIGN=0. 


• When the variable is set to 1, the cross-version mentioned in the FEATURE line serves all the checkout requests from 
legacy clients irrespective of the client version.


Example: To support four separate version signatures (current, v7.1, v8.1, and v11.4), the feature definition line looks 
something like this:


FEATURE f1 demo 1.0 permanent 5 TZ=SERVERTZ SIGN=0 V11.4_SIGN=0.


ls_ts_recovery
void (*ls_ts_recovery)() = 0;


To install a vendor-defined automatic recovery mechanism callback routine, initialize ls_ts_recovery with a pointer to 
your routine. The automatic recovery callback is called with no parameters. The callback may be called when vendor 
daemon reads trusted storage and all the fulfillment records including the fulfillments activated from Backoffice server are 
untrusted. 


Note •  Follow the Best Practices for Recovering Trusted Storage in White Paper, which provides the details of configuration 
and usage of ls_ts_recovery.


See Also


White Paper: Best Practices for Recovering Trusted Storage


ls_use_all_feature_lines
int ls_use_all_feature_lines = 0;


The variable causes your vendor daemon to process every FEATURE line in the license file as an INCREMENT line. 


With ls_use_all_feature_lines set to a non-zero value, any old FEATURE lines which you may have shipped will now be 
“legal,” so, for example, if you had shipped a FEATURE line with a count of 5, then upgraded it with a new line with a count of 
7, your users would now be able to use 12 licenses.


Note • License borrowing depends on the INCREMENT line, so if you use ls_use_all_feature_lines, then license borrowing will 
not be available to you.


See Also
FEATURE and INCREMENT Lines


ls_use_exclusive_commRev4
int ls_use_exclusive_commRev4 = 0;
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This variable can be set to 1 for vendor daemon to authenticate and communicate with commRev4 messages only.


ls_user_lockfile
char * ls_user_lockfile = (char *)NULL;


By default, only one instance of a vendor daemon with the same name can run on the same system at one time; a lock file is 
used to prevent multiple copies from executing at the same time. 


The default lock file names are—


• UNIX—/var/tmp/lockvendor. On some systems, including DEC Alpha, the location is 
/var/tmp/.flexlm/.lockvendor. 


Note • It is not recommended to have /var/tmp on a shared network drive for FlexNet Publisher licensing.


• Windows—C:\flexlm\vendor


—where vendor is the vendor daemon name, as on the VENDOR line in the license file.


To change the location of the lock file, set ls_user_lockfile to the new location. If ls_user_lockfile is NULL, the default lock 
file will be used. Express the lock file name as the file’s full path name.


Usage Guidelines for Vendor Daemon Synchronization


Windows Platforms


• If one or more vendor daemons involved in the synchronization are earlier than version 8.2, use this mechanism for all 
daemons in the group.


• If all vendor daemons involved in the synchronization are version 8.2 or later, see ls_user_lock (Windows only).


UNIX Platforms


• Use this mechanism regardless of vendor daemon version.


ls_user_lock (Windows only)
char *(*ls_user_lock)() = NULL;


By default, only one instance of a vendor daemon with the same name can run on the same system at one time. To prevent 
multiple vendor daemons that have different vendor names from running simultaneously, use this callback mechanism.


Initialize ls_user_lock with a pointer to your routine that returns a string containing either one lock name or a list of space 
delimited lock names. The lock names are used in a lock-out mechanism to prevent multiple copies of the vendor daemon 
from running on the same system. Lock names have the following restrictions:


• The maximum number of lock names supported per vendor daemon is 30. 


• Each lock name can contain a maximum of 179 characters and any ASCII character except “/”, “\”, or space.


• Lock names are case sensitive.
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Any other vendor daemon using one or more of these lock names is prevented from running on the same system at the 
same time. The default value includes one lock name: the name of the vendor daemon. If ls_user_lock is NULL, then this 
default lock name is used.


This mechanism is provided as a callback so that the set of lock names can be constructed at run time, rather than 
appearing as a literal string in the binary for a hacker to find and change.


Example


The following code is an example of a vendor-defined callback function. This example returns a string of three lock names: 
TOM, DICK, and HARRY. 


char* MyCallBackFunction()


{


/* Return a string constructed dynamically at runtime.


For the purposes of this example, a static string is returned.


*/


return ("TOM DICK HARRY");


}


This callback is registered using the ls_user_lock identifier:


char *(*ls_user_lock) () = MyCallBackFunction;


The callback function can be included directly in machind\lsvendor.c or can be linked in from another object file during 
the vendor daemon build process. 


Usage Guidelines for Vendor Daemon Synchronization


Windows Platforms


• If all vendor daemons involved in the synchronization are version 8.2 or later, use this mechanism for all daemons in 
the group.


• If one or more vendor daemons involved in the synchronization are earlier than version 8.2, see ls_user_lockfile.


UNIX Platforms


This mechanism is not applicable; see ls_user_lockfile.

78 Company Confidential FNP-11170-PRLF00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for License File–Based Licensing







6


The License File: Overview

This chapter provides an overview of the license file format and examples of license file types. When you have an idea of the 
license model for your FlexEnabled application, go to the section titled License File Syntax for specific syntactical 
information.


License File Format
A license file consists of the following sections:


• SERVER line—This line appears in the license file if a license server is used. The SERVER lines contain information 
about the systems where the license server manager is running. 


• VENDOR line—This line appears in the license file if a license server is used. The VENDOR line contains information 
about the vendor daemon that runs on the license server.


• USE_SERVER line—A USE_SERVER line, if used, usually follows the SERVER line and indicates that a FlexEnabled 
application should not process the rest of the license file itself, but should check out the license directly from the 
license server.


• PACKAGE line—This section defines how individual FlexEnabled components are grouped into packages. 


• Feature definition lines—This section includes information that entitles feature usage, whether the features are used 
individually or as components in a package. This information is required in a license file read directly by the license 
server or otherwise does not contain a USE_SERVER line. The following types of feature definition lines are described in 
this section:


• FEATURE line—Defines the individual feature.


• INCREMENT line—Adds additional configuration to a FEATURE or INCREMENT line with the same feature name.


• UPGRADE line—Upgrades the licenses for an existing feature name.


Vendors and license administrators read the license file to understand how the license behaves; for example, what features 
are FlexEnabled, the number of licenses, whether these features are node-locked, if the features are demo or regular, and 
so on. 
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The SERVER hostids and all keywords in the feature definition line, except the vendor daemon name and lowercase 
keyword=value pairs, are encrypted into the signature for that feature definition line. If this information is changed, an 
LM_BADCODE error is returned when the FlexEnabled application tries to check out a license for that feature. 


These are the only data items in the license file that can be edited by the license administrator:


• Host on the SERVER line


• Port numbers on the SERVER or VENDOR lines


• Path names on VENDOR lines


• Options file path names on VENDOR lines


• Lowercase keyword=value pairs on feature definition lines


Any amount of white space can separate the components of license file lines. Data can be entered using any plain text 
editor. Publishers can therefore distribute license data over fax or telephone.


Eight-bit, Latin-based characters are fully supported in license files, options files, log files, and client environments.


See Also
Software Publisher Utility Programs for information on the license generation utility lmcrypt
lc_cryptstr in the C/C++ Function Reference for generating licenses with a C function call


Hostids for Supported Systems
A hostid is a means used to uniquely identify a specific system. A hostid is used in the following contexts:


• License—The license is bound to one or more hostids. They are used to define which FlexEnabled client can run your 
application. 


• License server—A hostid used to define which system is authorized to run a license server that serves licenses to your 
FlexEnabled application.


Each platform supports one or more methods of determining its hostid. You need to determine which hostid types you 
accept for each platform you support.


The lmhostid utility prints the default hostid that FlexNet Publisher expects to use on any given platform. FlexNet 
Publisher supports platform-specific as well as vendor-defined hostids. In addition, there are a number of special hostid 
types that apply to all platforms. These special hostid types can be used on either a SERVER line or a feature definition line, 
wherever a hostid is required. Vendor-defined hostids are discussed in Using Vendor-Defined Hostids on page 153.


The decision to use a particular hostid is made in the license file rather than the FlexEnabled application. However, there 
are occasions when the FlexEnabled application may want to determine a hostid type specified in a particular feature 
definition line, for example, to detect the usage of special hostid types such as DEMO and ANY. The Flexible API function, 
lc_auth_data, called by the application, provides this information.
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See Also
Hostids
SERVER Lines
FEATURE and INCREMENT Lines
Intel Pentium III Hostid (HOSTID_INTEL)
The following Flexible API functions in the C/C++ Function Reference:
lc_auth_data
l_new_hostid
lc_free_hostid


License File Types
The information in the license file affects how the contents are interpreted. The following sections show examples of the 
following types of licenses. See the /examples/licenses directory in the toolkit for additional examples.


• Simple, Uncounted License


• Simple, Expiring License


• Simple Floating (Counted) License


• Floating with Three-Server Redundancy


Simple, Uncounted License
The following figure shows a simple, uncounted license.


Figure 6-1: Simple, Uncounted License  


• Uncounted licenses have unlimited use on the hostid specified and require no server.


• When the expiration date is permanent (or if a date is specified with a year of “0”), the license never expires.


• This license supports versions 0.0–2.0 (inclusive).
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Simple, Expiring License
The following figure shows an expiring demo license.


Figure 6-2: Expiring License  


• This license expires on March 3, 2020. Specify the year using four digits, as in 1‐jan‐2018.


• The ANY hostid indicates that this license allows feature f2 to run on any system.


Simple Floating (Counted) License
The following is an example of a simple, floating (or concurrent) license:


SERVER myhost 17003456 2837


VENDOR demo


FEATURE f1 demo 2.0 permanent 9 SIGN=<...>


• SERVER and VENDOR lines are required for counted licenses


• Unexpiring


• Floating, meaning that it runs on any node. There is no hostid defined on the feature definition line.


• Limited to nine concurrent licenses


• Server restricted to hostid 17003456. To remove this restriction, use hostid of ANY (for example, SERVER myhost ANY 
2837).


• A specific TCP/IP port is specified, 2837, for the license server connection.


The breakdown of the SERVER and VENDOR lines is illustrated in the following figure.
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Figure 6-3: SERVER and VENDOR Lines  


• The host name can be changed by the license administrator. If host name is this_host, clients running on the same 
node as the server will work. Clients on other nodes fail unless the host name is changed, or the clients use @host (or 
port@host if a port number is specified on the SERVER line) to find the server.


• Because a vendor_daemon_path is not specified in the VENDOR line, the license server manager lmadmin uses the 
license server root directory (or for lmgrd, the $PATH environment variable in its environment) to find the vendor 
daemon binary.


• Nothing else can be changed on these two lines. Everything else is authenticated by the signature.


Floating with Three-Server Redundancy
The follow is an example of a floating license configured for three-server redundancy.


SERVER pat 17003456 2837


SERVER lee 17004355 2837


SERVER terry 17007ea8 2837


VENDOR demo


FEATURE f1 demo 1.0 1‐jan‐2020 10 SIGN=<...>


FEATURE f2 demo 1.0 1‐jan‐2020 10 SIGN=<...>


A three-server redundant configuration is specified. This is a set of three server nodes, any two of which must be running 
for the vendor daemon to server licenses.


• Three SERVER lines and one VENDOR line required.


• All three servers communicate using the same TCP/IP port.


• Two features are FlexEnabled: f1 and f2.


• Expires on January 1, 2020.


• Floating, meaning that it runs on any node. No hostid is defined on the feature definition lines.


• Limited to 10 concurrent licenses for each feature.
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License in a Buffer
The license rights do not need to be defined in a license file. They can be specified as a literal string anywhere a license file 
name can be used (such as in a license search path). The actual text of the license file is specified with START_LICENSE\n as 
a prefix, and \nEND_LICENSE as suffix, where the embedded new lines are required. 


In the following license search path, the third component is a literal text string containing the actual feature definition line.


setenv VENDOR_LICENSE_FILE file1: file2: START_LICENSE\n\


FEATURE f1 demo 1.0 permanent uncounted HOSTID=ANY \


VENDOR_STRING=\"Acme Inc\" SIGN=50A35101C0F3\n\


END_LICENSE


The following example shows this usage in a call to the lc_set_attr function inside the application:


lc_set_attr(job, LM_A_LICENSE_DEFAULT, (LM_A_VAL_TYPE)


"START_LICENSE\n\


FEATURE f1 demo 1.0 permanent \


uncounted HOSTID=ANY \


VENDOR_STRING=\”Acme Inc\" SIGN=50A35101C0F3\n\


END_LICENSE”);


If all users for a particular software publisher have the same license file, it is convenient to store it in a character buffer in 
the program, rather than in a license file, which would require the publisher to distribute an extra file that might get 
misplaced.


For example, a library may be used to read a particular format file. If the file includes the name of the company that 
generated the data, a license can guarantee that only files generated by this company can be read by the library, by 
matching the name in the VENDOR_STRING=“...” field, (in conjunction with using lc_auth_data or LM_A_CHECKOUTFILTER).


Sorting Licenses During Initialization
When FEATURE or INCREMENT lines are loaded into memory, they are sorted based on an algorithm that looks at various 
attributes. During the checkout process, features that are earlier in the sort order are evaluated before those that are later 
in the sort order. 


By default, FEATURE and INCREMENT lines from trusted storage appear at the beginning of the sort order. FEATURE and 
INCREMENT lines from license files appear later. Within these two groups, features are sorted by the order that each line is 
listed.


The following table describes the features retrieved during the initialization process. 


Table 6-1 • Sample Feature before Loaded into Memory


Features in Trusted Storage Features in License Files


F1ts F1lf


F3 F2


F5 F4
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When loaded into memory, these features are sorted as follows: 


You can change this sort order using the following two methods:


• Change the LM_A_SORT_TS_FIRST attribute using the lc_set_attr function. 


• Define the sort value for one or more FEATURE or INCREMENT lines to define the position in the sort order.


Using the LM_A_SORT_TS_FIRST Attribute


By default, the LM_A_SORT_TS_FIRST attribute is set to 1. When you change this value to zero (0), the sort order rules are as 
follows: 


1. The contents of license files are sorted, first. Features are grouped by the license file that they are read, and then they 
are sorted within each group. They are not merged into one single group and sorted as a whole.


2. Features are sorted based on the sort attribute for each feature. This attribute is described in the following section.


3. Features are sorted alphabetically by feature name.


4. FEATURE lines are sorted before INCREMENT lines.


5. Uncounted licenses are sorted before counted licenses.


6. Lower feature versions are sorted before higher feature versions.


7. Issued date, in reverse order. More recent dates are sorted before older dates.


The date is taken from the ISSUED attribute or START attribute for each FEATURE in the license file.


8. The order that the FEATURE or INCREMENT line appears within the license file is otherwise maintained.


Using the sort Attribute


You can also change the sort order by defining the sort attribute for each FEATURE and INCREMENT line. The value defined 
for the sort attribute identifies the relative position of that feature in the sort order. For example, features with a sort 
value of 25 will be sorted before those with a sort value of 50. Unless explicitly defined, the sort value for each feature is set 
to 100. The value range for the sort attribute is 0 through 255. If you specify a value higher than 255, the encryption process 
converts it to 255. 


Table 6-2 • Sample Feature After Loaded into Memory


Features in Memory


F1ts


F3


F5


F1lf


F2


F4
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There is an interdependency between the sort attribute and the LM_A_SORT_TS_FIRST attribute. When the 
LM_A_SORT_TS_FIRST is set to 1 (the default value), all FEATURE and INCREMENT lines obtained from trusted storage are 
sorted as if they had sort value of zero (0). This ensures that they will appear first in the sort order. If you want FEATURE and 
INCREMENT lines from license files to appear before those from trusted storage, you can accomplish this in the following 
ways:


• Disable the LM_A_SORT_TS_FIRST attribute by setting it to 0 and then define the sort attribute to the FEATURE and 
INCREMENT lines of interest. See the previous section for the sort order rules when this attribute is set to 0. 


• Leave the LM_A_SORT_TS_FIRST attribute at the default value (1), and then set the sort attribute to 0 for each FEATURE 
and INCREMENT lines of interest. 
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License File Syntax

This chapter is a reference for license file syntax. It is divided into sections which correspond to the different license file 
sections as outlined in License File Format. For an overview of license files, see License File Types.


Table 7-1 lists the license file sections described in this chapter.


Table 7-1 • License File Sections 


Section Synopsis


General Syntax Description Syntax rules common to all sections.


Server Information


SERVER Lines Contains information about the systems running the license server.


VENDOR Line Contains information about the vendor daemon that runs on the license 
server.


USE_SERVER Line Forces the FlexEnabled application to access the license servers in preceding 
SERVER lines to check out licenses.


Package Information


PACKAGE Lines Provides a way to license a set of FlexEnabled components into one package.


License Rights Information


FEATURE and INCREMENT Lines Describes the FlexEnabled features available for the specified vendor’s 
products.


UPGRADE Lines Creates a new version of the license, thereby replacing the older one.
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General Syntax Description


Comment Lines
It is a convention that comment lines begin with the pound (#) character. However, all lines not beginning with a license file 
keyword are ignored and are considered comment lines.


Line Continuation
Long lines are broken up by a back-slash (\), the line continuation character. The following example shows use of the line 
continuation character.


FEATURE f1 demo 1.0 permanent 5 HOSTID=adfe2345 \


SIGN=123456789012


SERVER Lines
SERVER host hostid [port] [PRIMARY_IS_MASTER] [HEARTBEAT_INTERVAL=seconds]


A SERVER line specifies the name and hostid of the license server and, optionally, the TCP/IP port number through which to 
communicate to the license server manager lmadmin (or lmgrd). A license file may have one SERVER line or three SERVER 
lines (in the case of a three-server–redundant configuration). The SERVER node name in the license file can be any network 
alias for the node.


Table 7-2 • SERVER Line


SERVER Line Input Description


host String returned by the UNIX hostname or uname ‐n commands, or an IP address. The 
license administrator can edit this value. The IP address is recommended for sites where 
NIS or DNS have trouble resolving a host name, or if the server node has multiple 
network interfaces, and hence multiple host names.


this_host can be used when the host name is unknown. This enables the license 
administrator to install the application and start the license server. FlexEnabled 
applications on the same host as the license server work fine. FlexEnabled applications 
on other systems need to set LM_LICENSE_FILE or VENDOR_LICENSE_FILE to port@host 
or @host to find the license server, or this_host can simply be edited to the real host 
name. 


lminstall will automatically change this_host to the real host name when 
appropriate.
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hostid Case-insensitive string returned by the lmhostid command.


Only one hostid is allowed.


Alternate special hostids can also be specified here, including ANY, HOSTNAME=host, and 
so on. See the Hostids chapter for information about expected and special hostids, and 
Using Vendor-Defined Hostids for vendor-defined hostids.


For virtualization support, refer to Chapter 19, Virtualization. 


Caution • If the INTERNET hostid is used on the SERVER line, wildcards should not be 
allowed in the IP address. If wildcards are used, the user could easily start license server 
managers on more than one node and obtain additional licenses.


port TCP/IP port number to use. The license administrator can edit this value either directly 
in the license file or using lmadmin. In the latter case, the port number specified in 
lmadmin takes precedence over any port set in the license file, either before or after the 
port is specified using lmadmin. Therefore, editing the port number using lmadmin is 
only recommended if no port number is specified in the license file. If a port number is 
already specified in the license file and the port is subsequently changed in lmadmin, 
during the next restart the vendor daemon will exit with a “port mismatch” error.


A valid number is any unused port number in the range 1 to 65535. On UNIX, choose a 
port >1024, since those <1024 are privileged port numbers.


If you specify a port number greater than 65535, the client fails to establish a connection 
with the license server manager (lmadmin or lmgrd).


If not specified, the license server will automatically use the next available port number 
in the range 27000 to 27009. Applications, when connecting to a server, try all numbers 
in the range 27000 to 27009.


SERVER lines that define the license servers in a three-server redundancy configuration 
must include a port number.


Note • Those producers concerned about potential DoS attacks based on knowledge of 
common license server ports may want to consider specifying a server port outside the 
range 27000 to 27009.


Table 7-2 • SERVER Line


SERVER Line Input Description
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Note • The SERVER line must apply to all lines in the license file. It is permitted to combine license files from different vendors, 
but only if the SERVER hostids are identical in all files that are to be combined. A license search path can be used if hostids are 
not identical, but refer to the same system.


See Also
License Administration Guide
HOSTID
Using Three-Server Redundancy
Using Vendor-Defined Hostids


VENDOR Line
VENDOR vendor [vendor_daemon_path] [[OPTIONS=]options_file_path]


[[PORT=]port]


PRIMARY_IS_MASTER For a three-server redundant configuration, the PRIMARY_IS_MASTER keyword indicates 
how master control is transferred between the primary and secondary servers. 


• If this keyword is used and the primary server goes down, the secondary server 
becomes the master and transfers control back to the primary server when the 
primary server comes back up. 


• If not used and the primary server goes down, the secondary server becomes the 
master and remains the master even when the primary server comes back up. 


If both primary and secondary servers go down, licenses are no longer served. In no 
instance does the tertiary server become the master.


This parameter is optional and is placed on the first SERVER line in the license file. You 
must be running a version 10.8 or later vendor daemon to use this parameter. 


HEARTBEAT_INTERVAL=
seconds


For a three-server redundant configuration, this keyword indicates how long a server 
waits to receive a heartbeat from another server in the configuration before shutting 
itself down. seconds is used in the following equation to calculate the timeout:


timeout = (3 x seconds) + (seconds - 1)


If not specified, the default value for seconds is 20, equating to a timeout of 79 seconds. 
Valid values for seconds are 0 through 120.


This parameter is optional and is placed on the first SERVER line in the license file. You 
must be running a version 10.8 or later vendor daemon to use this parameter. 


Table 7-2 • SERVER Line


SERVER Line Input Description
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The VENDOR line specifies the name and location of a vendor daemon, as well as the location of the options file.


UNIX Examples
VENDOR acmed


VENDOR acmed /etc/acmed


VENDOR acmed /etc/acmed options=/usr/local/licenses/acmed.opts


Windows Examples
VENDOR acmed C:\Windows\system\acmed.exe


VENDOR acmed C:\Windows\system\acmed.exe \


OPTIONS=C:\licenses\acmed.opts


USE_SERVER Line
USE_SERVER


USE_SERVER takes no arguments and has no impact on the server. When the FlexEnabled application sees a USE_SERVER 
line, it ignores everything in the license file except the preceding SERVER lines. In effect, USE_SERVER forces the application 
to behave as though LM_LICENSE_FILE were set to port@host or @host. USE_SERVER is recommended because it improves 
performance when a license server is used.


Table 7-3 • VENDOR Line Specifications


VENDOR Line Input Description


vendor Name of the vendor daemon used to serve at least some features in the file.


vendor_daemon_path Path to the executable for this daemon. 


If not specified and lmadmin is used as the license server manager, the vendor daemon 
locations can be set from the Vendor Daemon Configuration tab of the interface. By default, 
lmadmin will search for vendor daemons from the license server root directory. 


If not specified and lmgrd is used as the license server manager, lmgrd uses its own PATH 
environment variable, plus the current directory, to find the vendor daemon.


options_file_path Path to the options file for this vendor daemon.


If unspecified, the vendor daemon will look for a file called vendor.opt (where vendor is the 
vendor daemon name) in the same directory where the license file is located. If found, this 
file is used as the options file. 


port Vendor daemon TCP/IP port number.


A valid number is any unused port number in the range 0 to 65535. On UNIX, choose a port 
>1024, since those <1024 are privileged port numbers.


If port is not specified or if a port value of 0 is specified, an ephemeral port is chosen by the 
operating system at run-time. Sites with Internet firewalls need to specify the TCP/IP port 
number the daemon uses. If a TCP/IP port number is specified on the VENDOR line, there 
may be a delay restarting the vendor daemon.
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The advantages to USE_SERVER are that the application’s license file:


• Does not need to match the license file that the server uses.


• Requires only SERVER and USE_SERVER lines.


FEATURE and INCREMENT Lines
FEATURE|INCREMENT feature vendor feat_version exp_date num_lic [vendor_keywords] \


[user_keywords] SIGN=sign


The FEATURE, INCREMENT, and UPGRADE lines are collectively called feature definition lines. They describe the license model 
to use with a FlexEnabled application. Each line is composed of five parts:


• FEATURE or INCREMENT—required keyword


• Positional fields—required


• Vendor keywords—optional


• User keywords—optional


• Signature—required


The optional keywords must appear after all positional fields, but can appear in any order. User keywords are not involved 
in license authentication. This means they can be modified and the license will remain valid. The signature is required to be 
last. Table 7-4 summarizes the fields and keywords that you can used on a feature definition line.


Table 7-4 • Feature Definition Line Fields and Keywords 


Keyword


Positional Fields — in required order


Feature Name


Vendor Daemon Name


Feature Version


Expiration Date


Number of Licenses


Authenticated Vendor Keywords


BORROW


CAPACITY


DUP_GROUP


FLOAT_OK
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HOST_BASED


HOSTID


ISSUED


MINIMUM


ONE_TS_OK


OVERDRAFT


START


SUITE_DUP_GROUP


SUPERSEDE


SUPERSEDE_SIGN


TS_OK


TZ


USER_BASED


VENDOR_STRING


VM_PLATFORMS


Table 7-4 • Feature Definition Line Fields and Keywords 


Keyword
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An INCREMENT line can be used in place of a FEATURE line, as well as to incrementally add licenses to a prior FEATURE or 
INCREMENT line in the license file. Only the first FEATURE line for a given feature is processed by the vendor daemon. If you 
want to have additional copies of the same feature (for example, to have multiple node-locked, counted features), use 
multiple INCREMENT lines. 


To cause multiple FEATURE lines for the same feature to be recognized and processed as INCREMENT lines, set 
ls_use_all_feature_lines (in lsvendor.c) to a non-zero value. Notify your customers if you set 
ls_use_all_feature_lines.


Important • Altering the vendor daemon impacts all applications that use that version of your vendor daemon. The original 
behavior of FEATURE line becomes unavailable to all applications that use the vendor daemon.


Character Limitations in Keyword Values


In places where a keyword value in a FEATURE or INCREMENT line is a string surrounded with double quotes (“...”), the string 
can contain any characters except the following:


• Single or double quotes (within the surrounding double quotes)


• The backslash character sequence:  \  (space+backslash+space)


• The double-backslash character sequence:  \\  (space+backslash+backslash+space) 


Authenticated Informational Vendor Keywords


ISSUER


NOTICE


SN


Unauthenticated Keywords


asset_info


dist_info


user_info


vendor_info


sort


Signature


SIGN


Table 7-4 • Feature Definition Line Fields and Keywords 


Keyword
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License Pools
INCREMENT lines form license groups, called license pools, based on the following fields and keywords:


• Feature name


• Version


• BORROW


• DUP_GROUP


• FLOAT_OK


• HOST_BASED


• HOSTID


• PLATFORMS


• TZ


• USER_BASED


• VENDOR_STRING (if configured by the vendor as a pooling component)


• VM_PLATFORMS 


If two lines differ by any of these fields, a new license pool is created in the vendor daemon, and this group is counted 
independently from other license pools with the same feature name. A FEATURE line does not give an additional number of 
licenses, whereas an INCREMENT line always gives an additional number of licenses.


Consider the following example that demonstrates license pooling:


SERVER speedy 08002b32b161


VENDOR demo


INCREMENT f1 demo 2.0 permanent 1 SIGN=2B8F621C172C


INCREMENT f1 demo 2.0 permanent 2 SIGN=2B9F124C142C


• INCREMENT—The server adds the licenses for all lines for the same feature name forming a license pool for feature f1. 
The concurrent usage limit is 3 (1 + 2).


• The first INCREMENT line could be a FEATURE line and the behavior would be the same.


In contrast, this following example shows separate pooling:


SERVER speedy 08002b32b161


VENDOR demo


INCREMENT f1 demo 2.0 permanent 1 HOSTID=80029a3d SIGN=7B9F02AC0645 


INCREMENT f1 demo 2.0 permanent 2 HOSTID=778da450 SIGN=6BAFD2BC1C3D 


• One license is available on hostid 80029a3d.


• Two licenses are available on 778da450.


• The server tracks these licenses independently in separate pools because the HOSTID fields differ.


• Because a license pool is not formed, this independent tracking works only with INCREMENT, not FEATURE, because the 
server recognizes only the first FEATURE line for a given feature name. Subsequent FEATURE lines are ignored.


A single checkout request cannot span multiple license pools. That is, if a checkout is requesting more licenses than are 
available in a single license pool, the request is denied. Consider the following example:
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SERVER speedy 08002b32b161


VENDOR demo


INCREMENT f1 demo 1.0 permanent 3 SIGN=2B8F621C172C


INCREMENT f1 demo 2.0 permanent 4 SIGN=2B9F124C142C


These lines form two separate license pools, one with three licenses for version 1.0 and one with four licenses for version 
2.0. A request for five licenses for version 1.0 is denied because neither pool has five licenses.


The license checkout behavior is slightly different when feature definition lines are configured such that they create 
multiple license pools, but the DUP_GROUP configuration is the same. For example:


INCREMENT f1 demo 1.0 31‐dec‐2020 1 SIGN=... 


INCREMENT f1 demo 1.0 31‐dec‐2020 2 SIGN=... 


A checkout request searches all license pools for an existing checkout of the feature made using the same checkout request 
identifier (in this example, it would search for the same display name). If one is found, that license is used to satisfy the 
request. If not, a new license is consumed.


FEATURE and INCREMENT Example
To illustrate the difference between FEATURE and INCREMENT, consider these feature definition lines:


FEATURE f1 demo 2.0 permanent 5 ....


FEATURE f1 demo 1.0 permanent 4 ....


They result in five licenses for version 2.0. Now, consider:


INCREMENT f1 demo 2.0 permanent 5 ....


INCREMENT f1 demo 1.0 permanent 4....


• These result in four licenses for version 1.0 and five licenses for version 2.0 and below being available, giving a total of 
nine licenses for f1.


• FEATURE lines must differ in some way. Otherwise, only one is used.


Counted vs. Uncounted
To contrast counted with uncounted licenses, consider the following FEATURE line:


FEATURE f1 demo 1.0 1‐jan‐2020 uncounted HOSTID=DEMO \


SIGN=123456789012


This feature has unlimited usage on any hostid, requires no license server and could, therefore, be a complete license file 
by itself. It also happens to be an expiring license and will not allow use of the feature after 1-jan-2020.


In contrast, because it is counted, the following feature requires a license server with a vendor daemon named demo:


FEATURE f1 demo 1.0 permanent 5 HOSTID=INTERNET=195.186.*.* \


SIGN=123456789012


It limits license usage to five users on any host with an Internet IP address matching 195.186.*.* and it never expires. It must 
be in a license file with SERVER and VENDOR lines.


See Also
Using Vendor-Defined Hostids
The following in the C/C++ Function Reference


ls_use_all_feature_lines
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ls_compare_vendor_on_increment


ls_compare_vendor_on_upgrade


ls_a_license_case_sensitive


ls_hud_hostid_case_sensitive


Feature Name
feature is the name given to the feature by the software publisher. Feature names may contain 30 characters or less. The 
supported set of characters for feature names are: lowercase letters (a-z), uppercase letters (A-Z), digits (0-9), and 
underscore (_). 


Note • Legacy applications may have used additional characters in the feature name, such as period (.), backslash ( \ ), and 
forward slash ( / ). For backward compatibility of legacy feature names these characters are supported, but are not 
recommended for new feature names. The use of hyphen ( - ) in legacy feature names is partially supported, with the following 
restrictions:


• Passing the feature version when returning a borrowed feature is not supported with feature names containing a hyphen. 
Clients that borrow such features must set the attribute LM_A_BORROW_RETURN_BY_VERSION=0.


• The lmborrowl utility must be used instead of lmborrow.


Letters in the feature name are case insensitive by default. If case sensitivity is desired, see LM_A_LICENSE_CASE_SENSITIVE 
in the C/C++ Function Reference.


Vendor Daemon Name
vendor is the vendor daemon name from a VENDOR line. It identifies the software publisher from whom this feature is 
licensed. For a counted license, the vendor value also identifies the vendor daemon that serves the feature.


Feature Version
The feat_version is the latest (highest-numbered) version of this feature that is supported by this license file. The version 
is in floating-point format, with a ten-character maximum.


The feature version defines right-to-use entitlement with versions less than or equal to the value specified in the license 
certificate. This is FlexNet Licensing’s notion of the version and is not necessarily the same as the product version. You 
assign your own meaning to the version number and test for it within your licensing code. Examples include product 
version, license version, and date-based version.


Product Version


The license version coincides with your product’s version. Entitlement is based on the product’s version being less than or 
equal to that specified in the license certificate.


The advantage of this model is that you maintain only a single version number. However, the disadvantage is that with 
each product release with a change in the version number, you may need to reissue the license certificate to your 
customers.
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License Version


The license version is independent from the product’s version. The notion of the license version is encoded inside the 
product binary. Entitlement is based on the product’s internal license version being less than or equal to that specified in 
the license certificate. The different numbers allow your customers to run a later version of the product using an older 
license certificate.


This is the most commonly used model because it gives publishers the flexibility to decide whether the license certificates 
containing older version numbers will continue to work with new product releases.


Date-Based Version


The license version is based on a date. The version of the product binary is encoded using a date-based scheme. 
Entitlement is based on the product’s internal date–based version being less than or equal to the date specified in the 
license certificate.


Note • Date-based versioning pertains to the product version and specifies which version of the product is entitled to run. This 
modifier is distinct from license start and expiration date modifiers, which specify a date range within which the entitled 
version is licensed and allowed to operate.


Using Date-Based Versioning with lmadmin


In order to use date-based versioning and enable your end users to set an alert in lmadmin based on the date-based version 
within their license files, you must use the following format for feat_version—


yyyy.mmdd


—where the date is composed of numeric characters and yyyy = year, mm = month, and dd = day.


Expiration Date
exp_date is the expiration date of the feature in the format: 


{dd‐mmm‐yyyy | permanent}


For example, 22‐mar‐2020. For no expiration, use permanent. Use four digits for the year specification. A date with a year of 
0 is equivalent to permanent: 1‐jan‐0, 1‐jan‐00, 1‐jan‐0000.


Number of Licenses
Number of licenses of this feature that the customer can use. A value greater than 0 denotes that the license is counted. Use 
uncounted or 0, for unlimited use of node-locked licenses.


BORROW
BORROW[=n]


Optional field. Enables license borrowing for a feature. The value, n, is the maximum number of hours for which the license 
can be borrowed. The default value is 168 (hours), which equates to one week. The maximum borrow period is platform 
dependent. Typically, a value under 60000 hours works on most platforms.
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BORROW licenses are susceptible to extra uses if, for example, a user stops and restarts the license server while licenses are 
borrowed. Specifying a lower value for n minimizes the possibility of extra license usage. Issue BORROW licenses only to 
trusted customers.


See Also
License Borrowing using the BORROW Keyword


CAPACITY
CAPACITY


Optional keyword. The most common use of the CAPACITY keyword is to provide capacity licensing. Capacity could be 
based on a system’s resources. This technique effectively charges more for a more powerful system. 


The CAPACITY keyword enables a checkout multiplier implemented internally in the FlexEnabled application with the 
LM_A_CAPACITY attribute. LM_A_CAPACITY is set using lc_set_attr, available in the Flexible API. If lc_checkout requests two 
licenses, and LM_A_CAPACITY is set to 3, six licenses will be checked out. Capacity licensing is implemented by adding the 
CAPACITY keyword to the FEATURE line and setting LM_A_CAPACITY in the application with:


lc_set_attr(job,LM_A_CAPACITY,(LM_A_VAL_TYPE)i);


Both components must be implemented (the CAPACITY keyword on the FEATURE line and the LM_A_CAPACITY attribute set 
in the application) for capacity licensing to be enabled. If one component is missing, checkout requests proceed without 
applying a multiplier to the requested license count. The LM_A_CAPACITY attribute must be set before the first connection 
to the server (usually lc_checkout) and cannot be reset once set.


For example, you can license your product based wholly or in part on the number of CPUs on the FlexEnabled client. 
Processors enabled with Intel’s Hyper-Threading Technology, first seen in the Intel Xeon processor family, appear as two 
logical processors to the operating system. Processors that implement Hyper-Threading Technology provide 
improvements in performance, resource utilization and processing throughput as compared to single processors without 
Hyper-Threading Technology, but the performance is not equivalent to two physical processors. System calls (such as 
GetSystemInfo) on these systems return the number of logical processors rather than the number of physical processors 
present in the system. In order to accurately calculate the number of physical CPUs, and thus, determine an appropriate 
setting for the LM_A_CAPACITY attribute, use code provided by Intel located at http://www.intel.com/cd/ids/developer/
asmo-na/eng/index.htm


DUP_GROUP
DUP_GROUP=NONE|SITE|[UHDV]


Optional field. If DUP_GROUP= is specified in the license, this parameter overrides the dup_group parameter in the call to 
lc_checkout. If not specified in the license, the dup_group parameter from lc_checkout will be used. The syntax is:


DUP_GROUP=NONE|SITE|[UHDV]


U = DUP_USER


H = DUP_HOST


D = DUP_DISPLAY


V = DUP_VENDOR_DEF


Any combination of UHDV is allowed. For example DUP_GROUP=UHD means the duplicate grouping is (DUP_USER | DUP_HOST 
| DUP_DISPLAY), so a user on the same host and display will have additional uses of a feature and not consume additional 
licenses. This keyword is valid only with counted licenses.
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FLOAT_OK
FLOAT_OK[=server_hostid]


Optional field. Enables mobile licensing using a FLEXID dongle with FLOAT_OK for a particular feature. The feature definition 
line must also be node-locked to the dongle using a FLEXID as a hostid. 


When FLOAT_OK=server_hostid is specified on a FEATURE line:


• The server_hostid must refer to the same host that appears on the SERVER line of the license file. 


• The license server can be run only on the system with the hostid (returned by lmhostid) that is the same as the 
server_hostid specified by the FLOAT_OK keyword.


• A user can run the license server, but can use only the license being served by the license server, not the node-locked 
license. Otherwise, an extra use for each FLOAT_OK license could occur. 


• The hostid on the FEATURE line containing the FLOAT_OK keyword must be only a single hostid. For multiple FlexNet ID 
dongles, use individual FEATURE lines for each dongle. 


See Also
Node-Locked to a FlexNet ID Dongle with FLOAT_OK


HOST_BASED
HOST_BASED[=n]


Optional field. If HOST_BASED appears, then licenses can be used only by hosts INCLUDEd for this feature in the options file. 
The purpose is to limit the use to particular hosts, but allow the user to determine which hosts. 


The licenses in feature definition lines that include this option are available only when there is at least one INCLUDE 
statement in the options file that specifies the feature. Note that any users specified in INCLUDEALL statements in the 
options file will also have access to any HOST_BASED features. The include list is created from all the INCLUDEALL and 
INCLUDE lines in the options file.


If =n is specified, then the number of hosts that can be INCLUDEd is limited to n. Otherwise, the limit is the num_lic field. If 
an INCREMENT appears where some licenses are HOST_BASED and some are not, the vendor daemon tracks these in separate 
license pools.


HOSTID
HOSTID="hostid1 hostid2 ... hostidn"


A hostid binds the feature to a particular host or hosts. It is a case insensitive string returned by the lmhostid utility or by 
the Flexible API function, lc_hostid. A hostid is required for uncounted licenses and is optional for counted licenses. 
Counted licenses are usually bound to the hostid of the system running the license server, in which case, the hostid is 
specified on the SERVER line of the license file or files loaded by the license server. 


A hostid list can be specified. Each hostid is space separated; quotes surround the entire list. For example: 


HOSTID="12345678 FLEXID=9‐876d321a HOSTNAME=joe"


If a list of hostids is used, the feature is granted on any one of the hostids in the list. 
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Using Wildcards in Domain Names


When using HOSTID in a FEATURE or INCREMENT line, you can use a wildcard character in the domain name. For example, the 
following value allows the feature to be checked out by any hostname in the Flexera domain:


HOSTID=HOSTNAME=*.flexerasoftware.com


When wildcards are used in license files in this way, you must alter your licensing code in your FlexEnabled application. Use 
the Flexible API function lc_set_attr to set LM_A_USE_FQDN to 1, as shown in the following example code:


(void)lc_set_attr(lm_job,LM_A_USE_FQDN,(LM_A_VAL_TYPE)1);


This configures the licensing system to use fully qualified domain names. The default, when LM_A_USE_FQDN is not 
specifically set, is to use relative distinguished names. For details, see “Flexible API Attributes” in the C/C++ Function 
Reference.


Hostid List Considerations


For uncounted licenses, the following line—


FEATURE f0 ... uncounted HOSTID="hostid1 hostid2 hostid3"


—is equivalent to the set of lines:


FEATURE f0 ... uncounted HOSTID=hostid1


FEATURE f0 ... uncounted HOSTID=hostid2


FEATURE f0 ... uncounted HOSTID=hostid3


In contrast, for counted licenses, consider the following FEATURE line that provides one license, node-locked to a hostid list. 
The one license can be used at any one time on any one of the specified hostids.


FEATURE f0 ... 1 HOSTID="hostid1 hostid2 hostid3"


However, providing the following three FEATURE lines, each with one license node-locked to one hostid, provides three 
licenses:


FEATURE f0 ... 1 HOSTID=hostid1


FEATURE f0 ... 1 HOSTID=hostid2


FEATURE f0 ... 1 HOSTID=hostid3


See Also
Hostids for information about platform-specific and special hostids.
SERVER Lines


ISSUED
ISSUED=dd‐mmm‐yyyy


Optional field. Date that the license was issued; can be used in conjunction with SUPERSEDE.


ISSUER
ISSUER="..."


Optional field. Issuer of the license. One or more consecutive embedded blank characters are converted to a single blank 
character after the feature definition line has been signed.
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MINIMUM
MINIMUM=n


Optional field. If in lc_checkout(...num_lic...), num_lic is less than n, then the server will check out n licenses.


NOTICE
NOTICE="..."


Optional field. A field for intellectual property notices.


ONE_TS_OK
ONE_TS_OK


Optional field. Allows a user connected through a remote connection to another system (using Remote Desktop 
Connection or Terminal Services) to run the FlexEnabled application. This keyword is supported with node-locked, 
uncounted licenses only. To allow the FlexEnabled application to run using the remote connection, you must define the 
license model as node-locked to the remote system and add the ONE_TS_OK keyword to the license. For example:


FEATURE f1 xyzd 1.00 1‐jan‐2020 uncounted HOSTID=ts_hostid \


ONE_TS_OK SIGN=<...> 


FEATURE f2 xyzd 1.00 1‐jan‐2020 uncounted HOSTID=ts_hostid \


ONE_TS_OK SIGN=<...> 


Without ONE_TS_OK keyword on a feature definition line, the user is denied access to the FlexEnabled application. This 
keyword works similarly to TS_OK except that it allows only one remote session to check out a feature at a time. It is 
supported on all Windows operating systems that allow remote desktop connections.


Consider the scenario where a FlexEnabled application is installed on a system with its license locked to system’s hostid. 
There are two features available: f1 and f2. 


• The application runs successfully when accessed from that system directly, regardless of whether the feature 
definition line contains the ONE_TS_OK keyword. The license is checked out as though it was a node-locked license. 


• If the feature definition line does not contain the ONE_TS_OK keyword and a user tries to run the application by 
connecting to the system through a remote connection, an error is returned.


• If the feature definition line contains the ONE_TS_OK keyword and one user runs the application from the system 
directly while another user runs the application from a remote connection, both users are successful. 


• If the feature definition line contains the ONE_TS_OK keyword and more than one user tries to run the application 
through a remote connection, the first user to check out f1 is successful. Subsequent requests for feature f1 return an 
error. However, another user can access the system through a remote connection and check out feature f2.


Important • The limitation is on the number of times a feature is checked out. More than one remote session can run the 
application, but only one session can check out a feature at a time.


If both ONE_TS_OK and TS_OK are defined in a feature definition line, the ONE_TS_OK behavior takes precedence. This 
keyword does not limit users accessing the system using the Fast User Switching feature in Windows. 
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OVERDRAFT
OVERDRAFT=n


Optional field. The OVERDRAFT policy enables you to specify a number of additional licenses that your user is allowed to use, 
in addition to the licenses they have purchased. This is useful if you want to allow your users to not be denied service when 
in a temporary overdraft state. Usage above the licensed limit will be reported by the FlexNet Manager reporting tool. 


In addition, you can determine if the user is in an overdraft condition by calling lc_get_attr(job, 
LM_A_VD_FEATURE_INFO,...). The returned structure has three members of interest related to overdraft: tot_lic_in_use, 
num_lic, and overdraft. An overdraft state is defined as tot_lic_in_use > (num_lic – overdraft). If 
tot_lic_in_use=num_lic, no more licenses are available; both the normal allotment and the overdraft allotment have 
been consumed.


PLATFORMS
PLATFORMS="plat1 ... platn"


Optional field. This enables you to restrict usage to specified hardware platforms. The platforms are defined with FlexNet 
Publisher platform names and are the same as used to license FlexNet Publisher itself: sun4_u, i86_n, and so on. The 
FlexNet Publisher Release Notes contain the currently supported platforms and their associated platform names.


The platform name can be overridden with the following:


lc_set_attr(job, LM_A_PLATFORM_OVERRIDE, (LM_A_VAL_TYPE)str);


The trailing digit in the platform name is ignored and can be optionally left off in the name.


If the platform list differs in any way for two INCREMENT lines for the same feature name, they are pooled and counted 
separately.


Examples
FEATURE f1 ... PLATFORMS=sun4_u5


INCREMENT f2 ... 1 PLATFORMS="i86_n hp700_u"


INCREMENT f2 ... 1 PLATFORMS="i86_n"


Feature f1 can be used on any Sparc station running Solaris.


Feature f2 can be used on a Windows or HP system. There is one license that can be shared between all Windows and HP 
systems and one license just for Windows. That is, at most one f2 can be used on the HP systems, and at most two f2s can 
be used on Windows systems.


If the checkout fails because it is on the wrong platform, the error returned is LM_PLATNOTLIC: “This platform not 
authorized by license.”


See Also
LM_A_PLATFORM_OVERRIDE in the C/C++ Function Reference
Release Notes
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SIGN
SIGN=signature


Required field. Signature for this feature definition line. A signature is from 12 to 20 characters long and is produced by 
lc_cryptstr in lmcrypt or by a publisher-defined utility that calls lc_crypstr. When using lmcrypt, put SIGN=0 at the end of 
each feature definition line, and lmcrypt will replace the 0 with the correct signature.


See Also
Cross-Version License Files


SN
SN=serial_num


Optional field. Useful for differentiating otherwise identical INCREMENT lines. Its only use by FlexNet Publisher is in the 
encrypted signature. 


START
START=dd‐mmm‐yyyy


Optional field. Feature start date. If the license is used before this date, the checkout fails with LM_TOOEARLY. 


SUITE_DUP_GROUP
SUITE_DUP_GROUP=NONE|SITE|[UHDV]


Optional field. Similar to DUP_GROUP, but affects only the enabling FEATURE line for a package suite. 


Note • If SUITE_DUP_GROUP is not specified, the parent will have the same duplicate grouping as the components. 


SUITE_DUP_GROUP limits the total number of users of the package to the number of licenses, and allows the package to be 
shared among the users that have the SUITE checked out. For example


PACKAGE p ... COMPONENTS="A B C" OPTIONS=SUITE


FEATURE p ... 3 ... SUITE_DUP_GROUP=UHD


In this example, SUITE_DUP_GROUP limits the number of component users to 3, and, separately, limits the number of uses of 
each component to 3. This keyword is valid only with counted licenses.


See Also
DUP_GROUP
PACKAGE Lines
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SUPERSEDE
SUPERSEDE[="feat1 ... featn"]


Optional field. Replaces existing lines in a license file. Without the optional list of features, allows publishers to sum up a set 
of INCREMENT lines in a single, new FEATURE (or INCREMENT) line, which supersedes the following:


• All INCREMENT lines for the same feature name with START or ISSUED dates earlier than the SUPERSEDE ISSUED date


• All INCREMENT lines for this same feature for which no ISSUED dates are specified


With the optional list of features, it replaces all previously issued lines for feat1 through featn.


Specifying the start date with the ISSUED keyword makes this date explicit (ISSUED=1‐jan‐2018). If the ISSUED date is set, 
then SUPERSEDE uses it; otherwise it uses the START date.


In the following two examples, the second line supersedes the first, and the first line is ignored:


INCREMENT f1 ... 1 ... ISSUED=1‐jan‐2017


INCREMENT f1 ... 4 ... SUPERSEDE ISSUED=1‐jan‐2018


or


INCREMENT f1 ... 1


INCREMENT f1 ... 4 ... SUPERSEDE ISSUED=1‐jan‐2018


In the next example, f3 supersedes f1 and f2 and causes the license file to support only f3:


FEATURE f1 ... 1 ... ISSUED=1‐jan‐2017


FEATURE f2 ... 1 ... ISSUED=1‐jan‐2017


FEATURE f3 ... 4 ... SUPERSEDE="f1 f2" ISSUED=2‐jan‐2018


Multiple INCREMENT lines for the same feature—each specifying SUPERSEDE with the same ISSUED date—will be pooled 
together rather than superseding one another. The resulting license pool will collectively supersede the older feature. For 
example, the following INCREMENT lines result in a license pool containing seven licenses for f1, collectively superseding the 
first INCREMENT line:


INCREMENT f1 ... 1 ... ISSUED=1‐jan‐2017


INCREMENT f1 ... 4 ... SUPERSEDE ISSUED=1‐jan‐2018


INCREMENT f1 ... 3 ... SUPERSEDE ISSUED=1‐jan‐2018


Note • If you use this keyword on the feature definition line, you cannot use the SUPERSEDE_SIGN keyword.


SUPERSEDE_SIGN
SUPERSEDE_SIGN={"<feature name>:<sign>" "<feature name>:<sign>" …}


SUPERSEDE_SIGN={"<package_name>:<pkg_sign>" "<package_name>:<pkg_sign>"}


Optional field. Allows you to override the license models of all feature definition lines defined by the SUPERSEDE_SIGN 
keyword. This keyword behaves similarly to the SUPERSEDE keyword except that it requires you to explicitly define which 
feature definition lines to override. 


If this is used in a FEATURE or INCREMENT line, you must specify the feature name and signature value that will be 
overridden. If this is used in a PACKAGE line, you must specify the package name and package signature value that will be 
overridden. 
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If multiple feature definition lines use the SUPERSEDE_SIGN keyword to specify the same feature name and sign value, then 
the first SUPERSEDE_SIGN instance overrides that feature’s license model. The other SUPERSEDE_SIGN instances are ignored. 
This rule applies when using this keyword in PACKAGE lines also.


Important • You cannot use both the SUPERSEDE and SUPERSEDE_SIGN keywords on the same feature definition line (or 
package line). Do not use both the SUPERSEDE keyword and the SUPERSEDE_SIGN to override the license model for the same 
feature name or package name. This may produce unexpected results.


In the following example, five feature definition lines are defined. Feature f3 contains the SUPERSEDE_SIGN keyword and 
overrides the second f1 feature definition line and the second f2 feature definition line.


INCREMENT f1 <...> 2 ISSUED=1‐jan‐2017 SIGN="0002 <...>”


INCREMENT f1 <...> 4 ISSUED=2‐jan‐2017 SIGN="00C4 <...>"


INCREMENT f2 <...> 4 ISSUED=1‐jan‐2017 SIGN="0056 <...>"


INCREMENT f2 <...> 4 ISSUED=2‐jan‐2017 SIGN="00C8 <...>"


INCREMENT f3 <...> 1 SUPERSEDE_SIGN={"f1:00C4 <...>" "f2:00C8 <...>"} ISSUED=15‐feb‐2017 \


SIGN="0082 7DCF 1473 1555 E614 2990 4219 D100 4328 1F26 C8AA 6E52 A428 CEC0 1CDF"


TS_OK
TS_OK


Optional field. Allows a user running on a Windows Terminal Server Client system to run the FlexEnabled application using 
a local license. For a node-locked uncounted license, lock the license to the HOSTID of the Terminal Server system.


For example:


FEATURE f1 xyzd 1.00 1‐jan‐2020 uncounted HOSTID=ts_hostid TS_OK SIGN=sign (node‐locked)


FEATURE f1 xyzd 1.00 1‐jan‐2020 uncounted TS_OK SIGN=sign (not node‐locked


Without the TS_OK keyword on a FEATURE line, the user is denied access to the FlexEnabled application. This keyword 
allows any number of remote sessions to run the FlexEnabled application on a Terminal Server.


Consider the scenario where a FlexEnabled application is installed on a Terminal Server system with its license locked to 
Terminal Server system’s hostid. 


• The application successfully executes directly on the Terminal Server system, regardless of whether the feature 
definition line contains the TS_OK keyword. The license is checked out as though it was a node-locked license.


• If the feature definition line does not contain the TS_OK keyword and a user tries to run the application from a 
Terminal Server Client window, an error is triggered.


• If the feature definition line contains the TS_OK keyword and one or more users try to run the application from a 
Terminal Server Client window, the license is checked out and the application can run. FlexNet Publisher does not 
limit the number of Terminal Server Clients that can use this node-locked license.


Counted licenses behave on a Terminal Server Client as they do on any other system on a network.
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TZ
TZ=[SERVERTZ | <[+‐]hh<.30|.45><:[+‐]hh<.30|.45>>>]


Optional field. Enables you to enforce license usage for a feature relative to a time zone; where the time zone is specified 
and measured relative to Greenwich Mean Time (GMT). Use TZ on a FEATURE or INCREMENT line to specify that the computer 
system on which the FlexEnabled application is running must be within a specified time zone or range of time zones, or in 
the same time zone as the license server (using the value SERVERTZ). You can also specify half (.30) and quarter (.45) time 
zones, if applicable.


Security


The implementation for served licenses uses both the time and time zone information of the FlexEnabled application for 
time zone validation. The FlexEnabled client sends the time and time zone information to the license server on every 
checkout request. The client’s time and time zone are normalized to GMT, and on success, the client’s time zone is 
validated against the time zone information specified in the license file. If the time zone information matches, the license is 
granted to the requesting client application. However, during validation of time zone information in the license server, 15 
minutes offset time is allowed between FlexEnabled client and the license server.


• Time zone values must be preceded by a + (plus) or – (minus) sign. Every + or – sign must be followed by two decimal 
digit hours h. The only cases in which you would specify values for minutes would be if specifying a half (.30) or quarter 
(.45) time zone. 


• Valid range for the TZ keyword is –12 to +13. To specify GMT as the time zone value, use either TZ=+00 or TZ=–00.


• To specify multiple time zones, use a space as a delimiter and enclose the values in quotes. If TZ keyword has a single 
value, quotes are ignored when the license file is encrypted. For example, TZ="‐06 ‐08" identifies the GMT-06:00 and 
GMT-08:00 time zones.


• To specify a time zone range, use a colon between time zone values. The from and to values for the range must use the 
same + or – sign. For example, TZ=‐06:‐08 identifies a time zone range that includes all the time zones from GMT-
06:00 to GMT-08:00.


• If the time zone range includes GMT, you must use two range specifications. For example, TZ=“–05:–00 +00:+01" 
specifies the range from GMT–05:00 to GMT+01:00, inclusive.


***The TZ keyword is not supported with decimal-format licenses. 


• SERVERTZ is a case-sensitive value that can be used with the TZ keyword to specify that the license server should serve 
licenses only if the time zone in which the client resides matches the time zone in which the license server resides. 
SERVERTZ is valid only for use with a served license model, and cannot be combined with any other values. 


Note • The time zone value is not validated in the license file, as long as the syntax is correct. For example, specifying TZ=–
07.30 will not trigger an encryption-time error, although GMT–07:30 is an invalid time zone.


If the time zone value differs in any way between two INCREMENT lines for the same feature name, they are pooled and 
counted separately.


See Also
Time Zone Licensing
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USER_BASED
USER_BASED[=n]


Optional field. If USER_BASED appears, then licenses can be used only by users INCLUDEd for this feature in the options file. 
This limits the use to particular end users, but enables the license administrator to determine which users. 


The licenses in feature definition lines that include this option are only available when there is at least one INCLUDE 
statement in the options file that specifies the feature. Any users specified in INCLUDEALL statements in the options file will 
also have access to any USER_BASED features. The include list is created from all the INCLUDEALL and INCLUDE lines in the 
options file.


If =n is specified, then the number of users which can be INCLUDEd is limited to n. Otherwise, the limit is the num_lic field. If 
an INCREMENT appears where some licenses are USER_BASED and some are not, the vendor daemon tracks these in separate 
license pools.


VENDOR_STRING
VENDOR_STRING="..."


Optional field. Publisher-defined license data. If a checkout is conditional on the contents of the vendor string, then 
LM_A_CHECKOUTFILTER is the recommended way to do this. If the VENDOR_STRING is set, you will probably also need to set 
ls_compare_vendor_* in lsvendor.c. 


The VENDOR_STRING is optionally configured as a pooling component, in which case, if the string differs in any way for two 
INCREMENT lines for the same feature name, they are pooled and counted separately.


See Also
The following in the C/C++ Function Reference:


lc_auth_data


LM_A_CHECKOUTFILTER 


LM_A_CHECKOUTFILTER_EX 


ls_compare_vendor_on_increment


ls_compare_vendor_on_upgrade


VM_PLATFORMS
VM_PLATFORMS=PHYSICAL | VM_ONLY | VM_ALL


Optional field. Enables you to specify whether feature usage should be restricted to virtual machines or restricted to 
physical machines. 


If the VM_PLATFORMS value differs in any way between two INCREMENT lines for the same feature name, they are pooled and 
counted separately.


Important • VM_PLATFORMS is not supported in the Java kit.
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The following keyword values are supported. Specify one and only one value when using the VM_PLATFORMS keyword.


See Also
Virtualization


asset_info
asset_info="..."


Optional field. Additional information provided by the license administrator for asset management. Not encrypted into the 
feature’s signature.


dist_info
dist_info="..."


Optional field. Additional information provided by the software distributor. Not encrypted into the feature’s signature.


sort
sort=nnn


Optional field. This attribute is used alone or with the LM_A_SORT_TS_FIRST attribute to override the default sorting order 
of feature definition lines. The value nnn is an integer that specifies the relative sort order. The default value for the sort 
attribute is 100. Lines with a sort order value of less than 100 are sorted before all lines without this attribute, and lines with 
a sort order value greater than 100 appear after all unmarked lines. All lines with the same number are sorted as they 
appear in the file.


To turn off automatic ordering:


• Set LM_A_SORT_TS_FIRST to zero (0) using the lc_set_attr function.


• Add sort=nnn, where nnn is the same on all lines. 


Automatic ordering does not affect the order of features returned by lc_feat_list.


For more information about configuring the license sort capabilities, see Sorting Licenses During Initialization.


Table 7-5 • VM_PLATFORMS Values


Value Description


PHYSICAL Restricts the application to run only on a physical machine; application cannot be run in a 
virtual environment.


VM_ONLY Restricts the application to run only in a virtual environment; application cannot be run on 
a physical machine. 


VM_ALL Allows running the FlexEnabled application on both physical and virtual machines (default 
behavior). This is equivalent to not specifying the VM_PLATFORMS keyword.
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See Also
Sorting Licenses During Initialization
LM_A_SORT_TS_FIRST in the C/C++ Function Reference


user_info
user_info="..."


Optional field. Additional information provided by the license administrator. Not encrypted into the feature’s signature.


vendor_info
vendor_info="..."


Optional field. Additional information provided by the software publisher. Not encrypted into the feature’s signature.


UPGRADE Lines
UPGRADE feature vendor from_feat_version to_feat_version \


exp_date num_lic [options ... ] SIGN=sign 


The FEATURE, INCREMENT, and UPGRADE lines are collectively called feature definition lines. The structure of an UPGRADE line 
is that same as a FEATURE or INCREMENT line, with the addition of the from_feat_version field. An UPGRADE line removes up 
to the number of licenses specified by num_lic from any old version (>= from_feat_version) and creates a new version 
with that same number of licenses.


UPGRADE operates on preceding FEATURE or INCREMENT lines, starting with the first one with the lowest version, whose 
version number is >= from_feat_version, and < to_feat_version.


For example, the two lines—


INCREMENT f1 demo 1.0 1‐jan‐2020 5 SIGN=9BFAC03164ED 


UPGRADE f1 demo 1.0 2.0 1‐jan‐2020 2 SIGN=1B9A30316207 


—result in 3 licenses of version 1.0 of f1 and 2 licenses of version 2.0 of f1.


And, the three lines—


INCREMENT f1 demo 1.0 1‐jan‐2020 5 SIGN=9BFAC03164ED 


INCREMENT f1 demo 2.0 1-jan-2020 4 SIGN=8BF3fb031643 


UPGRADE f1 demo 1.0 3.0 1‐jan‐2020 2 SIGN=1B9A30316207 


—result in 3 licenses for version 1.0, the original 4 licenses for version 2.0, and 2 licenses for version 3.0 (taken from the 
original group of five version 1.0 licenses).


Consider this scenario:


INCREMENT f1 demo 1.0 1‐jan‐2020 5 SIGN=9BFAC03164ED 


INCREMENT f1 demo 2.0 1‐jan‐2020 4 SIGN=8BF3fb031643 


UPGRADE f1 demo 1.0 3.0 1‐jan‐2020 10 SIGN=afb303162056 


This results in 9 licenses for version 3.0 (5 version 1.0 plus 4 version 2.0 all upgraded to version 3.0) and 1 unused upgrade.
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License Pool Considerations
Multiple UPGRADE lines applied to a set of FEATURE and INCREMENT lines can have the result of creating separate license 
pools where they did not previously exist. Subsequent checkout requests are subject to multiple license pool restrictions. 
For example:


INCREMENT f1 demo 1.0 1‐jan‐2020 8 SIGN=9BFAC03164ED


UPGRADE f1 demo 1.0 2.0 1‐jan‐2020 5 SIGN=afb303162056


UPGRADE f1 demo 1.0 3.0 1‐jan‐2020 3 SIGN=afb303162056


This upgrade scenario results in breaking up the one license pool of 8 licenses for version 1.0 into two license pools: one 
with 5 licenses for version 2.0 and one with 3 licenses for version 3.0. A checkout request of 6 licenses for version 1.0 is 
denied because neither pool has 6 licenses; whereas, before the upgrade it would be granted because of the single pool of 
8 licenses for version 1.0.


PACKAGE Lines
PACKAGE package vendor [pkg_version] COMPONENTS=pkg_list \


[OPTIONS=SUITE|SUITE_RESERVED] \


[SUPERSEDE[="p1 p2 ..."]ISSUED=date] 


SUPERSEDE_SIGN={"pkg1:pkg_sign" "pkg2:pkg_sign"} SIGN=pkg_sign


Table 7-6 • PACKAGE Lines


PACKAGE Line Input Description


package Name of the package. The corresponding feature definition line must have the same 
name.


vendor Name of the vendor daemon that supports this package (VENDOR_NAME in lm_code.h).


pkg_version Provide the version of the package. The corresponding feature definition line must 
have the same version. 


pkg_sign Signature generated by lmcrypt or the vendor’s customized license generator. 


pkg_list A space-delimited list of components. The format of each component is:


feature[:version[:num_lic]]


The package must consist of at least one component. 


version and num_lic are optional, and if omitted, their values come from the 
corresponding feature definition line. num_lic is only legal if OPTIONS=SUITE is not set. 
Examples:


• COMPONENTS="comp1 comp2 comp3 comp4"


• COMPONENTS="apple:1.5 orange pear:2.0:4"


OPTIONS=SUITE With OPTIONS=SUITE, the package FEATURE is checked out in addition to the component 
feature being checked out. See PACKAGE Line Example with the OPTIONS=SUITE 
Keyword for more details.
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The purpose of the PACKAGE line is to support different needs:


• To provide a way of distributing one line for a license file that has a large number of features, which largely share the 
same license model and keywords


• To license a product suite


A PACKAGE line, by itself, does not license anything. A PACKAGE line groups multiple components together and requires a 
corresponding feature definition line to license the entire package. The components listed are a representation of features 
available to be checked out.


A PACKAGE line can be shipped with an application, independent of any licenses. Later, you can issue one or more 
corresponding feature definition lines that will enable the package. PACKAGE lines can be kept in a separate license file. The 
path to the license file containing the package line should be specified in the application to support this transparently, 
using LM_A_LICENSE_DEFAULT.


Using the OPTIONS keyword in a PACKAGE line


You can alter the behavior of the PACKAGE line using the OPTIONS keyword. You can assign one of the following values to the 
OPTIONS keyword:


• OPTIONS keyword is not defined


• OPTIONS = SUITE_RESERVED


• OPTIONS = SUITE


OPTIONS=
SUITE_RESERVED


Reserves a set of package components. Once one package component is checked out, 
all the other components are reserved for that same user. See PACKAGE Line Example 
with OPTIONS=SUITE_RESERVED Keyword for more details.


SUPERSEDE [=”p1 p2 ...”] Optional field, but if used, use with ISSUED date. Replaces all PACKAGE lines for the same 
package name with previous or no ISSUED dates.


Note • Do not use the SUPERSEDE_SIGN and SUPERSEDE keywords in the same package 
line.


SUPERSEDE_SIGN=
{"pkg1:pkg_sign" 
"pkg2:pkg_sign"}


Optional field. Allows you to override the license models of another package line. 


Note • Do not use the SUPERSEDE_SIGN and SUPERSEDE keywords in the same package 
line. 


ISSUED=
dd-mmm-yyyy


Optional field. If ISSUED is used with SUPERSEDE, the PACKAGE line containing SUPERSEDE 
replaces all PACKAGE lines for the same package name with previous or no ISSUED dates.


Table 7-6 • PACKAGE Lines


PACKAGE Line Input Description
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PACKAGE Line Example without the OPTIONS Keyword
The lines in the following example define a package containing seven components. In this example, the OPTIONS keyword is 
not defined. The license behavior is the same as defining individual feature lines. The benefit is that you minimize the 
number of lines in the license file. Rather than creating seven separate FEATURE lines, you create only the single PACKAGE 
line. This example will be used in the following sections to describe the different license behaviors.


PACKAGE pkg demo 1.0 COMPONENTS="c1 c2 c3 c4 c5 c6 c7" \


SIGN=504091605DCF


FEATURE pkg demo 1.0 permanent uncounted HOSTID=778da450\


SIGN=DB5CC00101A7


For the PACKAGE and FEATURE lines in the example, note the following:


• The FEATURE line enables the PACKAGE line.


• Each component inherits information from the enabling FEATURE line. In this example, they all inherit the expiration 
date, number of licenses, and hostid.


• The enabling FEATURE line must match the name, version, and vendor name of the PACKAGE line.


• The PACKAGE line can be shipped with the product.


• PACKAGE lines can be shipped in a separate file that does not need to be edited by the user as long as the file is included 
in the license search path.


• These PACKAGE and FEATURE lines, together, are a more efficient way of delivering the following seven FEATURE lines:


FEATURE c1 demo 1.0 permanent uncounted HOSTID=778da450 SIGN=D03F02432106 


FEATURE c2 demo 1.0 permanent uncounted HOSTID=778da450 SIGN=99375F40FD85 


FEATURE c3 demo 1.0 permanent uncounted HOSTID=778da450 SIGN=68FAC130DB90 


FEATURE c4 demo 1.0 permanent uncounted HOSTID=778da450 SIGN=D3D617E2075A 


FEATURE c5 demo 1.0 permanent uncounted HOSTID=778da450 SIGN=5A91D6EFB68C 


FEATURE c6 demo 1.0 permanent uncounted HOSTID=778da450 SIGN=8F75798EB975 


FEATURE c7 demo 1.0 permanent uncounted HOSTID=778da450 SIGN=790545E90575 


PACKAGE Line Example with OPTIONS=SUITE_RESERVED 
Keyword


In this example, the OPTIONS keyword is defined as SUITE_RESERVED. This means that when a user checks out one of the 
components (features) defined in the COMPONENTS property, the license server automatically reserves the other features in 
the package for that user to access later. The license server records that only one license is being used by that user. All 
components in the package remain reserved for that user until all features are checked back in.


The SUITE_DUP_GROUP keyword must be specified on the FEATURE line, in conjunction with the OPTIONS=SUITE_RESERVED 
PACKAGE-line keyword, in order configure the reserved package component behavior.


PACKAGE office demo 1.0 COMPONENTS="write paint draw" \


OPTIONS=SUITE_RESERVED SIGN=00504091605D


FEATURE office demo 1.0 permanent 2 \


DUP_GROUP=NONE SUITE_DUP_GROUP=U SIGN=DB5CC00101A7
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This license file defines a package suite named office with three components: write, paint, and draw. Note that the suite 
duplicate grouping criterion, SUITE_DUP_GROUP=U, is defined in this example to the user level (the feature duplicate 
grouping criterion, DUP_GROUP=NONE, is the default and is supplied in this example for clarity). At most, two distinct users 
can be granted licenses at any one time, and when one component is checked out, the other components in the package 
are reserved for that user. This concept is illustrated in the following table with two users. 


Consider this variation where one user obtains both package licenses:


Table 7-7 • PACKAGE_SUITE_RESERVED: Example 1


License 
Checkout 
Attempt User


Requested 
Feature Result Explanation


#1 u1 write granted User u1 checks out one component, thereby reserving 
one package license.


#2 u2 paint granted User u2 checks out one component, thereby reserving 
the second package license.


#3 u1 write denied Maximum number of package licenses exceeded


#4 u3 paint denied Maximum number of package licenses exceeded.


#5 u1 paint granted A paint license is available for user u1.


#6 u1 paint denied The second paint license is checked out by user u2.


#7 u2 write granted User u2 rightfully gets the second write license.


#8 u1 draw granted A draw license is available for each user.


#9 u2 draw granted


#10 u1 or u2 draw denied Maximum number of draw licenses exceeded.


Table 7-8 • PACKAGE_SUITE_RESERVED: Example 2


License 
Checkout 
Attempt User


Requested 
Feature Result Explanation


#1 u1 write granted User u1 checks out one component, thereby 
reserving one package license.


#2 u1 write granted User u1 checks out another component, thereby 
reserving the second package license.


#3 u2 write, paint, or 
draw


denied Maximum number of package licenses exceeded
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Note that both available sets of package components are reserved for user u1 by virtue of that user initially being granted 
two identical component licenses. In the previous example, user u1 gets both of the grants for write, thereby reserving the 
rest of the components from both available packages for him. This paradigm shuts out user u2 from any of the licenses in 
the package.


Using the SUITE_RESERVED Option with Duplicate Grouping


When OPTIONS=SUITE_RESERVED is specified in the PACKAGE line, set DUP_GROUP=NONE in the component FEATURE lines. 
Specifying DUP_GROUP with any other setting masks the “reserved” feature and the behavior is as if OPTIONS=SUITE had 
been specified in the PACKAGE line. The only difference between OPTIONS=SUITE and OPTIONS=SUITE_RESERVED is when 
DUP_GROUP is set to NONE.


Consider the following license file with DUP_GROUP set:


PACKAGE office demo 1.0 COMPONENTS="write paint draw" \


OPTIONS=SUITE_RESERVED SIGN=00504091605D 


FEATURE office demo 1.0 permanent 2 DUP_GROUP=U SUITE_DUP_GROUP=U


SIGN=DB5CC00101A7


This variation has the same behavior as in A Fixed Number of Users with Unlimited Component Usage below.


See Also
LM_A_LICENSE_DEFAULT in the C/C++ Function Reference


PACKAGE Line Example with the OPTIONS=SUITE Keyword 
In this configuration, the OPTIONS keyword is defined as SUITE. This means that the total number of licenses that can be 
checked out is fixed, regardless of the feature that is checked out. 


A package suite provides more flexibility in the way floating licenses are used than just granting a license that applies to 
one feature. Within a package suite, a floating license is shared among the components in the package rather than being 
applied to one specific feature.


Various license sharing scenarios are created within this paradigm using the SUITE_DUP_GROUP and the   DUP_GROUP 
keywords. The examples given below use the U (user) duplicate grouping criterion. Other criteria—H (host), D (display), and 
V (vendor defined)—can be used to provide a finer granularity for the duplicate grouping specification. More information 
regarding duplicate grouping is found in DUP_GROUP and SUITE_DUP_GROUP.


A Fixed Number of Users with Unlimited Component Usage


In this variation, licenses are granted to a fixed number of users at any one time. Each user is granted an unlimited number 
of licenses for each suite component.


#4 u1 draw granted Both draw license are reserved for user u1.


#5 u1 draw granted


Table 7-8 • PACKAGE_SUITE_RESERVED: Example 2


License 
Checkout 
Attempt User


Requested 
Feature Result Explanation

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for License File–Based Licensing FNP-11170-PRLF00 Company Confidential 115







Chapter 7 License File Syntax
PACKAGE Lines

PACKAGE office demo 1.0 COMPONENTS="write paint draw" \


OPTIONS=SUITE SIGN=00504091605D 


FEATURE office demo 1.0 permanent 2 \


DUP_GROUP=U SUITE_DUP_GROUP=U SIGN=DB5CC00101A7


This license file defines a package suite named office with three components: write, paint, and draw. Additionally, the 
suite and feature duplicate grouping criteria, SUITE_DUP_GROUP=U and DUP_GROUP=U, are defined to the user level. At most, 
two distinct users at any one time can be granted unlimited licenses. This concept is illustrated in the following table.


A Fixed Number of Users Sharing Components


In this variation, licenses are granted to a fixed number of users at any one time. Independently, a fixed number of licenses 
are granted for each suite component at any one time.


PACKAGE office demo 1.0 COMPONENTS="write paint draw" \


OPTIONS=SUITE SIGN=00504091605D 


FEATURE office demo 1.0 permanent 2 \


DUP_GROUP=NONE SUITE_DUP_GROUP=U SIGN=DB5CC00101A7


This license file defines a package suite named office with three components: write, paint, and draw. Additionally, the 
suite duplicate grouping criterion, SUITE_DUP_GROUP=U, is defined to the user level (the feature duplicate grouping 
criterion, DUP_GROUP=NONE, is the default and is supplied in this example for clarity). At most, two distinct users can be 
granted licenses at any one time and, at most, two licenses can be granted for each suite component at any one time. When 
the licenses are consumed, no further licenses are available for checkout. This concept is illustrated in the following table.


Table 7-9 • A Fixed Number of Users with Unlimited Component Usage: Example


License 
Checkout 
Attempt User Requested Feature Result Explanation


#1 u1 write, paint, or 
draw


unlimited 
grant


Unlimited licenses available for at most two distinct 
users.


#2 u2 write, paint, or 
draw


unlimited 
grant


#3 u3 write, paint, or 
draw


denied Maximum number of distinct users exceeded.


Table 7-10 • A Fixed Number of Users Sharing Components: Example


License 
Checkout 
Attempt User


Requested 
Feature Result Explanation


#1 u1 or u2 write granted Two write licenses available for at most two distinct users.


#2 u1 or u2 write granted


#3 u1 or u2 write denied Maximum number of write licenses exceeded


#4 u3 paint denied Maximum number of distinct users exceeded.

116 Company Confidential FNP-11170-PRLF00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for License File–Based Licensing







Chapter 7 License File Syntax
PACKAGE Lines

Note that components are not reserved for a given user by virtue of that user being granted one component. In the example 
depicted above, user u1 getting both of the grants for paint does not reserve the rest of the components for him. This 
paradigm allows user u2 to get the remaining four grants: two for write and two for draw.


Sharing a Floating License


Without feature or suite duplicate grouping constraints specified in the components of package suite, a floating license is 
shared among the components of the package regardless of the number of users. Consider the following example:


PACKAGE office demo 1.0 COMPONENTS="write paint draw" \


OPTIONS=SUITE SIGN=00504091605D 


FEATURE office demo 1.0 permanent 1 SIGN=DB5CC00101A7


This license file defines a package suite named office—using OPTIONS=SUITE on the PACKAGE line—with three 
components: write, paint, and draw. One license is available and shared among the three components. When the license 
is consumed for one of the components, no further licenses are available for checkout. This concept is illustrated in the 
following table.


#5 u1 or u2 paint granted Two paint licenses available for at most two distinct users.


#6 u1 or u2 paint granted


#7 u1 or u2 paint denied Maximum number of paint licenses exceeded.


#8 u3 draw denied Maximum number of distinct users exceeded.


#9 u1 or u2 draw granted Two draw licenses available for at most two distinct users.


#10 u1 or u2 draw granted


#11 u1 or u2 draw denied Maximum number of draw licenses exceeded.


Table 7-11 • Sharing a floating license: Example


License 
Checkout 
Attempt User


Requested 
Feature Result Explanation


#1 any write, paint, or 
draw


granted One license is available for any one of the components.


#2 any write, paint, or 
draw


denied Maximum number of licenses exceeded


Table 7-10 • A Fixed Number of Users Sharing Components: Example


License 
Checkout 
Attempt User


Requested 
Feature Result Explanation
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License Models

Demo Licensing
There are many popular methods of handling demo licensing—this section discusses the most popular. However, many 
companies have unique needs, which may not be covered in this section. Contact your Flexera salesperson for a 
description of the additional types of license models that FlexNet Publisher supports.


Limited Time, Uncounted Demos
This is the most popular method of providing product evaluations. Advantages include:


• No special coding is required in the application


• No license server is required


• License installation is easy


• License files are easy to distribute, since no end user information is required.


The license file should look similar to the following:


FEATURE f1 corp 1.0 1‐jan‐2020 uncounted HOSTID=DEMO \


SIGN=AB0CC0C16807


This indicates the expiration date and the fact that it is a demo license (node-locked to HOSTID=DEMO). The product is fully 
usable until January 1, 2020. FEATURE lines like this can be preprinted with different expiration dates, and given to 
salespeople and distributors. For example, you may distribute the following file (the examples assume a vendor daemon 
named corp to avoid confusion):


FEATURE f1 corp 1.0 1‐jan‐2020 uncounted HOSTID=DEMO SIGN=AB1CC0916A06 


FEATURE f1 corp 1.0 1‐feb‐2020 uncounted HOSTID=DEMO SIGN=ABDCC0116A06 


FEATURE f1 corp 1.0 1‐mar‐2020 uncounted HOSTID=DEMO SIGN=BBDCA0D151ED 


FEATURE f1 corp 1.0 1‐apr‐2020 uncounted HOSTID=DEMO SIGN=BBDCB0E155F1 


[...]
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If the current date is February 1, 2020, then the salesperson would give an evaluator the third line, which expires in a 
month, March 1, 2020. The evaluator could simply save the FEATURE line in the license file where the product expects it, and 
then the product will run for one month.


A PACKAGE line can be used to make this even easier for multiple features. If a company ships features A through F, the 
company can initialize the licenses with:


PACKAGE all corp 1.0 COMPONENTS="A B C D E F" SIGN=B0A0F011B491


Then appending a single demo FEATURE line can enable all these features:


FEATURE all corp 1.0 1‐mar‐2020 uncounted HOSTID=DEMO SIGN=AB1CC0916A06


The FEATURE line must appear after the PACKAGE line to work correctly. 


Minimizing Fraudulent Use of Expiring Versions
FlexNet Publisher does some security checks to prevent users from setting system dates back. Though date-setback 
detection can be circumvented, most honest users (who would pay for licenses that cannot be stolen) find that working 
with incorrect system dates is annoying and too public a form of theft. For companies that are more concerned with 
security, there are several things that can be done to make date setback less feasible.


Prominently Display Expiration Date


After a successful checkout, call—


conf = lc_auth_data(job, feature)


—to get an authenticated copy of the CONFIG structure that authorized the checkout. Put the expiration date (CONFIG-
>date) in a prominent place in the interface so that the date-setback detection is more public.


Provide an Insistent Reminder


If it is an expiring evaluation version, periodically do something repetitively—perhaps a pop-up window that appears every 
few minutes that encourages the user to purchase the product.


Limited Functionality Demos
Another way to configure evaluation software is to provide a version that has limited functionality. The user can test the 
software, but has an incentive to purchase the full version in order to access the application’s complete utility.


An example of a limited-functionality version is a word processing program that alters saved files so that, when printed, the 
word EVALUATION is printed in large letters across every page. This allows evaluators full functionality, without reasonable 
utility. 


The application needs to detect that the HOSTID is DEMO for this type of evaluation, and lc_auth_data is the correct function 
to use:


CONFIG *conf; /* outline of C source */


LM_HANDLE *job;


lc_new_job(...&job);


rc = lc_checkout(job, feature ... );


if (rc) return rc; /* error handling */


conf = lc_auth_data(job, feature);
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if (conf‐>idptr && conf‐>idptr‐>type == HOSTID_DEMO)


{


/* it’s a demo license, disable some functionality... */


}


See Also
FEATURE and INCREMENT Lines
PACKAGE Lines
lc_aut_data in the C/C++ Function Reference
ls_allow_vm


Lenient Licensing: Report Log and OVERDRAFT
More and more companies prefer licensing that does not deny usage, but bills users for their usage. 


Report Log File
A report log file (which is enabled using either the lmswitchr utility or the options file) provides a relatively secure method 
of tracking license usage. See the License Administration Guide for more information about starting and managing a report 
log file.


Advantages


The advantages of this system include:


• The user is not denied usage during peak usage periods (within limits).


• The vendor can gain additional revenue over traditional floating usage schemes.


A user can limit costs resulting from overdraft usage by including a MAX_OVERDRAFT line in the options file.


Limitations


The report log file, while ASCII (so it can be easily emailed), is not human-readable. In addition, any modifications to the file 
are detected by FlexNet Manager. However, this does not mean that no tampering is possible. There are three conditions 
that must be considered:


• The user may simply lose a file (either by accident or on purpose). Files are “ended” when a license server stops and 
starts or when licenses are re-read using the lmreread utility. These sections can be lost without detecting a file 
modification, although the fact that a time period is missing can be detected. 


• A policy is needed for missing reporting periods. One example policy is “More than x hours per month of missing 
license usage entries terminates the licensing contract.”


• A similar policy will be needed for files that have been altered.


OVERDRAFT Detection
Applications may want to inform users when they are in an overdraft state. This can be done with lc_auth_data and 
lc_get_attr(... LM_A_VD_FEATURE_INFO...). lc_auth_data gives the CONFIG struct for the license that has been used for 
the call to lc_checkout, and LM_A_VD_FEATURE_INFO returns that actual overdraft state in the server.
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CONFIG *conf; /* outline of C source */


LM_HANDLE *job;


LM_VD_FEATURE_INFO fi;


if (rc = lc_new_job(...&job)) return rc; /* error */


if (rc = lc_checkout(job, feature ... )) return rc; /* error */


if (!(fi.conf = = lc_auth_data(job, feature))) /* report error */;


else


{


if (rc = lc_get_attr(job, LM_A_VD_FEATURE_INFO, (short *)&fi))


/* report this error */;


else if (fc.lic_in_use > fi.lic_avail ‐ fi.overdraft)


printf("%s Number of overdraft uses: %d\n", feature,


fi.lic_in_use ‐ (fi.lic_avail ‐ fi.overdraft));


}


See Also
OVERDRAFT
LM_A_VD_GENERIC_INFOR and LM_A_VD_FEATURE_INFO in the C/C++ Function Reference
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License Signature Configurations

This chapter provides background information on the default license signature mechanism, as well as information on 
supported license signature configurations. This chapter should be read by publishers who want to migrate from an older 
signature configuration to a newer configuration. 


Signature Types
FlexNet Publisher currently supports the following signature types:


• Non-TRL signature—Uses a proprietary, non-public-key digital signature method. Non-TRL signatures are easier to 
crack and it is more likely that a license file might some day be counterfeited. This license type has been deprecated 
but is still supported to maintain backward compatibility.


• TRL signature—Uses a standard public-key system, which reduces the risk of counterfeiting. There are two types of 
TRL signatures: 


• TRL1—Used by applications built using version 8.0 or earlier toolkits.


• TRL2—Improved TRL signature; used by applications built using version 8.1 or later toolkits. This is the default 
signature type.


For detailed information about TRL, see Introduction to TRL.
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Signature Configurations
The signature configurations supported by FlexNet Publisher have evolved over time. The following table describes the 
different license signature configurations historically supported by FlexNet Publisher. Use this table to determine the 
required parameters when upgrading to a newer configuration.


Configuration 5 is considered best practice; configuration 6 is considered second best practice. Non-TRL licenses have 
been deprecated, but are supported for compatibility reasons. Configurations 1 and 2 are no longer supported. 
Configurations 3 and 4 are not supported for new clients, but would be needed when upgrading license servers which need 
to support clients in production that are older than 10.8.6.


Configuration Elements
The elements that make up a signature configuration depend on the specific configuration. This section briefly describes 
each configuration element mentioned in Table 9-1, Signature configurations.


ENCRYPTION_SEEDS 


ENCRYPTION_SEEDs are located in machind/lm_code.h. As a general rule, when upgrading to a newer version of FlexNet 
Publisher, copy the ENCRYPTION_SEEDs from the previous lm_code.h to the new lm_code.h (unless they are no longer 
required, as indicated in Table 9-1).


Table 9-1 • Signature configurations


Signature 
Configuration Config 1 Config 2 Config 3 Config 4


Config 5
(Best 
Practice)


Config 6
(2nd Best 
Practice)


ENCRYPTION_SEEDS Not set Set Set Not set Not set Set


LM_SEEDS Set Not set Set Set Set Set


TRL_KEYS Not set Set Set Set Set Set


LM_STRENGTH DEFAULT 113/163/
239 BIT


113/163/
239 BIT


113/163/
239 BIT


113/163/
239 BIT


113/163/
239 BIT


Signature keyword SIGN SIGN SIGN and 
SIGN2


SIGN SIGN SIGN and 
SIGN2


Signature type Bespoke 
symmetric


TRL1 SIGN: TRL1
SIGN2: TRL2


TRL2 TRL2 SIGN: TRL1
SIGN2: TRL2


Signature length 
(characters)


12 60/84/120 2 x 60/84/120 60/84/120 60/84/120 2 x 60/84/120


Client version 8.1+ 7.1 - 8.1 8.1+ 8.1+ 10.8.6+ 10.8.6+


Library linkage lmgr.lib lmgr.lib lmgr.lib lmgr.lib lmgr_trl.lib lmgr_trl.lib
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LM_SEEDS 


LM_SEEDs are random 32-bit numbers that are used to generate unique, publisher-specific encryption keys. LM_SEED 
definitions are located in machind/lm_code.h.


TRL_KEYS 


You received TRL_KEY values from Flexera when you purchased the toolkit. TRL_KEY values must be set in machind/
lm_code.h. Attempting to use TRL signatures without TRL keys results in a compile-time error.


LM_STRENGTH 


LM_STRENGTH is a setting in machind/lm_code.h that defines the default signature length. The default setting is 
LM_STRENGTH_113BIT, which will result in a SIGN= keyword with 60 characters (113 bit). 


Signature Keyword 


The signature keyword in the license file holds the signature that is used to authenticate FEATURE or INCREMENT lines. 
Depending on your signature configuration, the keyword must be either SIGN or SIGN and SIGN2. 


In particular, as per Table 9-1, configuration 3 clients require licenses with the SIGN2 keyword. Changing a served license 
file from configuration 3 to configuration 4 or 5 would break these existing clients. Therefore, in order to move on from 
SIGN2, producers needs to retire or upgrade their SIGN2-based production client base. 


When producers update their clients, they should prefer configuration 5, which is the most secure and simplest license 
signature configuration. This will enable (eventual) retiring of SIGN2. If SIGN2 is still required, publishers should at least 
move to configuration 5.


For more information about the SIGN and SIGN2 keywords, see the Knowledge Base article Q111634.


Signature Type 


The signature type is either symmetric (proprietary, non-public-key digital signature) or TRL (standard public-key system). 


Signature Length 


The signature length is defined by the LM_STRENGTH value.


Client Version 


The client version denotes the earliest FlexNet Publisher version that was used to build the FlexEnabled application 
running on a client.


Library Linkage 


The standard lmgr.lib allows verification of all signature types, whereas the recommended lmgr_trl.lib allows 
verification only of TRL signatures. Flexera strongly recommends configuration 5 (or 6), where clients can verify only a TRL 
signature, to minimize the risk of counterfeiting.


Choosing the Appropriate Configuration
If your oldest client is older than version 10.8.6, Flexera recommends that you choose at least configuration 5 (best 
practice) or configuration 6 (second best practice).
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Configuration 6 is for publishers who still have SIGN2 clients in production. 


Introduction to TRL
TRL is used to reduce the possibility of counterfeit licenses. Counterfeiting is the most serious threat to application 
security. TRL offers a standard public-key system that is recognized by the security community and recommended for US 
government work (with US government export approval). The system comes from Certicom (see www.certicom.com) and 
is based upon elliptical curve cryptography (ECC), which is considered secure, fast, and efficient.


There are three different signature lengths offered. The longer the signature, the higher degree of security. The lengths of 
the SIGN= keyword in the license are:


• 60 chars (113 bits ECC)


• 84 chars (163 bits ECC)


• 120 chars (239 bits ECC)


The strength is defined by setting LM_STRENGTH in machind/lm_code.h to the appropriate value. As shipped, the FlexNet 
Publisher Licensing Toolkit has TRL enabled at the 113-bit strength, denoting a public-key length of 113 bits.


In this documentation, the term “TRL” generally refers to TRL2 licenses, unless otherwise noted. 


Public-Key Technology


Public-key is based on mathematics, not “hiding” (obfuscation), which is what is used without TRL. 


There are two tasks to be accomplished for the SIGN= keyword:


• Generate digital signature—lmcrypt


• Authenticate digital signature—application and vendor daemon


Without public-key, there is one key, which is the same key in lmcrypt that is hidden in the application and vendor 
daemon.


With public-key, there are two different keys: private and public. The private key, used only in the license generators 
(lmcrypt), generates the SIGN= keyword. The public key, used by applications and vendor daemon, authenticates the 
SIGN= keyword. It is difficult (but theoretically not impossible) to derive the private from the public key; the longer the 
signature the harder it is to derive. In practice, cracking the signatures used by FlexNet Publisher would require a large 
number of resources, considerable mathematical skill, and time.


To put this in perspective, the supplier of the elliptical curve cryptography employed by Tamper Resistant Licenses have an 
ongoing challenge with a maximum $100,000 reward to crack their cryptography. In 1999, a researcher required 195 
volunteers, 40 days of calculation, 16000 MIPS years of computation, and 740 computers located in 22 countries to solve a 
97-bit key, which is far weaker than any of the TRL options. See http://www.certicom.com for current information about 
the ongoing challenge.


Choosing a Signature Strength
This decision determines what strength of protection you want against counterfeiting: the longer the SIGN= keyword, the 
greater the protection. The strength is defined by setting LM_STRENGTH in machind/lm_code.h to the appropriate value.


Here are samples of FEATURE lines with each length:
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LM_STRENGTH_113BIT (60 chars):


FEATURE f1 xyzd 1.0 permanent uncounted 1234567890AB \


HOSTID=ABCDEF1234 SIGN="1234 5678 90AB CDEF 1234 5678 \


90AB CDEF 1234 5678 90AB CDEF 4078 D48A BC93" 


LM_STRENGTH_163BIT (84 chars):


FEATURE f1 xyzd 1.0 permanent uncounted 1234567890AB \


HOSTID=ABCDEF1234 SIGN="1234 5678 90AB CDEF 1234 5678 \


90AB CDEF 1234 5678 90AB CDEF 1234 5678 90AB CDEF 1234 \


5678 90AB CDEF 1234" 


LM_STRENGTH_239BIT (120 chars):


FEATURE f1 xyzd 1.0 permanent uncounted 1234567890AB \


HOSTID=ABCDEF1234 SIGN="1234 5678 90AB CDEF 1234 5678 \


90AB CDEF 1234 5678 90AB CDEF 1234 5678 90AB CDEF 1234 \


5678 90AB CDEF 1234 5678 90AB CDEF 1234 5678 90AB CDEF 1234 5678" 


Note • Consider TRL strength carefully. If you implement one TRL strength in an application now it cannot be changed later. 


Migrating to Tamper-Resistant Licensing
The information in this section is for publishers who want to implement TRL, for the first time, into their existing 
FlexEnabled application. This is the equivalent of moving to configuration 5 (see Table 9-1, Signature configurations).


The following components compose TRL:


• TRL keys (to be set in machind/lm_code.h)


• License file signed using TRL


• TRL-enabled vendor daemon 


• TRL-enabled application 


• TRL-enabled license generators 


If a TRL-enabled application attempts either to communicate with a non-TRL vendor daemon or to authenticate a non-TRL 
license, an error message is displayed and the application does not run. The error message informs you that either the 
license file and/or the vendor daemon is not TRL compliant.


It’s important to remember that the TRL application itself is the trigger that requires both TRL licenses and a TRL-enabled 
vendor daemon in order to run.


If your previous FlexNet Publisher toolkit (that includes client application, vendor daemon and license generation tool) was 
built with LM_STRENGTH set to LM_STRENGTH_DEFAULT ( in machind/lm_code.h), then it is not possible to upgrade to TRL. The 
upgraded server and the licenses will not work with older clients that were built with LM_STRENGTH_DEFAULT.


If your previous toolkit was built with LM_STRENGTH set to LM_STRENGTH_LICENSE_KEY, you can perform a partial migration 
which maintains backward compatibility with older clients. For more information, see Maintaining Backward 
Compatibility.


Using the Correct Client Library
The TRL-only libraries provide increased security when using TRL licenses. They prevent circumvention of TRL.
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If you use are using Tamper Resistant Licensing for your product and you do not need backward compatibility with non-
TRL-licenses, use the following client libraries: 


• On Windows: lmgr_trl.lib


• On UNIX: liblmgr_trl.a or liblmgr_pic_trl.a


FlexEnabled applications built with these libraries will work with TRL licenses only. If you try to use the FlexEnabled 
application with a non-TRL license, the checkout will fail with an "Invalid (inconsistent) license" error message.


See the Development Environment Guide for information about building the vendor daemon.


For detailed information about configurations and library linkage, see Table 9-1, Signature configurations.


If you are applying TRL to an existing product for the first time, note that you cannot use the following attribute settings 
(used to provide backward compatibility with non-TRL licenses) within FlexEnabled applications built with these libraries: 


• LM_A_SIGN_LEVEL set to zero


• LM_A_STRENGTH_OVERRIDE set to LM_STRENGTH_DEFAULT


Enabling TRL in Your FlexEnabled Application
The following procedure lists the steps necessary to create a TRL-enabled toolkit and application (configuration 5 as per 
Table 9-1, Signature configurations). Note that this procedure is a complete migration to TRL. After the migration, the new 
TRL-enabled vendor daemon can no longer serve the old licenses that were built using LM_STRENGTH_DEFAULT to the old 
client applications. For information about a partial migration which maintains backward compatibility with older clients, 
see Maintaining Backward Compatibility.


Task To create a production toolkit and application that uses tamper-resistant licensing:


1. Open machind/lm_code.h in a text editor. 


2. Locate the LM_STRENGTH line:


#define LM_STRENGTH LM_STRENGTH_DEFAULT


3. Set LM_STRENGTH to the desired value (LM_STRENGTH_xxxBIT). See Choosing a Signature Strength for a discussion on 
LM_STRENGTH values.


4. Locate the two dummy TRL_KEY lines:


#define TRL_KEY1 0x0


#define TRL_KEY2 0x0


5. Replace the two TRL_KEYs with those that you received from Flexera.


6. Save and close machind/lm_code.h.


7. Build the production toolkit using make (UNIX) or nmake (Windows). Complete details for building the toolkit are found 
in “Building the Production Licensing Toolkit” in the Development Environment Guide.


8. Enable TRL in your application by relinking it to a TRL-only library (see Using the Correct Client Library). Follow 
instructions in “Building Your FlexEnabled Application for License File–Based Licensing” in the Development 
Environment Guide.


9. Using the files from the toolkit built in Step 7, generate new TRL-enabled licenses.
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10. Ship the following components to the user:


• License file with the TRL signature


• TRL-enabled vendor daemon 


• TRL-enabled application


Maintaining Backward Compatibility
This section describes a partial migration to TRL (configuration 1 to 4 in Table 9-1, Signature configurations) which 
maintains backward compatibility with older clients. Note that Flexera strongly recommends a full migration to TRL-only 
licenses, to reduce the risk of counterfeiting.


Refer to Table 9-1 for an overview of possible migration scenarios and elements that are required for each signature 
configuration.


Client Library
If you previously used (non-TRL) licenses with the keyword LM_STRENGTH_LICENSE_KEY and are now upgrading to TRL but 
want to maintain backward compatibility with older license files, you need to link a non-TRL client library to the vendor 
daemon. This will enable the vendor daemon to serve the older licenses to the older client applications. These libraries are:


• On Windows, lmgr.lib 


• On UNIX: liblmgr.a or liblmgr_pic.a


If you previously used (non-TRL) licenses with the keyword LM_STRENGTH_DEFAULT, a partial migration to TRL is not 
possible. Instead, you would need to perform a full migration and re-issue new licenses for all clients. For more 
information, see Migrating to Tamper-Resistant Licensing.


License File
If you want the vendor daemon to serve old non-TRL licenses (with the keyword LM_STRENGTH_LICENSE_KEY) and TRL 
licenses, you need to include the old license key and the new TRL license signature (using the SIGN2 keyword) in the same 
feature line. The FEATURE line would look similar to this:


FEATURE f1 demo 1.0 permanent 4 A20045D0B095 SIGN2="003D B062 54D1 47E3 1FF6 145F \


59CE 0200 8002 FE69 0FBC F4FF AA10 FFB3 6EB3"


The highlighted hexadecimal character sequence indicates the old 12-digit license key. 


For other migration scenarios, consult Table 9-1 about the elements required in the license file.


Setting Application Attributes 
Producers who are using TRL but want to be backward compatible with non-TRL licenses should set these attributes as 
follows:


• LM_A_SIGN_LEVEL set to zero


• LM_A_STRENGTH_OVERRIDE set to LM_STRENGTH_DEFAULT
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However, producers who wish to harden their licensing applications against exploits should not set the above attributes.
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Cross-Version License Files

For software publishers that want to begin using a newer version of FlexNet Publisher while still supporting FlexEnabled 
applications that used client libraries from earlier releases, cross-version license files simplify potential deployment issues.


Normally, an application built with a particular version of FlexNet Publisher cannot validate a license that includes 
keywords introduced in a newer version of FlexNet Publisher. Cross-version licenses enable you to issue license files 
containing new licensing keywords to customers who will continue to use older versions of your FlexEnabled application 
alongside newer versions of your application.


Important • Cross-version license files are only applicable to served licenses.


When a FlexEnabled application checks out a feature from a license server, it authenticates and validates the information 
in the feature definition line against the signature. Typically, it must recognize all keywords present in the feature 
definition line in order to validate this information.


To create a cross-version license file, label each feature definition line that contains the new keyword with the older client 
library versions that you want to support. When an older FlexEnabled application authenticates the feature definition line, 
the newer keywords are ignored and it uses the version specific signature.


The following sections in this chapter provide more detail: 


• Identifying If You Need to Use Cross-Version License Files


• Implementing Cross-Version License Files


• Regenerating the License File


Identifying If You Need to Use Cross-Version 
License Files


Cross-version licensing is useful to software publishers who


• Are deploying or have deployed a FlexEnabled application that is licensed using one or more of a specified set of 
keywords (see Table 10-1).
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• Have deployed a previous version of the same application that incorporates a version of the FlexNet Publisher client 
libraries that don't recognize one of these keywords (see Table 10-1).


• Have both later (newer) and earlier versions of this FlexEnabled application actively in use at the customer site.


Cross-Version license files are not required if your clients are V11.12.0 or later.


• In clients < v11.12, the INCREMENT line received by the server is both authenticated (signature checked) and validated 
(keywords and their values are checked against the client environment). This means that a keyword sent to the client 
which is not recognized by the client causes a LM_FUTURE_FILE error. A cross version signature (with any client-
unsupported keyword removed from the signature calculation) is therefore needed to support legacy clients.


• In clients >= v11.12, all keywords are authenticated against the INCREMENT line signature as before. However, 
unrecognized keywords are not validated, meaning cross version signatures will not be needed for 11.12 and later 
clients.


Cross-Version License Scenario


Consider the following scenario. You are building a next-generation FlexEnabled application that takes advantage of a new 
feature keyword introduced in the current release of FlexNet Publisher. This keyword was not available in previous 
releases. Both the older FlexEnabled application and the new application will coexist at your customer sites and checkout 
the same feature name. Only the newer FlexEnabled application uses the new keyword.


You plan to issue a new license file containing this new keyword, but you want older (<v11.12) FlexEnabled applications to 
successfully authenticate the information in the feature definition line. The problem is that the client libraries in the older 
FlexEnabled applications will not recognize the new keyword. 


To solve this problem, you can issue a cross-version license file that serves licenses to all versions of your FlexEnabled 
applications. Without a cross-version license file, you must either redeploy each version of the application with the new 
client library or issue separate license files for each version of the application, each containing the keywords that version 
understands.


Use the table below to help determine whether cross-version license files are necessary for your FlexEnabled application. 


Version Signatures for Cross-Version License Files


Consult Table 10-1 to determine if you can apply cross-version license signatures to your existing applications. This table 
cross-references the keyword with the version of the client libraries your FlexEnabled application uses. Where a cross-
version signature can be used, the table shows the correct version signature. (Empty cells mean no cross-version signature 
is necessary.) For example, to use the VM_PLATFORMS keyword with a FlexEnabled application that uses client library version 
11.0, use the V11.4 version signature.


Table 10-1 • Version Signatures for Cross-Version License Files


Keyword


Version of Client Libraries in FlexEnabled Application


7.1-7.2 8.0 8.1-8.3 8.4
9.0-
10.8.n


11.0-
11.4.1


11.5-
11.6.1


BORROW V7.1


COMPOSITE V7.1 V8.0 V8.1 V8.4


FLOAT_OK V7.1
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Implementing Cross-Version License Files
Implementing a cross-version license file consists of the following steps:


1. From Table 10-1, determine the keyword you need to include in an existing feature definition line.


2. Rebuild your vendor daemon and license generator (lmcrypt). See the Development Environment Guide for 
information about rebuilding the vendor daemon. 


3. Regenerate your license file using the revised feature definition lines. See Regenerating the License File.


4. Link the new version of your FlexEnabled application with the FlexNet Publisher client libraries from the toolkit built in 
step 3. See the Development Environment Guide for details.


5. Deploy the rebuilt vendor daemon and your rebuilt FlexEnabled application.


6. Distribute the new cross-version license file according to your standard practice for updating your user.


See Also
LM_A_LKEY_CASE_SENSITVE in the C/C++ Function Reference:
ls_single_xver_signature


Regenerating the License File
A feature definition line in a cross-version license file contains multiple signatures. Each version-specific signature is 
generated using only those license keywords that are valid for that version.


Task To regenerate your license files:


1. Add the new keyword, as determined from Table 10-1, to the feature definition line. This becomes your cross-version 
license file.


2. Regenerate the license, using the current lmcrypt utility or a compatible license generator. 


3. Examine the new license file. 


SUITE_RESERVED V7.1 V8.0 V8.1


SUPERSEDE_SIGN V7.1 V8.0 V8.1 V8.4 V10.8 V11.4


TZ V7.1 V8.0 V8.1 V8.4 V10.8 V11.4 V11.6


VM_PLATFORMS V7.1 V8.0 V8.1 V8.4 V10.8 V11.4 V11.6


Table 10-1 • Version Signatures for Cross-Version License Files


Keyword


Version of Client Libraries in FlexEnabled Application


7.1-7.2 8.0 8.1-8.3 8.4
9.0-
10.8.n


11.0-
11.4.1


11.5-
11.6.1
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Each keyword that you append in step 1 above has been converted to one or more version-specific signatures. Each 
corresponding to a signature type in the original template. 


Examples


1. Let us assume you have 11.4, 11.6 and 11.11 clients already deployed in the field and you wish to introduce the TZ 
keyword. 


The following are the two solutions for you to choose accordingly:


• In this scenario use the V11.4 cross-version signature from Table 10-1, for the 11.4 clients, the V11.6 cross-version 
signature for 11.6 clients and the 11.11 clients understand the TZ keyword, and are fine with the non-versioned 
signature.


INCREMENT f1 demo 1.0 permanent 5 TZ=SERVERTZ SIGN= V11.4_SIGN= V11.6_SIGN= 


• Use only one cross-version signature (corresponding to the oldest client you have) and set vendor variable 
ls_single_xver_signature = 1. When set, this vendor variable ensures that any client with version < 11.12 is sent 
the first cross-version signature discovered on the increment line. ls_single_xver_signature is intended to allow 
publishers to only have to deliver two signatures in license files: one corresponding to their oldest client, and the 
non-versioned signature 


INCREMENT f1 demo 1.0 permanent 5 TZ=SERVERTZ SIGN= V11.4_SIGN=


In this solution, all clients with version <11.12 gets the v11.4 cross-version signature. The clients with version 
11.11 gets the TZ data, since this is additionally sent in the configuration data for clients >=11.7 


2. Following on from Example 1, suppose a future version of FlexNet Publisher (11.99) offers the authenticated ‘KWDZ’ 
keyword. You wish to support all the old clients, including the 11.12 clients deployed from Example 1, and you wish to 
introduce this keyword for your new clients. 


Since you have a client with 11.7 <= version <= 11.11 deployed in the field, and there is no cross-version-signature for 
these client versions, you need to set ls_single_xver_signature = 1, in order to force the 11.11 client to accept an older 
cross-version signature. If ls_single_xver_signature is not set, the V11.11 client will fail validation on the KWDZ 
keyword. 


INCREMENT f1 demo 1.0 permanent 5 KWDZ=123 TZ=SERVERTZ SIGN= V11.4_SIGN= 


All deployed clients (11.4, 11.6, 11.11, 11.12, and 11.99) work with this configuration. The 11.12 client will receive and 
authenticate the KWDZ keyword, but will not attempt to validate it. 


After giving the above increment line in the server license file, the following client checkout behavior can be expected: 


Table 10-2 • Results of cross version signature for License versions.


client version ls_single_xver_signature checkout result 


11.4 0 or1 successful


11.6 0 LM_FUTURE_FILE


11.6  1 successful


11.11 0 LM_FUTURE_FILE


11.11 1 successful 


11.12 0 or 1 successful
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Please refer to FlexNet Publisher EOL website (http://www.flexerasoftware.com/support/eol/flexnet-publisher-end-of-
life.htm) for support statement on old versions. 
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IPv6 Support

Internet Protocol version 6 (IPv6) is the next generation IP protocol. This section contains information for software 
publishers who want to support IPv6 addresses in their license model. The information in this section assumes the reader 
has a familiarity with the IPv6 networking protocols. 


Capabilities that Support IPv6
When working with a software publisher to obtain a software package that supports IPv6, you should collect and provide 
the IP addresses of systems (FlexEnabled clients and license servers) that will be used in the license file.


Note • 


• In the license and options files, FlexNet Publisher supports only the site-local form of the IPv6 address (those addresses 
prefixed with FEC0).


• While an IPv6 address can be used in license or options files, the best-practice recommendation is to use hostname or 
IPv4 address.


• A mix of IPv4 and IPv6 addresses in the license and/or options file is not supported.


License File


In a license file, the SERVER line can define an IPv6 address as the hostid and host value.


In FEATURE, INCREMENT, and UPGRADE lines, an IPv6 address can be used as the HOSTID value when using the INTERNET type. 


The following keywords (used with duplicate grouping) support IPv6 addresses:


• The DUP_GROUP keyword, using HOST as the type.


• The SUITE_DUP_GROUP keyword using HOST as the type.


Options File


An options file can contain an IPv6 address to specify host restrictions when using the:
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• INTERNET type in these keywords: EXCLUDE, EXCLUDEALL, EXCLUDE_BORROW, INCLUDE, INCLUDEALL, INCLUDE_BORROW, MAX, 
and RESERVE.


• HOST type in these keywords: EXCLUDE, EXCLUDE_ENTITLEMENT, EXCLUDEALL, EXCLUDE_BORROW, INCLUDE, 
INCLUDE_ENTITLEMENT, INCLUDEALL, INCLUDE_BORROW, MAX, and RESERVE 


• HOST_GROUP keyword (it takes IP addresses). 


License Search Path


Entries in the license search path that use the ‘port@host’ convention to identify the license server, can specify an IPv6 
address as the ‘host’ value.


FlexEnabled Application


Entries in the license search path that use the port@host convention to identify the license server, can specify an IPv6 
address as the host value.


• flxActCommonHandleSetRemoteServer(...)


• flxActBorrowReturn(...)


• flxActBorrowActivate(...)


The following attributes, set using the lc_set_attr function, support IPv6 addresses:


• LM_A_HOST_OVERRIDE


• LM_A_PROMPT_FOR_FILE (Windows Only) - the dialog that appears takes an IPv6 address.


• LM_A_DISPLAY_OVERRIDE


• LM_A_INTERNET_OVERRIDE


You can use an IPv6 address when setting the LM_DUP_HOST flag in the lc_checkout function.


License Server


The lmhostid utility returns an IPv6 address.


Environment Variables


Listed below are the environment variables that handle performance and hostname resolutions.


FNP_IP_ENV


This client-side environment variable determines how the client's IP address is presented to the server.


• If the variable is set to a value of 0, 4, or 6, the IP address sent to the server is resolved on the client, from the client's 
hostname, as follows:


• If the variable is set to 0, then the client resolves its hostname to both an IPv4 and an IPv6 address.


• If the variable is set to 4, then the client resolves its hostname only to an IPv4 address.


• If the variable is set to 6, then the client resolves its hostname only to an IPv6 address.


• If the variable is set to 1 (default value), the client-side hostname resolution is bypassed.  Instead, the client's IP 
address is determined from the socket connection at the server, which means that a NAT-translated IP address for the 
client can be obtained.
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FNP_IP_PRIORITY


The environment variable FNP_IP_PRIORITY decides the IP priority for hostname resolution, and can apply to the server, 
the client, or utilities like lmhostid. Values are:


• 4 (default): hostname resolution is attempted to IPv4 address first; if that fails, resolution to IPv6 address is 
attempted.


• 6: hostname resolution is attempted to IPv6 address first; if that fails, resolution to IPv4 address is attempted. 
Examples of when to set to this value:


• on the machine where running lmhostid, if IPv6 address is required from  lmhostid ‐internet


• on the client if node-locked IPv6 INTERNET HostID is used


• on the server if IPv6 address is used in the options file or as a server HostID. 


Note: IPv4 and IPv6 addresses cannot be mixed on the server.


Client IP Address Received by the Server


Clients send both IPv4 and IPv6 addresses in the checkout message to the server.


In some licensing models, it may be desirable for the server to operate on a NAT-translated IP address instead of the 
client's actual IP address—for example, if using the EXCLUDE keyword in an options file to exclude all clients originating 
from behind a specific firewall. To enable such use cases, set FNP_IP_ENV=1 on the client. Setting this environment variable 
prevents the client resolving its own hostname to an IP address, which means the server instead obtains an IP address for 
the client from the socket connection.


Using Wildcards in an IPv6 Address


The wildcard character, “*,” may be used in place of an entire field or on a byte-by-byte basis to specify a range of 
addresses without having to list them all. For example, in this example feature definition line is locked to four specific 
addresses:


FEATURE f1 myvendor 1.0 31‐dec‐2020 uncounted \


HOSTID="INTERNET=127.17.0.1,\


INTERNET=fec0::1:e947:a213:1378:253c,\


INTERNET=127.17.0.4,\


INTERNET=fec0::1:e947:a213:1378:253c" \


SIGN=0


In the following example feature definition line specifies an entire range of addresses, including the four specific ones from 
the line above:


FEATURE f1 myvendor 1.0 31‐dec‐2020 uncounted \


HOSTID="INTERNET=127.17.0.*,\


INTERNET=fec0:0db8:0000:0000:*:*:*:000*"\


SIGN=0


Testing Considerations
When testing IPv6-compatible FlexEnabled applications and license server, remember to accommodate for the behavior of 
4to6 routers, 6to4 routers, and IPv6 firewalls configured on your system. 
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Hostids

A hostid is a means used to uniquely identify a specific system. There are two different contexts in which a hostid is used:


• A license—The license is bound to one or more hostids, which are used to define which FlexEnabled client can run the 
application. The hostid is placed in the feature definition line.


• A license server—A hostid used to define which system is authorized to run a license server that serves licenses to the 
FlexEnabled application. The hostid is placed in the SERVER line.


Each platform supports at least one method of determining its hostid. You need to determine which hostid types you 
accept for each platform you support.


The lmhostid utility prints the default hostid(s) that FlexNet Publisher expects to use on any given platform. FlexNet 
Publisher supports platform-specific as well as publisher-defined hostids. In addition, there are a number of special hostid 
types that apply to all platforms. These special hostid types can be used on either a SERVER line or a feature definition line, 
wherever a hostid is required.


The decision to use a particular hostid is made in the license file rather than the FlexEnabled application. However, there 
are occasions when the FlexEnabled application may want to determine a hostid type specified in a particular feature 
definition line, for example, to detect the usage of special hostid types such as DEMO and ANY. The Flexible API function, 
lc_auth_data, called by the application, provides this information.


There are two types of hostids—those valid for a specific platform and those valid on all platforms. The following section 
describes hostids that are available only on some platforms. Special Hostids describes hostids that are available on all 
platforms.


Platform-Specific Hostids
The following table lists all the platform-specific hostids by platform.
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Obtaining any TPM, virtualization, or cloud-licensing hostid requires that the FlexNet Licensing Service be installed.


Table 12-1 • Hostids Available for Specific Platforms


Operating System Description


AIX 32-bit hostid


HP-UX String ID, maximum length is MAX HOSTID_LEN


Mac OS Ethernet address


FlexNet ID dongles: FLEXID=9, FLEXID=10


Microsoft  Windows Windows disk serial number


Ethernet address


UUID support on virtual platforms


Internet v4 or v6 address, Amazon Instance ID, and Amazon template ID in Amazon EC2 
environments


Enforced physical machine


TPM (Trusted Platform Module) version 2.0 (version 1.2 is not supported)


Note • Obtaining this hostid requires that the FlexNet Licensing Service be installed.


FlexNet ID dongles: FLEXID=9, FLEXID=10, PHY_FLEXID=9, PHY_FLEXID=10


Generation ID of the virtual machine 


Note • This identifier is available only in Windows VMs.


GenerationID cannot be used together with the HOSTID keyword. Refer to the FlexNet Publisher 
Virtualization White Paper for examples of how to use GenerationID.


Linux Ethernet address


UUID support on virtual platforms


Internet v4 or v6 address, Amazon Instance ID, and Amazon template ID in Amazon EC2 
environments


Enforced physical machine


FlexNet ID dongles: FLEXID=9, FLEXID=10, PHY_FLEXID=9, PHY_FLEXID=10
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Using Ethernet Address as a Hostid
The ethernet address (also referred to as a MAC address) of ethernet devices or NICs (network interface cards) can be used 
as a hostid. Several devices with an ethernet address can be attached to a machine; some of these may be virtual devices 
that may generate a different ethernet address each time they are activated. An example of a virtual device that may 
generate an ethernet address is VPN (virtual private network) software. 


Some devices that have an ethernet address can be detachable from the machine. For example, a laptop plugged into a 
docking station uses the ethernet address of the docking station; however, when it is disconnected from the docking 
station, the ethernet address is no longer available. A wireless adapter also has an ethernet address and this address is not 
available when either the wireless adapter is removed from the machine or when the wireless adapter is disabled, but still 
physically attached to the machine.


When an ethernet address is used as a hostid, or is included in a composite hostid, you should ensure that you choose a 
permanent ethernet address. If you use an ethernet hostid that can be removed or changed, then your end user will lose 
licenses when the ethernet device is removed or changed. Information about virtual ethernet adapters can be obtained 
using system-specific commands. Ask your end users to obtain detailed information about all of the devices on their 
system that have ethernet addresses and choose an appropriate ethernet address as a hostid.


It is important that a permanent ethernet address is chosen when it is used as a hostid on a SERVER line. The license server 
shuts down when the hostid to which it is locked is removed or changed.


On Windows platforms, lmhostid filters out the hostid of any device that it identifies as a virtual ethernet adapter. The 
Flexible API attribute, LM_A_PHYSICAL_ETHERNETID, can be set so that lc_hostid operates to provide the same filtering of 
ethernet hostids and returns the same list of ethernet hostids as that provided by lmhostid. Additionally, the vendor 
daemon can be customized so that only hostids from physical ethernet adapters are used when authenticating a license 
(see ls_allow_physical_ethernetid_only). The default behavior of lc_hostid and the vendor daemon is to include virtual 
ethernet hostids; therefore, you must make changes to your code or the vendor daemon if you want to remove virtual 
ethernet hostids.


Note • FlexNet Publisher considers the address of a team-bonding virtual adaptor (for teamed Ethernet interfaces) as a 
stable identifier for use as a hostid on Windows and Linux machines. If this address is available on a Windows machine, FlexNet 
Publisher returns this hostid despite the value of LM_A_PHYSICAL_ETHERNETID or ls_allow_physical_ethernetid_only.


The Flexible API function lc_hostid and the utility lmhostid may report multiple ethernet hostids on some platforms.


See Also
lc_hostid in the C/C++ Function Reference
LM_A_PHYSICAL_ETHERNETID in the C/C++ Function Reference
Multiple Composite Hostids for HOSTID_ETHER
lmhostid in the License Administration Guide


Solaris 32-bit hostid


Ethernet address


Table 12-1 • Hostids Available for Specific Platforms


Operating System Description
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TPM Hostid
FlexNet Publisher supports the TPM (Trusted Platform Module) hostid for to uniquely identify a computer, specified as 
TPM_ID1 in license files. The TPM hostid is currently supported on Windows platforms only.


As a prerequisite to obtaining and using the TPM hostid, a TPM version 2.0 device must be available and enabled. In 
addition, the FlexNet Licensing Service must be installed.


The TPM hostid is only supported on the SERVER line. It is supported as a served node-locked hostid from FlexNet Publisher 
version 11.15.0 onwards. The TPM hostid is not supported for trusted storage–based licensing.


You can identify the TPM status using the utilities lmtpminfo and lmhostid, or the API lc_tpmstatusget, or natively in 
Windows by using the Microsoft Management Console with tpm.msc specified, or by using WMI and the Win32_Tpm class.


Troubleshooting


If you encounter problems when trying to obtain the TPM hostid, check that the following requirements have been met:


• The FlexNet Licensing Service must be installed.


• The TPM must be turned on and enabled in the machine’s BIOS. To enable it, do the following:


1. Restart the machine. During the restart, follow the instructions on the screen that explain how to interrupt 
normal startup and enter the BIOS setup utility. Locate the Security Settings and enable the TPM. Reboot the 
system. Run lmtpminfo or lmhostid to identify the TPM status. If the status cannot be obtained, continue with 
step 2.


2. Open the TPM management console (tpm.msc).  If the status is TPM not fully enabled, it may be necessary to 
enable UEFI mode in the machine’s BIOS. 


Using FlexNet ID Dongles
A FlexNet ID dongle is a hardware device that locks FlexNet license rights to the machine to which the dongle is attached. 
Each FlexNet ID dongle contains a unique identity. This identity is used to provide a hostid. This type of hostid is referred to 
as a FLEXID.


The FLEXID can be used to lock license rights either to a server or to an end-user machine. FlexNet dongles are normally 
used with license rights that are held in license files and this document assumes that this is the case in all examples.


For the FlexNet ID dongle to communicate with the computer it is attached to, the appropriate drivers must be installed on 
the computer. Drivers are platform- and OS-version- specific. For a complete list of FlexNet ID dongles, the platforms on 
which they are supported, and driver installation information, see the Driver Installation Guide for FlexNet ID Dongles.
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Special Hostids
The licensing toolkit contains a number of special hostid types that apply to all platforms. These hostid types are valid to 
use in both SERVER lines and FEATURE lines, wherever a hostid is required.


Table 12-2 • Special Hostid Types


Hostid Description


ANY Locks the software to any system (meaning that it does not lock anything).


DEMO Similar to ANY, but only for use with uncounted FEATURE lines.


COMPOSITE=
<composite_hostid>


Locks the software to a composite hostid. A composite hostid is a hashed 12-character 
hexadecimal value formed by combining the values of one or more simple hostids types, as 
defined by the software publisher. 


Composite hostids are not returned by lmhostid or LMTOOLS. When composite hostids are 
used, the software publisher needs to provide a utility that determines the publisher’s 
composite hostid. On some systems, multiple composite hostids may be provided, any of 
which may be used to identify the system to which the software is locked. 


Note • We do not support Dongles in composite_hostid.


DISPLAY=
<display>


Locks the software to display. 


• On UNIX, display is /dev/ttyxx (which is always /dev/tty when an application is run 
in the background) or the X-Display name.


• On Windows, it is the system name or, in the case of a terminal server environment, 
the terminal server client name (version 8 or later FlexEnabled applications only)


HOSTNAME=
<host>


Locks the software to computer host name <host>


ID=<n> Functionally equivalent to the ANY hostid—it runs on any system. The difference is that the 
license is unique and is used to identify the end user. This hostid is used to lock the license 
server (on the SERVER line) or the FlexEnabled application (on the feature definition line). 


The number can include dashes for readability—the dashes are ignored.


Examples:


• ID=12345678 is the same as


• ID=1234-5678 is the same as


• ID=1-2-3-4-5-6-7-8
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Virtualization Hostids
The hostids are:


• VM_UUID


• VM_GENID


• ETHER


• FLEXID (when USB passthrough is supported by the hypervisor)


Note • The FlexNet Licensing Service must be installed on machines that use virtualization features.


INTERNET=
<IP address(es)>


Locks the software to an internet IP address, or group of IP addresses. Wildcards are 
allowed. For example, 198.156.*.* means any host with a matching internet IP address. 
The main use is to limit usage access by subnet, implying geographic area. For this 
purpose, it is used on the feature definition line as a hostid lock.


For more information about obtaining this hostid, see the description for the lmhostid 
utility (‐internet option) in FlexNet Publisher’s License Administration Guide.


Note • (Windows only) When a Windows machine is connected to a VPN, lmhostid 
‐internet returns the virtual adapter IP address. To ensure that this command returns the 
physical adaptor IP address during checkouts, the user needs to perform this workaround: 
Run regedit, navigate to 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Linkage, locate the 
Bind parameter, and edit the adapter order so that the physical adapter is listed first. Run 
ipconfig/registerdns to put the edit into effect.


VM_GENID Generation ID of the virtual machine 


Note • 


This identifier is available only in Windows guests.


Requires the FlexNet Licensing Service to be installed.


GenerationID cannot be used together with the HOSTID keyword. Refer to the FlexNet 
Publisher Virtualization White Paper for examples of how to use GenerationID.


Table 12-2 • Special Hostid Types


Hostid Description
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Virtualization hostids and the ls_allow_vm Variable


In conjunction with the ls_allow_vm variable, a publisher can use this type of keyword to allow different virtualization 
policies on a per-customer basis. For example, a publisher could build a restrictive vendor daemon that will not work on a 
virtual machine (ls_allow_vm=PHYSICAL), but then override this setting on a per-customer basis by issuing a new license 
file that contains a VM_UUID value in the SERVER line.


Important • Three-server redundancy configurations require all three servers use the same platform type. You can use any of 
the following platform types in the configuration, but each server must use the same platform type: VM_UUID or PHY_*.


Cloud-Licensing Hostids
FlexNet Publisher uses the following hostids to bind licenses to Amazon machine instances in an Amazon EC2 
environment. 


Obtaining a cloud-licensing hostid requires that the FlexNet Licensing Service be installed.


Table 12-3 • Hostids in an Amazon EC2 Environment


Hostid Type lmhostid Syntax License File Syntax License File Example


Elastic IP (EIP) 
address 


License server only


Syntax:
./lmhostid -ptype AMZN 


-eip


Output:
The FlexNet host ID of 


this machine is 


"AMZN_EIP=52.221.107.30"


Syntax:
AMZN_EIP=IPv4 address


Example:
SERVER this_host 


AMZN_EIP=52.221.107.30


Example:
SERVER this_host AMZN_EIP=52.221.107.30 


27007


VENDOR qavend1 PORT=27006


USE_SERVER


# counted license


FEATURE f1 qavend1 1.0 permanent 4  


SIGN=xxx


AMI template ID Syntax:
./lmhostid -ptype AMZN 


-ami


Output:
The FlexNet host ID of 


this machine is 


"AMZN_AMI=ami‐2c95344f"


Syntax:
AMZN_AMI=AMI template 


ID


Example:
INCREMENT F1 demo... 


HOSTID=AMZN_AMI=ami‐


2c95344f...SIGN=xxx


Example:
# unserved node‐locked license


FEATURE f2 qavend1 1.0 permanent 


uncounted HOSTID=AMZN_AMI=ami‐2c95344f \


SIGN=xxx


VM_UUID (Amazon 
Instance ID in 
Amazon EC2 
environment)


License server only


Syntax:
./lmhostid -ptype VM 


-uuid


Output:
The FlexNet host ID of 


this machine is 


"VM_UUID=i‐


09ddb75647ab1a499"


Syntax:
VM_UUID=Amazon 


Instance ID


Example:
SERVER this_host 


VM_UUID=i‐


09ddb75647ab1a499


Example:
SERVER this_host VM_UUID=i‐


09ddb75647ab1a499 27007


VENDOR qavend1 PORT=27006


USE_SERVER


# counted license


FEATURE f1 qavend1 1.0 permanent 4 


SIGN=xxx
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Using Composite Hostids
A composite hostid combines hostids together to provide a more secure hostid. A composite hostid is a hashed 12-
character hexadecimal value formed by combining the values of one or more simple hostid types. It can be used anywhere 
a simple hostid is used: on a SERVER line or feature definition line of a license file.


Incorporating a composite hostid into your license policy involves the following actions:


• Defining a Composite Hostid—Decide which hostid types are included in your composite hostid.


• Initializing a Composite Hostid in Your Application—Include code in your FlexEnabled application to initialize the 
composite hostid.


• Initializing a Composite Hostid in Your Vendor Daemon—For served licenses, modify your vendor daemon to initialize 
the composite hostid.


• Creating a Composite Hostid Utility—Provide a way for your user to derive the composite hostid from the system 
where your product will be installed.


• Providing a Composite Hostid License—Issue licenses that specify the COMPOSITE= hostid type.


See Also
Hostids for Supported Systems
SERVER Lines
HOSTID
Multiple Composite Hostids for HOSTID_ETHER


Elastic Network 
Interface (ENI)


Syntax:
./lmhostid -ether


Output:
The FlexNet host ID of 


this machine is 


""06007e2c60c7 


06835b200fe7""


Syntax:
lmhostid -ether


Example:
Host ID =""06835b200fe7 


06835b200fe7""


Note • ifconfig returns 
eth0 and eth1.


eth0(primary network 


interface)=06835b200fe7 


eth1(Elastic Network 


Interface)=06007e2c60c7


Example:
# unserved node‐locked license


FEATURE f2 qavend1 1.0 permanent 


uncounted HOSTID=06007e2c60c7 SIGN=xxx


Table 12-3 • Hostids in an Amazon EC2 Environment


Hostid Type lmhostid Syntax License File Syntax License File Example
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Defining a Composite Hostid
A composite hostid is defined by a list of simple hostid types. You can incorporate as few or as many types in the list as is 
appropriate for your license policy. Do not include a hostid type multiple times in the list. When FlexNet Publisher validates 
the system’s composite hostid, it retrieves the values for each hostid type in the list, combines them and applies a hashing 
algorithm to produce a 12-character hexadecimal value. 


At license authentication time, FlexNet Publisher compares the calculated value to that in the FEATURE or SERVER line. An 
exact match indicates a legitimate system for processing to proceed. That means the value for each constituent in the 
composite hostid list must match exactly to that which is used in the original composite hostid calculation. The more 
hostid types included in the composite hostid, the tighter the tolerance is to accept the system as a legitimate host. 


Consult lc_hostid in the C/C++ Function Reference for a list of simple hostid types that can be included in a composite 
hostid. The following sections in this chapter use a composite hostid comprised of HOSTID_ETHER and HOSTID_USER.


Initializing a Composite Hostid in Your Application
Use lc_init_simple_composite to initialize the composite hostid in your application. Place code like the following in your 
application:


#include lmclient.h


LM_HANDLE *job


/* Set up the list of hostid types which compose the


composite hostid, hostids must appear in the same order


as those in hostid lists specified in other components.


*/


int hostid_list[] = {HOSTID_ETHER, HOSTID_USER};


/* Do not repeat a hostid type: int hostid_list[] = {HOSTID_ETHER, HOSTID_USER,


HOSTID_ETHER} for example is not allowed. */


int num_ids = 2;


void


main()


{


/*...*/


lc_new_job(..., &job);


/* Register the composite hostid */


ret = lc_init_simple_composite(job, hostid_list, num_ids);


if (ret != 0)


{


/* error processing */


}


/* ... */


/* Now, any reference to HOSTID_COMPOSITE,


during this job, calculates it based on both


HOSTID_ETHER and HOSTID_USER*/


/*...*/


}


Invoke lc_init_simple_composite immediately after the call to lc_new_job. Checkout requests using licenses that specify 
the COMPOSITE= hostid type succeed only if the hostid in the license matches exactly with that dynamically calculated on 
the system where the application is installed. That means both composite hostid constituents, HOSTID_ETHER and 
HOSTID_USER, have to be defined and match those which make up the hostid specified by the COMPOSITE= keyword.
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A complete sample application incorporating a composite hostid is located in examples\composite\lmcompex.c.


See Also
The following functions in the C/C++ Function Reference


lc_hostid


lc_init_simple_composite


Initializing a Composite Hostid in Your Vendor Daemon
For served licenses, your vendor daemon has to validate the hostid specified on the SERVER line with that retrieved from 
the system where the license server is running. If a composite hostid is specified on the SERVER line, then the vendor 
daemon must validate it. 


Task To modify your vendor daemon to validate your composite hostid:


1. Open machind\lsvendor.c in a text editor. 


2. At the beginning of the vendor initialization routine section, add a line defining init_composite_hostid and modify 
the initial value of ls_user_init1 from 0 to init_composite_hostid.


/* Vendor initialization routines */


void init_composite_hostid();


void (*ls_user_init1)() = init_composite_hostid;


3. Save and close machind\lsvendor.c.


4. Open a new file, init_composite.c, in a text editor.


5. In init_composite.c, provide code similar to the following for init_composite_hostid:


#include lmclient.h


/* Set up the list of hostid types which compose the


composite hostid, hostids must appear in the same order


as those in hostid lists specified in other components.


*/


int hostid_list[] = {HOSTID_ETHER, HOSTID_USER};


int num_ids = 2;


extern LMHANDLE *lm_job; /*this must be "lm_job" */


void


init_composite_hostid()


{


/*...*/


/* Register the composite hostid */


ret = lc_init_simple_composite(job, hostid_list, num_ids);


if (ret != 0)


{


/* error processing */


}


/* ... */


/* Now, any reference to HOSTID_COMPOSITE,


during this job, it is calculated based on both


HOSTID_ETHER and HOSTID_USER*/
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/*...*/


}


For your convenience, this routine is provided in the toolkit as examples\composite\init_composite.c.


6. Open <platform_dir>\makefile in a text editor. This example uses a Windows makefile.


a. Add the vendor-defined hostid code to the list of EXECS. For this example, add init_composite.obj.


b. After the $(DAEMON) section, add a section to build init_composite.obj. For example:


init_composite.obj : $(SRCDIR)\init_composite.c


$(CC) $(CFLAGS) ‐I..\h $(SRCDIR)\init_composite.c 


c. Add init_composite.obj to the link line for $(DAEMON).


7. Rebuild your vendor daemon and distribute it to your customer.


See Also
The following functions in the C/C++ Function Reference


lc_hostid


lc_init_simple_composite


Creating a Composite Hostid Utility
Because the LMTOOLS, lmutil, and lmhostid utilities cannot determine the composite hostid value, you need to provide a 
means for your user to determine the composite hostid value for the system on which your product runs, and for served 
licenses, the license server. You use this value in FEATURE and SERVER lines that specify the COMPOSITE= hostid type. 


Note • Host names generated dynamically will change the composite hostid value.


Provide a utility with code similar to the following:


#include lmclient.h


LM_HANDLE *job


char buf[MAX_CONFIG_LINE];


/* Set up the list of hostid types which compose the


composite hostid, hostids must appear in the same order


as those in hostid lists specified in other components.*/


int hostid_list[]={HOSTID_ETHER, HOSTID_USER};


int num_ids = 2;


void


main()


{


/*...*/


lc_new_job(..., &job);


/* Register the composite hostid */


ret = lc_init_simple_composite(job, hostid_list, num_ids);


if (ret != 0)


{


/* error processing */


}


/* ... */


/* Now, call lc_hostid specifying HOSTID_COMPOSITE 
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as the hostid type */


/*...*/


ret = lc_hostid(job, HOSTID_COMPOSITE, buf);


if (ret == 0)


{


printf(


"The Composite HostID of this system is %s\n",


buf); 


}


else


{


lc_get_errno(job);


}


lc_free_job(job);


exit(0);


}


For your convenience, this code is provided in its full form in examples\composite\lmcomposite.c.


Distribute this utility to your user. 


See Also
The following functions in the C/C++ Function Reference


lc_hostid


lc_init_simple_composite


Providing a Composite Hostid License
To take advantage of your composite hostid, you need to issue licenses to your user that include the COMPOSITE= hostid 
type. This hostid type can be used anywhere a hostid is specified.


• For FEATURE lines in your license file:


HOSTID=COMPOSITE=composite_hostid


• For SERVER lines in your license file:


COMPOSITE=composite_hostid


—where composite_hostid is a value your user provides to you via your composite hostid utility, for example 
lmcomposite, as described in Creating a Composite Hostid Utility.


See Also
SERVER Lines
HOSTID


Multiple Composite Hostids for HOSTID_ETHER
On platforms where multiple ethernet hostids are reported (see Using Ethernet Address as a Hostid and the current FlexNet 
Publisher Release Notes for details), and the following conditions are met—


• There are more than one ethernet cards or devices on a system


• The composite hostid includes HOSTID_ETHER
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—each ethernet address will be used to generate a composite hostid. A string of composite hostids is generated: one for 
each ethernet address on the system.


For example, when there are two ethernet cards and a composite hostid is specified that includes HOSTID_ETHER, lc_hostid 
returns a string that contains two composite hostids: one generated with each of the ethernet card addresses. For 
information about lc_hostid, see the C/C++ Function Reference.


When the licensing components use a hostid in a feature definition or SERVER line to authenticate the machine before using 
license rights, all the available composite hostids are checked until a match is found. 


Using Multiple Composite Hostids with Feature Definition Lines


When there are multiple composite hostids generated for a machine because there are multiple ethernet cards, you can:


• Specify all the hostids on a feature definition line—The license rights defined in the feature definition line are 
available when any of the ethernet cards are on the machine.


• Specify a single hostid on a feature definition line—The license rights defined in the feature definition line are only 
available when that ethernet card is on the machine. You should choose this ethernet card with care to avoid 
unnecessary license breaks if an ethernet card is changed.


Using Multiple Composite Hostids with SERVER Lines


Only a single hostid can be specified on a SERVER line. You should choose one of the available composite hostids to put in 
the SERVER line. Choose the ethernet card that generates this composite hostid with care to avoid unnecessary license 
breaks if an ethernet card is changed.


Using Vendor-Defined Hostids
You can use the Flexible API to define your own hostid type. 


Note • To discuss whether vendor-defined hostids are feasible for your application, contact Flexera Technical Support. 
FlexNet Publisher does not support using reserved keywords (such as INTERNET, VSN, DISK_SERIAL_NUM) or any name which 
resembles reserved keywords as a vendor-defined hostid label. 


The FlexNet Publisher toolkit contains a sample C source file, examples\vendor_hostid\vendor_hostid.c, in which a fixed 
vendor-defined hostid is set up. In this section, you can use this file to run through a procedure for setting up a vendor-
defined hostid. In a real situation, you would not use a fixed vendor-defined hostid, but would define and call a function 
that returns the hostid that you want to use. A vendor-defined hostid can be used on a SERVER or FEATURE line of a license 
file. 


Defining and Using a Vendor Hostid
You must define your hostid type (for this example, we are using vendor_hostid.c), then make sure that the vendor 
daemon, license generators, and your FlexEnabled application can recognize and use your hostid type. Only lmcrypt can 
generate licenses with vendor-defined hostids.
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Task To define a vendor hostid and use it in licensing applications: 


1. Make a copy of your production toolkit. Follow these instructions using the files in the duplicate toolkit.


2. Copy examples\vendor_hostid\vendor_hostid.c to the machind directory.


3. View the file and find the #define statements. (See the file machind\lmclient.h for HOSTID and LM_VENDOR_HOSTID 
definitions.)


#define VENDEF_ID_TYPE HOSTID_VENDOR+1 


#define VENDEF_ID_LABEL "VDH"


#define VENDEF_ID "12345678"


The VENDEF_ID assignment would not be needed in a real situation in which you had a function that returned your 
vendor-defined hostid. Close vendor_hostid.c.


4. Open machind\lsvendor.c in a text editor. At the beginning of the vendor initialization routine section, add a line 
defining x_flexlm_newid and modify the initial value of ls_user_init1 from 0 to x_flexlm_newid.


/* Vendor initialization routines */


void x_flexlm_newid();


void (*ls_user_init1)() = x_flexlm_newid;


5. Open machind\lmcrypt.c in a text editor. After the call to lc_init, add the following line:


x_flexlm_newid();


That section of the code should resemble:


if (lc_init((LM_HANDLE *)0, VENDOR_NAME, &site_code, &lm_job))


{


lc_perror(lm_job, "lc_init failed");


exit(‐1);


}


x_flexlm_newid();


6. Open your FlexEnabled application source file in a text editor. In this example, machind\lmflex.c is used.


a. Make the lm_job variable global by moving it before main.


VENDORCODE code;


LM_HANDLE *lm_job;


void


main()


b. After the call to lc_new_job, add the following line:


x_flexlm_newid(); 


That section should resemble:


if (lc_new_job(0, lc_new_job_arg2, &code, &lm_job))


{


lc_perror(lm_job, "lc_new_job failed");


exit(lc_get_errno(lm_job));


}


x_flexlm_newid(); 


7. Open <platform_dir>\makefile in a text editor. This example uses a Windows makefile.
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a. Add the vendor-defined hostid code to the list beginning of the list of EXECS. For this example, add 
vendor_hostid.obj. 


b. After the $(DAEMON) section, add a section to build vendor_hostid.obj. For example:


vendor_hostid.obj : $(SRCDIR)/vendor_hostid.c


$(CC) $(CFLAGS) ‐I../h $(SRCDIR)\vendor_hostid.c  


c. Add vendor_hostid.obj to the link line for $(DAEMON), lmcrypt, and lmflex. The following examples show where 
vendor_hostid.obj should be placed: 


$(DAEMON): $(XTRAOBJS) $(DAEMONLIBS) lsvendor.obj $(SRCDIR)\lsserver.h $(LMNEW_OBJ)


$(RC) ‐r ‐fo $(VENDORNAME).res $(VENDORNAME).rc


$(LD) /subsystem:console /out:$(DAEMON) lsvendor.obj vendor_hostid.obj $(LMNEW_OBJ) \


$(XTRAOBJS) $(DAEMONLIBS) $(CRT_LIB) $(XTRALIB1) $(DONGLELIB)


$(ACTSTUB) $(VENDORNAME).res


$(EMBED_MANIFEST)


lmcrypt.exe: $(SRCDIR)\lmcrypt.c \


$(SRCDIR)\lmclient.h $(SRCDIR)\lm_code.h $(STATIC_CLIENTLIB) 


$(CC) $(CFLAGS) $(SRCDIR)\lmcrypt.c


$(LD) /out:lmcrypt.exe lmcrypt.obj vendor_hostid.obj $(STATIC_CLIENTLIB) $(XTRALIB) 


$(ACTSTUB)


$(EMBED_MANIFEST)


lmflex.exe: $(SRCDIR)/lmflex.c  $(LMNEW_OBJ) $(CLIENTLIB) lmstrip.exe


$(CC) $(CFLAGS) $(SRCDIR)/lmflex.c


$(LD) /out:lmflex.exe lmflex.obj vendor_hostid.obj \


$(LMNEW_OBJ) $(CLIENTLIB) $(XTRALIB) 


if exist lmflex.obj del lmflex.obj


8. Rebuild the duplicate toolkit.


Test the Vendor-Defined Hostid
You will use the vendor daemon, license generator, and FlexEnabled application you just built to test a vendor-defined 
hostid.


Task To test a vendor-defined hostid:


1. Create a license file that contains a VENDOR line with the vendor daemon you just built. Change the hostid on the 
SERVER line to:


VDH=12345678


2. Run this license file through the newly built lmcrypt.


3. Create a license file containing this license rights and start your license server pointing to this file.


4. Run lmflex. You should be able to check out f1.


5. Exit lmflex and stop the license server.
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Additional Steps for Production Use of a Vendor-Defined 
Hostid Type


To implement a real vendor-defined hostid type, you must write a function that can find the hostid that you want to use, 
then use that function’s return value instead of the fixed value VENDEF_ID in strncpy in vendor_hostid.c:


if (idtype == VENDEF_ID_TYPE)


{


h‐>type = VENDEF_ID_TYPE;


strncpy(h‐>id.vendor, VENDEF_ID, MAX_HOSTID_LEN);


h‐>id.vendor[MAX_HOSTID_LEN] = 0;


return(h);


}


156 Company Confidential FNP-11170-PRLF00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for License File–Based Licensing







13


FlexNet Licensing Service

The FlexNet Licensing Service is an administrative proxy that runs on behalf of the user to perform system tasks where 
elevated privilege is required. 


The FlexNet Licensing Service should be installed to enable the FlexEnabled application and the vendor daemon to access 
virtualization data (on Windows and Linux platforms only). The FlexNet Licensing Service regularly polls the system to 
update virtualization data. Therefore, the FlexNet Licensing Service runs continuously. The virtualization poll interval is not 
configurable. The FlexNet Licensing Service is optional for certificate-only applications that do not use virtualization 
features.


The FlexNet Licensing Service is also required to obtain the TPM hostid. 


Producers can perform a pre-emptive check for the FlexNet Licensing Service in their own applications, via the new 
lc_fnpservice_present API, supported on Linux and Windows, which returns a positive integer if the FlexNet Licensing 
Service is installed. For more information on lc_fnpservice_present, see the C/C++ Function Reference, chapter Flexible 
API.


Installing the FlexNet Licensing Service on 
Windows


On Windows platforms, the FlexNet Licensing Service API is used to install and uninstall the service and register that an 
application requires the service. It is strongly recommended that the API is used within your product installer. The 
Windows operating system requires that a user have administrator privileges to install and uninstall services. Additionally, 
the installer must be run with elevated privileges.


Two types of functions are provided:


• MSI-compatible Installer—Use fnpActSvcInstallForMSI and fnpActSvcUninstallForMSI.


• C/C++ Applications—Use fnpActSvcInstallWin and fnpActSvcUninstallWin within an application. 


There are example files included in the licensing toolkit that demonstrate the use of these functions. 


The recommended method of installing the FlexNet Licensing Service on Windows is from the MSI-compatible installer 
used to install the FlexEnabled application.
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Task To install/uninstall the FlexNet Licensing Service using an MSI-based installer


1. Use fnpActSvcInstallForMSI in the MSI to install the FlexNet Licensing Service and fnpActSvcUninstallForMSI  to 
uninstall the service.


2. Set the required execution level to Administrator in the MSI.


3. Package the MSI as an executable. 


This is required because Windows will not allow an MSI to call out to a DLL (in this case FNP_Act_Installer.dll) that 
executes code requiring Administrative privileges.


4. Sign the MSI executable package.


Windows requires executables that call out to DLLs that execute administrative-privilege code to be signed. Note that 
InstallShield 12 or later has settings in the Release Wizard that enable you to sign the generated installer executable.


Task To install/uninstall the FlexNet Licensing Service using an application or C-based installer


1. Use fnpActSvcInstallWin, fnpActSvcUninstallWin, and fnpActSvcGetLastErrorWin in your application.


2. Run the application/installer with elevated privileges.


This requires the user to log on with administrator privilege and then use the ‘run-as’ option set to administrator. 
Alternatively, signing the executable with an Authenticode license file will ensure that elevated privileges are used.


Installing the FlexNet Licensing Service on Linux
On Linux, the FlexNet Licensing Service comprises the FlexNet Licensing Service executable and the FlexNet Licensing 
Service daemon. The daemon is launched by the FlexNet Licensing Service executable.


The following command-line options are available when running install_fnp.sh.


Table 13-1 • install_fnp.sh options


Option Description


‐‐cert Restricts the installation to only those components that are required for license 
file–based licensing.


‐‐nolsb Creates a symlink to the native loader to enable the FlexNet Publisher binaries to 
run without full lsb support on the target platform.


‐‐nodaemon Prevents the installation script from automatically starting the FlexNet Licensing 
Service daemon. This can be useful when using systemd.
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Task To install the FlexNet Licensing Service


1. Run install_fnp.sh ‐‐cert.


The install_fnp.sh shell script must be run with root privilege. The script configures the FlexNet Licensing Service 
executable to run as a root-privilege setuid process. 


2. The FlexNet Licensing Service daemon needs to run continuously. Therefore, a further installation step is required to 
ensure it is started a boot time. Because the FlexNet Licensing Service daemon does not need to run with root 
privilege, it can be started by adding the following line to a nominated user's crontab: 


@reboot /usr/local/share/FNP/service64/<version>/FNPLicensingService ‐r 2>&1 >/tmp/fnpd.log


Notes


• For the i86_lsb FlexNet Licensing Service daemon, the path is /usr/local/share/FNP/service/<version>/
FNPLicensingService. 


• The machine's administrator is free to redirect output as required.


• The machine's administrator may want to add an additional line to the crontab to run the above command at regular 
intervals to ensure that if the FlexNet Licensing Service daemon gets stopped for some unexpected reason, it will be 
restarted by the crond. The FlexNet Licensing Service daemon itself ensures there is never more than one instance 
running.


• Typical messages output on running the startup command are Licensing Service daemon activated and 
Licensing Service daemon already active.


• Rather than using cron, administrators may want to add a boot-script for the FlexNet Licensing Service daemon or 
optionally use systemd. The following commands are required:


To start the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService ‐r 


Note • The process ID of the daemon will be written to /var/run/FNPLicensingService64.pid (/var/run/
FNPLicensingService.pid on 32-bit).


To stop the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService ‐k


• When the Linux FlexNet Licensing Service daemon is not installed and an operation occurs that requires it, a 
descriptive error is displayed. For example:


./lmhostid ‐ptype VM ‐uuid


results in


lmhostid: The VM Host ID is not available. (‐215,14704) ‐ The FlexNet Licensing Service does not 


appear to be running.
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Installing the FlexNet Licensing Service on OS X
On OS X, a shell script is used to configure the FlexNet Licensing Service executable to run as a root-privilege setuid 
process.


Task To install the FlexNet Licensing Service


Run install_fnp.sh.


Sample Applications
The Windows toolkit contains two sample programs that install and uninstall the FlexNet Licensing Service using 


fnpActSvcInstallWin and fnpActSvcUninstallWin functions of the FlexNet Licensing Service API:


• installanchorservice.exe


• uninstallanchorservice.exe


These files are located in the <platform_dir> directory of the toolkit. The source code is available in 
\examples\anchor_service. These executables must be run as an Administrative user.


Note • The installanchorservice and uninstallanchorservice executables are intended for testing only.


installanchorservice.exe
The sample executable installanchorservice.exe installs the FlexNet Licensing Service and registers the FlexEnabled 


application as requiring the service. To run this executable, ensure that the FlexNet Licensing Service installer component, 
FNP_Act_Installer.dll, and the executable are in the same folder.


Usage
installanchorservice publisher_name product_name 


Where:


Table 13-2 • installanchorservice and uninstallanchorservice Inputs


Input Description


publisher_name The name you assign to yourself as a publisher. This string can be anything 
meaningful to you and does not need to match your vendor name as registered with 
Flexera and cannot contain the comma character. This value and the product_name 
value must uniquely identify the FlexEnabled application.
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uninstallanchorservice.exe
The sample executable uninstallanchorservice.exe removes the specified FlexEnabled application from the registry of 
all applications requiring the FlexNet Licensing Service. If no other application is registered to the FlexNet Licensing 
Service, the executable removes the FlexNet Licensing Service from the system. To run this executable, ensure that the 
FlexNet Licensing Service installer component, FNP_Act_Installer.dll, and the executable are in the same folder.


Usage
uninstallanchorservice publisher_name product_name 


The command line arguments are described in Table 13-2.


product_name The name of the application. This name is used to identify that the application is 
using activation functionality. This string cannot contain the comma character. This 
value and the publisher_name value must uniquely identify the FlexEnabled 
application.


Table 13-2 • installanchorservice and uninstallanchorservice Inputs


Input Description
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Software Publisher Utility Programs

The lmcrypt utility can be used to generate licenses for your users. The source to lmcrypt is in the machind directory. You 
can use the source as the basis for your own license generation utility.


The lmcrypt utility generates the same signatures on all FlexNet Publisher–supported platforms for all FlexNet Publisher 
versions, allowing you to create licenses for any supported platform on any other supported platform.


lmcrypt
When you know the format of the FEATURE or INCREMENT lines that you need for your license model, create a license file and 
specify the signature value as SIGN=0. The lmcrypt utility replaces the zero (0) with the generated the signature. The 
signed license file is ready to ship to the user. To use lmcrypt, you need to either understand the license file syntax or use 
an example license file. Examples are available in the examples/licenses directory.


Syntax
lmcrypt [files][‐i infile] [‐o outfile] [‐maxlen n] [‐e errfile]


[‐verfmt { 2 | 3 | 4 | 5 | 5_1 | 6 | 6_1 | 7 | 7_1 | 8 }] 


[‐decimal] [‐help]


If no input file is specified, or if specified as “-” or stdin, standard input is used. If no output file is specified, or if specified as 
“-” or stdout, standard output is used. files are read and written back in place. If no file arguments are specified, 
lmcrypt reads from stdin and writes to stdout. All signatures are recomputed. lmcrypt works only on lines that have a 
vendor name matching the vendor’s daemon name.


If this is not possible, an error is produced, and the affected license line is left unaltered.


The maximum line length is controlled with the ‐maxlen argument. A value of 50 is commonly used to make shorter lines 
less subject to mailers inserting new lines. Licenses can be generated to be compatible with older versions by using the ‐
verfmt argument.
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Task To use lmcrypt:


1. Copy an existing good file to another name such as newlicense.


2. Edit newlicense and make any desired changes, such as changing the feature name, the number of licenses, or adding 
new features, and save the file.


3. Change the existing signature on each FEATURE line to SIGN=0.


4. Type the following:


lmcrypt newlicense


newlicense is then filled with correct signatures and is usable by a user. Comments are passed through unaltered.


See lmcrypt.c in the machind directory.


Error Returns
Errors are printed to stderr, or as specified with ‐e. Most errors prevent generation of signatures and the text is output 
unchanged from the input. An example of error reporting: If ‐e is not used, the error messages also appear at the top of the 
output file.


Input
FEATURE f1 demo 1.a50 01‐jan‐2005 uncounted HOSTID=08002b32b161 \


SIGN=0


Error Reported
stdin:line 1:Bad version number ‐ must be floating point number, with no letter.
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License Administration

Options File
License Administrators can customize software usage using an administrative options file. An options file enables the 
license administrator to reserve licenses for specified users or groups of users, to allow or disallow software usage to 
certain people, to set software timeouts, and to start a report log that can be read by FlexNet Manager.


The options file can be specified on the VENDOR line in the license file as follows:


VENDOR vendor [vendor_daemon_path] [options_file_path]


If the path to the vendor daemon is not specified on the VENDOR line, the path to the options file must be preceded by 
options=, as in:


VENDOR vendor [options=options_file_path]


The options file does not need to be specified if the options file is both:


• Named vendor.opt


• Located in the same directory as the license file


The following options keywords are available:


• AUTOMATIC_REREAD


• BORROW_LOWWATER


• DAEMON_SELECT_TIMEOUT


• DEBUGLOG


• EXCLUDE


• EXCLUDE_BORROW


• EXCLUDEALL


• FQDN_MATCHING


• GROUP
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• GROUPCASEINSENSITIVE


• HOST_GROUP


• INCLUDE


• INCLUDE_BORROW


• INCLUDEALL


• LINGER


• MAX


• MAX_BORROW_HOURS


• MAX_CONNECTIONS


• MAX_OVERDRAFT


• NOLOG


• REPORTLOG


• RESERVE


• TIMEOUT


• TIMEOUTALL


The TIMEOUT option allows an idle license to return to the free pool for use by another user. TIMEOUT requires that the 
application not send heartbeats when it is idle. Therefore, for the TIMEOUT option to work, the application must support it. 
If timers are disabled, then the application must regularly call a heartbeat function when active and not call a heartbeat 
function when inactive. If a heartbeat function is not called regularly when active, the TIMEOUT option can cause the 
FlexEnabled application to lose its license. If the application uses timers (LM_MANUAL_HEARTBEAT not set), a TIMEOUT 
specification is ineffective. 


For complete syntax and descriptions of options, see the License Administration Guide.


License Administration Tools
Syntax and detailed descriptions of lmutil commands can be found in the License Administration Guide.


On UNIX, all license administration tools are contained in the single executable lmutil. lmutil behavior is determined by 
its first argument, or its argv[0] name. lmutil renamed to lmstat behaves the same as lmutil lmstat. When you 
installed FlexNet Publisher, the installation created hard links from lmutil to each lmutil program names listed. You 
should also create these hard links when your software is installed on the system.


On Windows, lmutil.exe, a command-line program similar to lmutil on UNIX, is provided. A utility is invoked with 
lmutil.exe function, where function is lmstat, lmdiag, and so on. A tool interface called LMTOOLS is also provided on 
Windows with the same functionality as lmutil.exe. 


lmutil and lmutil.exe contain the following utilities:


• lmborrow—Supports license borrowing via BORROW.


• lmdiag—Diagnoses license checkout problems.
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• lmdown—In a three-server set-up, on running lmdown ‐c license_file_list, users are allowed to select a server to be 
shut down, while allowing other two servers in the triad to be running. This helps the user to bring down one server in 
the triad for maintenance temporarily. Note that using lmdown with the ‐c option specifying the license file configured 
for three-server redundancy is mandatory to see the desired behavior.


• lmhostid—Reports the hostid of a system.


• lminstall—Converts license files between different formats.


• lmlicvalidator—Allows a user to pre-validate a certificate license file (from a remote client) against a license server.


• lmnewlog—Moves existing report log information to a new file name and starts a new report log file with existing file 
name.


• lmpath—Allows users direct control over license file settings.


• lmremove—Releases a hung license to the pool of free licenses.


• lmreread—Causes the license server to reread the license file and options file and start any new vendor daemons. 


• lmstat—Displays the status of a license server.


• lmswitch—Switches debug log for this vendor daemon to new file name.


• lmswitchr—Switches the report log to a new file name. 


• lmver—Reports the version of a library or binary file.


Note • Keep this information in mind:


• If an application is active when a license is removed with lmremove, it simply checks out the license again (assuming the 
applications FlexNet Publisher Licensing Toolkit timers are enabled or a heartbeat function is called). Therefore, 
lmremove cannot normally be used to “steal” licenses.


• Because an end-user options file can be reread by a vendor daemon, a delay has been added to the activation of any 
INCLUDE lines in the end-user options file that affect USER_BASED or HOST_BASED features. The default delay is 12 hours, 
but can be reset in machind/lsvendor.c.


All utilities take arguments described in Table 15-1.


Table 15-1 • License Server Utility Arguments


Argument Description


-c license_file_path Operate on this license file.


-v Print version and exit.


-verbose Prints longer description of all errors found. The output from the utilities may be harder to 
read with this option, but is useful for diagnostics.
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Internationalization Support

Internationalization is an important part of the development process for products that require multilingual support. This 
chapter describes the available internationalization support for the areas of FlexNet Publisher involved with end-user 
interaction.


• License Files


• Options Files


• Client Library


• Debug Log Output


• Report Log Output


• License Server Utilities


License Files
A license file contains several types of text elements. This section describes each text element, along with its 
considerations for internationalization support.


• Comments—Comment lines can contain characters in any language and any codepage, including the UTF-8 encoding 
of Unicode. The only codepages that cannot be represented are the UCS-2 encoding of Unicode and EBCDIC.


• Contents of NOTICE, ISSUER, VENDOR_STRING, SN, asset_info, dist_info, user_info, and vendor_info fields—The 
contents of these fields can contain characters in any language and any codepage, including the UTF-8 encoding of 
Unicode. The only codepages that cannot be represented are the UCS-2 encoding of Unicode and EBCDIC. Note that 
FlexNet Publisher does no codepage conversion on these fields. Therefore, if the FlexEnabled application intends to 
access one or more of these fields at runtime, it must either accept the contents as being represented in the codepage 
you use in the license file or it must convert the contents to the codepage it requires. Also, if you intend the license file 
to be read by the user, the text editor must accept the license file as being represented in the codepage used in the 
license file.
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• Feature and package names—Feature and package names can contain characters in any language and any 
codepage, including the UTF-8 encoding of Unicode. The only codepages that cannot be represented are the UCS-2 
encoding of Unicode and EBCDIC. 


Note • Keep the following restrictions in mind:


• FlexNet Publisher does not perform codepage conversion on the names. Therefore, in the case of feature names, the 
FlexEnabled application must check out the feature name using the same codepage used in the license file in order 
to authenticate the license.


• Feature names can contain only letters, numbers, and underscore characters. Letters in the feature name are case 
insensitive by default. If case sensitivity is desired, see the “LM_A_LICENSE_CASE_SENSITIVE” section in the C/C++ 
Function Reference.


• Host, display, and user names—Host, display, and user names can contain characters in any language and any 
codepage, including the UTF-8 encoding of Unicode. The only codepages that cannot be represented are the UCS-2 
encoding of Unicode and EBCDIC. Because there is inconsistent support for non-ASCII host, display, and user names in 
operating systems and applications, non-English system administrators rarely use non-ASCII characters in these 
names.


• File names (Windows only)—File names can contain characters in any language and any codepage, including the 
UTF-8 encoding of Unicode. The only codepages that cannot be represented are the UCS-2 encoding of Unicode and 
EBCDIC. Because there is inconsistent support for non-ASCII file names in operating systems and applications, non-
English system administrators rarely use non-ASCII characters in these names.


• Vendor names—Flexera registers vendor names that contain ASCII characters only. These names are not visible to the 
user of the FlexEnabled application and they usually represent an abbreviated identifier for a full company or division 
name.


• Keywords— keywords in a license file must be represented with ASCII characters only. This does not allow them to be 
translated.


• Dates—Expiration, start, and issued dates are represented in a format common in the United States. These dates are 
not visible to the user of the FlexEnabled application.


UTF-8 Encoded Files
When saving a file using UTF-8 encoding, some text editors (for example Windows Notepad) insert special bytes at the 
beginning of the file to help those programs that read the file understand that the file contains UTF-8 encoded characters. 
The license server, the client library, and lmcrypt treat the first line of a license file written in this way as a comment line; 
that is, the line is ignored, even if it contains a syntactically valid license line. To support such files as license files, put a 
comment line as the first line of the license file. Alternatively, leave the first line blank.
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Implementation Considerations


UTF-8 Encoding on Windows Platforms
Windows-based license servers and FlexEnabled applications assume the license files they read are UTF-8 encoded. For 
Windows-based unserved applications or applications served by a Windows-based license server, you must supply a UTF-8 
encoded license file.


Case Folding
By default, FlexNet Publisher performs case folding on license file text. The case-folding algorithms support the ASCII and 
ISO 8859-1 codepages, only. If your license file contains characters from codepages other than these, then you must turn 
off case folding by enabling case sensitivity in your licensing implementation.


This is accomplished as follows:


• In the FlexEnabled application, before the call to lc_checkout, set the LM_A_LICENSE_CASE_SENSITIVE attribute as 
follows:


lc_set_attr(lc_job, LM_A_LICENSE_CASE_SENSITIVE, (LM_A_VAL_TYPE) 1);


• In lsvendor.c, set the ls_a_license_case_sensitive attribute as follows:


int ls_a_license_case_sensitive = 1;


• In the license generator, before the call to lc_cryptstr, set the LM_A_LICENSE_CASE_SENSITIVE attribute as follows:


lc_set_attr(lc_job, LM_A_LICENSE_CASE_SENSITIVE, (LM_A_VAL_TYPE) 1);


• For publisher-defined hostids, set the case_sensitive field of the LM_VENDOR_HOSTID structure to 1.


See Also
LM_A_LICENSE_CASE_SENSITIVE in the C/C++ Function Reference
ls_a_license_case_sensitive


Options Files
The options file contains several types of text elements:


• Group names—Group names can contain characters in any language and any codepage, including the UTF-8 
encoding of Unicode. The only codepages that cannot be represented are the UCS-2 encoding of Unicode and EBCDIC.


• Comments, keywords, feature names, host names, display names, user names, ad file names—See the 
discussion regarding these elements in the License Files.
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UTF-8 Encoded Files
When saving a file using UTF-8 encoding, some text editors (for example Windows Notepad) insert special bytes at the 
beginning of the file to help those programs that read the file understand that the file contains UTF-8 encoded characters. 
The license server, the client library, and lmcrypt treat the first line of a license file written in this way as a comment line; 
that is, the line is ignored, even if it contains a syntactically valid license line. To support such files as license files, put a 
comment line as the first line of the license file. Alternatively, leave the first line blank.


Client Library


Error Messages
The Flexible API provides the function lc_err_info, which returns a numeric status code to the application upon an error in 
one of the other Flexible API functions. Each error code has three levels of error text associated with it in varying degrees of 
length.The English version of the error text is provided by the toolkit in the following files:


• short—located in machind/lmerrors.h


• long—located in machind/lm_lerr.h


• context—located in machind/lcontext.h


You translate the text in these files into any language, using any codepage, including Unicode. You can then display the 
translated text in your application in any way you want. The C/C++ Function Reference provides a short-error message 
reference, listing each status code, along with its corresponding English text. 


For convenience when developing applications for English-speaking users, FlexNet Publisher provides the function 
lc_errstring, which, instead of returning the numeric status codes, returns the English text associated with the status code. 


Environment Variables
When setting environment variables that are read by FlexNet Publisher, such as LM_LICENSE_FILE_DEFAULT, make sure 
they are set with UTF-8 encoded strings.


Diagnostic Messages
By default, routines in the client library do not generate diagnostic messages. However, if the FLEXLM_DIAGNOSTICS 
environment variable is set to a value of 1, 2 or 3, diagnostic messages are written to a log file named flexpid.log in the 
current directory (Windows platforms) or written to the standard error stream of the application (UNIX platforms).


These messages are intended used to diagnose technical problems that occur. During the debugging process, the 
diagnostic text is usually communicated among several organizations. Therefore, for consistency and accuracy of support, 
the text in these messages is in English, as is customary in other software applications. See the format of these messages in 
the License Administration Guide.


By, default, when the user sets the FLEXLM_DIAGNOSTICS environment variable, diagnostic messages are generated by the 
client library. However, you can prevent the FLEXLM_DIAGNOSTICS environment variable from having any effect via the 
LM_A_DIAGS_ENABLED attribute in your FlexEnabled application. To disable the messages, set the attribute as follows:
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lc_set_attr(lc_job, LM_A_DIAGS_ENABLED, (LM_A_VAL_TYPE) 0);


Debug Log Output
Debug log output is available to diagnose technical problems. During the debugging process, the text in the debug log is 
usually communicated among several organizations. Therefore, for consistency and accuracy of support, any diagnostic 
text is in English, as is customary in other software applications. See the format of this file in the appendix entitled “The 
Debug Log File” in the License Administration Guide.


Windows Event Logging
The software publishers can enable the license server to record a subset of the debug log messages to the Microsoft 
Windows event-logging service. Messages are organized in standard Microsoft Windows message file format and can be 
localized. See “Localizing the Event-Logging Message Files” in the Development Environment Guide for further details.


Report Log Output
Report log output is intended for FlexNet Manager users. The text in this file cannot be read by humans. It can be read by 
FlexNet Manager only, is totally derived from the text in a license file, and, thus, supports the same codepages as described 
in License Files.


License Server Utilities
These utilities (lmutil, and others) are used by the license administrator to help manage license servers. They have hard-
coded English text in their output and error messages. 


Due to limitations with the DOS command-line processor, all utilities interpret their arguments as being composed with 
wide characters. For example, UTF-8 encoded characters cannot appear in any command line argument.


LMTOOLS
The lmtools.exe application is a Windows-only graphical version of the common functions found in the utilities. As such, 
this application is used by the license administrator to help manage license server.


The user interface of lmtools.exe is in English. However, because it is a standard Windows application, the user interface 
can be translated into any language: Edit the resources in lmtools.exe using standard Windows resource editing tools.


The lmtools.exe application sometimes directly displays the output in a window. Therefore, if the utility displays some 
English text, the corresponding window in lmtools.exe will display that same English text.
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License Finder Runtime Graphical User Interface
For Windows applications, when a license is denied, FlexNet Publisher displays a dialog box by default, that gives the user 
the ability to direct the application to either a license file or a license server in order to locate the license. It does this under 
the assumption that the user has a license available, but did not correctly configure their application to refer to the license 
file or license server that contains the license.


The text in this dialog box appears in English. Even though it is a standard Windows interface, software publishers cannot 
translate the user interface of this dialog box because the resources for the dialog box are not bound to the client library for 
access by a resource editor.


To prevent display of the License Finder dialog box, set the LM_A_PROMPT_FOR_FILE attribute in your application as follows:


lc_set_attr(lc_job, LM_A_PROMPT_FOR_FILE, (LM_A_VAL_TYPE) 0);
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Time Zone Licensing

Time zone licensing enables you to bind license usage to specified geographic locations, which are identified in the license 
certificate using time zones. This makes it possible for you to vary license model pricing based on the geographic location 
in which your software is used and to minimize the impact of corporate networks, which may enable clients to access a 
license server from anywhere in the world.


• Understanding Time Zone Licensing Basics


• Implementing Time Zone–Based Licensing


• Examples


• Testing Time Zone Licensing


• Limitations and Interactions with Existing Licensing Functions


Understanding Time Zone Licensing Basics
The TZ keyword specifies the time zones in which the FlexEnabled feature is licensed to run. The time zones are specified 
either as values relative to Greenwich Mean Time (GMT) or as the time zone of the license server (SERVERTZ).


At run time, when a license checkout is requested, the time and time zone of the client machine is read and compared to 
the time zone specified in the license file. If the time zone read from the client machine matches the time zone in the 
license file, the checkout proceeds as usual. If, however, there is a mismatch between the time zone read from the client 
machine and the time zone specified in the license file, the checkout request is denied. 


Note the following when using the TZ keyword:


• 15 minutes of clock drift is allowed when validating the time and time zone of the client with those of the license 
server.


• 60 minutes is allowed for Daylight Saving Time (DST) when validating the time and time zone of the client with those 
of the license server.


• If a license is borrowed with SERVERTZ, license rights are not bound to any time zone when the borrowed license is 
used.
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• If SERVERTZ is specified for an unserved, node-locked license, license rights are not bound to any time zone.


Important • Time zone licensing is intended for use with customers with whom you have a trusted relationship. There is no 
secure programmatic restriction with time zone licensing functionality: If an end user manually changes the time zone to 
match the time zone specified in the license certificate, a license can be consumed.


Note • The Flexible API attribute, LM_A_TZ_OVERRIDE, and the vendor variable, ls_allow_tz_override, are provided for use in 
testing time zone licensing. See FlexNet Publisher’s C/C++ Function Reference for more information about these and other time 
zone–related attributes.


Implementing Time Zone–Based Licensing
Follow these steps to apply time zone licensing to your product.


Task To implement time zone–based licensing:


1. Re-link the FlexEnabled application with the new library components.


2. Re-link the vendor daemon with the new library components.


3. Specify the geographic location of the computer system on which the FlexEnabled application should be running by 
using the new keyword TZ in the license file on the FEATURE or INCREMENT line. 


4. Encrypt the updated license files.


5. Distribute the updated license files and vendor daemon to your customers.


Tip • FlexNet Publisher provides an API attribute and a vendor variable to help you test time zone–based licensing: 


• Use the new Flexible API attribute, LM_A_TZ_OVERRIDE, in lc_set_attr() to override the client time zone. 


• Use the new vendor variable, ls_allow_tz_override to override the server time zone or time using the environment 
variables. 


See Testing Time Zone Licensing for more information.


Examples
This section provides syntax examples for various time zone licensing use cases.


• Specifying Single and Multiple Time Zones


• Specifying Time Zone Ranges


• Specifying Time Zone Ranges and Multiple Time Zones


• Specifying Half and Quarter Time Zones
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• Accounting for Daylight Saving Time


• Using the Time Zone of the License Server


• Using TZ with a Fully Qualified Domain Name (FQDN)


• Including Cross-Version Signatures


Specifying Single and Multiple Time Zones
To specify multiple time zones, use a space as a delimiter and enclose the values in quotes.


FEATURE f1_single demo 1.0 permanent 4 TZ=‐08 SIGN=0


FEATURE f2_multiple demo 1.0 permanent 4 TZ="+05 +01" SIGN=0


The feature f1_single can be used only on clients that reside in the time zone GMT–08:00, while the feature f2_multiple can 
be used on clients that reside in time zone GMT+05:00 or on clients that reside in time zone GMT+01:00.


Specifying Time Zone Ranges
The keyword allows time zones ranges, including ranges that span across GMT.


FEATURE f1_range demo 1.0 permanent 4 TZ="‐05:‐08" SIGN=0


FEATURE f2_range demo 1.0 permanent 4 TZ="–05:–00 +00:+01" SIGN=0


The feature f1_range can be used on clients that reside in time zones that fall in the range GMT–05:00 through 
GMT–08:00, inclusive. The feature f2_range can be used on clients that reside in time zones that fall in the range from GMT–
05:00 through GMT+01:00, inclusive.


Specifying Time Zone Ranges and Multiple Time Zones
You can also specify ranges, along with single or multiple time zones.


FEATURE f1_range_multi demo 1.0 permanent 4 TZ="‐08 +00:+02 +05.30:+08.30" SIGN=0


The feature f1_range_multi can be used on clients that reside in time zones that fall in the ranges GMT+00:00 through 
GMT+02:00 and GMT+5:30 and GMT+08:30, inclusive, and on clients that reside in the time zone GMT–08:00.


Specifying Half and Quarter Time Zones
To specify half and quarter time zones when applicable, use the notation .30 for half and .45 for quarter.


FEATURE f1_half demo 1.0 permanent 4 TZ=+05.30 SIGN=0


FEATURE f2_quarter demo 1.0 permanent 4 TZ=+05.45 SIGN=0


The feature f1_half can be used on clients that reside in time zone GMT+05:30, which is India, while the feature f2_quarter 
can be used on clients that reside in time zone GMT+05:45, which is Nepal.
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Accounting for Daylight Saving Time
To account for time zones in which Daylight Saving Time (DST) is observed, provide an offset of an additional time zone 
while specifying a TZ value in the license file. For example, to allow license usage for clients that reside in GMT–08:00, 
include an additional offset hour to handle DST:


FEATURE f1_dst demo 1.0 permanent 4 TZ="‐08 ‐07" SIGN=0


Using the Time Zone of the License Server
As an alternative to coding specific time zones, use TZ=SERVERTZ to require that the time zone on the client making the 
checkout request matches the time zone on the license server.


FEATURE f1_server demo 1.0 permanent 4 TZ=SERVERTZ SIGN=0


Using TZ with a Fully Qualified Domain Name (FQDN)
To provide more granularity, use the license file keyword TZ in combination with the fully qualified domain name (FQDN). 
With FQDN, the host name of the client making the checkout request must be in the domain specified using the special 
hostid HOSTNAME. For example:


FEATURE f1_fqdn demo 1.0 permanent 4 TZ="‐08:‐05" HOSTID=HOSTNAME= *.flexerasoftware.com SIGN=0


The feature f1_fqdn can be used on machines that meet both of the following criteria:


• Reside in the range of time zones from GMT–08:00 to GMT–05:00, inclusive


• Are in the domain *.flexerasoftware.com


For more information about using FQDN, see the section describing the Flexible API attribute LM_A_USE_FQDN in the C/C++ 
Function Reference.


Including Cross-Version Signatures
Keywords such as TZ are authenticated by the license signature. To enable deployed applications (created using an earlier 
version of FlexNet Publisher) to recognize a signature that uses the TZ keyword, include a cross-version signature for the 
feature line. This approach eliminates the need to distribute separate license files for use with FlexEnabled applications 
built using earlier versions of FlexNet Publisher.


The version identifier V11.6_SIGN creates version signatures that can be authenticated by FlexEnabled applications built 
using FlexNet Publisher 11.5 to 11.6.1.


For example, to ensure that a license can be served to FlexEnabled applications built using a new version of the license 
server, together with a legacy 11.6.1 client, use a feature definition line similar to the following: 


INCREMENT f1 demo 1.0 permanent 5 TZ=SERVERTZ SIGN=0 V11.6_SIGN=0


At encryption time, two signatures are created for the feature definition line:


• The SIGN signature is served to FlexEnabled applications containing the current client libraries.


•  The V11.6_SIGN signature is served to FlexEnabled applications containing the 11.6.1 client libraries.
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Note • For more information about using time zone licensing in FlexEnabled applications built with prior versions of FlexNet 
Publisher, see Cross-Version License Files.


Testing Time Zone Licensing
FlexNet Publisher provides the following attributes, variables, and environment variables to facilitate testing of time zone 
licensing: 


• Flexible API attribute: LM_A_TZ_OVERRIDE works with the lc_set_attr function to override the client time zone or time 
zone and time settings. (See the C/C++ Function Reference for details about this attribute and related error codes.) 


• Vendor daemon variable: ls_allow_tz_override operates in your test environment to enable the vendor daemon to 
read values you set in the LM_SET_SERVER_TIMEZONE and LM_SET_SERVER_TIME environment variables. 


• Environment variables: LM_SET_SERVER_TIMEZONE and LM_SET_SERVER_TIME carry the override values you set for the 
license server time zone and time, respectively. These variables are not used unless ls_allow_tz_override is set to 1.


Environment Variable Details


Set these environment variables on the machine that hosts the license server.


Table 17-1 • 


Environment Variable Description


LM_SET_SERVER_TIMEZONE For testing purposes, sets the time zone of the license server to the value 
specified. The time zone is specified relative to Greenwich Mean Time 
(GMT). 


For example, to override the license server to be in the Eastern time zone 
(GMT–05.00), set the value of LM_SET_SERVER_TIMEZONE to –05.


This environment variable can be used alone or in combination with 
LM_SET_SERVER_TIME.


LM_SET_SERVER_TIME For testing purposes, sets the time of the license server to the value 
specified. The syntax is hh:mm, based on a 24-hour clock.


For example, to override the license server time to be 5:45 P.M., set the 
value of LM_SET_SERVER_TIME to 17:45.


Important • This environment variable can be used only in combination 
with LM_SET_SERVER_TIMEZONE.
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Environment Variable Examples


The following examples show how to use the LM_SET_SERVER_TIMEZONE and LM_SET_SERVER_TIME environment variables 
for time zone licensing tests.


Note • General information about working with environment variables on the license server host machine is available in the 
License Administration Guide.


See Also
ls_allow_tz_override
LM_A_TZ_OVERRIDE and “Flexible API Error Return Values” in the C/C++ Function Reference


Limitations and Interactions with Existing 
Licensing Functions


All existing licensing functionality can be combined with time zone licensing except for the limitations and interactions 
listed in this section.


Three-server Redundancy
There is a limitation when using time zone licensing in the case of three-server redundancy and a redundant configuration 
using a license search path (setting multiple license servers using the environment variable LM_LICENSE_FILE). 


In a three-server configuration, the primary and secondary server should reside in the same time zone when TZ=SERVERTZ 
is specified in the feature definition lines.


For example, suppose that the primary and the secondary servers of a triad are configured to run in different time zones. If 
the primary server goes down and the secondary server becomes the master server, the client’s time zone would no longer 
match the time zone of the master server. As a result, a checkout request to the secondary (acting as master) would fail. 
Therefore, to maintain the validity of licenses, it is recommended to configure primary and secondary servers to reside in 
the same time zone. 


Table 17-2 • 


Example
Syntax for Setting Environment 
Variables Behavior


Override server time zone Set LM_SET_SERVER_TIMEZONE to 


+05.30 


(LM_SET_SERVER_TIME is not set.)


Server time zone would be overridden with 
+05.30.


Server time is not overridden; server machine 
time would be taken into account.


Override server time zone and 
time


Set LM_SET_SERVER_TIMEZONE to 


+05.30


Set LM_SET_SERVER_TIME to 20:33


Server time zone would be overridden with 
+05.30.


Server time would be overridden with 8:33 
P.M. 
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In a redundant configuration where multiple license servers are specified in the license search path either of the following 
is required to avoid license denials when an alternative license server is used:


• All license servers must reside in the same time zone. In this case no alteration of the TZ entry in the feature definition 
lines for different license servers is required and TZ=SERVERTZ can be used.


• When license servers reside in different time zones, the TZ entry in the feature definition lines for each license server 
must reflect its time zone and TZ=SERVERTZ cannot be used.
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COAVAIL Checkout

The COAVAIL checkout functionality can help avoid checkout denials that can occur despite a sufficient number of licenses 
being available. A COAVAIL checkout is achieved by setting the checkout option flag LM_CO_AVAIL_NOWAIT when calling 
lc_checkout.


Read this chapter in conjunction with the section “lc_checkout” in the C/C++ Function Reference, which describes the 
function lc_checkout in detail.


Introduction
The lc_checkout function is used to request a license for a feature. The flag parameter of lc_checkout determines the 
response to a checkout denial. The following checkout option flags are available for lc_checkout: LM_CO_NOWAIT, 
LM_CO_WAIT, LM_CO_QUEUE, LM_CO_LOCALTEST, and LM_CO_AVAIL_NOWAIT. For a description of these flags and the syntax of 
lc_checkout, see the C/C++ Function Reference, section “lc_checkout”.


The flag LM_CO_AVAIL_NOWAIT is best described by contrasting it with its sibling, LM_CO_NOWAIT.


The LM_CO_NOWAIT flag is used for producing a non-blocking response in case of a license denial. As we will see in the 
following example, a checkout request for a feature can be denied despite licenses for the feature being available on the 
license server. The flag LM_CO_AVAIL_NOWAIT can be used to avoid a checkout denial in specific scenarios.


For example, there are three versions (1.0, 2.0, and 3.0) of feature f1 available on the license server. Each license pool 
contains two licenses; hence, there are six licenses available in total. 


A client application makes a checkout request for version 1.0 with the LM_CO_NOWAIT flag for three licenses of feature f1. On 
the license server, each license pool only contains two licenses, meaning that the request cannot be satisfied by any single 
license pool. Therefore, the request is denied and the checkout fails with the error code LM_MAXUSERS.


Now, a client application makes a checkout request for version 1.0 with the LM_CO_AVAIL_NOWAIT flag for three licenses of 
feature f1. The checkout request is granted by consuming the available license count of two licenses from the first 
satisfying license pool. If another call to lc_checkout is made to request the remaining license count (one license in this 
example), this request is also granted by consuming a license from a subsequent license pool.


A client example for the LM_CO_AVAIL_NOWAIT flag is available in the FlexNet Publisher Licensing Toolkit 
(<platform_dir>\examples\advanced\client\lmflex_coavail.c). 
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The COAVAIL checkout can be used for license file–based licensing and trusted storage–based licensing.


Usage Examples
This section provides the following examples which contrast the checkout option flags LM_CO_NOWAIT and 
LM_CO_AVAIL_NOWAIT:


• Example 1: License Checkout Using LM_CO_NOWAIT


• Example 2: License Checkout Using LM_CO_AVAIL_NOWAIT


Components
The examples use the following components:


• License server manager lmgrd (note that checkouts using the LM_CO_AVAIL_NOWAIT flag also work with lmadmin)


• Vendor daemon


• License file counted.lic


• Sample file lmflex.exe (Windows) or lmflex (UNIX) 


• Sample file lmflex_coavail.exe (Windows) or lmflex_coavail (UNIX)  


Preparation
Before you can run through the examples, you need to extract the FlexNet Publisher Licensing Toolkit to the installation 
folder and prepare the components as described in this section.


Preparation steps include:


• Preparing the Vendor Daemon


• Preparing lmflex_coavail


• Preparing the License File


Preparing the Vendor Daemon
COAVAIL checkouts do not require any specific vendor variables. Therefore, the standard vendor configuration file 
(<platform_dir>\machind\lsvendor.c) can be used for COAVAIL checkouts.


If you haven’t already done so, build your vendor daemon.


Task To build the vendor daemon


1. Open <install_dir>\machind\lm_code.h and add your vendor keys and publisher name.


2. At a command prompt from the <platform_dir> directory, depending on your platform, enter one of the following 
commands:
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• UNIX: make -f makefile


• Windows: nmake -f makefile


For detailed instructions about the vendor daemon, see Chapter 3, License Servers, section Vendor Daemon.


Preparing lmflex_coavail
The FlexNet Publisher Licensing Toolkit comes with a sample file to demonstrate the COAVAIL checkout (that is, using the 
LM_CO_AVAIL_NOWAIT flag). This sample file lmflex_coavail.c is located in <platform_dir>\examples\ 
advanced\client\. You need to build it to be able to use it in the example exercises.


Task To build lmflex_coavail


1. Add lmflex_coavail.exe (Windows) or lmflex_coavail (UNIX) manually as a target to the makefile. (The build 
instructions for lmflex_coavail are similar to the toolkit example file lmflex.)


2. At a command prompt from the <platform_dir> directory, depending on your platform, enter one of the following 
commands:


• UNIX: make -f makefile


• Windows: nmake -f makefile


Preparing the License File
To demonstrate the COAVAIL checkout functionality in our exercises, you need a license file that contains licenses for 
feature f1 in different license pools.


Task To prepare a license file


1. Create a license file called counted.lic as follows:


SERVER this_host <hostid> 27001


VENDOR demo


USE_SERVER


#a counted license


INCREMENT f1 demo 1.0 permanent 4 SIGN=0


INCREMENT f1 demo 2.0 permanent 5 SIGN=0


INCREMENT f1 demo 3.0 permanent 6 SIGN=0


where <hostid> is the hostid of the machine on which lmflex_coavail will run.


2. Place the license file in the <platform_dir> directory.


3. Sign the license file using the lmcrypt utility. At a command prompt from the <platform_dir> directory, enter the 
following:


lmcrypt counted.lic
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Example 1: License Checkout Using LM_CO_NOWAIT
This example demonstrates the checkout behavior of LM_CO_NOWAIT, using the lmflex sample file. Compare this behavior 
to the behavior in example 2, where the LM_CO_AVAIL_NOWAIT flag is used.


Ensure that you prepared the components for this example as described in section Preparation.


Task To demonstrate the checkout behavior when using the LM_CO_NOWAIT flag


1. Start the license server manager with the license file counted.lic. At a command prompt from the <platform_dir> 
directory, enter the following: 


lmgrd -c counted.lic -l debug.log


2. Use the lmstat utility to check the license usage status on the license server. At a command prompt from the 
<platform_dir> directory, enter the following:


lmstat -a -c 27001@<serverhost>


Output similar to the following is displayed, indicating that all 15 licenses for feature f1 are available (four licenses 
from pool version 1.0, five licenses from pool version 2.0, and six licenses from pool version 3.0):


...


Users of f1:  (Total of 15 licenses issued;  Total of 0 licenses in use)


...


3. Simulating User1, check out three licenses of feature f1 using the lmflex client application. At a new command 
prompt from the <platform_dir> directory, enter the following:


lmflex 3


Press Enter to check out floating licenses.


An output message confirms the checkout of feature f1: f1 checked out...press return to exit...


4. Simulating User2, check out another four licenses of feature f1 by entering the following:


lmflex 4


Press Enter to check out floating licenses.


An output message confirms the checkout of feature f1.


5. Simulating User3, check out another three licenses of feature f1 by entering the following:


lmflex 3


Press Enter to check out floating licenses.


An output message confirms the checkout of feature f1.


6. Use the lmstat utility as in Step 2 to check the license usage status again. The license status is now as follows:


• License pool v1.0 contains four licenses in total, of which one license is available.


• License pool v2.0 contains five licenses in total, of which one license is available.


• License pool v3.0 contains six licenses in total, of which three licenses are available.


 The lmstat output should look similar to the following: 
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...


Users of f1:  (Total of 15 licenses issued; Total of 10 licenses in use)


"f1" v1.0, vendor: <name>, expiry: permanent(no expiration date)


floating license


User1 Host1 Disp1 (v1.0) (serverhost/27001 101), start Thu 2/18 22:23, 3 licenses                 


"f1" v2.0, vendor: <name>, expiry: permanent(no expiration date)


floating license


User2 Host2 Disp2 (v1.0) (serverhost/27001 101), start Thu 2/18 22:23, 4 licenses                 


"f1" v3.0, vendor: <name>, expiry: permanent(no expiration date)


floating license


User3 Host3 Disp3 (v1.0) (serverhost/27001 101), start Thu 2/18 22:23, 3 licenses                 


7. Simulating User4, try to check out another five licenses of feature f1 by entering the following:


lmflex 5


Press Enter to check out floating licenses.


A message similar to the following is displayed:


Checkout failed: Licensed number of users already reached (‐4, 132)


Note • Keep the licenses checked out, because you will use them in example 2.


Conclusion


Because the checkout request could not be satisfied by any single license pool—none of the three license pools has five 
licenses available—the request is denied by the license server.


Example 2: License Checkout Using LM_CO_AVAIL_NOWAIT
This example demonstrates the checkout behavior of LM_CO_AVAIL_NOWAIT, using the lmflex_coavail sample file. It 
should be contrasted with the behavior of LM_CO_NOWAIT that is described in Example 1: License Checkout Using 
LM_CO_NOWAIT. 


Note that lmflex_coavail makes multiple calls to lc_checkout until the requested number of licenses have been checked 
out (provided that a sufficient number of licenses is available in the license pools).


Ensure that you prepared the components for this example as described in section Preparation.


Task To demonstrate the checkout behavior when using the LM_CO_AVAIL_NOWAIT flag


1. If you performed the procedure that is described in Example 1: License Checkout Using LM_CO_NOWAIT, and 10 
licenses from three different license pools are checked out, continue with Step 3. Otherwise, go to Step 2.


2. Perform Step 1 through Step 6 from Example 1: License Checkout Using LM_CO_NOWAIT to check out a total of ten 
licenses from three different license pools. 


3. Use the lmstat utility to check the license usage status on the license server. At a command prompt from the 
<platform_dir> directory, enter the following:
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lmstat -a -c 27001@<serverhost>


 The license status should be as follows:


• License pool v1.0 contains four licenses in total, of which one license is available.


• License pool v2.0 contains five licenses in total, of which one license is available.


• License pool v3.0 contains six licenses in total, of which three licenses are available.


4. Simulating User4, check out five licenses of feature f1 using the lmflex_coavail client application. Enter the 
following:


lmflex_coavail 5


Output similar to the following is displayed:


===== COAVAIL Checkout Request-1 =====


        Feature = f1


        Version = 1.0


        License count requested = 5


        License count needed = 5


        Feature f1 checkout success...


                Incremental license count: (requested = 5) ==> (obtained = 1)


        *** Feature f1 (1.0), total license count obtained = 1 ***


                ====== CONFIG Info ============


                Feature = f1


                Version = 1.0


                Code = XXX1


                COAVAIL license consumption count = 1


                ====== END CONFIG Info ============


===== COAVAIL Checkout Request-2 =====


        Feature = f1


        Version = 1.0


        License count requested = 5


        License count needed = 4


        Feature f1 checkout success...


                Incremental license count: (requested = 4) ==> (obtained = 1)


        *** Feature f1 (1.0), total license count obtained = 2 ***


                ====== CONFIG Info ============


                Feature = f1


                Version = 2.0


                Code = XXX2


                COAVAIL license consumption count = 1


                ====== END CONFIG Info ============


===== COAVAIL Checkout Request-3 =====


        Feature = f1


        Version = 1.0


        License count requested = 5


        License count needed = 3


        Feature f1 checkout success...


                Incremental license count: (requested = 3) ==> (obtained = 3)


        *** Feature f1 (1.0), total license count obtained = 5 ***         


                                                                

188 Company Confidential FNP-11170-PRLF00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for License File–Based Licensing







Chapter 18 COAVAIL Checkout
Usage Examples

                ====== CONFIG Info ============


                Feature = f1


                Version = 3.0


                Code = XXX3


                COAVAIL license consumption count = 3


                ====== END CONFIG Info ============


        No more license needed...


‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐


        Press ENTER to checkin license(s)... 


The output above shows the multiple checkout requests are made to request the desired number of licenses from the 
license server. This can be broken down as follows: 


a. The first checkout request is made for five licenses. The client receives one license from the v1.0 license pool. The 
client still needs four more licenses.


b. The second checkout is made for four licenses. The client receives one license from the v2.0 license pool. The 
client still needs three more licenses.


c. The third checkout is made for three licenses. The client receives three licenses from the v3.0 license pool. Now, 
all requested licenses (five in total) have been checked out. 


5. Use the lmstat utility to check the license usage status on the license server. 


Users of f1:  (Total of 15 licenses issued; Total of 15 licenses in use)


"f1" v1.0, vendor: <name>, expiry: permanent(no expiration date)


floating license


User1 Host1 Disp1 (v1.0) (localhost/27001 101), start Thu 2/18 22:23, 3 licenses


User4 Host4 Disp4 (v1.0) (localhost/27001 401), start Thu 2/18 22:28


"f1" v2.0, vendor: <name>, expiry: permanent(no expiration date)


floating license


User2 Host2 Disp2 (v1.0) (localhost/27001 201), start Thu 2/18 22:23, 4 licenses


User4 Host4 Disp4 (v1.0) (localhost/27001 501), start Thu 2/18 22:28


"f1" v3.0, vendor: <name>, expiry: permanent(no expiration date)


floating license


User3 Host3 Disp3 (v1.0) (localhost/27001 301), start Thu 2/18 22:23, 3 licenses


User4 Host4 Disp4 (v1.0) (localhost/27001 601), start Thu 2/18 22:28, 3 licenses


Conclusion


In lmflex_coavail, the LM_CO_AVAIL_NOWAIT flag and the multiple calls to lc_checkout result in the license server granting 
the license request even though the requested number of licenses cannot be satisfied using a single license pool. Instead, 
the available number of licenses is checked out from each license pool until the request has been satisfied. 
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Error Codes
These codes are defined in the standard client header file (<platform_dir>\machind\lmclient.h) in your FlexNet 
Publisher Licensing Toolkit.


Limitations
The following limitations apply for the LM_CO_AVAIL_NOWAIT flag.


• The LM_CO_AVAIL_NOWAIT flag is supported in C clients only; it is not supported in Java clients.


• The LM_CO_AVAIL_NOWAIT checkout cannot be combined with checkouts made with checkout option flags other than 
LM_CO_NOWAIT in the same license job. Note that checkouts of LM_CO_AVAIL_NOWAIT and LM_CO_NOWAIT could be made 
interchangeably in the same license job. 


• A checkout denial with error LM_MAXLIMIT or LM_MAXLIMIT_EXCEED occurs for COAVAIL checkouts if the available 
license count is greater than MAX. 


• The LM_CO_AVAIL_NOWAIT flag is not supported with DUP_GROUP. When used, error code LM_COAVAIL_UNSUPPORTED is 
reported. 


• The LM_CO_AVAIL_NOWAIT flag is not supported with the PACKAGE keyword. When used, error code 
LM_COAVAIL_PACKAGE_NOT_SUPPORTED is reported. 


• LM_CO_AVAIL_NOWAIT is not supported with the borrow checkout. The limitation lies when the first COAVAIL checkout 
consumes a subset of the requested licenses, and the subsequent COAVAIL checkout is issued to consume the rest of 
the required licenses from the license server. In this case, the subsequent COAVAIL checkout yields an incorrect 
CONFIG type and an incorrect available license consumption count.


Table 18-1 • Error codes of COAVAIL checkout


Error Code Description


LM_COAVAIL_RECONN_NOT_ALL_CNT_AVAIL Failed to get all requested license(s) in reconnection.


LM_COAVAIL_FLAG_NOT_SUPPORTED The supplied checkout option flag is not supported. 


This error code is used when attempting to use the checkout flag 
LM_CO_AVAIL_NOWAIT_RC (defined in lmclient.h) which is meant for 
use by Flexera.


LM_COAVAIL_PACKAGE_NOT_SUPPORTED The checkout-avail flag is not supported with PACKAGE licenses.


LM_COAVAIL_UNSUPPORTED The checkout-avail (COAVAIL) checkout is not supported. 


This error code is used when attempting to consume served 
uncounted licenses or when DUP_GROUP is used.
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Virtualization

You can use FlexNet Publisher to implement license models that determine whether the license server or the client is 
running in a virtual environment. Use FlexNet Publisher virtualization features to create a license policy that limits usage of 
FlexEnabled applications to physical machines only or to supported virtual machines only. You can also enforce if a license 
server is allowed to run on a virtual machine or not by specifying virtualization hostids on the SERVER line in the license file.


By default, FlexNet Publisher clients and license servers make no distinction between physical and virtual machines. Both 
the FlexEnabled application and the license server can be run on a physical machine or in a virtual environment. 


• Understanding Virtualization Features


• Limitations and Interactions with Existing Licensing Functions


Understanding Virtualization Features
Virtualization features enable you to restrict licensing to virtual environments or to physical machines. (Virtualization-
based restrictions are ignored on unsupported virtual environments.)


Key Virtualization Features


Virtualization functionality is controlled by these key features: 


• Vendor daemon variable: ls_allow_vm enables you to specify whether a vendor daemon can run on physical 
machines only or virtual environments only. 


• License Keyword: VM_PLATFORMS enables you to specify whether a feature is restricted to physical machines only 
or virtual environments only.


• Hostid Keyword on the SERVER line: A hostid keyword on the SERVER line enables you to specify a Virtualization 
policy regarding license servers. The hostid keyword can take the form VM_UUID or PHY_*, indicating restrictions for a 
virtual machine or physical host. If either of these keyword types is used, the value of the variable ls_allow_vm is 
ignored. 


Virtualization Requirements


Generally, virtualization functionality:
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• Requires vendor keys (provided by Flexera) that support Virtualization.


• Requires a vendor daemon and FlexEnabled application built with FlexNet Publisher 11.7 or newer.


• Requires that the FlexNet Licensing Service be installed. For more information, see Virtualization and the FlexNet 
Licensing Service. 


In addition, for FlexEnabled applications, VM_PLATFORMS successfully restricts licenses to virtual environments only when 
the FlexEnabled application is running in a supported virtual environment platform or physical machine. 


For vendor daemons, the successful operation of the ls_allow_vm setting requires that a vendor daemon is running in a 
supported virtual environment platform or on a physical machine. 


Note • See the current FlexNet Publisher Release Notes for a complete list of supported virtual environment platforms.


Prohibiting or Allowing Virtualization Support
The implementation process varies depending on whether you are implementing Virtualization support for the vendor 
daemon or your FlexEnabled applications.


Note •  Defaults are that licensing is allowed on both physical and virtual platforms. 


Task To implement Virtualization support on a license server:


1. Modify the file lsvendor.c to specify the value for the ls_allow_vm vendor variable.


2. Rebuild the vendor daemon.


3. Distribute the updated vendor daemon to customers. 


Task To implement Virtualization support on a FlexEnabled application:


1. Update license files to include the new license keyword VM_PLATFORMS on feature definition lines that should be 
limited to, or restricted from, usage in virtual environments. Include cross-version signatures if implementing for 
deployed applications built using pre-11.7 versions of FlexNet Publisher.


2. Encrypt the updated license files.


3. Distribute the updated license files to customers. 


See Also
VM_PLATFORMS
ls_allow_vm
“Flexible API Error Return Values” in the C/C++ Function Reference
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Virtualization and the FlexNet Licensing Service 


For producers who want to use virtualization features, best practice is to have the FlexNet Licensing Service started 
automatically on OS boot, so that virtualization attribute extraction is complete ahead of a first-checkout.


Without the FlexNet Licensing Service, the following virtualization behavior occurs:


• SERVER line hostid keyword VM_UUID is not extracted: the vendor daemon will therefore shut down if this hostid is 
used when the FlexNet Licensing Service is not installed on the server.


• lc_virtualstatusget returns the pre-existing error code ‐1 instead of 0 (physical) or 1 (virtual).


• lc_get_attr (LM_A_VM_FAMILY or LM_A_VM_NAME) returns a null attribute string.


• The server log (SLOG) virtualization entry reports the virtualization status as Not determined.


For information about installing and uninstalled the FlexNet Licensing Service, see Chapter 13, FlexNet Licensing Service. 


Limitations and Interactions with Existing 
Licensing Functions


All existing licensing functionality can be combined with the virtualization vendor daemon variable and license keyword 
except for the limitations and interactions listed in this section.


• Duplicate Grouping using DUP_GROUP


• Terminal Services Clients: TS_OK and ONE_TS_OK


• PLATFORMS


Duplicate Grouping using DUP_GROUP
Duplicate grouping operates normally when the VM_PLATFORMS keyword is also included in the feature definition line. 
However, the VM_PLATFORMS setting also applies to determine whether a checkout is treated as a duplicate.


Consider the following example feature definition line:


INCREMENT edit demo 2.0 31‐dec‐2020 10 DUP_GROUP=U VM_PLATFORMS=PHYSICAL SIGN=.....


A user attempts to checkout the feature edit from the following machines:


• On physical machine A—the checkout succeeds.


• On physical machine B—the checkout succeeds and is treated as a duplicate of the checkout from A, and so does not 
consume an additional license.


• On a virtual machine running on physical machine C—the checkout fails because the request is from a virtual machine


• On a virtual machine running on physical machine A—the checkout fails because the request is from a virtual machine.
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Terminal Services Clients: TS_OK and ONE_TS_OK
Licensing controls on the use of terminal services clients—by the feature definition lines TS_OK and ONE_TS_OK—are 
implemented as normal when the feature definition line contains the VM_PLATFORMS keyword. VM_PLATFORMS is validated 
first as is illustrated in the following example: 


INCREMENT heap demo 2.0 31‐dec‐2020 10 TS_OK VM_PLATFORMS=PHYSICAL SIGN=.....


A checkout request for the feature heap is issued from a remote desktop connection to a virtual machine. The checkout 
fails due to the request being made from a virtual machine (error -190 LM_VM_PHYSICAL_ONLY reported).


PLATFORMS
When the keyword PLATFORMS and VM_PLATFORMS are used in the same feature definition line, they both are applied. So, for 
the following example feature definition line: 


INCREMENT part demo 1.0 31‐dec‐2020 8 PLATFORMS=”i86_n i86_lsb”, VM_PLATFORMS=PHYSICAL SIGN=.....


• PLATFORMS=”i86_n  i86_lsb” limits the license to Windows 32-bit or Linux 32-bit machines.


• VM_PLATFORMS=PHYSICAL limits the license to physical machines only.


Thus this license is valid only on a Windows or a Linux physical machine.


The PLATFORMS keyword is validated first so the following errors are reported on failed checkout of feature part:


• Checkout attempted from a virtual machine on a Windows 32-bit machine reports error ‐190 LM_VM_PHYSICAL_ONLY.


• Checkout attempted from a virtual machine on a Windows 64-bit machine reports error ‐89 LM_PLATNOTLIC.
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Mobile Licensing

Users often want to use applications on systems that do not have a continuous connection to a license server. These 
situations include:


• Working on a laptop


• Using a computer both at work and at home


• Working from several different computers not connected to a license server


FlexNet Publisher supports licenses that allow one of several kinds of mobile licensing:


• Node-locked to a laptop 


• Node-locked to a FlexNet ID dongle


• Node-locked to a FlexNet ID dongle with FLOAT_OK keyword


• Node-locked to a user name


• Fulfilled from a prepaid license pool


• License borrowing using the activation borrow API. See Programming Reference for Trusted Storage–Based Licensing 
for more information about this capability.


• License borrowing with BORROW keyword


License rehosting is the consequence of a user wanting to move a license without using one of these methods. This means 
a new, node-locked license file is generated by the publisher for each new system. The user is trusted to destroy the 
previous licenses so that only one is in force at any given time. Rehosting is cumbersome and not secure because:


• Administrative overhead is incurred because the software publisher is involved with each move. 


• The user can get multiple uses from a single license if older license files are not destroyed.


Node-Locked to a Laptop Computer
If a license is to be used exclusively on one laptop computer, that license can simply be node-locked to a hostid of that 
computer. The license file would reside on the laptop computer. 
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Node-Locked to a FlexNet ID Dongle
If a license is to be moved between different systems, it can be node-locked to a FlexNet ID dongle that connects to a 
parallel or USB port. This license can be moved between systems by installing a copy of the license file on each system and 
moving the dongle from one system to another. See Using FlexNet ID Dongles for a list of platforms for which FlexNet ID 
dongles are available.


Node-Locked to a FlexNet ID Dongle with 
FLOAT_OK


This method of license mobility has an advantage over simply issuing a license node-locked to a FlexNet ID dongle, 
because the dongle can be attached to a system where the license server runs and its license can float on the network.


A vendor issues the user a license file with a FEATURE line node-locked to a FLEXID hostid and containing the FLOAT_OK 
keyword and a FLEXID for that FEATURE line. One FEATURE line containing the FLOAT_OK keyword and one FLEXID is needed 
for each instance of a license that can be mobile. When the dongle is attached to the system where the license server runs, 
the license floats on the network. When the dongle is removed from the system, the license is available only on the 
standalone computer with the dongle attached. 


This method supports both parallel and USB FlexNet ID dongles. 


Using FlexNet ID Dongle with FLOAT_OK Keyword
This section describes the procedures that both software publishers and license administrators must perform to use this 
capability in a license model.


Procedure for Software Publishers


To allow a user to use a FlexNet ID dongle with FLOAT_OK:


1. Issue a license file to your user with a FEATURE line containing the FLOAT_OK keyword. That FEATURE line is uncounted 
and node-locked to a FLEXID. One FEATURE line is needed for each instance of a mobile license. For example:


FEATURE f1 xyzd 1.0 permanent uncounted FLOAT_OK \


HOSTID=FLEXID=9‐b28520b9 SIGN=123456789012


2. Send your user the  dongle to which the FEATURE line is node-locked. One dongle is needed for each instance of a 
license that can be mobile. 


See Using FlexNet ID Dongles for a list of supported FlexNet ID dongles.


Procedure for License Administrators


While the FlexNet ID dongles are attached to the system where the license server runs, the node-locked licenses associated 
with them float on the network. Each of the FLOAT_OK uncounted node-locked FEATURE lines has a count of one while it is 
available on the network. 


To transfer a license from the pool of floating licenses to a disconnected computer, a user must put a copy of the node-
locked FLOAT_OK license and the matching dongle on the disconnected computer. When the dongle is removed from the 
system, this license is unavailable on the network and is available on the computer with the dongle. 
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To return a license to the license server, so it can float on the network again, the user removes the dongle from the 
disconnected computer and replaces it on the system where the license server runs, then rereads the license file 
(lmreread) so the license server once again serves the floating license.


See the License Administration Guide for detailed instructions a user would use to initiate FlexNet ID dongle with FLOAT_OK 
mobility.


Security Issues for FlexNet ID Dongle with FLOAT_OK
By default, it is possible to get one extra use from FLOAT_OK licenses by running a node-locked license on the license server, 
because the license can also float while on the license server. This extra use can be disabled, though it is less convenient, 
using a hostid modifier on the FLOAT_OK keyword: 


FLOAT_OK=server_hostid


For example: 


SERVER myhost 009027319bbb


VENDOR xyzd


FEATURE f1 xyzd 1.0 permanent uncounted FLOAT_OK=009027319bbb HOSTID=FLEXID=9‐b28520b9 


SIGN=123456789012


When FLOAT_OK=server_hostid is specified on a FEATURE line:


• The server_hostid, is the same hostid that appears on the SERVER line of the license file, or could be a different hostid 
that refers to the same system. If the SERVER line hostid is ANY, the FLOAT_OK server_hostid should be specific to the 
system where the license server runs. 


• The feature f1 is available only when checked out from a license server running on a system that has the same hostid 
as that specified by the FLOAT_OK parameter.


• A user can run on the system where the license server runs, but he can use only the license being served by the license 
server, not the node-locked license. Otherwise, an extra use for each FLOAT_OK license could occur. Note that without 
the server_hostid specified on the FEATURE line, the FLOAT_OK license can be served from any computer, as long as 
the FlexNet ID dongle is attached to it.


• The hostid on the FLOAT_OK FEATURE line must be only a single hostid. For multiple FlexNet ID dongles, use individual 
FEATURE lines for each dongle. 


Adding a server_hostid places some extra burden on the user and the license issuer because the system’s hostid, as well 
as the FLEXID hostid, must be specified in the license. 


Node-locked to a User Name
If a license is to be used exclusively by one user on different systems, that license can be node-locked to the user’s user 
name. The license file is copied to the different systems on which the user might work; the user’s user name must be 
identical on each system. 


For this method to be useful, individual user names in an organization need to be unique. When used in a license file in this 
way, a user name cannot contain spaces.
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Important • This method is one of the least secure of those methods described in this chapter, but may be appropriate if the 
user is trusted.


Fulfilled from a Prepaid License Pool
In this method, the user buys a prepaid number of license-days from the vendor. The user can then fulfill a license using a 
partial amount of the total license-days for the given borrow period, node-locked to a particular system. For example, in 
preparation for a business trip (or even during a business trip), the user fulfills a license that expires in five days that is 
node-locked to their laptop. Each fulfillment can be node-locked to a different system (or even multiple times to the same 
system), thus allowing mobility of license usage within the prepaid number of license-days.


This is like a pay-per-use pricing model because each fulfillment is made from a decreasing number license-days. It is 
different than certain pay-per-use models because once node-locked to a system, that system is allowed unlimited use of 
the application until the license expires. This short-term license cannot be returned early; once fulfilled, those license-days 
cannot be refunded. Other pay-per-use models charge based on the number of times the application is used.


Note • This license model requires your license activation/fulfillment system to track the available number of prepaid units. 


License Borrowing using the BORROW Keyword
If a license is to be used on a computer that is intermittently connected to a license server, that license can be issued as a 
floating license with the BORROW keyword. This type of license can be borrowed from a license server via a special checkout 
and used later to run an application on a computer that is no longer connected to the license server. License borrowing 
must be enabled by the vendor before a user can borrow licenses. 


For license borrowing, a user initiates borrowing and specifies the expiration date when a borrowed license is to be 
returned to the floating license pool. While still connected to the network, the application is run from the system. This 
writes licensing information locally into a borrow cache on the system. (On Windows platforms, the borrowed license is 
cached in the system registry. On Linux platforms, the borrowed license is cached in a local secured data file.) The resulting 
local licensing information behaves as an uncounted license even if the borrowed license on the server is counted. The 
system can now be disconnected from the network.


The license server keeps the borrowed license checked out via the “linger” mechanism. The FlexEnabled application 
automatically uses the borrow cache to do checkouts during the borrow period.


Borrowed licenses can be returned early, that is, before the borrow period expires, if enabled in the vendor daemon via the 
ls_borrow_return_early setting in machind/lsvendor.c. Upon the earlier of either the expiration of the borrow period or 
the early return of a borrowed license, the borrow cache no longer authorizes checkouts and the license server returns the 
borrowed license to the pool of available licenses. No clock synchronization is required between the license server and the 
FlexEnabled application.


Note • While checking out a borrowed license from the borrow cache, the requested license should be in the same case as 
that of the license borrowed from the license server. Checkout from the borrow cache is case-sensitive.
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Enabling License Borrowing 
Procedure for Software Publishers


To enable borrowing in an FlexEnabled application, it must be enabled in the toolkit (it is enabled by default) and in an 
application’s license file:


Task To enable borrowing in the production toolkit: 


1. In machind/lm_code2.h of the toolkit, ensure that LM_BORROW_OK is set to 1:


#define LM_BORROW_OK 1


2. Rebuild the toolkit, if necessary (see the Development Environment Guide). 


3. To enable borrowing in an application’s license file, add the keyword BORROW[=n] to the feature definition line for a 
feature that can be borrowed. n is the maximum number of hours that the license can be borrowed. The default 
maximum borrow period is 168 hours, or one week. For most platforms, a value under 60,000 hours works for a 
maximum value.


If you want to write an optional interface for your users to implement borrowing from within your application, you must 
use the Flexible API. See LM_A_BORROW_STAT and LM_A_BORROW_EXPIRE in the C/C++ Function Reference for further details.


Procedure for License Administrators


A license administrator can initiate license borrowing in one of three ways:


• Running the lmborrow utility to set LM_BORROW in the Windows registry or $HOME/.flexlmborrow.


• Setting the LM_BORROW environment variable directly 


• Using a borrowing interface in an application, if implemented by the developer 


See the License Administration Guide for detailed instructions a user would use to borrow a license.


Support for License Borrowing
See the License Administration Guide for more information about the following utilities and keywords for the options file 
that support borrowing:


• lmdown ‐force 


• lmstat 


• lmborrow 


• BORROW_LOWWATER 


• EXCLUDE_BORROW 


• INCLUDE_BORROW 
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Security Issues for License Borrowing 
To decrease the likelihood that the local secured borrow data is counterfeited, each time a new version of an application is 
built, link the application with a newly generated version of lm_new.o (UNIX) or lm_new.obj (Windows) object files. Refer to 
the Development Environment Guide for suggested methods of generating the object file.


The borrowed license state persists in a borrow-data cache managed by the license server. In the event a license server is 
stopped and restarted while licenses are borrowed, the restarted license server is refreshed with the contents of the 
borrow-data cache. This mechanism prevents reuse of currently borrowed licenses. The borrowed license state persists 
only on the license server from which borrowing is initiated. The persistent state does not transfer to other license servers 
configured for three-server redundancy.


When a license is borrowed from a license server, the borrow information is recorded in a file/registry on the client side, to 
be used for subsequent checkouts. This borrow information is encrypted using keys which are automatically generated 
each time lmnewgen is run when you build the FlexNet Publisher Licensing Toolkit. Each run of lmnewgen generates keys 
that are different from the previous run for security purposes. However, this means that a borrow record created by one 
FlexNet Publisher version of the FlexEnabled client will not be readable by another FlexNet version of the same 
FlexEnabled client. 


For example, if version 1 of your FlexEnabled client is built using FlexNet Publisher v11.5, and version 2 of your product is 
built using FlexNet Publisher v11.8, then version 2 of your product may not be able to use the borrowed license checked out 
by version 1 of your product. 


This is the default behavior of FlexNet Publisher, which can be overridden by specifying the ‐bfixed option to lmnewgen 
during the toolkit build. Note that this may make the borrow cache encryption more vulnerable, since a single version of 
the borrow cache can enable multiple versions of your product.


Important • For -bfixed to work, the LM_A_BORROW_RETURN_BY_VERSION value must be the same across old and new clients. 
For clients in the version range 11.14.0 to 11.15.0, the effective LM_A_BORROW_RETURN_BY_VERSION value was 1, whereas for 
clients older than 11.14.0 the effective LM_A_BORROW_RETURN_BY_VERSION value was 0.


For more information about the borrow-data cache management callback functions ls_borrow_in, ls_borrow_init, and 
ls_borrow_out, see the C/C++ Function Reference. 
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FlexNet Publisher Parameter Limits

Limitations such as string lengths are listed here. Items that are unlimited are also listed for clarification.


Parameter General Information


Internationalization Support
FlexNet Publisher provides internationalization support for the following parameter categories:


• Host names


• Display names


• User names


• File names (Windows only)


• Feature and package names


• Contents of NOTICE, ISSUER, VENDOR_STRING, SN, asset_info, dist_info, user_info, and vendor_info fields


• Comments


These parameters can contain characters in any language and any codepage, including the UTF-8 encoding of Unicode. 
The only codepages that cannot be represented are the UCS-2 encoding of Unicode and EBCDIC.


See Also
Internationalization Support


Path Name Formats
FlexNet Publisher recognizes the following path name specifications:


• Universal naming convention (UNC)—\\server\myvendor\bin...
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• MS-DOS naming convention—C:\myvendor\bin\...


• UNIX naming convention—/myvendor/bin/...


Path name support for any given FlexNet Publisher component is limited to those formats supported by the particular 
operating system on which the component resides.


The @ symbol cannot be used in path names for license file locations.


On systems where directory names use non-ASCII characters, these characters must be encoded in UTF-8 when defining 
the default license file location using lc_set_attr and LM_A_LICENSE_DEFAULT. For example oxE9 for the character é.


License File Limits
The limits on names for the major parameters employed in the license file are shown in the table below:


Table 21-1 • Parameter Limits


Parameter Limit


Max. number of VENDOR lines Unlimited


Vendor daemon name length 10 bytes


Display name length 1024 bytes


Host name length 1024 bytes


User name length and format 1024 bytes 


User names cannot contain spaces.


Maximum number of FEATURE/INCREMENT/
UPGRADE lines allowed


Unlimited 


Maximum length of each FEATURE/INCREMENT/
UPGRADE/PACKAGE 


4096 bytes


FEATURE name length 30 bytes


Version (including date-based version) 10 characters, in floating point format


For example: 123.4567, 2.10, 2016.12


Latest expiration date 31-dec-9999 


Using permanent is recommended to indicate that a 
license does not expire.


License count in FEATURE/INCREMENT/UPGRADE/
PACKAGE lines


1 through 2,147,483,647
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Note • Support for maximum parameter sizes can be limited when those parameters are used as arguments on the FlexNet 
Publisher utility command line. The operating system may impose limits on the total command line length, reducing the 
maximum size that can be used for parameters.


There is a limit on the number of license files that can be used by a license server manager. This limit is on the number of 
characters in the combined license file paths:


• UNIX—163840 characters


• Windows—20800 characters


When this limit is exceeded error -184 is reported: see “Flexible API Error Return Values” in the C/C++ Function Reference. 


This limit also applies to the license search paths used by FlexEnabled applications. When the license search path exceeds 
the maximum, a license checkout will fail with error -184. For details of how license file locations are specified, see Locating 
the License File.


Options File Limits
The line length limit is 4,000 characters. There are no other string size limitations on anything in this file. Note that GROUPs 
can be made arbitrarily large by listing the GROUP more than once: FlexNet Publisher concatenates such entries.The total 
number of reservations supported per options file is 10000.


Maximum total license count for a given feature 
(accounting for all FEATURE and INCREMENT lines for 
that feature in the same license pool)


2,147,483,647


Number of users 1 through 2,147,483,647


OVERDRAFT=n 1 through 2,147,483,647


HOST_BASED=n 1 through 2,147,483,647


USER_BASED=n 1 through 2,147,483,647


MINIMUM=n 1 through 32767


BORROW=n 1 through 2,147,483,647


Other optional FEATURE attributes (for example, 
NOTICE=, VENDOR_STRING=)


Limited only by the total length of the FEATURE line.


Comment line 4096


Table 21-1 • Parameter Limits


Parameter Limit
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lc_set_attr limits
The table below shows the lc_set_attr limits:


Other API Limits
The table below shows additional API limits:


Vendor Daemon Limits


Number of Applications Per Vendor Daemon
When using TCP/IP ports, each FlexEnabled application connected to a vendor daemon uses one or more sockets. The 
number of sockets any one FlexEnabled application requires is dependant on FlexNet Publisher implementation details; 
each job handle consumes one socket. The number of sockets available to the vendor daemon is defined by the per-
process system limit for file descriptors. The total number of sockets used by the license server lmadmin (or lmgrd) and the 
vendor daemon together is slightly larger than the total number needed by the FlexEnabled applications.


Table 21-2 • lc_set_attr Limits


Function Limit


LM_A_DISPLAY_OVERRIDE 1024 bytes


LM_A_HOSTNAME_OVERRIDE 1024 bytes


LM_A_USERNAME_OVERRIDE 1024 bytes


LM_A_CHECKOUT_DATA 1024 bytes


LM_A_MULTIPLE_CHECKOUT_DATA 1024 bytes


LM_A_CHECK_INTERVAL >20 seconds


Table 21-3 • Additional API Limits


API Limit


Maximum length for entire specification of 
vendor-defined hostid: LABEL=hostid


1024 bytes


Maximum number of licenses in one 
lc_checkout request


4,294,967,296


Maximum long error message length 1024 bytes (length of string returned from lc_errstring)
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In practice, we encourage users to put license servers on systems configured with enough file descriptors per process to 
support the number of FlexEnabled applications connecting to the vendor daemon, which may require reconfiguring the 
kernel to increase the number of file descriptors per process.


Multiple vendor daemons can be run on a single network, making the number of TCP/IP systems effectively unlimited.


Number of Vendor Daemons Per Node
A particular vendor daemon can only be run once per node. This is a security mechanism to prevent extra licenses from 
being granted. 


There is no limit to the number of different vendor daemons that can be run per node.


lmadmin (or lmgrd) Limits
The following table shows the lmadmin (or lmgrd) limits.


Subnet, Domain, Wide-Area Network Limits
FlexNet Publisher has no limitations regarding subnets (because it does not use broadcast messages).


If the host name in the license file is fully qualified (name.domain.suf) or is an IP address (###.###.###.###), then there are 
no limitations with regard to Internet domains.


There are no other limitations regarding wide-area networks.


Table 21-4 • lmadmin (or lmgrd) Limits


Description Limit


lmadmin or lmgrd processes per node Unlimited


Default port number range 27000-27009


If the value 0 is specified, lmadmin (or lmgrd) uses one of 
the available default ports.


Note • Those producers concerned about potential DoS 
attacks based on knowledge of common license server ports 
may want to consider specifying a server port outside the 
range 27000 to 27009.


License files per lmadmin or lmgrd process Unlimited
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LM_LICENSE_FILE, VENDOR_LICENSE_FILE
The following table shows the lm_license_file and vendor_license_file limits.


Table 21-5 • License Path Limitations


Description Limit


Number of licenses in path Unlimited
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Obsolete Features

The variables, and features listed in this section are obsolete, but are still provided in the toolkit for backward 
compatibility. Their functionality has been replaced with more current features; where possible, that current feature is 
noted in the tables below.


Obsolete Vendor Daemon Variables
The following vendor daemon variables are obsolete, and exist only for compatibility with earlier FlexNet Publisher 
versions. They should be used with care—contact Flexera Technical Support if you have questions about their use.


Table A-1 • Obsolete Vendor Daemon Variables


Variable Description


ls_a_behavior_ver Sets the behavior of the FlexEnabled application to the given version of 
FlexNet Licensing. 


ls_a_crypt_case_sensitive Controls license file case sensitivity in the vendor daemon with license keys. 
See:


• ls_a_license_case_sensitive


ls_a_lkey_long Enables 64-bit license keys. License keys are obsolete. See:


• SIGN


ls_a_lkey_start_date Enables embedded start dates in license keys. License keys are obsolete. See:


• START


ls_enforce_startdate Enforces start date to be used in check outs. See:


• START
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Obsolete License File Features
The following obsolete license file features are described:


• License Key Length and Start Date


• FEATURESET Line


• Intel Pentium III Hostid (HOSTID_INTEL)


License Key Length and Start Date
This section applies only to licenses generated with license keys rather than signatures (SIGN= keywords).


The license key is the set of hexadecimal digits which appear on FEATURE/INCREMENT/UPGRADE/PACKAGE lines and 
authenticates the text, making the line secure.


For example:


FEATURE f2 demo 1.0 permanent uncounted 6E06CC47D2AB HOSTID=1234


^^^^^^^^^^^^


license key


If a vendor daemon or client library is configured to authenticate a license using the license key 
(LM_STRENGTH_LICENSE_KEY), those components can authenticate the license using either the 12 or 20-character license 
key. That is, a vendor daemon or client library configured for non-license key (LM_STRENGTH_DEFAULT, or 
LM_STRENGTH_{133,163,239}BIT) will not authenticate the license with either size of license key; those components will only 
authenticate the license using their respective value of the SIGN= field.


ls_send_oldest_signature Used with cross-version license files and affects which signature is returned 
when the version of the FlexNet Publisher client library linked into the 
FlexEnabled application does not match that of any available license 
signature.


See ls_single_xver_signature. 


ls_tell_startdate Compares start date with system date.


ls_use_featset Enables requirement of FEATURESET line. FEATURESET is obsolete.


ls_ba_heartbeat_interval Enables Hostid validation interval for AMZN Cloud server hostid. The interval is 
specified in minutes; means no heartbeat.


ls_ba_heartbeat_retry_count Controls the number of retry count for AMZN Cloud server hostid validation.


ls_ba_heartbeat_retry_interval Enables Hostid validation retry interval for AMZN Cloud server hostid. The retry 
interval is specified in minutes; means no heartbeat


Table A-1 • Obsolete Vendor Daemon Variables


Variable Description
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The license key is 12 characters by default. Previous to version 6, license keys are 20 characters; they are also referred to as 
long license keys. Both 12- and 20-character license keys are accepted. 20-character license keys can be enabled, via one 
of:


• lc_set_attr(job, LM_A_LKEY_LONG, (LM_A_VAL_TYPE)1)


• lc_set_attr(job, LM_A_BEHAVIOR_VER, (LM_A_VAL_TYPE) behavior) where behavior is LM_BEHAVIOR_V5_1 or less


12-character license keys impact licensing in two ways:


• Instead of a 64-bit security key on each feature line, there is a 48-bit security key. 


• A start date in not embedded in the license key.


You can specify a start date in two ways:


• For both 12- and 20-character license keys, use the optional “START=” attribute for FEATURE/INCREMENT/UPGRADE 
lines. This is the preferred method for a start date.


For 20-character license keys, embed the start date in the license key.


Implementing Long License Keys and Embedded Start Dates
Here is how to turn on long license keys with embedded start dates in applications, license generators, and vendor 
daemons:


• In an application, set long license keys with:


lc_set_attr(job, LM_A_LKEY_LONG, (LM_A_VAL_TYPE) 1);


and embedded start dates with:


lc_set_attr(job, LM_A_LKEY_START_DATE, (LM_A_VAL_TYPE) 1);


• Make the same changes to the lmcrypt.c source in the machind directory.


• For the vendor daemon (lsvendor.c in machind directory) set:


ls_a_lkey_long = 1;             /* long license keys */


ls_a_lkey_start_date = 1;       /* hidden start dates */


After these changes are made, 20-character license keys with embedded dates are generated and 12-character license keys 
are not generated. The start date is determined in one of three ways:


• To use the date the license is digitally signed; use 0 for the license key field in the feature definition line.


Example:


FEATURE f2 demo 1.0 permanent uncounted 0 HOSTID=1234


• To specify a start date other than the date the license is signed, use 


start:dd‐mmm‐yyyy


for the license key field in the feature definition line.


Example:


FEATURE f2 demo 1.0 permanent uncounted start:03‐jan‐2013 HOSTID=1234


• To keep the date the same in an already existing license key, leave the license key as is.
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FEATURE f2 demo 1.0 permanent uncounted 6E06CC47D2AB30542134 HOSTID=1234


Compatibility Issues
• Version 6 applications (even those accepting 12-character license keys) will accept licenses with long, 20-character 


license keys.


• Applications prior to version 6 will not accept licenses with 12-character license keys.


• License generators, like lmcrypt, issue long license keys when verfmt is set to a version less than 6.


• LM_VER_BEHAVIOR, in machind/lm_code2.h, set to LM_BEHAVIOR_V5_1 (or older) will set license keys to be long and 
start dates in the license keys. However, this can be overridden in the code with lc_set_attr(job, LM_A_LKEY_LONG, 
(LM_A_VAL_TYPE)0) and lc_set_attr(job, LM_A_LKEY_START_DATE, (LM_A_VAL_TYPE)0), which must be set in the 
application, license generator, and vendor daemon.


Existing companies can successfully use short license keys (and may very well want to), but must obey the following rules:


• If a site wants to use older products, then you must use ‐verfmt to create a license with long keys. Both old and new 
products will accept these licenses.


• If a site is completely converting to products using FlexNet Publisher version 6.0 or later, licenses with short keys can 
be shipped.


• New users can receive licenses with short keys.


FEATURESET Line
The use of FEATURESET is discouraged. The FEATURESET line is required only if ls_use_featset is set in lsvendor.c. 


FEATURESET vendor key


where:


The FEATURESET line allows the vendor to bind together the entire list of FEATURE lines supported by one vendor daemon. If 
a FEATURESET line is used, then all the FEATURE lines must be present in the same order in the license file. This is used, for 
example, to insure that a user uses a complete update as supplied, without adding old FEATURE lines from the vendor.


See Also
The License File: Overview 


Table A-2 • FEATURESET Line


Line Description


vendor Name of the vendor daemon used to serve at least some features in the file.


key License key for this FEATURESET line. This license key encrypts the license keys of all FEATURE lines that 
this vendor daemon supports, so that no FEATURE lines can be removed or added to this license file.
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Intel Pentium III Hostid (HOSTID_INTEL)
Requirements


• Windows


• CPU hostid must be enabled


Note • In May 2000, Intel announced their intention to discontinue support for CPUID.


Enabling the CPU Hostid


On most systems, this is enabled in the BIOS Setup, which you usually enter by pressing the DEL key when the system is 
first booting up. If this is unavailable, it likely means that the system is not a Pentium III or higher.


Hostid Length


The true CPUID is a 96-bit value, in the format—


####‐####‐####‐####‐####‐####


—where the #s are uppercase hexadecimal characters. According to Intel, all 96 bits (24 hexadecimal characters) are 
required to achieve a nearly unique hostid. It is likely, however, that using the last 16 or 8 hexadecimal characters are very 
nearly unique. Therefore, it is recommended that unless absolute uniqueness is required, the 32-bit format should 
normally be used so that the license file is shorter and more readable. The 64-bit version is a compromise between the two.


The required length is determined by what is put in the license file. If you want to use 96-bit CPUID, then that is what should 
go in the license.


Converting from 96-Bit to 32-Bit


The 32-bit hostid is simply the last nine characters from the 96-bit version. Similarly, the 64-bit is the last 19 characters:


Table A-3 • 96-bit to 32-bit Conversion Information


Length Example


96-bit 1B34-A0E3-8AFA-6199-9C93-2B2C


64-bit 8AFA-6199-9C93-2B2C


32-bit 9C93-2B2C
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lmtools and lmhostid


lmhostid takes the following arguments:


Security Issues


Where available, the CPUID is the preferred hostid, because it is likely to be the most secure hostid. Flexera has taken extra 
precautions in the applications and vendor daemons to make this hostid especially secure.


It is not believed that the CPUID length is important to security. A duplicate 32-bit or 64-bit hostid will likely be so rare as to 
be insignificant.


Common Vendor Daemon
The Common Vendor Daemon option that deploy a single vendor daemon serves features previously authenticated by one 
or more vendor daemons. This scenario typically applies to publishers who have acquired companies, where the acquired 
companies have previously deployed FlexEnabled applications with their own vendor daemons.


AUTH= keyword (used exclusively with CVD) is also deprecated. 


For more information, refer to the previous versions of the documentation.


lmbind 
lmbind was used for bare-metal binding on license servers running in virtual machines. It and all the keywords it supported 
(LMB_*) are now deprecated. For more details refer to previous version documents.


Table A-4 • lmhostid Arguments


Argument hostid Description


-cpu 32-bit hostid


-cpu32 32-bit hostid


-cpu64 64-bit hostid


-cpu96 96-bit hostid


Table A-5 • Obsolete Keywords


Keywords hostid Description


LMB_ baremetal hostids


VMW_UUID Virtual Machine HostID


HPV_UUID Hyper-V HostID
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Note • Support for lmbind has now been completely removed from FlexNet Publisher (release 11.14.0 onwards).


Obsolete Libraries


UNIX Libraries for Single-Threaded Applications
The following UNIX libraries for single-threaded applications have been deprecated in FlexNet Publisher (release 11.15.1 
onwards):


• liblmgr_nomt_pic.a


• liblmgr_nomt_pic_trl.a


• liblmgr_nomt.a


• liblmgr_nomt_trl.a


Non-TRL Libraries
The following non-TRL libraries have been deprecated in FlexNet Publisher (release 11.15.1 onwards):


• Windows—lmgr.lib


• UNIX—liblmgr.a, liblmgr_pic.a
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Term Meaning


activatable license A license right in trusted storage that can be activated to a FlexEnabled client. See also 
license group. 


activated feature line See feature definition line.


activation In the FlexNet Publisher Licensing Toolkit, this is a process used to load license rights into 
trusted storage. Different activation types include:


• programmatic activation


• manual activation


• short-code activation


• local activation


In FlexNet Operations, this is a process used to generate license rights in either trusted 
storage and in license files.


Activation API Functions available in the FlexNet Publisher Licensing Toolkit libraries that enable you to 
initiate transactions and manage license rights in trusted storage. The Activation API is 
used to develop the functionality in an activation utility.
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activation client The system that works with an activation server to receive license rights. This system can 
be either a license server or a FlexEnabled client. The activation client initiates an 
activation, repair, or return transaction with an activation server, using an activation 
utility. The following transaction types can be initiated by an activation client:


• activation transaction


• return transaction


• repair transaction


activation request A message sent by an activation utility to an activation server that initiates an activation 
transaction. 


activation response A message sent from an activation server to an activation client, in response to an 
activation request. This message defines the license rights.


activation server A system that responds to requests for license rights from an activation client. The 
activation server can be one of the following:


• a license server


• FlexNet Operations


• in a test environment, the Manual Response Generator (responsegen.exe)


An activation server can also perform repair and return transactions. 


activation specification 
record (ASR) 


A signed XML file used with local activation and short-code activation that contains 
information about license rights, configuration settings for the publisher’s trusted storage 
segment, and additional information required by the activation transaction.


activation transaction A sequence of activation request and activation response messages, and related actions 
that result in license rights being loaded into trusted storage.


activation utility A utility that initiates an activation transaction, repair transaction, or return transaction by 
sending a request to an activation server. This utility also processes the response received 
from the activation server. It uses the Activation API to perform these capabilities.


It is written by the software publisher to meet specific business process requirements. This 
application can be either separate from or embedded in the FlexEnabled application. 


anchor A link between the system and the trusted storage that is used to detect whether trusted 
storage has been tampered with, deleted, or restored. Anchors are also used to ensure that 
information in trusted storage about trial licenses persists beyond the expiration date. 


ASR file See activation specification record (ASR).


binding A capability used with trusted storage where one or more properties of a system, 
combined together into a unique identifier, are used to ensure that license rights held in 
trusted storage are not copied to another system.


Term Meaning
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borrowing A capability available in FlexEnabled applications that enables a user to temporarily obtain 
a license in such a way that the license can be used locally for a limited period of time while 
the user is disconnected from the local network.


bulk entitlement An entitlement created for an order of multiple copies of a single product or suite. Bulk 
entitlements are used for sales through reseller channels. 


checkin The transaction that a FlexEnabled application performs to return a license after it has 
been checked out. This operation is not the same as an activation transaction. FlexEnabled 
applications must perform a checkout and checkin transaction to use a license. 


checkout The transaction that a FlexEnabled application performs to request a license. This 
transaction is different than activating a license. FlexEnabled applications must perform a 
checkout and checkin transaction to use a license. 


client system A general term used to define any system that interacts with a server in a client-server 
relationship. When using the FlexNet Publisher Licensing Toolkit there are two types of 
clients: 


• activation client


• FlexEnabled client


composite transaction Available in FlexNet Publisher 11.8, composite transactions allow multiple actions to be 
combined into a single transaction with FlexNet Operations. Also called multi-action or V2 
transactions. From FlexNet Publisher 11.14.0, composite transactions are also supported 
for all license servers.


concurrent license A license that can be shared among users by allowing each user to check out and then 
return the license. These licenses are served to FlexEnabled applications from a license 
server. If all licenses are being used, an additional user cannot run the FlexEnabled 
application until one of the other users check in their license. When one user finishes using 
the license, another user can begin using it. Also called floating license or served license 
rights.


config response A response to any request from an activation client that contains information about how 
the publisher’s trusted storage segment must be configured (called the trusted storage 
segment configuration). This response is processed by the activation utility and results in a 
segment of trusted storage being created or re-configured for that publisher.


consumer An individual or small business who purchases a license for their individual use. Compare 
with enterprise.


counted A type of license right or license model that defines a multiple quantity of licenses and 
allows concurrent use of the licenses. This term is taken from the fact that the license 
server counts the number of licenses that are being used. 


debug log file A file used by the license server to record status and error messages that are useful for 
debugging the license server. Each license server can have one or more of these files.


Term Meaning
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demo license See trial license.


duplicate grouping A capability in the FlexNet Publisher Licensing Toolkit used to uniquely identify a single 
client (or client checkout request) for the purpose of counting the number of licenses that 
are used. Duplicate grouping defines a set of rules under which multiple checkout requests 
can share the same license(s).


embedded activation See local activation.


encryption seed A set of values defined by a software publisher that are used when creating a publisher-
specific vendor daemon. 


end-user A person who uses a FlexEnabled application. This role is not the same as a license 
administrator.


end-user system See client system. 


end-user license 
administrator


See license administrator.


enterprise An organization that purchases licenses on behalf of a number of individual users. 
Compare with consumer.


entitlement A representation of the license model and product that a customer has bought. It is a 
definition only. The customer will need to fulfill the entitlement so that the license rights 
can be populated to license files or trusted storage. 


In FlexNet Operations, there are two types of entitlements:


• bulk entitlement


• simple entitlement


Each entitlement is uniquely identified by an entitlement ID.


entitlement ID In the FlexNet Publisher Licensing Toolkit, an attribute in trusted storage that stores a 
value used to identify the customer’s entitlement.


In FlexNet Operations, a value that uniquely identifies the entitlement.


expiring license License rights granted to a customer for a limited duration. When the license rights have 
expired, the licenses can no longer be checked out.


Term Meaning
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feature In the context of a software application, this is a single unit of capability. In the FlexNet 
Publisher Licensing Toolkit, this is an identifier used to associate a license model to a unit 
of capability in a software application. 


The software publisher defines which features in their software application map to a single 
feature in the FlexNet Publisher Licensing Toolkit. For example, a feature in the FlexNet 
Publisher Licensing Toolkit could represent any of the following:


• The entire software application.


• A subset of menu items.


• A specific set of data available from the software application.


• A process in the software application.


The software publisher also defines the license model for each FlexNet Publisher Licensing 
Toolkit feature. This gives software publishers the ability to define a different license 
model for each feature in the software application. 


feature bundle A collection of features in FlexNet Operations. It exists primarily to enable modularity and 
re-use. 


feature definition line An entry in a license file or fulfillment record that describes a feature. Each line begins with 
the keyword FEATURE, INCREMENT, or UPGRADE. In license files, feature definition lines 
are used with SERVER and VENDOR lines to define the license model. In trusted storage, 
feature definition lines are used with the fulfillment record properties to define the license 
model.


feature line See feature definition line.


file-based activation See manual activation.


FlexEnabled application A software application that uses the FlexNet Publisher Licensing Toolkit to implement its 
license models.


FlexEnabled client A client system where a FlexEnabled application is installed. 


Flexible API Functions available in the FlexNet Publisher Licensing Toolkit libraries that allow 
FlexEnabled clients to access license rights.


FlexNet Agent A utility that runs on a license server and allows communication between the license server 
and other FlexNet products.


FlexNet Manager This is a license server management and license management decision support solution in 
the FlexNet product family that allows companies to centrally manage license servers and 
license usage across the enterprise.


FlexNet Operations A product in the FlexNet family of products that manages entitlements and generates 
license rights.


Term Meaning
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floating license A license that can be shared among users and is served to FlexEnabled applications from a 
license server. When a user finishes using the license, another user can begin using it. Also 
called concurrent license or served license rights.


fulfill The action of getting license rights.


fulfillment record In the FlexNet Publisher Licensing Toolkit, a data structure specific to trusted storage that 
defines license rights. 


heartbeat A type of message sent periodically between two systems (for example, a FlexEnabled 
application and a license server) to identify whether each is running and able to 
communicate with the other. 


hop count In the FlexNet Publisher Licensing Toolkit, the number of times that license rights in a 
single fulfillment record have been transferred from one license server to another.


hostid In the FlexNet Publisher Licensing Toolkit, the value of a specific system attribute that 
uniquely identifies the host. For example, if IP address is a hostid type, then the hostid 
might be 129.87.33.101. Hostids are used in node-locked license.


hostid type A type of attribute that is available to uniquely identify a system. For example, disk serial 
number, IP address, or MAC address.


hybrid license In the FlexNet Publisher Licensing Toolkit, a type of license right in the license group on 
trusted storage that can function as either a concurrent license or as an activatable license.


internet activation See programmatic activation.


keyboard activation See short-code activation.


license administrator A person in an enterprise who is responsible for installing the FlexEnabled application and 
administering the licenses and license servers.


license file A text file, usually with the .lic extension, that contains license certificates from one or 
more publishers.


license-file list See license search path.


license generator A general term used to describe any mechanism a software publisher uses to generate 
license rights for their customers. The following FlexNet capabilities and products can 
function as a license generator:


• FlexNet Operations: generates license rights for trusted storage and license files. 


• lmcrypt: generates license rights for license files. 


Term Meaning
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license group A mechanism used to describe licenses rights held in server-side trusted storage. These 
groups are not used with license rights held in license files.


• activatable—A license right in trusted storage that can be activated to a FlexEnabled 
client.


• concurrent—license rights in this group can be shared among users by having a 
FlexEnabled client to check out, and then return the license. 


• hybrid—these license rights have the same characteristics as both the activatable 
license group and concurrent license group. They can be activated to client-side 
trusted storage on a FlexEnabled client or checked out by a FlexEnabled client. 


Although you see these group names used to describe license rights in client-side trusted 
storage, the capabilities of the license rights do not change. Once license rights are in 
client-side trusted storage, you cannot transfer, serve, or activate them to another system. 
The FlexEnabled application can only check out and check in these licenses.


The group names are used when a license right is returned to the license server, so that it is 
assigned to the correct license group on the license server. 


license model The set of characteristics that determine the conditions under which (for example, how, 
when, where, and by whom) a FlexEnabled application can be used.


license rights Information in trusted storage or license files that defines the license model and controls 
user access to a specific FlexEnabled application.


license search path A property that the FlexEnabled application uses to locate where license rights are stored. 
Sometimes known as a license-file list.


license server A set of files from the FlexNet Publisher Licensing Toolkit, that work together to manage 
and serve licenses to FlexEnabled applications. A license server is required to support a 
concurrent license model. The license server consists of a license server manager, one or 
more vendor daemons, zero or more options files, zero or more debug logs, and, 
optionally, a report log. These components are available in the FlexNet Publisher Licensing 
Toolkit.


If the license server supports license rights held in trusted storage, it also includes an 
activation utility. It may, optionally, act as an activation server.


license server system See license server.


license server manager 
(lmadmin or lmgrd)


A license server manager lmadmin or lmgrd executable that forwards connections from a 
FlexEnabled application to the correct vendor daemon. 


Because the vendor daemons are responsible for authenticating requests and serving 
licenses, a single license server manager can be used with multiple vendor daemons on the 
license server. 


Term Meaning
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license sharing A capability available in the FlexNet Publisher Licensing Toolkit where multiple license 
requests from the same user, host, or display results in only one license being used. Also 
known as duplicate grouping.


licensing client See FlexEnabled client.


lmadmin The license server manager introduced in version 11.6 which includes a Web-based GUI.


lmgrd A command-line-based license server manager.


local license rights License rights that are stored on the same system where the FlexEnabled application is 
running, rather than on a license server.


local activation A type of activation where license rights are loaded using an ASR file. The ASR file must 
reside with the FlexEnabled application. This does not require user intervention.


machine ID A value, generated using attributes of the system, that is used to bind trusted storage to 
that system.


maintenance A maintenance represents a customer’s right to obtain updates and upgrades to a 
particular licensed product or suite for a specified duration. Used in FlexNet Operations.


manual activation An type of activation where license rights are transmitted from an activation server to 
another system using a set of request and response messages that are formatted as XML. 


These messages are saved to and read from physical XML files. An activation utility loads 
the license rights from an XML file into trusted storage. 


Manual Response 
Generator 
(responsegen.exe)


A tool included in the FlexNet Publisher Licensing Toolkit that enables software publishers 
to test the activation process offline using XML request and response messages stored as 
files. 


node-locked license A license that can be used only when the FlexEnabled application is run on a specific 
system or by a specific user (as defined by the hostid).


options file A configuration file available on the license server that license administrators can use to 
either change license server behavior or implement certain licensing policies. Each 
software publisher has its own separate options file that works with a specific vendor 
daemon.


orderable Anything that can be purchased by a customer. Orderables can include suites, products, 
documentation, and maintenances.


package In the FlexNet Publisher Licensing Toolkit, a set of features that can be grouped and 
licensed together.


part number A unique identifier, typically correlated with an order system, assigned by a publisher to a 
product.


Term Meaning
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permanent license License rights granted to a customer that do not expire.


product Anything that can be sold by a publisher and can be licensed. 


product ID In the FlexNet Publisher Licensing Toolkit, one of the values that uniquely identifies the 
license rights in trusted storage. See also entitlement ID.


programmatic activation A type of activation where license rights are transmitted from one system to another across 
a network using a set of request and response messages that are formatted as XML. This 
process is the identical to manual activation, except that it does not generate a physical 
XML file. An activation utility loads the license rights from the XML message into trusted 
storage. This is an automated process and does not require user intervention.


publisher ID A value used by trusted storage to uniquely identify the software publisher’s logical and 
physical licensing components. Flexera distributes this identifier to software publishers. It 
is used to prepare certain FlexNet Publisher Licensing Toolkit files that access trusted 
storage. This value is not the same as the vendor daemon. 


quorum A condition specific to three-server redundancy that is met when at least two of the three 
license servers are running and can communicate with each other using heartbeats.


rehost The process of reissuing a license for a different system. This process requires software 
publishers to perform certain activities to redefine the license rights so that they will work 
properly on the new system.


repair request A message sent by an activation utility to an activation server that initiates a repair 
transaction. The activation server provides the information that repairs the license rights 
in trusted storage. An activation utility is an application that initiates the repair 
transaction.


repair response A message sent from an activation server to an activation client, in response to a repair 
request. This message contains information that is used to the repair the license rights.


repair transaction A sequence of repair request and repair response messages, and the related actions that 
result in license rights being repaired in trusted storage.


report log file A file that runs on a license server that contains data about the features used by a single 
vendor daemon. Report logs are encrypted and cannot be read by a person, but are used 
by FlexNet Manager to produce reports. 


responsegen See Manual Response Generator (responsegen.exe). 


return request A message sent by an activation utility to an activation server that initiates a return 
transaction. The activation server receives the license rights returned by an activation 
client. An activation utility is an application that initiates the return transaction.


return response A message sent from an activation server to an activation client, in response to a return 
request.


Term Meaning
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return transaction A sequence of return request and return response messages, and the related actions, that 
result in license rights being returned from trusted storage to the activation server.


served license rights License rights that are stored on a license server and are checked out when needed by 
FlexEnabled applications that run on client systems. These license rights are used for 
concurrent licensing.


short code A multi-character code used with a short-code activation transaction, a repair transaction, 
or a return transaction.


short-code activation A type of activation where license rights are loaded from an ASR file using an activation 
transaction that requires a specific code (called a short code). Often the user enters this 
code into a prompt from the application. This is also is used for licensing via automated 
telephony. 


signature A secure multi-character string added to the license certificate that ensures it has not been 
modified.


simple entitlement An entitlement for a single, specific customer.


single-action transaction This is the default transaction type for FlexNet Publisher versions 11.7 and earlier. Each 
transaction can include only a single action. Also known as legacy or V1 transactions. From 
FlexNet Publisher version 11.14, single actions are deprecated.


suite A set products grouped together that are functionally complementary and associated with 
one or more license models.


supersede A capability in the FlexNet Publisher Licensing Toolkit, used to replace the characteristics 
of old license rights with new characteristics.


three-server redundancy A capability in the FlexNet Publisher Licensing Toolkit that enables license administrators 
to configure three license servers in a failover cluster. 


triad A set of three license servers which operate together to support three-server redundancy.


trial license License rights granted to a user for a limited duration so that the user can evaluate the 
software application.


trusted storage A tamper-proof area on the system that stores license rights. This storage location is 
different than license files and requires a different mechanism for loading and managing 
license rights. Compare with license file.


trusted configuration A set of attributes that define the security configuration of a segment of trusted storage. 
Each software publisher can configure their segments of trusted storage differently. This 
configuration defines the settings for binding, anchoring, and windback detection. 


trusted configuration file A file that stores the attributes that define a software publisher’s trusted storage segment 
configuration.


Term Meaning
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trusted storage 
configuration


See trusted configuration.


uncounted A license right attribute that allows an unlimited number of concurrent uses of a 
FlexEnabled application. Compare with counted.


unserved license rights These are license rights that are not served from a license server. These license rights are 
located with the FlexEnabled application. Also known as local license rights.


upgrade A process where a user installs a newer version of a FlexEnabled application and also 
updates the license rights so that they can use this newer version. 


upsell The process of transitioning from a product of lesser functionality to one of greater 
functionality in the same product line.


vendor daemon One of the files that is a part of the license server. This executable is customized and built 
by the software publisher using files in the FlexNet Publisher Licensing Toolkit. The vendor 
daemon is responsible for communicating with the FlexEnabled application and issuing 
licenses.


Vendor Certificate 
Generator


A publisher-built component, that is a part of FlexNet Operations, that creates license 
certificates or signed feature lines in fulfillment records. This functions similarly to lmcrypt.


vendor name A value used to uniquely identify a software publisher’s logical and physical licensing 
components. It is used to prepare certain files in the FlexNet Publisher Licensing Toolkit 
that manage license rights in both trusted storage and license files. Flexera distributes this 
identifier to software publishers. This value is not the same as the publisher ID. 


windback A condition where the system clock has been set to an earlier date or time. One reason 
users change the system clock is to extend the license duration.


windback detection A capability in the FlexNet Publisher Licensing Toolkit that detects whether a user has reset 
the system clock. This prevents a user from extending the duration of the license. 


windback tolerance An acceptable amount of windback to a system clock that won't trigger windback 
detection. 


A certain tolerance is normally allowed to account for time zone differences or Daylight 
Saving Time.


Term Meaning
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activation transaction 216
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ANY hostid 145
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checkout denials
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checkout filter, vendor-defined 62
checkout option flag


LM_CO_AVAIL_NOWAIT 183
LM_CO_NOWAIT 183


checkout, COAVAIL See COAVAIL 183
chroot and ls_do_checkroot 75
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and TIMEOUT 166
Client reconnection, with COAVAIL 184
client system 217
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client reconnection 184
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config response 217
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configuring vendor daemon 29
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counted license 217
CPUID hostid 211
customizing


FlexNet Publisher behavior 165
vendor daemon 29


D
daemon, vendor 225
date-based version 98
debug log file 217


managing 30
starting 28


default license search path 21
default license server ports 89
DEMO hostid 145
demo license, See trial license
detecting OVERDRAFT usage 121
disabling


lmdown 27
lmremove 27


DISPLAY
hostid 145


dist_info 109
domain limits 205
DUP_GROUP 99
dup_group 115
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suite 114, 115, 116


E
embedded activation, See local activation
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entitlement 218, 221
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error messages
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feature bundle 219
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FEATURE/INCREMENT line, See feature definition line
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FLEXID 144
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floating license 220
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process 49


hop count 220
HOST_BASED 100
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HOSTID 100
hostid 144, 220


ANY 145
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DISPLAY 145
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HOSTID_INTEL 211
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INTERNET 146
platform-specific 141
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special 145
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TPM 142, 144
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virtualization 146


hostid type 220
HOSTID_INTEL hostid 211
HOSTNAME hostid 145
hybrid license 220
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installing


FlexNet Licensing Service (Linux) 158
FlexNet Licensing Service (OS X) 160
FlexNet Licensing Service (Windows) 157


installs.exe 28
Intel Pentium III+ hostid 211
internationalization 169
INTERNET


hostid 146
internet activation, See programmatic activation
INTERNET hostid


on SERVER line 89
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support overview 137
ISSUED 101
ISSUER 101


K
keyboard activation, See short-code activation


L
lc_auth_data()


and demo licensing 120
lc_checkout() limits 204
lc_init_simple_composite() 149
lc_set_attr()
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lc_vsend()


and ls_vendor_msg 68
length, signature 125
lenient licensing 121
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license administrator 220
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node-locked, uncounted 81
PACKAGE 113
PACKAGE SUITE variations 115
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case folding 171
comment lines 88
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format 79
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PACKAGE line 111
SERVER line 88
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USE_SERVER line 91
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long 209
version behavior 210


license model 221
license models


expiring uncounted demo 119
lenient licensing 121


limited functionality demo 120
license rehosting 195
license rights 221


local 222
license search path 221
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default 21
redundancy 37
specification 22


license server 221
default ports 89
improving performance 91
license search path 37
license-file directory 37
lmgrd


run in foreground 27
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specifying license files 26


license server debug log
starting for lmgrd 26


license server manager 221
license server manager, definition 221
license server system 221
license sharing 222
license usage


billback 121
in report log 121


license-file list, See license search path
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Concurrent 20
licensing client 222
licensing, time zone 175
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decimal license 203
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error message 204
lc_checkout() requests 204
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license file 202
LM_LICENSE_FILE 206
lmgrd 205
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vendor daemon 204
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description 183
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VENDOR_NAME 30


LM_LICENSE_FILE 37
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LM_SEEDS 125
LM_STRENGTH 30, 125, 128
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license file 22
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log file
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Overview of Trusted Storage–Based


Licensing

This chapter provides background on how trusted-storage licensing works. It contains the following information:


• An introduction to the functionality available in the toolkit that uses trusted storage. 


• Brief descriptions of toolkit components that support activation.


• Descriptions of transactions that may be used to activate licenses.


For an introduction to using trusted storage and activation transactions on a license server, see the next chapter, 
Transactions to a License Server.


Introduction
Activation is a method for installing license rights into trusted storage on a system. This results in license rights being held 
in trusted storage using fulfillment records. Fulfillment records store feature definition lines that define the license rights for 
one or more FlexEnabled applications. Feature definition lines are identical in structure to those found in license files, 
except that certain values can be overridden by parameters defined at the fulfillment-record level. The fulfillment record 
also contains details about the activation transaction that added it to trusted storage.


Additionally, a fulfillment record installed on a license server contains details about how the license server can use the 
licenses. For example, these details can define the licenses as concurrent licenses, activatable licenses, or licenses that are 
transferable to other license servers. Activatable licenses are licenses that can be activated to a FlexEnabled client using an 
activation transaction. These types of licenses are described in more detail in the section, Transactions to a License Server, 
found later in this chapter. 


Trusted storage is a secure storage area controlled by FlexNet Publisher Licensing Toolkit components and used to store 
fulfillment records and other license-related information. The later section Trusted Storage describes this type of storage 
in more detail. 
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Description of the Trusted Storage–Based 
Transactions


A software publisher can use the FlexNet Publisher toolkit to build publisher-specific components (activation utility, 
FlexEnabled application, or license server) that perform transactions to manage license rights in trusted storage. These 
transactions include the following:


• Activation—Loads license rights into trusted storage. If trusted storage has not been initialized on the system, this 
transaction also performs the initialization.


• Return—Returns license rights from trusted storage to the originating system. 


• Repair—Required when changes are detected that might indicate trusted-storage tampering. In this case, the license 
rights are considered untrusted and cannot be used until they are repaired.


• Transfer—Transfers license rights from one license server to another license server. 


The later chapters, Transactions with a FlexEnabled Client and Transactions to a License Server, provide more information 
about these transactions 


Systems Involved in an Activation Transaction
To perform an activation transaction, you need an activation client (a FlexEnabled client or FlexNet license server) that 
communicates with a publisher’s activation server or a license server or accesses a locally loaded Activation Specification 
Record (ASR). The transaction is enacted using the following possible system combinations:


• License Server to FlexEnabled client—The transaction to activate licenses from a license server to a FlexEnabled 
client is performed across the local network.


• Activation server to FlexEnabled client—The transaction to activate licenses from a FlexNet Operations server (or a 
publisher’s custom activation server) to a FlexEnabled client is performed across the Internet.


• ASR file to license server or FlexEnabled client—The transaction to activate licenses on a FlexNet license server or a 
FlexEnabled client is performed by processing an activation specification record (ASR) directly on the license server or 
FlexEnabled client machine. This process is called local activation.


• Activation server to license server—The transaction to activate licenses from a FlexNet Operations server (or a 
publisher’s custom activation server) to a license server is performed across the Internet. These license rights can be 
either concurrent (checked out by a FlexEnabled client) or activatable (activated to a FlexEnabled client).


• License server to license server—The transaction to activate licenses from one license server to another license 
server is performed across the local network. This is called a transfer of license rights between license servers. License 
rights are deactivated on one and then activated on the other.


License rights can be returned to the system that supplied them using a return transaction. A repair transaction is used to 
repair a fulfillment record when the trusted storage security system detects a change possibly due to tampering with 
trusted storage. Because of the nature of the configuration, you cannot return license rights to an ASR.
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Choosing an Activation Mechanism
You can choose from different transaction mechanisms to activate license rights to trusted storage. These mechanisms 
include the following:


• Programmatic activation—This process sends request and response XML messages as a data stream between the 
two systems during the course of the transaction. The process generally does not require user involvement to 
complete the transaction.


• Manual activation—A method is similar to programmatic activation, but the request and response XML messages are 
saved to files, rather than sent seamlessly as data streams across a network connection. This method generally 
requires user involvement to complete the transaction. You can use the Manual Response Generator to process the 
content of these XML files. However, you should reserve the Manual Response Generator for testing purposes only; do 
not use it in a production environment.


• Short-code activation—This mechanism allows you to send request and response messages as numeric codes (called 
request codes and response codes), rather than XML messages. It is useful when an internet connection is not 
available to the user or when the XML files are too large to send. This mechanism generally requires user involvement 
to complete the transaction. You can use the Manual Response Generator to generate and process request codes and 
response codes. However, you should reserve the Manual Response Generator for testing purposes only; do not use it 
in a production environment.


• Local activation—This mechanism allows you to load license rights from a local ASR file. It is used for trials or for 
performing activations when an internet connection is not available to the user, XML files are too large to send, or 
activations are required in high-security environments. Depending on how the business process is implemented, this 
mechanism might require user intervention to complete the transaction.


Activation Transaction Types
FlexNet Publisher supports two transaction types:


• Composite Transactions—From FlexNet Publisher 11.14.0, composite transactions are fully supported for all servers. 
From this version onwards, it is best practice to use composite transactions for all interactions with servers.


• Single-Action Transactions—Single-action transactions perform one activation action per transaction. For example, 
using single-action transactions to activate two fulfillment records from a license server to a FlexEnabled client 
involves issuing two separate transactions.


From FlexNet Publisher version 11.14.0, single-action transactions have been deprecated.


Composite Transactions
Composite transactions are for use between an activation client (such as a enterprise license server or FlexEnabled client) 
and an activation server (such as FlexNet Operations or a customized activation server), or between the FlexEnabled client 
and the enterprise license server.


A composite transaction uses one request from the activation client and one response from the activation server to 
perform multiple activations, repairs, and returns. This type of transaction gives the activation server flexibility in 
managing trusted-storage license rights. For example, a single composite transaction can do any combination of the 
following actions:
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• Delete (return) one or more fulfillment records


• Create (activate) one or more fulfillment records


• Modify one or more fulfillment records (for example to change the license count)


• Combinations of these actions to perform partial or full returns or upgrades


Composite Transaction Features
Composite transactions provide the following features:


• Support complex licensing operations, such as upgrades (return one fulfillment, activate another) or multiple 
activations (more than one fulfillment) in a single request-response exchange with the server.


• Provide additional information in the request, such as:


• Details of fulfillments that already exist on the requesting machine


• Error information that enables recovery if a response cannot be processed successfully by the requesting 
machine (potentially avoiding license loss)


• The trusted storage serial number and request timestamp (potentially useful for fraud detection)


• Provide more secure activations, returns, and repairs on FlexNet license servers or FlexEnabled clients that run on 
virtual machines.


Composite-Transaction Mechanisms and APIs
The mechanisms of composite transactions are as follows:


• The activation application uses API calls to create a request


• The request is sent to the activation server, either online or offline


• The activation server analyzes the request, applies its business rules, and creates a response


• The response is sent back to the activation client, which uses API calls to process and apply the trusted storage update


APIs and Attributes Specific to Composite Transactions


Specific API objects and attributes are required to support multiple actions within the transaction, to store details about 
existing fulfillments within trusted storage, and to support recovery should response-processing errors occur. Also, the API 
must support comprehensive dictionaries that provide additional vendor information and information specific to FlexNet 
Operations.


For this reason, and to clearly distinguish between the deprecated single-action transactions and composite transactions, 
a separate set of API calls are defined for activation utilities that support composite transactions. These have the function 
name prefix fnpTran- and are defined in the C/C++ Function Reference, as well as in the header file flxActTransaction.h.


Sample Utilities and Files to Demonstrate Composite Transactions


Specific sample activation utilities are provided to demonstrate the use of composite transactions. The source code for 
these utilities can be found in the folder <install_dir>/examples/activation/comptranutil. The FlexNet Publisher 
toolkit file makefile.act uses this single source to build two executables:
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• appcomptranutil (application activation utility for FlexNet clients)


• servercomptranutil (server activation utility for license servers)


Additionally, the toolkit contains examples of response parameter files that the Manual Response Generator can use to 
generate responses. These response parameter files, located in <install_dir>/<platform_dir>/publisher/xml/
Version6/W7_*, illustrate use cases for composite transactions.


Composite Transaction Example
This example demonstrates how a composite transaction uses a single request and response to perform multiple 
activations on a license server. 


Note • This example automatically deploys the sample prepped Trusted Configuration (DemoTrustedConfigOut.xml) that 
ships with certain toolkits. The sample activation utility appcomptranutil invoked in the example uses this Trusted 
Configuration to set up a trusted section in trusted storage for a first-time activation. For more information about the prepped 
Trusted Configuration, see the “First Build of the FlexNet Publisher Toolkit” chapter in the Development Environment Guide.


Task To run a sample composite transaction that activates two fulfillment records


1. At a command prompt from the toolkit’s <install_dir>/<platform_dir> directory, enter the following command 
to remove any server-side trusted storage files that might have been created during previous demonstration or trial-
licensing activities:


tsreset_svr -delete all


2. Run the command to create a request for two activations:


servercomptranutil -new request.xml -activate ENTL-EZCALC-S1 -activate ENTL-EZCALC-NS1


Here, ENTL-EZCALC-S1 and ENTL-EZCALC-NS1 are the two Rights IDs provided by the publisher’s activation server to 
authorize the two activations. The request is written to request.xml.


3. Enter the following command to have the sample Manual Response Generator create the response. (In practice, the 
activation server performs this step).


./publisher/responsegen -i request.xml 


-o response.xml 


-k ./publisher/xml/DemoKeyout.xml


-m ./publisher/xml/Version6/W7_EZCalcSvrSingleStepMultipleActivate.xml


Here, W7_EZCalcSvrSingleStepMultipleActivate.xml is the response parameter file. It contains the actions needed 
for the activation (in this case, one action for each activation). The response is written to response.xml.


4. Enter this command to process the response:


servercomptranutil -process response.xml


The utility displays the details of the action taken. 


5. To view license rights in trusted storage, run the following command:


servercomptrantuil -v format=long
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Components Used With Trusted Storage–Based 
Licensing


The following diagram shows the components required to implement trusted storage–based licensing. 


Figure 1-1: Components Used in Trusted Storage–Based Licensing


This diagram includes two instances of the activation libraries on the FlexEnabled client. Similarly, there are two activation 
libraries on the license server but these are not shown on the diagram. For notr toolkits, there are single activation libraries 
on the FlexEnabled client and the license server.


The toolkit also includes the Manual Response Generator (not shown in this diagram) that generates responses to 
activation, return, and repair requests and is used for testing only. For details, see The Manual Response Generator. 


Application Activation Utility
The software publisher is responsible for providing the executable for the activation utility that runs on the FlexNet client 
(that is, the machine on which the FlexNet application is installed). This client-side, or application, activation utility uses 
the API in the activation library to initiate and manage activation transactions that install or manage license rights for the 
FlexEnabled application from the publisher’s activation server or the enterprise license server.


The FlexNet Publisher Licensing Toolkit includes sample source code that you can use to create the application  activation 
utility that processes local activations, composite transactions, and short-code transactions. The source  code is found in 
files compTranUtil*.c, located in <install_dir>\examples\activation\comptranutil.

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing FNP-11170-PRTS00 Company Confidential 17







Chapter 1 Overview of Trusted Storage–Based Licensing
Components Used With Trusted Storage–Based Licensing

Additionally, the toolkit contains a sample working executable and its associated activation library, called 
appcomptranutil.* and appcomptranutil_libFNP.*, for issuing and processing composite transactions.


Although an application activation utility is shown as a separate component on the diagram in Figure 1-1 (and is supplied 
as stand-alone sample code in the toolkit), the utility can be built into the FlexEnabled application. Building the utility into 
the FlexEnabled application has advantages. For example, before the end user checks out a feature, the utility can issue the 
Flexible API function lc_expire_days to retrieve the remaining length of a license. The utility can then send a message to 
the end user when a license is about to expire, giving the user the option of initiating an activation before the license 
expires.


Utility Supporting Single-Action Transactions (Legacy)


Although activation can still be performed using single-action transactions, best practice is to use composite transactions, 
which offer a more secure activation process. 


The toolkit contains sample source code, located in <install_dir>\examples\activation\appActUtil.c, which can be 
used to create application activation utilities that process local activations and single-action transactions.


The toolkit also contains the following sample working application activation utilities and their associated activation 
libraries:


• appactutil.* and appactutil_libFNP.* for issuing and processing ASRs and single-action transactions (standard 
toolkits)


• appactutil.* and demo_client_libFNP_notr.* (notr toolkits)


Server Activation Utility
The software publisher is responsible for providing the executable for the activation utility that runs on the enterprise 
license server. This server activation utility uses the API in the activation library to initiate and process activation 
transactions that install or manage license rights on a license server from the publisher’s activation server or another 
enterprise license server.


The FlexNet Publisher Licensing Toolkit includes sample source code that you can use to create the server activation utility 
that processes local activations, composite transactions, and short-code transactions. The source  code is found in files 
compTranUtil*.c, located in <install_dir>\examples\activation\comptranutil.


Additionally, the toolkit contains a sample working activation utility and its associated activation library, called 
servercomptranutil.* and servercomptranutil_libFNP.*, for issuing and generating composite transactions.


For instructions on using the sample server activation utilities, read Getting Started with Trusted Storage–Based Licensing.


Utility Supporting Single-Action Transactions (Legacy)


Although activation can still be performed using single-action transactions, best practice is to use composite transactions, 
which offer a more secure activation process. 


The toolkit contains sample source code, located in <install_dir>\examples\activation\serverActUtil.c, which can 
be used to create server activation utilities that process local activations and single-action activation transactions.


The toolkit also contains the following sample working executables and their associated activation libraries:


• serveractutil.* and serveractutil_libFNP.* for issuing and processing ASRs and single-action transactions 
(standard toolkits)
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• serveractutil.* and demo_server_libFNP_notr.* (notr toolkits)


Activation Specification Record
This file is used with local activation and short-code activation. The information normally included in the activation 
response is held in the activation specification record (ASR) and written to trusted storage during the activation 
transaction. The activation specification record includes the following information:


• Fulfillment record to be installed


• (Optional) Trusted Configuration data required to create or identify the section of trusted storage in which the 
fulfillment record is to be stored


Note • If the platform supports prepped Trusted Configurations, best practice is not to include the Trusted Configuration 
in the ASR. Instead, implement the prepped Trusted Configuration that is automatically deployed by your activation 
utility to create the initial trusted section whenever needed. (ASRs created for activations on a license server must use 
prepped Trusted Configuration; an activation fails if the ASR contains an embedded Trusted Configuration.) For more 
information about setting up the prepped Trusted Configuration, see the “First Build of the FlexNet Publisher Toolkit” 
chapter in the Development Environment Guide.


• (Optional) For local activations, restrictions on when a license can be created


• For Short-Code Transactions, the short-code alias, short-code scheme ID, and optional overrides


Multiple ASRs can exist on a license server or a FlexEnabled client.


FlexNet Licensing Service
The FlexNet Licensing Service is an administrative proxy that runs on behalf of the user to perform system tasks where 


elevated privilege is required. 


For trusted storage–based licensing, the FlexNet Licensing Service must be installed to enable the FlexEnabled application, 
the activation utilities, and the vendor daemon to operate correctly.


In addition, the FlexNet Licensing Service is required to enable the FlexEnabled application and the vendor daemon to 
access virtualization data (on Windows and Linux platforms only). The FlexNet Licensing Service regularly polls the system 
to update virtualization data. Therefore, the FlexNet Licensing Service runs continuously. The virtualization poll interval is 
not configurable.


For installation information of the FlexNet Licensing Service, see Chapter 6, “Initializing Trusted Storage.”


Activation Library
An activation library handles trusted-storage access and activation tasks for the specific component (activation utility, 
toolkit executable, or FlexEnabled application) for which the library was generated. It provides external activation API used 
to any of the following:


• Initiate and manage activations, including local activations.


• Access fulfillment records held in trusted storage.
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The activation API functions are described in C/C++ Function Reference.


The activation library has two modes of operation:


• As a client when it accesses client-side trusted storage (that is, trusted storage located on the FlexEnabled client 
machine and used to store licenses for the for a FlexEnabled application). This library and its corresponding FlexNet 
Publisher component (utility, toolkit executable, or FlexEnabled application) must also reside on the client machine.


• As a server when it accesses server-side trusted storage (that is, trusted storage located on the FlexNet enterprise 
license server and used to store licenses served to FlexEnabled applications). This library and its corresponding 
FlexNet Publisher component (utility, toolkit executable, or FlexEnabled application) must also reside on the license 
server machine. 


These two modes of operation create separate trusted storage files and require the use of specific functions. 


For the standard version of the toolkit, you generate a product-specific activation library using the preptool utility 
provided within the toolkit. For further information, see “Prepping the Application” in Development Environment Guide and 
preptool.


Note • Each FlexNet Publisher component that uses the standard version of the activation library is built with its own copy of 
the activation library. See Figure 1-1 that illustrates this for the FlexEnabled client.


For the notr toolkit, you use the appropriate activation library that you created when building the toolkit:


• demo_client_libFNP_notr.* (for use on a FlexEnabled client)


• demo_server_libFNP_notr.* (for use on a license server to access server-side trusted storage)


Trusted Storage
Trusted storage is a secure storage area that is controlled by FlexNet Publisher Licensing Toolkit components and used to 
store licensing data. Trusted storage can be one of two types:


• Server-side trusted storage—Holds license rights that are checked out by FlexEnabled applications running on client 
systems or that are activated to client-side trusted storage residing on FlexEnabled clients.


• Client-side trusted storage—Holds license rights that are used by FlexEnabled applications running on the client 
system.


In the activation library, certain functions access client-side trusted storage only and others access server-side trusted 
storage only. See Activation Library for details. 


The trusted storage data store can be segmented into trusted sections, each with different security settings. Security for a 
specific trusted section is configured using a Trusted Configuration File. Starting in version 11.10.1, a prepped Trusted 
Configuration is supported on certain platforms, enabling the initial trusted section in trusted storage to be established 
automatically before an activation request is actually sent.


A backup copy of trusted storage is maintained by FlexEnabled applications created with toolkits of version 11.6.1 or 
greater and that use trusted storage. The backup trusted storage file is used to restore damaged sections of trusted 
storage. The use of the trusted storage backup file to restore a damaged section is totally transparent.
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Trusted Configuration File


The Trusted Configuration file defines the configuration for a publisher-specific segment of trusted storage, called a trusted 
section. The Trusted Configuration file defines the following for the section:


• Anchors


• Binding used to lock the trusted storage to the system


• Transaction keys used to secure the contents of activation transactions


• Wind-back tolerance used to identify whether the system clock time has been turned back


Each trusted section is identified by a Trusted ID. The transaction keys, used to secure the contents of activation 
transactions, are also generated per Trusted ID. Thus, you should use application-specific Trusted IDs for high-value 
products.


The security settings used for trusted storage and activation transactions define the security of the license rights. See 
Configuring Security for Trusted Storage for more information. 


Note • Trusted-storage security is not synonymous with the security of the FlexEnabled application, which also depends on 
how securely the components are bound to the application.


Fulfillment Record


A fulfillment record is placed in trusted storage as a result of an activation transaction. The record contains the license 
rights as well as information about the transaction itself.


Feature Definition Line


A fulfillment record contains one or more feature definition lines. Each feature definition line identifies certain license 
rights and characteristics. The following is an example feature definition line in a fulfillment record. It uses the same syntax 
and structure as a feature definition line in a license file.


FEATURE add vendor 2.0 31-dec-2020 1 SIGN="003D B062 54D1 47E3 1FF6 145F \


59CE 0200 8002 FE69 0FBC F4FF AA10 FFB3 6EB3"


When used in trusted storage, the feature definition lines alone do not define license rights. Both the feature definition 
lines and the properties of the fulfillment record define the license rights for a FlexEnabled application. Certain attributes 
of the fulfillment record override keywords in a feature definition line. For example, an expiration date or field count 
defined at the fulfillment-record level overrides this same attribute defined in any feature definition line.


For a description of the feature definition line syntax, see Defining Feature Definition Lines for a Fulfillment Record.


SOAP Module
The connection to the FlexNet Operations server uses Simple Object Access Protocol (SOAP) over an HTTP or HTTPS 
connection. The SOAP module, FNPCommsSoap.*, is required when your activation utility initiates and manages activation 
transactions with an FlexNet Operations server or a publisher’s activation server using this online connection. The SOAP 
module supports HTTP 1.0 and HTTP 1.1.
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Activation Server
The activation server is not part of the FlexNet Publisher Licensing Toolkit, but the publisher needs this server to activate 
licenses in trusted storage on a customer’s FlexEnabled client or license server. Generally, the activation server resides in 
the software publisher’s network and responds to activation, repair, and return requests from activation utilities (on the 
license server or the FlexEnabled client). The activation server can be a FlexNet Operations server or a custom activation 
server.


When activation transactions with an activation client (a FlexNet enterprise license server or a FlexEnabled client) must be 
sent across a firewall, the publisher can configure a proxy server that sends client requests to the activation server. 


Note • The FlexNet Publisher Licensing Toolkit contains a Manual Response Generator (responsgen) that you can use to 
simulate a basic activation server for testing purposes only.


License Server
FlexNet Publisher contains components that allow publishers to build and distribute an enterprise license server to their 
customers. The license server is used when the licensing strategy includes the concurrent license model. The license server 
manages license rights as FlexEnabled applications connect to the license server to check out and check in features. 


A single license server can manage licenses from multiple software publishers. Each software publisher builds and ships 
certain components that are specific to their licensing strategy. 


A license server set up for trusted storage–based licensing comprises the following components:


• License server manager (lmadmin or lmgrd)


• Vendor daemon


• Debug log


• Report log


• Options file


• License server utilities


• Server-side activation utility


Minimally, the license server must have at one license server manager (lmadmin or lmgrd), vendor daemon, and activation 
utility to function.


The following features are not supported with trusted storage–based licensing:


• Common Vendor Daemon


• Three-server redundancy


License Server Manager


The license server manager (lmadmin or lmgrd) manages vendor daemons and handles the initial request from FlexEnabled 
applications. After the license server manager identifies the appropriate vendor daemon for a FlexEnabled application 
request, it forwards the request to that vendor daemon. From then on, the vendor daemon and the FlexEnabled 
application communicate directly.
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lmadmin


For information on lmadmin and its requirements for trusted storage–based licensing, see Chapter 2, “Transactions to a 
License Server.” Detailed information about lmadmin is also available from its Online help system and from the License 
Administration Guide, which can be downloaded from the Flexera web site.


lmgrd


An older version of the license server manager, lmgrd, is still available. For information on lmgrd, see the License 
Administration Guide.


Vendor Daemon


The vendor daemon is an executable that is built by the software publisher. The daemon is responsible for managing the 
license rights for that publisher and handling check-out and check-in requests from FlexEnabled applications.


The vendor daemon communicates with FlexEnabled applications using the FlexNet communication protocol available in 
the client library (often called FlexNet comms). This communication protocol uses TCP/IP to transmit messages between 
the two systems. 


When the FlexEnabled application checks out or checks in a feature, the vendor daemon records these actions to the report 
log. Additionally, the vendor daemon writes informational and error messages to the debug log. 


License Server Utilities (lmutil)


The FlexNet Publisher Licensing Toolkit includes a set of command-line utilities to help license administrators manage 
licenses and license servers. The utilities are packaged as a single executable called lmutil. You run these utilities using 
the following command: 


lmutil <utility name> <options>


where


• lmutil is the name of the executable.


• <utility name> is the name of the specific utility you want to execute.


• <option> includes any command-line options to use with that utility. Each utility supports its own set of options.


Always use the newest version of the license server utilities. These utilities can be downloaded from 
www.flexerasoftware.com. See the License Administration Guide for more information about these utilities. 


Debug Log


A debug log file contains status and error messages useful for debugging the license server. The debug log contains 
information about license server manager (lmadmin or lmgrd) events and vendor daemon events.


Report Log


The report log contains information about feature usage and is generated by the vendor daemon. The content of the report 
log is encrypted; only the FlexNet Manager product can read this file, enabling license administrators to produce license-
usage reports.
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Options File


The Options file allows the license administrator to define parameters that support a publisher’s licensing policy. These 
parameters can do the following:


• Allow or deny features for specific users, hosts, or groups


• Reserve licenses for specific users, hosts, or groups


• Restrict the number of licenses available to the enterprise 


• Control the amount of information logged about license usage


• Enable logging to a report log


Note • If there are no feature lines in the license file (as expected for a vendor daemon serving licenses only from trusted 
storage) and an options file is used, then the path to both the vendor daemon and the options file must be separately specified 
on the VENDOR line in the license file.


FlexEnabled Applications
A FlexEnabled application is a software application that implements the licensing strategy using the FlexNet Publisher 
Licensing Toolkit components. A FlexEnabled application uses the Flexible API (from the client library) to locate and access 
license rights for the application. The application developer uses the checkout function to request a feature. If the feature 
is available to the application (based on the license model), the checkout succeeds and the application continues 
normally. If the feature is unavailable, the application developer should implement certain user-friendly behavior in the 
application to notify the user. 


Note • When FlexNet Operations FlexEnabled Client is activated ensure that the Max Transfer option is set to a non-zero 
count. The MAX Transfer option of FlexNet Operations On Premises is covered in the following topic Packaging Products > 
License Models > Creating a License Model of the help library.


License Activation in a Virtual Environment
FlexNet Publisher provides the following support for trusted-storage licensing in a virtual environment:


• The ability to allow or deny a local activation (via an ASR) on FlexEnabled clients running in virtual environments


• Activations, repairs, and returns performed from the publisher’s activation server to FlexEnabled clients or FlexNet 
license servers running in virtual environments


FlexNet Publisher uses either composite or single-action transactions to perform activation, repair, and return operations 
from the publisher’s activation server to license servers or clients running in virtual environments. However, best practice 
is to use composite transactions, which offer a more secure activation processes.


For more information about composite and single-action transactions, see Activation Transaction Types. For information 
about the hypervisors that FlexNet Publisher supports, see the current FlexNet Publisher Release Notes.
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Features Added or Updated to Support Virtualization
The following provides an overview of the functionality that has been added or updated to support trusted-storage 
licensing in a virtual environment:


Table 1-1 • Features Supporting Trusted-Storage Licensing in Virtual Environments


Feature to Support Virtualization Where to Go for More Information


New activation-utility function 
called to detect a virtual 
environment


See the description of flxActCommonVirtualStatusGet in the C/C++ Function 
Reference.


New ASR data dictionary element 
to support virtualization policies


See the section Support for Trials in Virtual and Non-Virtual Environments in 
Chapter 4, “Implementing Trial Licenses and Trial Packs.”


New data items in the request to 
identify the requester’s virtual 
environment


See the section Additional Composite Request Data Items for Virtual 
Environments in Chapter 11, “Building an Activation Utility for Composite 
Transactions.”


Note • FlexNet Operations 12.8 or a compatible license generator is needed to 
support composite-transaction requests generated by FlexNet Publisher 11.10 
for virtual machines. 


VMID-only binding in a virtual 
environment


See the section Binding in Appendix A, “XML Schemas.”


UMN3 added for requester 
verification


See the section Information Used to Identify the System Initiating the Request 
in Chapter 1, “Overview of Trusted Storage–Based Licensing.”


New or updated sample files  See Appendix A, “XML Schemas.”
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Transactions to a License Server

This chapter expands the information given in the previous chapter for license rights held in trusted storage on a FlexNet 
enterprise license server. This chapter provides the following:


• An introduction to activation transactions available to license servers and how license rights held in trusted storage 
on a license server can be used


• Outline descriptions of activation transactions that can be used on license servers


• A description of how license rights are represented in fulfillment records on license servers


Introduction
The license rights held in trusted storage on a license server are obtained from FlexNet Operations server, a publisher’s 
custom activation server, or from another license server. These license rights are used in the following ways:


• To serve concurrent licenses to FlexEnabled clients via the enterprise network. These licenses operate in the same way 
as floating counted licenses from a license file.


• To activate licenses to FlexEnabled clients using activation transactions across the enterprise network. The 
FlexEnabled client requests a license using an activation transaction. These licenses are referred to as activatable 
licenses.


• To transfer to other license servers that are using trusted storage. The license server that requires the license rights 
uses an activation transaction to request the licenses. Both concurrent and activatable licenses can be transferred in 
this way.


License rights held on the license server can be returned to the system that supplied them using a return transaction. 
Therefore, license rights that a license server obtained from the publisher’s activation server can be returned to the 
publisher. Likewise, the license server also accepts the return of license rights that it has originally supplied to a 
FlexEnabled client or another license server. License rights that are returned to a license server are held in trusted storage 
and are available for use by another FlexEnabled client or license server. Thus, using activation and return transactions, 
license rights can be transferred around an enterprise.
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The license server both initiates repair transactions when its own trusted storage requires repair and handles requests for 
repair of fulfillment records that it has supplied. When the license server is responding to a repair request, it uses repair 
rules contained within the original fulfillment record.


Components Required on the License Server
The following components are required on the license server to support activation. For descriptions of these components, 
see Components Used With Trusted Storage–Based Licensing in Chapter 1, “Overview of Trusted Storage–Based 
Licensing.” Make sure you also read the Development Environment Guide for information about setting up the development 
environment, building license server executables, and packaging all related components.


• A publisher-specific vendor daemon, built using the FlexNet Publisher Licensing Toolkit. See Development 
Environment Guide. 


• A license server manager, either lmadmin or lmgrd. lmadmin reports the status of all licenses held in trusted storage—
concurrent, activatable, and hybrid. lmgrd reports the status of concurrent licenses only.


• A server activation utility to initiate and manage the activation of licenses in its own trusted storage or in trusted 
storage on a FlexEnabled client. 


For information about building a server activation utility, see Chapter 10, “Building a Server Activation Utility for 
Single-Action Transactions,” or Chapter 11, “Building an Activation Utility for Composite Transactions.” Additionally, 
the toolkit provides a sample of each server activation-utility type. 


• For standard toolkits, the vendor daemon is processed using preptool and the resulting activation library component 
(called <vendor name>_libFNP.dll) should be added to the product package. This step is included in the 
makefile.act processing instructions. For more information about the preptool, see Chapter 12, “Working with the 
Software Publisher Utilities.”.


• For standard toolkits, the server activation utility should be processed using preptool and the resulting activation 
library component added to the product package. For more information about preptool, see Chapter 12, “Working 
with the Software Publisher Utilities.”.


• For notr toolkits, the activation library component, demo_server_libFNP_notr.*, generated when the toolkit is built, 
is added to the product package. See Development Environment Guide.


• Trusted storage must have been configured on the customer’s machine.


• On Windows, configuration for trusted storage involves initializing the trusted storage directory and installing the 
FlexNet Licensing Service using FNP_Act_Installer.dll.


• On UNIX, configuration for trusted storage involves initializing the trusted storage directory using 
install_fnp.sh. Additionally, on OS X and Linux, the FlexNet Licensing Service is installed. For additional 
information, see Trusted Storage Directory Initialization (UNIX Platforms).


• Optionally, if the internet is used for communications to an activation server, the SOAP module, FnpCommsSoap.*, is 
added to the product package.
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Summary of the Activation Process
The following basic steps are used in an activation transaction where the license server is the activation client. That is, the 
license server is the system requesting licenses from the activation server. The activation server can be either the 
publisher’s activation server (FlexNet Operations or a custom activation server) or another license server.


1. The server activation utility uses the activation API to generate a request (XML message) for certain license rights. As 
part of this process, the API does the following to handle the publisher-specific section of trusted storage affected by 
the activation:


• If necessary, creates the trusted storage file on the license server and then either creates the initial trusted 
section using a prepped Trusted Configuration or specifies the need for this trusted section in the request.


• If an additional section is required in existing trusted storage, specifies the need for this section in the request.


• Inserts details of all the current trusted sections of server-side trusted storage for this software publisher in the 
activation request.


Note • The prepped Trusted Configuration feature was introduced in FlexNet Publisher 11.10.1 for certain platforms. 
With this feature enabled, the server activation utility automatically creates the initial trusted section when it generates 
the first activation request. In this way, the trusted section is already in place when the transaction is sent. For versions 
prior to 11.10.1, the initial trusted section configuration is a separate transaction step.


2. The server activation utility sends the request to the activation server, using one of these methods:


• Sends the activation request as a data stream across the network connection to the activation server. (This 
method requires a SOAP connection.)


• Writes the activation request to an XML file, which is then manually transported to the activation server (for 
example, by email). 


3. The activation server validates the activation request against certain business rules and determines whether the 
activation request can be granted. 


4. If the activation request complies with the activation server’s business rules, the activation server generates an 
activation response in the form of an XML message. This message is either transmitted as a data stream across a 
network connection or written to a file and transported to the license server.


5. The server activation utility loads the license rights into trusted storage on the license server.


Note • Even though the prepped Trusted Configuration might be in place when sending an activation request, the 
activation server can choose to update the configuration of a trusted section in its response. FlexNet Operations 
responses, for example, normally update the configuration of the initial trusted section even though the section was 
previously created using the prepped Trusted Configuration.


Activation Using the Publisher’s Activation Server
The server activation utility initiates a composite activation transaction using the functions within the activation API. Either 
of these methods are used to transfer the transaction data between the license server and the publisher's activation server 
(such as a FlexNet Operations server or a custom activation server):
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• XML messages sent as data streams across an internet connection using the SOAP protocol 


• XML messages sent as files between the activation server and the license server (for example, using email)


Best Practice


Basically, for licensing life-cycle operations (for example, activations, returns, and repairs) that involve the publisher’s 
activation server, best practice is to use composite transactions, not single-action transactions. Composite transactions 
can perform multiple actions in a single transaction and provide a higher level of security than single-action transactions. 
Additionally, unlike single-action transactions, composite transactions support UMN3, the preferred machine identifier in 
virtual environments. For descriptions of API functions you can use for composite transactions and for more information 
about UMN3, see Chapter 11, “Building an Activation Utility for Composite Transactions.”


Transfer of Licenses Between License Servers
Licenses held in trusted storage on a license server can be transferred to other license servers. An activation transaction is 
used to transfer licenses between two license servers in the local network. Best practice is to use composite transactions 
which enable you to perform multiple actions in a single transaction. If legacy single-action transactions are used, and if 
the prepped Trusted Configuration feature is not enabled, two transactions are needed to configure a trusted section in 
trusted storage and then to perform the actual activation. (For more information about the prepped Trusted Configuration, 
see the chapter “First Build of the FlexNet Publisher Toolkit” in FlexNet Publisher’s Development Environment Guide. For 
information about creating a server activation utility, see Chapter 11, “Building an Activation Utility for Composite 
Transactions.”)


When a license server acts as an activation server, the operation of the activation server is completely automatic. It is 
controlled by data held in the relevant fulfillment records in server-side trusted storage and logic built into the vendor 
daemon. 


Transfers are initiated by the server activation utility on the license server requesting the licenses (that is, the activation 
client). This utility uses the FlexNet communication protocol (FlexNet comms) to communicate with the license server 
issuing the license rights (that is, acting as the activation server). The utility generates and sends the activation request to 
this license server. The request includes the following information:


• EntitlementID value


• Expiry date 


• Requested counts for the each of the three license groups held in trusted storage - activatable, concurrent and hybrid


The license server acting as activation server, in turn, sends the appropriate fulfillment record back to the requesting 
license server. The fulfillment record is sent only when all the following conditions are true:


• A fulfillment record exists with a matching entitlementID and an expiry date equal to or later than the requested expiry 
date.


• The hops element in the fulfillment record is greater than zero. See the next section Limiting the Number of Transfers 
for more information about hops.


• Sufficient licenses available; concurrent and hybrid licenses that are in use cannot be transferred. For more 
information about license counts, see the section FulfillmentDictionary Data in Server-side Trusted Storage.
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The following diagram illustrates the activation transaction process between two license servers. The picture shows how, 
when a license server acts as an activation server, it uses fulfillment records within its own trusted storage to respond to 
activation requests from another license server. 


Figure 2-1: Activation Transaction Process Between License Servers 


Limiting the Number of Transfers
Limitations on the mobility of license rights are required for the following reasons:


• Enable easy tracing of the location of license rights.


• Reduce possibility of errors due to repair of trusted storage.


The transfer of license rights as fulfillment records can be limited by the use of the hops element in a fulfillment record. The 
hops element specifies the number of times a fulfillment record can be transferred. When license rights are transferred, the 
fulfillment record sent to the destination license server has a hops element value of one less than the value in the source 
fulfillment record. So, as license rights are successively transferred, the hops element is reduced until it is zero. A 
fulfillment record with zero hops cannot be transferred.


When license rights are returned, the hops element is restored to its original value.


For FNO users, the hops element is set using the Max Transfers attribute of the license model. Set the attribute to a non 
zero count.


A fulfillment record activated on a FlexEnabled client effectively has zero hops; it cannot be transferred. It can, however, be 
returned. See the Return Transaction section.


Local Activation Using an ASR
This type of activation does not use an activation server to install license rights on the license server. All the information 
required for the activation is held in a signed file, called an activation specification record (ASR), on the local FlexNet 
license-server machine.
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Local activation can be used to implement license models for trial or emergency purposes. Trial license rights have limited 
duration and allow an end-user to test a product for a short period of time prior to purchasing it. Emergency license rights 
are provided via an ASR when the normal method of supplying license rights is not available (for example, when a network 
connection is unavailable or an activation server is temporarily out of service). Local activation also provides a solution for 
activating license rights on license servers in high-security environments.


For details of the API functions required for local activation, see the section Local Activation in Chapter 9, “Local 
Activation.”


Repair Transaction 
A repair is required when changes in trusted storage are detected that indicate trusted storage might no longer be intact. 
Any fulfillment records that are affected, and are untrusted, cannot be used until they are repaired. Thus, the  license server 
cannot use the license rights contained in an untrusted fulfillment record until a repair transaction is completed. The 
activation API used in the server activation utility provides for the repair of fulfillment records.


Trusted-Storage Changes Due to Illegal Tampering
A trusted-storage change might be the result of an attempt to obtain license rights illegally. These attempts might include 
the following:


• Copying files from one system to another


• Restoring a backup that was made when trusted storage contained more licenses


• Setting the system clock to an earlier time


Trusted-Storage Changes Due to Valid Actions
A trusted-storage change might also be the result of a valid user action, such as one of the following:


• Changing a system hardware component that is used to bind trusted storage to the system


• Performing a system restore to correct system problems or roll-back changes.


• Correcting the system clock after it was set to the future, either inadvertently or while testing.


Return Transaction
A return transaction returns a fulfillment record to the source from which it was activated: 


• The license server


• The FlexNet Operations server that supplied the original fulfillment record


• The publisher’s custom activation server


The server activation utility initiates the return transaction. The activation server that receives the return transaction 
applies business rules to its processing of the return request:


• A return to a license server—The return is accepted if the fulfillment record was originally supplied by this license 
server and if incrementing the existing counts does not violate the maximum count values. The number of hops in the 
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fulfillment record is updated to what it was originally when the fulfillment record was originally written to trusted 
storage on the license server. Then the fulfillment record is written to trusted storage. For general information on 
hops, see Limiting the Number of Transfers.


• A return to a FlexNet Operations server—The business rules for accepting or rejecting a return request are 
configurable. See the FlexNet Operations server online help for details.


• A return to a custom activation server—The business rules for accepting or rejecting a return request are defined 
completely by the software publisher when building this application. 


Note • Composite transactions allow partial returns, but the return must be made to a publisher’s activation server, not an 
enterprise license server.


Description of License Rights in Server-Side 
Trusted Storage


This section describes license rights held in server-side trusted storage only. 


Types of License Rights in Server-Side Trusted Storage
The license rights held in server-side trusted storage can be of three types:


• Activatable—Activated to a FlexEnabled client or another license server


• Concurrent—Served as concurrent licenses to a FlexEnabled client


• Hybrid—Used as either activatable or concurrent licenses


These license rights are not available for use by FlexEnabled applications on the license server. They are supplied to 
FlexEnabled applications on FlexEnabled clients or transferred to other license servers.


All served activated licenses are effectively locked to the license server as the fulfillment records that contain them are held 
in trusted storage. This statement assumes that the default settings for trusted storage configuration are used (that is, 
anchoring and binding are not disabled). If anchoring and binding are disabled, then trusted storage is not bound and 
consequently the licenses are not locked.


Served activated licenses are supplied to the FlexEnabled applications as these license types:


• Activatable licenses—The license server is the activation server and responds to an activation request from the 
application activation utility on the FlexEnabled client. 


• Concurrent licenses—The license server holds licenses that can be served concurrently to FlexEnabled applications. 
Concurrent licenses are time-shared between users; once a license has been checked in by one user, it can be used by 
another user. Further details of its implementation within the fulfillment record are given in this section.


Feature Definition Lines for Licenses in Server-Side Trusted 
Storage


The same feature definition lines are used for both activatable licenses and concurrent licenses:
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FEATURE add vendor 1.0 31-dec-2020 2 DUP_GROUP=U SIGN=”<...>”


Items, such as DUP_GROUP, that only apply to concurrent licenses are disregarded when this feature definition line is used as 
an activatable license.


License Counts
Fulfillment records for served activated licenses can contain activatable licenses, concurrent licenses, and a third type, 
called hybrid licenses. A hybrid license can be used as either an activatable license or a concurrent license. The fulfillment 
record maintains counts for each of these license types. 


Optionally, the fulfillment record also includes counts for the number of overdraft licenses that are available for each 
license type. In summary, the following licenses groups are potentially represented in a fulfillment record: 


Important • These license groups are used to describe license rights held in server-side trusted storage. Once a license has 
been activated to a FlexEnabled client (and is outside of the context of the license server), these groups have little meaning.


Table 2-1 • License Groups Represented in Fulfillment Records in Server-side Trusted Storage


License Group Definition


Activatable Licenses that are available for activation on FlexEnabled clients or other license servers.


Activatable Overdraft Overdraft licenses that are available for activation on FlexEnabled clients or other license 
servers. 


Concurrent Available licenses that the license server can serve to FlexEnabled clients concurrently. 
This count is multiplied by the count within the feature definition line to produce the 
total number of available concurrent licenses.


Concurrent Overdraft Overdraft licenses available as concurrent licenses. This count is multiplied by the value 
of the OVERDRAFT key word within the feature definition line to produce the total 
overdraft count.


Hybrid Licenses that the license server can either serve to FlexEnabled clients concurrently or 
activate on FlexEnabled clients. Depending on how the license is used determines the 
number of available licenses. For activatable licenses, the specified count is the total 
number of available licenses. For concurrent licenses, the count is multiplied by the 
count within the feature definition line to produce the total available licenses.


Hybrid Overdraft Overdraft licenses that are available either as concurrent overdraft licenses or 
activatable overdraft licenses. Depending on how the license is used determines the 
number of available licenses. For activatable licenses, the specified count is the total 
number of available overdrafts. For concurrent licenses, this count is multiplied by the 
value of the OVERDRAFT key word within the feature definition line to produce the total 
available overdrafts.
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The concurrent and hybrid counts are read into memory when the vendor daemon is run and used to serve concurrent 
licenses. They are included in the standard license pools held by the vendor daemon. Thus, the total concurrent pool for a 
feature is computed by adding the following items together:


• For a specific feature, count value + OVERDRAFT


• For fulfillment record with a concurrent license count, count value*availConc + OVERDRAFT*availConcOD


• Fulfillment record with a hybrid license count, count value*AvailHyb + OVERDRAFT*availHybOD


where:


• Count value is the value for the count field of the feature definition line.


• OVERDRAFT is the value set for OVERDRAFT in the feature line or feature definition line.


• availConc is the number of currently available concurrent licenses for the fulfillment record.


• availHyb is the number of currently available hybrid licenses for the fulfillment record.


• availConcOD or availHybOD is the number of currently available overdraft licenses available for concurrent or hybrid 
licenses, respectively, for the fulfillment record.


Note • When the OVERDRAFT key word is not present in a FEATURE line, a default of zero is used. Thus, overdraft counts within 
a fulfillment record are added to the concurrent pool for feature definition lines only when OVERDRAFT has a positive value. It is 
recommended that feature definition lines include OVERDRAFT=1. The FlexNet Operations server sets OVERDRAFT=1 for all 
fulfillment records that it generates that contain positive overdraft counts. 


Managing the License Pool Counts
When the vendor daemon receives a request to activate a license, it searches through the license rights available in server-
side trusted storage for a fulfillment record that can satisfy the request. The license groups are searched in the following 
order until a license is found that can satisfy the activation request: 


1. Activatable


2. Hybrid 


3. Activatable overdraft 


4. Hybrid overdraft


To use a hybrid license as an activatable license, a free license must exist in the concurrent license pool held by the vendor 
daemon. The requested license is then deducted from this concurrent license pool and issued as an activatable license.  
The count of hybrid licenses is reduced by one.


If an activation is successful, a deduction record is added to the fulfillment record in server-side trusted storage. Each day 
at midnight, the vendor daemon reviews the deduction records and deletes those that have expired, unless they are 
activatable overdraft licenses. Deduction records for these license types are not deleted after they have expired and will 
persist. For more information about deduction records, see section titled Deduction Records.


If the user returns an activatable overdraft license before the expiration date, the license is added back to the available 
license pool and the deduction record is deleted. If the activatable overdraft license expires, it is not added back to the 
available license pool. It will always count against the activatable overdraft pool for that fulfillment ID. This behavior is not 
the same for other license types. 
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For more information about the license duration of activatable overdraft licenses, see Limiting License Duration of 
Activated Overdraft Licenses. 


Limiting License Duration of Activated Overdraft Licenses
Overdraft licenses can be provided using activation both from the activatable license count and the hybrid license count. 
The duration of an overdraft license is restricted by adding a key-value pair to the fulfillment record, as shown in the 
following example:


maxOdDuration=86400


This value is used when calculating what expiry date to designate in the fulfillment record in an activation response that 
uses an overdraft license. The expiration value of the overdraft license is calculated as follows:


expiration day = current time + maxOdDuration


This calculation, performed in seconds, is rounded up to the nearest whole day. Thus, if the current time is 12:00 a.m. on 
the January 24, and maxOdDuration is set to 86,400 seconds (24 hours), the overdraft license operates until end of day on 
January 25. 


This calculated value is designated in the fulfillment record in response to an activation request except under these 
conditions:


• The user has requested an expiration date or duration that is shorter than the calculated value. In this case, the 
requested expiration date is used.


• The expiration date in the source fulfillment record is earlier than the calculated value. In this case, the source 
fulfillment record expiration date is used.


If the user returns an activatable overdraft license before the expiration date, the license is added back to the available 
activatable overdraft pool. If the activatable overdraft license expires, it will not be added back to the available license 
pool. It will always count against the activatable overdraft pool for that fulfillment ID. This behavior does not affect hybrid 
overdraft licenses.


Fulfillment Record in an Activation Response
When the license server responds to a request from a FlexEnabled client for an activatable license, the response can 
contain a fulfillment record, known as a local activation. For the most part, the local activation is a copy of the fulfillment 
record held on the license server. Any attributes of the record that are relevant to only served licenses, such as concurrent 
or hybrid counts, are ignored.


The fulfillment record contains the feature definition lines. The following shows a feature definition line that might be 
included in a fulfillment record within an activation response:


FEATURE add vendor 2.0 21-dec-2020 2 DUP_GROUP=U SIGN=”2F5023468DD2”


This feature definition line is interpreted on the FlexEnabled client as a license having the following characteristics:


• For the add feature


• For a FlexEnabled application using vendor as the vendor daemon name


• For version 2.0 or earlier of the application


• With an expiration date of 21-Dec-2020, which might be overridden by the fulfillment record date, if it exists
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Note • The expiration date must be the same or earlier than the date in the source fulfillment on the license server.


• With a count 2, which is ignored on the client


• With a DUP_GROUP value, which is ignored because it does not apply to local licenses
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Configuring Security for Trusted Storage

The following chapter describes the components that enable secure access and communication to trusted storage. This 
section also describes how software publisher can customize the security configuration for their segment of trusted 
storage, called a trusted section.


Overview of Trusted Storage Security
Trusted storage contains license rights for FlexEnabled applications. To secure these license rights, the following security is 
provided for trusted storage:


• Encryption—The contents of trusted storage are encrypted to protected against external modification.


• Restricted access—Access to trusted storage is restricted. Only the activation library provides the access. 
FlexEnabled applications and activation utilities must use the activation library to access trusted storage.


• Prepped Trusted Configuration—A prepped Trusted Configuration is deployed through the activation utility at the 
time that a request is generated to ensure that at least one trusted section always exists within trusted storage. This 
prevents the copying of trusted storage between the time it is created and the time the response is processed. It also 
ensures that at least one identifier is sent in the request to enable the publisher’s activation server to identify the 
requesting machine.


• Protected communication with trusted storage—Security is added to components that use the activation library to 
prevent spoofing of the activation library. This security is added when the components are prepared with the preptool 
(see Chapter 12, Working with the Software Publisher Utilities) and a version of the activation library is produced that 
uses unique keys. Slightly reduced security is provided when the notr toolkit is used and a single publisher specific 
activation library component is used.


• System clock windback detection—Time stamps are placed in trusted storage each time it is accessed. When 
windback detection is required, the current system time is checked against the time stamp in the fulfillment record.


• System binding—License rights are locked to a system to prevent them being transferred illegally to another system. 
This is referred to as binding and the system characteristics used for the binding are referred to as binding identities.


• System anchoring—Anchors are links to one or more system identifiers. They are used to identify if trusted storage 
has been deleted or overwritten. This is referred to as anchoring, and implies that one or more anchors are in use.
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The majority of the security is automatically provided and cannot be configured or changed. The last three items 
(windback detection, binding, and anchoring) are configured using a Trusted Configuration. The following sections 
describe each and how they are configured.


Defining the Trusted Configuration
Windback detection, binding, and anchoring are configured using a Trusted Configuration. A Trusted Configuration defines 
a publisher-specific section of trusted storage and is used to initialize that area. Each trusted section can have its own 
windback detection, binding, and anchoring configuration.


The Trusted ID uniquely identifies the section of trusted storage and is used in both client-side and server-side trusted 
storage. Client-side trusted storage is created on a FlexEnabled client and is used to store license rights used directly by a 
FlexEnabled application running on that system. Server-side trusted storage is created on a license server and is used to 
store license rights that are either served to FlexEnabled applications or activated to FlexEnabled clients. 


Note • Potentially both client and server-side trusted storage can exist on a license server. This occurs when a FlexEnabled 
application is installed on a license server.


The Trusted Configuration includes separate settings for client- and server-side trusted storage. You can use these 
separate settings to apply higher security to the server-side trusted storage to reflect the higher value placed on license 
rights held there. (License rights held in client-side trusted storage apply to a single FlexEnabled application running on the 
client machine, whereas license rights held in server-side trusted storage are served to multiple FlexEnabled clients.) 


Within a Trusted Configuration, the default behavior for both binding and anchoring is to use all the available binding 
identities or anchors. However, you can optionally disable a binding identity or an anchor for all platforms or for a specific 
platform. You should only have to do this when the binding or anchor has proved to be unreliable and results in repeated 
breaks in trusted storage. 


For a description of how to create a Trusted Configuration file, see the section O_ConfigPhaseOne.xsd in Appendix A, “XML 
Schemas.” Additionally, best practice is to deploy a prepped Trusted Configuration to create an initial trusted section 
before a request is sent or an ASR is installed. For more information on how to set up for prepped Trusted Configuration 
deployment, see Deploying Trusted Configuration.


Windback Detection
Windback detection can be set on or off using the functions provided within the Flexible API for the FlexEnabled 
application. For the vendor daemon windback, detection is set when the vendor daemon is built.


Windback detection, for license rights held in trusted storage, is based on the time stamp placed in trusted storage when 
trusted storage was last accessed. The default is that when the current time is more than 24 hours earlier than this time 
stamp, windback is reported. The default windback tolerance for license rights held in trusted storage is thus the same as 
that for license rights held in license files.


When windback is detected, fulfillment records that have a limited duration (that is, duration is not permanent) are marked 
as untrusted. These untrusted fulfillment records cannot be used until they are repaired.


The windback tolerance can be configured when the Trusted Configuration is defined. Windback tolerance can be 
separately defined for any combination of the following:


• Trusted section of trusted storage
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• Platform


• FlexEnabled client or license server (client-side or server-side trusted storage)


For detailed information on configuring windback tolerance, see Timing in Appendix A, “XML Schemas.”


Windback tolerance is normally set so that valid reasons for resetting the clock do not trigger windback detection. 
Windback tolerance can be set to allow for:


• Automatic changes in the system clock for daylight saving. This applies to both FlexEnabled clients and license 
servers.


• Changes made to the system clock on a laptop when travelling between time zones. This is likely to be applicable to 
FlexEnabled clients only.


Binding
Binding is used to lock license rights to a system and prevent them being transferred illegally to another system. Binding is 
implemented by storing system information (called binding identities) in trusted storage. Each time trusted storage is 
accessed, these binding identities are checked and compared with the values held in trusted storage. A decision is then 
made, based on the relative security of the binding identities, whether a request can proceed, or trusted storage security 
has been compromised and needs repair.


Binding Default
The binding default is to use all available binding identities. This default ensures the following:


• Increased binding security—The more binding identities used, the greater the security. Because license servers 
generally manage more license rights than FlexEnabled clients, increased binding security is usually more important 
for server-side trusted storage. License servers have a lower tolerance to changes in the binding identities than do 
FlexEnabled clients.


• Resilience against legitimate binding breaks—Resilience means that legitimate system changes made by an end 
user (for example, a new hard-disk installation) do not require a repair to be performed as long as other binding 
identities remain the same. 


Note • Resilience against binding breaks is generally a bigger issue for FlexEnabled clients than it is for license servers. 
Servers are not often updated; and, if they are, the update is carefully planned.
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Possible Binding Identities
The possible binding identities are operating-system dependent, as shown in the following table.


Special Conditions Affecting Binding Identities
The following conditions affect binding identities:


• The appropriate binding identities for the environment (physical or virtual) are automatically selected at run time, for 
more details refer to Binding section in XML Schemas Chapter.


• If one or more binding identities change and trust is not lost (due to the availability of sufficient identities that do not 
change) then the values held in trusted storage are replaced with the new ones. This allows the same or other items to 
change again in the future without causing loss of trust. 


• If a “Dealbreaker” binding identity changes, trust will be lost regardless of the number that do not change.


Anchoring
An anchor is a reference to a certain system identifier. There are two types of anchoring mechanisms available with the 
toolkit:


• Publisher Anchor—Used to anchor trusted storage to the system and to prevent the FlexEnabled application from 
executing if trusted storage has been deleted or overwritten. This type of anchor is enabled by default without any 
additional configuration and is used with all types of activation. This is the standard anchoring mechanism.


Table 3-1 • Binding Identities


Identity Description Windows Mac Solaris Linux Identity


Machine X X X X SYSTEM


Hard disk or file system X X X X HARDDISK


Display or graphics card X X X X DISPLAY


Bios serial number and version X BIOS


CPU information: OS specific X X X X CPU


RAM size X X X X MEMORY


Network card address X X X X ETHERNET


Virtual machine image identifier X X VMID


GenerationID X GENID


TPM hostid X TPMID
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• Trial Anchor—Used to anchor trial licenses only. This type of anchor is not enabled by default and must be configured 
separately. A trial anchor ensures that users have access to a FlexEnabled application for the trial period only.


Both of these anchoring mechanisms use the same anchoring technologies. Each type of anchoring technology is 
supported on only certain operating systems and provides a different level of security. On some operating systems, 
multiple anchoring technologies are available. The default configuration is to use all anchoring technologies available for 
the operating system. 


Note • On Windows, changing the configuration to exclude registry anchors will result in the software being more resilient to 
system restore exploits.


Table 3-2 lists the available anchoring technologies and supported operating systems. For more information about 
changing the anchor configuration, see O_ConfigPhaseOne.xsd in Appendix A, “XML Schemas.”  


Space Limitations for Hardware-based Anchors


A Windows system can store approximately 160 anchors on the track zero sector. This limited space must be shared by 
both trial anchors and publisher anchors.


There is a small possibility that the track zero space will become full. When this happens, either the oldest trial anchor or 
the publisher anchor with the oldest ‘last updated’ stamp will be overwritten. This will require that the license be repaired 
the next time the FlexEnabled application is run. 


Publisher Anchors


Publisher anchors are used to determine whether trusted storage has been deleted or overwritten. A publisher anchor is 
linked to the Trusted Configuration (identified by a single Trusted ID). The anchors are defined for all FlexEnabled 
applications with license rights assigned to that Trusted ID.


The default configuration for both publisher anchors is that it is enabled and uses all anchoring technologies available for 
the operating system. We do not recommend changing this behavior because it makes the software vulnerable to a hack 
caused by a system restore. 


To change the configuration from the default, use the Trusted Configuration file. See O_ConfigPhaseOne.xsd in Chapter A, 
XML Schemas for more information.


Table 3-2 • Anchor Technologies


Anchoring Technology Windows Mac UNIX


File-based X X


Registry-based X


Hardware-based (track zero) X


OS X file system based X
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Note • Comparison with anchoring in SafeCast/ FlexNet Activation—repair only required when all anchors are broken. Thus 
when track zero and registry anchor are both in use, a break on track zero due to a legitimate user action (such as using a dual 
partitioned disk) does not result in a repair.


Trial Anchors


Trial anchors link a trial license to the system and is intended to be used when you want to ensure that access to a 
FlexEnabled application continues for the trial period only. Each trial anchor is defined using a specific Trial ID. This type of 
anchor is available when using local activation only.


Each publisher can define up to 255 Trial IDs per Trusted Configuration (identified by a single Trusted ID) and values can 
range from 1 to 255. Each publisher must manage and assign Trial IDs independently and should choose a numbering 
convention that meets their specific business requirements. For information about creating trial licenses, see Chapter 4, 
“Implementing Trial Licenses and Trial Packs.”


Deploying Trusted Configuration
When an activation utility is running and detects that no trusted storage exists, it automatically creates the trusted-storage 
file. However, to create the initial section within trusted storage in order to store fulfillment records requires a Trusted 
Configuration. The publisher can use one of three methods to deploy the Trusted Configuration:


• Include it in an ASR—When the ASR is processed, the initial trusted section is created.


• Include it in the activation response—When the response is processed, the initial trusted section is created.


• Include a prepped Trusted Configuration in the activation utility itself—If the utility detects that no section exists 
in trusted storage, it automatically creates the initial section before an ASR is processed or a request is sent. 


Flexera recommends that publishers use this last method as standard practice so that an initial trusted section is 
automatically created as needed using the prepped Trusted Configuration. Publishers should use the other two methods 
only when creating additional sections in the trusted storage or when supporting platforms that do not support prepped 
Trusted Configuration. (See the current FlexNet Publisher Release Notes for the list of platforms that support prepped 
trusted storage.)


Note • You cannot use the prepped Trusted Configuration method to update an existing trusted section. Such an update is 
performed by processing an activation response only. Also note that, if a trusted section created from a prepped Trusted 
Configuration is in place, FlexNet Operations still normally includes a Config action in its activation response, which updates 
the existing trusted section configuration.


The Prepped Trusted Configuration
The deployment of a prepped Trusted Configuration is the expected method for activations. To implement this method, 
you define the configuration and specify its location when preparing the activation utility. When the activation utility is 
built, the configuration is embedded in the utility’s code. For more information, see preptool in Chapter 12, “Working with 
the Software Publisher Utilities.” Also see Chapter 9, Building an Application Activation Utility for Single-Action 
Transactions and Chapter 10, “Building a Server Activation Utility for Single-Action Transactions.”
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How Prepped Trusted Configuration Works
When the activation utility starts to perform a local activation or a transaction and detects no trusted-storage file on the 
machine, it automatically creates the file (just as it also does for the alternative methods described previously). However, 
using the embedded configuration, the utility also creates the trusted section within the file. This method has the following 
advantages:


• Security—Upon creation, trusted storage is immediately protected from unauthorized copying. The alternative 
methods of including Trusted Configuration in activation responses leave a gap of time (before the response is 
processed) during which trusted storage can be copied.


• Additional machine identification—Machines are normally identified in activation requests by one or more unique 
machine identifiers, such UMNs and the MID. UMNs (Unique Machines Numbers) are included in requests whether or 
not a trusted section yet exists. However, the MID (the Machine Identifier) is based on a composite of all entities used 
to bind a trusted section. Consequently, the trusted section must exist before the MID is sent in requests. Security 
issues arise when, in some environments, one or more UMNs might not be available. Therefore, if a trusted section 
exists before an initial activation request is created, the MID is guaranteed to be included in the request. Although the 
MID is less stable than a UMN (it can change when binding entities change), it is useful in most cases and always serves 
as a backup identifier if one or more of the UMNs are unavailable. 


Note • It is not necessary to specify a prepped Trusted Configuration for FlexEnabled applications that do not perform 
activations.
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Implementing Trial Licenses and Trial


Packs

You can use local activation using ASRs to implement trial licenses on a FlexEnabled client machine or on a FlexNet license 
server. The activation transaction obtains the license rights using an Activation Specification Record (ASR) that is either 
packaged with the product or delivered separately to the user. In addition to defining the license model, the ASR should 
also define a trial anchor. A trial anchor persists beyond the trial period and provides enhanced security by preventing the 
trial license from being extended when trusted storage has been deleted and recreated.


Important • Do not configure trial license capabilities in a short-code ASR. Flexera does not support configuring these two 
product features together in the same ASR file. For more information about short-code ASRs, see the section titled 
B_ActivationSpecificationRecord.xsd in Appendix A, “XML Schemas.”


If you need to issue more than the standard allocation of 255 trials, contact your Flexera account manager to request one 
or more FlexNet Publisher trial packs. Each trial pack provides 256 additional trial IDs. See Using Trial Packs for more 
information. 


Creating a Trial License
To configure trial anchors in the ASR file:


1. Optionally, change the anchoring technologies used in the Trusted Configuration file. If you don’t change this, the 
default anchoring technologies are used. For information about creating a Trusted Configuration file, see 
O_ConfigPhaseOne.xsd in Appendix A, “XML Schemas.”


2. Configure the activation specification record (ASR) as required to define the license model.


3. To configure trial anchors, create an <ENTRIES> element under <DataDictionary> element in the ASR.


4. Within the <ENTRIES> element add the following <ENTRY> elements:


• Set the PUBLISHER_DEFINED_CRITERION, so that license rights in the ASR are activated only once.


<Entry>


<Key>PUBLISHER_DEFINED_CRITERION</Key>


<Value>LOCAL_ONCE</Value>
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</Entry>


If you define this element as LOCAL_ALWAYS and also set a PUBLISHER_TRIAL_ID, then the Trial ID is ignored and 
publisher anchors are created.


• Define a unique identifier for the trial anchor.


<Entry> <!-- Trial ID = 1 -->


<Key>PUBLISHER_TRIAL_ID</Key>


<Value>1</Value>


</Entry>


The Trial ID must be a number between 1 and 255 that uniquely identifies the trial. You can also define a Trial ID 
using asrgen. See asrgen in Chapter 12, Working with the Software Publisher Utilities for more information. You 
can create no more than 255 Trial IDs per publisher regardless of the number of trusted sections.


• Define a trial reset value. If this value is zero (0), you cannot delete the trial anchors later. If you intend to delete 
the trial anchors for this trial license, set this to a number other than zero. 


<Entry>


<Key>PUBLISHER_TRIAL_RESET</Key>


<Value>0</Value>


</Entry>


• Define the duration of the trial license.


<Entry> <!-- 30 day trial -->


<Key>PUBLISHER_DEFINED_DURATION</Key>


<Value>2592000</Value>


</Entry>


This number that specifies the duration of the trial license in seconds. For example, 2592000 represents the 
number of seconds for a 30 day trial.


For more information about these elements, see DataDictionary Element in the Appendix A, “XML Schemas.” 


See Also
Local Activation Using an ASR
asrgen
Creating an Activation Specification Record


Example Trial License Definition in an ASR


The following XML code is an example of this configuration.


<DataDictionary>


<Entries>


<Entry> <!-- Activate once only -->


<Key>PUBLISHER_DEFINED_CRITERION</Key>


<Value>LOCAL_ONCE</Value>


</Entry>


<Entry> <!-- Trial ID = 1 -->


<Key>PUBLISHER_TRIAL_ID</Key>


<Value>1</Value>


</Entry>


<Entry>


<Key>PUBLISHER_TRIAL_RESET</Key>


<Value>0</Value>


</Entry>
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<Entry> <!-- 30 day trial -->


<Key>PUBLISHER_DEFINED_DURATION</Key>


<Value>2592000</Value>


</Entry>


</Entries>


</DataDictionary> 


Deleting Trial Anchors
There are certain situations where you may need to delete trial anchors from a system, for example if the system is a test 
system and you are testing the trial license capability. You can build a utility that deletes trial anchors from a system so that 
the trial license can be reloaded. The following functions allow you to accomplish this:


• FlxActBool flxActCommonResetTrialASRs(FlxActLicSpc licSpc, const char * filePath);


• FlxActBool flxActCommonResetTrialASRFromBuffer(FlxActLicSpc licSpc, const char * pszBuffer);


See the C/C++ Function Reference for more information about these functions. They remove the fulfillment record from 
trusted storage and reset the trial anchor that the ASR describes. 


Note • Ensure that the PUBLISHER_TRIAL_RESET property in the ASR is set to a value other than zero (0). If this value is set to 
zero (0) or if this property is not defined in the ASR, these functions will fail. Also, as long as the 
PUBLISHER_DEFINED_CRITERION is set to LOCAL_ALWAYS, no limit exists to the number of times the ASR file can be loaded.


Important • The trial reset functionality is not intended for use in a generally available product. You incur security risks if you 
make resettable ASRs (that is, set PUBLISHER_TRIAL_RESET to a value other than 0) generally available or if you leave calls to 
flxActCommonResetTrialASRs or flxActCommonResetTrialASRFromBuffer in production code. Best practice is to have a 
separate utility -- available only to QA -- that embeds the resettable ASR and calls 
flxActCommonResetTrialASRFromBuffer.


Using Trial Packs
If you want to distribute more than the standard 255 trials that FlexNet Publisher initially provides, you can obtain one or 
more FlexNet Publisher trial packs. Each trial pack contains 256 additional trial IDs. These trial packs are available to 
publishers who use trusted storage–based licensing only.


Note • The use of trial packs is transparent to the end user.


The following outlines the basic process for requesting and using trial packs:


1. Contact your Flexera account manager and request a new trial pack.


2. Flexera provides you with the trial pack ID XML snippet, which contains the trial pack ID and trial pack signature.


3. Use the asrgen utility to add the trial pack XML snippet file as part of ASR creation. For example:


asrgen [–t trial_id] [–x XML_Snippet_file] –c license_template –i config_template –o asr_output_file
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Important • Ensure that you use the most recent trial pack ID XML snippet received from Flexera, when creating new 
ASRs.


The following shows the <DataDictionary> element of a sample trial ASR:


<DataDictionary>


<Entries>


<Entry>


<Key>PUBLISHER_DEFINED_CRITERION</Key>


<Value>LOCAL_ONCE</Value>


</Entry>


<Entry>


<Key>TRIAL_PACK_IDS</Key>


<Value>11184640</Value>


</Entry>


<Entry>


<Key>TRIAL_PACK_SIGNATURE</Key>


<Value>BF03C5B7CC529866ABA02Z5832B04544324D874DA834EFC7F77AEE51009A84414073B2B5C3AAD507A1C2C5994D60


0561D6273C3BF31AF157BABC82CE</Value>


</Entry>


<Entry>


<Key>PUBLISHER_TRIAL_ID</Key>


<Value>300</Value>


</Entry>


<Entry>


<Key>PUBLISHER_DEFINED_DURATION</Key>


<Value>2592000</Value>


</Entry>


</Entries>


</DataDictionary>


4. Specify a PUBLISHER_TRIAL_ID value that falls within the range of values made available to you by the trial pack ID 
XML snippet. 


Because each trial pack provides an additional 256 trials, specify a number that falls within the range of trials 
supported by the number of trial pack IDs that you have. For example, if you have one trial pack (indicated by the 
single value for TRIAL_PACK_IDS, you have an additional 256 trial IDs. When combined with the original 255 trial IDs 
that are provided in the standard allocation, this provides a range of 511 trial IDs. Each additional trial pack augments 
the range by 256 trial IDs. If you have two trial packs, your range is extended to 767. 


5. Sign the ASR file as usual, using XMLSign.


6. Distribute the trial ASRs to your customers, along with your trial applications.


When the ASR is decoded, checks are made for the presence of a TRIAL_PACK_IDS entry. If the entry is not found in the ASR, 
the PUBLISHER_TRIAL_ID value cannot exceed 255. Each trial pack ID provides an additional 256 trials. If the ASR contains a 
TRIAL_PACK_IDS entry, the trial ID value is matched to its corresponding trial pack ID, to ensure that it is valid. For example, 
if a trial ID of 600 is specified in the ASR, the TRIAL_PACK_IDS entry must contain at least two values.
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Trial Pack ID XML Snippet
The trial pack information required to implement additional trials is included in a text file containing XML entries—this is 
called a trial pack ID XML snippet. When you request a trial pack, Flexera generates a snippet containing your publisher-
specific trial ID information and provides the snippet to you. 


If you request an additional trial pack in the future, replace your existing XML snippet with the new snippet provided to you 
by Flexera.


The format of the XML snippet is similar to the following:


<Entry>


<Key>TRIAL_PACK_IDS</Key>


<Value>11184640</Value>


</Entry>


<Entry>


<Key>TRIAL_PACK_SIGNATURE</Key>


<Value>BF03C5B7CC529866ABA02A8532B04544324D874DA834EFC7F77AEE51009A40192563B2B5C3AAD507A1C2C5994D89


1771D6273C3BF31AF157BABC82CE</Value>


</Entry>


TRIAL_PACK_IDS Entry


The TRIAL_PACK_IDS Value element can contain one or more values, which allows for the issue of several trial packs at one 
time. All trial pack IDs for a publisher will be listed in the Value field, in the order in which they are issued by Flexera. This 
allocation sequence of TRIAL_PACK_IDS must be maintained. 


TRIAL_PACK_SIGNATURE Entry


The content of the trial packs XML snippet is signed when created, which prevents other publishers from using the trial 
pack ID. This signature is verified upon ASR load by the client software using the public key. The ASR load will fail if an 
invalid signature is detected.


Support for Trials in Virtual and Non-Virtual 
Environments


A new data dictionary element, VIRTUALIZATION_POLICY, allows you to control whether an ASR can be loaded on physical 
or virtual environments:


• For trials allowed only on physical machines, set VIRTUALIZATION_POLICY=PHYSICAL.


• For trials allowed only on virtual machines, set VIRTUALIZATION_POLICY=VM_ONLY.


The following three scenarios cover the most likely trial requirements for a publisher:


• Allow trials on both physical and virtual environments--If you do not want to distinguish between trials on virtual 
and non-virtual machines, simply omit the VIRTUALIZATION_POLICY option. 


• Allow trials only on physical environments--Set VIRTUALIZATION_POLICY=PHYSICAL.


• Allow trials only on virtual environments--Set VIRTUALIZATION_POLICY=VM_ONLY.
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Adding Function Calls to a FlexEnabled


Application

To incorporate FlexNet Publisher Licensing Toolkit into your application, you add function calls into your application code. 
There are two APIs available to the developer: 


• Flexible API—provides a C interface


• Java API—provides a Java library.


This chapter gives an overview of the Flexible API along with a coding example. 


For a Java API overview and examples, please refer to the Licensing for Java Programming Reference Guide. When you are 
ready to build and test your application, see “Building Your FlexEnabled Application” in the Development Environment 
Guide.


Using the Flexible API
The FlexEnabled application uses a set of functions that request (checkout) and release (checkin) licenses of selected 
features. The Flexible API is appropriate for applications that can invoke C functions. This section gives a brief overview of 
how the Flexible API is used in conjunction with license rights held in trusted storage on a FlexEnabled client. 


When your application uses license rights held in trusted storage on the FlexEnabled client, you modify your application 
code to use functions provided by the Flexible API. 


To provide access to the license rights held in trusted storage and use the functions in conjunction with these license rights 
the activation library must be loaded. See Adding Function Calls to Your Application for additional details.


The Flexible API provides two basic operations: checkout and checkin:


• Checkout— This enables you to link the operation of some feature of your application to the availability of a license 
for this feature. 


A checkout call is inserted in your code to obtain a license for a feature before the function is run. So if you wanted to 
license an add function, for example, you would insert a checkout call that identified the add feature before the block 
of code that provided the add function. FlexNet Publisher Licensing Toolkit indicates if a valid license for that feature 
is available. If a valid license is not available, then normally the operation of the associated product functions will be 
terminated. 
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When the FlexEnabled application uses local trusted storage, the default behavior is to use a license available in 
trusted storage on the FlexEnabled client. Only if the requested license is not available in local trusted storage are 
licenses in local license files, or from a license server, used.


• Checkin—When the feature is no longer in use, the license can be released using the checkin function.The checkin 
function may not be required because there is no sharing of licenses, but it is recommended that it is included so that 
the product code can be used with other functions without modification.


The Flexible API is provided in both C and Java. Some of the functionality in the Flexible API is not applicable to a license 
held locally (either in client-side trusted storage or in a license file on the FlexEnabled client). You can include the 
functionality that is not applicable in fulfillment records held in client-side trusted storage and it is ignored by the client 
library.


The following summarizes the functionality that is not applicable to FlexEnabled applications using a license held in client-
side trusted storage:


• Server heartbeat management and communication


• Debug log file messages


• License usage information


• Vendor daemon messages and information


Adding Function Calls to Your Application
This section describes how to modify your application code to call the Flexible API functions. The platform directory in the 
toolkit contains a sample implementation using the Flexible API. This implementation serves as a basis for the example in 
this section and produces a minimal, well-behaved FlexEnabled application.


Figure 5-1 schematically shows a complete example using the minimum set of Flexible API functions to produce a minimal, 
well-behaved FlexEnabled application. This example is derived from machind/lmflex.c in the toolkit.
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Figure 5-1: Flexible API Implementation


The functions referenced in this implementation are divided into the following categories:


• Initialization and cleanup— These initialization functions are required for activation support, the tamper resistant 
runtime, Secure Data Type (SDT) implementation, and anti-debugger technology (ADT). For an outline description of 
these functions see Initialization and for detailed information see the C/C++ Function Reference.


• Job management and license checkin and checkout—for details, see the descriptions of the following functions in 
C/C++ Function Reference:


• lc_new_job


• lc_checkout


• lc_checkin


• lc_free_job


• lc_set_attr
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• lc_perror


• lc_errstring


Add calls like the following to your application code.


#include "lmclient.h"


#include "lm_attr.h"


/*...*/


VENDORCODE code;


LM_HANDLE *lm_job;


struct flexinit_property_handle *initHandle;


int stat;


/* Open and initialize the property handle. See 


Initialization for further details.*/


if (stat = lc_flexinit_property_handle_create(&initHandle))


{


/* error processing */


exit(1);


}


if (stat = lc_flexinit_property_handle_set(initHandle,


(FLEXINIT_PROPERTY_TYPE)FLEXINIT_PROPERTY_USE_TRUSTED_STORAGE,


(FLEXINIT_VALUE_TYPE)1))


{


/* error processing */


exit(1);


}


if (stat = lc_flexinit(initHandle))


{


/* error processing */


exit(1);


}


/* Create a job */


if (lc_new_job(0, lc_new_job_arg2, &code, &lm_job))


{


lc_perror(lm_job, "lc_new_job failed");


exit(lc_get_errno(lm_job));


}


/* 


Optionally, define secure data types here.


*/


/* Check out a license. */


if (lc_checkout(lm_job, "myfeature", "1.0", 1, 


LM_CO_NOWAIT, &code, LM_DUP_NONE))


{


/* Error processing. See Handling Checkout Request Denials for 


further details. */


}


/*

52 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Chapter 5 Adding Function Calls to a FlexEnabled Application
Adding Function Calls to Your Application

Checkout succeeded. Actual application code is here.


*/


{


/*...*/


}


/* Check in all licenses and free the job. */


lc_checkin(lm_job, "myfeature", 0); 


lc_free_job(lm_job);


/* Clean up and release the property handle. */


if (stat = lc_flexinit_cleanup(initHandle))


{


/* Error processing */


}


if (stat = lc_flexinit_property_handle_free(initHandle))


{


/* Error processing */


}


/* Application exit code*/


/*...*/


The header file lmclient.h contains all the symbolic definitions required for most calls to the API functions. lm_attr.h 
contains the attribute definitions used in calls to lc_set_attr and lc_get_attr. See the C/C++ Function Reference for a 
complete list of attribute definitions and for a full description of the lc_checkout function parameters.


lc_set_attr Attributes for Trusted Storage
The following table lists the lc_set_attr attributes that are directly relevant to FlexEnabled applications that use trusted 
storage. For full details of these attributes see the relevant sections in the C/C++ Function Reference.


Initialization
Initializing the FlexNet Publisher Licensing Toolkit requires that you create and initialize a property handle and load the 
activation library. This is necessary in the following instances.


Table 5-1 • lc_set_attr Attributes for Trusted Storage


Attribute Description


LM_A_TS_CHECK_BADDATE If set checks for windback detection in trusted storage.


LM_A_SORT_TS_FIRST By default is set to use licenses from local trusted storage first. Use this 
attribute to turn off this default.


LM_A_TS_ONLY To use server and client based trusted storage licenses only. 


Note • To use this attribute, set the LM_A_SORT_TS_FIRST attribute.
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• Your application accesses license rights in trusted storage on the system local to the application.


• You wish to take advantage of antidebugger technology.


• The FlexEnabled application uses Secure Data Types (SDTs).


Table 5-2 lists the initialization routines.


Coordinate the use of these routines with the following:


• Secure Data Types (SDTs)—Call lc_flexinit before any SDTs are used in the code. See the Implementing Secure Data 
Types (SDTs) chapter in the Development Environment Guide for details.


• Job management—Call lc_flexinit before calling lc_new_job; call lc_flexinit_cleanup after calling lc_free_job.


In multi-threaded environments, ensure synchronization between threads. Specific care is required in the following areas:


• Executable exit logic—Your code must explicitly check in all licenses, using lc_checkin, and free all jobs, using 
lm_free_job, before calling lc_flexinit_cleanup and exiting. Do not rely on the automatic checkin mechanism to 
perform proper cleanup upon exit.


• Lost connection to the license server—When a concurrent license is in use and the connection to the license server 
breaks, the code must explicitly check in all licenses before calling lc_flexinit_cleanup.


Note • For Windows platforms, initialize and uninitialize FlexNet Publisher Licensing Toolkit outside DllMain. 


Handling Checkout Request Denials
In order for the checkout request to succeed, the FlexEnabled application must be able to locate valid license rights. 
License rights can be located either in a license file or in trusted storage. The application first tries to find a license file, 
using the traditional searching algorithm, containing the license rights. Failing to find a license file, it accesses trusted 
storage on the local system in an attempt to find a valid feature line.


Table 5-2 • Initialization Functions


Function Name Description


lc_flexinit Loads the activation library and initializes the FlexNet Publisher Licensing 
Toolkit.


lc_flexinit_cleanup Unloads the activation library and performs any cleanup functions 
required.


lc_flexinit_property_handle_create Creates a property handle.


lc_flexinit_property_handle_free Frees an initialization property handle.


lc_flexinit_property_handle_set Sets a type and value into the initialization property handle.


lc_flexinit_property_handle_get Returns the value for a specified property.
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If the application cannot find a valid feature line, control is returned back to the application and the checkout request is 
denied. If the checkout request is denied, analyze the error code received from the call to lc_checkout, as documented in 
the Programming Reference for License File–Based Licensing. In addition, check for the error code LM_REPAIR_NEEDED to 
determine if trusted storage needs repairing.


You must include logic in your application to handle denied checkout requests, based on the design of your license 
lifecycle. Some approaches include, but are not limited to:


• Activate a license via an external activation utility, thereby making it available in the local system’s trusted storage. 
See Chapter 9, Building an Application Activation Utility for Single-Action Transactions for further details.


• Repair trusted storage as indicated by the return code from lc_checkout. See Repair from a License Server in Chapter 
9, Building an Application Activation Utility for Single-Action Transactions for further details.


• Allow partial or full access to the application.


• Deny access to the application.
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Initializing Trusted Storage

On all platforms, before trusted storage is accessed on a machine, the trusted storage directory must be initialized. On 
Windows, Linux, and OS X, the FlexNet Licensing Service also must be installed. (Note that the installation of the FlexNet 
Licensing Service initializes the trusted storage directory; hence, there is no additional procedure required.)


Depending on your platform, go to the appropriate section:


• Windows, Linux, and OS X platforms: Install the FlexNet Licensing Service


• All other platforms: Trusted Storage Directory Initialization (UNIX Platforms)


FlexNet Licensing Service
The FlexNet Licensing Service is an administrative proxy that runs on behalf of the user to perform system tasks where 
elevated privilege is required. 


For trusted storage–based licensing, the FlexNet Licensing Service must be installed to enable the FlexEnabled application, 
the activation utilities, and the vendor daemon to operate correctly.


In addition, the FlexNet Licensing Service is required to enable the FlexEnabled application and the vendor daemon to 
access virtualization data (on Windows and Linux platforms only). The FlexNet Licensing Service regularly polls the system 
to update virtualization data. Therefore, the FlexNet Licensing Service runs continuously. The virtualization poll interval is 
not configurable.


Producers can perform a pre-emptive check for the FlexNet Licensing Service in their own applications, via the new 
lc_fnpservice_present API, supported on Linux and Windows, which returns a positive integer if the FlexNet Licensing 
Service is installed. For more information on lc_fnpservice_present, see the C/C++ Function Reference, chapter Flexible 
API.
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Installing the FlexNet Licensing Service on Windows
On Windows platforms, the FlexNet Licensing Service API is used to install and uninstall the service and register that an 
application requires the service. It is strongly recommended that the API is used within your product installer. The 
Windows operating system requires that a user have administrator privileges to install and uninstall services. Additionally, 
the installer must be run with elevated privileges.


Two types of functions are provided:


• MSI-compatible Installer—Use fnpActSvcInstallForMSI and fnpActSvcUninstallForMSI.


• C/C++ Applications—Use fnpActSvcInstallWin and fnpActSvcUninstallWin within an application. 


There are example files included in the licensing toolkit that demonstrate the use of these functions. 


The recommended method of installing the FlexNet Licensing Service on Windows is from the MSI-compatible installer 
used to install the FlexEnabled application.


Task To install/uninstall the FlexNet Licensing Service using an MSI-based installer


1. Use fnpActSvcInstallForMSI in the MSI to install the FlexNet Licensing Service and fnpActSvcUninstallForMSI  to 
uninstall the service.


2. Set the required execution level to Administrator in the MSI.


3. Package the MSI as an executable. 


This is required because Windows will not allow an MSI to call out to a DLL (in this case FNP_Act_Installer.dll) that 
executes code requiring Administrative privileges.


4. Sign the MSI executable package.


Windows requires executables that call out to DLLs that execute administrative-privilege code to be signed. Note that 
InstallShield 12 or later has settings in the Release Wizard that enable you to sign the generated installer executable.


Task To install/uninstall the FlexNet Licensing Service using an application or C-based installer


1. Use fnpActSvcInstallWin, fnpActSvcUninstallWin, and fnpActSvcGetLastErrorWin in your application.


2. Run the application/installer with elevated privileges.


This requires the user to log on with administrator privilege and then use the ‘run-as’ option set to administrator. 
Alternatively, signing the executable with an Authenticode license file will ensure that elevated privileges are used.


Installing the FlexNet Licensing Service on Linux
On Linux, the FlexNet Licensing Service comprises the FlexNet Licensing Service executable and the FlexNet Licensing 
Service daemon. The daemon is launched by the FlexNet Licensing Service executable.
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The following command-line options are available when running install_fnp.sh.


Task To install the FlexNet Licensing Service


1. Run install_fnp.sh.


The install_fnp.sh shell script must be run with root privilege. The script configures the FlexNet Licensing Service 
executable to run as a root-privilege setuid process. 


2. The FlexNet Licensing Service daemon needs to run continuously. Therefore, a further installation step is required to 
ensure it is started a boot time. Because the FlexNet Licensing Service daemon does not need to run with root 
privilege, it can be started by adding the following line to a nominated user's crontab: 


@reboot /usr/local/share/FNP/service64/<version>/FNPLicensingService -r 2>&1 >/tmp/fnpd.log


Notes


• For the i86_lsb FlexNet Licensing Service daemon, the path is /usr/local/share/FNP/service/<version>/
FNPLicensingService. 


• The machine's administrator is free to redirect output as required.


• The machine's administrator may want to add an additional line to the crontab to run the above command at regular 
intervals to ensure that if the FlexNet Licensing Service daemon gets stopped for some unexpected reason, it will be 
restarted by the crond. The FlexNet Licensing Service daemon itself ensures there is never more than one instance 
running.


• Typical messages output on running the startup command are Licensing Service daemon activated and 
Licensing Service daemon already active.


• Rather than using cron, administrators may want to add a boot-script for the FlexNet Licensing Service daemon or 
optionally use systemd. The following commands are required:


To start the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService -r 


Note • The process ID of the daemon will be written to /var/run/FNPLicensingService64.pid (/var/run/
FNPLicensingService.pid on 32-bit).


To stop the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService -k


Table 6-1 • install_fnp.sh options


Option Description


--nolsb Creates a symlink to the native loader to enable the FlexNet Publisher binaries to 
run without full lsb support on the target platform.


--nodaemon Prevents the installation script from automatically starting the FlexNet Licensing 
Service daemon. This can be useful when using systemd.
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• When the Linux FlexNet Licensing Service daemon is not installed and an operation occurs that requires it, a 
descriptive error is displayed. For example:


./lmhostid -ptype VM -uuid


results in


lmhostid: The VM Host ID is not available. (-215,14704) - The FlexNet Licensing Service does not 


appear to be running.


Installing the FlexNet Licensing Service on OS X
On OS X, a shell script is used to configure the FlexNet Licensing Service executable to run as a root-privilege setuid 
process.


Task To install the FlexNet Licensing Service


Run install_fnp.sh.


Sample Applications
The Windows toolkit contains two sample programs that install and uninstall the FlexNet Licensing Service using 
fnpActSvcInstallWin and fnpActSvcUninstallWin functions of the FlexNet Licensing Service API:


• installanchorservice.exe


• uninstallanchorservice.exe


These files are located in the <platform_dir> directory of the toolkit. The source code is available in 
\examples\anchor_service. These executables must be run as an Administrative user.


Note • The installanchorservice and uninstallanchorservice executables are intended for testing only.


installanchorservice.exe
The sample executable installanchorservice.exe installs the FlexNet Licensing Service and registers the FlexEnabled 
application as requiring the service. To run this executable, ensure that the FlexNet Licensing Service installer component, 
FNP_Act_Installer.dll, and the executable are in the same folder.
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Usage
installanchorservice publisher_name product_name 


Where:


uninstallanchorservice.exe
The sample executable uninstallanchorservice.exe removes the specified FlexEnabled application from the registry of 
all applications requiring the FlexNet Licensing Service. If no other application is registered to the FlexNet Licensing 
Service, the executable removes the FlexNet Licensing Service from the system. To run this executable, ensure that the 
FlexNet Licensing Service installer component, FNP_Act_Installer.dll, and the executable are in the same folder.


Usage
uninstallanchorservice publisher_name product_name 


The command line arguments are described in Table 6-2.


Trusted Storage Directory Initialization (UNIX 
Platforms)


If install_fnp.sh has not been run to install the FlexNet Licensing Service (see xref here), then it will need to be run to 
explicitly initialize the trusted storage directory.


For UNIX platforms on which trusted storage is accessed, you must provide a means to initialize the trusted storage 
directory structure. You must include logic similar to that provided in <platform_dir>/publisher/install_fnp.sh. Make 
sure your end user is aware they need to perform this initialization as root.


Task To initialize the trusted storage directory


Run install_fnp.sh.


This shell script configures the FlexNet Licensing Service executable to run as a root-privilege setuid process. 


Table 6-2 • installanchorservice and uninstallanchorservice Inputs


Input Description


publisher_name The name you assign to yourself as a publisher. This string can be anything 
meaningful to you and does not need to match your vendor name as registered with 
Flexera and cannot contain the comma character. This value and the product_name 
value must uniquely identify the FlexEnabled application.


product_name The name of the application. This name is used to identify that the application is 
using activation functionality. This string cannot contain the comma character. This 
value and the publisher_name value must uniquely identify the FlexEnabled 
application.
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At the end of the process, you should receive the following confirmation message:


Configuration completed successfully.


Note • On most UNIX platforms, the trusted storage directory is typically /usr/local/share/macrovision/storage/
FlexNet/. FlexNet Publisher does not support custom locations for the trusted storage directory.
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Transactions with a FlexEnabled Client

The following chapter describes the activation transactions that create license rights in client-side trusted storage on a 
FlexEnabled client.


Introduction
The license rights held in trusted storage on a FlexEnabled client can be obtained from the publisher’s activation server, 
such as FlexNet Operations or a custom activation server, or from a license server. These license rights are intended for 
FlexEnabled applications installed on the system and remain there unless they are returned to the originating system.


License rights held on a FlexEnabled client are returned to the system that supplied them using a return transaction. The 
FlexEnabled application can be also designed to initiate a repair transactions when trusted storage on that system must be 
repaired.


Components Required on a FlexEnabled Client
The following components are required on the FlexEnabled client to support trusted storage–based licensing. Make sure 
you also read the document, Development Environment Guide for information about setting up the development 
environment, building a FlexEnabled application, and packaging all related components.


• The publisher’s application that is modified using the client libraries to create a FlexEnabled application. See Chapter 
5, Adding Function Calls to a FlexEnabled Application for additional information. 


• An application activation utility that initiates activation transactions. (This functionality can also embedded in the 
FlexEnabled application code.)


For information about building an application activation utility, see Chapter 9, Building an Application Activation 
Utility for Single-Action Transactions or Chapter 11, “Building an Activation Utility for Composite Transactions.” 
Additionally, the toolkit provides a sample of each application activation-utility type.


• For standard toolkits, the activation library component, generated when the application activation utility is processed 
with preptool. See the section Chapter 12, Working with the Software Publisher Utilities for additional information. 
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• For notr toolkits, the activation library component, demo_client_libFNP_notr.*, generated when the toolkit is built. 
For additional information, see the Development Environment Guide.


• Trusted storage must have been configured on the customer’s machine.


• On Windows, configuration for trusted storage involves initializing the trusted storage directory and installing the 
FlexNet Licensing Service using FNP_Act_Installer.dll.


• On UNIX, configuration for trusted storage involves initializing the trusted storage directory using 
install_fnp.sh. Additionally, on OS X and Linux, the FlexNet Licensing Service is installed. For additional 
information, see the Development Environment Guide.


• If local activation is required, an activation specification record (ASR). See Chapter 12, Working with the Software 
Publisher Utilities, especially the section about asrgen, for more information.


• If short-code transactions are required, an activation specification record for short codes. See Appendix A, “XML 
Schemas,” specifically the section ShortCodeData Element, for more information.


• If programmatic activation is used with FlexNet Operations server or a custom activation server, the SOAP module 
(FnpCommsSoap.*)


Summary of the Activation Process
The following basic steps are used in an activation transaction where the FlexEnabled client is the activation client. That is, 
the customer machine on which the FlexEnabled application is installed is the system requesting licenses from the 
activation server. The activation server can be either the publisher’s activation server (FlexNet Operations or a custom 
activation server) or a FlexNet enterprise license server.


1. The application activation utility uses the activation API to generate a request (XML message) for certain license rights. 
As part of this process, the API does the following to handle the publisher-specific section of trusted storage affected 
by the activation:


• If necessary, creates the trusted storage file on the FlexEnabled client and then either creates the initial trusted 
section using a prepped Trusted Configuration or specifies the need for this trusted section in the request.


• If an additional section is required in existing trusted storage, specifies the need for this section in the request.


• Inserts details of all the current trusted sections of client-side trusted storage for this software publisher in the 
activation request.


Note • The prepped Trusted Configuration feature was introduced in FlexNet Publisher 11.10.1 for certain platforms. 
With this feature enabled, the application activation utility automatically creates the initial trusted section when it 
generates the first activation request. In this way, the trusted section is already in place when the transaction is sent. For 
versions prior to 11.10.1, the initial trusted section configuration is a separate transaction step.


2. The application activation utility sends the request to the activation server, using one of these methods:


• Sends the activation request as a data stream across the network connection to the activation server. (This 
method requires a SOAP connection.)


• Writes the activation request to an XML file, which is then manually transported to the activation server (for 
example, by email). 
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3. The activation server validates the activation request against certain business rules and determines whether the 
activation request can be granted. 


4. If the activation request complies with the activation server’s business rules, the activation server generates an 
activation response in the form of an XML message. This message is either transmitted as a data stream across a 
network connection or written to a file and transported to the license server.


5. The application activation utility loads the license rights into trusted storage on the FlexEnabled client.


The following diagram depicts this process:


Figure 7-1: Activation Transaction using XML Messages 


When Using Short-Code Activation
With short-code transactions, messages are formatted as encoded characters rather than XML. This activation mechanism 
is intended to be used in very specific business scenarios. 


1. The activation utility on the client reads an ASR file, and then generates a code containing the encoded activation 
request message.


2. This request is transferred to the activation server.


 For example: 


• The user reads the code to a customer support agent, who then enters the code for the activation server to 
process.


• The client connects to the activation server using an automated telephony system. 


3. The activation server processes the short-code request and then generates either a short-code response indicating 
that the request was valid or an error response indicating that the request was rejected. 


4. If a short-code response is returned, the activation utility uses the contents of both the short-code response and the 
ASR to load license rights into trusted storage. 
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The following diagram depicts this process:


Figure 7-2: Activation Transaction using Short Codes 


For more information about using this type of activation, see the following sections in this guide:


• The section Transactions Using Request and Response Codes in Chapter 11, Building an Activation Utility for 
Composite Transactions for information about building this functionality into an application activation utility.


• The section B_ActivationSpecificationRecord.xsd in Appendix A, B_ActivationSpecificationRecord.xsd for information 
about creating an ASR file for short-code activation.


Activation Using the Publisher’s Activation Server
The application activation utility initiates a composite activation transaction using the functions within the activation API 
to transfer the transaction data between the FlexEnabled client and the publisher's activation server (such as a FlexNet 
Operations server or a custom activation server):


• XML messages are sent as a data stream across an internet connection using the SOAP protocol (for FlexNet 
Operations). 


• XML messages are sent manually as files between the activation server and the activation client (for example, by using 
email).


Another type of transfer mechanism is the short-code method. For examples of the API required, see Chapter 9, “Building 
an Application Activation Utility for Single-Action Transactions.”


Best Practice


Basically, for licensing life-cycle operations (for example, activations, returns, and repairs) that involve the publisher’s 
activation server (but do not use short codes), best practice is to use composite transactions, not single-action 
transactions. Composite transactions can perform multiple actions in a single transaction and provide a higher level of 
security than single-action transactions do. Additionally, unlike single-action transactions, composite transactions 
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support UMN3, the preferred machine identifier in virtual environments. For descriptions of API functions you can use for 
composite transactions and for more information about UMN3, see Chapter 11, “Building an Activation Utility for 
Composite Transactions.”


Activation Using a License Server
The application activation utility initiates the transaction using the functions within the activation API. These transactions 
use FlexNet Publisher Licensing Toolkit built-in connections. The location of the license server that the request is sent to is 
obtained by the application activation utility and set using the activation API. When this location is not specifically set, the 
default is @localhost.


The API functions include the processing of the trusted storage configuration, when required, and the processing of the 
activation response. The application activation utility does not have to specifically handle these processes. 


Local Activation Using an ASR
This type of activation does not use an activation server. All the information required for the activation is held in a signed 
file, called an activation specification record (ASR), on the FlexEnabled client machine.


Local activation can be used to implement license models for trial or emergency purposes. Trial license rights have limited 
duration and allow an end-user to test a product for a short period of time prior to purchasing it. Emergency license rights 
are provided via an ASR when the normal method of supplying license rights is not available (for example, when a network 
connection is unavailable or an activation server is temporarily out of service). Local activation also provides a solution for 
activating license rights in high-security environments.


For details of the API functions required for local activation, see the section Local Activation in Chapter 9, “Local 
Activation.”


Repair Transactions
A repair is required when changes in trusted storage are detected that indicate trusted storage might no longer be intact. 
Any fulfillment records that are affected, and are untrusted, cannot be used until they are repaired. Thus FlexEnabled 
applications requiring a license contained within an untrusted fulfillment record cannot run until a repair transaction is 
completed. The activation API provides for the repair of fulfillment records.


Trusted-Storage Changes Due to Illegal Tampering
A trusted-storage change might be the result of an attempt to obtain license rights illegally. These attempts might include 
the following:


• Copying files from one system to another


• Restoring a backup that was made when trusted storage contained more licenses


• Setting the system clock to an earlier time
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Trusted-Storage Changes Due to Valid Actions
A trusted-storage change might also be the result of a valid user action, such as one of the following:


• Changing a system hardware component that is used to bind trusted storage to the system


• Performing a system restore to correct system problems or roll-back changes.


• Correcting the system clock after it was set to the future, either inadvertently or while testing.


Return Transaction
A return transaction returns a fulfillment record to the source from which it was activated: 


• The license server


• The FlexNet Operations server that supplied the original fulfillment record


• The publisher’s custom activation server


The application activation utility initiates the return transaction. The activation server that receives the return transaction 
applies business rules to its processing of the return request:


• A return to a license server—The return is accepted if the fulfillment record was originally supplied by this license 
server and if incrementing the existing counts does not violate the maximum count values. The number of hops in the 
fulfillment record is updated to what it was originally when the fulfillment record was originally written to trusted 
storage on the license server. Then the fulfillment record is written to trusted storage. For general information on 
hops, see Limiting the Number of Transfers.


• A return to a FlexNet Operations server—The business rules for accepting or rejecting a return request are 
configurable. See the FlexNet Operations server online help for details.


• A return to a custom activation server—The business rules for accepting or rejecting a return request are defined 
completely by the software publisher when building this application. 


Note • Composite transactions allow partial returns, but the return must be made to a publisher’s activation server, not an 
enterprise license server.


Short-Code Transactions
Normal transactions use XML formatted messages. These are transmitted either as a data stream (without end-user 
intervention) or as a files (with end-user intervention). When a network connection is unavailable or the XML documents 
are too large, you can transmit the messages using request and response codes.


These transactions are referred to as short-code transactions because the request and response message is encoded as a 
numeric value. They are available for transactions only between a FlexEnabled client and an activation server. Typically, 
this type of transaction is used for telephone transactions either with a customer service representative or using 
automated touch tone telephony.
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The limitations imposed on the length of the request and response codes require that detailed information, normally 
included in the activation transactions, is already present on the FlexEnabled client. The following information is provided 
for short-code transactions in an ASR:


• Short-code alias—Identifies transactions using this ASR


• Short-code scheme ID—Identifies the default format of the request and response codes


• Trusted Configuration file—Contains the data required to create or identify the trusted section in trusted storage in 
which the fulfillment record is to be stored


• Fulfillment record—Contains a set of license rights for the FlexEnabled application


• Overrides—Modify the default format of the request and response codes


For information on ASRs for short-code transactions, see the section ShortCodeData Element in Appendix A, 
“ShortCodeData Element.” For information about how to implement short-code transactions, see Appendix 9, “Building an 
Application Activation Utility for Single-Action Transactions,” specifically the section entitled Transactions Using Request 
and Response Codes.


Fulfillment Record on a FlexEnabled Client
Fulfillment records in trusted storage on a FlexEnabled client contain licenses for products that are installed and run on 
that machine only. The basic license information is held in both feature definition lines and fulfillment record properties. 
Thus certain attributes defined at the fulfillment-record level can override these same attributes in the feature definition 
lines. When a check-out function within the FlexEnabled application is run, the FlexNet code built into the application 
combines the two sources of information to produce a complete license line. If the license is valid for the feature, the 
application code continues to run.


The following is an example feature definition line from a fulfillment record for a feature called add:


FEATURE add vendor 2.0 21-dec-2020 5 SIGN=”<...>”


This line provides the following license: 


• For the add feature


• For a FlexEnabled application using vendor as the vendor daemon name


• For version 2.0 or earlier of the application


• For rights that expire on 21-dec-2020


Note •  The expiration date defined at the fulfillment-record level might override this date. 


• For uncounted usage, even though, as in this example, a number suggests that the license is counted
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Using the Activation Borrow API

The Activation Borrow API uses trusted storage to provide a more secure way to use licenses off-line, for example on 
laptops. The Activation Borrow API is intended to replace the BORROW keyword capability. For an overview of other mobile 
licensing capabilities, see the chapter on Mobile Licensing in Programming Reference for License File–Based Licensing 
document.


Note • Activation Borrow is implemented with single-action transactions only, not composite transactions.


The Activation Borrow API can be used either from a FlexEnabled application or from a stand-alone utility. The expectation 
is that borrowing and returning a license will generally be based in the FlexEnabled application. It is expected that the 
functions that display details of licenses held in trusted storage will generally be based in a separate utility. 


To borrow a license, the client system must be connected to the network and be able to communicate with the license 
server. For example, a FlexEnabled application can be run once so that the activation process writes the license right 
locally into client-side trusted storage. Once this occurs, the client can disconnect from the network and continue to use 
the application until the expiration date. When the application is run on a client that is disconnected from the network, the 
license checkout process will look to the client-side trusted storage for validation. 


There are also functions available that allow the application to return the borrowed license back to the license server. If the 
license is not returned by the expiration date, it is automatically returned to the license pool. After this date, the 
FlexEnabled application will no longer run. The publisher should include functionality to notify the user that their license 
has expired.


If the borrowed license was activated from the overdraft license pool, it will not be returned to the pool when it expires and 
will no longer be available as an overdraft license. See Summary of the Activation Process in Chapter 2, “Transactions to a 
License Server,” for more information about Activatable Overdraft licenses. 


To display borrowed licenses that are stored in client-side trusted storage, you must create an activation context and then 
get this information using the flxActBorrowTSViewFRAttributeGet function. This capability can be developed in an 
activation utility similar to appactutil. The ‘lmutil’ utility cannot display borrowed licenses available in client-side trusted 
storage. Before calling this function call flxActBorrowTSViewCreate to create the required context object and determine 
the number of fulfillment records in client-side trusted storage.
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When the lc_checkout function is called, the default order in which licenses are used is the following: client-side trusted 
storage, then license files, and then license servers. When you activate a license using the Activation Borrow APIs, you will 
want to make sure that this default behavior is in operation. 


The default behavior can be overridden by:


• Using lc_set_attr with LM_A_SORT_TS_FIRST set to zero.


• Setting an optional sort field in a feature definition line.


For details of these settings, see the Programming Reference for License File–Based Licensing document.


License Borrowing with Activation Borrow API
When users normally obtain licenses for a product from a license server but occasionally require a mobile license, one 
solution is to use activation to provide a temporary license. Typically this functionality is required so that licensed software 
on a lap-top can be used when the lap-top is disconnected from the enterprise system. 


The activation borrow API provides a simple activate function call that requests a temporary product license from the 
license server. The license server takes a concurrent product license from trusted storage on the license server and supplies 
it to the requestor. The borrowed product license is stored in trusted storage on the requesting system. Then it is available 
when the lap-top is disconnected from the enterprise system and the software is run.


The product license is represented in trusted storage as a fulfillment record. A fulfillment record may contain several 
FEATURE and INCREMENT lines and contains a Product ID. Thus it can be used instead of a PACKAGE line to define a set of 
licensed features for a product.


License borrowing using the activation borrow API provides:


• Secure storage of the borrowed license—as a fulfillment record in trusted storage on the local system.


• One request can provide all the feature licenses required for a product—a fulfillment record can contain multiple 
FEATURE lines and a Product Id.


• Early return of a borrowed license—use the return function to return the product license to the license server that 
supplied it.


• If the borrowed license is an activatable overdraft type and the user does not return the license before the expiration 
date, it will not be added back to the available license pool. It will always count against the activatable overdraft pool 
for that fulfillment ID. This behavior is not the same for activatable, hybrid, and hybrid overdraft licenses. For these 
license types, at the end of the license period the fulfillment record on the lap-top expires and the license server adds 
the license back into the concurrent license pool.
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The following diagram illustrates the use of activation to borrow a license:


Figure 8-1: Mobile Licensing Using Activation Borrow API 


When a user wants to return a borrowed license early, before the license has expired, the activation borrow API provides a 
single function call. This call uses the fulfillment ID returned in the activation borrow call to specify the fulfillment record 
that is to be returned. Alternatively, the activation borrow API includes simple functions to examine the contents of the 
local trusted storage to enable the user to choose which fulfillment record to return.


Using the Activation Borrow API
To use the activation borrow API both the license server and the FlexEnabled application must support activation. The 
following sections describe in outline what is required. 


Adding Activation Support to the License Server


To support activation, the license server requires an additional module: a server activation utility that controls transactions 
that acquire license rights, fulfillment records, from a publisher server. The server activation utility is a publisher-specific 
utility that you write to match your product requirements.


The server activation utility and the license server access trusted storage. Access to trusted storage is provided by the 
activation library. This provides publisher-specific security and it is linked to the license server and server activation utility.
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The following diagram illustrates the modules required on the license server to support activation borrow:


Figure 8-2: License Server Activation Modules 


The activation library and server activation utility are installed in the same directory as the existing license server 
components, license server manager (lmadmin or lmgrd), and the vendor daemon. Trusted storage is created and managed 
by the activation library.


For detailed information on activating licenses in trusted storage on the license server, see Chapter 2, “Transactions to a 
License Server.”


Using the Activation Borrow API in a FlexEnabled Application


To use the activation borrow API in a FlexEnabled application:


1. Add activation borrow API function calls to the FlexEnabled application and link it to the flxActBorrow header file.


2. Add activation initialization functions to the FlexEnabled application. These functions are in the Flexible API and load 
the activation library.


3. Create a publisher and product-specific activation library and add it to the product package. On some platforms 
additional components are required to install the FlexNet Licensing Service.
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The following diagram illustrates the modules required locally to the FlexEnabled application to support activation 
borrow:


Figure 8-3: Modules Required Locally to the FlexEnabled Application for Activation Borrow 


The activation library is installed in the same directory as the FlexEnabled application. Trusted storage is created and 
managed by the activation library.


In addition to borrowing a license, the activation borrow API can be used to view fulfillment records held in trusted storage 
local to the FlexEnabled application.


Using Fulfillment Records for Borrow
To use fulfillment records on a license server for borrowing licenses:


1. Set a Product ID in the fulfillment record and ensure that all the licensed features required for the product are 
included in feature definition lines within the fulfillment record. Feature definition lines that begin with the FEATURE 
or INCREMENT within a fulfillment record.


2. Set the count within each feature definition line within the fulfillment record to one. This ensures that there is a one to 
one match when using these licenses as concurrent or borrowed licenses.


3. Set the hybrid count—this sets the number of borrowable product licenses. 


4. Set the activatable count to zero—to ensure that licenses are borrowed from the pool of concurrent licenses.


Hybrid licenses are included in the concurrent license pool until they are borrowed and removed from the concurrent 
license pool. If all the concurrent licenses are in use, then an activation request for a license will be refused. Note that 
fulfillment records on a license server can also contain concurrent and activatable counts. Concurrent licenses can only be 
supplied concurrently, that is they are not available for borrowing. Activatable licenses are used in preference to hybrid 
licenses, so set this count to zero when you want the activation borrow API to pull licenses from the concurrent license 
pool.


Feature definition lines do not have to contain the BORROW keyword for these feature licenses to be available for 
borrowing using the activation borrow API.
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Comparison with BORROW Keyword
The activation borrow API can be used to provide license borrowing functionality that is equivalent to BORROW. The 
previous sections describe how to use it, so that it matches as closely as possible the functionality provided by BORROW. 
However, it does not operate in the same way, so these two methods cannot be combined directly. 


For example, details of the licenses issued using the BORROW keyword can be displayed using lmborrow. When using the 
activation borrow API, the publisher must write their own utility to output details of licenses held in trusted storage. Details 
of all borrowed licenses are not available because trusted storage is publisher-specific and its contents are only available 
to publisher-supplied software. Thus, lmborrow cannot be used to display licenses borrowed using the activation borrow 
API.


Similarly, the Options file keywords that can be used with BORROW are not available for use with the activation borrow 
capability. The only options file keywords that limit activation borrow are those that apply specifically to activation, that is 
EXCLUDE_ENTITLEMENT, INCLUDE_ENTITLEMENT, ACTIVATION_LOWWATER and ACTIVATION_EXPIRY_DAYS.


The number of licenses available for borrowing is defined when using BORROW by the count in each FEATURE or 
INCREMENT line that includes the BORROW keyword. The equivalent for activation borrow is the hybrid count in a 
fulfillment record. 


Using the BORROW keyword, a maximum borrow period is defined. To limit the possible misuse of borrowed licenses, the 
default borrow period is set to one week. Licenses obtained using the activation borrow capability are secure: starting and 
stopping the license server does not allow for extra uses. There is no provision for defining a maximum borrow period with 
the activation borrow capability. Licenses borrowed using the activation borrow capability cannot have an expiration date 
later than the expiration date of the source fulfillment record on the license server.


Using the BORROW keyword, it may be difficult to ensure that all the feature licenses for a product are borrowed. Consider 
the case where the user uses the lmborrow utility to initiate borrow. The sequence of steps performed by the user is as 
follows:


1. Run lmborrow to initiate borrow.


2. On the same day and on the same system, run the FlexEnabled application that borrow licenses are required for.


3. Use each licensed feature within the application. When each feature is checked out, a borrowed license is installed.


4. Run lmborrow to clear the borrow setting. No more licenses are borrowed. 


Using the activation borrow capability, the publisher can ensure that all license features are included in the borrowed 
license by including them all in a single fulfillment record.


The BORROW and activation borrow capabilities are not compatible with use of three server redundant configuration. This 
is because persistent data is held on a single license server: for the BORROW capability, this is the borrow data-cache and 
for the activation borrow capability this is the data required to add the license back in to the concurrent license pool when 
the borrowed license expires. Note that it is a general limitation of activation that it is not supported on a three redundant 
server configuration.
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Building an Application Activation Utility


for Single-Action Transactions

An application activation utility manages license rights in the FlexEnabled client’s trusted storage. The utility uses the 
Activation API to initiate and manage activation transactions between the FlexEnabled client (local to the FlexEnabled 
application) and either the publisher’s activation server or an enterprise license server. 


About Single-Action Transactions
This chapter describes the steps for creating and deploying an application activation utility that uses single-action 
transactions. This type of transaction performs one activation action (for example, one activation, repair, or return for one 
fulfillment record) per transaction. Additionally, single-action transactions support activations between the publisher’s 
activation server and the FlexEnabled client. However, best practice is to use composite transactions for activations with 
the activation server.


If your license model requires a application activation utility that supports single-action transactions, you should use the 
information in this chapter to create and provide a publisher-specific version of this utility. An example application 
activation utility is provided with the FlexNet Publisher Licensing Toolkit at the following location:


<platform_dir>/appactutil.exe


The corresponding source code can be found at:


<install_dir>/examples/activation/appActUtil.c


Activation Utilities for Single-Action Transactions
The appactutil utility retains short code transaction support using the legacy short code API; see the Composite 
Transaction section for short code transactions in this release, see Chapter 11, “Building an Activation Utility for Composite 
Transactions.”
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Path and Directory Conventions Used in This 
Chapter


References to directories and paths in this chapter use the following conventions:


• The term <install_dir> is used to represent the path and directory in which your FlexNet Publisher toolkit is 
installed.


• The term <platform_dir> is used to refer to the path and directory in which the platform-specific components of the 
FlexNet Publisher Licensing Toolkit are located. For example, for a Windows 32-bit system, <platform_dir> 
represents <install_dir>\i86_n3. For a Sun Microsystems 32-bit Sparc running Solaris 10.x, <platform_dir> 
represents <install_dir>/sun4_u10.


• File paths for locations common to both UNIX and Windows platforms are constructed using forward slashes.


Creating an Activation Utility
Use the application-specific and common API functions in the activation API when creating an application activation utility. 
These are the functions that can be used to create and access the application’s trusted storage. The basic structure of the 
utility is described below.


Task To create the sequence of Activation API calls in an activation utility


1. Install the FlexNet Licensing Service (if it is required by the platform and has not been previously installed on the 
machine). 


Note • The FlexNet Licensing Service can be installed by the FlexEnabled application installer or by a separate utility 
that runs during the application initialization. Publishers must develop this capability within their application. See 
Chapter 6, “Initializing Trusted Storage,” for more information.


2. Call flxActCommonLibraryInit to initialize the library. This function loads the activation library and must be called 
before any other Activation API.


Note • In trusted storage–based applications, flxActCommonLibraryInit is the same as the Flexible API function 
lc_flexinit (described in Chapter 5, Adding Function Calls to a FlexEnabled Application). If you are using both Activation 
API and the Flexible API in this utility, ensure that you call either flxActCommonLibraryInit or lc_flexinit, but not both.


3. Open an application activation handle by calling flxActCommonHandleOpen with the mode parameter set to 
FLX_ACT_APP. This sets up access to client-side trusted storage. Client-side trusted storage is used to store license 
rights used directly by a FlexEnabled application.


4. Design logic to initiate and manage one or more activation transactions and to access fulfillment records in trusted 
storage. See Typical Transactions.


5. Close the activation handle by calling flxActCommonHandleClose, which releases all resources associated with it.
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6. Release the Activation API by calling flxActCommonLibraryCleanup to shutdown the activation library. No other 
Activation API routines can be called after this point. 


Important • Note the following about flxActCommonLibraryCleanup:


• This function is also performed by the Flexible API function lc_flexinit_cleanup (described in Chapter 5, Adding 
Function Calls to a FlexEnabled Application). If your utility previously called lc_flex_init (see Step 2), use 
lc_flexnit_cleanup here, not flxActCommonLibraryCleanup. 


• On Windows platforms, do not call flxActCommonLibraryCleanup or flxActCommonLibraryInit in DllMain. 
These APIs result in calls to the Microsoft Win32 FreeLibrary and LoadLibrary APIs. Calls to these Win32 APIs in 
DllMain are widely known to be associated with issues.


Typical Transactions


The following is a list of typical transactions, each of which is described in subsequent sections:


• Using the Vendor Dictionary to Send Custom Data


• Local Activation


• Activation from a License Server


• Return Fulfillment Record to a License Server


• Repair from a License Server


• Activation from an Operations Server


• Return to an Operations Server


• Repair from an Operations Server


• Transactions Using Request and Response Codes


• Repair Using Request and Response Codes


• Return Using Request and Response Codes


• Activation from a Manual Response Generator


• Return Fulfillment Record to Manual Response Generator


• Repair Using a Manual Response Generator


Fulfillment Record Manipulation Functions


The following sections describe functions for manipulating records in trusted storage:


• View the Fulfillment Record from an Activation Response


• Display License Rights in Client-Side Trusted Storage


• Display Server-Side License Rights Remotely On the Client


• Delete Multiple Fulfillment Records from Trusted Storage


• Delete Multiple Fulfillment Records from Trusted Storage


• Enable Fulfillment Record when No Response to Return Request

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing FNP-11170-PRTS00 Company Confidential 77







Chapter 9 Building an Application Activation Utility for Single-Action Transactions
Creating an Activation Utility

Building and Deploying Your Activation Utility
This section provides general guidance for building and deploying an activation utility. 


For detailed information about building, packaging, and releasing all products in your licensing solution, see the 
Development Environment Guide.


Task To build and deploy an application activation utility


1. Compile and link the application activation utility.


A sample makefile is included in the toolkit (.../<platform_dir>/makefile.act). Use the build steps for 
appactutil.exe as an example. The sample build steps include compilation, linking, and the use of preptool (see 
step 2).


2. For standard toolkits, use preptool to prepare the application activation utility and to generate a publisher- 
activation library component for use by the application activation utility. See Chapter 12, “Working with the Software 
Publisher Utilities,” especially the preptool section.


Note • If you have created your own publisher-specific version of preptool, use that version (which might have a 
different name).


For notr toolkits, use the activation library component, demo_server_libFNP_notr.*, which was created when you 
built the toolkit.


3. Set up your product installer to install the application activation utility and associated components in the same 
directory. The following components are required: 


• The prepped version of the application activation utility


• The activation library created in step 2


• For Windows, the FlexNet Licensing Service installer component (FNP_Act_Installer.dll) needed for 
installation of the FlexNet Licensing Service service, whether this is performed as part of the product installation 
or separately. 


Note •  Ensure that the correct version of the FlexNet Licensing Service installer component is added to the 
FlexEnabled application. For more details, see the section “The FlexNet Licensing Service” in the Development 
Environment Guide.


• To enable transactions with an FlexNet Operations server, the FnpCommsSoap module.


Optionally, the product installer can install the FlexNet Licensing Service. (This is the recommended method for 
installing the FlexNet Licensing Service.) To install this service, the product installer must do the following:


• For Windows platforms, use the API provided by the FlexNet Licensing Service installer component 
(FNP_Act_Installer.dll). For more instructions, see Chapter 6, “Initializing Trusted Storage.” 


• For OS X and UNIX platforms, run the install_fnp.sh script.
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Sending a Reason with a Request Message
With activation requests and return requests sent as XML-formatted messages, the activation utility can send a numeric 
value indicating the reason for the transaction. Software publishers must define their own values and reasons, and then 
define business rules that map these items. By default, this data is not captured in a request, but must be programmed into 
the activation utility. 


Use the following functions in the activation API allow you to manipulate this information in an activation object:


• flxActAppActivationReasonGet


• flxActAppActivationReasonSet


Use the following functions in the activation API allow you to manipulate this information in a return object:


• flxActAppReturnReasonGet


• flxActAppReturnReasonSet


See the FlexNet Publisher document titled C/C++ Function Reference for information about using these functions. 


Using the Vendor Dictionary to Send Custom Data
This is an optional element in transaction requests and responses that contains custom data to be sent with the 
transaction. For example, it could be used to send registration information supplied by the user when he activates a 
license. During a repair transaction it can be used to send additional information about the user or the system.


Custom data can be added to both request and response messages. When vendor data is available in a response, it is 
stored in trusted storage along with any associated fulfillment record. Note that if vendor data is included in a return 
response, it will not be stored if the associated fulfillment record has been removed from trusted storage.


The vendor dictionary has a standard data dictionary format and contains a set of entries. The first element in the entry is 
the Key element, which identifies the type of data in this entry. The second element of the entry, the Value element, 
contains the data for the entry. This type of entry is referred to here and elsewhere as a key-value pair.


It is visible in XML requests as the VendorDictionary element. The vendor data contained within an request can be viewed 
using the GUI version of the manual response generator, responsegenUI.exe. If you are using the command-line version, 
responsegen.*, you will have to examine the request before using the manual response generator to generate the 
appropriate response. For details, see Chapter 13, “The Manual Response Generator.” See the FlexNet Operations 
documentation for information about how vendor data is used. 


The following functions allow you to manipulate custom data in an activation object:


• flxActAppActivationVendorDataGet 


• flxActAppActivationVendorDataSet 


The following functions allow you to manipulate custom data in a return object:


• flxActAppReturnVendorDataGet 


• flxActAppReturnVendorDataSet 


The following functions allow you to manipulate custom data in a repair object:


• flxActAppRepairVendorDataGet 
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• flxActAppRepairVendorDataSet 


See the C/C++ Function Reference for information about using these functions.


Local Activation
A local activation retrieves information for the activation from an activation specification record (ASR) on the FlexEnabled 
client. The following description gives the sequence of operations required for this type of activation.


Task To create the sequence of Activation API calls for local activation


1. Call flxActCommonRepairLocalTrustedStorage to ensure that the ASR can be written to trusted storage. 
Alternatively, this step can be performed after an attempt to perform a local activation fails.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container. 


3. Add the fulfillment records from valid ASRs to trusted storage with flxActCommonLicSpcAddASRs or 
flxActCommonLicSpcAddASRFromBuffer. ASRs in the specified location are read in turn, and the following steps 
carried out:


a. Entries in the DataDictionary Element are read (see Appendix A, DataDictionary Element).


b. If publisher rules for local activation are defined, the rules are applied. For example, rules can determine the 
number of times a particular fulfillment record can be loaded into trusted storage or whether the ASR can be 
used in a virtual-only or a physical-only environment. When the ASR does not comply with the rules, the 
fulfillment record is not added to the license specification.


c. If a duration is defined, the expiry date is calculated and the fulfillment record is modified.


d. When all the ASRs have been processed, the fulfillment records in the license specification container are written 
to trusted storage.


4. Delete the license specification container with flxActCommonLicSpcDelete.


An example of code that implements local activation is in the example application activation utility, appActUtil.c. See the 
function sHandleLocalActivation that installs fulfillment records from the ASRs in a specified directory or buffer into 
trusted storage.


Note • For a product that requires both local and short-code transactions, create separate ASRs for local and short-code 
transactions. A short-code ASR (that is, an ASR with a ShortCodeData element), cannot be used for local activation. Ensure 
that ASRs used for local activation do not include a ShortCodeData element.


Fulfillment Record Manipulation
The following sections describe how to use the activation API to perform the following functions:
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• View the Fulfillment Record from an Activation Response


• Display License Rights in Client-Side Trusted Storage


• Display Server-Side License Rights Remotely On the Client


• Delete Multiple Fulfillment Records from Trusted Storage


• Delete Multiple Fulfillment Records from Trusted Storage


• Enable Fulfillment Record when No Response to Return Request


View the Fulfillment Record from an Activation Response
When an activation request is processed successfully, a response is returned containing the fulfillment record. 


If you want the activation utility to check what license rights were granted or to get the vendor data sent by the activation 
server, use the following function:


FlxActBool flxActAppActivationRespLicSpcGet(FlxActAppActivation act, FlxActProdLicSpc *pProdSpc)


This function takes the activation object and assigns a product-license specification object to a pointer identified by the 
second argument. You can then use other functions that operate on the product-license specification object to get 
information about the fulfillment record. Do not change the properties of the product-license specification object.


Call this function any time after you call the flxActAppActivationRespProcess, but before you call 
flxActCommonHandleClose.


Display License Rights in Client-Side Trusted Storage
The following description gives a possible sequence of operations using the Activation API to display the contents of the 
application’s trusted storage, that is, details of activated licenses available on a FlexEnabled client.


Task To display license rights in trusted storage


1. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


2. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specification objects it contains. One product license specification object corresponds to one 
fulfillment record.


3. Iterate through all product license specifications in turn. For each specification:


a. Get each product license specification object at the specified index using flxActCommonLicSpcGet.


b. Extract required information from the fulfillment record. The following information in a fulfillment record is 
available. Use the appropriate method from the Activation API:


• Product ID—flxActCommonProdLicSpcProductIdGet 
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• License group counts—flxActCommonLicSpcCountGet 


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet 


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet 


• Expiry date—flxActCommonProdLicSpcExpDateGet 


• Suite ID—flxActCommonProdLicSpcSuiteIdGet 


• Feature lines—flxActCommonProdLicSpcFeatureLineGet 


• Trust flags—flxActCommonProdLicSpcTrustFlagsGet 


• Disabled because return in progress—flxActCommonProdLicSpcIsDisabled 


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet 


• Server chain—flxActCommonProdLicSpcActServerChainGet 


c. Format the extracted information and output it.


4. Release the license specification object resources.


Delete the license specification object with flxActCommonProdLicSpcDelete.


Note • The setting of the mode parameter to FLX_ACT_APP with flxActCommonHandleOpen defines that this process 
outputs details of licenses held in the application’s trusted storage (client-side trusted storage).


The function sDumpTS in the example application activation utility, appActUtil.c, displays the license rights held in 
client-side trusted storage. This function is effectively called by the -view switch and controlled by two switches: -valid, 
which outputs details of all fulfillment records that are from trusted sections of trusted storage, and -broken, which 
outputs details of all fulfillment records that are from untrusted sections of trusted storage.


Display Server-Side License Rights Remotely On the Client
The following description gives a sequence of operations that use Activation API to read license rights held in the license 
server’s trusted storage and display them remotely on the FlexEnabled client.


Task To display license rights in server-side trusted storage


1. Remotely read fulfillment records from the license server’s trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container on the client.


b. Call either function to read fulfillment records from the license server’s trusted storage and then add these 
records to the license specification container as product license specification objects:


• flxActCommonLicSpcPopulateFromServerTS to read only the trusted fulfillment records


• flxActCommonLicSpcPopulateAllFromServerTS to read all fulfillment records 


2. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specification objects it contains. One product license specification object corresponds to one 
fulfillment record.
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3. Iterate through all product license specifications in turn. For each specification:


a. Get each product license specification object at the specified index using flxActCommonLicSpcGet.


b. Call flxActCommonProdLicSpcPopulateFRFromServerTS to load the entire fulfillment record that matches the 
fulfillment ID present in the product license specification obtained in Step 1b.


c. Extract required information from the fulfillment record. The following information in a fulfillment record is 
available. Use the appropriate method from the Activation API:


• Trust flags—flxActCommonProdLicSpcTrustFlagsGet 


• Product ID—flxActCommonProdLicSpcProductIdGet 


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet 


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet 


• Suite ID—flxActCommonProdLicSpcSuiteIdGet 


• Expiry date—flxActCommonProdLicSpcExpDateGet 


• Disabled because return in progress—flxActCommonProdLicSpcIsDisabled 


• License group counts—flxActCommonLicSpcCountGet (CONCURRENT, CONCURRENT_OD, HYBRID, HYBRID_OD, 
ACTIVATABLE, ACTIVATABLE_OD, or REPAIRS)


• Feature lines—flxActCommonProdLicSpcFeatureLineGet 


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet 


• Server chain—flxActCommonProdLicSpcActServerChainGet 


d. Format the extracted information and output it.


4. Release the license specification object resources.


Delete the license specification object with flxActCommonProdLicSpcDelete.


The function sDumpServerTS in the example application activation utility, appActUtil.c, displays the license rights read 
from server-side trusted storage. The function is called by the -serverview switch. (Set the mode parameter to 
FLX_ACT_APP for flxActCommonHandleOpen.)


Important • The remote license server whose trusted storage you want to view must be running.


Delete a Single Fulfillment Record from Trusted Storage
The following description gives a possible sequence of operations using the Activation API to delete a fulfillment record 
from trusted storage. To delete a fulfillment record from trusted storage:


1. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.
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2. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specification objects it contains. One product license specification object corresponds to one 
fulfillment record.


3. Iterate through all product license specifications in turn until the required fulfillment record is found. For each 
specification:


a. Get each product license specification object at the specified index using flxActCommonLicSpcGet.


b. Determine if this is the fulfillment record to be deleted. The following information in a fulfillment record is 
available. Use the appropriate method from the Activation API:


• Product ID—flxActCommonProdLicSpcProductIdGet


• Entitlement ID—flxActCommonProdLicSpcEntitlemetIdGet 


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet 


• Expiry date—flxActCommonProdLicSpcExpDateGet 


• Suite ID—flxActCommonProdLicSpcSuiteIdGet 


• Fulfillment Type—flxActCommonProdLicSpcFulfillmentTypeGet 


4. Call flxActCommonLicSpcProductDelete to delete the selected fulfillment record.


5. Release the license specification object resources.


6. Delete the license specification object with flxActCommonLicSpcDelete.


Note • The setting of the mode parameter to FLX_ACT_APP with flxActCommonHandleOpen defines that this process 
outputs details of licenses held in the application’s trusted storage (client-side trusted storage).


The function sHandleDelete in the sample application activation utility source, appActUtil.c, deletes the fulfillment 
record with the specified fulfillment ID. This function is effectively called by the -delete switch. You must specify the 
fulfillment ID of the record to be deleted when using this switch:


appactutil -delete fulfillment ID


Delete Multiple Fulfillment Records from Trusted Storage
The flxActCommonHandleDeleteProduct function deletes all fulfillment records for a specified product from trusted 
storage.


Note • If you set the FLX_ACT_APP attribute using the flxActCommonHandleOpen function, the 
flxActCommonHandleDeleteProduct function deletes fulfillment records held in the client-side trusted storage.


The function sHandleDeleteProductFromTS, in the example application activation utility, appActUtil.c, deletes 
fulfillment records with the specified product ID. This function is effectively called by the -delproduct switch. When using 
this switch, use the product ID to identify the product:


appactutil -delproduct product ID
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Enable Fulfillment Record when No Response to Return 
Request


When a return request is sent, the fulfillment record that is being returned is disabled. The client then waits until a 
response is received from the activation server. In the case where no response or an invalid response is received, the 
fulfillment record remains disabled and the license rights it contains are unavailable. The flxActAppReturnCancel 
function enables the fulfillment record and makes the license rights available.


For example code that demonstrates the use of this function, see the sample activation utility, appactutil. The following 
appactutil command demonstrates the use of flxActAppReturnCancel.


appactutil -return <fulfillmentID> -cancel 


Transactions with a License Server
The following sections describe how to use the activation API to implement transactions with a license server:


• Activation from a License Server


• Return Fulfillment Record to a License Server


• Repair from a License Server


Activation from a License Server
The following description gives the sequence of operations required to perform an activation transaction with a license 
server. A successful activation transaction results in license rights being installed in the application’s trusted storage on the 
FlexEnabled client.


Task To perform an activation transaction from a license server


1. Create an application activation object with flxActAppActivationCreate. 


2. Add activation request parameters to the application activation object.


3. Set the following mandatory request parameters:


• Entitlement ID—Use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the 
entitlement for which the license rights are being requested.


• Expiration date—Use either flxActAppActivationExpDateSet to enter a specific expiration date for the license 
rights or flxActAppActivationDurationSet to enter the relative duration.


Entitlement ID and license rights expiration are determined by external means.


4. Add the license server address to the application activation object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnFlex to set the communication link to 
a license server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the license server.
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5. Send the activation request to a license server and process the response with flxActAppActivationSend. This 
function returns success when a fulfillment record is successfully added to trusted storage. It returns a non-success 
when the transaction fails for any reason.


6. Delete the application activation object with flxActAppActivationDelete.


In the example application activation utility, appActUtil.c, the function sHandleActivation includes the functionality to 
obtain the license rights specified from a license server. 


Return Fulfillment Record to a License Server
The following description gives a typical sequence of operations required to return license rights to a license server.


Task To return license rights to a license server


1. Create an application return object with flxActAppReturnCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and choose the one that is to be returned.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to choose the 
one to be returned. The following elements in a fulfillment record can be examined:


• Product ID—flxActCommonProdLicSpcProductIdGet 


• License group counts—flxActCommonProdLicSpcCountGet 


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet 


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet 


• Expiry date—flxActCommonProdLicSpcExpDateGet 


• Suite ID—flxActCommonProdLicSpcSuiteIdGet 


• Feature lines—flxActCommonProdLicSpcFeatureLineGet 


• Fulfillment Type—flxActCommonProdLicSpcFulfillmentTypeGet 


4. Set the return request parameters by adding the fulfillment record that is to be returned to the return object with 
flxActAppReturnProdLicSpcSet.


5. Add the license server address to the application return object.


a. Use flxActAppReturnProdLicSpcSet with commType of flxCommsMvsnFlex to set the communication link to a 
license server.
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b. Use flxActCommonHandleSetRemoteServer to set the address of the license server.


6. Send the return request to a license server and process the response with flxActAppReturnSend. When a successful 
response is received, the fulfillment record is deleted from the application’s trusted storage. 


7. Release resources.


a. Delete the license specification container with flxActCommonLicSpcDelete.


b. Delete the application return object flxActAppReturnDelete.


In the example application activation utility, appActUtil.c, the function sHandleReturn includes the functionality to 
return the fulfillment record, which is specified using its fulfillment ID, to a license server. 


Repair from a License Server
The need for a repair of client-side trusted storage is indicated by the FlexEnabled application. When a checkout of a 
license held in trusted storage is attempted and fails because a repair of trusted storage is required, the Flexible API returns 
a LM_REPAIR_NEEDED error. Code in the FlexEnabled application can then call the application activation utility directly or 
indicate that a repair of trusted storage is required.


Task To repair a single fulfillment record


1. Create a repair object with flxActAppRepairCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and find the one that requires repair.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to find the one 
that requires repair. Use flxActCommonProdLicSpcTrustFlagsGet to determine whether a fulfillment record 
requires repair. You can also use other flxActCommonProdLicSpc*Get functions to identify the specific 
fulfillment record that requires repair.


4. Set the repair request parameters by adding the fulfillment record that requires repair to the repair object with 
flxActAppRepairProdLicSpcSet.


5. Add the license server address to the repair object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnFlex to set the communication link to 
a license server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the license server.
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6. Send the repair request to a license server and process the response with flxActAppRepairSend. If the license server 
allows the repair, the fulfillment record is repaired. If the license server does not allow the repair, then the fulfillment 
record is not repaired and flxActAppRepairSend returns nonsuccess. 


7. Release resources.


a. Delete the license specification container with flxActCommonLicSpcDelete.


b. Delete the repair object flxActAppRepairDelete.


In the example application activation utility, appActUtil.c, the function sHandleRepair includes the functionality to 
repair the fulfillment record with the specified fulfillment ID if it requires repair.


Using the Manual Response Generator
The manual response generator can be used for testing. It provides an illustration of a manual transaction using XML files 
where request and response messages are stored as XML files. The files can be transmitted by any suitable means, for 
example email, however the entire file must be transmitted unaltered.


The following sections describe how to use the activation API to implement transactions using the manual response 
generator:


• Activation from a Manual Response Generator


• Return Fulfillment Record to Manual Response Generator


• Return Fulfillment Record to Manual Response Generator


Activation from a Manual Response Generator
The following description outlines the sequence of operations required to perform an activation from a manual response 
generator. 


Task To perform an activation from a manual response generator


1. Create an application activation object with flxActAppActivationCreate. 


2. Add activation request parameters to the application activation object.


Set the following mandatory request parameters:


• Entitlement ID—Use flxActAppActivationEntitlementIdSet to set the entitlement ID. This identifies the 
entitlement for which the license rights are being requested.


• Expiration Date—Use either flxActAppActivationExpDateSet to enter a specific expiration date or 
flxActAppActivationDurationSet to enter the relative duration.


Entitlement ID and the expiration date are determined by external means.


3. Optionally, add vendor data to the activation object. Use flxActAppActivationVendorDataSet to specify key value 
pairs that are added to the activation request. For an overview, see Using the Vendor Dictionary to Send Custom Data.


4. Create an activation request using flxActAppActivationReqSet.

88 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Chapter 9 Building an Application Activation Utility for Single-Action Transactions
Using the Manual Response Generator

5. Output the activation request.


6. Clean up memory and delete temporary files. Delete application activation object using flxActAppActivationDelete.


7. Copy the activation request and paste it into the manual response generator.


8. Use the manual response generator to create the required response, either a config response or an activation 
response. For instructions on operating the manual response generator, see Chapter 13, “The Manual Response 
Generator.”


9. Create an application activation object with flxActAppActivationCreate.


10. Input the response and process it using flxActAppActivationRespProcess. If the response contains a Trusted 
Configuration, it is used to create the requested trusted section in trusted storage. If the response contains a 
fulfillment record, it is placed in trusted storage. The parameter bIsTrustedConfig records whether the response 
contained a Trusted Configuration or a fulfillment record.


11. Clean up memory and delete temporary files. Delete the application activation object with 
flxActAppActivationDelete.


12. If the activation response contained a Trusted Configuration, repeat Step 1 through Step 11. The activation request 
created in Step 4 contains details of the newly created section of trusted storage. Then, at Step 8, an activation 
response that contains the fulfillment record requested can be generated (as the required trusted section is available 
on the requesting system).


In the sample application activation utility, appActUtil.c, the function sHandleActivation includes the functionality to 
generate an activation request as an XML file (Step 1 through Step 6). The function sHandleManualProcessing inputs the 
response from the manual response generator and processes it (Step 9 through Step 11). Step 12 is not demonstrated in 
the example activation utility.


Return Fulfillment Record to Manual Response Generator
The following description gives in outline the sequence of operations required to return a fulfillment record to a manual 
response generator. 


Task To return a fulfillment record to a manual response generator


1. Create an application return object with flxActAppReturnCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and choose the one that is to be returned.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to choose the 
one to be returned. The following elements in a fulfillment record can be examined:
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• Product ID—flxActCommonProdLicSpcProductIdGet 


• License group counts—flxActCommonProdLicSpcCountGet 


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet 


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet 


• Expiry date—flxActCommonProdLicSpcExpDateGet 


• Suite ID—flxActCommonProdLicSpcSuiteIdGet 


• Feature lines—flxActCommonProdLicSpcFeatureLineGet 


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet 


4. Set the return request parameters by adding the fulfillment record that is to be returned to the return object with 
flxActAppReturnProdLicSpcSet. Optionally, add vendor data to the return object. Use 
flxActAppReturnVendorDataSet to specify key value pairs that are added to the return request. For an overview, see 
Using the Vendor Dictionary to Send Custom Data.


5. Create a return request using flxActAppReturnReqSet.


6. Output the return request.


7. Clean up memory and delete temporary files. Delete return object using flxActAppReturnDelete. 


8. Copy the return request and paste it into the manual response generator.


9. Use the manual response generator to create the required response, either a config response or a return response. For 
instructions on operating the manual response generator, see Chapter 13, “The Manual Response Generator.”


10. Create an application return object using flxActAppActivationCreate.


11. Input the response and process it using flxActAppReturnRespProcess. 


If the response contained a Trusted Configuration, it is used to do one of the following:


a. Update the settings for an existing trusted section. This is the more probable scenario for a Trusted Configuration 
in a return response.


b. Create a trusted section. If the return response reported success, then the fulfillment record is deleted from the 
application’s trusted storage. 


The parameter bIsTrustedConfig records whether the response contained a Trusted Configuration or the result 
of the return request.


12. Clean up memory and delete temporary files. Delete the application activation object with flxActAppReturnDelete.


13. If the return response contained a Trusted Configuration, repeat Step 1 through Step 12.


In the sample application activation utility, appActUtil.c, the function sHandleReturn includes the functionality to 
generate a return request as an XML file (Step 1 through Step 5). The function sHandleManualProcessing inputs the 
response from the manual response generator and processes it (Step 10 through Step 12). Step 13 is not demonstrated in 
the example activation utility.
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Repair Using a Manual Response Generator
The need for a repair of client-side trusted storage is indicated by the FlexEnabled application. When a checkout of a 
license held in trusted storage is attempted and fails because a repair of trusted storage is required, the Flexible API returns 
the error LM_REPAIR_NEEDED. Code in the FlexEnabled application can then call the application activation utility directly or 
indicate that a repair of trusted storage is required.


The following description gives in outline the sequence of operations required to repair a fulfillment record using a manual 
response generator.


Task To repair a single fulfillment record using the manual response generator


1. Create a repair object with flxActAppRepairCreate. 


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and find the one that requires repair.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to find the one 
that requires repair. Use flxActCommonProdLicSpcTrustFlagsGet to determine whether a fulfillment record 
requires repair. You can also use other flxActCommonProdLicSpc*Get functions to identify the specific 
fulfillment record that requires repair.


4. Set the repair request parameters by adding the fulfillment record that requires repair to the repair object with 
flxActAppRepairProdLicSpcSet. Optionally, add vendor data to the repair object. Use 
flxActAppRepairVendorDataSet to specify key value pairs that are added to the repair request. For an overview, see 
Using the Vendor Dictionary to Send Custom Data.


5. Create a repair request using flxActAppRepairReqSet.


6. Output the repair request.


7. Clean up memory and delete temporary files. Delete the return object using flxActAppRepairDelete. 


8. Copy the repair request and paste it into the manual response generator.


9. Use the manual response generator to create the required response: either a config response or a repair response. For 
instructions on operating the manual response generator, see Chapter 13, “The Manual Response Generator.”


10. Create a repair object using flxActAppRepairCreate.


11. Input the response and process it using flxActAppRepairRespProcess.


If the response contained a Trusted Configuration, it is used to do one of the following:


a. Update the settings for an existing trusted section. This is the more probable scenario for a Trusted Configuration 
in a repair response.
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b. Create a trusted section. 


If the response is a repair response, then the fulfillment record is repaired. 


If the response reports an error, then the fulfillment record is not repaired and flxActAppRepairRespProcess returns 
non success. An error response is returned when the repair is not allowed and also to report an error in the 
transaction.


The parameter bIsTrustedConfig records whether the response contained a Trusted Configuration or the result of 
the repair request.


12. Clean up memory and delete temporary files. Delete the repair object with flxActAppRepairDelete.


13. If the repair response contained a Trusted Configuration, repeat Step 1 through Step 12.


In the example application activation utility, appActUtil.c, the function sHandleRepair includes the functionality to 
generate a repair request as an XML file (Step 1 through Step 6). The function sHandleManualProcessing inputs the 
response from the manual response generator and processes it (Step 10 through Step 12). Step 13 is not demonstrated in 
the example activation utility.


Transactions with an Operations Server
The following sections describe how to use the activation API to implement transactions with a license server:


• Activation from an Operations Server


• Return to an Operations Server


• Repair from an Operations Server


Activation from an Operations Server
The following description gives the sequence of operations required to perform an activation transaction with a FlexNet 
Operations server. A successful activation transaction results in license rights being installed in the application’s trusted 
storage on the FlexEnabled client.


Task To perform an activation transaction with a FlexNet Operations server


1. Create an application activation object with flxActAppActivationCreate.


2. Add activation request parameters to the application activation object. The request parameters required depend on 
the processing logic in the Operations server. See the FlexNet Operations server documentation for details.


Optionally, add vendor data to the activation object. Use flxActAppActivationVendorDataSet to specify key value 
pairs that are added to the activation request. For an overview, see Using the Vendor Dictionary to Send Custom Data.


3. Add the operations server address to the application activation object.


a. Use flxActAppCommonHandleSetCommType with commType of flxCommsMvsnSoap to set the communications 
link to an Operations server.


b. Use flxActAppCommonHandleSetRemoteServer to set the address of the Operations server.
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c. Optionally, provide settings and information for this communications link: flxActCommonHandleSetTimeout, 
flxActAppCommonHandleSetProxyDetails, or flxActAppCommonHandleSetSSLDetails.


d. Optionally, set the activation reason using flxActAppActivationReasonSet.


e. Optionally, add a callback, flxActAppCommonHandleSetStatusCallback, which reports status changes during 
a transaction. This also allows functionality to be added that enables the end user to cancel the current 
transaction. 


4. Send the activation request to an Operations server and process the response with flxActAppActivationSend. This 
function returns success when a fulfillment record is successfully added to trusted storage. It returns a non-success 
when the transaction fails for any reason.


5. Delete the application activation object with flxActAppActivationDelete.


In the example application activation utility, appActUtil.c, the function sHandleActivation includes the functionality to 
obtain the license rights specified from an Operations server when the switch -comm soap is used. 


Return to an Operations Server
The following description gives a typical sequence of operations required to return license rights to an Operations server.


Task To return license rights to an Operations server


1. Create an application return object with flxActAppReturnCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and choose the one that is to be returned.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to choose the 
one to be returned. The following elements in a fulfillment record can be examined:


• Product ID—flxActCommonProdLicSpcProductIdGet 


• License group counts—flxActCommonProdLicSpcCountGet 


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet 


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet 


• Expiry date—flxActCommonProdLicSpcExpDateGet 


• Suite ID—flxActCommonProdLicSpcSuiteIdGet 


• Feature lines—flxActCommonProdLicSpcFeatureLineGet 


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet
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c. Set the return request parameters by adding the fulfillment record that is to be returned to the return object with 
flxActAppReturnProdLicSpcSet. 


d. Optionally, add vendor data to the return object. Use flxActAppReturnVendorDataSet to specify key value pairs 
that are added to the return request. For an overview, see Using the Vendor Dictionary to Send Custom Data.


e. Optionally, set the return reason using flxActAppReturnReasonSet.


4. Add the Operations server address to the application return object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnSoap to set the communication link 
to a license server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the Operations server.


5. Send the return request to an Operations server and process the response with flxActAppReturnSend. When a 
successful response is received, the fulfillment record is deleted from the application’s trusted storage. 


6. Release resources.


a. Delete the license specification container with flxActCommonLicSpcDelete.


b. Delete the application return object flxActAppReturnDelete.


In the example application activation utility, appActUtil.c, the function sHandleReturn includes the functionality to 
return the fulfillment record, specified using its fulfillment ID, to an Operations server when the switch -comm soap is used. 


Repair from an Operations Server
The need for a repair of client-side trusted storage is indicated by the FlexEnabled application. When a checkout of a 
license held in trusted storage is attempted and fails because a repair of trusted storage is required, the Flexible API returns 
a LM_REPAIR_NEEDED error. Code in the FlexEnabled application can then call the application activation utility directly or 
indicate that a repair of trusted storage is required. The following description gives a typical sequence of operations 
required to repair a single fulfillment record.


Task To repair a single fulfillment record using an Operations server


1. Create a repair object with flxActAppRepairCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and find the one that requires repair.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to find the one 
that requires repair. Use flxActCommonProdLicSpcTrustFlagsGet to determine whether a fulfillment record 
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requires repair. You can also use other flxActCommonProdLicSpc*Get functions to identify the specific 
fulfillment record that requires repair.


c. Set the repair request parameters by adding the fulfillment record that requires repair to the repair object with 
flxActAppRepairProdLicSpcSet. Optionally, add vendor data to the repair object. Use 
flxActAppRepairVendorDataSet to specify key value pairs that are added to the repair request. For an overview, 
see Using the Vendor Dictionary to Send Custom Data.


4. Add the Operations server address to the repair object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnSoap to set the communication link to 
a license server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the Operations server.


5. Send the repair request to an Operations server and process the response with flxActAppRepairSend. If the 
Operations server allows the repair, the fulfillment record is repaired. If the Operations server does not allow the 
repair, then the fulfillment record is not repaired and flxActAppRepairSend returns non success. 


6. Release resources.


a. Delete the license specification container with flxActCommonLicSpcDelete.


b. Delete the repair object flxActAppRepairDelete.


In the example application activation utility, appActUtil.c, the function sHandleRepair includes the functionality to 
repair the fulfillment record with the specified fulfillment ID if it requires repair.
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Building a Server Activation Utility for


Single-Action Transactions

The server activation utility manages license rights on an enterprise license server. The utility uses the Activation API to 
initiate and manage activation transactions between the license server and either the publisher’s activation server, a 
FlexEnabled client, or another license server.


About Single-Action Transactions
This chapter describes the steps for creating and deploying a server activation utility that uses single-action transactions. 
This type of transaction performs one activation action (for example, one activation, repair, or return for one fulfillment 
record) per transaction. Single-action transactions can be used to perform activations between the publisher’s activation 
server and the license server. However, best practice is always to use composite transactions.


If your server activation utility uses single-action transactions, you should use the information in this chapter to create and 
provide a publisher-specific version of this utility. An example server activation utility is provided with the FlexNet 
Publisher Licensing Toolkit in the following location:


<platform_dir>/serveractutil.exe


The corresponding source code can be found at this location:


<install_dir>/examples/activation/serverActUtil.c


Activation Utilities for Composite Transactions
This chapter focuses on building server activation utilities that support single-action transactions. For information about 
building activation utilities that support composite transactions, see Chapter 11, “Building an Activation Utility for 
Composite Transactions.”
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Path and Directory Conventions Used in This 
Chapter


References to directories and paths in this chapter use the following conventions:


• The term <install_dir> is used to represent the path and directory in which your FlexNet Publisher toolkit is 
installed.


• The term <platform_dir> is used to refer to the path and directory in which the platform-specific components of the 
FlexNet Publisher Licensing Toolkit are located. For example, for a Windows 32-bit system, <platform_dir> 
represents <install_dir>\i86_n3. For a Sun Microsystems 32-bit Sparc running Solaris 10.x, <platform_dir> 
represents <install_dir>/sun4_u10.


• File paths for locations common to both UNIX and Windows platforms are constructed using forward slashes.


Creating an Activation Utility
Use the server-specific and common API functions defined in the activation API when creating an server activation utility. 
These are the functions that can be used to create and access the server-side trusted storage. The basic structure of the 
utility is described below.


Task To create the sequence of Activation API calls in a server activation utility


1. Install the FlexNet Licensing Service (if it is required by the platform and has not been previously installed on the 
machine).


Note • The FlexNet Licensing Service can be installed by the FlexEnabled application installer or by a separate utility 
that runs during the application initialization. Publishers must develop this capability within their application. See 
Chapter 6, “Initializing Trusted Storage,” for more information.


2. Call flxActCommonLibraryInit to initialize the library. This must occur before any other call to the Activation API. It 
loads the activation library.


Note • In trusted storage–based applications, flxActCommonLibraryInit is the same as the Flexible API function 
lc_flexinit (described in Chapter 5, Adding Function Calls to a FlexEnabled Application). If you are using both Activation 
API and the Flexible API in this utility, ensure that you call either flxActCommonLibraryInit or lc_flexinit, but not both.


3. Open a server activation handle by calling flxActCommonHandleOpen with the mode parameter set to FLX_ACT_SVR. 
This sets up access to server-side trusted storage. Server-side trusted storage is used to store license rights served to 
FlexEnabled applications by a license server.


4. Design logic to initiate and manage one or more activation transactions and to access fulfillment records in trusted 
storage. See Typical Transactions.


5. Close the activation handle by calling flxActCommonHandleClose, which releases all resources associated with it.
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6. Release the Activation API by calling flxActCommonLibraryCleanup to shutdown the shared component. No other 
Activation API routines can be called after this point.


Important • Note the following about flxActCommonLibraryCleanup:


• This function is also performed by the Flexible API function lc_flexinit_cleanup (described in Chapter 5, Adding 
Function Calls to a FlexEnabled Application). If your utility previously called lc_flex_init (see Step 2), use 
lc_flexnit_cleanup here, not flxActCommonLibraryCleanup. 


• On Windows platforms, do not call flxActCommonLibraryCleanup or flxActCommonLibraryInit in DllMain. 
These APIs result in calls to the Microsoft Win32 FreeLibrary and LoadLibrary APIs. Calls to these Win32 APIs in 
DllMain are widely known to be associated with issues.


Typical Transactions


The following is a list of typical transactions, each of which is described in subsequent sections:


• Using the Vendor Dictionary for Custom Data


• Transactions with a FlexNet Operations Server


• Activation from a FlexNet Operations Server


• Return to a FlexNet Operations Server


• Repair from a FlexNet Operations Server


• Transfer of Licenses from a License Server


• Return a Fulfillment Record to a License Server


• Activation From a Manual Response Generator


• Return of Fulfillment Record to Manual Response Generator


• Repair From a Manual Response Generator


Fulfillment Record Extraction Functions


The following sections describe functions for extracting information from records in trusted storage:


• Display Current License Rights in Trusted Storage


• Display License Rights Activated by This Server


• Display Complete Contents of Trusted Storage


• Enable Fulfillment Record when No Response to Return Request


• Display License Rights Held in Remote Server-Side Trusted Storage
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Building and Deploying Your Activation Utility


Task To build and deploy a server activation utility


1. Compile and link the server activation utility.


An sample makefile is included in the toolkit (.../<platform_dir>/makefile.act). Use the build steps for 
serveractutil.exe as an example. The sample build steps include information about compilation, linking, and the 
use of preptool (see step 2).


2. For standard toolkits, use preptool to prepare the server activation utility and to generate the publisher-specific 
library for use by the server activation utility. See Chapter 12, “Working with the Software Publisher Utilities,” 
especially the preptool section.


Note • If you have created your own publisher-specific version of preptool, use that version (which might have a 
different name).


For notr toolkits, use the activation library component, demo_server_libFNP_notr.*, which was created when you 
built the toolkit.


3. Set up your product installer to install the utility and associated components in the same directory. The following 
components are required:


• The prepped version of the server activation utility


• The activation library created in step 2


• For Windows, the FlexNet Licensing Service installer component (FNP_Act_Installer.dll), needed for 
installation of the Licensing service, whether this is performed as part of the product installation or separately


Note •  Ensure that the correct version of FNP_Act_Installer.dll is added to the FlexEnabled application. For 
more details, see the section “The FlexNet Licensing Service Component” in the Development Environment Guide.


• To enable transactions with an FlexNet Operations server, the FnpCommsSoap module


Optionally, the product installer can install the FlexNet Licensing Service. (This is the recommended method for 
installing the Licensing service.) To install this service, the product installer must do the following:


• For Windows platforms, use the API provided by the FlexNet Licensing Service installer component 
(FNP_Act_Installer.dll). For more instructions see Chapter 6, “Initializing Trusted Storage.”


• For OS X and UNIX platforms, run the install_fnp.sh script.


Sending a Reason with a Request Message
With activation requests and return requests sent as XML-formatted messages, the activation utility can send a numeric 
value indicating the reason for the transaction. Software publishers must define their own values and reasons, and then 
define business rules that map these items. By default, this data is not captured in a request, but must be programmed into 
the activation utility. You cannot send this information when performing short-code transactions.
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Use the following functions in the activation API allow you to manipulate this information in an activation object:


• flxActSvrActivationReasonGet


• flxActSvrActivationReasonSet


Use the following functions in the activation API allow you to manipulate this information in a return object:


• flxActSvrReturnReasonGet


• flxActSvrReturnReasonSet


See the FlexNet Publisher document titled C/C++ Function Reference for information about using these functions. 


Using the Vendor Dictionary for Custom Data
This is an optional element in transaction requests and responses. It allows you to send additional data about the 
transaction. For example, it could be used to send registration information supplied by users when they request licenses. 
During a repair transaction, it can be used to send additional information about the user or the license server.


Vendor data can be added to both requests and responses. When vendor data is available in a response it is stored, 
together with the associated fulfillment record, in trusted storage. Then the vendor data can be read from trusted storage 
using Activation API functions.


The vendor dictionary data is stored in an XML file. The first element in an entry is the Key element that identifies the type 
of data in this entry. The second element of the entry, the Value element, contains the data for the entry. This type of entry 
is referred to here and elsewhere as a key-value pair.


It is visible in requests as the VendorDictionary element. The vendor data contained within an request can be viewed using 
the GUI version of the manual response generator, responsegenUI.exe. If you are using the command line version, 
responsegen.*, you will have to examine the request before using the manual response generator to generate the 
appropriate response. For details, see Chapter 13, “The Manual Response Generator.” See the FlexNet Operations Server 
documentation for information about how vendor data is used by the FlexNet Operations Server.


The following functions allow you to manipulate custom data:


• flxActSvrActivationVendorDataGet 


• flxActSvrActivationVendorDataSet 


• flxActSvrReturnVendorDataGet 


• flxActSvrReturnVendorDataSet 


• flxActSvrRepairVendorDataGet 


• flxActSvrRepairVendorDataSet 


Local Activation
Local activation on the license server retrieves information to load licenses from an activation specification record (ASR) 
installed on the server. To implement the local activation on the server, use the same sequence of operations used for local 
activation on the FlexEnabled client. (See Local Activation in Chapter 9, “Local Activation.”)

100 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Chapter 10 Building a Server Activation Utility for Single-Action Transactions
Transactions with a FlexNet Operations Server

Example code for implementing server-side local activation is found in <install_dir>/examples/activation/server/
serverActUtil.c (the source file for the sample server activation utility, serverActUtil). Note especially the function 
sHandleLocalActivation, which installs fulfillment records from the ASRs in a specified directory or buffer into trusted 
storage.


Transactions with a FlexNet Operations Server
The following sections describe how to use the activation API to implement transactions with a FlexNet Operations server:


• Activation from a FlexNet Operations Server


• Return to a FlexNet Operations Server


• Repair from a FlexNet Operations Server


Important • Although activations from the FlexNet Operations server support single-action transactions, best practice is to 
use composite transactions for such activations. The following sections describe how to build functionality into an activation 
utility that supports single-action transactions. To build a server activation utility that supports composite transactions, see 
Chapter 11, “Building an Activation Utility for Composite Transactions.” 


Activation from a FlexNet Operations Server
The following description gives the sequence of operations required to perform an activation transaction with a FlexNet 
Operations server. A successful activation transaction results in license rights being installed in trusted storage on the 
license server.


Task To perform an activation transaction with a FlexNet Operations server


1. Create a server activation object with flxActSvrActivationCreate.


2. Add activation request parameters to the server activation object.


3. The request parameters required depend on the processing logic in the Operations server. See the documentation for 
the Operations server for details. Optionally add vendor data to the activation object. Use 
flxActSvrActivationVendorDataSet to specify key value pairs that are added to the activation request. For an 
overview, see Using the Vendor Dictionary for Custom Data.


4. Add the operations server address to the activation object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnSoap to set the communications link 
to a FlexNet Operations server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the Operations server.


c. Optionally, provide settings and information for this communications link: flxActCommonHandleSetTimeout, 
flxActCommonHandleSetProxyDetails, or flxActCommonHandleSetSSLDetails.


d. Optionally, add a callback, flxActCommonHandleSetStatusCallback, that reports status changes during a 
transaction. This also allows functionality to be added that enables the end user to cancel the current 
transaction. 

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing FNP-11170-PRTS00 Company Confidential 101







Chapter 10 Building a Server Activation Utility for Single-Action Transactions
Transactions with a FlexNet Operations Server

5. Send the activation request to a FlexNet Operations server and process the response with flxActSvrActivationSend. 
This function returns success when a fulfillment record is successfully added to trusted storage. It returns a non-
success when the transaction fails for any reason.


6. Delete the activation object with flxActSvrActivationDelete.


In the example activation utility, serverActUtil.c, the function sHandleActivation includes the functionality to obtain 
the license rights specified from a FlexNet Operations server when the switch -comm soap is used. 


Note • On Windows systems, neither the flxActCommonHandleSetProxyDetails nor flxActCommonHandleSetSSLDetails 
functions are needed when the environment uses a proxy server and HTTPs communication, respectively. 


Return to a FlexNet Operations Server
The following description gives a typical sequence of operations required to return license rights to a FlexNet Operations 
server.


Task To return license rights to a FlexNet Operations server


1. Create a server return object with flxActSvrReturnCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and choose the one that is to be returned.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to choose the 
one to be returned. The following elements in a fulfillment record can be examined:


• Product ID—flxActCommonProdLicSpcProductIdGet


• License group counts—flxActCommonProdLicSpcCountGet


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet


• Expiry date—flxActCommonProdLicSpcExpDateGet


• Suite ID—flxActCommonProdLicSpcSuiteIdGet


• Feature lines—flxActCommonProdLicSpcFeatureLineGet


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet
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4. Set the return request parameters by adding the fulfillment record that is to be returned to the return object with 
flxActSvrReturnProdLicSpcSet. Optionally, add vendor data to the return object. Use 
flxActSvrReturnVendorDataSet to specify key value pairs that are added to the activation request. For an overview, 
see Using the Vendor Dictionary for Custom Data.


5. Add the Operations server address to the return object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnSoap to set the communication link 
to a license server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the Operations server.


6. Send the return request to a FlexNet Operations server and process the response with flxActSvrReturnSend. When a 
successful response is received, the fulfillment record is deleted from the application’s trusted storage. 


7. Release resources.


a. Delete the license specification container with flxActCommonLicSpcDelete.


b. Delete the return object flxActSvrReturnDelete.


8. If the returned fulfillment record contains concurrent or hybrid licenses, update the counts in memory.


Use lmreread.exe as described in Programming Reference for License File–Based Licensing. This updates the license 
group counts held in memory. For more information, see Chapter 2, “Transactions to a License Server,” and the 
section FulfillmentDictionary Data in Server-side Trusted Storage in Chapter A, “XML Schemas.”


In the example application activation utility, serverActUtil.c, the function sHandleReturn includes the functionality to 
return the fulfillment record, specified using its fulfillment ID, to a FlexNet Operations server when the switch -comm soap is 
used. 


Repair from a FlexNet Operations Server
The need for a repair of server-side trusted storage is indicated by a message in the debug log. When the vendor daemon 
starts up, it reads hybrid and concurrent license counts from fulfillment records in trusted storage. Any untrusted 
fulfillment records that contain hybrid or concurrent license counts are not used and an error is logged to the debug log. 
Fulfillment records that contain activatable licenses and are untrusted are logged to the debug log when they are 
accessed, that is, when the vendor daemon is processing an activation, return or repair request.


Note • Composite transactions in FlexNet Operations 12.7 support repair-all. 


The following description gives a typical sequence of operations required to repair a single fulfillment record.


Task To repair a single fulfillment record


1. Create a repair object with flxActSvrRepairCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.
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3. Examine fulfillment records and find the one that requires repair.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to find the one 
that requires repair. Use flxActCommonProdLicSpcTrustFlagsGet to determine whether a fulfillment record 
requires repair. You can also use other flxActCommonProdLicSpc*Get functions to identify the specific 
fulfillment record that requires repair.


4. Set the repair request parameters by adding the fulfillment record that requires repair to the repair object with 
flxActSvrRepairProdLicSpcSet. Optionally, add vendor data to the repair object: use 
flxActSvrRepairVendorDataSet to specify key value pairs that are added to the activation request. For an overview, 
see Using the Vendor Dictionary for Custom Data.


5. Add the Operations server address to the repair object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnSoap to set the communication link 
to a license server.


b. UseflxActCommonHandleSetRemoteServer to set the address of the Operations server.


6. Send the repair request to a FlexNet Operations server and process the response with flxActSvrRepairSend. If the 
Operations server allows the repair, the fulfillment record is repaired. If the Operations server does not allow the 
repair, then the fulfillment record is not repaired and flxActAppRepairSend returns non success. 


7. Release resources.


a. Delete the license specification container with flxActCommonLicSpcDelete.


b. Delete the repair object flxActSvrRepairDelete.


In the example server activation utility, serverActUtil.c, the function sHandleRepair includes the functionality to repair 
the fulfillment record with the specified fulfillment ID if it requires repair.


Transactions Between License Servers
License rights can be transferred between license servers. This functionality can be constrained using the hops element in 
the fulfillment record. 


The following sections describe how to implement transactions between license servers:


• Transfer of Licenses from a License Server


• Return a Fulfillment Record to a License Server


Transfer of Licenses from a License Server
The following description gives the sequence of operations required to perform an activation transaction from one license 
server to another. A successful transaction results in license rights being transferred from a source license server to the 
destination license server that requested the license rights.
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Task To transfer license rights


1. Create a server activation object with flxActSvrActivationCreate.


2. Add activation request parameters to the activation object.


Set the following mandatory request parameters:


• Entitlement ID—Use flxActSvrActivationEntitlementIdSet to set the entitlement ID. This identifies the 
entitlement from which the license rights are being requested.


• License group counts—Use flxActSvrActivationCountSet to set the quantity from each license group that will 
be transferred. At least one license group count must be set and when licenses of different types are required call 
flxActSvrActivationCountSet multiple times.


• Repair count—Use flxActSvrActivationCountSet to request the number of repairs that are allowed for this 
fulfillment.


Entitlement ID, expiration date, license group counts, and repair count are determined by external means.


3. Add the license server address to the application activation object.


a. Use flxActCommonHandleSetCommType with commType of flxCommsMvsnFlex to set the communication link 
to a license server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the license server.


4. Send the activation request to a license server and process the response with flxActSvrActivationSend. This function 
returns success when a fulfillment record is successfully added to trusted storage, that is, license rights are transferred 
from a license server to this license server. It returns a non-success when the transaction fails for any reason.


5. Delete the activation object with flxActSvrActivationDelete.


In the example server activation utility, serverActUtil.c, the function sHandleActivation includes the functionality to 
obtain the license rights specified from a license server, that is, a transfer of license rights from one license server to 
another license server. 


To enable the source or destination license server to view fulfillment records in the other server’s trusted storage, see 
Display License Rights Held in Remote Server-Side Trusted Storage.


Return a Fulfillment Record to a License Server
The following description gives a typical sequence of operations required to return license rights to a license server.


Task To return license rights to a license server


1. Create a server return object with flxActSvrReturnCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.
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3. Examine fulfillment records and choose the one that is to be returned.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to choose the 
one to be returned. The following elements in a fulfillment record can be examined:


• Product ID—flxActCommonProdLicSpcProductIdGet


• License group counts—flxActCommonProdLicSpcCountGet


• Repair count—flxActCommonProdLicSpcCountGet


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet


• Expiry date—flxActCommonProdLicSpcExpDateGet


• Suite ID—flxActCommonProdLicSpcSuiteIdGet


• Feature lines—flxActCommonProdLicSpcFeatureLineGet


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet


4. Set the return request parameters by adding the fulfillment record that is to be returned to the return object with 
flxActSvrReturnProdLicSpcSet.


5. Add the license server address to the application activation object.


a. Use flxActAppReturnProdLicSpcSet with commType of flxCommsMvsnFlex to set the communication link to a 
license server.


b. Use flxActCommonHandleSetRemoteServer to set the address of the license server.


6. Send the return request to a license server and process the response with flxActSvrReturnSend. When a successful 
response is received, the fulfillment record is deleted. If an error response is received, then the fulfillment record 
status is changed to not disabled. 


7. Release resources.


a. Delete the license specification container with flxActCommonLicSpcDelete.


b. Delete the return object flxActSvrReturnDelete.


8. If the returned fulfillment record contains concurrent or hybrid licenses, update the counts in memory.


Use lmreread.exe as described in Programming Reference for License File–Based Licensing. This updates the license 
group counts held in memory. For more information, see Chapter 2, “Transactions to a License Server,” and the 
section FulfillmentDictionary Data in Server-side Trusted Storage in Chapter A, “XML Schemas.”


In the example server activation utility, serverActUtil.c, the function sHandleReturn includes the functionality to return 
the fulfillment record specified using its fulfillment ID to a license server. 
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Using the Manual Response Generator
The manual response generator should be used for testing only. It provides an illustration of a manual transaction using 
XML files. When using XML files in an activation transaction, the files can be transmitted by any suitable means, for example 
email. However the entire file must be transmitted unaltered.


The following sections describe how to use the activation API to implement transactions using the manual response 
generator:


• Activation From a Manual Response Generator


• Return of Fulfillment Record to Manual Response Generator


• Repair From a Manual Response Generator


Activation From a Manual Response Generator
The following description gives in outline the sequence of operations required to perform an activation from a manual 
response generator.


Task To perform an activation from a manual response generator


1. Create a server activation object with flxActSvrActivationCreate.


2. Add activation request parameters to the activation object.


Set the following mandatory request parameters:


• Entitlement ID—Use flxActASvrActivationEntitlementIdSet to set the entitlement ID. This identifies the 
entitlement for which the license rights are being requested.


• License rights expiration date—Use flxActASvrActivationExpDateSet to enter a specific expiration date for the 
license rights.


• License group counts—Use flxActASvrActivationCountSet to set the required license group count. At least one 
license group count must be set when licenses of different types are required call flxActSvrActivationCountSet 
multiple times.


• Repair count—Use flxActASvrActivationCountSet to request the number of repairs that are allowed for this 
fulfillment.


Entitlement ID, expiration date, license group counts, and repair count are determined by external means.


Optionally set the following request parameters:


• User name—Use flxActASvrActivationUsernameSet to set the name of the user making the request.


• Host name—Use flxActASvrActivationHostnameSet to set the name of the system that initiated this request.


• Use flxActASvrActivationIncludeEnterpriseData to include user name and/or host name in the request.


• Vendor data—Use flxActASvrActivationVendorDataSet to specify key-value pairs that are added to the 
activation request. For an overview, see Using the Vendor Dictionary for Custom Data.


3. Create an activation request using flxActSvrActivationReqSet.
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4. Output the activation request.


5. Clean up memory and delete temporary files. Delete the activation object using flxActSvrActivationDelete.


6. Copy the activation request and paste it into the manual response generator.


7. Use the manual response generator to create the required response: either a config response or an activation 
response. For instructions on operating the manual response generator, see Chapter 13, “The Manual Response 
Generator.”


8. Create a server activation object with flxActSvrActivationCreate.


9. Input the response and process it using flxActSvrActivationRespProcess. If the response contains a Trusted 
Configuration, it is used to create the requested trusted section of trusted storage. If the response contains a 
fulfillment record, it is placed in trusted storage. The parameter bIsTrustedConfig records whether the response 
contained a Trusted Configuration or a fulfillment record.


10. Clean up memory and delete temporary files. Delete the activation object with flxActSvrActivationDelete.


11. If the activation response contained a Trusted Configuration, repeat steps 1 to 10. 


The activation request created in Step 3 contains details of the newly created trusted section. Then at step 7, an 
activation response that contains the fulfillment record requested can be generated because the required trusted 
section is available on the requesting system.


In the example server activation utility, serverActUtil.c, the function sHandleActivation includes the functionality to 
generate an activation request as an XML file (Steps 1 through 5). The function sHandleManualProcessing inputs the 
response from the manual response generator and processes it (Steps 8 through 10). Step 11 is not demonstrated in the 
example activation utility.


Multiple-activate and single-step activate are being supported by composite transactions and the manual response 
generator. For an example, see <platform_dir>\publisher\xml\Version6\W7_AppEx1SingleStepActivate.xml


Product upgrade is also supported by composite transactions. Product upgrade involves modifying the count of an existing 
fulfillment and creating a new fulfillment. Deduction record data can then be retained, unlike with single action 
transactions, when the entire fulfillment has to be returned first before getting the fulfillment for the upgrade product. For 
an example, see <platform_dir>\publisher\xml\Version6\W7_AppEx2ProductUpgrade.xml.


Global and local vendor dictionaries are supported in composite transactions. Local vendor dictionaries apply to the 
fulfillment records within the local create, modify, or repair action. Global vendor dictionaries apply to all fulfillment 
records in any create, modify, or repair action in that response. For an example, see W7_AppVendorDictionary.xml. 


Return of Fulfillment Record to Manual Response Generator
The following description gives in outline the sequence of operations required to return a fulfillment record to a manual 
response generator. 


Task To return a fulfillment record to a manual response generator


1. Create a server return object with flxActSvrReturnCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.
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b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and choose the one that is to be returned.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to choose the 
one to be returned. The following elements in a fulfillment record can be examined:


• Product ID—flxActCommonProdLicSpcProductIdGet


• License group counts—flxActCommonProdLicSpcCountGet


• Repair count—flxActCommonProdLicSpcCountGet


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet


• Expiry date—flxActCommonProdLicSpcExpDateGet


• Suite ID—flxActCommonProdLicSpcSuiteIdGet


• Feature lines—flxActCommonProdLicSpcFeatureLineGet


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet


Note • Return-all is supported by composite transactions and the manual response generator.


4. Set the return request parameters by adding the fulfillment record that is to be returned to the return object with 
flxActSvrReturnProdLicSpcSet. Optionally add vendor data to the return object: use 
flxActSvrReturnVendorDataSet to specify key value pairs that are added to the return request. For an overview, see 
Using the Vendor Dictionary for Custom Data


5. Create a return request using flxActSvrReturnReqSet. The fulfillment record is marked as disabled: it cannot be used.


6. Output the return request.


7. Clean up memory and delete temporary files. Delete return object using flxActSvrReturnDelete.


8. Copy the return request and paste it into the manual response generator.


9. Use the manual response generator to create the required response: either a config response or a return response. For 
instructions on operating the manual response generator, see Chapter 13, “The Manual Response Generator.”


10. Create a return object using flxActSvrReturnCreate.


11. Input the response and process it using flxActSvrReturnRespProcess. If the response contained a Trusted 
Configuration, it is used to do one of the following:


a. Update the settings for an existing trusted section. This is the more probable scenario for a Trusted Configuration 
in a return response.


b. Create a trusted section.
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If the return response reported success, then the fulfillment record is deleted from the server-side trusted 
storage. If an error response is received, then the fulfillment record status is changed to not disabled.


The parameter bIsTrustedConfig records whether the response contained a Trusted Configuration or the result 
of the return request.


12. Clean up memory and delete temporary files. Delete the return object with flxActSvrReturnDelete.


13. If the return response contained a Trusted Configuration, repeat steps 1 to 12.


14. If the returned fulfillment record contains concurrent or hybrid licenses, update the counts in memory.


Use lmreread.exe as described in Programming Reference for License File–Based Licensing. This updates the license 
group counts held in memory. For more information, see Chapter 2, “Transactions to a License Server,” and the 
section FulfillmentDictionary Data in Server-side Trusted Storage in Chapter A, “XML Schemas.”


In the example server activation utility, serverActUtil.c, the function sHandleReturn includes the functionality to 
generate a return request as an XML file (Steps 1 through 5). The function sHandleManualProcessing inputs the response 
from the manual response generator and processes it (Steps 10 through 13). Step 14 is not demonstrated in the example 
activation utility.


Repair From a Manual Response Generator
The need for a repair of server-side trusted storage is indicated by a message in the debug log. When the vendor daemon 
starts up, it reads hybrid and concurrent license counts from fulfillment records in trusted storage. Any untrusted 
fulfillment records that contain hybrid or concurrent license counts are not used and an error is logged to the debug log. 
Fulfillment records that contain activatable licenses and are untrusted are logged to the debug log when they are 
accessed, that is, when the vendor daemon is processing an activation, return or repair request.


The following description gives a typical sequence of operations required to repair a single fulfillment record.


Task To repair a single fulfillment record


1. Create a repair object with flxActSvrRepairCreate.


2. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


3. Examine fulfillment records and find the one that requires repair.


a. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specifications it contains. One product license specification objects corresponds to one 
fulfillment record.


b. Step through the fulfillment records with flxActCommonLicSpcGet and examine each one in turn to find the one 
that requires repair. Use flxActCommonProdLicSpcTrustFlagsGet to determine whether a fulfillment record 
requires repair. You can also use other flxActCommonProdLicSpc*Get functions to identify the specific 
fulfillment record that requires repair.
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4. Set the repair request parameters by adding the fulfillment record that is to be repaired to the repair object with 
flxActSvrRepairProdLicSpcSet. Optionally add vendor data to the repair object: use 
flxActSvrRepairVendorDataSet to specify key value pairs that are added to the activation request. For an overview, 
see Using the Vendor Dictionary for Custom Data.


5. Create a repair request using flxActSvrRepairReqSet.


6. Output the repair request.


7. Clean up memory and delete temporary files. Delete repair object using flxActSvrRepairDelete.


8. Copy the repair request and paste it into the manual response generator.


9. Use the manual response generator to create the required response: either a config response or a repair response. For 
instructions on operating the manual response generator, see Chapter 13, “The Manual Response Generator.”


10. Create a repair object using flxActSvrRepairCreate.


11. Input the response and process it using flxActSvrRepairRespProcess. If the response contained a Trusted 
Configuration, it is used to do one of the following:


• Update the settings for an existing trusted section. This is the more probable scenario for a Trusted Configuration 
in a repair response.


• Create a trusted section.


If the response is a repair response, then the fulfillment record is repaired. If the response reports an error, then the 
fulfillment record is not repaired and flxActSvrRepairRespProcess returns non success. An error response is returned 
when the repair is not allowed and also to report an error in the transaction.


The parameter bIsTrustedConfig records whether the response contained a Trusted Configuration or the result of 
the repair request.


12. Clean up memory and delete temporary files. Delete the repair object with flxActSvrRepairDelete.


13. If the repair response contained a Trusted Configuration, repeat steps 1 to 12.


In the example server activation utility, serverActUtil.c, the function sHandleRepair includes the functionality to 
generate a repair request as an XML file (Steps 1 through 5). The function sHandleManualProcessing inputs the response 
from the manual response generator and processes it (Steps 10 through 12). Step 13 is not demonstrated in the example 
activation utility.


Extracting Information from Trusted Storage
The following sections describe how to use the activation API to extract information from the fulfillment records held in 
trusted storage:


• Display Current License Rights in Trusted Storage


• Display License Rights Activated by This Server


• Display Complete Contents of Trusted Storage


• Enable Fulfillment Record when No Response to Return Request


• Display License Rights Held in Remote Server-Side Trusted Storage
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Display Current License Rights in Trusted Storage
The following description gives a possible sequence of operations using the Activation API to display license rights 
available in the server-side trusted storage. These license rights were supplied to the license server using an activation 
transaction. They are available to FlexEnabled clients or other license servers either as activatable licenses or concurrent 
licenses.


Task To display license rights available in the server-side trusted storage


1. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


2. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specification objects it contains. One product license specification object corresponds to one 
fulfillment record.


3. Iterate through all product license specifications in turn. For each specification:


a. Get each product license specification object at the specified index using flxActCommonLicSpcGet.


b. Extract required information from the fulfillment record. The following information in a fulfillment record is 
available. Use the appropriate method from the Activation API:


• Product ID—flxActCommonProdLicSpcProductIdGet


• License group counts—flxActCommonProdLicSpcCountGet


• Repair count—flxActCommonProdLicSpcCountGet


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet


• Expiry date—flxActCommonProdLicSpcExpDateGet


• Suite ID—flxActCommonProdLicSpcSuiteIdGet


• Trust flags—flxActCommonProdLicSpcTrustFlagsGet


• Feature lines—flxActCommonProdLicSpcFeatureLineGet


• Disabled because return in progress—flxActCommonProdLicSpcIsDisabled


• Server chain—flxActCommonProdLicSpcServerChainGet


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet


c. Format the extracted information and output it.


4. Release the license specification object resources and delete the license specification object with 
flxActCommonLicSpcDelete.
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Note • The setting of the mode parameter to FLX_ACT_SVR with flxActCommonHandleOpen defines that this process 
outputs details of licenses held in the server’s trusted storage (server-side trusted storage).


The function sDumpTS, in the example server activation utility, and serverActUtil.c display the license rights held in 
server-side trusted storage.


Display License Rights Activated by This Server
The following description gives a possible sequence of operations using the Activation API to display license rights issued in 
response to an activation request received by this server and still active on the remote system. These license rights were 
supplied to the license server using activation and were subsequently issued to either FlexEnabled clients or license 
servers via an activation transaction. 


In these cases the license server records details of the issued license rights so that when they are no longer valid on the 
remote systems any remaining valid license rights automatically revert back to the issuing license server. License rights 
revert when the expiry date set in the remote fulfillment record is earlier than the expiry date for the fulfillment record on 
the issuing license server. 


This information is recorded in deduction records. See Deduction Records for more details. Deduction records that refer to 
unexpired license rights are referred to as valid deduction records. Note that, as validity is a function of the expiry date, it is 
not a permanent quality of a deduction record: it will change over time.


License rights issued using activation can also be returned to the license server that issued them using a return transaction. 
This results in the deletion of the deduction record that recorded their issue.


Task To display license rights activated by this server


1. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


2. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specification objects it contains. One product license specification object corresponds to one 
fulfillment record.


3. Iterate through all product license specifications in turn. For each specification:


a. Get each product license specification object at the specified index using flxActCommonLicSpcGet.


b. Get the number of deduction records associated with the fulfillment record using 
flxActCommonProdLicSpcNumberDedSpcGet.


c. Iterate through each deduction record using flxActCommonProdLicSpcDedSpcGet and determine whether it 
references unexpired license rights on a remote system:


• flxActCommonDedSpcTypeGet—only deduction records of type activation or transfer contain details of 
license rights on remote systems
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• flxActCommonDedSpcExpDateGet—examine expiry date of the remote fulfillment record to determine if 
the license rights have expired


d. Extract any additional information from each valid deduction record using the appropriate functions as follows:


• flxActCommonDedSpcDestinationFulfillmentIdGet—fulfillment identity of fulfillment record issued by 
this license server


• flxActCommonDedSpcDestinationSystemNameGet—the name of the system that the fulfillment record 
was issued to


• flxActCommonDedSpcCountGet—the value of the specified count in the fulfillment record issued by this 
license server


e. Format the extracted information and output it.


4. Release the license specification object resources and delete the license specification object with 
flxActCommonLicSpcDelete.


Note • The setting of the mode parameter to FLX_ACT_SVR with flxActCommonHandleOpen defines that this process 
outputs details of licenses held in the server’s trusted storage (server-side trusted storage).


The function sOutputDedSpc, in the example server activation utility, and serverActUtil.c display the contents of a 
single deduction record. Using the command switches -view -long outputs both the contents of fulfillment records and 
deduction records in server-side trusted storage.


Deduction Records
Deduction records are created on a license server in the following situations:


• An activation request is processed and a fulfillment record is created and sent in response to the request.


• A repair request is processed for a fulfillment record.


• A license is borrowed using the Activation Borrow capabilities.


• An activatable overdraft license is not returned before its expiry date.


The following information is recorded in the deduction record:


• Transaction Type—the type of transaction that resulted in this deduction record’s creation. The following types are 
used:


• Activation—activation request from a FlexEnabled client.


• Transfer—activation request from a license server.


• Repair—repair request.


• Unknown—implies that the deduction record is corrupt.


• Destination fulfillment ID—the fulfillment ID of the remote fulfillment record created by the license server as the 
result of the original activation request. This remote fulfillment record is either on a FlexEnabled client (Transaction 
type=activation) or on a license server (Transaction type=transfer).
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• Destination system name—system name of the FlexEnabled client or license server that the fulfillment record was 
sent to. 


• Counts—the number of licenses of various types available in the remote fulfillment record. For transfers, the 
deduction record may contain the repair count. The repair count for a transfer deduction record records the number 
of repairs that the remote license server can provide for activatable licenses included in the remote fulfillment record. 
For information on license counts, see Chapter 2, “Transactions to a License Server,” and the section 
FulfillmentDictionary Data in Server-side Trusted Storage in Chapter A, “XML Schemas.” Counts are not available in 
repair deduction records.


• Expiry date—the expiry date for the remote fulfillment record. The expiry date is not available in repair deduction 
records.


Display Complete Contents of Trusted Storage
Server-side trusted storage contains two types of records:


• Fulfillment records


• Deduction records


Deduction records are associated with a fulfillment record. For a description, see Deduction Records.


The following description gives a possible sequence of operations using the Activation API to display the contents of 
trusted storage.


Task To display the contents of trusted storage


1. Read fulfillment records from trusted storage.


a. Call flxActCommonLicSpcCreate to create a license specification container.


b. Call flxActCommonLicSpcPopulateFromTS to read the fulfillment records from trusted storage and add them 
to the license specification container as product license specification objects.


2. Query the license specification container with flxActCommonLicSpcGetNumberProducts to find out how many 
product license specification objects it contains. One product license specification object corresponds to one 
fulfillment record.


3. Iterate through all product license specifications in turn. For each specification:


a. Get each product license specification object at the specified index using flxActCommonLicSpcGet.


b. Extract required information from the fulfillment record in the product license specification. The following 
information in a fulfillment record is available. Use the appropriate method from the Activation API:


• Product ID—flxActCommonProdLicSpcProductIdGet


• License group counts—flxActCommonProdLicSpcCountGet


• Repair count—flxActCommonProdLicSpcCountGet


• Entitlement ID—flxActCommonProdLicSpcEntitlementIdGet


• Fulfillment ID—flxActCommonProdLicSpcFulfillmentIdGet
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• Expiry date—flxActCommonProdLicSpcExpDateGet


• Suite ID—flxActCommonProdLicSpcSuiteIdGet


• Trust flags—flxActCommonProdLicSpcTrustFlagsGet


• Feature lines—flxActCommonProdLicSpcFeatureLineGet


• Disabled because return in progress—flxActCommonProdLicSpcIsDisabled


• Server chain—flxActCommonProdLicSpcActServerChainGet


• Fulfillment type—flxActCommonProdLicSpcFulfillmentTypeGet


• Custom Data in the Fulfilment Re cord–


flxActCommonProdLicSpcVendorDataGetByKey


flxActCommonProdLicSpcVendorDataGetCount


flxActCommonProdLicSpcVendorDataGetByIndex


c. Get the number of deduction records associated with the fulfillment record using 
flxActCommonProdLicSpcNumberDedSpcGet.


d. Iterate through each deduction record usingflxActCommonProdLicSpcDedSpcGet and determine whether it 
references unexpired license rights on a remote system:


• flxActCommonDedSpcTypeGet—only deduction records of type activation or transfer contain details of 
license rights on remote systems


• flxActCommonDedSpcExpDateGet—examine expiry date of the remote fulfillment record to determine if 
the license rights have expired


e. Extract any additional information from each valid deduction record using the appropriate functions as follows:


• flxActCommonDedSpcDestinationFulfillmentIdGet—fulfillment identity of fulfillment record issued by 
this license server


• flxActCommonDedSpcDestinationSystemNameGet—the name of the system that the fulfillment record 
was issued to


• flxActCommonDedSpcCountGet—the value of the specified count in the fulfillment record issued by this 
license server


f. Format the extracted information and output it.


4. Release the license specification object resources and delete the license specification object with 
flxActCommonLicSpcDelete.


Note • The setting of the mode parameter to FLX_ACT_SVR with flxActCommonHandleOpen defines that this process 
outputs details of licenses held in the server’s trusted storage (server-side trusted storage).


Using the example server activation utility, serverActUtil.c, with the command switches -view -long outputs both the 
contents of fulfillment records and deduction records in server-side trusted storage.
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Enable Fulfillment Record when No Response to Return 
Request


When a return request is sent, the fulfillment record that is being returned is disabled. The client then waits until a 
response is received from the activation server. In the case where no response or an invalid response is received, the 
fulfillment record remains disabled and the license rights it contains are unavailable. The flxActSvrReturnCancel function 
allows you to enable the fulfillment record and make the license rights available.


For example code that demonstrates the use of this function, see the example activation utility, serveractutil. The 
serveractutil command line syntax to demonstrate the use of flxActSvrReturnCancel is the following:


serveractutil -return <fulfillmentID> -cancel 


Display License Rights Held in Remote Server-Side Trusted 
Storage


To display the license rights read from remote server-side trusted storage, create a function that uses steps similar to those 
for the function sDumpServerTS in the example application activation utility, appActUtil.c. (The exception is that the 
mode is set to FLX_ACT_SVR.) The function you create is called by the -serverview switch. For more information, see 
Display Server-Side License Rights Remotely On the Client in Chapter 9, “Building an Application Activation Utility for 
Single-Action Transactions.”


Important • The license server whose trusted storage you want to view must be running.
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Building an Activation Utility for


Composite Transactions

Activation utilities manage license rights in trusted storage. This chapter provides steps for creating and deploying an 
activation utility that uses composite transactions to handle activations between a publisher’s activation server and an 
activation client (either a license server or a FlexEnabled client).


About Composite Transactions
A composite transaction can perform multiple activation actions in a single transaction. For example, one composite 
transaction can activate several fulfillment records or perform a combination of returns and activations. Best practice is to 
use composite transactions; single-action transactions have been deprecated (though they are still supported).


If your license model requires an activation utility (application, server, or both) that supports composite transactions, use 
the information in this chapter to create and provide a publisher-specific version of this utility. The following example 
application and server activation utilities for composite transactions are provided with the FlexNet Publisher Licensing 
Toolkit:


<platform_dir>/appcomptranutil.exe


<platform_dir>/servercomptranutil.exe


The corresponding source code can be found at this location:


<install_dir>/examples/activation/comptranutil/compTranUtil.c


Activation Utilities for Single-Action Transactions
This chapter focuses on building activation utilities that support composite transactions. For information about building 
activation utilities that support single-action transactions, see Chapter 9, “Building an Application Activation Utility for 
Single-Action Transactions,” and Chapter 10, “Building a Server Activation Utility for Single-Action Transactions.”

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing FNP-11170-PRTS00 Company Confidential 118







Chapter 11 Building an Activation Utility for Composite Transactions
Path and Directory Conventions Used in This Chapter

Path and Directory Conventions Used in This 
Chapter


References to directories and paths in this chapter use the following conventions:


• The term <install_dir> is used to represent the path and directory in which your FlexNet Publisher Licensing Toolkit 
is installed.


• The term <platform_dir> is used to refer to the path and directory in which the platform-specific components of the 
FlexNet Publisher Licensing Toolkit are located. For example, for a Windows 32-bit system, <platform_dir> 
represents <install_dir>\i86_n3. For a Sun Microsystems 32-bit Sparc running Solaris 10.x, <platform_dir> 
represents <install_dir>/sun4_u10.


• File paths for locations common to both UNIX and Windows platforms are constructed using forward slashes.


About Creating Activation Utilities for Composite 
Transactions


This section provides an overview of the following:


• API Used to Create an Activation Utility for composite transactions


• Role of the Activation Utility in the Composite-Transaction Process


API Used to Create an Activation Utility
In general, activation utilities use the FNP Activation Library API to create requests and process responses. A set of 
functions in the header file flxActTransaction.h, beginning with flxActTran*, are used specifically for the creation of 
composite transaction utilities. For a detailed description of each of these functions, see the C/C++ Function Reference.


The composite transaction API is common to both application and server activation utilities (the isserver attribute in the 
preptool XML is used to select the required mode). Developers can write a single program and prepare it separately to 
create either type of utility.


Role of the Activation Utility in the Composite-Transaction 
Process


The activation utility must handle these steps in the composite-transaction process:


1. Create a request, or load a previously created request from trusted storage.


2. Send the request to the activation server, obtain a response, and then process the response, either online or 
manually.


3. Determine whether error reporting or recovery is needed.


4. Perform any post-processing tasks (for example, reading and acting on vendor dictionary entries).


5. Delete the request and corresponding response from trusted storage.
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In addition to this chapter, refer to these materials for information about creating activation utilities for composite 
transactions:


• For an overview of the objects, API functions, and other data that the activation utility needs to perform these steps, 
review the API header file flxActTransaction.h, found in the <platform_dir>/machind/activation/include 
directory.


• To view sample code that implements the API functions and processes covered in this chapter, review the C source 
files located in the <install_dir>/examples/activation/comptranutil directory.


• For a detailed description of each API function used in the activation utility, see the C/C++ Function Reference.


Creating an Activation Utility
Use the common and composite-transaction API functions defined in the Activation API when creating an activation utility 
that supports composite transactions. The same set of calls are used to create the either the server or the application 
activation utility. The basic structure of the utility is described below.


Task To develop the sequence of API calls used to handle a transaction 


1. Install the FlexNet Licensing Service (if it is required by the platform and has not been previously installed on the 
machine).


Note • The FlexNet Licensing Service service can be installed by the FlexEnabled application installer or by a separate 
utility that runs during the application initialization. Publishers must develop this capability within their application. See 
Chapter 6, “Initializing Trusted Storage,” for more information.


2. Call flxActCommonLibraryInit to initialize the library. This must occur before any other call to the Activation API 
because it loads the activation library.


Note • In trusted storage–based applications, flxActCommonLibraryInit is the same as the Flexible API function 
lc_flexinit (described in Chapter 5, Adding Function Calls to a FlexEnabled Application). If you are using both Activation 
API and the Flexible API in this utility, ensure that you call either flxActCommonLibraryInit or lc_flexinit, but not both.


3. Open an Activation API handle by calling flxActCommonHandleOpen with the mode parameter set to FLX_ACT_PREP. 


4. Open a transaction handle by calling flxActTransactionCreate.


5. Design logic to create a request and process the response in the transaction. See Creating a Request and Processing 
the Response.


6. Clean up the transaction by calling flxActTransactionDestroy. This function removes the subordinate objects 
created in the previous steps.


7. Close the Activation API handle by calling flxActCommonHandleClose, which releases all resources associated with 
it.


8. Release the Activation API by calling flxActCommonLibraryCleanup to shutdown the shared component. No other 
Activation API routines can be called after this point.
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Important • Note the following about flxActCommonLibraryCleanup:


• This function is also performed by the Flexible API function lc_flexinit_cleanup (described in Chapter 5, Adding 
Function Calls to a FlexEnabled Application). If your utility previously called lc_flex_init (see Step 2), use 
lc_flexnit_cleanup here, not flxActCommonLibraryCleanup. 


• On Windows platforms, do not call flxActCommonLibraryCleanup or flxActCommonLibraryInit in DllMain. 
These APIs result in calls to the Microsoft Win32 FreeLibrary and LoadLibrary APIs. Calls to these Win32 APIs in 
DllMain are widely known to be associated with issues.


Creating a Request and Processing the Response
Use the following function sequence to have the activation utility create a request and process the response.


Task  To specify the function calls for creating a request and processing the response


1. Use flxActTransactionCreateRequest to create the request.


Note • Optionally, use the reference string supplied with the pReference parameter in 
flxActTransactionCreateRequest function to initialize the FLX_ACT_TRAN_REQ_REFERENCE attribute. This attribute can 
be used later to identify the request when enumerating stored requests.


2. Specify the request attributes using flxActTranRequestSetAttribute. 


3. (Optional) Specify vendor data for the request using flxActTranRequestGetVendorDictionary and 
flxActTranDictionarySetByKey.


4. Include one or more actions for this transaction to perform. See Adding Actions to the Transaction.


5. Use flxActTranRequestMatchStored to determine whether this request matches a request already stored in trusted 
storage; and, if no match exists, use flxActTranRequestSave to save the request to trusted storage. For more 
information about how these functions are used, see the comments in the file <install_dir>/examples/activation/
comptranutil/compTranUtilCreateRequest.C.


6. Specify logic to complete the transaction. See Completing the Transaction.


7. Specify logic to query the response content if needed. See Querying the Response Content.


8. Delete the request (and associated response) using flxActTransactionDeleteStoredRequest.


Adding Actions to the Transaction
Use the following sequence to define an activation action. This sequence is repeated for each action specified in the 
request.
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Task To define logic for each possible action in a request


1. Use flxActTranRequestAddAction to add the action, specifying the action type:


• FLX_ACT_TRAN_REQ_ACTION_ACTIVATE


• FLX_ACT_TRAN_REQ_ACTION_RETURN


• FLX_ACT_TRAN_REQ_ACTION_REPAIR


2. (Optional) Specify vendor data for the action:


a. Call flxActTranReqActionGetVendorDictionary to establish a vendor dictionary.


b. For each dictionary entry you want to add, use flxActTranDictionarySetByKey to specify the dictionary key and 
its value. 


3. To define attributes specific to the action, do the following:


a. Call flxActTranReqActionSetAttribute.


b. Define attributes specific to the action:


Action Type Mandatory Attribute Optional Attributes


Activate FLX_ACT_TRAN_REQ_ACT_RIGHTS_ID_VALUE • FLX_ACT_TRAN_REQ_ACT_REASON


• FLX_ACT_TRAN_REQ_ACT_EXPIRATION_


VALUE


•  FLX_ACT_TRAN_REQ_ACT_COUNT


• Other attributes


Note • Although not required by FlexNet 
Publisher, one or more of these attributes might 
be required by the publisher’s activation server 
(such as FlexNet Operations).


Return FLX_ACT_TRAN_REQ_ACT_FULFILLMENT_ID • FLX_ACT_TRAN_REQ_ACT_REASON


• FLX_ACT_TRAN_REQ_ACT_COUNT


• Other FLX_ACT_TRAN_REQ_ACT_* 
attributes


Note • Although not required by FlexNet 
Publisher, one or more of these attributes might 
be required by the publisher’s activation server 
(such as FlexNet Operations).


Repair FLX_ACT_TRAN_REQ_ACT_FULFILLMENT_ID None
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Completing the Transaction
Include the functions needed first to send the request to the publisher’s activation server and then to process the response 
sent by the activation server. This process can be online or offline. 


Completing the Transaction Online
Completing the transaction online involves an online connection to the activation server (such as FlexNet Operations or a 
custom activation server).


Task To set up logic to complete an online transaction


1. Set the server communications attribute using flxActTransactionSetCommAttribute(FLX_ACT_TRAN_SVR_URI).


2. (Optional) Specify any of these additional communication attributes. They define how to connect to the activation 
server, depending on the network and server architecture (for example, whether a proxy is in use):


• FLX_ACT_TRAN_SVR_PROXY_HOST


• FLX_ACT_TRAN_SVR_PROXY_PORT


• FLX_ACT_TRAN_SVR_PROXY_USER


• FLX_ACT_TRAN_SVR_PROXY_PASSWORD


• FLX_ACT_TRAN_SVR_SSL_CACERT


• FLX_ACT_TRAN_SVR_SSL_CAPATH


• FLX_ACT_TRAN_SVR_TIMEOUT


• FLX_ACT_TRAN_SVR_POLL_INTERVAL


Note • FLX_ACT_TRAN_SVR_SSL_CACERT and FLX_ACT_TRAN_SVR_SSL_CAPATH are ignored on Windows platforms.


3. Call flxActTransactionSend. This function sends the request to the activation server and then obtains and processes 
the response.


For more information about how these functions are used in this process, see information about the function 
flxCtuDoCommandTransaction in the file <install_dir>/examples/activation/comptranutil/compTranUtilSend.c


Completing the Transaction Offline
Completing the transaction offline involves manually transferring the request and response between the activation server 
and the license server or FlexEnabled client. 
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Task To set up logic to complete an offline transaction


1. Call flxActTranRequestGetXML to return the request that needs to be sent to the activation server.


2. Call flxActTransactionProcessResponse to process the response from the activation server.


For more information about how these functions are used in this process, see the information about the function 
flxCtuDoCommandProcess in the file <install_dir>/examples/activation/comptranutil/compTranUtilResponse.c.


Querying the Response Content
You can set up the utility to query the response. In many cases, such a query is not necessary because processing the 
response automatically updates trusted storage with the new rights. However, this action is useful when you need to 
obtain the following information:


• Vendor data from the response


• Details of actions that were performed


• Error details if response-processing for an action fails


You can set up the activation utility to query the following:


• Obtain Vendor Data at the Response Level


• List Actions in the Response


• Obtain Vendor Data for a Specific Action


• Obtain Attribute Value for a Specific Action


• Obtain Results of Performing a Specified Action


For more information about how the functions in this process are used, see information about the function 
flxCtuResponseOnProcessSuccess in the file <install_dir>/examples/activation/comptranutil/
compTranUtilResponse.c.


Obtain Vendor Data at the Response Level
Use this sequence of function calls to obtain data from the vendor dictionary defined at the response level. 


Task To obtain vendor information from the vendor dictionary defined at the response level


1. Call flxActTranResponseGetVendorDictionary.


2. Obtain dictionary entries:


• To list all entries in the vendor dictionary, call flxActTranDictionaryGetCount to get the entry count in the 
dictionary; then call flxActTranDictionaryGetByIndex repeatedly for each index entry 0 to count-1.


• To list a specific dictionary entry by its key, call flxActTranDictionaryGetByKey.
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List Actions in the Response
Use these functions to return one or more actions defined in the response.


Task To list the actions defined in the response


1. Call flxActTranResponseGetActionCount.


2. Call flxActTranDictionaryGetByIndex repeatedly for each index position 0 (first) to count-1 (last) to obtain its 
corresponding entry.


Task To obtain the type of a specific action whose handle is specified in the call


Call flxActTranRspActionGetType.


Obtain Vendor Data for a Specific Action
Use this sequence of function calls to return data from the vendor dictionary defined for the specified action.


Task To obtain vendor data for a specific action


1. Call flxActTranRspActionGetVendorDictionary to obtain the vendor dictionary for a specific action.


2. Obtain the dictionary entries:


• To list all entries in the vendor dictionary, call flxActTranDictionaryGetCount to get the entry count in the 
dictionary; then call flxActTranDictionaryGetByIndex repeatedly for each index entry 0 to count-1.


• To list a specific dictionary entry by its key, call flxActTranDictionaryGetByKey.


Obtain Attribute Value for a Specific Action
Use this function to return the value of a specific attribute for the specified action.


Task To obtain the value of a specific attribute for an action


Call flxActTranRspActionGetAttribute.


Obtain Results of Performing a Specified Action
Use this function to return the result of a specified action performed during response-processing. The result shows that the 
action succeeded or provides the reason why it failed.
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Task To obtain the result of a specific action


Call flxActTranRspActionGetResult.


Re-Enable Returned Fulfillment Records
When a return request is sent, the fulfillment record that is being returned is disabled. When the activation utility receives 
and processes the response, the fulfillment record is deleted if the return was successful. However, if the return was 
denied, the fulfillment record is automatically re-enabled.


In the case where no response or an invalid response is received, the fulfillment record remains disabled, and the license 
rights it contains are unavailable. To re-enable the fulfillment record, the request must be deleted from trusted storage. 
Use the following procedure to create a facility that deletes the request.


Task To create a facility that deletes a request for the purpose of re-enabling a fulfillment


1. Call the functions flxActTransactionGetStoredRequestCount and flxActTransactionGetStoredRequest to 
enumerate the request.


2. Call flxActTransactionDeleteStoredRequest to delete the request that contains the return action for the fulfillment.


For more information about this process, see information about the function flxCtuDoCommandCancelRequest in the file 
<install_dir>/examples/activation/comptranutil/compTranUtilManageRequests.c. 


To see this facility work, use one of the sample builds of the compTranUtil program to cancel individual or all stored 
requests. For example, enter the following:


appCompTranUtil -cancelAll


Important • This facility might pose a security risk. For example, a fraudulent user could request a return (which is granted 
by the server) but not process the response. The user can then run this facility, thereby obtaining an extra license. If this risk is 
unacceptable, do not include this facility in the activation utility. Instead, have problems related to re-enabling fulfillment 
records handled through your support channels. 


Managing Stored Requests
Use the following functions to create a facility for removing unused requests saved in trusted storage. Removing them is 
not mandatory, but still good practice.


Note • See the previous section Re-Enable Returned Fulfillment Records for a related security risk.
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Task To create a facility to remove unused stored requests from trusted storage


1. Call the functions flxActTransactionGetStoredRequestCount and flxActTransactionGetStoredRequest to 
enumerate the request.


2. Call flxActTransactionDeleteStoredRequest to delete the stored request from trusted storage. 


Building and Deploying Your Activation Utility


Task To build and deploy the server or application activation utility


1. Compile and link the activation utility.


A sample makefile is included in the toolkit (.../<platform_dir>/makefile.act). Depending on whether you are 
building an activation utility for your FlexEnabled client or the license server, use the build steps for either 
appcomptranutil.exe or servercomptranutil.exe as an example. This section of the makefile includes information 
about compiling, linking, and the using the preptool (see step 2).


2. For standard toolkits, use preptool to prepare the server activation utility and to generate publisher- and application-
specific library for use by the server activation utility. See Chapter 12, “Working with the Software Publisher Utilities,” 
especially the preptool section.


Note • The preparation utility provided with the toolkit is called preptool. However, if you create a publisher version of 
preptool, it might have a different name.


For notr toolkits, use the activation library component, demo_server_libFNP_notr.*, which was created when you 
built the toolkit.


3. Set up your product installer to install the utility and associated components in the same directory. The following 
components are required:


• The prepped version of the server activation utility


• The activation library created in step 2


• For Windows, the FlexNet Licensing Service installer component (FNP_Act_Installer.dll)


Note •  Ensure that the correct version of FNP_Act_Installer.dll is added to the FlexEnabled application. For 
more details, see the chapter “Distributing the FlexEnabled Application for Trusted Storage–Based Licensing” in 
FlexNet Publisher’s Development Environment Guide.


• For transactions with a FlexNet Operations server, the FnpCommsSoap module


You can design your product installer to install the FlexNet Licensing Service as well:


• On Windows, use the instructions in Chapter 6, “Initializing Trusted Storage,” to have your product installer also 
install the FlexNet Licensing Service if it has not been installed by another application. This is the recommended 
method for installing the FlexNet Licensing Service.
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• For Mac OS X and UNIX platforms, have the product installer run the install_fnp.sh script to install the FlexNet 
Licensing Service.


Additional Information About Activation Utilities 
for Composite Transactions


The following sections provide additional background on how the activation utility supports composite transactions. Use 
this information to help you plan how to structure your activation utility:


• Managing Outstanding Requests


• Re-using Stored Requests


• About Composite Transaction Requests


• About Composite Transaction Responses


• Information Used to Identify the System Initiating the Request


• Error Reporting and Recovery


Managing Outstanding Requests
When a composite request is created and saved, it is written to trusted storage, and remains there until explicitly deleted. 
Normally, saving the request occurs once the response has been received and processed.


Table 11-1 • Request Status


Status Description


Pending The request is waiting for a response to be processed. Requests with status Pending should normally 
be retained until the response is received. If necessary, they can be re-sent to the activation server 
using flxActTransactionSend or flxActTranRequestGetXML. However, if no prospect of a response 
exists, delete it using flxActTransactionDeleteStoredRequest. 


Untrusted The request is waiting for a response to be processed, but a local repair has been performed on 
trusted storage since the time that the request was stored. When the response is processed, the 
status becomes Recover. 


The action taken is the same as for Pending.


Complete Normally, the activation utility deletes the request once a transaction completes. This status 
suggests that activation utility successfully processed the response but failed sometime before it 
could delete the request. Consequently, both the response and request are in trusted storage.


Reload the request, and complete any post-processing (such as vendor-data processing) that might 
have been curtailed by the failure. Then delete the request. The response is automatically deleted 
with it. 
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Re-using Stored Requests
The following describes the process of re-using stored requests:


1. When a user generates a request, it is saved in trusted storage. For example, the user might issue the following 
command:


appcomptranutil -new request1.xml -activate MyRights count=5


The resulting request is stored in trusted storage; and, if the response is not received for some reason, the request 
remains in storage. 


2. The user can regenerate the request by repeating the command:


appcomptranutil -new request2.xml -activate MyRights count=5


This command is probably performed to resend the request to the server (although it might be the second request for 
an additional 5 licenses). If the intention is to resend the request, it is important that the same request is used so that 
the server can implement its recovery policy. That is, the activation utility attempts to match the new request to an 
existing one in storage; and, if a match exists, the utility automatically re-uses the existing request. (A match occurs 
only if the request actions and attributes are identical in both requests.)


3. The user can force the creation of a new request by including a unique reference, which prevents any match. The 
following command shows an example of using a unique reference: 


appcomptranutil -new request2.xml -activate MyRights count=5 reference=Another5


About Composite Transaction Requests
A number of data items that are included in the request need to have their values defined by the activation server. (The 
schemas specify them only as strings.)


• Activation reason


• Return reason


• Rights Id type 


• Reference type (for recovery, Rights Id type plus Fulfillment Id)


Recover The response has been processed, but errors occurred.


Create a recovery request, and send it to the activation server. A recovery request is essentially a 
copy of the original request, with an additional recovery section indicating what went wrong during 
the response-processing phase.


Table 11-1 • Request Status


Status Description
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Identifying the Requesting Machine
A composite request contains information that identifies the requesting machine. The activation server uses this 
information to determine whether to grant the request, such as a repair or reinstall. For more details about these machine 
identifiers, see Information Used to Identify the System Initiating the Request.


Additionally, if a prepped Trusted Configuration is enabled, requests from new machines contain information about the 
new trusted section created in trusted storage by the activation utility at the time the request is generated. However, if a 
prepped Trusted Configuration is not enabled, the configuration actions used to create the initial trusted section still need 
to be performed; therefore, the request does not contain trusted-section information.


Composite Request Data Items
These data items are used in requests originating from physical and virtual environments.


Additional Composite Request Data Items for Virtual Environments
These additional items are used in requests originating from a virtual machine. The items are found in the 
<Virtualization> section of the request and provide information about environment hosting the virtual machine:


Table 11-2 • Composite Request Data Items


Data Item Description


Trusted storage serial 
number (TSSN)


A unique identifier generated each time a trusted-storage file is created.


Note • FlexNet Operations does not use this item currently. 


Generated The date, time and time zone that the request was created.


Requester reference An arbitrary string optionally supplied by the activation application when the request was 
created. Intended for identifying the request for re-use. 


Table 11-3 • Additional Composite Request Data Items for Virtual Environments


Data Item Description


Family The name of the virtualization-system provider: MICROSOFT, VMWARE, XEN, or UNKNOWN.


Name The name of the virtualization-system hypervisor product, such as HYPERV, XEN, VMWARE, or 
UNKNOWN. If the hypervisor name is not available, the Family value is used in the request.
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Composite Request Actions
A composite request can contain any combination of activate, return, or repair actions. It can also include existing 
fulfillments present in trusted storage, as well as information about trusted storage breaks.


When used in composite transactions, these actions have the following additional data items associated with them:


VMID The universally unique ID (UUID) of the virtual machine, as provided by the hypervisor, in a 
hashed format. FlexNet Publisher uses this value to bind the machine to trusted storage. 
This same value is also used as the UniqueMachineNumber 3 (UMN3) value for requester 
verification.


If used, the VMID is the only binding element. If the VMID is not available, the element is 
omitted from the request. 


Note • The VMID is based on the same (virtualized) hardware item as the VM_UUID hostid 
described in the Programming Reference for License File–Based Licensing.


Table 11-4 • Activate Actions Additional Data Items


Data Item Description


RightsId type The type of RightsId that follows, as defined by the activation server.


RightsId The ID allocated by the activation server to associate this activation with the appropriate 
database entries.


Reason A string supplied by the activation application from a set defined by the server.


Count Either all or a positive integer used to request a partial activation. 


Expiration Type The type of RightsId that follows, as defined by the server.


Expiration Value The expiration date being request (units and format defined by the server through 
Expiration Type).


Server Counts Counts maintained by the enterprise license server for the following license types: 
Activatable, Activatable Overdraft, Concurrent, Concurrent Overdraft, Hybrid, Hybrid 
Overdraft, Repair.


Fulfillment Id The ID for the existing fulfillment associated with this action (the fulfillment to upgrade). 
More information about the fulfillment can be obtained from its entry in the 
<ExistingFulfillments> element.


Table 11-3 • Additional Composite Request Data Items for Virtual Environments


Data Item Description
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Table 11-5 • Return Actions Additional Data Items


Data Item Description


Fulfillment Id The ID for the fulfillment that is being returned. More information about the fulfillment can 
be obtained from its entry in the <ExistingFulfillments> element.


Reason A string supplied by the activation application from a set defined by the server.


Count Either all or a positive integer used to request a partial return. 


Table 11-6 • Repair Actions Additional Data Items


Data Item Description


Fulfillment Id ID for the fulfillment that needs repair. More information about the fulfillment can be 
obtained from its entry in the <ExistingFulfillments> element.


Table 11-7 • Existing Fulfillments Additional Data Items


Fulfillment Id ID as set by the server (or ASR) when the record was created.


Fulfillment Type ID as set by the server (or ASR) when the record was created.


isTrusted Trusted status of the fulfillment record:


• true if the record is fully trusted


• false if the record is not trusted (values of the individual trust flags also listed)


isEnabled Status of the fulfillment record:


• true if the record is enabled


• false if the record is disabled because it is the object of a return in a previous request 
(excluding this request)


Trusted Id Trusted section containing the existing fulfillment.


Fulfillment record (Optional) XML file containing the fulfillment record description.
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About Composite Transaction Responses
Response actions are not implicitly linked to request actions in the sense that the activation server can respond with any 
actions, and is not bound by what has been requested. However, normally each request action is either granted or denied 
using one or more response actions.


For details on how composite transactions responses are processed, review the steps contained in the API header file, 
flxActTransaction.h. Also see API function descriptions in the C/C++ Function Reference. 


Any combination and number of response actions can be used to grant request actions. However, in practice, such 
combination mostly applies to activations. Return and repair request actions usually result in a single delete or repair 
response action.


Note • Response actions are automatically performed unless the activation utility finds it necessary to inform the user about 
the results of an action. In practice, the Transaction Successful message is enough. The example activation utility 
appcomptranutil reports on response actions as an aid to development. 


A composite transaction response can include any of the following actions (as listed in the response’s <ResponseActions> 
element:


Table 11-8 • Composite Transaction Response Actions


Action Type Description


Config Creates a new trusted section or updates an existing section.


Note • The <OriginData> in a request identifies the trusted sections that exist on the 
requesting machine, including the revision details of the latest Trusted Configuration used.


Create Creates a new fulfillment record.


Modify Modifies one or more dictionary entries of an existing fulfillment record (for example, the 
expiry or count of a fulfillment record)


Delete Deletes a fulfillment record.


Repair Repairs a fulfillment record.


Activate deny Informs the activation utility to deny the activation.


Return deny Informs the activation utility to deny the return and re-enables the fulfillment record being 
returned.


Repair deny Informs the activation application to deny the repair.
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Requester Verification
The requester verification data in the response is used by FlexNet Publisher when processing the response to check that 
the machine is the same one that generated the request. This information helps to protect against security exploits where 
trusted storage is copied after the request is generated. The activation server should specify the item(s) that it uses to 
identify the machine in transactions: 


• UMN1 and UMN2 for non-virtual environments


• UNM3 (and, if available, UMN1, UMN2, and UMN5) for virtual environments


When generating the response, the activation server normally includes (in the RequesterVerification section) any UMN 
values sent in the response.


For details about the information used to verify the requesting machine, see Information Used to Identify the System 
Initiating the Request.


Information Used to Identify the System Initiating the 
Request


Both requests and responses in composite transactions contain the following information (when it is available) to validate 
the identity of the machine that initiated the request:


• Unique Machine Numbers (UMNs)


• Machine Identifier (MID)


• Platform Type Information


Unique Machine Numbers (UMNs)
Activation request messages, both XML and short codes, include Unique Machine Number (UMN) values by default. In a 
non-virtual environment, FlexNet Publisher attempts to retrieve the UMN1 and UMN2 values. In a virtual environment, it 
attempts to retrieve UMN3 and UMN5 as well. The activation server stores this information to identify the requesting 
machine when determining whether to grant repair and reinstallation requests. On the activation client side, these values 
are processed in the response to validate that the machine doing the processing is the same as the requesting machine. For 
more information about UMNs and how they are used, see the Flexera publication Understanding the UMN in FlexNet 
Publisher. 


UNM Support by Platform


UMN values are retrieved from system hardware information (or, for virtual machines, from hypervisor-controlled 
information). The following table lists the types of UMNs retrieved, the platforms on which they are available, and the 
means used to obtain the UMN value.
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Table 11-9 • UMN Support by Platform


Platform UMN1 UMN2 UMN3 UMN5


Windows Boot disk serial number


Important • Know this: 


• This value is often null on 
a virtual machine.


• The FlexNet Licensing 
Service must be installed 
on the machine in order to 
obtain UMN1.


Primary Ethernet MAC 
address


Note • This value is 
determined by ignoring any 
class of network interface that 
is not on a physical bus. 
Removable and virtual 
network interfaces are not 
considered, ensuring the 
reliability of UMN2 on 
Windows.


The virtual machine image 
identifier (VMID)—a hash of 
the universally unique ID 
(UUID) that the hypervisor 
issues whenever a virtual 
machine is created or cloned


Note • The UUID is the same 
value as the VM_UUID hostid 
described in the 
Programming Reference for 
License File–Based Licensing.


Windows along with 
Hyper-V is supported, a 
native ACPI 
(Gencounter) driver is 
required for extracting 
Generation ID.


Mac MAC Unique system ID


Important • The FlexNet 
Licensing Service must be 
installed on the machine in 
order to obtain UMN1.


Note • On newer systems, 
this ID is hardcoded on the 
motherboard; the ID cannot 
change. For older systems, 
this information is on the disk 
and can be overwritten by 
low-level formatting only.


Primary Ethernet MAC 
address 


Important • This value 
changes if the Ethernet 
adaptor is changed.


Note • All Macs capable of 
running OS X have an onboard 
Ethernet adaptor. 


Not applicable Not applicable
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Linux Composite of the serial 
numbers for all non-
removable IDE devices


Important • Know this:


• Root privilege is required 
to extract UMN1. In turn, 
this requires that the 
FlexNet Licensing Service 
be installed on the 
machine.


• Due to strict uniqueness 
policies, FlexNet Publisher 
might return a null value 
rather than retrieve a 
non-unique value. 


• A UMN1 value is not 
available on all virtual 
machines.


Primary Ethernet MAC 
address


Important • This value 
changes if the Ethernet 
adaptor card is changed.


The virtual machine image 
identifier (VMID)—a hash of 
the universally unique ID 
(UUID) that the hypervisor 
issues whenever a virtual 
machine is created or cloned


Important • The FlexNet 
Licensing Service must be 
installed on the machine in 
order to obtain UMN3.


Note • The UUID is the same 
value as the VM_UUID hostid 
described in the 
Programming Reference for 
License File–Based Licensing.


Not applicable


AIX Unique hardware serial 
number, available on all PCI-
based AIX hardware


Primary Ethernet MAC 
address


Important • This value 
changes if the Ethernet 
adaptor card is changed.


Not applicable Not applicable


HP/UX Unique hardware security 
key


Primary Ethernet MAC 
address


Important • This value 
changes if the Ethernet 
adaptor card is changed.


Not applicable Not applicable


Table 11-9 • UMN Support by Platform


Platform UMN1 UMN2 UMN3 UMN5
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Important Information About UMN Usage


Keep the following additional information in mind about UMNs:


• To keep up with developments in technology and provide the best possible unique and robust identifiers for host 
machines, Flexera reserves the right to change the source of any UMN value between versions of FlexNet Publisher. 
Should the source of any UMN change, you can find a description of this change in the relevant FlexNet Publisher 
Release Notes version.


• On Linux systems, best practice is always install the FlexNet Licensing Service on the customer platform so that UMN1 
is generated if it is available. UMN1 is important for successful life-cycle transactions, especially re-installations or 
upgrades, in which the original activation transaction involved an earlier version of FlexNet Publisher.


• Short codes support UMN2 and UMNE. UMNE is UMN1 for physical environments and UMN3 for virtual environments.  
To keep the codes short only the least significant 8 characters (64 bits) of UMN are sent by default but this can be 
changed using an ASR override. For more information about this, see ShortCodeData Element in the section 
B_ActivationSpecificationRecord.xsd in Appendix A, “XML Schemas.”


• FlexNet Publisher supports its virtualization policy for only those requests sent from FlexEnabled clients or FlexNet 
license servers that run on virtual Windows or Linux machines. Additionally, these machines must be created in 
VMware, Microsoft Hyper-V, or Xen environments. See the current FlexNet Publisher Release Notes for specific 
operating-system and virtual-hypervisor versions.


• FlexNet Publisher attempts to obtain UMN3 and UMN5 when it detects that the requesting machine is running in a 
virtual environment. If it is present UMN5 is the first-choice UMN for identifying the virtual machine making the 
request and then UMN3.


• In a virtual environment, UMN1 and UMN2 are generated using methods that are basically the same as those used in a 
non-virtual environment. However, in a virtual environment, these UMNs pertain to the operating system of the virtual 
machine, not to the operating system of the physical host machine. Because these values do not change if the virtual 
machine is rehosted or cloned, security issues can occur. Additionally, in a virtual environment, these UMNs are not 
always available.


• Composite transactions support UMN3 and UMN5; single-action transactions do not. Issues can arise if you attempt to 
mix composite and single-action transactions (although both are supported for life-cycle operations between an 


Solaris Serial number generated 
during manufacturing and 
written to the EEPROM


Important • If Solaris is 
running on an Intel-based 
system (either Sun hardware 
or generic PC-based 
hardware), the UMN1 value 
changes if the operating 
system is reinstalled. This 
does not occur on SPARC 
systems.


Primary Ethernet MAC 
address 


Not applicable Not applicable


Table 11-9 • UMN Support by Platform


Platform UMN1 UMN2 UMN3 UMN5
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activation server and a client). For example, if a composite transaction is used initially to activate licenses on a virtual 
machine, the UMN3, if obtained, becomes the primary UMN. If a single-action transaction is used later to return a 
license, the process fails because the return request contains no UMN3 to identify the requesting machine. Best 
practice is always to use composite transactions.


• Virtualization stack that supports extracting GenerationID: VMWare ESXi 5.1, VMWare Workstation 9 or 10, Hyper-V 
with Windows Server 2012 (or R2), Hyper-V with Windows 8.1, XenServer 6.2. Guests should include those that support 
GenerationID (Windows 8+, Windows Server 2012+, Windows7 on Hyper-V with integrated services installed)


Machine Identifier (MID)
The machine identifier (MID) is generated from a composite of all entities used to bind a trusted section in trusted storage. 
Consequently, the trusted section must exist before the MID is sent in requests. With the introduction of the prepped 
Trusted Configuration in FlexNet Publisher 11.10.1, the activation utility automatically creates the initial trusted section (if 
it does not already exist) before sending the request. Consequently, the MID, along with UMNs, is now sent in the initial 
activation request to be stored as a requesting-machine identifier on the activation server. Although the MID is less stable 
than a UMN (it can change when binding entities change), it is useful in most cases and always serves as a backup identifier 
if one or more of the UMNs are unavailable. The MID is not used for requester verification in the response.


Platform Type Information
By default, the platform type is sent in all XML requests, but not in short-code requests. The platform type identifies the 
operating system of the machine initiating the request. The following table describes the platform types sent: 


Table 11-10 • Platform Types Sent in XML Requests (currently provided toolkits)


Platform Type Value Description


i86_lsb Linux Standard Base (LSB) on x86 


i86_mac10 Mac OS X on x86


i86_n3 Microsoft Windows 32-bit on x86 


ppc_u5 AIX 32-bit on PowerPC and RS/ 6000


ppc64_u5 AIX 64-bit on PowerPC and RS/ 6000


sun4_u10 Solaris 10 32-bit on SPARC


sun64_u10 Solaris 10 64-bit on SPARC


x64_lsb Linux Standard Base (LSB) 64-bit on x64


x64_mac10 Mac OS X 64-bit platforms


x64_n6 Microsoft Windows 64-bit on x64


x64_sun10 Solaris 10 64-bit on x64
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The following table lists the platform types that are no longer provided and are classed as obsolete: 


x86_sol10 Solaris 10 32-bit on x86


Table 11-11 • Obsolete Platform Types


Platform Type Value Description


amd64_re3 Red Hat 3 64-bit on x64


hp64_u11i HP-UX 64-bit on PA-RISC 64-bit


hp700_u11i HP-UX 32-bit on PA-RISC 32-bit


i86_f6 FreeBSD 32-bit


i86_re3 Red Hat 3 32-bit on x86


i86_se9 SUSE Linux Enterprise 9 32-bit on x86


it64_n Microsoft Windows 64-bit on Intel Itanium 


it64_re3 Red Hat Enterprise Linux 3 64-bit on Intel Itanium


it64_re4 Red Hat Enterprise Linux 4 64-bit on Intel Itanium


it64_re5 Red Hat Enterprise Linux 5 64-bit on Intel Itanium


ppc_lsb Linux Standard Base (LSB) 32-bit on PowerPC


ppc_mac10 Mac OS X 32-bit on PowerPC


ppc_re3 Red Hat Enterprise Linux 3 32-bit on PowerPC


ppc_se9 SUSE Linux Enterprise 9 32-bit on PowerPC


ppc64_lsb Linux Standard Base (LSB) 64-bit on PowerPC


ppc64_mac10 Mac OS X 64-bit on PowerPC


ppc64_re3 Red Hat Enterprise Linux 3 64-bit on PowerPC


ppc64_se9 SUSE Linux Enterprise 9 64-bit on PowerPC


sgi64_u6 Silicon Graphics 64-bit


Table 11-10 • Platform Types Sent in XML Requests (currently provided toolkits)


Platform Type Value Description
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Error Reporting and Recovery
The following error messages can be returned for composite transactions responses.


Note • Best practice for error reporting is to call flxActTransactionsLogError when an error occurs. This function writes the 
error to the trusted storage event log.


sun4_u8 Solaris 32-bit on SPARC 32-bit


sun4_u9 Solaris 32-bit on SPARC 32-bit


sun64_u8 Solaris 64-bit on SPARC 64-bit


sun64_u9 Solaris 64-bit on SPARC 64-bit 


x64_se9 SUSE Linux Enterprise 9 64-bit on x64


x86_sol8 Solaris 8 32-bit on x86


x86_sol9 Solaris 9 32-bit on x86


Table 11-12 • Error Messaging


Message Description


Response not received 
by the activation 
libraries 


The response is not detected by the activation utility. In this situation, it cannot be 
determined whether the activation server actually received and processed the request.


Recovery action for the activation utility is to re-send the request. Using using the request 
data (such as the sequence number, UMN, and RightsId), the activation server can detect 
whether it has previously processed the request.


Response invalid One of the following events occurred:


• The response was corrupted in transit.


• The user supplied an incorrect response to the activation utility during a manual 
transaction.


• The response was incorrectly constructed or signed (usually the result of a 
development issue with the activation server).


The activation utility usually cannot determine which event caused the error. Therefore, 
the recovery action is the same as if the response was not received. 


Table 11-11 • Obsolete Platform Types


Platform Type Value Description
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Transactions Using Request and Response Codes
Normal activation transactions use XML documents that must be transmitted as either a data stream (without end-user 
intervention) or as an XML file (which may require end-user intervention). FlexNet Publisher Licensing Toolkit provides 
transactions using request and response codes on certain platforms when a network connection is not available or the XML 
documents are too large.


These transactions are referred to as short-code transactions as they use coded requests and responses. Traditionally this 
type of transaction is used for telephone transactions either with a customer service representative or using automated 
touch tone telephony. It is also used in high security situations where only non-electronic communication is allowed.


The limitations imposed on the length of the request and response codes require that detailed information, normally 
included in the activation transactions, is already present on the FlexEnabled client. 


Response actions cannot 
be performed


The response is valid, but the actions cannot be performed for one of the following reasons 
(identified by an error code FLX_ACT_TRAN_ERR_xxx).


• Trusted storage break has occurred since request generated.


• Config action has failed.


• Second or subsequent signature is invalid.


• Action attribute is invalid or missing.


• One or more response actions failed.


• Trusted storage load failed.


• Trusted storage save failed.


• Individual response action has generated an error (FLX_ACT_TRAN_RSP_ACT_xxx).


• Action was not attempted due to another type of error.


• Action is valid but not performed because of another type of error.


• Fulfillment record already exists (for a create).


• Fulfillment record does not exist (for a modify, delete, or repair).


• Application policy does not allow execution in a virtualized environment.


• Application policy does not allow execution in a physical (non-virtualized) 
environment. 


In this case, the activation utility should generate a recovery request, which is a clone of 
the original request with recovery information included. A new sequence number is 
generated, and the original sequence number is included. See the Recovery element of the 
X_CompositeRequest schema. 


The activation server can recover by backing out the previous transactions and sending a 
deny response to the requesting machine, or by sending a new response that addresses the 
issues reported. 


Table 11-12 • Error Messaging


Message Description
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The following information is provided for short-code transactions in an ASR:


• Short-code alias—Identity used to identify transactions using this ASR.


• Short-code scheme ID—Default format of the request and response codes.


• Trusted Configuration—Data required to create, identify, and configure the trusted section in which the fulfillment 
record is to be stored.


• Fulfillment record


• Overrides—Optional entries that modify the default format of the request and response codes. Typical functionality 
provided by overrides includes the following (links are to Appendix A, XML Schemas):


Adding Custom Data to an Activation Request—Add custom data (for example, data that to enables the end user to 
send a product code).


Using the Dictionary Element to Set Alphanumeric Codes—Use alphanumeric codes to reduce the size of request and 
response codes.


Specifying the Minimum Size of Response Codes—Set a standard size for request and response codes: additional 
characters are added to shorter codes.


Specifying License Expiration in a Short-Code Activation— Allow your activation server to override the expiry date in 
the fulfillment record contained in the ASR.


Note • When using FlexNet Operations, overrides are automatically added from the options specified when creating the 
ASR. FlexNet Operations users should only edit the ASR manually when explicitly advised by Flexera (for example: for a 
workaround). 


For a product that requires both local and short-code transactions, create separate ASRs for local and short-code 
transactions. A short-code ASR (that is, an ASR with a ShortCodeData element), cannot be used for local activation. 


The following sections describe sequences of operations required when using short-code transactions:


• Activation Using Request and Response Codes


• Return Using Request and Response Codes


• Repair Using Request and Response Codes


• Display Pending Request Code


• Cancel Outstanding Short-Code Transaction


• Adding Custom Data to a Short-Code Request


Activation Using Request and Response Codes
The following description outlines the sequence of operations required to perform an activation using request and 
response codes and a manual response generator. 


Note •  Short code transaction are supported on both application and server trusted storage using the same API functions. 
The mode used to prepare the application determines which is used.
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Task To perform an activation using request and response codes


1. Create short code object with flxActShortCodeCreate or flxActShortCodeCreateFromBuffer.


2. Generate an activation request code with flxActShortCodeGetActivationRequest.


The ASR used to generate the activation request code is determined by external means. If it does not already exist, the 
required trusted section is created using the Trusted Configuration contained in the ASR.


3. Output the activation request code.


4. Clean up memory and delete temporary files. Delete the short code object using flxActShortCodeDestroy.


5. Copy the activation request code and paste it into the manual response generator.


6. Use the manual response generator to create the required response code. For instructions on operating the manual 
response generator, see Chapter 13, “The Manual Response Generator.”


7. Input the response code and process the response using flxActShortCodeProcessResponse.


If the response code is valid and does not report an error, the fulfillment record from the ASR is committed to trusted 
storage.


Return Using Request and Response Codes
The following description gives in outline the sequence of operations required to return a fulfillment record to a manual 
response generator. 


Task To return a fulfillment record to a manual response generator


1. Create short code object with flxActShortCodeCreate or flxActShortCodeCreateFromBuffer.


2. Generate a return request code using flxActShortCodeGetReturnRequest.


3. Output the return request code.


4. Clean up memory and delete temporary files. Delete the short code object using flxActShortCodeDestroy.


5. Copy the return request and paste it into the manual response generator. Use the manual response generator to 
create the required response code. For instructions on operating the manual response generator, see Chapter 13, 
“The Manual Response Generator.”


6. Input the response and then process it using flxActShortCodeProcessResponse. 


If the return response reported success, then the fulfillment record is deleted from the application’s trusted storage. 


In the example application activation utility, compTranUtil (binaries appcomptranutil and servercomptranutil) the file 
compTranUtilShortCode.c includes the functionality to perform short code transactions..
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Repair Using Request and Response Codes
The need for a repair of client-side trusted storage is indicated by the FlexEnabled application. When a checkout of a 
license held in trusted storage is attempted and fails because a repair of trusted storage is required, the Flexible API returns 
a LM_REPAIR_NEEDED error. Code in the FlexEnabled application can then call the application activation utility directly or 
indicate that a repair of trusted storage is required.


The following description gives a typical sequence of operations required to repair a single fulfillment record.


Task To repair a single fulfillment record using request and response codes


1. Create a short code object with flxActShortCodeCreate or flxActShortCodeCreateFromBuffer. 


2. Generate a repair request code using flxActShortCodeGetRepairRequest. 


3. Output the repair request code.


4. Clean up memory and delete temporary files. Delete the short code object using flxActShortCodeDestroy.


5. Copy the repair request code and paste it into the manual response generator. Use the manual response generator to 
create the required response code. For instructions on operating the manual response generator, see Chapter 13, 
“The Manual Response Generator.”


6. Input the response, and then process it using flxActShortCodeProcessResponse.


7. If the response is a repair response, then the fulfillment record is repaired. If the response reports an error, then the 
fulfillment record is not repaired and flxActShortCodeProcessResponse returns non success. An error response is 
returned when the repair is not allowed and also to report an error in the transaction. 


Display Pending Request Code
For a general introduction to request and response codes, see Transactions Using Request and Response Codes.


Only one short-code transaction per short-code alias can be in progress at any time. So, if there is an outstanding short-
code transaction and a another short-code transaction is required, the activation utility may need to remind the end user 
that a transaction is in progress. Then the user can decide whether to complete the current transaction before requesting a 
new transaction. When the user decides to complete the current transaction they will require the request code for the 
outstanding transaction. 


The Activation API functions can be used to display a pending request code as given in the following typical sequence of 
operations.


Task To display a pending request code


1. Create a short code object with flxActShortCodeCreate or flxActShortCodeCreateFromBuffer. 


2. Obtain the pending request code, if any, using flxActShortCodeGetPendingRequest.


3. If there is a current short-code transaction, output the request code.


4. Clean up memory and delete temporary files. Delete the short code object using flxActShortCodeDestroy.
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In the example application activation utility, compTranUtil (binaries appcomptranutil and servercomptranutil) the file 
compTranUtilShortCode.c includes the functionality to perform short code transactions.


Cancel Outstanding Short-Code Transaction
For a general introduction to request and response codes, see Transactions Using Request and Response Codes.


Only one short-code transaction can be in progress at any time for a given short code ASR. So, if there is an outstanding 
short-code transaction and the pending request cannot be used (for example because it is the wrong type), the activation 
utility must cancel the outstanding transaction before creating a new transaction. 


The following procedure provides a typical sequence of operations required to cancel an outstanding short-code 
transaction.


Task To cancel an outstanding short-code transaction


1. Create short code object with flxActShortCodeCreate or flxActShortCodeCreateFromBuffer.


2. Cancel the outstanding short-code transaction using flxActShortCodeCancelRequest.


3. Clean up memory and delete temporary files. Delete the short code object using flxActShortCodeDestroy.


In the example application activation utility, compTranUtil (binaries appcomptranutil and servercomptranutil) the file 
compTranUtilShortCode.c includes the functionality to perform short code transactions.


Error Handling
The following functions are provided for error handling.


• flxActCommonHandleGetError


• flxActShortCodeGetDenyReason


• flxActShortCodeGetWarning


• flxActShortCodeGetErrorDetail


For examples of their use see the compTranUtil sample file compTranUtilShortCode.c.


Adding Custom Data to a Short-Code Request
You can send custom data in a short-code request by defining a request override in the ASR. This allows your application 
code to add custom data to the vendor data dictionary and this information is then included in the request code. Note that 
when using FNO as the server the Custom Data override is specified when the Short Code ASR is created. The ASR should 
only be edited manually for non-FNO servers or if advised by Flexera (for example for a workaround).
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Task To add custom data to a request code


1. Create a short-code ASR.


See Creating an Activation Specification Record and ShortCodeData Element (in Appendix A, XML Schemas) for 
information about short-code ASRs. To create a short-code ASR that includes custom data, the default format for a 
request code must be overridden by adding an Overrides entry (and the required XML sub-elements) to the 
ShortCodeData section of the ASR.


To avoid name clashes with items in other data dictionaries, it is recommended that you prefix VENDOR_ (for example, 
VENDOR_DATA1) to each custom data item name (where vendor is your vendor name). 


2. Create a short-code request. See transaction descriptions in previous sections.


3. Build capability into the utility to capture the value of the custom information, either from the system automatically or 
from the user. 


4. Add the custom data to the request using flxActShortCodeSetVendorData.


5. Generate the request code using one of the following functions:


• flxActShortCodeGetActivationRequest 


• flxActShortCodeGetReturnRequest 


• flxActShortCodeGetRepairRequest 


The custom data is included in the short code. 


Example Overrides Elements for Request Code


This example shows an override with the key name of “VENDOR_DATA1”in the vendor dictionary. This example allows you 
to pass custom data in the activation request message. The activation utility passes the value VENDOR_DATA1 as the key 
argument to the flxActAppActivationVendorDataSet function when setting the value.


<RequestOverrides>


<Items>


<Item>


<Group>REQ_GROUP_ACTIVATION</Group>


<Name>VENDOR_DATA1</Name>


<Type>DEC</Type>


<Size>4</Size>


<Location>VENDOR_DICTIONARY</Location>


</Item>


</Items>


</RequestOverrides>
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Working with the Software Publisher


Utilities

This chapter provides usage information for utilities that you may need during the development and packaging phases of 
your licensing implementation. The following utilities are available in the toolkit:


• lmcrypt—Signs license file containing feature definition lines.


• preptool—Processes and prepares FlexEnabled applications, activation applications, and the vendor daemon to run 
in a trusted storage–based licensing environment. It is also used to create publisher-specific versions of activation 
utilities, and to add tamper resistance to your applications. (Not required when using activation in a notr toolkit.)


• tcencrypt—Encrypts sensitive data that defines the anchoring and binding used for trusted storage.


• xmlsign—Signs ASRs and Trusted Configuration files.


• tsreset—Resets the state of trusted storage.


• tsactdiags—Diagnoses trusted storage–related issues for client-side and server-side applications.


• asrgen—Creates an ASR used for local activation.


• The Manual Response Generator utility is available to test activation transactions using messages stored in XML files.


lmcrypt
The lmcrypt utility can be used to generate licenses. The source to lmcrypt is in the machind directory and can be used by 
you as the basis for your own license generation utility.


Usage
lmcrypt [files][-i infile] [-o outfile] [-maxlen n] [-e errfile]


[-verfmt { 2 | 3 | 4 | 5 | 5_1 | 6 | 6_1 | 7 | 7_1 | 8 }] 


[-decimal] [-help]


If no input file is specified, or if specified as “-” or stdin, standard input is used. If no output file is specified, or if specified as 
“-” or stdout, standard output is used. files are read and written back in place. If no file arguments are specified, lmcrypt 
reads from stdin and writes to stdout. All signatures are recomputed. lmcrypt works only on lines that have a vendor name 
matching the vendor’s daemon name.
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If this is not possible, an error is produced, and the affected license line is left unaltered.


The maximum line length is controlled with the -maxlen argument. A value of 50 is commonly used to make shorter lines 
less subject to mailers inserting new lines. Licenses can be generated to be compatible with older versions by using the -
verfmt argument.


License File
Once you know the format of the FEATURE or INCREMENT lines that you need for your license model, you create a license 
file. lmcrypt replaces the signature in this template, which can be entered simply as SIGN=0, with the correct signature. The 
license is then ready to ship to the end user. 


Using lmcrypt
To use lmcrypt, you need to either understand the license file syntax or use an example license file. Examples are available 
in the examples/licenses directory.


Task To use lmcrypt:


1. Copy an existing good file to another name, say, newlicense.


2. Edit newlicense and make any desired changes, such as changing the feature name, the number of licenses, or adding 
new features, and then save the file.


3. Change the existing signature on each FEATURE line to SIGN=0.


4. Type the following:


lmcrypt newlicense


newlicense is then filled with correct signatures and is usable by an end user. Comments are passed through 
unaltered.


Error Returns
Errors are printed to stderr, or as specified with -e. Most errors prevent generation of signatures and the text is output 
unchanged from the input. An example of error reporting: If -e is not used, the error messages also appear at the top of the 
output file.


Input:


FEATURE f1 demo 1.a50 01-jan-2020 uncounted HOSTID=08002b32b161 SIGN=0


Error reported:


stdin:line 1:Bad version number — must be floating point number, with no letter.
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preptool
The preptool utility is used to create a publisher- or product-specific activation library component for an application or 
utility that requires it. It also adds the necessary public and private keys to the components to enable security and 
activation.


The preptool utility can also be used to create a publisher preptool. A publisher preptool is a version of the preptool that 
has publisher-specific information embedded within it. You can distribute this version to your development teams to 
ensure that the correct publisher-specific information is used for all products. For more details, see Publisher-Specific 
Preptool.


preptool is not backward compatible with older versions of preparchive*.yaa. Ensure the version of preptool matches 
the version of preparchive*.yaa that is included in the toolkit.


The preptool must be used with all the following application binaries:


• FlexEnabled applications that use tamper-resistant application security


• FlexEnabled applications that use licenses held in trusted storage


• Vendor daemons that serve activated licenses (either concurrent or activatable)


• Activation utilities (see Chapter 9, “Building an Application Activation Utility for Single-Action Transactions,” Chapter 
10, “Building a Server Activation Utility for Single-Action Transactions,” or Chapter 11, “Building an Activation Utility 
for Composite Transactions.”)


• tsreset


• tsactdiags 


Note • While preptool is used to prepare applications to run in a trusted storage–based licensing environment, it is also 
required to prepare any license file–based licensed application that contains SDTs. For more information, see the chapter 
“Implementing Secure Data Types (SDTs)” in the Development Environment Guide. 


Using preptool Sequentially with Other Utilities


The order in which you run preptool and other utilities and applications can be important.


Signing Applications


Sign applications after using preptool. An error message is displayed if you attempt to prepare a Mac application that has 
been code-signed. On Windows, if you run preptool on a binary after it has been signed, the binary may not operate 
properly.


Any file that is prepped using preptool should also be signed by software publishers (for example, demo_libFNP.dll and 
demo.exe, where “demo” is the vendor name).
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Usage
preptool [-v value] [-p preparchive_path] [-a activation_settings_path] [-s|-c] [-C publisher_preptool] 


prepconfig


Where:


Table 12-1 • Preptool Application Input and Switches


Input/ Switch Description


-v value Sets level of command line output. When used, this option overrides the verbose 
level setting in the preptool configuration file.


-p preparchive_path Path to the file preparchive_releasenumber, where releasenumber is the 
activation component’s release number. If you use this option, ensure that the 
preparchive file resides in the current directory.


-a activation_settings_path The pathname of an activation settings file. When used, this option overrides the 
setting in the preptool configuration file. This option is not available in a 
publisher preptool.


-s Sets server mode so that the activation library creates and accesses server-side 
trusted storage. When used, this option overrides the isserver setting in the 
preptool configuration file.


-c Sets client mode so that is the activation library creates and accesses client-side 
trusted storage. When used, this option overrides the isserver setting in the 
preptool configuration file.


-C publisher_preptool Create a publisher preptool. The pathname of the publisher preptool is specified 
by publisher_preptool. The publisher preptool contains embedded values 
from the activation settings file specified in the preptool configuration file or 
with option -a. See Publisher-Specific Preptool for details of how to use it. This 
option is not available in a publisher preptool.


-sdtonly Use to prepare a file-based licensing application to which you have added Secure 
Data Types (SDTs). 


Note • Use this option only if you have purchased rights to the Trusted Storage/
Activation licensing package from Flexera, but are using this package to build 
instead a license–file–based licensed application that uses SDTs. However, 
publishers who have purchased rights to the license–file–based licensing package 
only and want to prepare an application containing SDTs must use a different 
activation settings file (sdt_publisher.xml) to specify this option. For more 
information, see the chapter “Implementing Secure Data Types (SDTs)” in the 
Development Environment Guide.


prepconfig The path and file name for the preptool configuration file.
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Note • The following are special concerns about preptool:


• The preptool utility is not provided in notr toolkits. A notr toolkit uses a publisher-specific version of the activation 
library that is created when the toolkit is built. For details, see Chapter 1, “Overview of Trusted Storage–Based Licensing.”


• If both 32-bit and 64-bit standard toolkits are installed on the same system, ensure that the PREP_ARCHIVE environment 
variable is set correctly for the toolkit you are using. For details, see the section “32-bit and 64-bit Toolkit Installation” in 
the Development Environment Guide.


Examples of Preptool Configuration Files
Use the following sample preptool configurations to set up your own configuration files.


Preptool Configuration File for Windows Activation Utility


The following sample preptool configuration prepares an activation utility for use on Windows operating systems. 


To support best practice, this configuration sample points to two prepped Trusted Configurations (one each for physical 
and virtual environments) that are, in turn, included in the utility code when the utility is built. The utility then uses the 
appropriate prepped Trusted Configuration to generate the initial section in trusted storage when needed. 


For more details, see the section Deploying Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.”


Configuration Description


This sample preptool configuration includes the following settings:


• The activation settings file used in the preparation (in this example, demo.xml). For a file description, see 
S_ActivationSettings.xsd in Chapter A, “XML Schemas.”


• The names of the files containing the two prepped Trusted Configurations (in this example, 
DemoTrustedConfigOut.xml for physical environments and for virtual environments). 


• The isserver=false option, indicating that preptool is to generate an activation library for client-side usage (that is, 
a library configured to access trusted storage on the system where the FlexEnabled application is installed). 


• Certificate settings (which are blank here because they are for use by UNIX systems only).


• The name of the activation library component to be created (in this example, appcomptranutil_lib.dll).


• The name of the client-side activation utility using this library (in this example, appcomptranutil.exe).


• Preferences for the preparation process:


• Level of command-line output. In this example, verbose level=0 sets the output to the minimum.


• Option to turn on or off Anti-Debugger techniques (ADT) that prohibit debugging. (ADT implementation is 
platform-specific). In this example, debuggable value="false" turns on ADT to prohibit debugging.


Configuration Text


The following shows the contents of the preptool configuration file:


<?xml version="1.0" encoding="UTF-8"?>


<config>


        <activationsettings path="ActivationSettings\publisher.xml" isserver="false"/>
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        <trustedconfiguration path="publisher\DemoTrustedConfigOut.xml">


        <certificate path="." hostverify="2" peerverify="true" />


        <items installpath="." runtimeloadname="appcomptranutil_libFNP.dll" >


                <item path="appcomptranutil.exe" />


        </items>


        <preferences>


                <verbose level="0" />


                <debuggable value="true" />


                <stripwarnings value="false" />


        </preferences>


</config>


Preptool Configuration File for Windows FlexEnabled Application


The following sample preptool configuration prepares a FlexEnabled application for use on Windows operating systems. 


Note • Prepped Trusted Configuration files are not specified in this configuration because this application does not perform 
activations. (If an application performs activations, you should include the trustedconfiguration elements, as shown in the 
first example Preptool Configuration File for Windows Activation Utility.)


Configuration Description


This sample preptool configuration includes the following settings:


• The activation settings file used in the preparation (in this example, demo.xml). For a file description, see 
S_ActivationSettings.xsd in Chapter A, “XML Schemas.”


• No prepped Trusted Configuration files specified because this application does not perform activations. (If it did, the 
trustedconfiguration elements should be included, as shown in the first example Preptool Configuration File for 
Windows Activation Utility).


• The isserver=false option, indicating that preptool is to generate an activation library for client-side usage (that is, 
a library configured to access trusted storage on the system where the FlexEnabled application is installed). 


• Certificate settings (which are blank because they are for use by UNIX systems only).


• The name of the activation library component to be created (in this example, product_lib.dll).


• The name of the FlexEnabled application using this library (in this example, FlexEnabled.exe).


• Preferences for the preparation process:


• Level of command-line output. In this example, verbose level=0 sets the output to the minimum. 


• Option to turn on or off Anti-Debugger techniques (ADT) that prohibit debugging. (ADT implementation is 
platform-specific). In this example, debuggable value="false" turns on ADT to prohibit debugging.


Configuration Text


The following shows the contents of the preptool configuration file:


<?xml version="1.0" encoding="UTF-8" ?> 


<config>


<activationsettings path="ActivationSettings\demo.xml" isserver="false" /> 


<certificate path="" hostverify="" peerverify="" /> 


<items runtimeloadname="product_lib.dll" />

152 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Chapter 12 Working with the Software Publisher Utilities
preptool

<item path="FlexEnabled.exe" >


</items>


<preferences>


<verbose level="0" /> 


<debuggable value="false" /> 


</preferences>


</config>


Preptool Configuration File for Vendor Daemon on Mac


The following sample configuration prepares a vendor daemon for use on OS X. 


Note • Prepped Trusted Configuration files are not specified in this configuration because this application does not perform 
activations. (If an application performs activations, you should include the trustedconfiguration elements, as shown in the 
first example Preptool Configuration File for Windows Activation Utility.)


Configuration Description


This sample preptool configuration includes the following settings:


• The activation settings file used in the preparation (in this example, publisher.xml). For a file description, see 
S_ActivationSettings.xsd in Chapter A, “XML Schemas.”


• The isserver=true option, indicating that preptool is to generate an activation library for server-side usage (that is, a 
library configured to access trusted storage on the license server).


• Certificate settings: 


• The pathname of the SSL certificate (UTN.pem) to use for the open source code used by FlexNet Publisher 
Licensing Toolkit.


• Option to verify the hostname in the SSL certificate. In this example, the value 2 turns on verification.


• Option to verify the peer certificate against the list of certificates in the certificate path. In this example, true 
turns on verification.


• The name of the activation library component to be created (in this example, myproduct.dylib). 


• The installation location and path used to call the component (in this example, /User/myname/FNP and called using 
the path /User/myname/FNP).


• Path (VendorDaemon) indicating that the activation library is for use by the vendor daemon.


• Preferences for preparing the vendor daemon:


• Level of command-line output. In this example, verbose level=2 provides a medium amount of output. 


• Option to turn on or off Anti-Debugger techniques (ADT) that prohibit debugging. (ADT implementation is 
platform-specific). In this example, debuggable value="false" turns on ADT to prohibit debugging.


• Option to generate a warning message if the application has not been stripped of items that might compromise 
license security. In this example, stripwarnings value="true" turns on message generation. (This is the 
default.)


Configuration Text


The following shows the contents of the preptool configuration file:
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<?xml version="1.0" encoding="UTF-8" ?> 


<config>


<activationsettings path="/Users/myname/FNP/ActivationSettings/publisher.xml" isserver="true"/ 


<certificate path="UTN.pem" hostverify="2" peerverify="true" /> 


<items runtimeloadpath="/Users/myname/FNP/" runtimeloadname="myproduct.dylib" installpath="/User/


myname/FNP >


<main path="VendorDaemon" />


</items>


<preferences>


<verbose level="2" /> 


<debuggable value="false" /> 


<stripwarnings value=”true” />


</preferences>


</config>


Preptool Configuration File for Activation Library Used by Multiple Executables


When your product consists of multiple executables (for example, both the executable and the DLLs that are called by the 
executable), consider having preptool create a single activation-library component that can be accessed by all 
executables. This single activation library is normally required only when both the FlexEnabled application uses SDTs and 
its licensing functionality is distributed among several executables.


Important • Each executable must load this activation library separately if the executable contains either licensing functions 
(check-out or check-in) or SDTs. For details, see Chapter 5, “Adding Function Calls to a FlexEnabled Application.” 


Configuration Text


The following sample preptool configuration file creates the single activation library, product_lib.dll, which three 
executables (FlexEnabled.exe, ModuleA.dll, and ModuleB.dll) can access:


<?xml version="1.0" encoding="UTF-8" ?> 


<config>


<activationsettings path="ActivationSettings\demo.xml" isserver="false" /> 


<certificate path="" hostverify="" peerverify="" /> 


<items runtimeloadname="product_lib.dll" />


<item path="FlexEnabled.exe" >


<item path="ModuleA.dll" >


<item path="ModuleB.dll" >


</items>


<preferences>


<verbose level="0" /> 


<debuggable value="false" /> 


</preferences>


</config>


Note • Prepped Trusted Configuration files are not specified in this configuration because this application does not perform 
activations. (If an application performs activations, you should include the trustedconfiguration elements, as shown in the 
first example Preptool Configuration File for Windows Activation Utility.)
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Preptool Configuration File for Creating Licensed Product for Third-Party Developers


The preptool configuration file allows you to create a licensed product package that includes both a release (not 
debuggable) and a debuggable version of the activation library. This configuration is provided so that you can supply a 
single package to third-party developers who are creating add-ons for a licensed product. This enables them to test their 
add-ons in an environment where they can use debugging tools and then subsequently test their add-ons with the release 
version of the activation library. 


Caution • Use the functionality described in this section for creating packages for third-party developers only. To maintain 
license security, do not release the debuggable version of the activation library to customers. Whenever the activation library 
is created inside a package (for example on the Mac), remove the debuggable version of the activation library before giving 
the licensed product to customers. This library might not be visible in the directory structure displayed.


Generating Both Release and Debuggable Versions of the Product


The standard preptool configuration file includes the <debuggable value="value" /> element that uses a true or false 
value to allow or prohibit debugging. To create both a release and a debuggable version of the activation library in a single 
run of preptool, replace this element with the following element:


<security value="both" />


Configuration Sample


The following sample preptool configuration creates both a release and a debuggable version of the activation library. 
(The release version is named myproduct.dylib; the debuggable version is automatically named 
myproduct.dylib.debuggable.)


Note • Prepped Trusted Configuration files are not specified in this configuration because this application does not perform 
activations. (If an application performs activations, you should include the trustedconfiguration elements, as shown in the 
first example Preptool Configuration File for Windows Activation Utility.)


 For a descriptions of the other settings, see the previous configuration samples. 


<?xml version="1.0" encoding="UTF-8" ?> 


<config>


<activationsettings path="/Users/myname/FNP/ActivationSettings/publisher.xml" isserver="false" /> 


<certificate path="UTN.pem" hostverify="2" peerverify="true" /> 


<items runtimeloadpath="/Users/myname/FNP/" runtimeloadname="myproduct.dylib" installpath="/User/


myname/FNP >


<main path="myproduct" />


</items>


<preferences>


<verbose level="2" /> 


<security value="both" /> 


<stripwarnings value=”true” />


</preferences>


</config>
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The following table lists the valid values for the element security:


Publisher-Specific Preptool
A publisher preptool is a version of the preptool that has embedded in it publisher specific information. The standard 
preptool obtains this information from the activation settings file:


• Publisher ID (supplied by Flexera)


• Vendor name (supplied by Flexera)


• Security key seeds


A publisher preptool has these values embedded within it.


To create a publisher preptool, use the -C option with preptool. It is recommended that a publisher preptool has a easily 
recognizable name, for example preptoolpub. Use a publisher preptool in the same way as preptool. 


For usage, see preptool. The syntax and the command-line options available for a publisher preptool are the same as for 
preptool except that the following options are not available:


• -a activation_settings_path


• -C publisher_preptool


The activationsettings path defined in the preptool configuration file is not used.


You can create a publisher preptool and give it to your application developers to use to prep their applications. This 
ensures that all your licensed applications use the correct publisher specific settings.


Identifying Publisher preptools
To identify whether your preptool version is a standard preptool or a publisher preptool, issue one of these commands: 
preptool, preptool -h or preptool --help. The following text is included in the top section of the output:


Publisher-Specific Version


Table 12-2 • Valid Values for Preptool Configuration File Element Security


Value Description


<security =”both” /> Creates both a release and debuggable version of the activation library. They 
have the same name, as specified in the runtimeloadname element, except that 
the debuggable version has the suffix .debuggable.


<security =”debuggable” /> Creates a debuggable version of the activation library with the name specified in 
the runtimeloadname element.


<security =”nodebug” /> Creates a release version of the activation library with the name specified in the 
runtimeloadname element.
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tcencrypt
The tcencrypt utility encrypts sensitive data in an XML document. It is used with documents that contain data that defines 
the publisher-specific Trusted Configuration for anchoring and binding of trusted storage. It also contains the seeds for 
creating the activation transaction keys. The XML document to be signed by tcencrypt must conform to the format 
specified in O_ConfigPhaseOne.xsd (in Chapter A, XML Schemas). An example document included in the toolkit so that you 
can see how tcencrypt works


• DemoTrustedConfigIn.xml


Usage
tcencrypt -i infile -o outfile [-k key_outfile] [-s]


Where the following switches and input are used:


The input XML document that you specify is encrypted and output in two forms:


• outfile—This file is used in one of three ways:


• As an input to asrgen when creating an ASR.


• As input to an activation utility’s preptool configuration. When preptool is run on the utility executable, the 
Trusted Configuration information is inserted into the utility code. This inserted configuration, known as the 
prepped Trusted Configuration, is then deployed as needed to create an initial trusted section automatically 
before an activation request is sent. For more information about prepped Trusted Configuration, see the section 
Deploying Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.” 


• To create XML documents used by the Manual Response Generator to create confg responses. Config responses 
contain the binding parameters and anchor settings used to create or modify a trusted section in trusted storage 
on the requesting system. When the outfile is used in this way it must first be signed using xmlsign.


Table 12-3 • tcencrypt Utility Switches and Input


Input/ Switch Description


-i infile The pathname to an unencrypted XML document whose format is defined by the 
O_ConfigPhaseOne.xsd schema.


-o outfile The pathname of the resulting encrypted XML document. This output file has a format 
defined by the P1_ConfigPhaseTwo.xsd schema.


-k key_outfile (Optional) The pathname for the resulting key file. This file is used by the manual response 
generator. The format of the file contents is defined by the P2_ConfigKeyOut.xsd schema.


Note • It is important that you keep your encryption seeds settings secure,. For more details 
see the Development Environment Guide, section “Keeping Encryption Settings Secure”.


-s (Optional) Option that sets the Revisiontype to SPE within the outfile. This setting ensures 
that this Trusted Configuration overwrites any other Trusted Configuration and can only be 
overwritten by another Trusted Configuration with a SPE setting.
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• key_outfile—This file contains the private keys needed by the Manual Response Generator when processing requests 
that use the Trusted Configuration specified in the input XML document. It is recommended that you name this file so 
that it can be readily identified within the manual response generator. (For example, where the trusted ID is 12, the 
key file could be named TrustedId12Keys.xml.)


See Also
Transactions with a FlexEnabled Client 
Summary of the Activation Process
infile—O_ConfigPhaseOne.xsd
outfile—asrgen, P1_ConfigPhaseTwo.xsd, W4C_CreateConfigResponseClientParameter.xsd, and 
W4S_CreateConfigResponseParameter.xsd


key file—The Manual Response Generator and P2_ConfigKeyOut.xsd 


xmlsign
The xmlsign utility signs XML documents used for activation based on seeds defined in the activation settings file.


Usage
xmlsign -a as_file -i infile -o outfile


Where:


Using the seeds provided in the activation settings file, a private key is generated and used to add a signature to every 
section in the infile that has a “Signature” element. 


The signature is created using all the elements at the same level as the “Signature” element in the schema. This tamper 
proofs all these elements in the document: any changes to any of these elements result in a failed validation for that 
section of the document. The signatures computed by the xmlsign utility are written into the “Signature” elements in the 
output document and replace any existing signatures.


Note • You do not need to remove existing signatures when editing XML documents used as input to xmlsign utility. The 
existing signatures are recomputed.


Table 12-4 • xmlsign Utility


Input Description


-a as_file The pathname to an activation settings file (S_ActivationSettings.xsd).


-i infile The pathname to an XML document. The following documents must be signed:


• Activation specification record, ASR (B_ActivationSpecificationRecord.xsd)


• Trusted Configuration (P1_ConfigPhaseTwo.xsd)


-o outfile The pathname of the resulting signed XML document.
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Example


The following diagram shows a typical signed XML document. The side bars indicate the elements included within the 
signature.


Figure 12-1: Signed XML Document 


tsreset
The tsreset utility cleans up a publisher’s trusted storage either by clearing the data from trusted storage or by removing 
the publisher’s trusted-storage files altogether. This utility is especially useful should trusted storage at the end-user’s site 
enter an invalid state. The publisher can provide this utility to the end user, who then runs the appropriate utility command 
as part of the trusted-storage recovery process.


On Windows platforms, tsreset can also be used to clean up excess anchor copies. Orphaned anchors typically occur on 
machines used for testing older versions of FlexNet Publisher, for example where tsreset is run repeatedly, or where trial 
anchors are reset. Once they exist they can affect all versions of FlexNet Publisher. If the copies build up to large numbers, 
they can lead to long delays in opening trusted storage. Therefore, some of the tsreset options also provide functionality 
to remove these orphaned anchors.


Use the preptool to configure tsreset to act on only your publisher-specific trusted-storage files and on either client-side 
or server-side trusted storage. The utilities tsreset_app and tsreset_svr are created (under <platform_dir>) when you 
build the toolkit:


• tsreset_app cleans up client-side trusted storage


• tsreset_svr cleans up server-side trusted storage


The out-of-the-box utilities tsreset_app and tsreset_svr can be used to clean up the sample trusted storage created 
during demonstration or trial-licensing activities.
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Important • The tsreset utility operates on only the trusted-storage data and files associated with the publisher for which 
the utility is prepared (using preptool). It does not touch trusted-storage data and files for other publishers in the trusted-
storage folder; nor does it ever remove the trusted-storage folder.


Usage


Run the appropriate utility with one of the following clean-up options:


Tip • You can also use the sample activation utilities to delete fulfillment records in the sample trusted storage (for example, 
appcomptranutil -deleteFR <fulfillmentID>  or servercomptranutil -deleteFR <fulfillmentID>.


tsactdiags
Use the tsactdiags utility to diagnose trusted storage–related issues for client-side and server-side applications. In 
addition, tsactdiags can be used to clean up orphaned anchors.  tsactdiags outputs a log in unencrypted format, 
reporting on the past and current state of trusted storage. This utility is suitable for distribution to the end user.


tsactdiags is currently available only for Windows platforms.


Table 12-5 • tsreset _app and tsreset_svr Options


Input Description


-reset Deletes all fulfillment records in trusted storage. In addition, it deletes the 
segmentation (sections) of trusted storage used to store the Trusted Configuration 
data. On Windows platforms, also deletes orphaned anchors.


-reset nottc Deletes all fulfillment records in trusted storage. However, the segmentation 
(sections) of trusted storage used to store the Trusted Configuration data remains in 
tact. On Windows platforms, also deletes orphaned anchors.


-delete Deletes the trusted-storage data files. However, the command generates time-
stamped archive copies of all deleted files (*.sav files), which might be useful when 
investigating problems. On Windows platforms, also deletes orphaned anchors.


-delete all Deletes all the trusted-storage files, including any archive copies. On Windows 
platforms, also deletes orphaned anchors.


-logreport Writes anchor counts to the event log. Use this command to see if orphans are 
present. (Windows platforms only)


-logreport verbose Writes details of individual anchors to the event log. (Windows platforms only)


-anchors orphan Removes only excess anchor copies; it does not reset or delete trusted storage. This 
enables users to recover from issues related to orphaned anchors without having to 
re-establish licenses on a production server. (Windows platforms only)
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Use the preptool to configure tsactdiags to report on your publisher-specific trusted-storage files and on either client-
side or server-side trusted storage. The preptool configuration files are included in the toolkit under 
<install_dir>\machind\activation\prep_xml. When you build the toolkit, the utilities tsactdiags_<vendor>_app and 
tsactdiags_<vendor>_svr are created under <platform_dir> (where <vendor> is your publisher name):


• tsactdiags_<vendor>_app diagnoses client-side trusted-storage issues.


• tsactdiags_<vendor>_svr diagnoses server-side trusted-storage issues.


It is recommended to use the tsactdiag Trusted Configuration file (tsactdiagTrustedConfigin.xml) which is included with 
the FlexNet Publisher toolkit. 


Note • The tsactdiags utility reports on only the trusted-storage data associated with the publisher for which the utility is 
prepared (using preptool).


Usage
tsactdiags [-v] [-o file_name] [-r] [-h]


The following table describes the syntax elements:


asrgen
The asrgen utility creates an activation specification record (ASR) for deployment on a FlexEnabled client or a FlexNet 
license server. The following inputs are required:


• License template—The file that contains the feature definition lines required in the ASR.


• Encrypted Trusted Configuration output file—The file created when the tcencrypt utility is run on the Trusted 
Configuration input file. This file is required whether you are deploying a prepped Trusted Configuration or 
embedding the Trusted Configuration definition in the ASR. 


Table 13 • tsactdiags Command-Line Syntax


Command Description


-v Displays the version of this utility.


-o file_name Name of the output file that will contain the decrypted and filtered event log entries.


-r Removes orphaned anchors.


-h Displays usage information.
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Usage
asrgen -c license_template -i config_template -o asr_output_file [-t trial_id] [-x XML_Snippet_file] [-


v VM_ONLY/PHYSICAL] [-d] [-s]


Where:


Table 12-1 • asrgen Utility Switches and Inputs


Input Description


-c license_template A file that contains the feature definition lines required in the ASR and a SERVER line 
that contains a HostId that is difficult to spoof.


-i config_template The Trusted Configuration file. This output file from tcencrypt contains details 
of the trusted section in trusted storage in which the fulfillment record contained 
within this ASR will be stored.


Note • If the activation utility is set up to deploy a prepped Trusted Configuration to 
create an initial trusted section, you must still specify the Trusted Configuration file. 
The utility needs this file to obtain the necessary Trusted ID and Publisher ID. For more 
information about the prepped Trusted Configuration, see the section Deploying 
Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.”


-o asr_output_file The pathname of the resulting ASR file. This file must be edited and then signed using 
xmlsign before it is used.


-t trial_id A number from 1 to 255 that uniquely identifies the trial anchor to be created. This 
command line input generates the PUBLISHER_TRIAL_ID element in the ASR and sets 
the value to trial_id. For more information about trial anchors, see Anchoring. 


Note • trial_id can be greater than 255 if an xml snippet is also specified with the -x 
option. Each trial pack grants 255 additional trials.


When you define a Trial ID using this input, the PUBLISHER_DEFINED_CRITERION value 
is automatically set to LOCAL_ONCE. You cannot set the 
PUBLISHER_DEFINED_DURATION value at the command line. This must be configured 
manually in the ASR. For more information about the meaning of these elements, see 
DataDictionary Element in Appendix A, “XML Schemas.” 


-x XML_Snippet_file The Trial Pack ID XML snippet file that contains the XML necessary to implement 
additional trials. For more information, see Using Trial Packs and Trial Pack ID XML 
Snippet in Chapter 4, “Implementing Trial Licenses and Trial Packs.” 
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Discussion


For information about ASRs, how and when they are used, read Chapter 1, “Overview of Trusted Storage–Based Licensing.”


Task To use the asrgen utility


1. Create a license template file that contains the feature definition lines required in the fulfillment record.


2. Create an encrypted Trusted Configuration file (or use the prepped Trusted Configuration file set up with your toolkit 
to create an initial trusted section). 


3. Use asrgen to create an unsigned ASR file.


4. Edit the entries in the ASR file as required.


5. Use xmlsign to sign the ASR file.


License Template
The license template file required as input to asrgen should have the following structure:


-d The switch required to omit the Trusted Configuration definition from the ASR. Use 
this option if you are using a prepped Trusted Configuration to create the initial 
section in trusted storage for loading licenses from the ASR. (You must still specify 
the Trusted Configuration output file using the -i switch.) For more information 
about prepped Trusted Configuration, see the section Deploying Trusted 
Configuration in Chapter 3, “Configuring Security for Trusted Storage.”


Note • This switch is applicable for ASRs that install license rights on a FlexEnabled 
client. For ASRs that install license rights on a license server, this switch is irrelevant 
because the -s switch, required for generating license-server ASRs, forces the omission 
of the Trusted Configuration definition in the ASR for security purposes.


-s The switch required if the ASR is being generated for use on a license server. When 
generated, the ASR includes the appropriate <IsServer>true</IsServer> 
designation and, for security purposes, omits the Trusted Configuration definition.


Important • The ASR being generated for use on a license server requires an existing 
trusted section. Therefore, you must also include the -i switch to specify the Trusted 
Configuration file from which asrgen retrieves information about this section. If the 
section does not exist when the ASR is processed, the activation utility either deploys a 
prepped Trusted Configuration to create an initial trusted section or fails the activation 
altogether. See Deploying Trusted Configuration in Chapter 3, “Configuring Security for 
Trusted Storage.”)


Table 12-1 • asrgen Utility Switches and Inputs


Input Description
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• SERVER line


• VENDOR line


• FEATURE and INCREMENT lines


The hostid in the SERVER line is used to add the signatures to the feature definition lines. You must choose a hostid that is 
not easy to spoof to ensure that feature definition lines cannot be used outside of a fulfillment record. A dongle identity is 
secure provided that it is not in use. For example, FLEXID=9-a6300155 is secure because Flexera will never release it for use. 
The hostid specified in the license template file is added by asrgen to the fulfillment record it creates as the value for the 
serverHostID entry.


A feature definition line contains the basic license information for a feature. It is similar to standard FEATURE and INCREMENT 
lines but has some limitations on its contents. For details, see Chapter 14, “Defining Feature Definition Lines for a 
Fulfillment Record.”


Trusted Configuration
A Trusted Configuration defines a section of trusted storage reserved for use by a specific publisher. This section, call a 
trusted section, is used to hold fulfillment records containing license rights for a FlexEnabled product. Each trusted section, 
identified by a Trusted ID, is secured with the following mechanisms:


• Anchors to the system, configured for each operating system 


• Binding used to lock the trusted section to the machine


The transaction keys, used to secure the contents of activation transactions, are also defined per Trusted ID. The security 
settings used for trusted storage and activation transactions define the security of the license. License security, however, is 
not synonymous with the product security, which depends also on how securely the licensing components are bound to 
the product.


A Trusted Configuration, used to create a trusted section, is generated from an XML document defined by the schema 
O_ConfigPhaseOne.xsd. (For a description of this schema and instructions on how to use the XML document created from 
it, see O_ConfigPhaseOne.xsd in Appendix A, “XML Schemas.”) Depending on your toolkit configuration, the encrypted 
configuration file is used to deploy a prepped or non-prepped Trusted Configuration. 


For either type of deployment, asrgen requires the Trusted Configuration file as input. 


Prepped vs Non-Prepped Trusted Configuration


If your toolkit is set up to deploy a prepped Trusted Configuration, the activation utility automatically creates an initial 
trusted section if necessary when invoked to process the ASR. Therefore, the ASR does not require that the Trusted 
Configuration be embedded within in it. (The -d switch omits the Trusted Configuration data in this case.) However, you 
still need to identify the encrypted Trusted Configuration file to asrgen so that it can obtain the necessary Trusted ID and 
Publisher ID to include in the ASR. 


If non-prepped Trusted Storage is being deployed, the asrgen utility extracts the Trusted Configuration from the file and 
inserts it in the ASR. When the ASR is processed, the embedded Trusted Configuration information is used to create the 
trusted section if it does not already exist. If the settings within the ASR differ from those in an existing trusted section, then 
the trusted section for that Trusted ID might be updated.


Note • For security reasons, ASRs generated for a license server require that specified trusted section already exist and that 
the Trusted Configuration not be embedded in the ASR. Therefore, license-server ASRs require that prepped Trusted 
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Configuration be enabled to create the initial trusted section if necessary. While still a best practice, use of prepped Trusted 
Configuration is optional for ASRs generated for FlexEnabled clients. 


For more information about the prepped Trusted Configuration, see the section Deploying Trusted Configuration in 
Chapter 3, “Configuring Security for Trusted Storage.”


Functions of asrgen
The asrgen utility does the following to create the ASR:


• Adds signatures to the feature definition lines using lmcrypt.


• Creates a fulfillment record.


The fulfillment record includes the signed feature definition lines and the hostid used to sign the feature definition 
lines. The fulfillment ID is generated and has the format FID-<random number>. The other entries for the fulfillment 
record are generated from a typical fulfillment record for a local license. These entries require editing to identify your 
product and the purpose of the ASR. For further details, see I_FulfillmentRecord.xsd in Appendix A, XML Schemas (and 
note specifically the references to fulfillmentType which must be set to correctly reflect how the ASR will be used).


• Adds the Trusted Configuration and the fulfillment record to a typical ASR.


• Prevents misuse of ASRs by marking them as intended for server-side activation only (thus preventing client-side ASRs 
from being used on the server and vice versa).


The ASR created by asrgen has the following settings:


• LOCAL_ONCE—Load ASR once only.


• PUBLISHER_DEFINED_DURATION—Expiry date is calculated from the current system date when the ASR is loaded.


Editing the ASR
The ASR generated by asrgen must be edited before it is signed and used. As a minimum, the following entries in the ASR 
should be edited:


• PUBLISHER_DEFINED_DURATION—Edit the <Value> element. Set it to 0 (zero) when a duration is not required. When 
a duration is required, set it to the duration in seconds. For example, to set a one-day license duration, enter the value 
is 86400 as shown in the following fragment from an ASR.


<Entry>


<Key>PUBLISHER_DEFINED_DURATION</Key>


<Value>86400</Value>


</Entry>


• ProductId—Insert your own product identity in the <Value> element. The following sample excerpt uses MyProduct-
34657 as the product name:


<Entry>


<Key>ProductId</Key>


<Value>MyProduct-34657</Value>


</Entry>


• EntitlementId—Insert your own Entitlement ID in the <Value> element. The following sample excerpt uses 
MyEntitilement-7849 as the Entitlement ID:
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<Entry>


<Key>EntitlementId</Key>


<Value>MyEntitlement-7849</Value>


</Entry>


If you have set the PUBLISHER_DEFINED_DURATION value element to zero, the duration is defined by the Expiry key in the 
fulfillment record. You might need to edit the <Value> element for this key, as shown in the following sample excerpt from 
the fulfillment record section:


<Entry>


<Key>expiry</Key>


<Value>12-Dec-2020</Value>


</Entry>


Example Files To Use with asrgen
Example files are included in the toolkit that enable you to use asrgen. See FlexNet Publisher’s Development Environment 
Guide for instructions.


Manual Response Generator
The toolkit contains a tool called the manual response generator that enables software publishers to test the activation 
process using XML request and response messages stored as files. For more information about this tool, see Activation 
From a Manual Response Generator in Chapter 10, “Building a Server Activation Utility for Single-Action Transactions.” 
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The Manual Response Generator

The manual response generator, responsegenUI.exe and responsegen.*, is a tool that can be used to test transactions. 
The toolkit for all platforms contains a command-line interface tool, responsegen.*. The Windows toolkits also contain a 
GUI version of this tool, responsegenUI.exe. For an overview of the activation process and the transactions involved, read 
Chapter 1, “Overview of Trusted Storage–Based Licensing.” The manual response generator should be used for testing 
only. It is not intended to be used in production environments. 


The instructions for using the manual response generator are structured in several sections:


• XML Documents Required—A description of the XML documents that are used by the manual response generator and 
links to instructions for generating these documents.


• Using the Manual Response Generator—A quick guide to how the Windows generator interface works.


• Activation Request—Detailed instructions with explanations of how to use the manual response generator GUI to 
respond to an activation request.


• Return Request—Detailed instructions with explanations of how to use the manual response generator GUI to respond 
to a return request.


• Repair Request—Detailed instructions with explanations of how to use the manual response generator GUI to respond 
to a repair request.


• Short-Code Request—Detailed instructions with explanations of how to use the manual response generator GUI to 
respond to a request that is in the form of a code rather than an XML document. 


• Command-Line Interface—Usage with examples for manual response generator command-line interface.


The manual response generator is installed as part of the FlexNet Publisher Licensing Toolkit installation. It can be 
installed (copied) and run on any other system: it does not have to be run from the installation directory. To install it on 
another system, copy the executable and the library it uses and create the required subdirectories for the XML documents. 
For details, see XML Documents Required.


Note that although single-action transactions are deprecated in favor of composite transaction, support for them is 
provided for backward compatibility.
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XML Documents Required
In addition to the request XML the manual response generator requires XML documents to perform the following functions:


• Create the response XML—create response files you must create based on schemas provided in the toolkit. 


• Generate signatures in the XML responses—key files you must generate. 


• Validate XML document structure—schema files provided in the FlexNet Publisher Licensing Toolkit.


• Create of response codes—ASR files you must generate.


These documents must be present in specific locations so that the GUI version of the manual response generator available 
on Windows can locate and use them—the default location is <platform_dir>/publisher/xml and subfolders. To view the 
XML documents that are available to the generator click the appropriate tab as follows:


• Create Response Files—Response Data


• Key Files—Key Data. Key files are required for composite transactions.


• Schema Files—Schema Data


• ASR Files—ASR Data


Response Files
The response files contain data required to generate a response to a request. There is a schema for each response file as 
follows:


• Composite Response—W7_CreateCompositeResponseParameter.xsd


• Single-Action Activation Response—W1_CreateActivationResponseParameter.xsd


• Single-Action Return Response—W2_CreateReturnResponseParameter.xsd


• Single-Action Repair Response—W3_CreateRepairResponseParameter.xsd


• Single-Action Config Response (Client)—W4C_CreateConfigResponseClientParameter.xsd


• Single-Action Config Response (Server)—W4S_CreateConfigResponseServerParameter.xsd


• Single-Action Failure Response—W5_CreateFailureResponseParameter.xsd


• Short-Code Response—W6_CreateResponseCodeParameter.xsd


All these schemas are available in the toolkit and are documented in Appendix A, “XML Schemas.” Schemas may exist in 
several versions as changes are made to them to update licensing functionality. For detailed information, see Identifying 
Schema Versions in the appendix. The Windows manual response generator displays the version of the schema that has 
been used to create a response file when the response files are placed in the correct version directories.


Sample response XML files are provided in the toolkit under <platform_dir>/publisher/xml/Version*.


You must create all the response files that you require using the information given in the relevant section of the appendix. It 
is recommended that you name the response files based on the information they contain. This makes it easier for the user 
of the manual response generator to select the correct response file.


For example, for product A, which can be licensed directly to a FlexEnabled client or via a license server, there could be the 
following activation response files: 
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• Product A permanent license client TID255


• Product A permanent licenses server TID50


Place the response files that you have created in the xml sub folder you have created for your Key Files and in the correct 
version sub directory, for example, “Version1”. A list of the response files in the xml folder is displayed on the generator’s 
Response Data tab. The response files are displayed grouped by type as follows:


• Composite Response


• Single-Action Activation Response


• Single-Action Return Response


• Single-Action Repair Response


• Single-Action Config Response (Client)


• Single-Action Config Response (Server)


• Single-Action Failure Response


• Single-Action Short-Code Response


Activation Response—fulfillmentType
Activation response files contain the fulfillment record that is added to trusted storage and provides the license rights. The 
fulfillment record can contain details of the type of transaction that was used to add it to trusted storage. This is indicated 
by the value of fulfillmentType. If the Manual Response Generator is being used to simulate a FlexNet Operations server, 
then the value of fulfillmentType should be set to six. For further details, see I_FulfillmentRecord.xsd in Appendix A, “XML 
Schemas.”


Key Files
The key files, required to generate signatures in some responses, must be created using the tcencrypt utility. For 
instructions, see Chapter 12, “Working with the Software Publisher Utilities,” specifically tcencrypt. Create a subfolder 
below the generator folder named xml and copy the key files you have generated to this folder.


The generator selects the key file(s) that match the trusted ID(s) in the response, so a key file is required for each Trusted 
Configuration that you want to use.


Responses that contain only Trusted Configurations do not require a key file.


It is recommended that you include the trusted ID in the name of the key file so that it is easier to identify when the 
appropriate key file is not available. A list of the key files in the xml folder is displayed on the generator’s Key Data tab in 
the Key files pane. The following shows the list of key files available in the toolkit. DemoKeyout.xml is the key file required 
when using the manual response generator for the usage cases demonstrated in the Getting Started with Trusted Storage-
Based Licensing.
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Figure 13-1: Manual Response Generator showing key files in toolkit


Note • To produce a key file that supports request and response short codes, a TransactionKeyInfo element must exist in 
the input document for tcencrypt set to Short_2. See O_ConfigPhaseOne.xsd in Appendix A, “XML Schemas,” for details.


Schema Files
The schema files, required for validation of XML document structure, are provided in the toolkit. After installing your 
manual response generator, create a subfolder, “schemas,” below the install folder. Copy all the schema files from the 
toolkit to the schemas folder you have created. Ensure that any subdirectories for schema versions are created and 
schemas are copied to the correct directories.


The top-level schemas are displayed on the generator’s Schema Data tab. Schemas that are referenced by the top-level 
schemas (included in other schemas) are not displayed in the Schema Files pane. However, they are required for validation 
to succeed. 


An error message similar to the following is output by the generator when validation fails because a schema file is missing:


Error code: -1072898035


Reason: The element ‘FulfillmentRecord’ is used but not declared in the DTD/Schema.


ASR Files
ASR files are required to use the Manual Response Generator for short-code transactions. 


A copy of the ASR file used on the client system that initiated a short-code transaction is required to process a request code 
and create a response code. Place the required ASR files in the xml sub folder you have created for your Key Files.


Note • Short-code aliases must be unique: if two ASRs with the same short-code alias are placed in the xml sub folder, only the 
first file that is read will be used.


For information about the format of ASR files, see B_ActivationSpecificationRecord.xsd in Appendix A, “XML Schemas.”
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Using the Manual Response Generator
The following is an outline of typical steps in generating an XML response using the Windows manual response generator, 
responsegenUI.exe. Read this section if you want to get a quick overview of how to use the manual response generator. 


You can also find more information about using the manual response generator in Getting Started with Trusted Storage-
Based Licensing. This document includes a demonstration of activation using example files provided within the toolkit.


Task To generate an XML responsing using the response generator


1. Run the manual response generator and click the Generate XML Response tab. 


Figure 13-2: Manual Response Generator


2. Click Load Request and navigate to the request XML to load it. Alternatively, copy the request from a file and click 
Paste Request to paste it into the Request XML from client panel.


3. Click Validate Request to validate the XML against the appropriate schema and check the hash value (ensures that 
the contents of the request have not been tampered with). 
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Note • Because of a historical error in schema version 5 and 6, a warning is displayed that the XML request version x 
schema validation was skipped. However, the request hash is verified.


4. Read the request XML and determine what response is required. Click Choose Response Data and click the Response 
Type required. A list of create response XML files matching the selected Response Type is displayed.


Figure 13-3: Manual Response Generator showing create response XML files


5. In Response instance, click the required response. Choose a response instance with a Version Number equal or less 
than that reported for the requestor in the request.


6. If further data must be added to the response, then additional text boxes are displayed at the bottom of the Select 
response dialog. Add any required additional data and click OK.


7. Click Validate XML to validate the create response XML document against the appropriate schema.


8. Click Generate Response. The response XML is displayed in the Response dialog.
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Figure 13-4: Response dialog showing response XML


9. Click Save to write the response to a file, or click Copy and then paste the response into a response document.


10. Click Cancel to return to the main dialog.


11. To generate a response from another request, click Clear All. The existing transaction data is deleted. Continue with 
generating the response from Step 2 onwards in this procedure.


12. To exit from the manual response generator, click either OK or Cancel.


Composite Request
This section gives detailed instructions for processing a composite request. 


Task To process a composite request


1. Run the manual response generator and click the Generate XML Response tab.


2. Click Load Request to read the request from a file. Alternatively, copy the composite request from the source 
document and click Paste Request to paste the request into the Request XML from client pane. 


A brief description of the request is displayed below the Request XML from client pane. 
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3. Click Validate Request to validate the composite request against X_CompositeRequest.xsd and check the hash 
value (this ensures that the contents of the request have not been tampered with).


Note • Because of a historical error in schema version 5 and 6, a warning is displayed that the XML request version x 
schema validation was skipped. However, the request hash is verified.


4. Read the request and determine which response is required.


5. Click Choose Response Data. 


Composite requests contain one or more request actions, each of which requires a corresponding response action. 
Identify the appropriate response parameter file. In the Response instance panel, a list of XML create response 
documents matching the selected Response Type is displayed.


6. In Response instance, click the required response.


7. Click OK.


8. Click Validate XML to validate the create response XML document against the appropriate schema.


9. Click Generate Response.


10. The response XML is displayed in the Response dialog. Click Save to write the response to a file, or click Copy and 
then paste the response into a response document.


Activation Request
This section gives detailed instructions for processing an activation request. 


Task To process an activation request


1. Run the manual response generator and click the Generate XML Response tab.


2. Click Load Request to read the request from a file. Alternatively, copy the composite request from the source 
document and click Paste Request to paste the request into the Request XML from client pane. 


A brief description of the request is displayed below the Request XML from client pane.


3. Click Validate Request to validate the activation request against C_ActivationRequest.xsd and check the hash 
value (ensures that the contents of the request have not been tampered with).


4. Read the activation request and determine the response that is required.


• If the validation of the activation request failed, respond with a Failure Response and include an appropriate 
error code.


• Determine from the EntitlementData within the activation request which response file is required.


• Determine whether the required trusted sections are available on the requesting system. 


• The Requestor entry indicates the highest version of the response that the requesting module can process. The 
response selected must have a version equal to or less than the version reported for the requestor. If a response is 
sent that is a later version, it will be rejected.
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• Optionally, additional information may be included in the VendorDictionary element. This data is added by the 
application activation utility using flxActAppActivationVendorDataSet. 


5. Click Choose Response Data and click the Response Type required.


• Activation Response—lists the names of all the activation response files.


• Config Response (Client or Server)—Lists the names of all the configuration response files. If the activation 
request is from a client, then only client configuration responses are listed. If the activation request is from a 
server, then only server configuration responses are listed.


• Failure Response—lists the names of all the failure response files.


Note • If the response files have informative names, you can combine step 5 with step 6. Click Choose Response and 
then move the Select Response window so that you can view the Request XML in the main generator window. Then you 
can determine what response is required by using the Select Response window to display all the available response files.


A list of XML create response documents matching the selected Response Type is displayed.


6. In Response instance, click the required response.


7. If further data must be added to the response, then additional text boxes are displayed at the bottom of the Select 
response dialog.


• Activation Response—edit the Fulfillment ID. Fulfillment identities should be unique in your system to enable 
tracking of activation transactions.


• Failure Response—edit the Error Code and Error Reason as required. The values displayed are the values in the 
selected response file. The edited values are written into the response.


Add any required additional data and click OK.


8. Click Validate XML to validate the create response XML document against the appropriate schema.


9. Click Generate Response.


10. The response XML is displayed in the Response dialog. Click Save to write the response to a file, or click Copy and 
then paste the response into a response document.


EntitlementData
This section of the activation request contains information that enables you to identify the customer’s license entitlement 
(EntitlementId). This information enables you to select the required response file.


For an automated transaction in an operations server, your system may perform a validation of the license entitlement 
data (entitlement serial number). When you are using the manual response generator, any validation of the entitlement 
data must be manually initiated and a suitable response selected.
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Trusted Sections on Requesting System
Details of the trusted sections available in trusted storage on the requesting system are included in the activation request. 
Each trusted section can have different binding and anchoring configured. This can be used to vary the binding and 
anchoring depending on the product and the license model in use. It is usual to specify a higher level of binding for license 
servers. When the trusted section required for the response is not already available on the requesting system, a Config 
Response must be sent.


The following information is available in the activation request in the ConfigData section:


• Whether the requesting system is a client or a server (IsServer true/false). The manual response generator 
automatically displays only client configuration responses, if the request is from a client, and server configuration 
responses, if the request is from a server.


• A list of existing trusted sections, each identified by a trusted ID. The following information is given for each trusted 
section under TrustedHostInformation:


• TrustedId


• Revision


• MachineIdentifier


• Status


A configuration response is required if the trusted section required for the activation, specified in the activation response, 
differs in any way from the trusted sections available on the requesting system. Thus, a configuration response may be 
required for any of the following reasons:


• The trusted ID does not exist on the requesting system. The trusted section must be created before a fulfillment record 
can be written to it.


• The revision number of the trusted ID on the requesting system does not match the revision number in the activation 
response file. The binding and/ or anchoring configuration for this trusted section requires updating.


Return Request
This section gives detailed instructions for processing a return request.


Task To process a return request 


1. Run the manual response generator and click the Generate XML Response tab.


Click Load Request to read the request from a file. Alternatively, copy the composite request from the source 
document and click Paste Request to paste the request into the Request XML from client pane. 


A brief description of the request is displayed below the Request XML from client pane.


2. Click Validate Request to validate the return request against E_ReturnRequest.xsd and check the hash value 
(ensures that the contents of the request have not been tampered with).


3. Read the return request and determine what response is required.

176 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Chapter 13 The Manual Response Generator
Repair Request

a. If the validation of the return request failed, respond with a Failure Response and include an appropriate error 
code.


b. Determine which response file is required.


c. The Requestor entry indicates the highest version of the response that the requesting module can process. The 
response selected must have a version equal to or less than the version reported for the requestor. If a response is 
sent that is a later version, it will be rejected.


Note • You can reply to a return request with a configuration response but this would be unusual.


4. Click Choose Response and click the Response Type required.


• Return Response—lists the names of all the return response files.


• Config Response (Client or Server)—lists the names of all the configuration response files. If the return request 
is from a client, then only client configuration responses are listed. If the return request is from a server, then only 
server configuration responses are listed.


• Failure Response—lists the names of all the failure response files.


A list of XML create response documents matching the selected Response Type is displayed.


5. In Response instance, click the required response.


6. If further data must be added to the response, then additional text boxes are displayed at the bottom of the Select 
response dialog.


• Failure Response—edit the Error Code and Error Reason as required. The values displayed are the values in the 
selected response file. The edited values are written into the response.


Add any required additional data and click OK.


7. Click Validate XML to validate the create response XML document against the appropriate schema.


8. Click Generate Response.


9. The response XML is displayed in the Response dialog. Click Save to write the response to a file, or click Copy and 
then paste the response into a response document.


Repair Request
This section gives instructions for processing a repair request. 


Task To process a repair request


1. Run the manual response generator and click the Generate XML Response tab.


2. Click Load Request to read the request from a file. Alternatively, copy the composite request from the source 
document and click Paste Request to paste the request into the Request XML from client pane. 


A brief description of the request is displayed below the Request XML from client pane.
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3. Click Validate Request to validate the repair request against G_RepairRequest.xsd and check the hash value 
(ensures that the contents of the request have not been tampered with).


4. Read the repair request and determine what response is required.


a. If the validation of the repair request failed, you should respond with a Failure Response and include an 
appropriate error code.


b. Determine from the data within the repair request whether the repair should be allowed. See Analyzing a Repair 
Request for an outline of the information available in the repair request.


c. Establish rules for issuing repairs based on an assessment of whether the break in trusted storage is likely to be 
due to an attempt to circumvent the system. 


d. The Requestor entry indicates the highest version of the response that the requesting module can process. The 
response selected must have a version equal to or less than the version reported for the requestor. If a response is 
sent that is a later version, it will be rejected.


5. Click Choose Response and click the Response Type required.


• Repair Response—lists the names of all the repair response files.


• Config Response (Client or Server)—lists the names of all the configuration response files. If the repair request 
is from a client, then only client configuration responses are listed. If the repair request is from a server, then only 
server configuration responses are listed.


• Failure Response—lists the names of all the failure response files.


Note • If the response files have informative names, you can combine Step 5 with Step 6. Click Choose Response and 
then move the Select Response window so that you can view the Request XML in the main generator window. Then you 
can determine what response is required by using the Select Response window to display all the available response files.


A list of XML create response documents matching the selected Response Type is displayed.


6. In Response instance, click the required response.


7. If further data must be added to the response, then additional text boxes are displayed at the bottom of the Select 
response dialog.


• Failure Response—edit the Error Code and Error Reason as required. The values displayed are the values in the 
selected response file. The edited values are written into the response.


Add any required additional data and click OK.


8. Click Validate XML to validate the create response XML document against the appropriate schema.


9. Click Generate Response.


10. The response XML is displayed in the Response dialog. Click Save to write the response to a file, or click Copy and 
then paste the response into a response document.


Analyzing a Repair Request
The security of fulfillment records within trusted storage is ensured in three ways:


• Anchors—Record the deletion and restoration of a trusted storage logical file.
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• Binding—Locks a trusted section to the system on which it is located.


• Time stamp—Records when the fulfillment record was last accessed.


Fulfillment records can be trusted or untrusted based on whether the security of the trusted section where they are located 
is intact. An untrusted fulfillment record cannot be used and must be repaired. 


Within the detailed request XML the following elements may be useful in deciding whether to allow a repair:


• <TrustFlags>—The status of the trust flags. The trust flags are identified as the elements <Anchoring>, <Binding> and 
<Time>. A value of 0 (zero) indicates untrusted. Potentially more than one trust flag can be untrusted.


• <BreakInfo>—Detailed information on why the repair is needed when this is an anchor or a binding break. 


• <Anchoring>—Anchors that are broken, either due to the anchor having changed or being not available. See 
O_ConfigPhaseOne.xsd in Appendix A, “XML Schemas,” for details of anchors.


• <Binding>—Binding identities that caused the break. See O_ConfigPhaseOne.xsd in Appendix A, “XML Schemas,” 
for details of binding identities.


• <TSSN>—The Trusted Storage Serial Number. This is a generated value that is unique for a given trusted-storage file. 
This value is the same for all repair requests from a specific system provided that trusted storage has not been 
recreated. If trusted storage is deleted and recreated, a new TSSN is generated. The <OriginalMachineIdentifier> 
element does not identify a specific machine because it is based on the binding for a specific trusted section (each 
trusted section has a different machine identifier). Also when a binding break occurs, the machine identifier is 
recalculated; the current value is given in the repair request as the <MachineIdentifier> element within 
<TrustedHostInformation>.


When you paste the request XML, a brief description of the request is given below the request XML.This indicates whether 
the repair request is from a FlexEnabled client (Requestor: client) or from a license server (Requestor: Server). This 
enables you to implement different repair rules for requests from license servers where repairing a single fulfillment record 
potentially allows many copies of a FlexEnabled application to be licensed.


Short-Code Request
Manual and programmatic activation transactions use messages formatted as XML. These messages can be transmitted 
using either integrated communication (without end user intervention) or as an XML file (this may require end user 
intervention). When integrated communication is not an option (for example, the end user does not want to use it) or if the 
XML files are too large, the FlexNet Publisher Licensing Toolkit includes the option to perform activation transactions using 
request and response codes.


These transactions are referred to as short-code transactions because they use coded requests and responses. These 
requests and responses can be referred to as short-code requests and short-code responses. Typically this type of 
transaction is used for telephone transactions either with a customer service representative or using automated touch 
tone telephony.


Note • Processing of short-code requests requires that ASR files are available to the manual response generator. For details, 
see Response Files.
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Task To use the manual response generator to determine the short-code transaction request type


1. Run the manual response generator and click the Generate Short Code Response tab.


2. Copy the request code from the source document.


3. Click Paste Request to paste the request into the Request Code from client pane.


4. Click Validate Request to validate the request code. If the code is invalid, then the code cannot be used to generate a 
response. If the code is valid, the short-code alias in the request code is displayed. 


This identifies the ASR that is in use for this transaction. The ASR Data tab lists the aliases and ASRs that are available.


When the ASR is not available in the xml sub folder, the following error message is displayed: Unsupported short-
code alias. You must obtain the correct ASR and place a copy in the xml sub folder to enable you to analyze the 
request code.


5. Click Analyze Request. The following information is displayed:


• Request Type—defines the type of transaction request. Possible values are ACTIVATION, RETURN, or REPAIR.


• Request Items—lists the request items in the request code. The request items and their format is defined by the 
overrides in the ASR used for this type of transaction.


A typical display is as shown: 


Figure 13-5: Manual Response Generator dialog


This example displays an activation request. It shows that the request is from a non-server machine in a physical 
environment and includes UMN1, UMN2 and the request sequence number.. The request items are configured in the ASR. 
for a description of request items, see ShortCodeData Element in Appendix A, “XML Schemas.”


Use the information in the display to determine what response to send as described in one of the following sections:
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• Generate a Short-Code Activation Response


• Generate a Short-Code Return Response


• Generate a Short-Code Repair Response


Generate a Short-Code Activation Response
This section continues the instructions for generating a response to a short-code request when the request was for an 
activation. See Step 1 through Step 5 in Short-Code Request for the start of this process. The following steps continue that 
numbering.


1. Use the information in the Request Items and any additional information from the end user to determine the 
response required.


The response to a short-code activation request can either be a short-code activation response or a short-code error 
response. When an activation response is sent, the fulfillment record in the ASR on the FlexEnabled client is written to 
trusted storage. When an error response is sent, the fulfillment record in the ASR on the FlexEnabled client is not 
written to trusted storage.


2. Click Choose Response Data. A list of XML create response documents for short-code transactions is displayed.


3. In Response instance, click the required response. Select either an activation response or an error response. For 
activations from one of the ShortCode2016*.asr ASRs choose W6_CreateResponseCodeParameterActivation2016.xml 


4. Optionally click Validate XML to validate the create response XML document against the appropriate schema.


5. Click Generate Response, and the response code is displayed in the Response dialog. 


6. Click Save to write the response to a file, or click Copy and then paste the response into a response document.


Generate a Short-Code Return Response
This section continues the instructions for generating a response to a short-code request when the request was for a 
return. See Step 1 through Step 5 in Short-Code Request for the start of this process. The following steps continue that 
numbering.


1. Use the information in the Request Items and any additional information from the end user to determine the 
response required.


The response to a short-code return request can either be a short-code return response or a short-code error 
response. When a return response is sent, the fulfillment record on the FlexEnabled client is deleted from trusted 
storage. When an error response is sent, the fulfillment record on the FlexEnabled client remains in trusted storage.


2. Click Choose Response Data. A list of XML create response documents for short-code transactions is displayed.


3. In Response instance, click the required response. Select either a return response or an error response.


4. Optionally click Validate XML to validate the create response XML document against the appropriate schema.


5. Click Generate Response. The response code is displayed in the Response dialog. 


6. Click Save to write the response to a file, or click Copy and then paste the response into a response document.
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Generate a Short-Code Repair Response
This section continues the instructions for generating a response to a short-code request when the request was for a repair. 
See Step 1 through Step 5 in Short-Code Request for the start of this process. The following steps continue that numbering.


1. Use the information in the Request Items and any additional information from the end user to determine the 
response required.


2. Determine from the data within the repair request whether the repair should be allowed. The data included in the 
repair request are configured within the ASR for this short-code alias; therefore, no specific guidance can be given on 
how to interpret it. For a description of ASRs, see B_ActivationSpecificationRecord.xsd in Appendix A, “XML Schemas.” 
However, some general information that may be relevant to the information in your repair request is given in 
Analyzing a Repair Request.


You should establish rules for issuing repairs based on an assessment of whether the break in trusted storage is likely 
to be due to an attempt to circumvent the system. 


3. Click Choose Response Data. A list of XML create response documents for short-code transactions is displayed


4. In Response instance, click the required response. Select either a repair response or an error response.


5. Optionally click Validate XML to validate the create response XML document against the appropriate schema.


6. Click Generate Response. The response code is displayed in the Response dialog.


7. Click Save to write the response to a file, or click Copy and then paste the response into a response document.


Command-Line Interface
This section describes the use of the manual response generator command-line interface. You should read the XML 
Documents Required section of this chapter before reading about the command-line interface. It describes the documents 
that are required to use the command-line interface.


The following sections contain information that may be required when using the command-line interface:


• EntitlementData—Activation requests


• Trusted Sections on Requesting System—Activation requests


• Analyzing a Repair Request—Repair requests


The command-line interface is provided by responsegen.*. This executable requires that the appropriate library file is 
available in the same directory. For example, on Windows, the files responsegen.exe and responsegen.dll are required.


Note • Schema and response versions—ensure that a response based on the correct schema version is selected. The response 
will be rejected if it has a higher version than that supported by the requester. See Identifying Schema Versions in Appendix A, 
“XML Schemas,” for more details.


responsegen Syntax
The command-line syntax for responsegen is:
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responsegen -i infile -o outfile -k keyfile 


[-a activation_response_file]


[-r return_response_file]


[-p repair_response_file]


[-c config_response_file]


[-x][-f failure_response_file]


[-t shortcode_response_file] [-s asrfile]


[-z] [-h] 


where:


Table 13-1 • Command-line Syntax for responsegen


Command-line Syntax Description


-i infile Transactions involve a request and a response. Use this option to specify an 
input file containing the request.


-o outfile Transactions involve a request and a response. Use this option to specify an 
output file for the response to be written to. 


If -o is not specified, standard output is used. 


-k keyfile This option specifies the key file. (See Key Files.) It is not required when 
responsegen is generating a Config or a failure response, but if included will be 
ignored. 


Option can be repeated for each key file needed.


-a activation_response_file Specifies an activation response and the appropriate activation response file. 
(See Response Files.)


-m composite_activation_


response file


Specifies a composite activation response and the appropriate activation 
response file. (See Response Files.)


-r return_response_file Specifies a return response and the appropriate return response file. (See 
Response Files.)


-p repair_response_file Specifies a repair response and the appropriate repair response file. (See 
Response Files.)


-c config_response_file Specifies a configuration response and the appropriate Config response file. (See 
Response Files.)


-x This option forces a failure response to be returned regardless of the type of 
request and its validity. If this option is specified, -f must also be specified to 
give the required failure response file. This switch cannot be used with short 
codes: see -t for details.


-f failure_response_file Specifies a failure response and the appropriate failure response file when using 
XML request and responses. (See Response Files.) This switch cannot be used 
with the -t switch.
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Note • Not all combinations of options are available or provide useful output. To ensure correct output, use only one option 
that specifies a response file. See Automated Use of responsegen for information on combining options that specify a response 
file in a single command.


responsegen Errors
The following table lists error messages output to screen by responsegen.


-t shortcode_response_file This option specifies the response file for short-code requests. -x and -f 
switches cannot be used with short codes: create an error response file for failed 
short-code transactions.


-s asrfile Use this option to specify the .asr file corresponding to the short-code request 
being processed. (See Response Files.) This option is required when a short-code 
request is being processed. (See Short-Code Request.)


-z Suppress on screen error messages: use for streamed output.


-h Displays usage information.


-m composite_response_file Use this option to specify a response file from a composite transaction.


Table 13-2 • responsegen Error Messages


Error Text Description


Key file not specified This command requires that a key file is specified using the -k option


Can't read key file Unable to open key file.


Can't find TID in key file Invalid or corrupt key file or the keyfile option specifies the wrong 
file.


Failure response file not specified Invalid command: included -f without a failure response file.


Can't read failure response file Invalid failure response file.


Generate response error Failed to generate response.


Configuration response file not specified Configuration option, -c, and configuration response file required in 
the command.


Can't read configuration response file Unable to open configuration response file.


Table 13-1 • Command-line Syntax for responsegen


Command-line Syntax Description
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Operator Using responsegen
When an operator is using responsegen, the recommendation is to include only one response switch and response file. The 
operator:


1. Examines the request file


2. Determines the type of request


Activation response file not specified Activation option, -a, and activation response file required in the 
command.


Can't read activation response file Unable to open activation response file.


keyfile id does not match activation response 
XML tid


Unable to generate an activation response because the trusted ID 
specified in the key file does not match the trusted ID specified in the 
activation response file.


Return response file not specified Return option, -r, and return response file required in the command.


Can't read return response file Unable to open return response file.


Repair response file not specified Repair option, -p, and repair response file required in the command.


Can't read repair response file Unable to open repair response file.


Empty request code No data in input file when processing short-code request.


Shortcode ASR file not specified ASR option, -s, and ASR file required in the command.


Unable to read shortcode ASR file Unable to open ASR file specified with -s option.


Empty ASR data No data in ASR file specified with -s option.


Shortcode response file not specified Short-code option, -t, and short-code response file required.


Unable to read shortcode response file Unable to open short -code response file specified with -t option.


Empty response data No data in short-code response file specified with -t option.


TID does not match keyfile Unable to generate a response because the trusted ID specified in the 
key file does not match the trusted ID specified in the return or 
response file.


Invalid command-line syntax See previous section for details of command-line syntax.


Unknown command-line option See previous section for details of command-line syntax.


Table 13-2 • responsegen Error Messages


Error Text Description
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3. Selects the appropriate response file


4. Creates a responsegen command that specifies one response file. 


For example when processing an activation request that requires a config response the following could be input:


responsegen -i request.xml -o config_response.xml \


-c CreateConfigResponseServerParameter.xml 


Where request.xml is a file containing the activation request, CreateConfigResponseServerParameter.xml is the config 
response file. This generates a config response in config_response.xml that is processed by the requesting activation 
utility. Then, a further activation request is sent by the activation utility. An activation response is required to this request, 
for example:


responsegen -i request.xml -o act_response.xml -k KeyFile.xml\


-a CreateActivationResponseParameter.xml 


Where request.xml is a file containing the activation request, CreateActivationResponseParameter.xml is the activation 
response file, and KeyFile.xml is the matching key file for the trusted ID specified in the config response. This generates an 
activation response in act_response.xml that is processed by the requesting activation utility. 


Automated Use of responsegen
You may want to automate the use of responsegen. responsegen contains some logic so that an “appropriate” response 
can be generated. The following sections describe some ways in which responsegen can be used in an automated 
environment. When using responsegen for streamed output use the -z option.


Config Response
There is limited support for the automatic sending of a config response. The following options can be combined in one 
command:


responsegen -i infile -o outfile -k keyfile 


-a activation_response_file


-r return_response_file


-p repair_response_file


-c config_response_file


This will result in a configuration file being generated only if there is no trusted storage on the requesting system and thus 
the activation request contains no trusted Ids.


Automated Selection of Response Type
For XML requests, responsegen will match the response file to the request type. So the following command creates a 
matching response:


responsegen -i infile -o outfile -k keyfile 


-a activation_response_file


-r return_response_file


-p repair_response_file


This generates: 


• An activation response file using the activation_response_file if the infile contains an activation request
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• A return response file using the return_response_file if the infile contains a return request


• A repair response file using the repair_response_file if the infile contains a repair request


Automated Failure Response
There is limited support for the automatic sending of a failure response. The -f option can be used in a command that 
includes any combination of the following options:


-a activation_response_file


-r return_response_file


-p repair_response_file


This generates a failure response file when responsegen was unable to process the request file.


Demonstration Using responsegen
The scenarios described in this section include both server-side and client-side operations. In these examples, you use the 
same system for both types of operations. However, an enterprise environment typically has one, or more, dedicated 
license servers distinct from FlexEnabled clients. These examples use the example application activation utility, 
appcomptranutil.*, and example response files used in the Getting Started with Trusted Storage-Based Licensing. More 
demonstrations are provided in the Getting Started with Trusted Storage-Based Licensing.


The examples are based on Windows platforms, but can equally be run on UNIX platforms.


Short-Code Activation
The following example demonstrates using the manual response generator for a short-code activation transaction.


Task To perform a short-code activation


1. From the <platform_dir> directory, type in the following to generate an activation request.


appcomptranutil.exe -sc publisher\xml\ShortCode2016Medium.asr -activate -brief > in.txt


The activation request is saved in file in.txt.


2. (Optional) Enter the following to view the activation request code:


Syntax Description


appcomptranutil The application activation utility is invoked.


-sc 


publisher\xml\ShortCode2016Medium.asr


Specifies a short-code transaction and the appropriate .asr file 
from the <platform_dir>\publisher\xml directory. Medium 
indicates medium security.


-activate Generates an activation request.


-brief Suppresses messages so that only the code is written.


in.txt The file name to receive the activation short code.
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type in.txt 


The request code looks similar to the  following:


781159-132828-438324-950634-979876-106445-376657-398715


3. From the <platform_dir>\publisher directory, use responsegen to generate a short-code response.


responsegen -i ..\in.txt -o ..\out.txt -s xml\ShortCode2016Medium.asr -t 


xml\Version1\W6_CreateResponseCodeParameterActivation2016.xml -k xml\TrustedId55Keyfile.xml


4. From the <platform_dir> directory, process the return response.


appcomptranutil -shortcoderesponse out.txt


You should see a response similar to the following:


Processing response: 455976-326180-807501-999982-850286-428479-264703-943367-434780-429547-131530-


463747-395138-206711


Short code ACTIVATION response processed, fulfillment created


      Entitlement Id: ENTL-EZCALC-SC2016-1


      Fulfillment Id: FID-EZCALC-SC2016-1


          Product Id: NAME=EZCALC-A;VERSION=1.0


          Expiration: 2-feb-2018


Syntax Description


responsegen responsegen is invoked.


-i ..\in.txt Reads the request text file, in.txt, from the dist 
directory.


-o ..\out.txt Specifies an output text file, out.txt, to be placed in 
the dist directory.


-s xml\ShortCode2016Medium.asr Specifies a short-code transaction and the 
appropriate ASR file from the 
<platform_dir>\publisher\xml directory. Medium 
indicates medium security.


-t xml\Version1\


W6_CreateResponseCodeParameterActivation2016.xml


Specifies a short-code response file for activations.


-k xml\Trusted55Keyfile.xml Specifies the key file for medium strength short 
codes from the <platform_dir>\publisher\xml 
directory. 


Syntax Description


appcomptranutil The short-code response is processed by the application activation utility 
from the <platform_dir> directory.


-shortcoderesponse out.txt Processes the response file, <platform_dir>\out.txt. 
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Short-Code Return Request
The following example demonstrates returning an activated license from client-side trusted storage back to the server-side 
trusted storage using the manual response generator’s command-line interface.


Task To return an activated license to trusted storage


1. From the <platform_dir> directory, generate a return request.


appcomptranutil.exe -sc publisher\xml\ShortCode2016Medium.asr -return <fulfillmentId> -brief > 


in.txt


The return is written to in.txt.


2. From the <platform_dir>\publisher directory, run responsegen to generate a return response.


responsegen -i ..\in.txt -o ..\out.txt -s xml\ShortCode2016Medium.asr -t 


xml\Version1\W6_CreateResponseCodeParameterReturn.xml -k xml\TrustedId55Keyfile.xml


Syntax Description


appcomptranutil The application activation utility is invoked.


-sc publisher\xml\ShortCode2016Medium.asr Specifies a short-code transaction and the appropriate .asr 
file from the <platform_dir>\publisher\xml directory. 
Medium indicates medium security.


-return <fulfillmentId> Specifies a return with the fulfillment ID as an argument. Use 
the fulfillment ID from the previous exercise, Short-Code 
Activation, FID-EZCALC-SC2016-1.


-brief Suppresses messages so that only the code is written to 
in.txt.


in.txt Specifies that the request be written to 
<platform_dir>\in.txt.


Syntax Description


responsegen responsegen is invoked.


-i ..\in.txt Reads the request XML file, in.txt, from the 
<platform_dir> directory.


-o ..\out.txt Specifies an output XML file, out.txt, to be placed in the 
<platform_dir> directory.


-s xml\ShortCode2016Medium.asr Specifies a short-code transaction and the appropriate ASR 
file from the <platform_dir>\publisher\xml directory. 
Medium indicates medium security.


-t xml\Version1\


W6_CreateResponseCodeParameterReturn.xml


Specifies a short-code response file for returns.
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3. From the <platform_dir> directory, process the return response.


appcomptranutil -scr out.txt


You should see output similar to the following:


Processing response: 181640-161655-923282-715141-232098-710924-582768-195004-979048-615233-127940-


976969-335092-174716


Short code RETURN response processed, fulfillment returned


      Entitlement Id: ENTL-EZCALC-SC2016-1


      Fulfillment Id: FID-EZCALC-SC2016-1


          Product Id: NAME=EZCALC-A;VERSION=1.0


          Expiration: 2-feb-2018


Using responsegen API
The following example demonstrates the use of the responsegen API to validate an XML request and generate a response.


Task To use the responsegen API


1. The tool can be rebuilt using makefile.act responsegenapi. The responsegenapi.exe will be created in the publisher 
sub-directory.


2. The responsegenapi sample application demonstrates the use of the responsegen API to validate an XML request and 
generate a response. For details see the source file in the kit folder 
examples\activation\responsegen\ResponseGenApi.c 


3. To use the response generation API sample application


Usage: responsegenapi <requestXmlFile> [<responseParameterFile> <keyFile>...]


The request is verified.


If a <responseParameterFile> is specified, a response is generated and printed.


For composite requests the parameters must conform to the W7 XML schema.


For single action requests the parameters must conform to W1 (activation)


W2 (return) W3 (repair) W4S/C (config server/non-server) W6 (failure)


(see kit publisher/XML/Schemas folders)


For the out-of-the-box kit the keyFile is publisher/xml/DemoKeyout.xml


4. To validate a request


<Platform>\publisher>responsegen>responsegenapi request.xml


-k xml\TrustedId55Keyfile.xml Specifies an appropriate key file from the 
<platform_dir>\publisher\xml directory.


Syntax Description


appcomptranutil The return response is processed by the application activation utility. 


-scr out.txt Processes the response file, out.txt.


Syntax Description
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Request is valid.


5. To generate a response


<Platform>\publisher>responsegen>responsegenapi request.xml 


xml\Version6\W7_AppEx1SingleStepActivate.xml xml\DemoKeyout.xml


Limitations


Support for short code and multiple key files (needed for composite transactions that target more than one trusted 
section) is currently not supported.
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14


Defining Feature Definition Lines for a


Fulfillment Record

This chapter is a reference for feature definition line syntax. A feature definition line contains the basic license rights 
information for a specific feature. It is part of a fulfillment record placed in trusted storage during activation. 


Feature definition lines are placed in the value element for the features key element in a fulfillment record.


Additional information held in the fulfillment record overrides the expiration and count field in the feature definition lines. 
These lines have a similar syntax to the license file lines. 


Important • The information in this section assumes that you have a thorough understanding of license files, license-file 
syntax, and feature lines as described in the document titled Programming Reference for License File–Based Licensing. If you 
do not have this knowledge, read the information in that document before continuing. You might also need to generate cross-
version license signatures with certain feature definition lines. This capability is described in detail in the document 
Programming Reference for License File–Based Licensing (see the section titled Cross-Version License Files).
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Feature Definition Line Syntax
FEATURE|INCREMENT feature vendor feat_version date count OVERDRAFT=1 \


[vendor_keywords] SIGN=sign


Where:


Table 14-1 • Feature Definition Line Syntax


Syntax Description


FEATURE |


INCREMENT


Required. 


• For license rights specified with a single feature line, use FEATURE. Only the first 
FEATURE line for a given feature is processed by the vendor daemon. 


• When multiple feature lines are needed to specify the license rights, as is the case when 
defining license pools, use INCREMENT for adding to existing license rights.


• An INCREMENT line can be used in place of a FEATURE line, as well as to incrementally 
add licenses to a prior FEATURE or INCREMENT line in the fulfillment record. 


See License Pools for further information.


feature Required. The name given to the feature. Feature names may contain 30 characters or less. 
The supported set of characters for feature names are: lowercase alphabet (a-z), uppercase 
alphabet (A-Z), digits (0-9), and underscore (_).


Letters in the feature name are case insensitive by default. If case sensitivity is desired, set the 
LM_A_LICENSE_CASE_SENSITIVE attribute in the FlexEnabled application. See the 
Programming Reference for License File–Based Licensing for further details.


vendor Required. The vendor daemon that authenticates the feature line. This is your vendor name 
as registered with Flexera and is that used when configuring your publisher-specific toolkit. 
For concurrent licenses, specifies the vendor daemon that serves the feature.


feat_version Required. The latest (highest-numbered) version of this feature that is supported in this 
fulfillment record. The version is specified with the format x.y, as a floating point number 
with a ten-character maximum. 


date Required. The date of the feature line. Unlike feature lines in license files, this date has no 
effect on feature expiration. The expiration date is specified by the expiry key element in the 
fulfillment record and overrides date. Thus all feature definition lines within a fulfillment 
record have the same expiry date. The expiration date of the feature in the format: dd-mmm-
yyyy, for example, 31-dec-2020. 


count Required. The number of licenses for this feature specified as an integer > 0. 


For licenses on license servers: this value is used as a multiplier with the availConc and 
availHyb key element counts in the fulfillment record. For more information on feature 
counts, see Chapter 2, “Transactions to a License Server,” and Appendix A, “XML Schemas.”


For license rights on FlexEnabled clients: even though required, this count is ignored. All such 
licenses are considered uncounted.
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Comment Lines
It is a convention that comment lines begin with the character, “#.” However, all lines not beginning with a license file 
keyword are ignored and are considered comment lines.


Line Continuation
Long lines are broken up by line the continuation character, “\.” 


Overdraft Conditions
You can determine if a feature is in an overdraft condition by calling lc_get_attr(job, LM_A_VD_FEATURE_INFO,...) from 
your FlexEnabled application. The returned structure has three members of interest related to overdraft: tot_lic_in_use, 
num_lic, and overdraft. An overdraft state is defined as tot_lic_in_use > (num_lic – overdraft). Now, if 
tot_lic_in_use=num_lic, no more licenses re available; both the normal allotment and the overdraft allotment have been 
consumed.


OVERDRAFT=n Required. A number of additional licenses that your end user is allowed to use, specified as an 
integer > 0, in addition to the licenses they have purchased. This is useful if you want to allow 
your end users to not be denied service when in a temporary overdraft state. Usage above the 
licensed limit will be reported by the FlexNet Manager reporting tool.


This value is used as a multiplier with the availConcOD and availHybOD overdraft key element 
counts in the fulfillment record. This keyword must be defined but is only used in the context 
of license rights held in the license server’s trusted storage. To disallow overdrafts, set 
availConcOD and availHybOD to 0.


For more information on overdraft counts and conditions, see Overdraft Conditions and the 
section FulfillmentDictionary Data in Server-side Trusted Storage (in Appendix A, XML 
Schemas).


vendor_keywords Optional. See Vendor Keywords for a complete listing.


SIGN= Required. It is the signature for this FEATURE line and is produced by the lmcrypt utility, by a 
publisher-defined utility that calls lc_crypstr, or by the asrgen utility. When using lmcrypt, 
put SIGN=0 at the end of each FEATURE line, and lmcrypt will replace the 0 with the correct 
signature. 


See Programming Reference for License File–Based Licensing for complete information about 
feature line signatures, the lmcrypt utility, and lc_crypstr. For information about the asrgen 
utility, see asrgen in Appendix A, “XML Schemas.”


Table 14-1 • Feature Definition Line Syntax


Syntax Description
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License Pools
INCREMENT lines form license groups, called license pools, based on the following fields:


• feature name


• version 


• DUP_GROUP


• FLOAT_OK


• HOST_BASED


• PLATFORMS


• USER_BASED


• VENDOR_STRING (if configured by the publisher as a pooling component)


Note • Licenses can also be pooled by entitlement ID. This is described in Pooling by Entitlement ID. 


If two lines differ by any of these fields, a new license pool is created in the vendor daemon, and this group is counted 
independently from other license pools with the same feature name. Pooling candidates for a given feature are collected 
from features in trusted storage and license files combined. A FEATURE line does not give an additional number of licenses, 
whereas an INCREMENT line always gives an additional number of licenses.


Consider the following example that demonstrates license pooling, using INCREMENT lines from license files:


INCREMENT f1 demo 2.0 31-dec-2020 1 SIGN=...


INCREMENT f1 demo 2.0 31-dec-2020 2 SIGN=...


• INCREMENT—the server adds up licenses for all lines for the same feature name forming a license pool for feature “f1.” 
The resulting count in this example is 3 (1 + 2). The count for INCREMENT lines appearing in fulfillment records is 
affected by the count information in containing fulfillment record, see FulfillmentDictionary Data in Server-side 
Trusted Storage in Appendix A, “XML Schemas,” for further information about counts in fulfillment records.


• The first INCREMENT line could be a FEATURE line and the behavior would be the same.


Now, in contrast, this next example shows separate pooling:


INCREMENT f1 demo 2.0 31-dec-2020 1 DUP_GROUP=UH SIGN=... 


INCREMENT f1 demo 2.0 31-dec-2020 2 DUP_GROUP=D SIGN=... 


• The server tracks these licenses independently, in separate pools, because the DUP_GROUP fields are different.


• Since a license pool is formed, this independent tracking only works with INCREMENT, not FEATURE, because the 
server only recognizes the first FEATURE line for a given feature name. Subsequent ones are ignored.


A single checkout request can not span multiple license pools. That is, if a checkout is requesting more licenses than are 
available in a single license pool, the request is denied. Consider the following example:


INCREMENT f1 demo 1.0 31-dec-2020 3 SIGN=2B8F621C172C


INCREMENT f1 demo 2.0 31-dec-2020 4 SIGN=2B9F124C142C


These lines form two separate license pools, one with three licenses for version 1.0 and one with four licenses for version 
2.0. A request for five licenses for version 1.0 is denied because neither pool has five licenses.
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The license checkout behavior is slightly different when feature definition lines are configured such that they create 
multiple license pools, but the DUP_GROUP configuration is the same. For example:


INCREMENT f1 demo 1.0 31-dec-2020 1 SIGN=... 


INCREMENT f1 demo 1.0 31-dec-2020 2 SIGN=... 


A checkout request searches all license pools for an existing checkout of the feature made using the same checkout request 
identifier (in this example, it would search for the same display name) and keyword criteria. If one is found, that license is 
used to satisfy the request. If not, a new license is consumed.


Differences between FEATURE and INCREMENT Lines
To illustrate the difference between FEATURE and INCREMENT, consider these feature lines:


INCREMENT f1 demo 1.0 31-dec-2020 5 ....


INCREMENT f1 demo 1.0 31-dec-2020 4 ....


Because these two lines are specified with INCREMENT keyword and are identical except for the count, a license pool is 
formed. Both lines are combined and the result is nine licenses for version 1.0. 


Now consider:


FEATURE f1 demo 1.0 31-dec-2020 5 ....


FEATURE f1 demo 1.0 31-dec-2020 4 ....


Because these two lines are specified with the FEATURE keyword, a license pool is not formed and the second FEATURE line 
is ignored. The result is just five licenses for version 1.0. 


Contrast with the following example:


INCREMENT f1 demo 2.0 31-dec-2020 5 ....


INCREMENT f1 demo 1.0 31-dec-2020 4....


Since the feat_version values are different, these two lines do not pool. The result is four licenses for version 1.0 and five 
licenses for version 2.0 and earlier being available, giving a total of nine licenses for “f1.”


Pooling by Entitlement ID
A new modifier called ENTITLEMENT is available for the INCLUDE and EXCLUDE options in the options file. The 
ENTITLEMENT modifier enables the license administrator to differentiate between features that have identical names but 
belong to different products. In combination with the INCLUDE or EXCLUDE option, the license administrator can allow or 
restrict the concurrent checkout of a feature when the license originates from trusted storage.


Licenses can be pooled by their entitlement ID. This can be useful in scenarios where a license administrator needs to 
differentiate between features that have identical names but belong to different products.


To facilitate this, a new vendor variable ls_entitlement_based_pooling has been introduced which enables license pooling 
based on the entitlement ID. The default setting is 1 (pooling is enabled), and the setting is required when using 
EntitlementID as a modifier on INCLUDE/EXCLUDE.


To enable pooling by entitlement ID, the variable ls_entitlement_based_pooling in lsvendor.c must be set to 1. 


To ensure that lmstat correctly reports the number of licenses available when ls_entitlement_based_pooling = 1, 
signatures of INCREMENT lines must be unique across fulfillment records. In FlexNet Operations, the simplest way to 
produce a unique trusted storage–based INCREMENT line signature is to use a FulFillmentID custom attribute with a 
crypted license file keyword such as NOTICE.
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A consequence of enabling pooling by EntitlementID can be expressed as an example. Assume server-side trusted storage 
has the following two fulfillment records:


Fulfillment Id : FIL-ADD-2018-02-01


Entitlement Id : ENTL-ADD-1


INCREMENT ADD demo 1.0 permanent 2 SIGN=


Fulfillment Id : FIL-ADD-2018-03-01


Entitlement Id : ENTL-ADD-2


INCREMENT ADD demo 1.0 permanent 1 SIGN=


The above example shows a total count of 3 of feature ADD. If ls_entitlement_based_pooling=1, the count is split across 
two license pools, meaning that the maximum count of ADD that can be checked out with a single call to lc_checkout is 2. 
In order for all three licenses to be in a single pool—allowing checkout of 3 licenses from a single call to lc_checkout—
ls_entitlement_based_pooling must be set to 0. This need only be done for producers upgrading their vendor daemon and 
who have production clients expecting to check out, with a single call to lc_checkout, the total count of a feature spread 
across multiple fulfillment records with different EntitlementIDs.


When ls_entitlement_based_pooling=1, a client wishing to check out all 3 ADD licenses need only make two calls to 
lc_checkout, using the LM_CO_AVAIL_NOWAIT flag. In the general case the minimum number of calls to lc_checkout (using 
LM_CO_AVAIL_NOWAIT) required for one client to get the total count of a feature is equal to the number of pools over 
which the feature is spread.


The following diagrams illustrate the behavior when pooling by entitlement ID is disabled or enabled.


Figure 14-1: Pooling by entitlement ID is disabled.
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Figure 14-2: Pooling by entitlement ID is enabled.


Vendor Keywords
Here is a list of all available vendor keywords allowed in feature definition lines in fulfillment records. These keywords can 
appear in any order and must be placed between the OVERDRAFT= and SIGN= keywords.


• DUP_GROUP 


• HOST_BASED 


• ISSUED 


• ISSUER 


• MINIMUM 


• NOTICE 


• ONE_TS_OK


• SN 


• sort


• START 


• SUITE_DUP_GROUP 


• TS_OK 


• USER_BASED 


• VENDOR_STRING 


Character Limitations in Keyword Values


In places where a keyword value is a string surrounded with double quotes (“...”), the string can contain any characters 
except the following:


• Single or double quotes (within the surrounding double quotes)


• The backslash character sequence:  \  (space+backslash+space)
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• The double-backslash character sequence:  \\  (space+backslash+backslash+space)


DUP_GROUP
DUP_GROUP=NONE|SITE|[UHDV]


The syntax is:


DUP_GROUP=NONE|SITE|[UHDV]


U = DUP_USER


H = DUP_HOST


D = DUP_DISPLAY


V = DUP_VENDOR_DEF


Any combination of UHDV is allowed, and the DUP_MASK is the OR of the combination. For example, DUP_GROUP=UHD means 
the duplicate grouping is (DUP_USER | DUP_HOST | DUP_DISPLAY), so a user on the same host and display will have 
additional uses of a feature and not consume additional licenses. 


If DUP_GROUP= is specified in the feature line, this parameter overrides the dup_group parameter in the call to lc_checkout. 
If not specified in the license, the dup_group parameter from lc_checkout will be used. 


HOST_BASED
HOST_BASED[=n]


If HOST_BASED appears, then licenses can be used only by hosts INCLUDEd for this feature in the options file. The purpose is 
to limit the use to a particular number of hosts, but allow the end user to determine which hosts. If =n is specified, then the 
number of hosts which can be INCLUDEd is limited to n. Otherwise, the limit is the count field of the feature line. If an 
INCREMENT appears where some licenses are HOST_BASED and some are not, the vendor daemon tracks these in separate 
license pools.


ISSUED
ISSUED=dd-mmm-yyyy


The date that the license was issued. 


ISSUER
ISSUER="string"


The issuer, specified by string, of the license.


MINIMUM
MINIMUM=n


Optional field. If in lc_checkout(...num_lic...), num_lic is less than n, then the server will checkout n licenses.
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NOTICE
NOTICE="..."


Optional field. A field for intellectual property notices.


ONE_TS_OK
ONE_TS_OK


Optional field. Allows a user connected through a remote connection to another system (using Remote Desktop 
Connection or Terminal Services) to run the FlexEnabled application. This keyword is supported with node-locked 
uncounted licenses only. To allow the FlexEnabled application to run via the remote connection, you must define the 
license model as node-locked to the remote system and add the ONE_TS_OK keyword to the license. 


The following example demonstrates this:


FEATURE f1 xyzd 1.00 1-jan-2020 uncounted HOSTID=ts_hostid \


ONE_TS_OK SIGN=sign 


FEATURE f2 xyzd 1.00 1-jan-2020 uncounted HOSTID=ts_hostid \


ONE_TS_OK SIGN=sign 


Without ONE_ TS_OK keyword on a feature definition line, the user is denied access to the FlexEnabled application. This 
keyword works similarly to TS_OK except, that it allows only one remote session to check out a feature at a time. It is 
supported on Windows operating systems.


Consider the scenario where a FlexEnabled application is installed on a system with its license locked to system’s hostid. 
There are two features available, f1 and f2. 


• The application runs successfully when accessed from that system directly, whether or not the feature definition line 
contains the ONE_TS_OK keyword. The license is checked out as though it was a node-locked license. 


• If the feature definition line does not contain the ONE_TS_OK keyword and a user tries to run the application by 
connecting to the system through a remote connection, an error is returned.


• If the feature definition line contains the ONE_TS_OK keyword and one user runs the application through from the 
system directly while another user runs the application from a remote connection, both users are successful. 


• If the feature definition line contains the ONE_TS_OK keyword and more than one user tries to run the application 
through a remote connection, the first user to check out f1 is successful. Subsequent requests for feature f1 return an 
error. However, another user can access the system through a remote connection and check out feature f2.


Important • The limitation is on the number of times a feature is checked out. More than one remote session can run the 
application, but only one session can checkout a feature at a time.


If both ONE_TS_OK and TS_OK are defined in a feature definition line, the ONE_TS_OK behavior takes precedence. This 
keyword does not limit users accessing the system using the Fast User Switching feature in Windows XP. 
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SN
SN=serial_num


Useful for differentiating otherwise identical INCREMENT lines. Its only use by FlexNet Publisher Licensing Toolkit is to be 
encrypted in the signature. 


sort
sort=nnn


Optional keyword that sets the sort order. Features are sorted so that FEATURES and INCREMENTS with the lowest sort 
number are searched first for a matching license. Using this keyword in a feature definition line overrides the default sort 
setting for the sorting of features from trusted storage. For further details see Programming Reference for License File–
Based Licensing.


START
START=dd-mmm-yyyy


Feature start date. If the license is used before this date, the checkout fails with the error LM_TOOEARLY. 


SUITE_DUP_GROUP
SUITE_DUP_GROUP=NONE|SITE|[UHDV]


Similar to DUP_GROUP, but affects only the enabling FEATURE line for a package suite. 


Note • If SUITE_DUP_GROUP is not specified, the parent will have the same duplicate grouping as the components. 


SUITE_DUP_GROUP limits the total number of users of the package to the number of licenses, and allows the package to be 
shared among the users that have the SUITE checked out. For example


PACKAGE p ... COMPONENTS="A B C" OPTIONS=SUITE


FEATURE p ... 3 ... SUITE_DUP_GROUP=UHD


In this example, SUITE_DUP_GROUP limits the number of component users to three, and, separately, limits the number of 
uses of each component to three. This keyword is valid only with counted licenses.


Note • PACKAGE lines can only be delivered in license files. For more information on PACKAGE lines, consult the Programming 
Reference for License File–Based Licensing.


See Also
DUP_GROUP
Programming Reference for License File–Based Licensing for information on packages.

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing FNP-11170-PRTS00 Company Confidential 201







Chapter 14 Defining Feature Definition Lines for a Fulfillment Record
Vendor Keywords

TS_OK
TS_OK


This feature is applicable only to feature definition lines held in the application’s trusted storage. FlexNet Publisher 
Licensing Toolkit detects when the FlexEnabled application tries to checkout a license while it is running in a Windows 
Terminal Services guest session. To allow your FlexEnabled application to checkout a license while running in a Windows 
Terminal Services guest session, the license must include the TS_OK keyword. For example:


FEATURE f1 xyzd 1.00 1-jan-2020 1 OVERDRAFT=1 TS_OK SIGN=sign 


Without the TS_OK keyword on a feature line, a FlexEnabled application running in a Windows Terminal Services guest 
session is denied use of the license. 


Consider the scenario where a FlexEnabled application is installed on a Windows Terminal Services host system with its 
license. 


• If the FlexEnabled application tries to checkout a license while running directly on the host system’s session (that is, 
not in a guest system’s session), the license is checked out as though it was a locally activated license.


• If the feature line does not contain the TS_OK keyword and the FlexEnabled application tries to checkout this license 
while running in a Windows Terminal Services guest session, an error is generated (License fails to checkout, -103).


• If the feature line contains the TS_OK keyword and the FlexEnabled application tries to checkout this license while 
running in one or more Windows Terminal Services guest sessions, the license is checked out and the application can 
run in each of the guest sessions. With TS_OK specified, FlexNet Publisher Licensing Toolkit does not limit the number 
of application instances that can checkout this license.


The TS_OK keyword is ignored if it appears in a feature line in the server’s trusted storage.


This keyword applies to all virtual terminal technologies that register their sessions with Windows Terminal Services. 


Examples are Remote Desktop (formerly known as Windows Terminal Server) and Citrix® Metaframe®.


USER_BASED
USER_BASED[=n]


If USER_BASED appears, then licenses can only be used by users INCLUDEd for this feature in the options file. The purpose is 
to limit the use to a particular number of users, but allow the end user to determine which users. If =n is specified, then the 
number of users which can be INCLUDEd is limited to n. Otherwise, the limit is the count field of the feature line. If an 
INCREMENT appears where some licenses are USER_BASED and some are not, the vendor daemon tracks these in separate 
license pools.


VENDOR_STRING
VENDOR_STRING="string"


This keyword allows you to specify publisher-defined custom license data. If a checkout is conditional on the contents of 
the vendor string, use LM_A_CHECKOUTFILTER to check the contents of string. If the VENDOR_STRING is set, you will probably 
also need to set ls_compare_vendor_* in lsvendor.c. 


The VENDOR_STRING is optionally configured as a pooling component, in which case, if the string differs in any way for two 
INCREMENT lines for the same feature name, they are pooled and counted separately.
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For more information regarding the usage of the VENDOR_STRING keyword, see the following sections in the Programming 
Reference for License File–Based Licensing.


• lc_auth_data


• LM_A_CHECKOUTFILTER, LM_A_CHECKOUTFILTER_EX


• ls_compare_vendor_on_increment and ls_compare_vendor_on_upgrade
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XML Schemas

This appendix provides details of all the external XML documents used by FlexNet Publisher Licensing Toolkit. These XML 
documents are all used for trusted storage–based licensing. For an introduction to trusted storage–based licensing, see 
Chapter 1, “Overview of Trusted Storage–Based Licensing.”.


Note • Schemas updated for composite transactions can be found in <platform_dir>\publisher\schemas\Version5 and 
Version6 and for virtualization support in <platform_dir>\publisher\schemas\Version6.


This appendix is arranged with the XML documents listed in alphabetical order. To enable you to identify the XML 
documents required for a particular aspect of activation, the following sections group the XML documents and give links to 
the required sections within the appendix.


Important • Element names in XML files are case-sensitive. You must use the correct character case when creating XML files.


The following table list the XML schemas in this chapter and describes where they would be needed.   


Table A-1 • XML Schemas


Schema Description


B_ActivationSpecificationRecord.xsd This schema document defines the structure of an activation 
specification record (ASR) file that is used for 


• Local activation


• Short-code activation 


P2_ConfigKeyOut.xsd This defines the Key File used by the manual response 
generator.


W1_CreateActivationResponseParameter.xsd This defines the structure of the Activation Response and is 
required by the manual response generator.
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Locating Schema Files in the Toolkit
Directories are provided within the toolkit that contain sets of schemas and example XML documents with the same 
version number:


<platform_dir>/publisher/schemas/Version1


<platform_dir>/publisher/schemas/Version2


W2_CreateReturnResponseParameter.xsd This defines the Return Response and is required by the 
manual response generator.


W3_CreateRepairResponseParameter.xsd This defines the Repair Response and is required by the 
manual response generator.


W4C_CreateConfigResponseClientParameter.xsd This defines the Trusted Configuration for client-side trusted 
storage and is required by the manual response generator.


W4S_CreateConfigResponseParameter.xsd This defines the Trusted Configuration for server-side trusted 
storage and is required by the manual response generator.


W5_CreateFailureResponseParameter.xsd This defines the failure response and is required by the manual 
response generator.


W6_CreateResponseCodeParameter.xsd This defines the short-code response and is required by the 
manual response generator.


O_ConfigPhaseOne.xsd This defines the XML file that is an input to tcencrypt. It is used 
to create the Trusted Configuration. 


P1_ConfigPhaseTwo.xsd This defines the XML file that is an output of tcencrypt.


I_FulfillmentRecord.xsd This is referenced by B_ActivationSpecificationRecord.xsd.


M1_Dictionary.xsd This is referenced by B_ActivationSpecificationRecord.xsd.


M2_NonEmptyString.xsd This is referenced by B_ActivationSpecificationRecord.xsd.


M7_TrustedIdType.xsd This is referenced by B_ActivationSpecificationRecord.xsd.


M5_ParameterHeaderType.xsd This stores the version number of the schemas. 


M5_VersionNumberType.xsd This stores the version number of the schemas. 


M6_ParameterHeaderType.xsd This stores the version number of the schemas. 


S_ActivationSettings.xsd Defines the structure of publisher.xml. 


Table A-1 • XML Schemas


Schema Description
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<platform_dir>/publisher/xml/Version1


<platform_dir>/publisher/xml/Version2


Caution • Do not copy schemas from one version directory to another. The schema names are independent of the version 
number so you will overwrite the existing schema. For correct operation of the manual response generator, you must ensure 
the integrity of the schema version directories.


The Version 1 schema directory contains a full set of all schemas. Other directories, the Version 2 directory for example, 
only contain schemas that have been revised or added. Note that not all the schemas included in a Version 2 or later 
directory will have been changed: all schemas referenced by a revised schema are included in a version directory.


As changes are made to the available trusted storage–based licensing capabilities, the schemas may change. Elements 
may be added or removed from a schema and additional schemas may be defined. To ensure that all modules that use XML 
documents can correctly interpret a document’s contents, a schema version is included in each schema that defines a 
complete document.


Normally this will be completely transparent to the toolkit user provided that schemas and modules from the latest version 
of the toolkit are consistently used. Backwards compatibility is provided with earlier versions of the toolkit. However, if 
later versions of the schemas are used with earlier version modules, then unpredictable results may occur.


This document describes the latest versions of the schemas, as these are the versions that are required to use all the 
functionality provided in this version of the toolkit.


When a document contains other documents, the version of the whole document may differ from the versions of its 
component parts. For example, a document conforming to version 2 of W1_CreateActivationResponseParameter.xsd 
may contain a fulfillment record conforming to version 1 of I_FulfillmentRecord.xsd.


Identifying Schema Versions
The schema version can be easily identified: there is a comment on the second line of each schema that indicates the 
version. This comment line is inserted in all schemas from version 2 onward. Schemas without this comment line, or a 
specified VersionNumber, are version 1.


Example of Schema Versions: Vendor Data


This section describes how schema versions have been used when adding a vendor data section to activation transaction 
documents. The vendor data section allows publishers to send information as part of an activation transaction. This data is 
completely under the control of the publisher: the only format constraints are that the data is sent as key-value pairs.


In version 2 of the schemas, the following element is added to the ResponseData element in 
W1_CreateActivationResponseParameter, W2_CreateReturnResponseParameter, and 
W3_CreateRepairResponseParameter schemas:


<xsd:element name="VendorDictionary" type=”fnp:Dictionary” minOccurs=”0” />


This adds an optional dictionary of key-value pairs to the responses sent to an activation utility. An activation utility uses 
the version number in the document to determine how to process a response document:


• If it contains no version information, then it is version 1 and does not contain a vendor data element.


• If it is version 2 or later, then it optionally may contain a vendor data element.
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Functions are provided within the Activation API to access the vendor data when it is available. These functions check the 
version number and return an error indicating when a response document is version 1 and therefore does not contain a 
vendor data element. 


B_ActivationSpecificationRecord.xsd
The activation specification record, ASR, is used to provide:


• Local activation—A local activation is the installation of license rights (that is, the addition of a fulfillment record to 
trusted storage) without a transaction with an activation server.


• Short-code activation—The use of request and response codes instead of XML documents for activation 
transactions. These are typically used for activation via a telephone.


Important • Do not configure trial license capabilities in a short-code ASR. Flexera does not support configuring these two 
product features together in the same ASR file. For more information on creating trial licenses, see the section titled Chapter 4, 
“Implementing Trial Licenses and Trial Packs.”


Creating an Activation Specification Record
The toolkit includes a tool that creates a basic ASR that you can edit for your product. This is a command line tool, asrgen. 
A full description of how to use asrgen is given in Chapter 12, “Working with the Software Publisher Utilities.” It is 
recommended that you create an ASR using asrgen and then modify it using the detailed schema information contained in 
this section and in I_FulfillmentRecord.xsd. After modification, the ASR must be signed using XMLSign.


The following procedure shows you how to create an ASR manually should this method be required.


Task To create an ASR without using asrgen


1. Do either of the following: 


• Create a <ConfigDate> element in the ASR similar to the following if the trusted section in which the ASR is 
installing the fulfillment record already exists:


<ConfigData>


<Id>1</Id>


<IsServer>true</IsServer>


</ConfigData>


Also use this same element if the initial trusted section is being created via a prepped Trusted Configuration 
before the ASR is loaded. For information about setting up for deployment of a prepped Trusted Configuration, 
see the section Deploying Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.” (Best 
practice for creating an initial trusted section is to use this method.)


Include the <IsServer>true</IsServer> parameter only if the ASR is to be loaded on a license server. (For 
security purposes, license-server ASRs require deployment of prepped Trusted Configuration for creating the 
initial trusted section if necessary.)


Skip to step 5.
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• Create and include the Trusted Configuration information in the ASR itself. Use this method if you are creating the 
initial trusted section (and the prepped Trusted Storage feature is not implemented), creating an additional 
trusted section, or creating an ASR for deployment on a notr platform. 


Continue with step 2.


2. Create a Trusted Configuration input file using O_ConfigPhaseOne.xsd. 


Note • If the trial is to run on a virtual machine, use the Version 6 schema O_ConfigPhaseOne.xsd.


3. Encrypt the Trusted Configuration data in the file using tcencrypt.


4. Extract the <ConfigData> element from the <ASRConfig> element in the encrypted Trusted Configuration file (based 
on P1_ConfigPhaseTwo.xsd).


5. Create a fulfillment record (I_FulfillmentRecord.xsd).


6. Optionally, create a data dictionary (DataDictionary Element) that contains key-value pairs used by the activation 
utility when using the ASR.


The data held in this data dictionary is secure because the signature in the ASR prevents tampering with the contents 
of the ASR. Thus rules for installing a trial license should be held in the ASR and not in an insecure application data file.


7. Create the ASR using the items created in the previous steps. See the next section Description of the XML Data 
Structure for information about formatting these items as elements in the ASR.


8. Add other required elements (for example, the Header and a blank Signature element).


9. Add the signature to the ASR using XMLSign. See xmlsign in Appendix 12, “Working with the Software Publisher 
Utilities.”


Description of the XML Data Structure
The following table describes the first level XML elements in an ASR. The format of some elements are described in 
subsequent subsections.


Table A-2 • ASR XML data structure


Element Name Mandatory Format Description


Header Yes See ActSpecRecHeader 
Element


Data that identifies the publisher

208 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Appendix A XML Schemas
B_ActivationSpecificationRecord.xsd

Note • The fulfillment ID within the fulfillment record identifies the fulfillment record. It is used if a fulfillment record is 
installed from an ASR and then is returned (for example, when a fulfillment record is installed from a short-code ASR and then 
returned using a programmatic transaction). In this scenario, the address of the server, for the return, is passed to the 
activation utility.


ActSpecRecHeader Element
The header information identifies the ASR: a version and identity are required. You allocate these so that you can identify 
and manage your ASRs.


ConfigData No See ConfigData Element The configuration data for the section of trusted storage 
where the fulfillment record in the ASR is stored. This data 
consists of either of the following: 


• The <ConfigData> element extracted from the 
<AsrConfig> element in the tcencrypt output file 
(based on schema P1_ConfigPhaseTwo.xsd)


• The Trusted ID (and the <IsServer>true</IsServer> 
parameter when appropriate) if the trusted section 
already exists or if the activation utility uses the 
prepped Trusted Configuration to create an initial 
trusted section. (The <IsServer> parameter indicates 
that the ASR is for use on license servers only.)


See ConfigData Element for more information. 


DataDictionary Yes Dictionary of key-value 
pairs, see DataDictionary 
Element


Publisher data used when processing the ASR, for example, 
only allow one trial.


FulfillmentRecord Yes See 
I_FulfillmentRecord.xsd


The fulfillment record, which contains the license(s) that are 
written to trusted storage. See the note on fulfillment ID. 


ShortCodeData No See ShortCodeData 
Element


Data used when generating and processing request and 
response codes.


Signature Yes Hexadecimal string Ensures integrity of the ASR: it is checked before the ASR is 
processed to ensure that the ASR has not been altered.


Table A-3 • ActSpecRecHeader Information


Element Name Mandatory Format Description


Version Yes Positive integer ASR version as defined and used by the publisher


ID Yes String ASR identity as defined and used by the publisher


Table A-2 • ASR XML data structure


Element Name Mandatory Format Description
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ConfigData Element
The <ConfigData> element provides information about the trusted section in which the ASR stores the fulfillment record.


Information for an Existing Trusted Section
If the ASR is storing the fulfillment record in an existing trusted section (including an initial trusted section created by a 
prepped Trusted Configuration), you need to provide the Trusted ID. The <IsServer> parameter is required only if the ASR 
is for use on a license server. For more information about the Trusted ID, see the ID description in the next section. 


<ConfigData>


<Id>1</Id>


<IsServer>true</IsServer>


</ConfigData>


Note • When prepped Trusted Configuration is enabled, an activation utility automatically creates the initial trusted section 
(if it does not exist) before loading the ASR. For more information about prepped Trusted Configuration, see the section 
Deploying Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.” 


Information to Create a Trusted Section
If the ASR needs to create the trusted section in which to store the fulfillment record, extract the <ConfigData> element 
from the <AsrConfig> element in the encrypted, signed Trusted Configuration file (based on P1_ConfigPhaseTwo.xsd); and 
insert the <ConfigData> element in the ASR:


<ConfigData>


<ClientConfig>


<Id>1</Id>


<Revision>DefaultOne</Revision>


<RevisionType>ASR</RevisionType>


<Data>8E53FE2AD9680446F8D64C42B5AF3E73753BEBCDDBA8A52323A6352C4517CE1572043CD529B90FB413AD0D5F34E0B


178B453FBFCC7F5A0399A2A8EDCAE5D55EC90FBB81A716B45D85DF3C82AB95F0086EC9B04E951E25F4540AA1923C6299315


CCFEEF36BEB614B6A17B3B83CC593D0CA045E46071824B7FC44E239DBA5EE4D4F88DB5CFF3426BC14E250EDCBE7D8E3328D


DD385D8B1B294B7D37668FACF6D12AA9091DE10777D10561B836C641F391E01E709EA1987B7505AAADA98004E0B73E2B582


0F68ABB268C62C52829521BEB85AB77A13E8A33A258B232963275D5FFAC5D858A305266577DF42BEF1E92637CD7D6DCF19D


7B8665D41FA8E4973FA2064</Data>


</ClientConfig>


</ConfigData>


PublisherId Yes Positive integer Publisher ID allocated by Flexera.


Table A-3 • ActSpecRecHeader Information


Element Name Mandatory Format Description
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 The Trusted Configuration information includes these parameters:


Note • The RevisionType is automatically set to ASR when an ASR is created using asrgen. This ensures that the Trusted 
Configuration specified in the ASR does not overwrite any existing configuration for this trusted section.


Table A-4 • ConfigClient Information


Parameter Mandatory Format Description


ID Yes Positive integer Trusted ID used to uniquely identify this trusted 
section of trusted storage. Values are in the range 0 
through 255.


Revision Yes Alphanumeric 
string


Identifies the revision of this Trusted Configuration.


Sample configuration, request, response, and ASR 
files in the toolkit can show one of these values:


• DefaultOne—Trusted Configuration generated 
by FlexNet Publisher 11.10 (and based on binding 
identities available with 11.10).


• NumberOne—Trusted Configuration generated 
by a pre-11.10 version of FlexNet Publisher (and 
based on binding identities available in this 
earlier version).


RevisionType Yes • SRV


• SPE 


• ASR


Defines protection given to this client config. For an 
ASR this should be set to ASR so that updates from a 
server are preserved. 


SRV—Default that can be overwritten by a config that 
defines revision type SRV or SPE.


SPE—Can be specified when running tcencrypt to 
ensure that the client config is not overwritten. This 
type can only be overwritten by a config of revision 
type SPE.


ASR—Inserted by asrgen. This type can be 
overwritten by any type.


Data Yes Alphanumeric 
string


Encrypted Trusted Configuration.
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DataDictionary Element
All data dictionaries contain a set of entries. The first element in the entry is the Key element that identifies the type of data 
in this entry. The second element of the entry, the Value element, contains the data for the entry. This type of entry is 
referred to here and elsewhere as a key-value pair.


Table A-5 • DataDictionary Information


Key Required Format of Value


PUBLISHER_DEFINED_CRITERION No • LOCAL_ONCE—Load ASR once only. This rule is implemented by the 
Activation API function flxActCommonLicSpcAddASRs 


• LOCAL_ALWAYS—Always load ASR. This rule is implemented by the 
Activation API function flxActCommonLicSpcAddASRs


Default value when this key-value pair is not present is LOCAL_ONCE. You 
must define this as LOCAL_ONCE for trial anchors.


PUBLISHER_DEFINED_DURATION No A positive integer.


The time in seconds for the duration of the license.
When this is a positive value it is rounded up to the nearest day and used 
to set the duration of a fulfillment record when it is written to trusted 
storage. When this is zero, no change is made to the expiration date in the 
fulfillment record contained in the ASR when it is written to trusted 
storage


Default value when this key-value pair is not present is zero.


PUBLISHER_TRIAL_ID No A number from 1 to 255 that uniquely identifies the trial anchor. This is 
called the Trial ID. If you specify a value that is outside of this numeric 
range, the process of loading the ASR into trusted storage will fail. Each 
publisher defines their own specific method for assigning Trial IDs which 
is dependant on the business requirements.


If LOCAL_ALWAYS is defined as well as a Trial ID, then a trial anchor is not 
created. The trial will be anchored using a publisher anchor only. For 
more information about trial anchors, see Anchoring in Chapter 3, 
“Configuring Security for Trusted Storage.”


PUBLISHER_TRIAL_RESET No A number that defines the operation of the trial anchor reset functions:


• flxActCommonResetTrialASRs


• flxActCommonResetTrialASRFromBuffer


A non-zero value allows repeated resets of the trial anchor defined by 
PUBLISHER_TRIAL_ID.
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ShortCodeData Element
This element is required when using the ASR to perform short-code activation, return, and repair transactions only. It is 
used to generate or interpret request and response codes used in short-code transactions. This element is not used when 
creating an ASR to perform local activation. 


When creating an ASR file for short-code transactions, make sure that the fulfillment record sets the fulfillmentType key 
to the value of 2. This indicates that the fulfillment record will be added to trusted storage using a short-code transaction. 
For more information about the key-value pairs defined in a fulfillment record, see I_FulfillmentRecord.xsd. 


VIRTUALIZATION_POLICY No The value that determines whether the ASR is used to activate licenses on 
a virtual machine:


• VM_ONLY—Activate licenses on virtual machines only.


• PHYSICAL—Activate licenses on physical (non-virtual) machines only.


If this key is omitted, the activation utility uses the ASR for activating 
licenses on either virtual or physical machines. However, the ASR 
establishes Trusted Configuration using default binding only.


Table A-6 • ShortCodeData Child Elements


Element Name Required Value Description


SchemeId Yes String, one of: 


SCS_BASIC_42


SCS_COMPAT_1


SCS_COMPAT_2


SCS_COMPAT_3


SCS_COMPAT_4


SCS_COMPAT_5


SCS_COMPAT_6


Defines the scheme used to generate the request 
and response codes. The scheme defines the 
default properties of request and response codes 
including: the data items they contain; the way in 
which they are encrypted and signed; and the 
character set they use (numeric or alphanumeric). 
Overrides when defined, change the length and/ or 
the data contained in the code.


ShortCodeAlias Yes Positive integer either 2, 4, 6, or 8 digits 
long. Note that the value zero (0) is 
included so 2 digits allows you to define 
100 aliases (0–99).


This is a unique value used to identify transactions 
using this ASR.


Table A-5 • DataDictionary Information


Key Required Format of Value
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Choosing a SchemeId


If you have not used short codes before, you should choose one of the SCS_COMPAT_* schemes. This is because they use 
UMN to identify the machine that initiates a request. See Local Activation in Chapter 9, “Building an Application Activation 
Utility for Single-Action Transactions,” for a detailed explanation.


You have multiple schemes to choose from when defining the short-code ASR. Each scheme uses the same encryption, but 
generates different response signature lengths. The schemes SCS_COMPAT_1, SCS_COMPAT_2, SCS_COMPAT_3, 
SCS_COMPAT_4, SCS_COMPAT_5, SCS_COMPAT_6 capture the same default data. 


The SCS_BASIC_42 and SCS_COMPAT_1 schemes generate the same signature length, but store different data. The 
following table describes the signatures generated for each scheme Id. 


Each trusted section can support only one signature strength. This means that once you have initialized and configured the 
trusted section (using the Trusted Configuration), all short-code transactions that used that trusted section must use that 
same signature strength. Each trusted section is identified by a unique TrustedId. For example, trusted section 1 could be 
configured for 42-bit signing and trusted section 2 can support 202-bit signing. Any ASR that contains data for trusted 
section 1 must use a 42-bit signature.


Overrides No N/A Defines changes to the default format or data 
captured in the request or response code. See the 
sections


• Data That Can Be Overridden (or Defined) in 
Request Codes


• Data That Can Be Overridden (or Defined) in 
Response Codes 


for information about defining or overriding the 
data using this element.


Table A-7 • Signatures in Short-Code Schemes


Scheme Id. Generates a...


SCS_BASIC_42 42-bit Elliptic Curve Digital Signature Algorithm (ECDSA) Signature


SCS_COMPAT_1 42-bit Elliptic Curve Digital Signature Algorithm (ECDSA) Signature


SCS_COMPAT_2 142-bit Elliptic Curve Digital Signature Algorithm (ECDSA) Signature 


SCS_COMPAT_3 162-bit Elliptic Curve Digital Signature Algorithm (ECDSA) Signature 


SCS_COMPAT_4 182-bit Elliptic Curve Digital Signature Algorithm (ECDSA) Signature 


SCS_COMPAT_5 202-bit Elliptic Curve Digital Signature Algorithm (ECDSA) Signature 


SCS_COMPAT_6 282-bit Elliptic Curve Digital Signature Algorithm (ECDSA) Signature 


Table A-6 • ShortCodeData Child Elements


Element Name Required Value Description
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Make sure that the short-code ASR defines a Scheme Id that is supported by the trusted-section transaction key length. You 
configure the transaction key length using the TransactionKeyInfo element in the Trusted Configuration (defined by 
O_ConfigPhaseOne.xsd schema). 


Default Short-Code Formats
The following sections describe the contents of request and response codes when no overrides have been defined, that is 
the default short-code format. Descriptions of all the default items in short codes are listed below and are referenced in the 
tables which describe the default short-code formats.


• SCI_ERROR_ID—This item is only used in error responses to indicate the reason for the error response. If you are using 
the Manual Response Generator to generate a short code, the value of this item must be added to the XML document 
used to create the response code. See W6_CreateResponseCodeParameter.xsd for details. 


• SCI_ORIGINAL_MACHINE_ID—Machine ID is a generated value based on the binding. It does not identify a machine (a 
different machine identifier is generated for each trusted section). Also, when a binding break occurs it is recalculated. 
The original machine ID is the value of machine id when the fulfillment record was created.


• SCI_NEW_MACHINE_ID—The newly calculated machine ID. When there has been a binding break or the binding has 
changed within the allowed tolerance, this will differ from the original machine ID. This item is only used in repair 
requests.


• SCI_REPAIR_SCOPE—This item is only used in repair responses and indicates which fulfillment records are to be 
repaired. This item must not be overridden. The following table gives all possible values for this item.


• SCI_REQUEST_SEQUENCE_NO—The request sequence number for this transaction. This number is incremented for 
each short-code transaction for any short-code alias. It can be used to determine when a request has been resent 
because a response has not been received.


• SCI_TRUST_FLAGS—This item is only used in repair requests and it indicates the reason for the repair. There are three 
trust flags that indicate the type of trusted storage break that has occurred: anchoring, binding and time. They are 
coded within a request code as 3 bits where the least significant bit is the anchoring trust flag, bit 2 is the binding trust 
flag and bit 3 is the time trust flag. The bit is set if the flag is trusted and not set if the flag is untrusted. The following 
table gives all possible values, in decimal, for this item.


Table A-8 • SCI_REPAIR_SCOPE Values


Value Description


0 Repair only the fulfillment record specified in the request.


1 Repair all fulfillment records in the trusted section specified in the request.


2 Repair all fulfillment records for this publisher.
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• SCI_TSSN—Trusted Storage Serial Number is a generated value that is likely to be unique for a particular machine. 
This value is the same for all requests from a specific machine provided that trusted storage has not been recreated. If 
trusted storage is deleted and recreated, a new value is generated. This can be used to identify a particular trusted 
storage file. This can be used for example:


• When you want to make licensing decisions for associated products that use different trusted Ids.


• To identify the machine when the machine ID has changed but no binding break has occurred, as the binding is 
still within tolerance.


• SCI_UMN1—The value captured for the Type 1 Unique Machine Number (UMN) of the system that initiated the 
request. 


• SCI_UMN1_IS_VALID—Indicates whether a valid value was obtained for UMN1. 


• SCI_UMN2—The value captured for the Type 2 Unique Machine Number (UMN) of the system that initiated the 
request. 


• SCI_UMN2_IS_VALID—Indicates whether a valid value was obtained for UMN2. 


Table A-9 • SCI_TRUST_FLAGS Values


Value Indicates that the following flags are untrusted...


0 • Anchoring 


• Binding 


• Time 


1 • Binding


• Time


2 • Anchoring


• Time


3 • Time 


4 • Anchoring 


• Binding 


5 • Binding 


6 • Anchoring 


7 • None - all trust flags set to trusted
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Default Request Code Formats
It is recommended that you use one of the SCS_COMPAT_* schemes that all have the same default format as defined in the 
following table:


The default is for short-code requests to be numeric: all short-code requests are numeric unless the CodeBase override is 
used when short-code requests are generated as alphanumeric strings.


Use the SCS_BASIC_42 scheme only if you need to do so for backwards compatibility. Its default request code formats are 
described in the following table:


Table A-10 • Default Short-Code Request Formats for SCS_COMPAT_* Scheme Ids


Item Name Request Type Format Size


SCI_REQUEST_SEQUENCE_NO Activation


Return


Repair


Decimal 4 characters


SCI_UMN1_IS_VALID Activation


Return


Repair


Binary 1 bit


SCI_UMN1 Activation


Return


Repair


Hexadecimal 4 characters


SCI_UMN2_IS_VALID Activation


Return


Repair


Binary 1 bit


SCI_UMN2 Activation


Return


Repair


Hexadecimal 4 characters


SCI_TRUST_FLAGS Repair Binary 3 bits


Table A-11 • Default Short-Code Request Formats for SCS_BASIC_42 Scheme Ids


Item Name Request Type Format Size


SCI_REQUEST_SEQUENCE_NO Activation


Return


Repair


Decimal 4 characters

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing FNP-11170-PRTS00 Company Confidential 217







Appendix A XML Schemas
B_ActivationSpecificationRecord.xsd

Default Response Code Formats
The default items in response short codes are the same for all schemes and are listed in the following table:


Default Short-Code Lengths
The length of a short code is determined by the following:


• The SchemeId defined in the short-code ASR.


• Whether the code is numeric or alphanumeric (see the CodeBase attribute).


• If you have defined a short-code override.


• The type of code (for example, activation request, return request). 


Lengths are rounded up to the nearest 4 character increment. See the following table for the default short-code lengths. 


SCI_TSSN Activation


Return


Repair


Hexadecimal 4 characters


SCI_ORIGINAL_MACHINE_ID Activation


Return


Repair


Hexadecimal 4 characters


SCI_TRUST_FLAGS Repair Binary 3 bits


SCI_NEW_MACHINE_ID Repair Hexadecimal 4 characters


Table A-12 • Default Contents of Response Short Codes


Item Name Response Type Format Size


SCI_ERROR_ID Error Decimal 2 characters


SCI_REPAIR_SCOPE Repair Decimal 1 character


Table A-13 • Default Short-Code Lengths


Scheme
Activation 
Request


Return 
Request Repair Request Responses


SCS_BASIC_42 28 numeric/ 20 alphanumeric 36 / 20 24 / 16


Table A-11 • Default Short-Code Request Formats for SCS_BASIC_42 Scheme Ids


Item Name Request Type Format Size
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Using Short-Code Overrides
There are only a limited number of situations where you might want to override the data captured in a short code. These 
include:


• Changing the amount of space allotted in the short code to store a built-in property. For example, if you want to send 
8 digits of the entire 40-digit UMN value, rather than 4 digits. Please note that this may change the length of the short 
code. See Increasing the Length of UMNs for an example.


• Adding custom data to the short-code message, see the section Adding Custom Data to a Short-Code Request in 
Chapter 11, Building an Activation Utility for Composite Transactions for an example.


• Enabling the specification of a license expiration date in a short-code response, see Specifying License Expiration in a 
Short-Code Activation for an example.


Predefined Override Items
The following override items are predefined and when used will be interpreted by the activation utility software as 
described.


• MinimumCodeSize–This sets the minimum number of characters of request or response codes. This may be required 
when codes are processed by other systems. This is intended to be used to make sure that codes of all types are the 
same length. Codes that are shorter are padded to this size.


This may be required where the codes are recorded or processed by other systems or where a user interface uses fixed 
length fields to display codes. 


• CodeBase-Defines whether request or response codes are generated as alphanumeric or numeric values. If you do not 
override the value, the default code type is numeric. If you enter an invalid value, the default DEC value is used.


• PUBLISHER_DEFINED_EXPIRY_CDAY-Used by an activation server to specify a license expiration date in a response 
code. This expiration date is used by the client to set the expiration date into the fulfillment record that is written to 
trusted storage on receipt of the response code. The expiration date is expressed as the number of days since 1st 
January 1970. A value of 0 (zero) is given the special meaning “permanent”: setting zero for this item in the response 
results in the expiration date in the fulfillment record added to trusted storage being set to “permanent. This override 


SCS_COMPAT_1 28 numeric/ 20 alphanumeric 28 / 20 24 / 16


SCS_COMPAT_2 52 / 36


SCS_COMPAT_3 60 / 40


SCS_COMPAT_4 64 / 44


SCS_COMPAT_5 72 / 48


SCS_COMPAT_6 96 / 64


Table A-13 • Default Short-Code Lengths


Scheme
Activation 
Request


Return 
Request Repair Request Responses
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can only be used with activation utilities created with version 11.6.1 or greater of the toolkit. When this override is 
specified the date specified in the response code is used to create a fulfillment record in trusted storage with this 
expiration date. When this override is not used, the expiration date defined in the fulfillment record within the ASR is 
used.


• PUBLISHER_DEFINED_DURATION-Used by an activation server to specify a license duration in a response code. This 
license duration is used to set the expiration date by adding it to the current date and writing the resultant expiration 
date into the fulfillment record that is written to trusted storage. The license duration is specified in seconds so this 
significantly increases the response code length. It is recommended that PUBLISHER_DEFINED_EXPIRY_CDAY is used 
instead. 


Defining the RequestOverrides and ResponseOverrides Element
The RequestOverrides and ResponseOverrides element can contain two child elements that are used when overriding 
specific data items. They are the following:


• Items element: this element takes a list of Item elements. 


• Dictionary element: this element takes a set of entries that each represent a Key-Value pair. 


Table A-14 • Predefined Override Items


Item Name Request/ Response Type Format
Defined in 
element


MinimumCodeSize Request - Activation, Return, Repair


Response - Activation, Return, Repair, Error


Decimal Dictionary


CodeBase Request - Activation


Response - Activation, Return, Repair, Error


String Dictionary


PUBLISHER_DEFINED_EXPIRY_CDAY Response - Activation Decimal Item


PUBLISHER_DEFINED_DURATION Response - Activation Decimal Item

220 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Appendix A XML Schemas
B_ActivationSpecificationRecord.xsd

The following table shows the element structure of the Item element when used for defining overrides. The same structure 
is used when defining request and response overrides. 


Table A-15 • Item Element Structure for Overrides


Element 
Name Required Value Description


Group Yes One of:


REQ_GROUP_COMMON


REQ_GROUP_ACTIVATION


REQ_GROUP_RETURN


REQ_GROUP_REPAIR


RSP_GROUP_COMMON


RSP_GROUP_ACTIVATION


RSP_GROUP_RETURN


RSP_GROUP_REPAIR


RSP_GROUP_ERROR


The type of request code that this item is included in.


REQ_GROUP_COMMON—All request codes.


REQ_GROUP_ACTIVATION—Activation request codes.


REQ_GROUP_RETURN—Return request codes.


REQ_GROUP_REPAIR—Repair request codes.


RSP_GROUP_COMMON—All response codes.


RSP_GROUP_ACTIVATION—Activation response codes.


RSP_GROUP_RETURN—Return response codes.


RSP_GROUP_REPAIR—Repair response codes.


RSP_GROUP_ERROR—Error response codes.


Name Yes The name of the data item to be 
overridden as a string. 


Defines the name of the data item that is overridden. This can be:


• A data item included in the default format, see Default Short-
Code Formats. In this case, the configuration defined by this entry 
replaces the configuration in the scheme.


• A predefined item, see Predefined Override Items.


• Custom data, see the section Using the Vendor Dictionary to Send 
Custom Data in Chapter 9, “Building an Application Activation 
Utility for Single-Action Transactions.” 


Type Yes One of:


BITS


DEC


HEX


ASCII96


UTF8


Defines the characters used in the value generated.


BITS – the value is created using the characters 0 – 9 and A – F.


DEC – the value is created using the characters 0 – 9. 


HEX – the value is created using the characters 0 – 9 and A – F.


ASCII96 –- the value is created using characters in the range 0x20 to 
0x7f


UTF8 – the value is created using the characters in the range 0x00 to 
0xFF.


Size Yes Positive integer The size of this element. This is used in conjunction with the Type 
element. For example if Type is set to BITS and Size to 3, then this 
element will be 3 bits long in the request code. Values that are longer 
will be truncated.
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There are only two items that are added as overrides using the dictionary element. These are described in the following 
table: 


Data That Can Be Overridden (or Defined) in Request Codes
Using the RequestOverrides element, you can either override existing data items or you can add custom data to a request 
code. When defining custom data, you choose the data item name. The following items can be overridden or added to the 
format of a request code. When a RequestOverrides is not defined for an item, the default values for the items are captured 
as described in Default Request Code Formats. 


Location No One of:


BUILT_IN


FULFILLMENT_DICTIONARY


VENDOR_DICTIONARY


DEFAULT


This defines where the data item will be stored. If it is not defined, 
then the location is determined using the rules explained under 
DEFAULT.


BUILT_IN–Use when overriding the default items. Data is stored in a 
system-defined location. 


FULFILLMENT_DICTIONARY–Use when overriding an attribute of a 
fulfillment record. The value is written to the FulfillmentDictionary 
element in the fulfillment record.


VENDOR_DICTIONARY – Use when defining custom data. Data is 
written to the VendorDictionary element. See the section Adding 
Custom Data to a Short-Code Request in Chapter 11, Building an 
Activation Utility for Composite Transactions


DEFAULT– Use the default rules to determine where the data item is 
stored: 


Built-in data items are stored in the system-defined location.


Data items that are not built-in are stored in the FulfillmentDictionary 
element if it exists. Otherwise, they are stored in the VendorDictionary 
element.


Table A-16 • Override Items Using Dictionary Entries


Key Name Value Description


MinimumCodeSize String


Number of 
characters in 
decimal format


This sets the minimum length of a response codes and may be 
required where the response codes are recorded or processed by 
other systems.


CodeBase One of:


ALNUM32


DEC


Defines whether response codes are generated as alphanumeric 
(ALNUM32) or numeric (DEC). If you do not override the value, the 
default code type is numeric. If you enter an invalid value, the default 
DEC value is used.


Table A-15 • Item Element Structure for Overrides


Element 
Name Required Value Description
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The following items in SCS_COMPAT_* requests can be overridden. 


• SCI_REQUEST_SEQUENCE_NO - Define an override using an item element, selecting the appropriate settings for 
Group, Name, Type and Size; the Location element should be set to BUILT_IN or DEFAULT. 


• SCI_UMN1 - Define an override using an item element, selecting the appropriate setting for Group, Name, Type and 
Size; the Location element should be set to BUILT_IN or DEFAULT. You should configure an override if you either do 
not want to include UMN1 or you want to include a larger or smaller amount of data (for example, 2 characters rather 
than 4). The complete UMN is a 40 character hexadecimal number.


• SCI_UMN2 - See SCI_UMN1 for details.


• SCI_UMN1_IS_VALID - Define an override using an item element, selecting the appropriate setting for Group, Name, 
Type and Size; the Location element should be set to BUILT_IN or DEFAULT. This item must only be overridden if 
SCI_UMN1 is removed from the code by setting an override with Size of zero.


• SCI_UMN2_IS_VALID -See SCI_UMN1_IS_VALID for details.


• MinimumCodeSize - Define an override using a dictionary element.


• CodeBase - Define an override using a dictionary element.


The following items in SCS_BASIC_42 requests can be overridden.


• SCI_REQUEST_SEQUENCE_NO - Define an override using an item element, selecting the appropriate settings for 
Group, Name, Type and Size; the Location element should be set to BUILT_IN or DEFAULT. 


• SCI_TSSN - Define an override using an item element, selecting the appropriate setting for Group, Name, Type and 
Size; the Location element should be set to BUILT_IN or DEFAULT. 


• SCI_ORIGINAL_MACHINE_ID - Define an override using an item element, selecting the appropriate setting for Group, 
Name, Type and Size; the Location element should be set to BUILT_IN or DEFAULT. 


• SCI_NEW_MACHINE_ID - Define an override using an item element, selecting the appropriate setting for Group, 
Name, Type and Size; the Location element should be set to BUILT_IN or DEFAULT. 


• MinimumCodeSize - Define an override using a dictionary element.


• CodeBase - Define an override using a dictionary element.


Caution • The licensing toolkit allows for the creation of a short-code ASR conforming to SCS_BASIC_42 that specifies 
alphanumeric short codes. 


Example Request Code Overrides


Adding Custom Data to an Activation Request


This example enables the activation utility to send custom data in an activation request code. The data, Key = 
VENDOR_DATA and Value is a two decimal digit number, is added to the VendorDictionary element using the activation API 
function flxActAppActivationVendorDataSet.


<RequestOverrides>


<Items>


<Item>


<Group>REQ_GROUP_ACTIVATION</Group>
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<Name>VENDOR_DATA</Name>


<Type>DEC</Type>


<Size>2</Size>


<Location>VENDOR_DICTIONARY</Location>


</Item>


</Items>


</RequestOverrides>


For a more complete example, see the section Adding Custom Data to a Short-Code Request in Chapter 11, Building an 
Activation Utility for Composite Transactions


Increasing the Length of UMNs


This example increases the size of the UMNs in all requests from the default of 4 hexadecimal characters to 8.


<RequestOverrides>


<Items>


<Item>


<Group>REQ_GROUP_COMMON</Group>


<Name>UMN1</Name>


<Type>HEX</Type>


<Size>8</Size>


<Location>BUILT_IN</Location>


</Item>


</Items>


<Items>


<Item>


<Group>REQ_GROUP_COMMON</Group>


<Name>UMN2</Name>


<Type>HEX</Type>


<Size>8</Size>


<Location>BUILT_IN</Location>


</Item>


</Items>


</RequestOverrides>


Using the Dictionary Element to Set Alphanumeric Codes


This example sets all request codes to be alphanumeric.


<RequestOverrides>


<Dictionary>


<Entries>


<Entry>


<Key>CodeBase</Key> 


<Value>ALNUM32</Value>


</Entry>


</Entries>


</Dictionary>


</RequestOverrides>
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Data That Can Be Overridden (or Defined) in Response Codes
Using the ResponseOverrides element, you can either override existing data items or your activation server can add 
custom data to a response code. When defining custom data, you choose the data item name. The following items can be 
overridden or added to the format of a response code. When a ResponseOverrides is not defined for an item, the default 
values for the items are captured as described in Default Response Code Formats. 


The following items can be overridden or added to the response. 


• SCI_ERROR_ID - Define an override using an item element, selecting the appropriate settings for Group, Name, Type 
and Size; the Location element should be set to BUILT_IN or DEFAULT. Generally, the only changes you should make 
to this is the size allotted for the value.


• SCI_REPAIR_SCOPE - Define an override using an item element, selecting the appropriate settings for Group, Name, 
Type and Size; the Location element should be set to BUILT_IN or DEFAULT. 


• PUBLISHER_DEFINED_EXPIRY_CDAY - Define an override using an item element, selecting the appropriate settings 
for Group, Name, Type and Size; the Location element should be set to BUILT_IN or DEFAULT. 


• PUBLISHER_DEFINED_DURATION - Define an override using an item element, selecting the appropriate settings for 
Group, Name, Type and Size; the Location element should be set to BUILT_IN or DEFAULT. 


• MinimumCodeSize - Define an override using a dictionary element.


• CodeBase - Define an override using a dictionary element.


When you define a response code override, make sure your activation server is configured to add the correct items in the 
correct format to the response code. If you are using FlexNet Operations as your activation server, please consult the 
documentation; not all short-code functionality is supported by FlexNet Operations. You can use the responsegen API to 
build your own activation server. 


Example Response Code Overrides


Adding Custom Data to the Response Code


This example enables the activation server to return custom data in an activation response code. The data is stored in the 
VendorDictionary element. Use the activation API functions flxActCommonProdLicSpcVendorDataGetByKey or 
flxActCommonProdLicSpcVendorDataGetByIndex to extract the custom data from the vendor dictionary. 


<ResponseOverrides>


<Items>


<Item>


<Group>RSP_GROUP_ACTIVATION</Group>


<Name>VENDOR_DATA1</Name>


<Type>DEC</Type>


<Size>2</Size>


<Location>VENDOR_DICTIONARY</Location>


</Item>


</Items>


</ResponseOverrides>


Specifying the Minimum Size of Response Codes


This example specifies a minimum size of 34 characters in response codes.
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<ResponseOverrides>


<Dictionary>


<Entries>


<Entry>


<Key>MinimumCodeSize</Key> 


<Value>34</Value>


</Entry>


</Entries>


</Dictionary>


</ResponseOverrides>


Specifying License Expiration in a Short-Code Activation


The following is a complete end-to-end example of how to use PUBLISHER_DEFINED_EXPIRY_CDAY to specify a license 
expiration in a short-code activation response. It assumes that the activation server is created using the responsegen API as 
this functionality was not available in FlexNet Operations when this document was written. 


The steps in this example enable the publisher to specify an expiration date when a short-code activation request is 
received. The default behavior is to use the fixed expiration date written into the fulfillment record contained within the 
ASR.


Task To specify a license expiration in an short-code activation response:


1. Create an ASR that contains a PUBLISHER_DEFINED_EXPIRY_CDAY response override:


Add the following override element to the ASR:


<ResponseOverrides>


<Items>


<Item>


<Group>RSP_GROUP_ACTIVATION</Group>


<Name>PUBLISHER_DEFINED_EXPIRY_CDAY</Name>


<Type>DEC</Type>


<Size>5</Size>


<Location>FULFILLMENT_DICTIONARY</Location>


</Item>


</Items>


</ResponseOverrides>


2. Install the ASR and the activation utility on the activation client.


3. Use the ASR and the application activation utility on the activation client to create a short-code activation request.


You do not need to update the code in your application activation utility.


4. Process the short-code activation request on the license generator.


You do not need to update the code in your license generation application that analyses the short-code activation 
request, as it has no additional data.


5. Create a short-code activation response on the license generator:


Add the PUBLISHER_DEFINED_EXPIRY_CDAY to the short-code response using the 
flxLicGenShortCodeResponseDataItemAdd function as in the following example code which sets the expiration 
date at 1st January 2010 (30 x 365 + 10 x 366 + 1):


flxLicGenShortCodeResponseCreate (theRequest, &theResponse);
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flxLicGenShortCodeResponseDataItemAdd(theResponse,"PUBLISHER_DEFINED_EXPIRY_CDAY","14611");


To set ‘permanent’ into the fulfillment record set the value of PUBLISHER_DEFINED_EXPIRY_CDAY to zero as in the 
following example code:


flxLicGenShortCodeResponseCreate (theRequest, &theResponse);


flxLicGenShortCodeResponseDataItemAdd (theResponse, "PUBLISHER_DEFINED_EXPIRY_CDAY", "0");


6. Process the short-code activation response on the activation client:


You do not have to update the code in your application activation utility, however it must be built with version 11.6.1 
or later of the toolkit. The response code is input and processed in the normal way using 
flxActShortCodeProcessResponse.


Sample ASRs in the Toolkit
The following example ASRs are included in the toolkit:


• Sample Trial Editions and Durations for FlexEnabled Clients


• Sample Trials Supporting Prepped Trusted Configuration for FlexEnabled Clients


• Sample Trials for FlexNet License Servers


• Sample Trials for FlexEnabled Clients Running in Virtual Environments


• Sample ASR to Demonstrate Trial Misuse on a FlexEnabled Client


• Sample ASR for Emergency Situations on FlexEnabled Clients


• Sample Short-Code ASRs


Sample Trial Editions and Durations for FlexEnabled Clients
The following are basic trial samples. They are found in subfolders of the same names under <install_dir>/examples/
ezcalc.


• 1day_student—A trial license with a duration of one day. The license includes four licensed features.


• 15day_engr—A trial license with a duration of 15 days. The license includes five licensed features.


• 30day_acct—A trial license with a duration of 30 days. The license includes five licensed features.


Sample Trials Supporting Prepped Trusted Configuration for FlexEnabled 
Clients


The following sample trials for FlexEnabled clients assume that prepped Trusted Configuration is enabled to create the 
initial trusted section in client-side trusted storage. For more information about prepped Trusted Configuration, see the 
section Deploying Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.” These samples are found 
in <install_dir>/examples/ezcalc/30day_acct_default_config.


• 30day_acct_physical—A trial license for an environment in which prepped Trusted Configuration is set up to create 
an initial trusted section on a physical FlexEnabled client machine. 
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• 30day_acct_virtual—A trial license for an environment in which prepped Trusted Configuration is set up to create an 
initial trusted section on a virtual FlexEnabled client machine.


Note • ASRs created to load licenses on a license server require the use of prepped Trusted Configuration. See the next 
section, Sample Trials for FlexNet License Servers, for samples.


Sample Trials for FlexNet License Servers
The following sample ASRs activate and reset trial licenses on a FlexNet license server and assume that prepped Trusted 
Configuration is enabled. 


Note • For security purposes, ASRs that load licenses on a license server require that prepped Trusted Configuration be 
enabled to create the initial trusted section in server-side trusted storage. For more information about prepped Trusted 
Configuration, see the section Deploying Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.” 


These samples are found in <install_dir>/examples/ezcalc/30day_trial_server.


• 30day_trial_server—A trial license for a FlexNet license server. Activations via an ASR on a license server require that 
prepped Trusted Configuration be deployed. 


• 30day_trial_reset—(For publisher use only) The file used to reset the trial for testing purposes. (Use 
30day_trial_server to reload the licenses.)


Sample Trials for FlexNet License Servers Running in Virtual Environments
The following sample ASRs assist in the evaluation of server-side activation on a virtual platform. 


Note • For security purposes, ASRs that load licenses on a license server require that prepped Trusted Configuration be 
enabled to create the initial trusted section in server-side trusted storage. (For more information about prepped Trusted 
Configuration, see the section Deploying Trusted Configuration in Chapter 3, “Configuring Security for Trusted Storage.”) 
However, best practice is not to deploy virtualization-enabled server ASRs in production environments unless the license 
server is considered a trusted system by the publisher. It is somewhat easy to circumvent server ASR expirations in virtual 
environments. 


These samples are found in <install_dir>/examples/ezcalc/30day_trial_server.


• 30day_trial_server_VM—A trial license for a FlexNet license server running on a virtual machine. Activations via an 
ASR on a license server require that prepped Trusted Configuration be deployed. 


• 30day_trial_reset_VM—(For publisher use only) The file used to reset the trial for testing purposes. (Use 
30day_trial_server_VM to reload the licenses.)


Sample Trials for FlexEnabled Clients Running in Virtual Environments
The following sample trials are used in an environment that includes both physical and virtual machines on which 
FlexEnabled clients run. These samples are found in <install_dir>/examples/ezcalc/30day_acct_virtual.
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• 30day_acct_phy_vir—A trial license for either a virtual or non-virtual (physical) machine. The license includes five 
licensed features and lasts 30 days. The ASR defines the VIRTUALIZATION_POLICY as PHYSICAL, VM_ONLY and uses 
default binding.


• 30day_acct_physical—A trial license for a non-virtual (physical) machine only. The license includes five licensed 
features and lasts 30 days. The ASR defines the VIRTUALIZATION_POLICY as PHYSICAL and uses default binding.


• 30day_acct_virtual—A trial license for a virtual machine only. The license includes five licensed features and lasts 30 
days. The ASR defines the VIRTUALIZATION_POLICY as VM_ONLY and uses VMID-only binding.


Sample ASR to Demonstrate Trial Misuse on a FlexEnabled Client
The following sample ASR is used in a tutorial in FlexNet Publisher’s Getting Started with Trusted Storage–Based Licensing 
to demonstrate an attempt to extend a FlexEnabled-client trial without authorization. This sample is found in 
<install_dir>/examples/ezcalc/30day_acct_reset.


• 30day_acct_reset—(For publisher use only) The file used to reset and reload the trial for testing purposes.


Note • For information about a sample ASR used to reset a license-server trial, see Sample Trials for FlexNet License Servers.


Sample ASR for Emergency Situations on FlexEnabled Clients
This ASR is designed for situations when an activation server connection is not available and a temporary license is 
required on the FlexEnabled client. This sample differs from the other ASR samples in that the fulfillmentType attribute 
within the fulfillment record indicates that this ASR is for emergency use rather than for a trial. This attribute does not 
ensure that the ASR is used to obtain only in emergency situations; it simply describes how this ASR should be used.


This sample is found in <install_dir>/examples/ezcalc/emergency.


• emergency—An emergency license with a duration of 3 days. It includes four licensed features. 


Sample Short-Code ASRs
The following sample ASRs demonstrate short-code transactions to activate licenses on a FlexEnabled client. These 
samples are found in <install_dir>/<platform_dir>/publisher/xml.


• ShortCodeA—A short-code ASR for the short-code alias 99. The minimum length of request and response codes is set 
to 24 characters. The default values of request and response code elements are used.


• ShortCodeB—A short-code ASR for the short-code alias 100. The minimum length of request and response codes is set 
to 24 characters. The default values of request and response code elements are used.


• ShortCodeC—A short-code ASR for the short-code alias 101. The minimum length of request and response codes is set 
to 24 characters. There is no trusted storage serial number in request codes (its length is set to zero). All other request 
and response code elements use the default values.


• ShortCodeD—A short=code ASR for the short-code alias 102. The minimum length of request and response codes is 
set to 24 characters. The default values of request and response code elements are used with one exception: the 
length of the trusted storage serial number is reduced from 4 to 2 hexadecimal characters. 
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• ShortCodeE—A short-code ASR for the short-code alias 103. The minimum length of request and response codes is set 
to 24 characters. The trusted storage serial number in request codes is reduced from 4 to 3 hexadecimal characters. 
The machine identity in request codes is reduced from 4 to 3 hexadecimal characters. All other request and response 
code elements use the default values.


See Also
I_FulfillmentRecord.xsd
M2_NonEmptyString.xsd


I_FulfillmentRecord.xsd
A fulfillment record contains details of license rights provided by a single activation. It is placed in trusted storage during a 
successful activation.


Creating a Fulfillment Record
There are two methods of creating a fulfillment record:


• Creating an ASR using asrgen.


• Writing an XML document based on the schema.


Using asrgen
The toolkit includes a tool that creates a basic ASR that contains a fulfillment record. This is a command line tool, asrgen. A 
full description of how to use asrgen is given in Chapter 12, “Working with the Software Publisher Utilities.” You create an 
ASR using asrgen and then extract and modify the fulfillment record contained within it using the detailed schema 
information contained in this appendix. 


Using the Schema
You can use the schema and the descriptions contained within this section to create a fulfillment record.


Task To create a fulfillment record


1. Create a license file that contains feature definition lines and a SERVER line. Some information about creating this 
license file is given in asrgen as it is a required input parameter for asrgen.


2. Use lmcrypt to add signatures to the feature definition lines.


3. Create a fulfillment record using the I_FulfillmentRecord.xml schema, inserting the signed feature definition lines 
in the value element for the features key.


4. Create the required key-value pairs that define the license rights associated with the features included in the feature 
definition lines.


See XML Structure of a Fulfillment Record for details that are specific to fulfillment records held in client-side trusted 
storage and server-side trusted storage.
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XML Structure of a Fulfillment Record
Table A-17 shows the structure of a fulfillment record. 


FulfillmentDictionary Data in Client-side Trusted Storage
The following table gives details of each of the Key-Value pair entries that can be defined using the FulfillmentDictionary 
element in the fulfillment record for trusted storage on a FlexEnabled client. Key-Value pairs that are ignored in a 
fulfillment record on a FlexEnabled client are not included in the table.


Table A-17 • Fulfillment Record Structure 


Element Name Required Format Description


VersionNumber Yes Numeric Defines the format of the fulfillment 
record. For this release this must be 1.


FulfillmentId Yes Alphanumeric A unique identity for this fulfillment.


FulfillmentDictionary Yes Dictionary of key-value pairs. 


See FulfillmentDictionary Data in Server-
side Trusted Storage and 
FulfillmentDictionary Data in Client-side 
Trusted Storage for the dictionary entries 
and their formats.


The data that defines the license rights 
supplied by this fulfillment record.


Table A-18 • Fulfillment Record Description 


Key Name Required Value Format Description


flexFulfillment Version No, see 
description


Numeric Defines the format of the fulfillment dictionary. For this 
release this must be 1. If this entry is not present, a value 
of 0 (zero) is assumed.
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fulfillmentType No Numeric The type of “transaction” that placed this fulfillment 
record in trusted storage.


The following are valid values:


• 0 = Unknown


• 1 = ‘Trial’ from ASR used for trial license, that is 
where PUBLISHER_DEFINED_ CRITERION is 
LOCAL_ONCE.


• 2 = From a short-code ASR, see ShortCodeData 
Element.


• 3 = ‘Emergency’ from ASR used for an ‘emergency’ 
license, that is when a connection to a server is not 
available. This will normally be a limited duration 
license.


• 4 = ‘Served Activation’ from a license server standard 
pool of activatable licenses


• 5 = ‘Served overdraft Activation’ from a license 
server overdraft pool of activatable licenses


• 6 = ‘Publisher Activation’ from a FlexNet Operations 
server


• 7 = Not used


For usage information, see 
flxActCommonProdLicSpcFulfillmentTypeGet.


expiry Yes String The license expiration date. This overrides the values in 
the feature definition lines.


• permanent—does not expire


• dd-mmm-yyyy—where mmm is the month as three 
letters


Table A-18 • Fulfillment Record Description 


Key Name Required Value Format Description
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serverHostID Yes Any valid hostid The SERVER line hostid used when signing the feature 
definition lines included in this fulfillment record. It is 
recommended that you use a value that is difficult to 
spoof, for example, a FlexNet ID dongle. 


Although this value comes from the SERVER line, it is not 
used to lock concurrent licenses to the system running 
the license server. when you sign a license file, the 
information on the SERVER line is embedded in all 
feature definition line signatures. This value must be 
captured in the fulfillment record so that the FlexEnabled 
application can authenticated these signatures.


When defining the hostid make sure you select a type and 
value that cannot easily be recreated. This prevents 
someone from copying this license rights information 
into a license file to create additional unauthorized 
licenses.


servOrLocal Yes Numeric Must be set to 2 to denote that this fulfillment record is 
used on a FlexEnabled client. 


productId Yes Alphanumeric Identifies the product that uses the license rights in this 
fulfillment record.


entitlementId Yes Alphanumeric An identity that defines what license rights the user is 
entitled to. 


availAct Yes Numeric The number of activatable licenses available.


features Yes For details, see Chapter 
14, “Defining Feature 
Definition Lines for a 
Fulfillment Record.”


Feature definition lines. Each line gives license rights for a 
single feature. The feature definition lines must be signed 
using the hostid specified in ServerHostID.


actServerChain No Alphanumeric


Format is:


Server_URL 


[|Server_URL]


Activation server chain—the list of servers through which 
this fulfillment record has been supplied. The chain is in 
reverse order so that the first entry is the last server 
through which this fulfillment record passed. 


fulfillmentId Chain No Alphanumeric


Format is:


fulfillmentId 


[|fulfillmentId]


Fulfillment identity chain—the list of fulfillment identities 
that have been used for this fulfillment record as it 
moved through the activation server chain. See 
actServerChain.


Table A-18 • Fulfillment Record Description 


Key Name Required Value Format Description

FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing FNP-11170-PRTS00 Company Confidential 233







Appendix A XML Schemas
I_FulfillmentRecord.xsd

Note • The following is additional information about fulfillment record key-value pairs:


• Key Names—Are case sensitive.


• flexFulfillmentVersion—The activation modules will reject a fulfillment record with a flexFulfillmentVersion that is 
greater than the version specified within the module.


• actServerChain—When creating a fulfillment record, put in the URL of the server that is supplying this fulfillment record. 
Then the fulfillment record can be returned to the server. When creating a fulfillment record that will be supplied by a 
manual response generator, put in text to indicate that this was the source of this fulfillment record.


• fulfillmentIdChain—When creating a fulfillment record, put in a value that indicates this is the source fulfillment 
identity. As the fulfillment is moved around by activation transactions a new fulfillment identity is created for each 
activation transaction. The sequence of these fulfillment identities is recorded in the fulfillment ID chain.


groupId No Numeric This entry is inserted by a license server when it responds 
to an activation request. It indicates the license group 
from which this activation was taken, according to the 
following:


• 1 = activatable


• 2 = activatable overdraft


• 5 = hybrid


• 6 = hybrid overdraft


Table A-18 • Fulfillment Record Description 


Key Name Required Value Format Description
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FulfillmentDictionary Data in Server-side Trusted Storage
The following table gives details of each of the Key-Value pair entries for a fulfillment record that is held in server-side 
trusted storage on a license server. This data is used to serve licenses to other license servers or FlexEnabled clients. 


Table A-19 • License Server Fulfillment Record Description 


Key Name Required Value Format Description


flexFulfillment 
Version


No, see 
description


Numeric Defines the format of the fulfillment dictionary. For this 
release this must be 1. If this entry is not present, a value of 0 
(zero) is assumed.


expiry Yes String The license expiration date. This overrides the values in the 
feature definition lines.


• permanent—does not expire


• dd-mmm-yyyy—where mmm is the month as three letters


serverHostID Yes Any valid hostid The SERVER line hostid used when signing the feature 
definition lines included in this fulfillment record. It is 
recommended that you use a value that is difficult to spoof, 
for example a FLEXid. 


Although this value comes from the SERVER line, it is not 
used to lock concurrent licenses to the system running the 
license server. when you sign a license file, the information 
on the SERVER line is embedded in all feature definition line 
signatures. This value must be captured in the fulfillment 
record so that the FlexEnabled application can 
authenticated these signatures.


When defining the hostid make sure you select a type and 
value that cannot easily be recreated. This prevents 
someone from copying this license rights information into a 
license file to create additional unauthorized licenses.


servOrLocal Yes Numeric Must be set to 1 to denote that this fulfillment record is used 
on a license server. 


productId Yes Alphanumeric Identifies the product that uses the license rights in this 
fulfillment record.


entitlementId Yes Alphanumeric An identity that defines the license rights contained in this 
fulfillment record. It is used in requests to the server that can 
be served using this fulfillment record.


suiteId No Alphanumeric Identifies the suite that this product has been packaged into.
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maxAct No Integer.


Default of 0 if this 
key-value pair is 
not specified.


The maximum value allowed for availAct. Set equal to 
availAct to limit fraudulent attempts to add extra licenses.


availAct No Integer.


Default of 0 if this 
key-value pair is 
not specified


The number of activatable licenses available. See note about 
license group counts.


maxActOd No Integer.


Default of 0 if this 
key-value pair is 
not specified


The maximum value allowed for availActOd. Set equal to 
availActOd to limit fraudulent attempts to add extra licenses.


availActOd No Integer.


Default of 0 if this 
key-value pair is 
not specified


The number of overdraft activatable licenses available. See 
note about license group counts.


maxHyb No Integer.


Default of 0 if this 
key-value pair is 
not specified


The maximum value allowed for avalHyb. Set equal to 
availHyb to limit fraudulent attempts to add extra licenses.


availHyb No Integer.


Default of 0 if this 
key-value pair is 
not specified


The number of hybrid licenses available. See note about 
license group counts.


maxHybOd No Integer.


Default of 0 if this 
key-value pair is 
not specified


The maximum value allowed for availHybOd. Set equal to 
availHybOd to limit fraudulent attempts to add extra 
licenses.


availHybOd No Integer.


Default of 0 if this 
key-value pair is 
not specified


The number of overdraft hybrid licenses available. See note 
about license group counts.


Table A-19 • License Server Fulfillment Record Description 


Key Name Required Value Format Description
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maxOdDuration No Integer. The maximum duration in seconds for an overdraft license 
provided by activation. Licenses can be provided by 
activation from activatable or hybrid counts. See note.


maxConc No Integer.


Default of 0 if this 
key-value pair is 
not specified


The maximum value allowed for availConc. Set equal to 
availConc to limit fraudulent attempts to add extra licenses.


availConc No Integer.


Default of 0 if this 
key-value pair is 
not specified


The number of concurrent licenses available. See note about 
license group counts.


maxConcOd No Integer


Default of 0 if this 
key-value pair is 
not specified


The maximum value allowed for availConcOd. Set equal to 
availConcOd to limit fraudulent attempts to add extra 
licenses.


availConcOd No Integer


Default of 0 if this 
key-value pair is 
not specified


The number of overdraft concurrent licenses available. See 
note about license group counts.


hops No Integer


Default of 0 if this 
key-value pair is 
not specified


How many additional entries can be added to the activation 
server chain. That is how many times this fulfillment can be 
transferred. See note.


actServerChain Yes Alphanumeric


Format is:


Server_URL[|Serve
r_URL]


Activation server chain—the list of servers through which this 
fulfillment record has been supplied. The chain is in reverse 
order so that the first entry is the last server through which 
this fulfillment record passed. See note.


fulfillmentIdCh
ain


Yes Alphanumeric


Format is:


fulfillmentId 


[|fulfillmentId]t
cb1


Fulfillment identity chain—the list of fulfillment identities 
that have been used for this fulfillment record as it moved 
through the activation server chain. See actServerChain and 
note.


Table A-19 • License Server Fulfillment Record Description 


Key Name Required Value Format Description
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Note • The following is additional information about fulfillment record key-value pairs:


1. Key Names—Are case sensitive.


2. flexFulfillmentVersion—The license server will reject a fulfillment record with a flexFulfillmentVersion that is greater 
than the latest version it has information about.


3. License group counts—Are described in “Activation on License Servers” in the section in Fulfillment Records on License 
Server. Although none of the key-value pairs that define license group counts are mandatory, there must be at least one 
entry with a positive value.


4. maxOdDuration—Values calculated using this value (current time + maxOdDuration) are rounded up to the next whole 
number of days. For details see Activation on License Servers.


5. hops—Are only used when transferring fulfillment record between license servers. The hops element is not required to use 
a fulfillment record to supply activatable licenses to a FlexEnabled client.


6. actServerChain—When creating a fulfillment record, put in the URL of the server that is supplying this fulfillment record. 
Then the fulfillment record can be returned to the server. When creating a fulfillment record that will be supplied by a 
manual response generator, put in text to indicate that this was the source of this fulfillment record.


7. fulfillmentIdChain—When creating a fulfillment record, put in a value that indicates this is the source fulfillment 
identity. As the fulfillment is moved around by activation transactions a new fulfillment identity is created for each 
activation transaction. The sequence of these fulfillment identities is recorded in the fulfillment ID chain.


8. repairsToServe—This count can also be transferred, in part or whole, to another server when the fulfillment is 
transferred.


Example Fulfillment Record
Example fulfillment records are provided in the toolkit within ASRs. For a list and description of these ASRs, see Sample 
ASRs in the Toolkit in B_ActivationSpecificationRecord.xsd


Fulfillment Record for a Trial License
The following fulfillment record is extracted from the 1day_student.asr example ASR included in the toolkit. 


repairsToServe No Integer


Default of 0 if this 
key-value pair is 
not specified


Number of repairs that this server performs for activations 
supplied from this fulfillment record. See note.


features Yes For details, see 
Chapter 14, 
“Defining Feature 
Definition Lines for 
a Fulfillment 
Record.”


Feature definition lines. Each line gives license rights for a 
single feature. The feature definition lines must be signed 
using the hostid specified in ServerHostID.


Table A-19 • License Server Fulfillment Record Description 


Key Name Required Value Format Description
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<FulfillmentRecord>


<FulfillmentRecordHeader>


<VersionNumber>1</VersionNumber>


</FulfillmentRecordHeader>


<FulfillmentRecordData>


<FulfillmentId>FIL-EZCALC-S1</FulfillmentId>


<FulfillmentDictionary>


<Entries>


<Entry>


<Key>fulfillmentType</Key>


<Value>1</Value>


</Entry>


<Entry>


<Key>expiry</Key>


<Value>14-dec-2018</Value>


</Entry>


<Entry>


<Key>serverHostID</Key>


<Value>FLEXID=9-a6300155</Value>


</Entry>


<Entry>


<Key>servOrLocal</Key>


<Value>2</Value>


</Entry>


<Entry>


<Key>productId</Key>


<Value>EZCALC-S</Value>


</Entry>


<Entry>


<Key>entitlementId</Key>


<Value>ENTL-EZCALC-S1</Value>


</Entry>


<Entry>


<Key>availAct</Key>


<Value>1</Value>


</Entry>


<Entry>


<Key>features</Key>


<Value>INCREMENT ADD demo 1.0 31-dec-2020 1 SIGN="00ED 3E87 8BF0 4261 F9B3 \


64CE 960A FB00 37A1 44C3 5A57 3B38 1134 B3A2 E422"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 SIGN="0057 2675 F0F7 6B0F 9CC0 \


 8E37 7F64 C000 6BF5 9A9E 4B98 D8C1 241C BD02 7DAC"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 SIGN="00B5 6771 ADD9 990B B2B4 \


 13B3 BE64 8600 553E 439B 7348 014C 40E4 B858 B643"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 SIGN="00D5 6E90 4493 943C 2D0A \


 D6D7 FBC1 F700 9B36 9211 642F 4D49 F089 C871 9AC0"


</Value>


</Entry>


</Entries>


</FulfillmentDictionary>


</FulfillmentRecordData>


</FulfillmentRecord>


The key elements in this fulfillment record are:


• <FulfillmentId>FIL-EZCALC-S1</FulfillmentId>—Identifies this fulfillment record as FIL-EZCALC-S1.
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• <Key>fulfillmentType<Key> <Value>1</Value>—This fulfillment record is for a ‘trial’ license, that is it is installed 
from an ASR using local activation and provides a temporary license that allows the end user to trial the product.


• <Key>expiry</Key> <Value>14-dec-2018</Value>—The licenses for all the features included within this fulfillment 
record expire on December 14, 2018. This overrides the expiration date in the activated features lines. For example, 
feature ADD expires on December 14, 2018 rather than December 31, 2020.


• <Key>serverHostID</Key> <Value>FLEXID=9-a6300155</Value>—The SERVER line used when signing the feature 
definition lines included a hostid of FLEXID=9-a6300155.


• <Key>servOrLocal</Key> <Value>2</Value>—This fulfillment record is for use on a FlexEnabled client.


• <Key>productId</Key> <Value>EZCALC-S</Value>—Identifies that this fulfillment record is for product EZCALC-S.


• <Key>entitlementId</Key> <Value>ENTL-EZCALC-S1</Value>—The license rights acquired using this fulfillment 
record within an ASR are identified using ENTL-EZCALC-S1.


• <Key>features</Key> <Value> </Value>—Details of the features that are licensed by this fulfillment record. 
Four features are licensed: ADD, SUBTRACT, MULTIPLY, and DIVIDE. Some of the feature definition line positional fields 
are not used as they would be in a feature line in a license file. So the feature definition line:


INCREMENT ADD demo 1.0 31-dec-2020 1 SIGN="00ED ....”


when in this fulfillment record results in an uncounted license for the ADD feature that expires on the 14th December 
2018 (the value defined by the expiry property).


Fulfillment Record for a Concurrent License 
The following is a typical fulfillment record that provides concurrent licenses. It illustrates a fulfillment record that is in use, 
meaning that it has been transferred between servers and has been used to serve activatable licenses.


<FulfillmentRecord>


<FulfillmentRecordHeader>


<VersionNumber>1</VersionNumber>


</FulfillmentRecordHeader>


<FulfillmentRecordData>


<FulfillmentId>FIL-145-USB1-2</FulfillmentId>


<FulfillmentDictionary>


<Entries>


<Entry>


<Key>expiry</Key>


<Value>14-dec-2018</Value>


</Entry>


<Entry>


<Key>actServerChain</Key>


<Value>40000@myserver|Manual</Value>


</Entry>


<Entry>


<Key>fulfillmentIdChain</Key>


<Value>FIL-145-USB1|FIL-145</Value>


</Entry>


<Entry>


<Key>serverHostID</Key>


<Value>FLEXID=9-a6300155</Value>


</Entry>


<Entry>

240 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Appendix A XML Schemas
I_FulfillmentRecord.xsd

<Key>servOrLocal</Key>


<Value>1</Value>


</Entry>


<Entry>


<Key>productId</Key>


<Value>EZCALC-A</Value>


</Entry>


<Entry>


<Key>entitlementId</Key>


<Value>ENTL-EZCALC-AS1</Value>


</Entry>


<Entry>


<Key>hops</Key>


<Value>2</Value>


</Entry>


<Entry>


<Key>repairsToServe</Key>


<Value>5</Value>


</Entry>


<Entry>


<Key>maxAct</Key>


<Value>10</Value>


</Entry>


<Entry>


<Key>availAct</Key>


<Value>5</Value>


</Entry>


<Key>maxHyb</Key>


<Value>10</Value>


</Entry>


<Entry>


<Key>availHyb</Key>


<Value>10</Value>


</Entry>


<Entry>


<Key>features</Key>


<Value>INCREMENT ADD demo 1.0 31-dec-2020 1 SIGN="00ED 3E87 8BF0 4261 F9B3 \


64CE 960A FB00 37A1 44C3 5A57 3B38 1134 B3A2 E422"


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 SIGN="0057 2675 F0F7 6B0F 9CC0 8\


E37 7F64 C000 6BF5 9A9E 4B98 D8C1 241C BD02 7DAC"


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 SIGN="00B5 6771 ADD9 990B B2B4 \


13B3 BE64 8600 553E 439B 7348 014C 40E4 B858 B643"


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 SIGN="00D5 6E90 4493 943C 2D0A \


D6D7 FBC1 F700 9B36 9211 642F 4D49 F089 C871 9AC0"


INCREMENT AVG demo 1.0 31-dec-2020 1 SIGN="00F0 AF8F 1444 1C97 69CC BBD9 \


66D5 0A00 AC61 125D F5B8 C947 4A1C DA5C 78E4"


</Value>


</Entry>


</Entries>


</FulfillmentDictionary>


</FulfillmentRecordData>


</FulfillmentRecord>


The key elements in this fulfillment record are:


• <FulfillmentId>FIL-E1</FulfillmentId>—Identifies this fulfillment record as FIL-E1.
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• <Key>expiry</Key> <Value>14-dec-2018</Value>—The licenses for all the features included within this fulfillment 
record expire on December 14, 2018. This overrides the expiration date in the activated features lines. For example, 
feature ADD expires on December 14, 2018 rather than December 31, 2020.


• <Key>serverHostID</Key> <Value>FLEXID=9-a6300155</Value>—The SERVER line used when signing the feature 
definition lines included a hostid of FLEXID=9-a6300155.


• <Key>servOrLocal</Key> <Value>1</Value>—This fulfillment record is for use on a license server.


• <Key>productId</Key> <Value>EZCALC-A</Value>—Identifies that this fulfillment record is for product EZCALC-A.


• <Key>entitlementId</Key> <Value>ENTL-EZCALC-AS1</Value>—The license rights in this fulfillment record are 
identified using ENTL-EZCALC-AS1. This entitlement ID must be used in activation requests to the license server. The 
license server identifies the fulfillment record that matches an activation request using this value.


• <FulfillmentId>FIL-145-USB1-2</FulfillmentId>


<Key>actServerChain</Key> <Value>40000@server.com|Manual</Value>


<Key>fulfillmentIdChain</Key> <Value>FIL-145-USB1|FIL-145</Value>—This fulfillment record was originally 
supplied from a manual response generator where it was identified as FIL-145 within the activation response XML 
document. It was used to generate an activation in response to a request from server 40000@smyerver. The fulfillment 
identity FIL-145-USB1 was inserted manually to identify this activation transaction. As the result of an activation 
request from another license server, the license rights in this fulfillment record (FIL-145_USB1-2) were transferred 
and the entries for actServerChain and fulfillmentIdChain were updated.


• <Key>hops</Key> <Value>2</Value>—Two transfers between license servers are allowed for this fulfillment record. 
For details, see the section FulfillmentDictionary Data in Server-side Trusted Storage and refer to Chapter 2, 
“Transactions to a License Server.” 


• <Key>maxAct</Key> <Value>10</Value>—The license server does not increase the value of availAct to greater than 
10.


• <Key>availAct</Key> <Value>5</Value>—This fulfillment record can provide five activations to FlexEnabled clients 
or these can be transferred to another server. From this and the value of 10 for maxAct, it can be concluded that five 
activations have been served from this fulfillment record. For details, see the section FulfillmentDictionary Data in 
Server-side Trusted Storage and refer to Chapter 2, “Transactions to a License Server.”


• <Key>maxHyb</Key> <Value>10</Value>—The license server does not increase the value of availHyb to greater than 
10.


• <Key>availHyb</Key> <Value>10</Value>—The current hybrid license group count is 10. These are all available 
firstly for serving as concurrent licenses. As the counts within the feature lines are all 1, then this fulfillment record 
adds a count of 10 to the concurrent pool for each feature. For details, see the section FulfillmentDictionary Data in 
Server-side Trusted Storage and refer to Chapter 2, “Transactions to a License Server.”


• <Key>features</Key> <Value> </Value>—Details of the features that are licensed by this fulfillment record. Five 
features are licensed: ADD, SUBTRACT, MULTIPLY, DIVIDE, and AVG. 


M1_Dictionary.xsd
This schema document is used to define the structure of all data dictionaries. 


See Also
M2_NonEmptyString.xsd
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M2_NonEmptyString.xsd
This schema document is referenced by other schemas.


M5_ParameterHeaderType.xsd
This schema document is referenced by other schemas. It defines the schema version number.


See Also
M6_ParameterHeaderType.xsd
Identifying Schema Versions


M5_VersionNumberType.xsd
This schema document is referenced by other schemas. It defines the schema version number as a header type.


See Also
Identifying Schema Versions


M6_ParameterHeaderType.xsd
This schema document is referenced by other schemas. It defines a header type that references the schema version 
number.


See Also
M5_ParameterHeaderType.xsd
Identifying Schema Versions


M7_TrustedIdType.xsd
This schema document is referenced by other schemas. It defines a type for the trusted ID.


M8_UniqueMachineNumbersType.xsd
This schema document is referenced by other schemas. It defines a type for the UMN origin data.


M9_PlatformType.xsd
This schema document is referenced by other schemas. It defines a type for the platform data.
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M10_ConfigTypes.xsd
This schema document is referenced by other schemas. It defines types for configurations sent in a response by a server, or 
for configurations sent in an ASR.


M11_TrustFlags.xsd


M12_BreakInfo.xsd


M13_RightsId.xsd


M14_ResponseActionReference.xsd


M15_ResponseDenyReason_NotUsed.xsd


M16_TypeValueComment.xsd


O_ConfigPhaseOne.xsd
This schema document describes the structure of the XML file used as input to tcencrypt. It defines a publisher specific 
Trusted Configuration and contains the following information:


• The seeds for creating transaction keys, used to secure the contents of activation transactions that place data in this 
trusted section


• Anchors to be used


• Binding used to lock the trusted storage to the system


• Optionally, windback tolerance—the time difference that results in windback being reported.


It is used to create other documents that are used in activation transactions that result in the creation of trusted storage. 
For a description of the data required in this document, see Description. For a description of how this document is used, 
see Usage.
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Description
The document is structured so that data used to identify the Trusted Configuration is listed first, followed by the seeds 
used to create a unique transaction key for activation transactions that use this trusted section of trusted storage. 
Separate configurations are defined for server-side trusted storage (on license servers) and client-side trusted storage (on 
FlexEnabled clients). Normally the highest level of anchoring and binding is used for server systems.


Table A-20 • Trusted Configuration Structure 


Element Name Required Format Description


PublisherId Yes Integer Flexera supplied publisher ID


Id Yes M7_TrustedIdType.xsd


Integer in range 0 to 255 


Trusted ID used to identify this trusted section. 
This must be unique for this publisher.


Revision Yes Alphanumeric string Identifies the version of this Trusted 
Configuration.


Sample configuration, request, response, and 
ASR files in the toolkit can show one of these 
values:


• DefaultOne—Trusted Configuration 
generated by FlexNet Publisher 11.10 (and 
based on binding identities available with 
11.10).


• NumberOne—Trusted Configuration 
generated by a pre-11.10 version of FlexNet 
Publisher (and based on binding identities 
available in this earlier version).


Seeds Yes A set of 8 entries: each entry 
is a hexidecimal string of 
eight characters


The set of eight seeds selected by the publisher 
to create a unique transaction key. 
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Transaction Key Length
The TransactionKeyInfo element defines the lengths of the transaction key created by tcencrypt. The following XML 
example demonstrates how this is defined.


<TransactionKeyInfo>


    <KeysRequired>Long_1</KeysRequired>


    <KeysRequired>Short_21</KeysRequired>


</TransactionKeyInfo>


In this example, 


"Long_1" specifies the transaction keys for XML request and response messages. 


"Short_21" specifies the transaction keys for short-code request and response messages. 


When using short-code transactions, the value defined here must be compatible with the signature strength defined in the 
ASR. The second value in this example, Short_21, must correlate to the Scheme Id used by ASRs for this trusted section.


TransactionKeyI
nfo


Yes Set as either:


Long_1


Short_21


Short_22


Short_23 


Short_24 


Short_25 


Short_26 


The length of the transaction key created by 
tcencrypt. 


Long_1 creates a long transaction key for use 
with XML requests and responses.


Short_21, Short_22, Short_23, Short_24, 
Short_25, and Short_26 create a short 
transaction key for use with request and 
response short codes. 


When creating a Trusted Configuration for both 
XML and short-code transactions, both types of 
keys can be specified.


When using short-code transactions, the value 
must correlate to the signature strength used in 
the ASR. See Transaction Key Length for more 
information about this dependency. 


Server Yes See Platforms, Anchoring, 
Binding and Timing for the 
formats of these elements.


The anchoring, binding and windback tolerance 
settings for this trusted section when it is 
created on the license server.


Client Yes See Platforms, Anchoring, 
Binding and Timing for the 
formats of these elements.


The anchoring, binding and windback tolerance 
settings for this trusted section when it is 
created on a FlexEnabled client.


Table A-20 • Trusted Configuration Structure 


Element Name Required Format Description
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The following table describes the transaction key types that you can define and the Short-Code Scheme Id that each 
supports. For more information about defining Scheme Ids in an ASR, see ShortCodeData Element.


Platforms
The anchoring, binding and windback tolerance settings can be applied to all operating systems or can be separately 
specified for individual operating systems. The following table lists the strings that must be used to identify the platforms. 
These strings are not case sensitive. They are used in the <Type> element both when setting anchors to be disabled and 
when setting binding identities to be disabled.


Table A-21 • Defining TransactionKeyInfo to Match Short-Code Scheme Id


TransactionKeyInfo Short-Code Scheme Id


Short_21 SCS_BASIC_42


Short_21 SCS_COMPAT_1


Short_22 SCS_COMPAT_2


Short_23 SCS_COMPAT_3


Short_24 SCS_COMPAT_4


Short_25 SCS_COMPAT_5


Short_26 SCS_COMPAT_6


Table A-22 • Platform Information


Setting Description


default Apply these settings to all platforms not individually specified


windows Windows OS


solaris Sun Solaris


linux Linux


mac OS X


HPUX HP-UX


AIX AIX
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Anchoring
This section is used to change the default configuration for both Publisher Anchors and Trial Anchors. This element 
specifies only those anchoring technologies that are disabled, meaning that they are not to be used. For more information 
about Anchoring, see the section titled Anchoring in the Chapter 3, “Configuring Security for Trusted Storage.” 


The following strings are used to identify the anchoring technologies to be disabled: 


Binding
Binding is used to prevent the license exploitation that occurs when licenses are copied to another system. This is 
implemented by storing identities obtained from the system in trusted storage. Each time trusted storage is accessed these 
binding identities are checked and compared with the values held in trusted storage. The binding identities are operating-
system dependent.


Table A-23 • Anchor-Identifying Strings


String Description


TrackZero Hardware-based anchor (Windows only)


Registry Registry-based anchor (Windows only)


FileBased An anchor based on a file (Not available on Windows)


OSXFileBased An anchor based on the file system (OS X only)


Table A-24 • Binding Identities


Binding Identity Description Environment Deal breaker


SYSTEM Information obtained from the system Physical No


HARDDISK Hard disk or file system information Physical Yes if both the 
HARDDISK and TPMID 
binding identities are 
changed.


No if TPM is not used.


DISPLAY Display or graphics card information Physical No


BIOS (Available on Windows only) Manufacturer 
name and version 


Physical No


CPU Information about the CPU(s) Physical No


MEMORY RAM size Physical No


ETHERNET MAC address Virtual and Physical Yes if virtual.
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FLEXIBLE Binding


The default for FLEXIBLE binding is to use all the built-in bindings that are available on an operating system. However, 
users who are not using FlexNet Operations can specify the <Disable> or <Enable> element along with <HID> to identify 
explicitly which binding identities to use or not to use for a given operating system:


• Use <Disable> to specify the binding identities you do not want to include in the bind. All identities except for those 
you list for the <HID> element are used in the bind.


• Use <Enable> to specify the identities you want to include in the bind. Only the identities you list for the <HID> 
element are used in the bind.


Note • The <Enable> element is recommended for use with only the VMID identity since VMID-only binding is the 
preferred method for binding trusted storage to a virtual machine. For all other trust-storage binding setups (for physical 
machines), <Enable> is not recommended since the binding should use as many identities as possible.


Use the binding identities listed in Table A-24 as strings to specify that each binding identity be disabled or enabled. 


Note • You cannot specify both <Enable> and <Disable> within a given flexible binding configuration.


The following example shows a binding configuration in which default binding is used for all platforms except Windows. On 
the Windows platform, all available binding identities are used except for display or graphic-card information.


<Binding>
<Platform>


<Type>DEFAULT</Type>


GENID A hash of the virtual machine Generation 
ID


Virtual Yes


VMID A hash of the universally unique ID (UUID) 
used to bind to virtual machines. 


Note • The UUID is the same value as the 
VM_UUID hostid described in the 
Programming Reference for License File–
Based Licensing.


Virtual Yes


TPMID A hash of the TPM hostid. Physical Yes if both the 
HARDDISK and TPMID 
binding identities are 
changed.


Table A-24 • Binding Identities


Binding Identity Description Environment Deal breaker
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<Mode>FLEXIBLE</Mode>
</Platform>


<Platform>
<Type>windows</Type>
<Mode>FLEXIBLE</Mode>
<Disable>


<HID>DISPLAY</HID>
</Disable>


</Platform>
</Binding>


Timing
The Timing element enables the windback tolerance to be specified. Windback is when the system clock has been wound 
back to an earlier date and time to try to obtain an illegal extension to the license. It is detected by placing a time-stamp in 
trusted storage when trusted storage is accessed. When a time-limited license is used, the current clock time is compared 
with the time-stamp in the fulfillment record. When the current time is earlier than the time-stamp, windback may have 
occurred. The windback tolerance is the difference between these times that is acceptable. When the current time is earlier 
than the time-stamp by a greater amount than the windback tolerance, windback is reported.


When windback tolerance is not specified (the Trusted Configuration file does not contain a Timing element), the default 
value of 24 hours is used. 


Some windback tolerance is normally allowed so that resetting the clock, for example when moving between time zones, 
does not trigger windback detection.


Windback tolerance can be set for the following:


• Platform—A different windback tolerance can be specified per platform.


• FlexEnabled clients—A different windback tolerance can be specified per trusted section of client-side trusted storage.


• License servers—A different windback tolerance can be specified per trusted section of server-side trusted storage.


The lowest level elements of the schema that define the setting for windback tolerance are described in the following table.


Table A-25 • Windback Tolerance Configuration Elements


Element 
Name Mandatory Format Description


Units Yes if Timing 
element 
included


String with one value:


Hours


The units for Value. This currently can only be set as hours.


Value Yes if Timing 
element 
included


Integer in range 0 to 
1193046 


The windback tolerance in hours. 


Setting a value of zero hours results in windback being 
detected when the current time is earlier than the time-stamp 
by any detectable amount.
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Usage
The Trusted Configuration file is not used directly. It must be processed and used in the following way:


• Create a Trusted Configuration file based on this schema.


• Encrypt the Trusted Configuration file using tcencrypt. The Trusted Configuration file is required as input to 
tcencrypt.


• Use xmlsign to add signatures to the P1_ConfigPhaseTwo document output by tcencrypt.


• When you create an ASR using asrgen, use the output file from tcencrypt as input to asrgen.


• When you create an ASR without using asrgen, extract the <ConfigData> element from the <AsrConfig> element in 
the signed P1_ConfigPhaseTwo document; include the <ConfigData> element in the ASR 
(B_ActivationSpecificationRecord.xsd).


• When you want to use the Trusted Configuration as the prepped Trusted Configuration deployed by the activation 
utility to create an initial trusted section, you must point to this file in the preptool configuration file used to prepare 
the activation utility. For more information, see the chapter “First Build of the FlexNet Publisher Toolkit” in the 
Development Environment Guide.


• When you create response files for the Manual Response Generator that contain Trusted Configurations, extract the 
relevant sections from the signed and include these sections in the Create Config Response document. To help you 
determine which elements to extract and then include in the response, see the sample documents 
W4C_CreateConfigResponseClientParameter.xsd and W4S_CreateConfigResponseParameter.xsd. For a description of 
the Trusted Configuration output file, see P1_ConfigPhaseTwo.xsd.


• When you create key files for the Manual Response Generator, tcencrypt outputs the required file, 
P2_ConfigKeyOut.xsd.


Example Contents of the Input Trusted Configuration File
The following example is the configuration for Trusted Section 1 of publisher 256’s trusted storage. It can be used both for 
transactions that use XML documents and for transactions that use request and response codes. The settings for servers 
include the following:


• Anchoring is set to the default (maximum security)


• Binding is set to the default (all available bindings are used)


The settings for FlexEnabled clients are:


• The track zero anchor is disabled 


• The binding is set on Windows platforms to exclude the binding to the display information


• Default binding settings are used for all other operating systems


<?xml version="1.0" encoding="utf-8" ?> 


<TrustedConfigInformation xmlns="http://www.macrovision.com/fnp/2004/11/trusted">


<PublisherId>256</PublisherId>


<Id>1</Id>


<Revision>NumberOne</Revision>


<Seeds>


<SeedPart>129C6257</SeedPart>


<SeedPart>94724A4C</SeedPart>
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<SeedPart>A2C5E526</SeedPart>


<SeedPart>A6AD539B</SeedPart>


<SeedPart>39C3EAA0</SeedPart>


<SeedPart>195B47EA</SeedPart>


<SeedPart>AA11C2B3</SeedPart>


<SeedPart>A4E93C2C</SeedPart>


</Seeds>


<TransactionKeyInfo>


<KeysRequired>Long_1</KeysRequired> 


<KeysRequired>Short_21</KeysRequired>


</TransactionKeyInfo>


<Server>


<Anchoring>


</Anchoring>


<Binding>


<Platform>


<Type>DEFAULT</Type>


<Mode>FLEXIBLE</Mode>


</Platform>


</Binding>


</Server>


<Client>


<Anchoring>


 <Platform>


 <Type>windows</Type>


 <Disable>


 <Anchor>TrackZero</Anchor>


 </Disable>


 </Platform>


</Anchoring>


<Binding>


<Platform>


<Type>DEFAULT</Type>


<Mode>FLEXIBLE</Mode>


</Platform>


<Platform>


<Type>windows</Type>


<Mode>FLEXIBLE</Mode>


<Disable>


<HID>DISPLAY</HID>


</Disable>


</Platform>


</Binding>


</Client>


</TrustedConfigInformation>


Examples Shipped in Toolkit
The FlexNet Publisher Licensing Toolkit contains the following examples of the tcencrypt input file for trusted storage 
configuration:


<platform_dir>\publisher\DemoTrustedConfigIn.xml 
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See Also
P1_ConfigPhaseTwo.xsd
P2_ConfigKeyOut.xsd


P1_ConfigPhaseTwo.xsd
This document describes the XML structure of one of the output files generated by tcencrypt. Normally more processing is 
performed on it rather than it being used directly. For a description of the input XML file to tcencrypt, see 
O_ConfigPhaseOne.xsd. For a description of the process that generates this file, see Usage in O_ConfigPhaseOne.xsd.


Examples Shipped in Toolkit
The FlexNet Publisher Licensing Toolkit contains the following examples of the tcencrypt output file for trusted storage 
configuration.


For Virtual and Non-Virtual Platforms
The toolkit contains the following examples:


• <platform_dir>\publisher\DemoTrustedConfigOut.xml


• <platform_dir>\publisher\xml\Version6\O_ConfigPhaseTwo.xml


RevisionType
This the RevisionType element in this file defines how the trusted storage configuration is used when it is included in a 
config response to update an existing trusted section. 


The priority for updating a Trusted Configuration is: 


• SPE—Highest priority, can only be updated by a configuration of RevisionType SPE


• SRV—Can be updated by configurations of RevisionType SPE or SRV


• ASR—Lowest priority, can be updated by configurations of RevisionType SPE, SRV, or ASR


The RevisionType is set to SPE by specifying the -s switch when using tcencrypt.


The RevisionType is set to SRV when using tcencrypt without the -s switch.


The RevisionType is set to ASR when an ASR is created using asrgen. This ensures that the Trusted Configuration specified 
in an ASR does not overwrite any existing configuration for this trusted section that has been set using a transaction. 


P2_ConfigKeyOut.xsd
This file describes the structure of one of the output files from tcencrypt. It is one of the XML documents required when 
using the manual response generator. For details, see XML Documents Required.


The FlexNet Publisher Licensing Toolkit contains an example key file located in the <platform_dir>\publisher\xml folder 
(DemoKeyout.xml).
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S_ActivationSettings.xsd
This document defines the structure of the publisher.xml file that contains security data required for all applications that 
use trusted storage. This document is a publisher specific file that is created by Flexera and used within the toolkit. The 
seeds within the document must be supplied by you and provide publisher specific security.


This file also defines the structure of sdt_publisher.xml, which contains the security data required for applications that 
both use license-file licensing (and were built using a FlexNet Publisher trusted-storage licensing toolkit) and contain SDTs. 


See Also
preptool
Implementing Secure Data Types (SDTs) in the Development Environment Guide


W1_CreateActivationResponseParameter.xsd
This schema document defines the structure of XML file containing the activation response parameter data required when 
generating an activation response. It is required as input to the manual response generator when generating activation 
responses. 


Description
This document contains the input required when generating a response to an activation request. It contains the following 
information:


• Version number—identifies the format of the activation response created using this document.


• Trusted ID—identifies the trusted section into which the fulfillment record is to be placed.


• Fulfillment record—contains the license rights that are to be placed into trusted storage.


• Vendor data—optional, contains publisher specific data sent from the publisher’s activation server.


The following table shows the top level structure of the create activation response document. The format and description 
columns indicate the format of lowest level elements that are the contents of the top level elements.


Table A-26 • Create Activation Response Structure


Element Name Mandatory Format Description


Header Yes M6_ParameterHeaderType.
xsd


Version number: identifies the document version. 
The activation response document created using 
this document will be this version.


ConfigData Yes M7_TrustedIdType.xsd Trusted ID: identifies the trusted section. This is a 
positive integer from 0–255.


ResponseData Yes See ResponseData for 
details of the format.


Fulfillment record that contains the license rights 
to be placed into trusted storage.


Optionally, publisher (vendor) data sent during the 
activation transaction.
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ResponseData
This element contains two elements the first of which is mandatory and the second optional:


• FulfillmentRecord—the fulfillment record that contains the license rights to be placed into trusted storage by an 
activation response that uses this document as input. This element is mandatory.


• VendorDictionary—optional data added to the activation response. This is for use by the activation utility. It is 
formatted as key-value pairs with no constraints on its contents. You should ensure that any data added is in a format 
known to the activation utility.


See Also
Response Files
I_FulfillmentRecord.xsd
Using the Vendor Dictionary to Send Custom Data


W2_CreateReturnResponseParameter.xsd
This schema document defines the structure of XML file containing the return response parameter data required when 
generating a return response. It is required as input to the manual response generator when generating return responses.


Description
This document contains the input required when generating a response to a return request. It contains the following 
information:


• Version number—identifies the format of the return response created using this document.


• Vendor data—optional, contains publisher specific data sent from the publisher’s activation server.


The following table shows the top level structure of the create return response document. The format and description 
columns indicate the format of lowest level elements that are the contents of the top level elements.


See Also
Response Files
Using the Vendor Dictionary to Send Custom Data in Application Activation Utility
Using the Vendor Dictionary for Custom Data in Server Activation Utility


Table A-27 • Create Activation Response Structure


Element Name
Mandator
y Format Description


Header Yes M6_ParameterHeaderType.
xsd


Version number: identifies the document version. 
The activation response document created using this 
document will be this version.


ResponseData No VendorDictionary—key-
value pairs


Publisher (vendor) data sent in the return response.
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W3_CreateRepairResponseParameter.xsd
This schema document defines the structure of XML file containing the repair response parameter data required when 
generating a repair response. It is required as input to the manual response generator when generating repair responses.


The following schema and description references version 2 of this document. The toolkit also contains the version 1 
schema, which has a different format. For information on versions, see Identifying Schema Versions.


Description
This document contains the input required when generating a response to a return request. It contains the following 
information:


• Version number—identifies the format of the repair response created using this document.


• Vendor data—optional, contains publisher-specific data sent from the publisher’s activation server.


The following table shows the top level structure of the create repair response document. The format and description 
columns indicate the format of lowest level elements that are the contents of the top level elements.


See Also
Response Files
Using the Vendor Dictionary to Send Custom Data in Application Activation Utility
Using the Vendor Dictionary for Custom Data in Server Activation Utility


W4C_CreateConfigResponseClientParameter.xsd
This schema document defines the structure of the XML file used to create a Trusted Configuration response sent to a 
client. It contains client Trusted Configuration created in an XML document that conforms to the schema 
O_ConfigPhaseOne.xsd. 


The XML file that this schema defines is required as input to the manual response generator when a new client Trusted 
Configuration is required or the existing Trusted Configuration requires updating.


Table A-28 • Create Activation Response Structure


Element Name Mandatory Format Description


Header Yes M6_ParameterHeaderType.xsd Version number: identifies the document 
version. The activation response document 
created using this document will be this 
version.


ResponseData No VendorDictionary—key-value 
pairs


Publisher (vendor) data sent in the repair 
response.
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This document is structured so that there can be multiple client Trusted Configurations. The structure of a Trusted 
Configuration, ClientConfig, is described in Table A-29. It is extracted from the signed and encrypted version of a Trusted 
Configuration source document. See O_ConfigPhaseOne.xsd for information about how to create the source document 
from which the ClientConfig structures can be cut. 


See Also
Response Files
O_ConfigPhaseOne.xsd
P1_ConfigPhaseTwo.xsd
M2_NonEmptyString.xsd


W4S_CreateConfigResponseParameter.xsd
This document is used to create a Trusted Configuration response sent to a server. It contains server and client Trusted 
Configurations created using a document that conforms to the schema O_ConfigPhaseOne.xsd.


The XML file that this schema defines is required as input to the manual response generator when a new server Trusted 
Configuration is required or the existing Trusted Configuration requires updating.


This document is structured so that there can be multiple Trusted Configurations. The top-level structure of a Trusted 
Configuration, ConfigData, is described in the following table (given here for reference only). You do not create it directly: it 
is extracted from the signed and encrypted version of a Trusted Configuration source document. See 
O_ConfigPhaseOne.xsd for information about how to create the source document used to create the signed and encrypted 
Trusted Configurations. The ConfigData structure is cut from the resulting Trusted Configuration file after signatures have 
been added to it using xmlsign. 


Table A-29 • ClientConfig Structure


Element Name Mandatory Format Description


Id Yes Integer Trusted ID used to uniquely identify this trusted section. 
The value is in the range of 0–255.


Revision Yes Alphanumeric Identifies the revision of this Trusted Configuration.


RevisionType Yes • SPE = cannot be 
overwritten by a 
client config of 
revision type SRV


• SRV = can be 
overwritten by client 
configs of revision 
type SRV or SPE


Defines protection given to this client config. SRV is the 
default. SPE can be specified when running tcencrypt to 
ensure that the client config is not overwritten.


Data Yes Alphanumeric Encrypted version of the anchoring and binding settings 
for this trusted ID when created on a FlexEnabled client.


Signature Yes Hexadecimal Ensures integrity of this structure. It is generated from 
all the other elements of this structure.
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ConfigData Element
The following table describes the ConfigData element:


ServerConfig Element
The following table describes the ServerConfig element:


Table A-30 • ConfigData Structure


Element Name Mandatory Format Description


PublisherId Yes Integer Flexera supplied publisher ID


ServerConfig No See ServerConfig Element Encrypted trusted storage configuration for use on a 
server.


ClientConfig Yes See ClientConfig Element Encrypted trusted storage configuration for use on a 
FlexEnabled client.


Signature Yes Hexadecimal string Ensures integrity of this structure. It is generated from 
all the other elements of this structure.


Table A-31 • ServerConfig Structure


Element Name Mandatory Format Description


Id Yes Integer in range 0–255 Trusted ID used to uniquely identify this of 
trusted storage.


Revision Yes Alphanumeric string Identifies the revision of this Trusted 
Configuration.


RevisionType Yes • SPE = cannot be 
overwritten by a server 
config of revision type SRV


• SRV = can be overwritten by 
server configs of revision 
type SRV or SPE


Defines protection given to this server config. 
SRV is the default. SPE can be specified when 
running tcencrypt to ensure that the server 
config is not overwritten.


Data Yes Alphanumeric string Encrypted version of the anchoring and 
binding settings for this trusted ID when 
created on a license server.
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ClientConfig Element
The following table describes the ClientConfig element:


See Also
Response Files
O_ConfigPhaseOne.xsd
P1_ConfigPhaseTwo.xsd
M2_NonEmptyString.xsd


W5_CreateFailureResponseParameter.xsd
This schema document describes the XML file that contains parameter data required when generating a failure response. It 
is required as input to the manual response generator when generating a failure response. 


This document contains the input required when generating a failure response to any type of request. It contains the 
following information. 


• The reason for the failure:


• The failure was due to an error in processing the request.


• The request was denied because it did not conform to the business rules.


• Optionally, an error code. 


Table A-32 • ClientConfig Structure


Element Name Mandatory Format Description


Id Yes Integer in range 0–255 Trusted ID used to uniquely identify this 
trusted section.


Revision Yes Alphanumeric string Identifies the revision of this Trusted 
Configuration.


RevisionType Yes • SPE = cannot be overwritten 
by a client config of revision 
type SRV


• SRV = can be overwritten by 
client configs of revision 
type SRV or SPE


Defines protection given to this client config. 
SRV is the default. SPE can be specified when 
running tcencrypt to ensure that the client 
config is not overwritten.


Data Yes Alphanumeric string Encrypted version of the anchoring and 
binding settings for this trusted ID when 
created on a FlexEnabled client.


Signature Yes Hexadecimal string Ensures integrity of this structure. It is 
generated from all the other elements of this 
structure.
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Table A-33 shows the lowest level of the structure of the failure response input document at the level where the input data 
is held. 


See Also
Response Files
flxActCommonHandleGetLastResponseError
flxActCommonHandleGetLastResponseErrorString 


W6_CreateResponseCodeParameter.xsd
This schema document defines the XML file that contains parameter data required when generating a response code. It is 
required as input to the manual response generator when generating a response code. 


The XML file contains the input required when generating a response code. It contains the following information.


• The type of response code


• The values for variable and additional items included in the response code


The following table shows the structure of the document. 


Table A-33 • Failure Response Structure 


Element Name Mandatory Format Description


ResponseReason Yes • ERROR = failure due to 
an error in processing


• DENIED = request 
denied


Reason that a failure response is being 
returned.


ErrorCode No Alphanumeric Error code that is publisher defined.


Table A-34 • Response Code Input Data Structure 


Element Name Mandatory Format Description


ResponseType Yes • ACTIVATION


• RETURN


• REPAIR


• ERROR


Defines the type of response code. ACTIVATION, 
RETURN, and REPAIR indicate that the 
corresponding function is to be completed. An 
ERROR response code indicates that an error has 
occurred or the transaction is denied.


ResponseItem No See Response Item table Defines a value for an item in the response code.
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Note • For activation and repair transactions, response items that are added to the default response code format using 
ResponseOverrides are inserted into the copy of the fulfillment record in trusted storage.


See Also
ShortCodeData Element
Response Files


W7_CreateCompositeResponseParameter.xsd
This schema combines all response types into one schema for composite transactions. View this schema in 
<platform_dir>\publisher\schemas\Version6.


Table A-35 • Response Item


Element 
Name Mandatory Format Description


Name Yes String


The name of the item


These names are defined in the ASR. See SchemeId in the 
ShortCodeData Element section and Data That Can Be 
Overridden (or Defined) in Response Codes.


Value Yes String The value for this item as inserted in the response code.
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Term Meaning


activatable license A license right in trusted storage that can be activated to a FlexEnabled client. See also 
license group. 


activated feature line See feature definition line.


activation In the FlexNet Publisher Licensing Toolkit, this is a process used to load license rights into 
trusted storage. Different activation types include:


• programmatic activation


• manual activation


• short-code activation


• local activation


In FlexNet Operations, this is a process used to generate license rights in either trusted 
storage and in license files.


Activation API Functions available in the FlexNet Publisher Licensing Toolkit libraries that enable you to 
initiate transactions and manage license rights in trusted storage. The Activation API is 
used to develop the functionality in an activation utility.
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activation client The system that works with an activation server to receive license rights. This system can 
be either a license server or a FlexEnabled client. The activation client initiates an 
activation, repair, or return transaction with an activation server, using an activation 
utility. The following transaction types can be initiated by an activation client:


• activation transaction


• return transaction


• repair transaction


activation request A message sent by an activation utility to an activation server that initiates an activation 
transaction. 


activation response A message sent from an activation server to an activation client, in response to an 
activation request. This message defines the license rights.


activation server A system that responds to requests for license rights from an activation client. The 
activation server can be one of the following:


• a license server


• FlexNet Operations


• in a test environment, the Manual Response Generator (responsegen.exe)


An activation server can also perform repair and return transactions. 


activation specification 
record (ASR) 


A signed XML file used with local activation and short-code activation that contains 
information about license rights, configuration settings for the publisher’s trusted storage 
segment, and additional information required by the activation transaction.


activation transaction A sequence of activation request and activation response messages, and related actions 
that result in license rights being loaded into trusted storage.


activation utility A utility that initiates an activation transaction, repair transaction, or return transaction by 
sending a request to an activation server. This utility also processes the response received 
from the activation server. It uses the Activation API to perform these capabilities.


It is written by the software publisher to meet specific business process requirements. This 
application can be either separate from or embedded in the FlexEnabled application. 


anchor A link between the system and the trusted storage that is used to detect whether trusted 
storage has been tampered with, deleted, or restored. Anchors are also used to ensure that 
information in trusted storage about trial licenses persists beyond the expiration date. 


ASR file See activation specification record (ASR).


binding A capability used with trusted storage where one or more properties of a system, 
combined together into a unique identifier, are used to ensure that license rights held in 
trusted storage are not copied to another system.


Term Meaning
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borrowing A capability available in FlexEnabled applications that enables a user to temporarily obtain 
a license in such a way that the license can be used locally for a limited period of time while 
the user is disconnected from the local network.


bulk entitlement An entitlement created for an order of multiple copies of a single product or suite. Bulk 
entitlements are used for sales through reseller channels. 


checkin The transaction that a FlexEnabled application performs to return a license after it has 
been checked out. This operation is not the same as an activation transaction. FlexEnabled 
applications must perform a checkout and checkin transaction to use a license. 


checkout The transaction that a FlexEnabled application performs to request a license. This 
transaction is different than activating a license. FlexEnabled applications must perform a 
checkout and checkin transaction to use a license. 


client system A general term used to define any system that interacts with a server in a client-server 
relationship. When using the FlexNet Publisher Licensing Toolkit there are two types of 
clients: 


• activation client


• FlexEnabled client


composite transaction Available in FlexNet Publisher 11.8, composite transactions allow multiple actions to be 
combined into a single transaction with FlexNet Operations. Also called multi-action or V2 
transactions. From FlexNet Publisher 11.14.0, composite transactions are also supported 
for all license servers.


concurrent license A license that can be shared among users by allowing each user to check out and then 
return the license. These licenses are served to FlexEnabled applications from a license 
server. If all licenses are being used, an additional user cannot run the FlexEnabled 
application until one of the other users check in their license. When one user finishes using 
the license, another user can begin using it. Also called floating license or served license 
rights.


config response A response to any request from an activation client that contains information about how 
the publisher’s trusted storage segment must be configured (called the trusted storage 
segment configuration). This response is processed by the activation utility and results in a 
segment of trusted storage being created or re-configured for that publisher.


consumer An individual or small business who purchases a license for their individual use. Compare 
with enterprise.


counted A type of license right or license model that defines a multiple quantity of licenses and 
allows concurrent use of the licenses. This term is taken from the fact that the license 
server counts the number of licenses that are being used. 


debug log file A file used by the license server to record status and error messages that are useful for 
debugging the license server. Each license server can have one or more of these files.


Term Meaning
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demo license See trial license.


duplicate grouping A capability in the FlexNet Publisher Licensing Toolkit used to uniquely identify a single 
client (or client checkout request) for the purpose of counting the number of licenses that 
are used. Duplicate grouping defines a set of rules under which multiple checkout requests 
can share the same license(s).


embedded activation See local activation.


encryption seed A set of values defined by a software publisher that are used when creating a publisher-
specific vendor daemon. 


end-user A person who uses a FlexEnabled application. This role is not the same as a license 
administrator.


end-user system See client system. 


end-user license 
administrator


See license administrator.


enterprise An organization that purchases licenses on behalf of a number of individual users. 
Compare with consumer.


entitlement A representation of the license model and product that a customer has bought. It is a 
definition only. The customer will need to fulfill the entitlement so that the license rights 
can be populated to license files or trusted storage. 


In FlexNet Operations, there are two types of entitlements:


• bulk entitlement


• simple entitlement


Each entitlement is uniquely identified by an entitlement ID.


entitlement ID In the FlexNet Publisher Licensing Toolkit, an attribute in trusted storage that stores a 
value used to identify the customer’s entitlement.


In FlexNet Operations, a value that uniquely identifies the entitlement.


expiring license License rights granted to a customer for a limited duration. When the license rights have 
expired, the licenses can no longer be checked out.


Term Meaning
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feature In the context of a software application, this is a single unit of capability. In the FlexNet 
Publisher Licensing Toolkit, this is an identifier used to associate a license model to a unit 
of capability in a software application. 


The software publisher defines which features in their software application map to a single 
feature in the FlexNet Publisher Licensing Toolkit. For example, a feature in the FlexNet 
Publisher Licensing Toolkit could represent any of the following:


• The entire software application.


• A subset of menu items.


• A specific set of data available from the software application.


• A process in the software application.


The software publisher also defines the license model for each FlexNet Publisher Licensing 
Toolkit feature. This gives software publishers the ability to define a different license 
model for each feature in the software application. 


feature bundle A collection of features in FlexNet Operations. It exists primarily to enable modularity and 
re-use. 


feature definition line An entry in a license file or fulfillment record that describes a feature. Each line begins with 
the keyword FEATURE, INCREMENT, or UPGRADE. In license files, feature definition lines 
are used with SERVER and VENDOR lines to define the license model. In trusted storage, 
feature definition lines are used with the fulfillment record properties to define the license 
model.


feature line See feature definition line.


file-based activation See manual activation.


FlexEnabled application A software application that uses the FlexNet Publisher Licensing Toolkit to implement its 
license models.


FlexEnabled client A client system where a FlexEnabled application is installed. 


Flexible API Functions available in the FlexNet Publisher Licensing Toolkit libraries that allow 
FlexEnabled clients to access license rights.


FlexNet Agent A utility that runs on a license server and allows communication between the license server 
and other FlexNet products.


FlexNet Manager This is a license server management and license management decision support solution in 
the FlexNet product family that allows companies to centrally manage license servers and 
license usage across the enterprise.


FlexNet Operations A product in the FlexNet family of products that manages entitlements and generates 
license rights.


Term Meaning
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floating license A license that can be shared among users and is served to FlexEnabled applications from a 
license server. When a user finishes using the license, another user can begin using it. Also 
called concurrent license or served license rights.


fulfill The action of getting license rights.


fulfillment record In the FlexNet Publisher Licensing Toolkit, a data structure specific to trusted storage that 
defines license rights. 


heartbeat A type of message sent periodically between two systems (for example, a FlexEnabled 
application and a license server) to identify whether each is running and able to 
communicate with the other. 


hop count In the FlexNet Publisher Licensing Toolkit, the number of times that license rights in a 
single fulfillment record have been transferred from one license server to another.


hostid In the FlexNet Publisher Licensing Toolkit, the value of a specific system attribute that 
uniquely identifies the host. For example, if IP address is a hostid type, then the hostid 
might be 129.87.33.101. Hostids are used in node-locked license.


hostid type A type of attribute that is available to uniquely identify a system. For example, disk serial 
number, IP address, or MAC address.


hybrid license In the FlexNet Publisher Licensing Toolkit, a type of license right in the license group on 
trusted storage that can function as either a concurrent license or as an activatable license.


internet activation See programmatic activation.


keyboard activation See short-code activation.


license administrator A person in an enterprise who is responsible for installing the FlexEnabled application and 
administering the licenses and license servers.


license file A text file, usually with the .lic extension, that contains license certificates from one or 
more publishers.


license-file list See license search path.


license generator A general term used to describe any mechanism a software publisher uses to generate 
license rights for their customers. The following FlexNet capabilities and products can 
function as a license generator:


• FlexNet Operations: generates license rights for trusted storage and license files. 


• lmcrypt: generates license rights for license files. 


Term Meaning
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license group A mechanism used to describe licenses rights held in server-side trusted storage. These 
groups are not used with license rights held in license files.


• activatable—A license right in trusted storage that can be activated to a FlexEnabled 
client.


• concurrent—license rights in this group can be shared among users by having a 
FlexEnabled client to check out, and then return the license. 


• hybrid—these license rights have the same characteristics as both the activatable 
license group and concurrent license group. They can be activated to client-side 
trusted storage on a FlexEnabled client or checked out by a FlexEnabled client. 


Although you see these group names used to describe license rights in client-side trusted 
storage, the capabilities of the license rights do not change. Once license rights are in 
client-side trusted storage, you cannot transfer, serve, or activate them to another system. 
The FlexEnabled application can only check out and check in these licenses.


The group names are used when a license right is returned to the license server, so that it is 
assigned to the correct license group on the license server. 


license model The set of characteristics that determine the conditions under which (for example, how, 
when, where, and by whom) a FlexEnabled application can be used.


license rights Information in trusted storage or license files that defines the license model and controls 
user access to a specific FlexEnabled application.


license search path A property that the FlexEnabled application uses to locate where license rights are stored. 
Sometimes known as a license-file list.


license server A set of files from the FlexNet Publisher Licensing Toolkit, that work together to manage 
and serve licenses to FlexEnabled applications. A license server is required to support a 
concurrent license model. The license server consists of a license server manager, one or 
more vendor daemons, zero or more options files, zero or more debug logs, and, 
optionally, a report log. These components are available in the FlexNet Publisher Licensing 
Toolkit.


If the license server supports license rights held in trusted storage, it also includes an 
activation utility. It may, optionally, act as an activation server.


license server system See license server.


license server manager 
(lmadmin or lmgrd)


A license server manager lmadmin or lmgrd executable that forwards connections from a 
FlexEnabled application to the correct vendor daemon. 


Because the vendor daemons are responsible for authenticating requests and serving 
licenses, a single license server manager can be used with multiple vendor daemons on the 
license server. 


Term Meaning

268 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Glossary

license sharing A capability available in the FlexNet Publisher Licensing Toolkit where multiple license 
requests from the same user, host, or display results in only one license being used. Also 
known as duplicate grouping.


licensing client See FlexEnabled client.


lmadmin The license server manager introduced in version 11.6 which includes a Web-based GUI.


lmgrd A command-line-based license server manager.


local license rights License rights that are stored on the same system where the FlexEnabled application is 
running, rather than on a license server.


local activation A type of activation where license rights are loaded using an ASR file. The ASR file must 
reside with the FlexEnabled application. This does not require user intervention.


machine ID A value, generated using attributes of the system, that is used to bind trusted storage to 
that system.


maintenance A maintenance represents a customer’s right to obtain updates and upgrades to a 
particular licensed product or suite for a specified duration. Used in FlexNet Operations.


manual activation An type of activation where license rights are transmitted from an activation server to 
another system using a set of request and response messages that are formatted as XML. 


These messages are saved to and read from physical XML files. An activation utility loads 
the license rights from an XML file into trusted storage. 


Manual Response 
Generator 
(responsegen.exe)


A tool included in the FlexNet Publisher Licensing Toolkit that enables software publishers 
to test the activation process offline using XML request and response messages stored as 
files. 


node-locked license A license that can be used only when the FlexEnabled application is run on a specific 
system or by a specific user (as defined by the hostid).


options file A configuration file available on the license server that license administrators can use to 
either change license server behavior or implement certain licensing policies. Each 
software publisher has its own separate options file that works with a specific vendor 
daemon.


orderable Anything that can be purchased by a customer. Orderables can include suites, products, 
documentation, and maintenances.


package In the FlexNet Publisher Licensing Toolkit, a set of features that can be grouped and 
licensed together.


part number A unique identifier, typically correlated with an order system, assigned by a publisher to a 
product.


Term Meaning
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permanent license License rights granted to a customer that do not expire.


product Anything that can be sold by a publisher and can be licensed. 


product ID In the FlexNet Publisher Licensing Toolkit, one of the values that uniquely identifies the 
license rights in trusted storage. See also entitlement ID.


programmatic activation A type of activation where license rights are transmitted from one system to another across 
a network using a set of request and response messages that are formatted as XML. This 
process is the identical to manual activation, except that it does not generate a physical 
XML file. An activation utility loads the license rights from the XML message into trusted 
storage. This is an automated process and does not require user intervention.


publisher ID A value used by trusted storage to uniquely identify the software publisher’s logical and 
physical licensing components. Flexera distributes this identifier to software publishers. It 
is used to prepare certain FlexNet Publisher Licensing Toolkit files that access trusted 
storage. This value is not the same as the vendor daemon. 


quorum A condition specific to three-server redundancy that is met when at least two of the three 
license servers are running and can communicate with each other using heartbeats.


rehost The process of reissuing a license for a different system. This process requires software 
publishers to perform certain activities to redefine the license rights so that they will work 
properly on the new system.


repair request A message sent by an activation utility to an activation server that initiates a repair 
transaction. The activation server provides the information that repairs the license rights 
in trusted storage. An activation utility is an application that initiates the repair 
transaction.


repair response A message sent from an activation server to an activation client, in response to a repair 
request. This message contains information that is used to the repair the license rights.


repair transaction A sequence of repair request and repair response messages, and the related actions that 
result in license rights being repaired in trusted storage.


report log file A file that runs on a license server that contains data about the features used by a single 
vendor daemon. Report logs are encrypted and cannot be read by a person, but are used 
by FlexNet Manager to produce reports. 


responsegen See Manual Response Generator (responsegen.exe). 


return request A message sent by an activation utility to an activation server that initiates a return 
transaction. The activation server receives the license rights returned by an activation 
client. An activation utility is an application that initiates the return transaction.


return response A message sent from an activation server to an activation client, in response to a return 
request.


Term Meaning
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return transaction A sequence of return request and return response messages, and the related actions, that 
result in license rights being returned from trusted storage to the activation server.


served license rights License rights that are stored on a license server and are checked out when needed by 
FlexEnabled applications that run on client systems. These license rights are used for 
concurrent licensing.


short code A multi-character code used with a short-code activation transaction, a repair transaction, 
or a return transaction.


short-code activation A type of activation where license rights are loaded from an ASR file using an activation 
transaction that requires a specific code (called a short code). Often the user enters this 
code into a prompt from the application. This is also is used for licensing via automated 
telephony. 


signature A secure multi-character string added to the license certificate that ensures it has not been 
modified.


simple entitlement An entitlement for a single, specific customer.


single-action transaction This is the default transaction type for FlexNet Publisher versions 11.7 and earlier. Each 
transaction can include only a single action. Also known as legacy or V1 transactions. From 
FlexNet Publisher version 11.14, single actions are deprecated.


suite A set products grouped together that are functionally complementary and associated with 
one or more license models.


supersede A capability in the FlexNet Publisher Licensing Toolkit, used to replace the characteristics 
of old license rights with new characteristics.


three-server redundancy A capability in the FlexNet Publisher Licensing Toolkit that enables license administrators 
to configure three license servers in a failover cluster. 


triad A set of three license servers which operate together to support three-server redundancy.


trial license License rights granted to a user for a limited duration so that the user can evaluate the 
software application.


trusted storage A tamper-proof area on the system that stores license rights. This storage location is 
different than license files and requires a different mechanism for loading and managing 
license rights. Compare with license file.


trusted configuration A set of attributes that define the security configuration of a segment of trusted storage. 
Each software publisher can configure their segments of trusted storage differently. This 
configuration defines the settings for binding, anchoring, and windback detection. 


trusted configuration file A file that stores the attributes that define a software publisher’s trusted storage segment 
configuration.


Term Meaning
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trusted storage 
configuration


See trusted configuration.


uncounted A license right attribute that allows an unlimited number of concurrent uses of a 
FlexEnabled application. Compare with counted.


unserved license rights These are license rights that are not served from a license server. These license rights are 
located with the FlexEnabled application. Also known as local license rights.


upgrade A process where a user installs a newer version of a FlexEnabled application and also 
updates the license rights so that they can use this newer version. 


upsell The process of transitioning from a product of lesser functionality to one of greater 
functionality in the same product line.


vendor daemon One of the files that is a part of the license server. This executable is customized and built 
by the software publisher using files in the FlexNet Publisher Licensing Toolkit. The vendor 
daemon is responsible for communicating with the FlexEnabled application and issuing 
licenses.


Vendor Certificate 
Generator


A publisher-built component, that is a part of FlexNet Operations, that creates license 
certificates or signed feature lines in fulfillment records. This functions similarly to lmcrypt.


vendor name A value used to uniquely identify a software publisher’s logical and physical licensing 
components. It is used to prepare certain files in the FlexNet Publisher Licensing Toolkit 
that manage license rights in both trusted storage and license files. Flexera distributes this 
identifier to software publishers. This value is not the same as the publisher ID. 


windback A condition where the system clock has been set to an earlier date or time. One reason 
users change the system clock is to extend the license duration.


windback detection A capability in the FlexNet Publisher Licensing Toolkit that detects whether a user has reset 
the system clock. This prevents a user from extending the duration of the license. 


windback tolerance An acceptable amount of windback to a system clock that won't trigger windback 
detection. 


A certain tolerance is normally allowed to account for time zone differences or Daylight 
Saving Time.


Term Meaning

272 Company Confidential FNP-11170-PRTS00 FlexNet Publisher 2020 R2 (11.17.0) Programming Reference for Trusted Storage–Based Licensing







Index

A
activatable license 32, 33, 262
activated feature line, See feature definition line
activation 262
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process summary 28
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Activation API 75, 96, 262
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Activation Borrow API 69
activation client 263
activation library 19
activation request 174, 263
activation response 263
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activation server 233, 263
activation specification record 19, 80, 100, 142, 147, 157, 158, 


204, 207, 263
creating 161
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activation transaction 263
between FlexEnabled client and activation server 65
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general, introduction 13
short codes 67, 141
with manual response generator 88
with Operations server 92


alphanumeric short codes 219
anchor 263
anchoring 40, 215, 248
application activation utility 17


for single-action transactions 75
asrgen 161


functions 165
license template 163
Trusted Configuration 164
usage 162


B
binding 263


FLEXIBLE 249
trusted-storage security feature 39
XML schema 248


BORROW
replacing with activation borrow API 69
return of borrowed license 69


borrowing 264
bulk entitlement 264


C
checkin 264
checkout 264
client system 264
CodeBase 219, 224
composite action


response schema 168
composite request 173
composite transaction 264
concurrent license 32, 33, 264
config response 264
config response (client)


schema 168
config response (server)


schema 168
consumer 264
continuation 194
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response codes 225


D
daemon, vendor 272
debug log file 23, 264
Deduction Records 113
demo license, See trial license
duplicate grouping 265


E
embedded activation, See local activation
encryption seed 265
end user 265
end-user license administrator, See license administrator
end-user machine, See client system
enterprise 265
entitlement 265, 268
entitlement ID 265
expiring license 265


F
failure response


schema 168
feature 266
feature bundle 266
feature definition line 68, 147, 164, 192, 194, 240, 262, 266


comment lines 194
concurrent licenses 193
DUP_GROUP 199
HOST_BASED 199
ISSUED 199
ISSUER 199
License Pools 195
LM_A_CHECKOUTFILTER 202
MINIMUM 199
NOTICE 200
PLATFORMS 201
Signing 147
SN 201
START 201
SUITE_DUP_GROUP 201
syntax 193
TS_OK 202
USER_BASED 202
Vendor Keywords 198
VENDOR_STRING 202


FEATURE/INCREMENT line, See feature definition line
file


license 267
options 269
report log 270


file-based activation, See manual activation
FlexEnabled application 266
FlexEnabled client 266
Flexible API 49, 76, 94, 97, 120, 144, 266
FLEXIBLE binding 249
FlexNet Agent 266
FlexNet Licensing Service 78, 99, 127


installing (Linux) 57
installing (OS X) 59
installing (Windows) 57


FlexNet Operations 266
FlexNet Operations Server 92
floating license 267
fulfill 267
fulfillment record 267


asrgen 165
creating 230
deleting 84
examples 238
in activation response 35
on FlexEnabled client 68
overview 21
returning to license server 86, 105
returning to manual response generator 89
structure 231
viewing 81


Fulfillment type 232, 240


H
heartbeats 267
hop count 267
Hostid 164
hostid 267
hostid type 267
hybrid license 32, 33, 267


I
installanchorservice.exe 59
installing


FlexNet Licensing Service (Linux) 57
FlexNet Licensing Service (OS X) 59
FlexNet Licensing Service (Windows) 57


internet activation, See programmatic activation


K
key files 169
keyboard activation, See short-code activation
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license expiry, in short code transactions 226
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license files, generating 147
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license groups 33
license model 268
license pools


by entitlement ID 196
forming 195
managing counts 34


license rights 268
local 269


license search path 268
license server 26, 97, 268
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report log 23


license server manager 268
introduction 22


license server manager, definition 268
license server system 268
license sharing 269
license template 163
license types 32


activatable 32, 33
concurrent 32, 33
hybrid 32, 33


license-file list, See license search path
licenses


limiting mobility 30, 237, 238, 242
pooling 196
transferring between servers 29


licensing client 269
lmadmin 22, 269
lmcrypt 147
lmflex.c 50
lmgrd 22, 269
lmutil 23
local activation 80, 207, 269
local license rights 269
log file


debug 264
report 270


M
machineid 269


manual activation 269
Manual Response Generator 269
manual response generator


using command-line interface 182
using on Windows 171


manual response generator, See also responsegen 167
MinimumCodeSize 219
mobile licensing 69
model, license 268


N
newlink GlossaryC 264
newlink Name 221


O
options file 24, 269
overdraft 194
overdraft condition 194


P
package 269
part number 269
permanent license 219, 227, 270
pooling, See license pools 196
preptool 37, 99, 127, 149


configuration files 152
usage 150


product 270
programmatic activation 270
publisher id 270
PUBLISHER_DEFINED_DURATION 220
PUBLISHER_DEFINED_EXPIRY_CDAY 219, 226


Q
quorum 270


R
regular entitlement, See simple entitlement
rehost 270
Remote Desktop support 202
repair request 177, 270


analyzing 178
repair response 270


schema 168
repair transaction


from license server 87
from Operations server 94
general, introduction 13
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 225


response files 168
responsegen 270


API usage example 190
automated use 186
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errors 184
operator 185


responsegenUI.exe 171
return request 176, 270
return response 270


key file 169
schema 168


return transaction 13, 271
description 31, 67
initiated by application activation utility, introduction 62
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to a FlexNet Operations server 102
to license server 86, 105
to manual response generator 89, 93, 108
to Operations server 93


returning
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S
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In multiple executables 154
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server
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server activation utility 18


for composite transactions 118
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short code 271
short code transactions 67
short code transactions, license expiry 226


short-code activation 207, 271
short-code request 179
short-code response


schema 168
signature 271
signing XML documents 158
simple entitlement 271
single-action transaction 271
SOAP module 21
suite 271
supersede 271


T
tcencrypt 157


usage 157
tcencyrpt 169
Terminal Server support 202
three-server redundancy 271
transaction


repair, See repair transaction 31, 66
return, See return transaction 26, 62


transactions
with license server 85


transfer transaction
introduction 13


transferring licenses 29
triad 271
trial license 271
Trial Pack ID XML Snippet 48
Trial Packs 46
TRIAL_PACK_IDS Entry 48
TRIAL_PACK_SIGNATURE Entry 48
Trust Flags 215
trust flags 179
trusted configuration file 271
Trusted ID Configuration 21, 89, 90, 91, 108, 142, 147, 157, 158, 


161, 164, 165, 169, 176, 205, 210, 244, 245, 253, 256, 257
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trusted storage 271


cleaning up 159
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repair 31, 66
security 37


trusted storage configuration 272
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usage 160
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Introduction

This manual, Development Environment Guide, describes how to use the FlexNet Publisher to do the following:


1. Build your production FlexNet Publisher


2. Build your FlexEnabled application


3. Package your FlexEnabled application for distribution


It contains the following chapters:


Table 1 • Navigation Table


Chapter Content


Introduction Introduction to this document and the documentation for FlexNet 
Publisher.


Part 1, “Building the Production Licensing Toolkit”


First Build of the Production Licensing 
Toolkit


Instructions for the first build of the production FlexNet Publisher toolkit. 
Publisher-specific settings for encryption and the publisher’s vendor 
daemon name are defined during this first build.


Testing the Production Licensing 
Toolkit With a License File


How to test that the components created by the toolkit operate correctly 
with license files.


Testing the Production Licensing 
Toolkit with Trusted Storage


Optional, how to test that components created by a toolkit that supports 
trusted storage–based licensing operate correctly with licenses rights held 
in trusted storage.


Rebuilding the Production Licensing 
Toolkit


Instructions for subsequent builds of the production Licensing toolkit. 
These builds use the publisher specific settings originally defined in the 
first build.


Part 2, “For Trusted Storage–Based Licensing”
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Toolkit Functionality
The licensing and security functionality available in the toolkit depends on the platform on which the toolkit and 
FlexEnabled applications are run. There are three levels of functionality:


• Level One: Licensing using license files only—Instructions in Parts 1 and 3 are relevant for these platforms.


• Level Two: Licensing using license files and trusted storage but without additional security—Instructions in Parts 
1, 2, and 3 are relevant. In Part 2, use the instructions for notr toolkits.


• Level Three: Licensing using license files and trusted storage and including additional security—Instructions in 
Parts 1, 2, and 3 are relevant. In Part 2, use the instructions for standard toolkits.


For details of the functionality available in your toolkit, see the Release Notes issued with your toolkit.


Building Your FlexEnabled Application 
for Trusted Storage–Based Licensing


Instructions for building a licensed application that accesses local license 
rights held in trusted storage.


Distributing the FlexEnabled 
Application for Trusted Storage–Based 
Licensing


What licensing components must be packaged with a licensed product that 
uses trusted storage. Also includes installation instructions.


Part 3, “For License File-Based Licensing”


Building Your FlexEnabled Application 
for License File–Based Licensing


Instructions for building a licensed application that uses license rights held 
in license files.


Distributing the FlexEnabled 
Application for License File–Based 
Licensing


What licensing components must be packaged with a licensed product that 
uses license files.


Part 4, “Other Development Tasks”


Implementing Secure Data Types (SDTs) Steps for implementing Secure Data Types in your code to prevent end- 
users from bypassing the licensed-feature checkout. 


Providing the License Server 
Installation Instructions


Methods and procedures for providing the license-server installer to end 
users.


Appendixes


Setting Up Microsoft Visual Studio for a 
FlexEnabled Application


Instructions on how to set up Visual Studio to compile, link and build 
FlexEnabled applications. 


Table 1 • Navigation Table


Chapter Content
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FlexNet Publisher Product Documentation
Flexera provides a comprehensive documentation set to assist you in working with the FlexNet Publisher. See the 
Reference Bulletin for Documentation for the current release for information about the most up-to-date documentation. 


Identifying the Toolkit Directories
Table 2 lists the main toolkit directories and the shortcut names that are used to refer to them in the documentation.


Table 2 • Toolkit Directories


Shortcut Name Default Location


install_dir The directory where in install the toolkit.


Windows platforms:


No default, you define this path at installation time.


UNIX platforms:


No default, you define this path at installation time.


platform_dir The directory within the toolkit that contains files specific to the 
operating-system platform of the toolkit. The folder label identifies 
this platform (such as x64_n6).


Windows platforms:


<install_dir>\<platform_dir>


UNIX platforms:


<install_dir>/<platform_dir>


machind Toolkit files used to license your applications.


Windows platforms:


<install_dir>\machind


UNIX platforms:


<install_dir>/machind


examples Sample code you can use as templates.


Windows platforms:


<install_dir>\examples


UNIX platforms:


<install_dir>/examples
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Path Designations for Windows and UNIX in This 
Book


For simplification in this book, file paths for locations common to both UNIX and Windows platforms are constructed using 
forward slashes. 
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Part 1
Building the Production


Licensing Tool Kit

This part of the Development Environment Guide includes the following chapters:


• First Build of the Production Licensing Toolkit


• Testing the Production Licensing Toolkit With a License File


• Testing the Production Licensing Toolkit with Trusted Storage


• Rebuilding the Production Licensing Toolkit
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First Build of the Production Licensing


Toolkit

FlexNet Publisher provides all of the components that you need to create a licensed—or FlexEnabled—application, along 
with additional licensing components. As shipped, the FlexNet Publisher Licensing Toolkit (also simply referred to as the 
Toolkit) provides a pre-built sample vendor daemon (called demo) and a set of sample FlexEnabled applications. These 
components are used with the tutorials available in the Getting Started with License File–Based Licensing and Getting 
Started with Trusted Storage–Based Licensing guides.


To create your own FlexEnabled application, you must first build a production licensing toolkit that is customized with 
your private, publisher-specific information. The output of this build is a collection of publisher-specific tools that you use 
to enable flexible licensing in your products. 


This chapter provides the information you need to build your production toolkit: 


• Major Toolkit Components—Provides an overview of important licensing toolkit files.


• Configuring the FlexNet Publisher Licensing Toolkit—Describes how to configure the licensing toolkit components 
in preparation for building your custom production licensing toolkit.


• Building the Production Licensing Toolkit—Explains how to build your production licensing toolkit.


• Licensing Toolkit Components—Defines each component of the Toolkit and its interaction with the FlexEnabled 
application and licensing components.


If you are upgrading to a new version of FlexNet Publisher or rebuilding your production licensing toolkit, see Chapter 5, 
Rebuilding the Production Licensing Toolkit.


Major Toolkit Components
This section introduces the toolkit files, both the configuration files used to build your production licensing toolkit and the 
publisher-specific licensing components generated as a result of the build. 


Configuration Files Used to Build the Toolkit


To create the publisher-specific components, you use the following toolkit files:


• lm_code.h—Contains encryption settings and the vendor daemon name.
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• makefile—Builds the production licensing toolkit. Two makefiles are available:


• makefile—Builds components that use license files only


• makefile.act—Builds components that use trusted storage or license files


Note • It is recommended to use GNU Make tool on all non Windows platforms.


• publisher.xml—Contains encryption settings for your publisher-specific trusted storage.


• DemoTrustedConfigIn.xml —Serves as a template for defining a prepped Trusted Configuration used to create the 
initial section in trusted storage on a physical or virtual machine.


Generated Publisher-Specific Licensing Components


The following publisher-specific components are created when you build the production licensing toolkit:


• Vendor daemon—The publisher-specific component in a FlexNet license server. Operating with lmadmin (or lmgrd), 
the vendor daemon serves licenses to FlexEnabled applications. You can build the daemon in one of two ways: 


• As license-file vendor daemon—Obtains license rights from license files only


• As a trusted-storage vendor daemon—Obtains license rights from license files and trusted storage


• lmcrypt—A utility that adds a signature to license rights. License rights are held either in license files or in feature-
definition lines within fulfillment records in trusted storage. lmcrypt is used to sign both of these types of license 
rights.


• lm_new.o—A file (lm_new.obj on Windows and lm_new.o on UNIX) linked to the FlexEnabled application and 
containing publisher-specific parameters.


Configuring the FlexNet Publisher Licensing 
Toolkit


The sections that follow describe how to edit the various configuration files needed to build your toolkit. In general, by 
editing these files, you do the following to prepare for the build:


• Define your vendor keys that enable the toolkit functionality that you have purchased from Flexera.


• Identify your vendor name used to build your specific vendor daemon.


• Define settings that enable your publisher-specific encryption (used by your licensed applications and licensing 
components). 


All sections that follow apply when building a licensing toolkit that supports license files or trusted storage except when 
specifically stated.


Important • Before building your production licensing toolkit, save a copy of the FlexNet Publisher Licensing Toolkit (or 
install a separate copy from the downloaded Toolkit .zip or .tar file) so that you can continue to run the tutorials using the 
sample demo files, not your publisher-specific files.
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Keeping Encryption Settings Secure


It is important that you keep your encryption settings secure. Ensure the following:


• Encryption settings are kept secret and not made generally available.


• Encryption settings and the vendor name are not changed. If they are changed, then licensing components—for 
example, the vendor daemon—will not work with licensed applications created using the previous encryption 
settings. 


Specifically lm_code.h and publisher.xml (or sdt_publisher.xml) should be kept secret and not be made generally 
available to your development teams. 


Editing lm_code.h
The file lm_code.h, located in the machind directory, contains the vendor name definition, your encryption keys, and 
information about the encryption strength used when signing licenses. Keep the lm_code.h file and the publisher-specific 
values it contains secret.


In summary, the toolkit-build process uses lm_code.h to build the following components:


• The license generator, lmcrypt.exe (lmcrypt on UNIX platforms)


• The vendor daemon


• lmnewgen.exe (lmnewgen on UNIX platforms) 


•  lm_new.obj (lm_new.o on UNIX platforms), on which all FlexEnabled applications depend


Task To edit lm_code.h


1. Open machind/lm_code.h in a text editor.


2. Replace the five VENDOR_KEY lines with your production vendor keys that you received from Flexera. These keys define 
your publisher rights from Flexera.


#define VENDOR_KEY1 0x0


#define VENDOR_KEY2 0x0


#define VENDOR_KEY3 0x0


#define VENDOR_KEY4 0x0


#define VENDOR_KEY5 0x0


3. Replace demo in the VENDOR_NAME line with your vendor name, as registered with Flexera:


#define VENDOR_NAME "<your_vendor_name>"


4. Add seeds that are used to generate unique, publisher-specific encryption keys. Change each dummy LM_SEED to a 32-
bit number that you make up. Use different numbers for each LM_SEED.


Tip • If you do not want to make up LM_SEED seed numbers on your own, you can use FlexNet Publisher’s special utility to 
generate random seed numbers for you. See Generating Encryption Seed Numbers Automatically.


5. Replace the two TRL_KEY values with those that you received from Flexera: 


#define TRL_KEY1 0x0
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#define TRL_KEY2 0x0


6. If required, alter the default setting for TRL signature length. To alter the default signature length 
(LM_STRENGTH_113BIT), change the <strength> value in the following line:


#define LM_STRENGTH <strength>


Define <strength> as one of these signature values:


For further information about LM_STRENGTH, Tamper-Resistant Licenses (TRL), and signature values, see the 
Programming Reference for License File–Based Licensing, chapter 9, “License Signature Configurations”.


7. Save and close lm_code.h.


Generating Encryption Seed Numbers Automatically


FlexNet Publisher provides a utility to help you generate random LM_SEED numbers if you do not want to create them 
yourself. The numbers are unique for each seed.


1. At a command prompt from the <platform_dir> directory, enter the following:


lmrand1 -seed


A message appears explaining that, once generated, the seeds display in the command window and are stored in 
<platform_dir>/lmseed.dat. 


2. Press Enter again to generate the seeds. Output similar to the following is displayed:


#define LM_SEED1 0x8676c7c8


#define LM_SEED2 0xa264ce64


#define LM_SEED3 0x4dd27d8c


3. Replace each LM_SEED value in lm_code.h with your values. 


Important • Keep the encryption seeds secret. 


Editing the makefile
The <platform_dir> directory contains two makefiles: 


• makefile—For use with license file–based licensing only


• makefile.act—For use with both trusted storage–based licensing and license file–based licensing


Type Signature Value Bits
Number of hexadecimal 
characters


TRL LM_STRENGTH_113BIT 113 60


LM_STRENGTH_163BIT 163 84


LM_STRENGTH_239BIT 239 120


Non-TRL
(deprecated)


LM_STRENGTH_DEFAULT


(Non-public key used)
N/A 12
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The following instructions apply to both makefiles.


Task To edit the makefile:


1. From the <platform_dir> directory, open makefile or makefile.act in a text editor.


2. Change the vendor daemon name from demo to your own vendor daemon name as registered with Flexera and used as 
VENDOR_NAME in lm_code.h. The vendor daemon name is identified either as VENDORNAME= or DAEMON=. 


Editing publisher.xml (Trusted Storage Only)
If you are implementing trusted storage–based licensing, you need to edit the activation settings file publisher.xml to 
define the following:


• If you are building the toolkit for trusted storage–based licensing, the encryption seeds are used to generate security 
keys. These keys, in turn, are used to do the following for your FlexEnabled applications:


• Generate required trusted-storage signatures


• Enable the use of Secure Data Types (SDTs)


• If you are building the toolkit for license file–based licensing, the encryption seeds are used to generate security keys 
that enable the use of SDTs in your FlexEnabled applications. 


If you are implementing license file–based licensing only, you need to edit the activation settings file sdt_publisher.xml 
to include the encryption seeds used to generate security keys that enable SDTs.


To provide a new set of unique security keys, edit the encryption seeds in the file with your own set of new values. 


Tip • The recommended method for keeping the encryption seeds secret is to embed the activation settings file in a publisher 
preptool. For instructions on creating a publisher preptool, see the chapter “Working with the Software Publisher Utilities” in 
the Programming Reference for Trusted Storage–Based Licensing.


Task To add your encryption seeds to publisher.xml


1. Using a text editor, open the file publisher.xml (or sdt_publisher.xml), which Flexera has provided in your toolkit.


2. Locate the eight <Seed> elements similar to the following:


<Seed>01234567</Seed>


3. Change each <Seed> to an eight-character, hexadecimal number that you make up. Each of the eight seeds must be 
unique.


4. To overwrite the current activation settings file, save this file to the following location:


<platform_dir>/ActivationSettings/publisher.xml (or sdt_publisher.xml)
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Editing the Vendor Daemon Preptool Configuration File 
(Trusted Storage Only)


The preptool configuration file, vendor_daemon.xml, is used by preptool to create a vendor daemon that can access 
license rights in trusted storage. This file is used when running the makefile to create your vendor daemon and an 
associated activation library. The activation library enables the vendor daemon to access your publisher-specific trusted 
storage.


Task To edit the vendor daemon preptool configuration file:


1. Using a text editor, open the platform-specific configuration tool.


2. Replace the two instances of the string demo with your vendor name, and update the path as needed.


3. Save and close the file.


Defining Trusted Configuration (Trusted Storage Only)
An activation utility manages license rights in trusted storage either on the license server or on the FlexEnabled client. 
When an activation utility is running and detects that no trusted storage exists, it automatically creates the trusted-storage 
file. However, to create the initial section within trusted storage that actually stores fulfillment records, the utility requires 
a Trusted Configuration. This Trusted Configuration can exist in an activation response or an activation specification 
record (ASR) so that when the utility processes either, the trusted section is created. However, best practice, is to embed a 
prepped Trusted Configuration within the activation utility itself so that it can create an initial trusted section immediately, 
without waiting to process an activation response or an ASR. (For local activations on the license server, using prepped 
Trusted  Configuration is the required method for creating the initial trusted section.) For more information on the security 
benefits of using a prepped Trusted Configuration, see Chapter 5, “Configuring Security for Trusted Storage” in FlexNet 
Publisher’s Programming Reference for Trusted Storage–Based Licensing. 


Currently, only certain toolkit platforms support prepped Trusted Configurations. (See the current FlexNet Publisher 
Release Notes for a list of these toolkits.) For toolkits that do not support prepped Trusted Configurations (that is, for 
toolkits that implement non-prepped Trusted Configurations only), you must create all trusted sections by an activation 
response or ASR only.


The next sections describe how to set up your own Trusted Configurations so that you can test and use your toolkit once it 
is built. Follow the specific setup summary for the type of Trusted Configuration you are implementing--prepped or non-
prepped.


Setup Summary for Prepped Trusted Configuration


Setting up a prepped Trusted Configuration involves two phases:


Platform Preptool Configuration File


Windows machind/activation/prep_xml/vendor_daemon.xml


Mac machind/activation/prep_xml/vendor_daemon_mac.xml


UNIX machind/activation/prep_xml/vendor_daemon_unix.xml
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Phase 1: Defining the Trusted Configuration


Phase 2: Updating the preptool Configuration Files Used to Build Activation Utilities


Then, when you build the activation utilities, the trusted configuration is embedded in the utility code and ready to be used 
to create trusted sections as needed. You can test the implementation of the prepped Trusted Configuration when you test 
your newly built toolkit in Chapter 4, Testing the Production Licensing Toolkit with Trusted Storage.


Setup Summary for Non-Prepped Trusted Configuration


This process manually sets up non-prepped Trusted Configurations. Because these configurations are not embedded in 
your activation utilities, you can define and implement them independently of the preptool workflow.


Note • This setup process is not required when using FlexNet Operations or FlexNet Operations On-Demand. These products 
establish non-prepped trusted configurations using their own publisher server components (for example, FlexNet Operations’s 
Transaction Key step within the Package Products workflow).


Setting up a non-prepped Trusted Configuration involves two phases:


Phase 1: Defining the Trusted Configuration


Phase 2: Incorporating the Trusted Configuration into a response parameter file, as described in Chapter 4, Testing 
the Production Licensing Toolkit with Trusted Storage


Test the implementation of your non-prepped Trusted Configuration when you test your newly built toolkit in Chapter 4, 
Testing the Production Licensing Toolkit with Trusted Storage.


Defining the Trusted Configuration


A Trusted Configuration, contained in an XML file, is a publisher-defined configuration for binding and anchoring trusted 
storage to a specific end-user machine (license server or FlexEnabled client). The following procedure describes how to use 
sample files to set up Trusted Configuration input files and how to encrypt and sign these files. The procedure results in the 
following output:


• The signed and encrypted Trusted Configuration file, <vendor>TrustedConfigOut.xml, which defines your specific 
seeds, anchors, and binding for trusted storage on a physical end-user machine.


• The associated configuration key file, <vendor>KeyFile.xml, required by the Manual Response Generator.


Note • You can set up your own Trusted Configuration input files from scratch using the O_ConfigPhaseOne file as a template 
(see Appendix A, “XML Schemas,” in FlexNet Publisher’s Programming Reference for Trusted Storage–Based Licensing). 
Additionally, you can create and build your own activation utilities (see later chapters in this guide). Best practice is to test 
your resulting Trusted Configuration files and activation utilities using the procedures described in Chapter 4, Testing the 
Production Licensing Toolkit with Trusted Storage.
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Task To create your publisher-specific versions of the Trusted Configuration files


1. In the directory <platform_dir>/publisher, do the following, where <vendor> is your vendor name as registered with 
Flexera: 


• To configure trusted storage in a physical environment, copy DemoTrustedConfigIn.xml to 
<vendor>TrustedConfigIn.xml.


The next steps describe how to modify and encrypt <vendor>TrustedConfigIn.xml first.


2. Open <vendor>TrustedConfigIn.xml in a text editor.


3. Locate the <PublisherId> element, and change its value to your publisher ID. (This is the publisher ID assigned to you 
by Flexera and supplied in the file publisher.xml.) 


4. Locate the eight <SeedPart> elements similar to the following: <SeedPart>01234567</SeedPart>


5. Change each <SeedPart> to an eight-character, hexadecimal number that you determine. Each of the eight seeds 
must be unique. These seeds are used to generate transactions keys that, in turn, are used to sign activation 
responses.


Note • These seeds are different than those defined in the <SeedPart> element in <platform_dir>/
ActivationSettings/publisher.xml. Seeds in publisher.xml generate keys used to sign Trusted Configurations and 
ASRs.


6. To update or define other elements (such as anchoring, binding, or timing) in the Trusted Configuration, refer to the 
section “O_ConfigPhaseOne.xsd” in FlexNet Publisher’s Programming Reference for Trusted Storage–Based Licensing 
for element descriptions.


7. Save and close <vendor>TrustedConfigIn.xml.


8. Encrypt the file. To do so, at a command prompt from the <platform_dir>/publisher directory, enter the following:


tcencrypt -i <vendor>TrustedConfigIn.xml \


-o <vendor>TrustedConfigOut.xml \


-k <vendor>KeyFile.xml


The following output is displayed:


Processing complete, config output written to file <vendor>TrustedConfigOut.xml
Key output written to file <vendor>KeyFile.xml.


9. Sign <vendor>TrustedConfigOut.xml, created in the previous step. To do so, at a command prompt from the 
<platform_dir>/publisher directory, enter the following:


xmlsign -a ../ActivationSettings/publisher.xml \


-i <vendor>TrustedConfigOut.xml \


-o <vendor>TrustedConfigOut.xml


The following output is displayed:


<vendor>TrustedConfigOut.xml signed.


10. Copy <platform_dir>/publisher/<vendor>KeyFile.xml to <platform_dir>/publisher/xml, and then delete 
<platform_dir>/publisher/xml/DemoKeyout.xml. This process replaces the Demo configuration key file with your 
publisher-specific key file. (Your key file is used by the Manual Response Generator.)
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Updating the preptool Configuration Files Used to Build Activation Utilities


The preptool configuration files are used to prepare the server-side and client-side activation utilities that come with your 
toolkit (or that you create). To enable an activation utility to use the prepped Trusted Configuration to create initial trusted 
sections, modify the preptool configuration files to point to the Trusted Configuration files (created in the previous 
section). Then, when the activation utilities are built and prepared, the Trusted Configurations are embedded in the 
utilities, enabling the utilities to create initial trusted sections when needed.


The following procedure describes how to update the preptool configuration files for the example activation utilities that 
come with the toolkit. When you build your toolkit with your publisher-specific information, these example utilities are also 
rebuilt and prepared with the updated preptool configuration files. You can use these rebuilt utilities to test your toolkit 
(as described in Chapter 4, Testing the Production Licensing Toolkit with Trusted Storage).


Note • Use this procedure for only those toolkits that support the embedding of prepped Trusted Configurations in activation 
utilities to create initial trusted sections. For a list of these toolkits, see the current FlexNet Publisher Licensing Toolkit Release 
Notes.


Task To update the preptool configuration files with pointers to Trusted Configuration files


1. Locate the preptool configuration files for your client-side and server-side activation utilities. The following lists 
locations for the sample utilities that ship with the toolkit:


• Under <install_dir>/examples/activation/comptranutil, locate the two files (specific to the toolkit 
operating system) used to build activation utilities.


For the client-side activation utility:


appCompTranUtil.xml (Windows), appCompTranUtil_unix.xml, or appCompTranUtil_mac.xml


For the server-side activation utility:


serverCompTranUtil.xml (Windows), serverCompTranUtil_unix.xml, or serverCompTranUtil_mac.xml


Note • Although activation can still be performed using single-action transactions, best practice is to use composite 
transactions, which offer a more secure activation process. The utilities mentioned above support composite 
transactions. However, if you want to prepare activation utilities that support single-action transactions, perform 
the following steps:


Under <install_dir>/examples/activation, locate the two files (specific to the toolkit operating system) used to 
build activation utilities that support single-action transactions.


For the client-side activation utility:


appActUtil.xml (Windows), appActUtil_unix.xml, or appActUtil_mac.xml


For the server-side activation utility:


serverActUtil.xml (Windows), serverActUtil_unix.xml, or serverActUtil_mac.xml


2. Open each file, locate the trustedconfiguration path parameters, and replace the value for each parameter with 
the appropriate name of the output Trusted Configuration file you created in the previous section, Defining the 
Trusted Configuration:
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<trustedconfiguration path="publisher/<vendor>TrustedConfigOut.xml"  


Note • If these parameters do not exist in your preptool configuration file, manually add them to embed the prepped 
Trusted Configurations in the activation utilities.


3. Save and close each file.


Building the Production Licensing Toolkit
Refer to the appropriate section for your development platform. See Table 3 for a list of the licensing toolkit components 
that are built during this process.


• Building on UNIX


• Building on Windows


• Building on OS X


Building on UNIX
Setting Up the C Development Environment


To build the production licensing toolkit, you must set up the proper C development environment.


Task To set up your C development environment 


Configure your system so that the correct compiler is invoked by default. Consult the FlexNet Publisher Release Notes for 
information about the compiler required for the platform on which you are building. If no specific compiler is listed, use the 
ANSI C compiler. 


Note • To build a FlexEnabled application for Linux Standard Base (LSB) certification, you must follow the guidelines of the 
Linux Foundation. For more information about LSB certification, see the Linux Foundation’s website http://
www.linuxfoundation.org. For details about LSB support in FlexNet Publisher, see your FlexNet Publisher Release Notes.


Running ranlib


Before you build the toolkit, process the FlexNet Publisher libraries with ranlib. This step ensures that the internal and 
archive file dates match after files are copied. If this step is omitted, link errors result when the dates do not match.


Task To run ranlib


At a command prompt from the <platform_dir> directory, enter these commands:


ranlib *.a


ranlib activation/lib/*.a
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PIE Support


The FlexNet Publisher Licensing Toolkit for Linux supports building client-side executables and utilities as Position-
Independent Executables (PIE). Both makefile and makefile.act contain the PIE option. With the default setting, PIE=0, 
executables are not built as position-independent executables. To build position-independent executables, set PIE=1; the 
resulting executables will be relocatable at load time.


Note • Ensure that you use the appropriate PIC libraries when building position-independent executables.


For supported platforms and limitations, consult the FlexNet Publisher Release Notes.


Associating the Correct preptool Archive (Trusted Storage Only)


Some operating systems supported by FlexNet Publisher have both 32-bit and 64-bit toolkits. If you have installed both 
toolkits on your system, ensure your system is configured so that the correct preptool archive is associated with the 
toolkit you are building. 


Task To configure the correct preptool archive for your toolkit


At a command prompt, enter the following command to set the PREPARCHIVE environment variable:


setenv PREPARCHIVE <install_dir>/<platform_dir>/preparchive_11.nn.nnn.yaa


where 11.nn.nnn.yaa is the archive file name, and 1.nn.nnn is the archive build number. Locate the exact file name from 
the toolkit <install_dir>.


Building the UNIX Licensing Toolkit


To build your production licensing toolkit, use the make command with the appropriate makefile as a parameter. Use the 
following examples to help you set up the command.


Note • Dongle drivers are not compliant with Linux Standard Base (LSB) certification. Therefore, omit dongle support if you 
plan to submit your FlexEnabled application to the Linux Foundation for LSB certification. For more information about LSB, 
see the Linux Foundation’s website http://www.linuxfoundation.org.


Building Toolkits for Trusted Storage–Based Licensing


Use the following procedure to build a toolkit that implements trusted storage–based licensing.


Task To build the toolkit for trusted storage–based licensing


1. At a command prompt from the <platform_dir> directory, enter the following command to delete any previously 
installed sample activation components:


make -f makefile.act clean


2. Enter the appropriate command to build the toolkit for trusted storage–based licensing:


make -f makefile.act to build the toolkit without dongle support
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or


make -f makefile.act DONGLE=1 to build the toolkit with dongle support 


Note • To update the libtsJavaAcc.so and libtsJavaAcc_libFNP.so files run this command: make -f makefile.act 
libtsJavaAcc.so 


Building Toolkits for License File–Based Licensing


Use the following procedure to build a toolkit that implements license file–based licensing.


Task To build the toolkit for license file–based licensing


At a command prompt from the <platform_dir> directory, enter one of the following commands to build the toolkit for 
license file–based licensing:


• make -f makefile clean all to build the toolkit without dongle support.


or


• make -f makefile DONGLE=1 clean all to build the toolkit with dongle support .


 Build Results


The command window displays a list of files being built. The make command builds lm_new.o, which contains security 
information from lm_code.h and is used to build your application, your vendor daemon, as well as the sample applications. 
If you have edited only lm_code.h, the make command rebuilds everything except your application.


Building on Windows
Setting Up the C Development Environment


To build the production licensing toolkit, you must set up the proper C development environment. To set the development 
environment


Do the following:


• Compile using Microsoft Visual Studio. Refer to the latest FlexNet Publisher Release Notes for supported compiler and 
version information.


Additionally, if your licensed applications run on Windows, review Complying with Windows Logo Programs for 
Software before building your toolkit.


• Make sure that you have the command-line interface of the Microsoft Visual C++ development environment correctly 
configured. (The licensing toolkit is built using command-line tools rather than the Microsoft Visual C++ integrated 
development environment, called IDE.) Consult the Visual C++ documentation for details about building from the 
command line.
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Building the Windows Licensing Toolkit


To build your production licensing toolkit, use the nmake command with the appropriate makefile as a parameter. Use the 
following examples to help you set up the command.


Note • If you link to the dongle libraries on Windows, your FlexEnabled application cannot use the /SafeSEH flag. Dongle files 
on the Windows platforms are not built with the /SafeSEH flag of the Visual Studio compiler.


Building Toolkits for Trusted Storage–Based Licensing


Use the following procedure to build a toolkit that implements trusted storage–based licensing.


Task To build the toolkit for trusted storage–based licensing 


1. At a command prompt from the <platform_dir> directory, enter the following command to delete any previously 
installed sample activation components:


nmake -f makefile.act clean


2. Enter either command to build the toolkit for trusted storage–based licensing:


• nmake -f makefile.act to build the toolkit without dongle support


or


• nmake -f makefile.act DONGLE=1 to build the toolkit with dongle support


Building Toolkits for License File–Based Licensing


Use the following procedure to build a toolkit that implements license file–based licensing.


Task To build the toolkit for license file–based licensing


At the command prompt from the <platform_dir> directory, enter one of the following commands to build the basic 
toolkit for license file–based licensing:


• nmake -f makefile clean all to build the toolkit without dongle support.


or


• nmake -f makefile DONGLE=1 clean all to build the toolkit with dongle support.


Build Results


The command window displays a list of files being built. The nmake command builds lm_new.o, which contains security 
information from lm_code.h and is used to build your application, your vendor daemon, as well as the sample applications. 
If you have edited only lm_code.h, the nmake command rebuilds everything except your application.


Note •  To update the tsJavaAcc.dll file, run this command: nmake -f makefile.act tsJavaAcc.dll.
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Building Toolkits with Visual Studio


The procedure to build a toolkit using Visual Studio 2015 or later is identical with the procedures for license file–based or 
trusted storage–based licensing. For more information, see Building Toolkits for Trusted Storage–Based Licensing on 
page 26 and Building Toolkits for License File–Based Licensing on page 26, respectively.


An additional library file libredir_std.lib is required and is generated (from machind\lm_redir_std.c) when building 
the toolkit with Visual Studio version 2015 or later. 


In addition, two new files are added in the toolkit that act as a support in resolving conflicts: machind\lm_redir_std.h, 
machind\lm_redir_std.c


Complying with Windows Logo Programs for Software


This section provides information about how the FlexNet Publisher components have been built and packaged, so that you 
can identify the additional steps necessary to certify your FlexEnabled applications and license server. It does not 
comprehensively describe the requirements for the Windows Logo Programs for Software. For information about those 
program, see the Microsoft documentation.


Preparation through Signing, Manifests, and Version Resources


The Windows Logo Programs for Software have certain requirements for software applications to be certified under this 
program. Although FlexNet Publisher is not certified under these programs, some components have been prepared in such 
a way that they should not prevent FlexEnabled applications from being certified. To support this, toolkit components 
have been prepared as follows:


• Certain executables contain embedded manifests that define the execution level.


• Dynamic link libraries and executables contain a version resource.


• Dynamic link libraries and executables have been signed with an Authenticode certificate.


Not all dynamic link libraries and executables have been prepared. For example, binaries built by the packaged makefile 
or makefile.act (for example, the vendor daemon) files are not signed. The software publisher must prepare these files to 
comply with the Windows Logo Programs for Software. In addition, publisher utilities are not signed because they should 
not be packaged into a FlexEnabled application. The following table summarizes the files that are affected and how they 
are affected. 


Table 1 • FlexNet Publisher Licensing Toolkit files


File Name and Installation Location
Version 
Resource


Embedded 
Manifest Signed


i86_n3\appactutil_libFNP.dll Yes No No


i86_n3\demo_libFNP.dll Yes No No


i86_n3\ezcalc_libFNP.dll Yes No No


i86_n3\ezcalcsdtplus_libFNP.dll Yes No No


i86_n3\ezcalcsdt_libFNP.dll Yes No No


i86_n3\FNP_Act_Installer.dll Yes Yes Yes
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i86_n3\FNPLicensingService.exe (embedded inside 
FNP_Act_Installer.dll)


Yes Yes Yes


i86_n3\installanchorservice.exe Yes Yes Yes


i86_n3\lmborrow.exe Yes Yes Yes


i86_n3\lmdiag.exe Yes Yes Yes


i86_n3\lmdown.exe Yes Yes Yes


i86_n3\lmadmin\lmadmin.exe Yes Yes Yes


i86_n3\lmgrd.exe Yes Yes Yes


i86_n3\lmhostid.exe Yes Yes Yes


i86_n3\lminstall.exe Yes Yes Yes


i86_n3\lmlicvalidator.exe Yes Yes Yes


i86_n3\lmpath.exe Yes Yes Yes


i86_n3\lmrand1.exe Yes Yes Yes


i86_n3\lmremove.exe Yes Yes Yes


i86_n3\lmreread.exe Yes Yes Yes


i86_n3\lmstat.exe Yes Yes Yes


i86_n3\lmstrip.exe Yes Yes Yes


i86_n3\lmswitch.exe Yes Yes Yes


i86_n3\lmswitchr.exe Yes Yes Yes


i86_n3\lmtools.exe Yes Yes Yes


i86_n3\lmutil.exe Yes Yes Yes


i86_n3\lmver.exe Yes Yes Yes


i86_n3\preptool.exe Yes Yes Yes


i86_n3\serveractutil_libFNP.dll Yes No No


Table 1 • FlexNet Publisher Licensing Toolkit files


File Name and Installation Location
Version 
Resource


Embedded 
Manifest Signed
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Using the FlexNet Licensing Service Installer


The FlexNet Licensing Service is delivered embedded inside an installer DLL (FNP_Act_Installer.dll). To install or 
uninstall the service, software publishers must call functions exported from this DLL. This file is needed for only those 
applications that use trusted storage. The Windows Logo Program for Software has specific requirements for installation, 
make sure you deploy this file in a way that meets those requirements.


Building the Vendor Daemon


The vendor daemon is used with trusted storage–based and license file–based licensing when licenses are served from a 
license server. Each software publisher must build their own custom vendor daemon that contains unique vendor keys and 
encryption seeds. 


To prepare your publisher-specific vendor daemon for certification, you must perform extra steps in the toolkit-build 
process to meet these specific requirements:


• Every executable file (with an .exe extension) included with an application must have an embedded manifest that 
defines its execution level.


• All executable files must be signed with an Authenticode certificate.


For full details, see the latest requirements for the Logo Program for Software, as issued by Microsoft Corporation.


The following outline instructions show the sequence of operations required. 


i86_n3\tsreset_app_libFNP.dll Yes No No


i86_n3\tsreset_svr_libFNP.dll Yes No No


i86_n3\uninstallanchorservice.exe Yes Yes Yes


i86_n3\publisher\FnpCommsSoap.dll Yes Yes Yes


i86_n3\publisher\responsegen.dll Yes Yes Yes


i86_n3\publisher\responsegen.exe Yes Yes Yes


i86_n3\publisher\responsegenUI.exe Yes Yes Yes


i86_n3\publisher\tcencrypt.exe Yes Yes Yes


i86_n3\publisher\xmlsign.exe Yes Yes Yes


Table 1 • FlexNet Publisher Licensing Toolkit files


File Name and Installation Location
Version 
Resource


Embedded 
Manifest Signed
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Task To build a vendor daemon for Windows


1. Create a resource file for your publisher-specific vendor daemon. It must be named <vendor_name>.rc, where 
<vendor_name> is your vendor name as used in lm_code.h (see Editing lm_code.h).


The toolkit contains an example resource file, demo.rc, used to create a manifest for the demo vendor daemon. See 
Microsoft’s documentation for further information about the required contents of this resource file.


2. Add the resource file <vendor_name>.rc to the <platform_dir> directory.


3. Build the toolkit as described in Building the Windows Licensing Toolkit. This builds your publisher-specific vendor 
daemon, <vendor_name>.exe. 


4. Run the Microsoft manifest tool mt.exe to create a manifest for your publisher-specific vendor daemon. 


This manifest tool, included in the Windows platform SDK, is the recommended tool because it has been tested with 
the Toolkit.


5. Sign your publisher-specific vendor daemon as required by Microsoft.


Adding Support for Windows Event Logging


Windows toolkits contain the file VendorLicenseServerMsgs.dll, which you can use with the license server manager to 
write messages to the Windows Event Log, in addition to the debug log. (It can be used to log English messages only.) This 
file is not compliant with the Windows Logo Programs for Software because it has not been signed, nor does it contain a 
version resource. 


In general, each publisher should generate their own messages DLL, rather than use this one. For more information about 
finding and using the source files to build a message DLL, see Enabling Support for Windows Event-Logging.


Building on OS X
You must build the Licensing toolkit on your specific OS X platform in order to generate the components necessary to build 
FlexEnabled applications that run on one or more OS X versions. 


Requirements Building the Toolkit on OS X Platforms


Refer to the current FlexNet Publisher Release Notes for the latest toolkit-build requirements and the platforms supported 
for the FlexEnabled applications that a toolkit built on a specific OS X platform produces.  


Running ranlib


Before you build the toolkit, process the FlexNet Publisher libraries with ranlib. This step ensures that the internal and 
archive file dates match after files are copied. If this step is omitted, link errors result when the dates do not match.


Task To run ranlib


At a command prompt from the <platform_dir> directory, enter these commands:


ranlib *.a


ranlib activation/lib/*.a
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Building the Mac Licensing Toolkit


To build your production licensing toolkit, use the make command with the appropriate makefile as a parameter. Use the 
following examples to help you set up the command.


Building Toolkits for Trusted Storage–Based Licensing


Use the following procedure to build a toolkit that implements trusted storage–based licensing.


Task To build the toolkit for trusted storage–based licensing


1. At a command prompt from the <platform_dir> directory, enter the following command to delete any previously 
installed sample activation components:


make -f makefile.act clean 


Enter the appropriate command to build the trusted-storage toolkit:


make -f makefile.act to build the toolkit without dongle support


or


make -f makefile.act DONGLE=1 to build the toolkit with dongle support 


or


make -f makefile.act DONGLE=1 USE_WIBU=1 to build the toolkit with Wibu dongle support


Building Toolkits for License File–Based Licensing


Use the following procedure to build a toolkit that implements license file–based licensing.


Task To build the toolkit for license file–based licensing


At the command prompt from the <platform_dir> directory, enter the appropriate command to build the license-file 
toolkit:


• make -f makefile clean all to build the toolkit without dongle support.


or


• make -f makefile DONGLE=1 clean all to build the toolkit with dongle support.


or


• make -f makefile DONGLE=1 USE_WIBU=1 to build the toolkit with Wibu dongle support.


Build Results


The command window displays a list of files being built. The command make builds lm_new.o, which contains security 
information from lm_code.h and is used to build your application, your vendor daemon, as well as the sample applications. 
If you have edited only lm_code.h, the command make rebuilds everything except your application.
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Testing the Production FlexNet Publisher Licensing Toolkit
After building the Production Toolkit, test its operation before releasing it for use by your development teams. 


• License Files—If you used makefile to build toolkit components that support license file–based licensing only, see 
Testing the Production Licensing Toolkit With a License File.


• Trusted Storage—If you have used makefile.act to build toolkit components that support both license file–based 
and trusted storage–based licensing, test using the instructions in both of the following sections:


• Testing the Production Licensing Toolkit With a License File


• Testing the Production Licensing Toolkit with Trusted Storage


Licensing Toolkit Components
The components that compose the licensing toolkit are divided into four groups. All files are located in the <platform_dir> 
directory of your licensing toolkit distribution unless otherwise noted.


• Configuration Files—Files you modify to include your publisher-specific information before the build.


• Generated Components—Modules that the build process generates using your modified configuration files.


• Standard Components—Components that are used as provided by Flexera. They do not contain publisher-specific 
information.


• Source Code—Source code for components that you might need to modify.


Configuration Files
The configuration files, listed in Table 2, are files you modify to include your publisher-specific parameters. See Configuring 
the FlexNet Publisher Licensing Toolkit for instructions on how to modify these files.


Table 2 • Configuration Files


Component Description


lm_code.h Defines vendor keys, vendor daemon name, TRL keys, and signature strength. See Editing 
lm_code.h for further details.


makefile Contains rules that build the toolkit components for license file–based licensing only. This 
component also defines the vendor daemon name. 


makefile.act Contains rules that build the toolkit components for trusted storage–based licensing.


publisher.xml Activation settings file that provides security keys for your products that use trusted 
storage–based licensing. These keys also enable the use of Secure Data Types (SDTs) in 
license file–based licensing products built with this same toolkit.


sdt_publisher.xml Activation settings file that provides security keys for your products that are built with a 
toolkit that has rights to license file–based licensing only and that use SDTs. (Customers 
with this set of rights do not receive the publisher.xml file.)
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Generated Components
The files listed in Table 3 are generated as a result of the licensing toolkit build process. Building the Production Licensing 
Toolkit describes the build process in detail.


Table 3 • Generated Components


Windows UNIX LF/ TS Description


Intermediate and System Components


lm_new.c lm_new.c LF/ TS Publisher-specific source code module, generated by 
lmnewgen.exe.


lm_new.obj lm_new.o LF/ TS Intermediate file linked into the FlexEnabled 
application, license generators, and the vendor 
daemon. The file contains publisher- specific 
parameters.


N/A lm_new_pic.o LF/ TS PIC version of lm_new.o to support the dynamically 
linked model (for use with shared libraries).


lmgr11.dll N/A LF Client library supporting the dynamically linked model. 
(The library is used specifically to support the use of 
native hostids with the Java toolkit.) See Dynamically 
Linking Your Application for further details.


lmnewgen.exe lmnewgen LF/ TS Program that generates lm_new.c, which, in turn, is 
used to generate lm_new.o (UNIX) or lm_new.obj 
(Windows).


lmseeds.h lmseeds.h LF/ TS Header file required by license-generator applications.


lsrvend.c lsrvend.c LF/ TS File generated during build of vendor daemon and 
containing compile-time errors based on errors in 
lsvendor.c. 


For more information about the vendor daemon, see 
the Programming Reference for License File–Based 
Licensing.


<vendor>.exe <vendor> LF/ TS The vendor daemon executable. This file depends on 
lm_new.obj and lsvendor.c.


FlexNet Licensing API Examples
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lmflex.exe lmflex LF/ TS Example application using Flexible API. (Its source code 
is found in the machind directory.) 


This example application is built in two forms: built with 
makefile, it uses license files; built with makefile.act, 
it uses trusted storage.


lmflex_libFNP.dll lmflex_libFNP.


so


TS Activation library that enables lmflex to access trusted 
storage.


installanchorservice.exe n/a TS Sample application used to install the FlexNet Licensing 
Service on Windows.


uninstallanchorservice.exe n/a TS Sample application used to uninstall the FlexNet 
Licensing Service on Windows.


ezcalcsdtplus.exe ezcalcsdtplus TS FlexEnabled application example that uses trusted 
storage and Secure Data Types (SDTs).


ezcalcsdtplus_libFNP.dll ezcalcsdtplus_


libFNP.so


TS Activation library that allows ezcalcsdtplus to access 
trusted storage and use SDTs.


ezcalcsdt.exe ezcalcsdt TS FlexEnabled application example that uses trusted 
storage and Secure Data Types (SDTs).


ezcalcsdt_libFNP.dll ezcalcsdt_libF


NP.so


TS Activation library that allows ezcalcsdt to access 
trusted storage and use SDTs.


ezcalc.exe ezcalc TS FlexEnabled application example that uses trusted 
storage.


ezcalc_libFNP.dll ezcalc_libFNP.


so


TS Activation library that allows ezcalc to access trusted 
storage.


lmflexsdt.exe lmflexsdt LF FlexEnabled application example that uses license file–
based licensing and Secure Data Types (SDTs). 


Note • This sample must be built and prepared. To do so, 
run this command from <platform_dir>:


nmake SDT=1 (Windows)


make SDT=1 (UNIX)


lmflex_coavail.exe lmflex_coavail LF/TS FlexEnabled application example that uses license file–
based and trusted storage file -based.


Table 3 • Generated Components


Windows UNIX LF/ TS Description
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lmflexsdt_libFNP.dll lmflexsdt_libF


NP.so


LF Run-time component prepared for lmflexsdt to handle 
SDTs. 


serveractutil.exe serveractutil TS Example server activation utility that manages license 
activations in trusted storage on license servers.


serveractutil_libFNP.dll serveractutil_


libFNP.so


TS Activation library that allows serveractutil to access 
trusted storage.


servercomptranutil.exe servercomptran


util


TS Example activation utility that supports composite 
transactions to manage license activations in trusted 
storage on license servers.


servercomptranutil servercomptran


util_libFNP.dl


l


TS Activation library that allows servercomptranutil to 
access trusted storage.


appactutil.exe appactutil TS Example application activation utility that manages 
license activations in trusted storage on FlexEnabled 
clients.


appactutil_libFNP.dll appactutil_lib


FNP.so


TS Activation library that allows appactutil to access 
trusted storage.


appcomptranutil.exe appcomptranuti


l


TS Example activation utility that supports composite 
transactions to manage license activations in trusted 
storage on FlexEnabled clients.


appcomptranutil_libFNP.dll appcomptranuti


l_libFNP.so


TS Activation library that allows appcomptranutil to 
access trusted storage.


Licensing Utilities


asrgen.exe asrgen TS Program that creates an activation specification record 
(ASR). For information about asrgen, see the 
Programming Reference for Trusted Storage–Based 
Licensing.


lmcrypt.exe lmcrypt LF/ TS Program that creates feature definition line signatures 
based on a template. This file depends on lm_code.h 
and lm_new.obj. For information about lmcrypt, see 
the Programming Reference for License File–Based 
Licensing.


tsreset_svr.exe tsreset_svr TS Utility that clears license rights from trusted storage or 
removes trusted-storage files on the license server.


Table 3 • Generated Components


Windows UNIX LF/ TS Description
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Standard Components
The standard components are used as shipped and do not require modification. They are listed in the following sections:


• License Server Manager (lmadmin and lmgrd)—The program installed on a server and used to serve licenses to 
FlexEnabled clients


• Flexible API—Files required to use the Flexible API


• Activation API and Activation Borrow API—Files required to use the Activation API or Activation Borrow API


• Secure Data Types—Files required to add extra security using SDTs


• FlexNet Licensing Service API—Files required to install the FlexNet Licensing Service API


• Utilities—Utilities for managing a license server and also for use with the licensing toolkit


• FlexNet ID Drivers—Files for installing FlexNet ID drivers


• Windows Event-Logging—Files required for implementing Windows event logging on a license server that includes 
lmgrd.


License Server Manager (lmadmin and lmgrd)
The toolkit includes the latest version of the license server manager lmadmin. An older license server manager, lmgrd 
(lmgrd.exe on Windows), also ships with the toolkit.


tsreset_svr_libFNP.dll tsreset_svr_li


bFNP.so


TS Activation library that allows tsreset_svr to access 
trusted storage.


tsreset_app.exe tsreset_app TS Utility that clears license rights from trusted storage or 
removes trusted-storage files on a FlexEnabled client.


tsreset_app_libFNP.dll tsreset_app_li


bFNP.so


TS Activation library that allows tsreset_app to access 
trusted storage.


Table 3 • Generated Components


Windows UNIX LF/ TS Description
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Flexible API
The following table lists standard components that may be required to use the Flexible API on Windows and UNIX 
platforms. Components marked with * are required when applications use certificate licensing only. Components marked 
with # are required when applications use trusted storage licensing. All other components are required in either case. 
Include the appropriate dongle library or dongle stub library, depending on whether or not your FlexEnabled application 
uses licenses bound to a hardware dongle.


Table 4 • Standard Components for Flexible API 


Description Windows UNIX


FlexNet Publisher client libraries 


Important • Use a non-TRL library (lmgr.lib 
or liblmgr.a) only if you have active legacy 
clients in production older than v10.8.6 that 
will be served by the same license server as 
your new clients. For more information 
about TRL, see the Programming Reference 
for License File–Based Licensing, chapter 9, 
“License Signature Configurations”. 


• libcrvs.lib


• libsb.lib


• lmgr.lib or lmgr_trl.lib


• activation\lib\libnoact.lib *


• activation\lib\libact.lib #


• libFNPload.lib #


• Either lmgr_dongle.lib (for dongle 
usage) or lmgr_dongle_stub.lib


Note • Use these libraries whether you are 
building an /MT or an /MD application.


• libcrvs.a


• libsb.a


• liblmgr.a or liblmgr_trl.a


• activation/lib/libnoact.a *


• activation/lib/libact.a #


• libFNPload.a #


• libFNPload_notr.a #


• either liblmgr_dongle.a or 
liblmgr_dongle_stub.a


FlexNet Publisher client libraries used for 
linking Licensing into shared libraries. (Not 
available on all UNIX platforms.)


Important • 


• Note that the libraries 
liblmgr_nomt_pic.a and 
liblmgr_nomt_pic_trl.a  have been 
deprecated and may be removed in a 
future release.


• Use a non-TRL library (liblmgr_pic.a or 
liblmgr_nomt_pic.a) only if you have 
active legacy clients in production older 
than v10.8.6 that will be served by the 
same license server as your new clients.


N/A • libcrvs_pic.a


• liblmgr_pic.a or  
liblmgr_pic_trl.a


• liblmgr_nomt_pic.a or 
liblmgr_nomt_pic_trl.a


• libsb_pic.a


• activation/lib/


libnoact_pic.a *


• activation/lib/


libFNPload_pic.a *
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FlexNet Publisher client library used with 
applications that are not able to use native 
multithreaded libraries: disables 
multithreaded heartbeats.


Important • 


• Note that these libraries have been 
deprecated and may be removed in a 
future release.


• Use a non-TRL library (liblmgr_nomt.a) 
only if you have active legacy clients in 
production older than v10.8.6 that will 
be served by the same license server as 
your new clients.


N/A • liblmgr_nomt.a


• liblmgr_nomt_trl.a


Table 4 • Standard Components for Flexible API 


Description Windows UNIX

38 Company Confidential FNP-11170-DEV00 FlexNet Publisher 2020 R2 Development Environment Guide







First Build of the Production Licensing Toolkit
Licensing Toolkit Components

System Libraries required for Windows 
platform


• oldnames.lib


• comctl32.lib


• wsock32.lib


• netapi32.lib


• Rpcrt4.lib


• oleaut32.lib


• Ole32.lib


• Wbemuuid.lib


• wintrust.lib


• crypt32.lib


• Ws2_32.lib


• psapi.lib


• Shlwapi.lib


• kernel32.lib


• user32.lib


• gdi32.lib


• comdlg32.lib


• advapi32.lib


• shell32.lib


• dhcpcsvc.lib


• userenv.lib


Visual Studio 2015 and later


• legacy_stdio_wide_specifiers.lib


• legacy_stdio_definitions.lib 


• libvcruntime.lib 


• ucrt.lib 


• Dhcpcsvc.lib


Table 4 • Standard Components for Flexible API 


Description Windows UNIX
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Activation API and Activation Borrow API
The following table lists standard components that may be required to use the Activation API or the Activation Borrow API. 


Secure Data Types
The following libraries are required for applications with Secure Data Types (SDTs) that use trusted-storage licensing:


• On Windows—libact.lib and libFNPload.lib


• On UNIX—libact.a or libact_pic.a  and libFNPload.a or libFNPload_pic.a


FlexNet Licensing Service API
The toolkit includes the following API to install and uninstall the FlexNet Licensing Service:


• FNP_Act_Install.lib


• FNP_Act_Install.dll


Table 5 • Standard Components for Activation API and Activation Borrow API


Description Windows UNIX


Activation API and Activation Borrow API 
library 


activation\lib\libact.lib


Note • Use this library whether you 
are building an /MT or an /MD 
application.


activation/lib/libact.a 


Library used for loading the activation 
library (run-time component) created by 
preptool.


libFNPload.lib • libFNPload.a 


• libFNPload_notr.a 


Shared version of the library used for 
loading the activation library. (Not available 
on all UNIX platforms.)


N/A activation/lib/


libFNPload_pic.a 


Module that provides Soap connection. This 
is required for transactions with FlexNet 
Operations.


publisher\FNPCommsSoap.dll FnpCommsSoap.so
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Utilities
The following table lists the standard utilities provided within the toolkit.


Table 6 • Standard Utilities 


Description Windows UNIX


Random number generator used for LM_SEEDs in lm_code.h. lmrand1.exe lmrand1


Licensing utilities for managing a FlexNet license server. lmutil.exe lmutil


Licensing utilities. Each is a copy (or link on UNIX) of the 
lmutil executable, but renamed with the specific 
command name. See the License Administration Guide for 
usage information.


• lmhostid.exe


• lmver.exe


• lmdown.exe


• lmnewlog.exe


• lmlicvalidator.exe


• lmremove.exe


• lmreread.exe


• lmswitchr.exe


• lmstat.exe


• lmborrow.exe


• lmdiag.exe


• lminstall.exe


• lmpath.exe


• lmhostid


• lmver


• lmdown


• lmnewlog


• lmlicvalidator


• lmremove


• lmreread


• lmswitchr


• lmstat


• lmborrow


• lmdiag


• lminstall


• lmpath


GUI for end-user lmgrd utilities. lmgrd is the older license 
server product that lmadmin is replacing.


lmtools.exe N/A


Utility that obfuscates and adds security to the FlexEnabled 
application executable. See Using lmstrip for Additional 
Security for more information.


lmstrip.exe lmstrip


Service installer for the older license server product lmgrd, 
which lmadmin is replacing.


installs.exe N/A


Utility used to prepare applications so that they can access 
trusted storage or security devices such as SDTs. 


For trusted-storage licensing, preptool creates a product-
specific activation library component that manages trusted 
storage and security features, including SDTs. For license 
file–based licensing, it simply creates the product-specific 
run-time component that handles SDTs.


preptool.exe


Requires preparchive_
<build_no>.yaa


preptool


Requires preparchive_
<build_no>.yaa
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FlexNet ID Drivers
For a complete list of the FlexNet ID driver files included in the toolkit, refer to the Driver Installation Guide for FlexNet ID 
Dongles.


Note • Dongle drivers are not compliant with Linux Standard Base (LSB) certification. Therefore, omit dongle support if you 
plan to submit your FlexEnabled application to the Linux Foundation for LSB certification. For more information about LSB, 
see the Linux Foundation’s website http://www.linuxfoundation.org.


Vendor Daemon Libraries
The following vendor daemon libraries are used to build the vendor daemon:


• On Windows—lmgras.lib and lmgrs.lib


• On UNIX—liblmgr_as.a and liblmgr_s.a


Windows Event-Logging
The following table lists files related to Windows event-logging that are included in the toolkit. See Enabling Support for 
Windows Event-Logging for a description of how to use these files.


Table 7 • Windows Event-Logging 


Description Windows UNIX


Registration entry templates for adding and 
removing support for Windows Event Logging 


• eventlogadd.reg


• eventlogremove.reg


Note • For lmadmin, these files are 
located in lmadmin\eventlog.


N/A


Message-file DLLs containing localized text to 
describe license-server events


For lmadmin:


• FnplmLicenseServerMsgs.dll  for 
32-bit lmadmin or 
FnplmLicenseServerMsgs64.dll  
for 64-bit lmadmin 
(located in lmadmin\eventlog)


• VendorLicenseServerMsgs.dll


For lmgrd:


• VendorLicenseServerMsgs.dll


• FnplmLicenseServerMsgs.dll 


N/A
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Source Code
Several of the components listed in Table 3 and Table 6 have corresponding source code. In most cases, these components 
are used as shipped or generated. The source code files are included in the Toolkit in the event that you need to customize 
them. Table 8 lists these files; they are located in the machind directory.


Table 8 • Source Code Files 


Source Code File Description


Utility and Vendor Daemon Sources


lsvendor.c Configuration file for vendor daemon options. Refer to the chapter 
“Customizing the Vendor Daemon” in the Programming Reference for 
License File–Based Licensing for details on modifying this file before you 
build the licensing toolkit. 


Important • Contact Flexera Technical Support before modifying this 
file. 


FlexNet Licensing API Example Sources


lmflex.c Flexible API example source code.


License Generator Source


lmcrypt.c Source code for lmcrypt, which generates signatures for feature 
definition lines.


Windows Event-Logging


For lmadmin:


lmadmin\eventlog\


FnplmLicenseServerMsgs.mc


VendorLicenseServerMsgs.mc


For lmgrd:


• VendorLicenseServerMsgs.mc


• FnplmLicenseServerMsgs.mc


Source code for strings used to describe license-server events. See 
Enabling Support for Windows Event-Logging for further details.
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Testing the Production Licensing Toolkit


With a License File

This chapter describes how to test production toolkit components and licensed applications that can access license rights 
in license files. Complete the tests described in this chapter if you have built a toolkit using either makefile or 
makefile.act. 


Testing a FlexEnabled Application Using a License 
File


To test whether a FlexEnabled application created with the toolkit operates correctly, generate a license file and use it with 
the sample application lmflex. 


If virtualization features are used in the license file, the FlexNet Licensing Service must be installed. For more information, 
see Preparing for the Test on page 48. 


Task To test the FlexEnabled application


1. From the <platform_dir> directory, open uncounted.lic in a text editor.


# an uncounted license


FEATURE f2 demo 1.000 permanent uncounted HOSTID=ANY \


SIGN=”00A7 9966 2256 351C CB60 248E 2654 B000 8724 73F4 2F49 C626 9A89 E103 DCB6” 


2. Change the vendor name from demo to your vendor name, as provided by Flexera. 


3. Save and close uncounted.lic.


4. Open a command window and change to the <platform_dir> directory. 


5. Type lmcrypt uncounted.lic. This creates a new signature (SIGN=) based on your publisher-specific vendor name 
and encryption settings.


6. Run lmflex.exe (lmflex on UNIX) and try to check out feature f2.
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The license file containing f2 (uncounted.lic) is in the same directory as lmflex and has an extension of .lic, so it is 
found and used. lmflex reports that f2 is checked out.


Testing the Vendor Daemon Using License Files
To test whether your vendor daemon created with the toolkit operates correctly, perform these testing phases:


• Phase 1—Generate a license file for a counted license for your vendor daemon.


• Phase 2—Start the license server using the license file created in step 1. (These instructions use lmadmin as the license 
server manager.)


• Phase 3—Use the sample application lmflex to check that the vendor daemon is operating correctly.


Creating a Publisher-Specific License File
The license server accesses a local license file to determine which vendor daemon to start up.


Task To create and sign the publisher-specific license file used to start the license server


1. In the <platform_dir> directory make a copy of the file counted.lic and rename it to mycounted.lic.


2. Open mycounted.lic in a text editor.


SERVER this_host ANY


VENDOR demo


USE_SERVER


# a counted license


FEATURE f1 demo 1.0 permanent 4 SIGN=”05E5 ....” 


3. Edit the following elements:


• Change the VENDOR value from demo to your vendor name as given to you by Flexera.


• In the VENDOR line, add the path to the executable of your vendor daemon. 


• Change the feature name from f1 to f3.


4. Save and close mycounted.lic.


5. At a command prompt from the <platform_dir> directory, enter the following:


lmcrypt mycounted.lic


Starting the License Server


Task To start the license server


1. At a command prompt from the lmadmin installation directory, enter the following to start the license server:


lmadmin -adminOnly no -allowRemoteStopServer yes -configDir <conf_path> 
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where <conf_path> is the path to the conf folder. configDir and <conf_path> are required only if the conf folder is 
not installed in the same location as lmadmin.exe. 


2. To access the lmadmin user interface, open your Web browser, and enter the following URL:


http://<server>:8090


where


• <server> is the system name where the license server is running.


• 8090 is the port for the lmadmin user interface. If this is not the port you have assigned, change it to the correct 
one.


3. Select the Administration page, and sign in with your administrator credentials.


4. Go to the Vendor Daemon Configuration tab, and click Import License.


5. Click Browse to select the license file mycounted.lic.


6. Click Import License to import the license file which specifies the location of the vendor daemon. 


Checking Out Licenses


Task To check out licenses


1. Open a command window, and run lmflex.exe (lmflex on UNIX).


2. Check out feature f3.


lmflex and the vendor daemon report that you have checked out f3.


3. Try to check out feature f1.


f1 is available in counted.lic, which is for use by the demo vendor daemon and, therefore, not usable by your 
production vendor daemon.


The vendor daemon and the license server report that this feature is not supported.


4. Stop the license server. To do so, from the <platform_dir> directory, enter the following:


lmdown -c mycounted.lic


This concludes the test.
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Testing the Production Licensing Toolkit


with Trusted Storage

This chapter describes how to test production toolkit components and licensed applications that can access license rights 
in trusted storage. Complete the tests described in this chapter if you have built a toolkit using makefile.act. You should 
also complete the tests in Testing the Production Licensing Toolkit With a License File. 


About the Test
The following parts make up this test:


• Preparing for the Test


• Activating License Rights


• Borrowing License Rights


• Testing Vendor Daemon Use of Trusted Storage


What To Know Before Starting the Test
The following lists information that you should know before you start the test:


• For purposes of this test, the machine on which you built the toolkit serves as both the FlexEnabled client and the 
license server.


• During the test process, you assume the roles of both the end user and the publisher’s activation server.


• Your toolkit is tested against the example product ezcalc, which comes with your toolkit.


• The Manual Response Generator, a test tool provided with the FlexNet Publisher toolkit, is used in this test to help 
simulate the processing performed by the publisher’s activation server.


• The test uses lmadmin as the license server manager.


• Instructions for performing the test focus on UNIX-environment syntax to designate path and file names for toolkit 
components. For toolkits built on a Windows platform, simply substitute the appropriate path and file-name syntax 
for the toolkit components. 
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• Taking the end-user role during the actual activation phase of this test (see Activating License Rights), you invoke 
servercomptranutil, the example activation utility that handles composite-transaction activations between the 
activation client (in this case, the license server) and the publisher’s activation server. If you have created your own 
server-side activation utility for composite transactions (and have configured it for prepped Trusted Configuration as 
described in Chapter 2, First Build of the Production Licensing Toolkit), you can substitute your utility for the 
servercomptranutil. 


Important • Best practice is always to use composite transactions for activation activities between the activation server 
and an activation client, such as the license server or a FlexEnabled client. 


Components and Files Tested
The tests verify the correct operation of the following components generated during a toolkit build:


• lmcrypt


• publisher-specific vendor daemon, <vendor>


The tests verify the correct operation of the following example utilities and applications that are rebuilt during a toolkit 
build:


• installanchorservice


• appcomptranutil


• servercomptranutil


• ezcalc


• tsreset_svr


• tsreset_app


• Manual Response Generator


For further information on the toolkit utilities used within this chapter, see the “Working with the Software Publisher 
Utilities” chapter in FlexNet Publisher’s Programming Reference for Trusted Storage–Based Licensing. 


Preparing for the Test
Perform the following tasks before starting the test:


• Installing the FlexNet Licensing Service on Linux, Installing the FlexNet Licensing Service (Windows)


• Resetting Trusted Storage


• Setting Up the Activation Response Parameter File


Installing the FlexNet Licensing Service on Linux
On Linux, the FlexNet Licensing Service comprises the FlexNet Licensing Service executable and the FlexNet Licensing 
Service daemon. The daemon is launched by the FlexNet Licensing Service executable.
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The following command-line options are available when running install_fnp.sh.


Task To install the FlexNet Licensing Service


1. Run install_fnp.sh.


This shell script configures the FlexNet Licensing Service executable to run as a root-privilege setuid process. 


2. The FlexNet Licensing Service daemon needs to run continuously. Therefore, a further installation step is required to 
ensure it is started a boot time. Because the FlexNet Licensing Service daemon does not need to run with root 
privilege, it can be started by adding the following line to a nominated user's crontab: 


@reboot /usr/local/share/FNP/service64/<version>/FNPLicensingService -r 2>&1 >/tmp/fnpd.log


Important • On systems that clear out the /var/run directory on reboot, the sysadmin should run the install_fnp.sh script 
from a boot-script instead of user’s crontab (/usr/local/share/FNP/service64/<version>/FNPLicensingService -r ).


Boot-script example: 


[Unit]


Description=This Service re-install's FNPLicensingService on Boot


After=network.target remote-fs.target


[Service]


Type=forking


RemainAfterExit=yes


User=root


WorkingDirectory=<ToolKit_PATH>/publisher


ExecStart=/usr/bin/sh <ToolKit_PATH>/publisher/install_fnp.sh


[Install]


WantedBy=multi-user.target


Notes


• For the i86_lsb FlexNet Licensing Service daemon, the path is /usr/local/share/FNP/service/<version>/
FNPLicensingService. 


• The machine's administrator is free to redirect output as required.


• The machine's administrator may want to add an additional line to the crontab to run the above command at regular 
intervals to ensure that if the FlexNet Licensing Service daemon gets stopped for some unexpected reason, it will be 


Table 4-1 • install_fnp.sh options


Option Description


--nolsb Creates a symlink to the native loader to enable the FlexNet Publisher binaries to 
run without full lsb support on the target platform.


--nodaemon Prevents the installation script from automatically starting the FlexNet Licensing 
Service daemon. This can be useful when using systemd.
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restarted by the crond. The FlexNet Licensing Service daemon itself ensures there is never more than one instance 
running.


• Typical messages output on running the startup command are Licensing Service daemon activated and 
Licensing Service daemon already active.


• Rather than using cron, administrators may want to add a boot-script for the FlexNet Licensing Service daemon or 
optionally use systemd. The following commands are required:


To start the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService -r 


Note • The process ID of the daemon will be written to /var/run/FNPLicensingService64.pid (/var/run/
FNPLicensingService.pid on 32-bit).


To stop the FlexNet Licensing Service daemon


/usr/local/share/FNP/service64/<version>/FNPLicensingService -k


• When the Linux FlexNet Licensing Service daemon is not installed and an operation occurs that requires it, a 
descriptive error is displayed. For example:


./lmhostid -ptype VM -uuid


results in


lmhostid: The VM Host ID is not available. (-215,14704) - The FlexNet Licensing Service does not 


appear to be running.


Installing the FlexNet Licensing Service on OS X
On OS X, a shell script is used to configure the FlexNet Licensing Service executable to run as a root-privilege setuid 
process.


Task To install the FlexNet Licensing Service


Run install_fnp.sh.


Installing the FlexNet Licensing Service (Windows)
On Windows, before trusted storage is created or accessed on a machine, the FlexNet Licensing Service must be installed 
on that machine. To prepare for the test, run the example program installanchorservice.exe to install the service on 
your machine.


Note • For purposes of this test, you install the FlexNet Licensing Service once since both server-side and client-side trusted 
storage are configured on the same machine. In a live scenario, the FlexNet Licensing Service is installed separately on the 
FlexEnabled client machine and on the license-server machine to support trusted storage at each location.
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Important • You must have administrator permissions to install the FlexNet Licensing Service on Windows.


Task To install the FlexNet Licensing Service


1. Enter the following at a command prompt from the <platform_dir> directory:


installanchorservice <vendor> ezcalc


where <vendor> is your vendor name. 


2. You receive the following confirmation message on a system that already has a version of the service installed: 


Successfully installed anchor service for publisher <vendor>, product ezcalc


Success code 2002: The new service is the same as, or older than, the installed


service so no upgrade is required.


3. You receive the following confirmation message on a clean system


Successfully installed anchor service for publisher <vendor>, product ezcalc


Success code 2003: There was no service on the system so the new one was install


ed.


For information about the APIs used to install the FlexNet Licensing Service at the customer site, see the “FlexNet Licensing 
Service API” chapter in C/C++ Function Reference.


Uninstalling the FlexNet Licensing Service (Windows)


Task To uninstall the FlexNet Licensing Service from a system where more than one users of the service are registered


1. Enter the following at a command prompt from the <platform_dir> directory:


uninstallanchorservice <vendor> ezcalc


where <vendor> is your vendor name. 


2. You receive the following confirmation message:


Error uninstalling anchor service for publisher ezcalc, product fnp


Error code 1011: The service is still being referenced by another application so


was not removed.


For information about the APIs used to uninstall the FlexNet Licensing Service at the customer site, see the “FlexNet 
Licensing Service API” chapter in C/C++ Function Reference.


Note • Even though the FlexNet Licensing Service was not removed, its installation reference count will have been 
decremented.
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Task To uninstall the FlexNet Licensing Service from a system where only one user of the service is registered


1. Enter the following at a command prompt from the <platform_dir> directory


uninstallanchorservice <vendor> ezcalc


where <vendor> is your vendor name. 


2. You receive the following confirmation message:


Successfully uninstalled anchor service for publisher demo, product fnp


Success code 2004: The installed service has been successfully removed from the


system.


For information about the APIs used to uninstall the FlexNet Licensing Service at the customer site, see the “FlexNet 
Licensing Service API” chapter in C/C++ Function Reference.


Resetting Trusted Storage
To ensure a consistent testing process, remove any trusted-storage files (server-side or client-side) that might exist from 
previous demonstration or trial-licensing activities on the machine where your toolkit resides. If this is the first time you 
have built a production toolkit, you can skip this section.


Note • On UNIX hosts, set the environment variable, LD_LIBRARY_PATH, to the current working directory before proceeding. 
Use a command similar to the following: setenv LD_LIBRARY_PATH.


Task To reset trusted storage


1. To remove any server-side trusted-storage files previously created for demonstration or trial-licensing activities, enter 
the following from the <platform_dir> directory:


tsreset_svr -delete all


This produces output ending with the following information:


Performing reset operation, please wait...


Trusted Storage Contents have been reset...


Performing anchor reset operation, please wait...


Orphan anchors have been reset. 


2. To verify that no server-side trusted-storage information exists, enter the following at a command prompt from the 
<platform_dir> directory:


servercomptranutil -v


The following message is displayed if no fulfillment records are present:


No fulfillment records in trusted storage.


3. To remove any client-side trusted-storage files previously created for demonstration or trial-licensing activities, enter 
the following from the <platform_dir> directory:


tsreset_app -delete all
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The output produced is similar to that for deleting server-side trusted storage.


4. To verify that no client-side trusted-storage information exists, enter the following at a command prompt from the 
<platform_dir> directory:


appcomptranutil -v


The following message is displayed if no fulfillment records are present:


No fulfillment records in trusted storage.


Setting Up the Activation Response Parameter File
The publisher’s activation server sets up an activation response parameter file containing license rights and other 
publisher-specific information that it needs to generate a response to an activation request. To simulate the role of the 
activation server, you must set up this response parameter file. Later, during the test, you use the Manual Response 
Generator to simulate the activation server’s role in actually creating an activation response from this parameter file.


Setting up the response parameter file for this test involves the following procedures. These procedures use the sample 
files and licensed features that come with the ezcalc example product in the toolkit. 


Note that the response parameter file can contain multiple response actions. An activation action is always required. If 
your activation utility does not use prepped Trusted Configuration, then a configuration action (see Specifying the Trusted 
Configuration) is also required.


• Specifying the Trusted Configuration (not needed if you are using a prepped Trusted Configuration)


• Creating Feature Definition Lines Containing Publisher-Specific Signatures


• Adding Signed Feature Definition Lines to and Modifying the Activation Response


Specifying the Trusted Configuration


If you are implementing a non-prepped Trusted Configuration, use this procedure to incorporate the configuration details 
into the response parameter file. This information is used to create the specified trusted section in trusted storage. For 
more information about non-prepped Trusted Configuration, see Defining Trusted Configuration (Trusted Storage Only) in 
Chapter 2, First Build of the Production Licensing Toolkit.


Note • The following procedure uses the file <platform_dir>/publisher/<vendor>TrustedConfigOut.xml as the source 
for the non-prepped Trusted Configuration information needed to configure trusted storage on a physical machine and a 
virtual machine. Substitute this file name in the following instructions.


Task To specify the Trusted Configuration in the response parameter file


1. Open <platform_dir>/publisher/<vendor>TrustedConfigOut.xml.


2. Copy <platform_dir>/publisher/xml/Version6/W7_EZCalcSvrSingleStepActivate1.xml to a new file named 
<platform_dir>/publisher/xml/Version6/<vendor>_W7_EZCalcSvrSingleStepActivate1.xml where <vendor> is 
your vendor name.


3. Open this new file and locate the <ConfigData> element (which starts with <ConfigData> and ends with 
</ConfigData>). 
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4. Replace the contents of this element with the entire <ConfigData> element found within the <ServedConfig> element 
of <platform_dir>/publisher/<vendor>TrustedConfigOut.xml. 


Note • The TrustedConfigOut.xml file contains two <ConfigData> elements—one within <ServedConfig> and one 
within <AsrConfig>. Make sure you copy the <ConfigData> element within <ServedConfig>.


5. Save and close both <platform_dir>/publisher/<vendor>TrustedConfigOut.xml and <platform_dir>/publisher/
xml/Version6/<vendor>_W7_EZCalcSvrSingleStepActivate1.xml.


Creating Feature Definition Lines Containing Publisher-Specific Signatures


This parameter file contains the license rights that are loaded as a single fulfillment record into trusted storage. Within this 
fulfillment record, the license rights are represented as feature definition lines. 


Use this procedure to modify the fulfillment record within the response you are creating for the test. This involves 
extracting the feature definition lines for ezcalc features from a sample response parameter file, signing these lines with 
publisher-specific information (just as the activation server would do), and reincorporating them in a fulfillment record 
within your own publisher-customized response parameter file.


Task To create ezcalc feature definition lines signed with your publisher-specific keys


1. Locate or create the appropriate response parameter file:


• If you are implementing a prepped Trusted Configuration, copy <platform_dir>/publisher/xml/Version6/
W7_EZCalcSvrSingleStepActivatePreppedConfig1.xml to a new file named <platform_dir>/publisher/xml/
Version6/<vendor>_W7_EZCalcSvrSingleStepActivatePreppedConfig1.xml where <vendor> is your vendor 
name. Open this new file.


• If you are implementing a non-prepped Trusted Configuration, open the <platform_dir>/publisher/xml/
Version6/<vendor>_W7_EZCalcSvrSingleStepActivate1.xml file created in the previous section, Specifying the 
Trusted Configuration.


2. Copy <platform_dir>/counted.lic to a new file named <platform_dir>/test.lic. Leave this new file open.


3. Locate and copy the five INCREMENT lines towards the end of the appropriate response parameter file opened in Step 
1.


4. Append the five INCREMENT lines from Step 3 to the end of test.lic. The file now looks something like:


SERVER this_host ANY 


VENDOR demo


#a counted license


FEATURE f1 demo 1.0 permanent 4 SIGN="003D B062 54D1 47E3 1FF6 145F \


 59CE 0200 8002 FE69 0FBC F4FF AA10 FFB3 6EB3"


INCREMENT ADD demo 1.0 31-dec-2020 1 TS_OK SIGN="005F 03B6 1B41 C196 \


 9754 62AB 5F23 5500 3153 E210 952D B005 BAB4 E5C0 B333" 


INCREMENT SUBTRACT demo 1.0 31-dec-2020 1 TS_OK SIGN="00C8 A83F 8D17 \


 545A 497E 01EF 341D 1E00 76D0 4EF2 282D 9434 B9A8 F2D4 16C6" 


INCREMENT MULTIPLY demo 1.0 31-dec-2020 1 TS_OK SIGN="007A 413F 3BD4 \


 AA6D 4516 9BE1 A271 1800 4305 535F 0F7E 24E4 AB73 83D8 7A00" 


INCREMENT DIVIDE demo 1.0 31-dec-2020 1 TS_OK SIGN="0075 E4A9 80A5 \


 522C 0E68 2165 6CE8 CA00 C8B3 4610 2A99 3138 D9DD 4ACA 5E0C" 
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INCREMENT AVG demo 1.0 31-dec-2020 1 TS_OK SIGN="0075 D4B8 6C08 13A9 \


 7CD6 1A3D B6EE 8800 352B 6658 CF5C 4F27 BD9B 445A EDCE"</Value>


5. In test.lic, change all occurrences of demo to your vendor name. 


Note • Check the expiration dates. You may need to change the expiration date within the INCREMENT lines if you are 
using these files some time after the toolkit was first issued.


6. In the response parameter file opened in Step 1, locate the <Key>serverHostID</Key> element, and copy the hostid 
from the <Value> element nested in this <Key> element. 


7. In test.lic, locate the SERVER line and replace ANY with the value of the hostid copied from the response parameter 
file. The resulting SERVER line should look something like:


SERVER this_host INTERNET=0.0.0.0


This hostid is used when generating the signatures for the feature definition lines and must match the hostid specified 
in the fulfillment record for signature verification to be successful.


8. Save and close test.lic. Continue to leave the response parameter file open. 


9. Sign the license rights you just created in test.lic. To do so, at a command prompt from the <platform_dir> 
directory, enter the following:


 lmcrypt test.lic 


There is no confirmation output.


Adding Signed Feature Definition Lines to and Modifying the Activation Response


Use this procedure to do the following:


• Replace the license rights within the fulfillment record in the response parameter file with the updated rights


• Make additional modifications to the fulfillment record


Task To add signed feature definition lines to and modify the activation response


1. Reopen test.lic, and locate the five INCREMENT lines. 


2. Replace the five INCREMENT lines in response parameter file opened in the previous section with the five from 
test.lic. Make sure you are updating the correct response parameter file:


• For prepped Trusted Configuration, <platform_dir>/publisher/xml/Version6/
<vendor>_W7_EZCalcSvrSingleStepActivatePreppedConfig1.xml


• For non-prepped Trusted Configuration, <platform_dir>/publisher/xml/Version6/
<vendor>_W7_EZCalcSvrSingleStepActivate1.xml


3. In the same response parameter file, locate the <FulfillmentId> element, and change its value to FIL-test. This line 
now looks like this:


<FulfillmentId>FIL-test</FulfillmentId>


4. Locate the expiry <Key> element. If necessary, edit the value of this element, which defines the expiration date of the 
license rights specified by the response file. For example, you might want to change the value to the following:
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<Key>expiry</Key> 
<Value>21-dec-2025</Value>


Note • This expiration date is fixed once the response is generated. If you need to change the expiration date to match 
the expiry date specified in the activation request, do so by editing the response parameter file after the request is 
received and before the response is generated.


5. Locate the ProductID <Key> element. Change the value to EZCALC-test. These lines now look like this:


<Key>ProductId</Key>
<Value>EZCALC-test</Value>


6. Locate the EntitlementId <Key> element. Change the value to ENTL-EZCALC-test1. These lines now look like this:


<Key>EntitlementId</Key> 
<Value>ENTL-EZCALC-test1</Value>


7. In the <FlexNetDictionary> section (after the INCREMENT lines), locate the COMMENT <Key> element. Change the value 
to Single Step Activate - Loading 10 Hybrid Licenses for EZCalculator Test1. These lines now look like this:


<Key>COMMENT</Key> 


<Value>Single Step Activate - Loading 10 Hybrid Licenses for EZCalculator Test1</Value>


8. Save and close the response parameter file. 


9. Delete test.lic.


Activating License Rights
In this section, you use the responsegen command-line utility in conjunction with the example server activation utility 
(servercomptranutil) to activate license rights on the license server. This process includes issuing an activation request, 
generating an activation response that contains a fulfillment record, and processing the response to add the fulfillment 
record to trusted storage.


This process simulates (although in a manual format) what occurs automatically between the license server (requesting 
the activation) and the activation server, such as the FlexNet Operations server or a FlexNet Publisher License Generator 
system. 


Task To load license rights into trusted storage


1. Using the server activation utility, generate the activation request. To do so, enter the following at a command prompt 
from the <platform_dir> directory:


servercomptranutil -new activate_request.xml -activate ENTL-EZCALC-test1 \


expiration=21-dec-2025 hybrid=10 


This command assumes that the Entitlement ID, ENTL-EZCALC-test1, has been communicated between the publisher 
and end user. The following response is displayed:


Request written to activate_request.xml


2. Create the response. To do so, enter the following from the <platform_dir>/publisher directory:


responsegen -i ../activate_request.xml -o ../activate_response.xml \


-k ./xml/<vendor>KeyFile.xml \
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-m ./xml/Version6/<vendor>_W7_EZCalcSvrSingleStepActivatePreppedConfig1.xml


This command assumes you are doing the following:


• Implementing prepped Trusted Configuration. If you are implementing non-prepped Trusted Configuration, 
specify ./xml/Version6/<vendor>_W7_EZCalcSvrSingleStepActivate1.xml instead.


• Activating licenses on a physical machine. Therefore, you specify the KeyFile.xml to provide the keys for signing 
the response. If you are activating licenses on a virtual machine, specify KeyFileVmid.xml instead. (The key file 
was generated when you encrypted Trusted Configuration in Defining Trusted Configuration (Trusted Storage 
Only) in Chapter 2, First Build of the Production Licensing Toolkit.)


No confirmation message is output.


3. Process activate_response.xml with the server activation utility. To do so, from the <platform_dir> directory, 
enter the following:


servercomptranutil -process activate_response.xml


The following confirmation message is displayed:


Response processed successfully. Actions were:


        Create         fulfillment "FIL-test"


    FlexNet response dictionary:


                   COMMENT=Single Step Activate - Loading 10 Hybrid Licenses for EZCalculator


                   Test1


This output confirms that ten hybrid licenses for EZCalculator have been loaded into the license server. You can now 
view the contents of trusted storage.


4. To confirm the contents of trusted storage, enter the following:


servercomptranutil -v format=long


The output should be similar to the following, showing a fulfillment record for ten hybrid licenses of the EZCalculator:


--------------------------------------------------------------------


Trust Flags: 0x7 Fully Trusted


Fulfillment Type: Publisher Activation


Status: Enabled


Fulfillment Id: FIL-test


Entitlement Id: ENTL-EZCALC-test1


Product Id: EZCALC-test


Expiration Date: 31-Dec-2020


Suite ID: NONE


Concurrent: 0


Concurrent overdraft:0


Hybrid: 10


Hybrid overdraft: 0


Activatable: 0


Activatable overdraft: 0


Repair: 0


Feature Line(s):


INCREMENT ADD Company2 1.0 31-dec-2020 1 TS_OK SIGN="037B 15C6 8B42 D486 \


8414 73FA 7D26 7318 9003 F504 033D C865 F0A4 G8D4 C211"


INCREMENT SUBTRACT Company2 1.0 31-dec-2020 1 TS_OK SIGN="00B2 C766 C43A \


3A41 E981 63ED A3D8 4800 BDC5 4C48 7981 F0BF 9A39 48DF EB1A"
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INCREMENT MULTIPLY Company2 1.0 31-dec-2020 1 TS_OK SIGN="00B1 75C6 6481 \


2C18 AC4D 87FE 6C23 F400 166E 1586 07FA 827E ED0C B480 8B94"


INCREMENT DIVIDE Company2 1.0 31-dec-2020 1 TS_OK SIGN="00FF 515A 3015 \


4ABE 8413 02C6 1214 E100 3670 E9C2 8DFD D2EF D46E 7656 D104"


INCREMENT AVG Company2 1.0 31-dec-2020 1 TS_OK SIGN="0162 A490 3P38 75D6 \


1DA8 4B7E E6FC 7941 450L 0721 FF6A 1D12 CD0F 2419 DFCD"


--------------------------------------------------------------------


Borrowing License Rights
A FlexEnabled application can request a temporary license from license rights held in trusted storage on a license server. 
The activation process writes the license rights locally into client-side trusted storage. The client can then disconnect from 
the network and continue to use the FlexEnabled application until the expiration date. On reaching the expiration date, the 
license rights are returned to the license pool on the license server. This capability (for activatable and hybrid licenses) is 
usually referred to as borrowing and implemented using the Activation API (see the C/C++ Function Reference for 
implementation information). 


Note • Do not confuse borrowing of license rights held in trusted storage with the borrowing functionality that is provided by 
using the BORROW keyword, which is used in license file–based licensing. For more information on the following topics: 


• Borrowing license rights held in trusted storage—see  the Programming Reference for Trusted Storage–Based 
Licensing


• License borrowing using the BORROW keyword—see the License Administration Guide, section License Borrowing with 
BORROW


Setting the Borrow Reclaim Count
It is possible that borrowed licenses can no longer be accessed, for example, if the computing device that had borrowed 
the license rights is stolen, lost, or damaged. By default, the local license server does not return the license rights to the 
license pool until the borrow interval has expired. Depending on the specified borrow interval, this can result in a long 
period during which the license rights—and hence the FlexEnabled application—are unavailable. For this scenario, the 
publisher can allow license administrators to reclaim a certain number of licenses (expressed as a percentage of the total 
number of licenses) before the borrow interval expires.


This borrow reclaim count is specified using the ls_ts_borrow_reclaim_percentage vendor variable. For more 
information about this variable, see the Programming Reference for Trusted Storage–Based Licensing.


If the publisher has allowed the reclaim of a certain number of borrowed licenses, the license administrator can run the 
lmremove utility. This will remove the deduction records from the server-side trusted storage for the specified client. For 
more information about the lmremove utility, see the License Administration Guide, section lmremove (in Trusted Storage–
Based Licensing).


Resetting the Borrow Reclaim Count
If the maximum number of allowed license borrow reclaims (calculated as a percentage; for example, 10% of total licenses) 
is reached, it is at the publisher’s discretion to allow the enterprise to reset the borrow reclaim count. This is a licensing 
lifecycle event, implemented by a transaction.
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The borrow reclaim count is reset by deleting the fulfillment "FNP_SPFR_1" from the server-side trusted storage. 


The following procedure demonstrates resetting the borrow reclaim count using the sample utilities from the toolkit.


Task To reset the borrow reclaim count


1. Using the server activation utility, generate the borrow reset request. To do so, enter the following at a command 
prompt from the <platform_dir> directory:


servercomptranutil -new request.xml reference=BorrowClaimReclaim


2. Create the response. To do so, enter the following from the <platform_dir>/publisher directory:


responsegen -i request.xml -o response.xml -m xml\Version6\W7_ActivationBorrowReclaimReset.xml -k 


xml\DemoKeyout.xml


In this step, the responsegen utility generates the response file, response.xml. In a production scenario, the response 
would be generated by the FlexNet Operations server or a FlexNet Publisher License Generator system. 


DemoKeyOut.xml is the transaction key file for the demo publisher keys used by the kit.


If the kit has been rebuilt with your own publisher name, replace DemoKeyout.xml with your key file for trusted 
section 1. (The key file was generated when you encrypted the Trusted Configuration. For more information, see 
Defining Trusted Configuration (Trusted Storage Only) in Chapter 2, First Build of the Production Licensing Toolkit.) 


3. Process response.xml with the server activation utility. To do so, from the <platform_dir> directory, enter the 
following:


servercomptranutil -process response.xml


This step deletes the fulfillment record “FNP_SPFR_1” which resets the borrow reclaim count.


To deny the reset, use parameter file W7_ActivationBorrowReclaimResetDeny.xml at Step 2.


Testing Vendor Daemon Use of Trusted Storage
This section attempts to check out licenses held in the license server’s trusted storage to test vendor daemon operation. 
The test uses the example licensed application, ezcalc. To complete this section you must have the required fulfillment 
record in trusted storage. 


In this section you do the following:


• Creating a Publisher-Specific License File


• Starting the License Server


• Checking Out a License Held in Trusted Storage


Creating a Publisher-Specific License File
The license server accesses a local license file to determine which vendor daemon to start up.
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Task To create and sign the publisher-specific license file used to start the license server 


1. From the lmadmin installation directory, go to the demo directory, and copy demo.lic to 
<platform_dir>\<vendor>_test1.lic in FlexNet Publisher. The <vendor> value is your vendor name.


2. In the <platform_dir> directory, open <vendor>_test1.lic in a text editor.


3. Change all occurrences of demo to your vendor name.


4. Save and close <vendor>_test1.lic.


5. At a command prompt from the <platform_dir> directory, enter the following:


lmcrypt <vendor>_test1.lic 


6. Move <vendor>_test1.lic to the directory containing your vendor daemon under the lmadmin installation directory.


Starting the License Server


Task To start the license server


1. At a command prompt from the lmadmin installation directory, enter the following to start the license server: 


lmadmin -adminOnly no -allowRemoteStopServer yes -configDir <conf_path> 


where <conf_path> is the path to the conf folder. configDir and <conf_path> are required only if the conf folder is 
not installed in the same location as lmadmin.exe. 


2. To access the lmadmin user interface, open your Web browser, and enter the following URL:


http://<server>:8090


where


• <server> is the system name where the license server is running.


• 8090 is the port for the lmadmin user interface. If this is not the port you have assigned, change it to the correct 
one.


3. Select the Administration page, and sign in with your administrator credentials.


4. Go to the Vendor Daemon Configuration tab, and click Import License.


5. Click Browse to select the license file <vendor>_test1.lic.


6. Click Import License to import the license file which specifies the location of the vendor daemon. 
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Checking Out a License Held in Trusted Storage


Task To check out a license


1. In a new command window, from the <platform_dir> directory in FlexNet Publisher, invoke EZCalculator by typing 
ezcalc. The usage is displayed:


EZ Calculator


Current value:      0


Enter   + to add


        - to subtract


        x to multiply


        / to divide


        ^ to raise to power


        a to average


        c to clear


        q to clear


Or, just enter a number >:


2. Enter + and notice the message,  ADD checked out, is displayed. 


3. In the license server window, the following publisher-specific vendor daemon messages are displayed:


11:25:27 (vendor) OUT: "ADD" user1@mysystem


11:25:27 (vendor) IN: "ADD" user1@mysystem


These messages indicate that a license for the feature ADD has successfully been checked out and checked back in as a 
result of using the + operator. 


4. Enter q at the EZCalculator prompt to exit ezcalc.


5. Stop the license server. To do so, from the <platform_dir> directory, enter the following:


lmdown <vendor>_test1.lic


This concludes the test.
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Rebuilding the Production Licensing


Toolkit

During the first build of your production Toolkit, you created a Toolkit using your own private settings (as described in First 
Build of the Production Licensing Toolkit). For subsequent toolkit builds, you must use the same settings to ensure 
compatibility with FlexEnabled applications created with your previous toolkits.


Rebuilding of the production toolkit is required in the following circumstances:


• You purchase a new version of the toolkit—Upgrading to a New Toolkit Version


• You are changing from using license files only to using license files and trusted storage—Rebuilding to Create a 
Trusted Storage Production Toolkit


• You are making changes to the functionality of the vendor daemon. For information, see customizing the vendor 
daemon in Programming Reference for License File–Based Licensing.


• You are changing from using license keys or the default license to tamper-resistant licenses (TRL). For more 
information see the Programming Reference for License File–Based Licensing, chapter 9, “License Signature 
Configurations”.


• You require different versions of the toolkit files:


• Using the C++ Dynamic Run-time Library


• Complying with Windows Logo Programs for Software


Upgrading to a New Toolkit Version
To build a production Toolkit when you have received a new version of FlexNet Publisher and ensure compatibility with 
previously created FlexEnabled applications and license files, follow the instructions in the following sections.


Task To build a toolkit compatible with components created using previous toolkit versions


1. If you have new vendor keys, add them to the toolkit; otherwise, use your existing vendor keys.


2. If you have new TRL keys, add them to the toolkit; otherwise, use your existing TRL keys.
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Note • If you are implementing TRL for the first time, read the information in the Programming Reference for License 
File–Based Licensing, chapter 9, “License Signature Configurations”.


3. Add your vendor name to the toolkit, so that the toolkit builds your vendor daemon.


4. Copy publisher-specific encryption settings from your saved files, lm_code.h and publisher.xml. 


Detailed instructions for steps 1 to 4 are provided in the following sections:


• Editing lm_code.h


• Editing the makefile


• Copying publisher.xml


• Editing Vendor Daemon Preptool Configuration File (Trusted Storage Only)


5. To implement the prepped Trusted Configuration feature, create Trusted Configuration files, and then identify these 
files in the preptool configuration files for the activation utilities. For more information, see the section Defining 
Trusted Configuration (Trusted Storage Only) in Chapter 2, First Build of the Production Licensing Toolkit.


6. If you have edited lsvendor.c, copy customized settings from your old file to lsvendor.c in the new version of the 
toolkit.


7. Build the toolkit as described in Building the Production Licensing Toolkit.


Editing lm_code.h


Task To edit lm_code.h in the new toolkit


1. Open machind/lm_code.h in the new toolkit in a text editor.


2. Replace the five VENDOR_KEY lines—


#define VENDOR_KEY1 0x0


#define VENDOR_KEY2 0x0


#define VENDOR_KEY3 0x0


#define VENDOR_KEY4 0x0


#define VENDOR_KEY5 0x0


—with your production vendor key lines.


3. Replace demo in the VENDOR_NAME line—


#define VENDOR_NAME “demo”


—with your vendor name, as registered with Flexera. 


4. Copy any existing ENCRYPTION_SEEDs from your older lm_code.h. Example seeds are:


#define ENCRYPTION_SEED1 0xfa52984a


#define ENCRYPTION_SEED2 0x382cb531


#define ENCRYPTION_SEED3 0x84d2cf21


#define ENCRYPTION_SEED4 0xa35f2c6b
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If you have only ENCRYPTION_SEED1 and ENCRYPTION_SEED2, add ENCRYPTION_SEED3 and ENCRYPTION_SEED4. All four 
ENCRYPTION_SEEDs should be different from one another.


If there are no ENCRYPTION_SEEDs in your old lm_code.h, do not create them. 


5. Copy the LM_SEEDS from your saved version of lm_code.h. Example seeds are:


#define LM_SEED1 0xac235bd8


#define LM_SEED2 0x672fad24


#define LM_SEED3 0xf3a671b2


The following steps (Step 6 and Step 7) assume you do not have legacy clients in production that are older than 
v10.8.6 and which have to be supported by the same updated license server as your new clients.


6. Replace the two TRL_KEYs with those that you received from Flexera.


#define TRL_KEY1 0x0


#define TRL_KEY2 0x0


7. Copy the LM_STRENGTH setting from your saved version of lm_code.h. If LM_STRENGTH does not exist in the older 
lm_code.h, set LM_STRENGTH to LM_STRENGTH_113BIT as follows:


#define LM_STRENGTH LM_STRENGTH_113BIT


For information on stronger license signature alternatives, see the Programming Reference for License File–Based 
Licensing, chapter 9, “License Signature Configurations”. 


8. Save and close lm_code.h.


Editing the makefile
The <platform_dir> directory contains two makefiles: 


• makefile—For use with license file–based licensing only.


• makefile.act—For use with trusted storage–based licensing and license file–based licensing.


The following instructions are for both makefiles.


Task To edit the makefile


1. Using a text editor, open makefile in the <platform_dir> directory.


2. Change the vendor daemon name from demo to your own vendor daemon name as registered with Flexera and used as 
VENDOR_NAME in lm_code.h. The vendor daemon name is identified either as VENDORNAME= or DAEMON=. 


3. Determine whether you want your FlexEnabled application to support dongles: 


a. To include dongle support, add DONGLELIB=liblmgr_dongle.a (or lmgr_dongle.lib) to link to the dongle library. 


b. To omit dongle support, add DONGLELIB=liblmgr_dongle_stub.a (or lmgr_dongle_stub.lib) to link to the 
dongle stub instead.
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Copying publisher.xml 
 The activation settings file publisher.xml provides security keys for your products that used trusted storage–based 
licensing. This file also provides security settings for products that use license file-based licensing (and contain SDTs) but 
are created with a trusted-storage licensing toolkit. 


Note • FlexNet Publisher provides an additional activation settings file, sdt_publisher.xml. This file provides security 
settings for your applications that use SDTs but are built with FlexNet Publisher toolkits that have rights for license file-based 
licensing only. 


If you have a previously edited version of publisher.xml, copy it into the new toolkit version to overwrite the example 
activation settings file that comes with the toolkit. Save it into the following location:


<platform_dir>/ActivationSettings/publisher.xml


It is recommended that you keep these encryption seeds secret by embedding this activation settings file in a publisher 
preptool. For instructions on creating a publisher preptool see the chapter Working with the Software Publisher Utilities in 
Programming Reference for Trusted Storage–Based Licensing.


For information on initial editing of publisher.xml, see the section Editing publisher.xml (Trusted Storage Only) in Chapter 
2, First Build of the Production Licensing Toolkit.


Editing Vendor Daemon Preptool Configuration File (Trusted 
Storage Only)


The preptool configuration file is used by preptool to create a vendor daemon that can access license rights in trusted 
storage. This file is used when running the makefile to generate a vendor daemon.


Task To edit vendor daemon preptool configuration file


1. Using a text editor, open:


• machind/activation/prep_xml/vendor_daemon.xml (Windows platforms).


• machind/activation/prep_xml/vendor_daemon_unix.xml (UNIX platforms).


2. Replace the two instances of the string, demo, with your vendor name.


3. Save and close the file.


Rebuilding to Create a Trusted Storage Production 
Toolkit


This section explains the process of rebuilding the production Toolkit when you have first built the license file toolkit and 
you want to use trusted storage–based licensing.


A trusted storage production toolkit contains:
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• All the files required to build a FlexEnabled application that uses license files only.


• All the files required to build a FlexEnabled application that uses license files and trusted storage.


• A version of your vendor daemon that uses license files and trusted storage.


• Example licensed applications that use trusted storage and your publisher specific encryption settings. 


Thus the trusted storage production toolkit can be used to FlexEnable products that use license file–based licensing, as 
well as trusted storage–based licensing. 


The following instructions assume that you have already completed one of the following when building the license file 
production Toolkit:


• Configuring the FlexNet Publisher Licensing Toolkit as described in Chapter 2, First Build of the Production Licensing 
Toolkit.


• Upgrading to a New Toolkit Version as described in this chapter.


Task To rebuild the toolkit as a trusted storage toolkit


1. Edit the vendor daemon name in makefile.act—Editing makefile.act


2. Add security key seeds to the activation settings file—Editing publisher.xml


3. Edit the vendor daemon name in the vendor daemon preptool configuration file—Editing Vendor Daemon Preptool 
Configuration File


4. Build the toolkit—Building the Production Licensing Toolkit


Editing makefile.act


Task To edit makefile.act


1. Using a text editor, open makefile.act in the <platform_dir> directory.


2. Change the vendor daemon name from demo to your own vendor daemon name as registered with Flexera and used as 
VENDOR_NAME in lm_code.h. The vendor daemon name is identified either as VENDORNAME= or DAEMON=. 


Editing publisher.xml
These activation settings files provides security keys for your products that use trusted-storage licensing or for products 
that use license file-based licensing (and contain SDTs) but are created with a trusted-storage licensing toolkit. 


Provide a new set of unique security keys for this release by editing the encryption seeds in the appropriate file with your 
own set of new values. See the section Editing publisher.xml (Trusted Storage Only) in the chapter First Build of the 
Production Licensing Toolkit.


It is recommended that you keep these encryption seeds secret by embedding this activation settings file in a publisher 
preptool. For instructions on creating a publisher preptool, see the chapter Working with the Software Publisher Utilities in 
Programming Reference for Trusted Storage–Based Licensing.
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Editing Vendor Daemon Preptool Configuration File
The preptool configuration file is used by preptool to create a vendor daemon that can access license rights in trusted 
storage. This file is used when running the makefile to create your vendor daemon and an associated activation library. The 
activation library allows the vendor daemon to access your publisher specific trusted storage.


Task To edit vendor daemon preptool configuration file


1. Using a text editor, open:


• machind/activation/prep_xml/vendor_daemon.xml (Windows platforms).


• machind/activation/prep_xml/vendor_daemon_unix.xml (UNIX platforms).


2. Replace the two instances of the string, demo, with your vendor name.


3. Save and close the file.


Using a TRL-Only Version of the Vendor Daemon
When all your licensed products use tamper-resistant licensing (TRL), you can create a version of your vendor daemon that 
supports only TRL. This provides increased security for your licensing code. The TRL-only version of the vendor daemon 
cannot be used with any licensed products that use other license signatures. The toolkit makefiles are linked to 
lmgr_trl.lib (Windows) or liblmgr_trl.a/liblmgr_pic_trl.a (UNIX) by default. 


To use a non-TRL version, link the vendor daemon to lmgr.lib (Windows) or liblmgr.a/liblmgr_pic.a (UNIX) by adding 
it in the linker flag during compilation of the makefile.


Caution • A TRL-only version of the vendor daemon does not support products that use any other license signatures. Ensure 
that it is used only on systems where all of your licensed products use TRL. For more information refer to the section Tamper-
Resistant Licensing: Using TRL-Only Libraries.


Using the C++ Dynamic Run-time Library
You can build the production toolkit so that it uses the C++ dynamic run-time library, msvcrt.lib.This is not 
recommended because using the dynamic library is less secure. A hacker can replace a DLL on the system to find out the 
library and system calls used by FlexNet Licensing. For this reason the default build of the production Toolkit builds the 
toolkit using the C++ static run-time library.


However for internal testing of a license you can create a version of the Toolkit that uses the C++ dynamic run-time library. 
You should not release any test versions of FlexEnabled products that use the C++ dynamic run-time library.


To create a Toolkit that uses the C++ dynamic run-time library, add the MD=1 option to your make command. For example 
on Windows:


nmake MD=1 -f makefile
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Part 2
For Trusted Storage–Based


Licensing

This part of the Development Environment Guide includes the following chapters:


• Building Your FlexEnabled Application for Trusted Storage–Based Licensing


• Distributing the FlexEnabled Application for Trusted Storage–Based Licensing
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Building Your FlexEnabled Application


for Trusted Storage–Based Licensing

This chapter gives the steps necessary to build your FlexEnabled application.


The procedures in this chapter assume you have built and tested the production FlexNet Publisher Licensing Toolkit with 
your publisher-specific information as detailed in First Build of the Production Licensing Toolkit or Rebuilding the 
Production Licensing Toolkit. Then you have added licensing code to your application as described in the following 
documents:


• Flexible API functions—described in Programming Reference for License File–Based Licensing and C/C++ Function 
Reference


• Activation API and Activation Borrow API functions—described in Programming Reference for Trusted Storage–Based 
Licensing and C/C++ Function Reference 


Before building your application, read the following:


• Identifying Security Functionality in Your Toolkit


• Security Considerations


The basic steps in building your application are:


1. Compiling and linking the application.


For further instructions, see Building UNIX Applications or Building Windows Applications as appropriate to your 
platform.


2. Prepping the Application.


3. Optionally, Signing the Application.


After building your application test it as described in Testing the Application.


Identifying Security Functionality in Your Toolkit
Before building your application, you need to determine the level of security functionality your toolkit supports. Consult 
the FlexNet Publisher Release Notes for information about your platform’s security functionality. For the instructions in this 
chapter, the following nomenclature is used:
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• notr platforms—Platforms with security functionality designated as notr: tamper-resistant applications not supported 
in the FlexNet Publisher Release Notes 


• standard platforms—Platforms with security functionality designated as standard: tamper-resistant applications 
supported in the FlexNet Publisher Release Notes


Security Considerations


Generating a New Version of lm_new for Each Build
Use a newly generated version of the lm_new object, lm_new.o (UNIX platforms) or lm_new.obj (Windows platforms), each 
time you link your application: this makes the product more secure. There are two ways to generate the lm_new object:


• Using the FlexNet Publisher toolkit makefile.act, change to the <platform_dir> directory, and enter the following 
commands:


rm lm_new.o


make lm_new.o


• Using the lmnewgen utility, change to the <platform_dir> directory, and enter the following commands:


lmnewgen vendor_daemon_name -o lm_new.c


cc -c lm_new -c -o lm_new.o


It is suggested that each project be provided with a different version of the lm_new object file. There are two approaches to 
providing this file:


• A central authority can generate and distribute the object file.


• lmnewgen and the vendor daemon name can be distributed to each project so the object file can be generated as 
needed. This approach is less secure because lmnewgen leaves the central authority.


Tamper-Resistant Licensing: TRL-Only Libraries
The TRL-only libraries provide increased security when using TRL licenses, because they allow only TRL licenses and not a 
combination of TRL and non-TRL licenses, as is the case with lmgr.lib and liblmgr.a.


If you are using Tamper-Resistant Licensing (TRL) for your product and you do not need backward compatibility with non-
TRL licenses, use one of the following TRL-only libraries:


• Windows—lmgr_trl.lib


• UNIX—liblmgr_trl.a or libmgr_pic_trl.a


If you are using TRL-only libraries, you cannot use the following attribute settings (that are used to provide backward 
compatibility with non-TRL licenses) within FlexEnabled applications built with these libraries:


• LM_A_SIGN_LEVEL set to zero


• LM_A_STRENGTH_OVERRIDE set to LM_STRENGTH_DEFAULT


When upgrading to TRL, you must reissue license rights. See the Programming Reference for License File–Based Licensing, 
chapter 9, “License Signature Configurations”, for more information.
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sdtconfig.h
If Secure Data Types (SDTs) have been added to your application code, you need to define your publisher-specific SDT 
configuration information by editing settings in sdtconfig.h. Change the SDT_CONFIG_SEED entries when building an 
application for a product release. For information on the additional security provided by SDTs and sdtconfig.h, see the 
sdtconfig.h section in the Chapter 10, Implementing Secure Data Types (SDTs).


Note • SDTs are supported on standard platforms only. See Identifying Security Functionality in Your Toolkit to determine the 
level of support on your platform.


Building UNIX Applications
A standard FlexEnabled application for UNIX platforms is built as a multithreaded executable. This is to accommodate the 
default automatic heartbeat scheme, which requires a multithreaded environment. Two build scenarios are presented 
based on whether you are implementing Secure Data Types in your application:


• Building the Application Without Secure Data Types


• Building the Application With Secure Data Types


Important • For Mac applications, use OS X 10.5, 10.6, or 10.7 as appropriate to develop and build your FlexEnabled 
application. If you are building applications that run on 64-bit and 32-bit Mac platforms and they use FlexNet ID dongles, see 
Building Mac Applications With FlexNet ID Dongle Support.


Note • To build a FlexEnabled application that must be Linux Standard Base (LSB) certified, you must follow the guidelines of 
the Linux Foundation. For more information about Linux Standard Base certification, see the Linux Foundation’s website: 
http://www.linuxfoundation.org. For details about LSB support in FlexNet Publisher, see your FlexNet Publisher Release Notes.


Build Considerations for Shared Objects
The information in this section is applicable to FlexEnabled products that include one or more shared-library components. 


Note • All FlexEnabled products where the application is prepped contain a shared-library component—the activation 
library.


• On platforms where position independent code (PIC) is not the default build model, you must build as PIC and link 
with PIC libraries. These are distinguished with the _pic addition to the directory containing static libraries or static 
library name itself. This addition indicates the PIC variant. 


• It is recommended that an exports file be used when linking a shared object so that only the public interface of the 
shared object is exported. If this is not done, all global symbols will be exported, which can cause problems with 
duplicate symbols in applications where there are multiple protected components.
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• Both the method used in a link command to produce a shared object and the compile and linker command-line flags 
for the exports file are different for each platform and build tool. Refer to the relevant compiler and linker 
documentation for details.


Building the Application Without Secure Data Types
Follow the instructions in this section if you do not have Secure Data Types (SDTs) implemented. For implementations that 
include SDTs, see Building the Application With Secure Data Types.


These instructions are written for applications developed in the C programming language. When reviewing these 
instructions, refer to the build rules for ezcalc in <platform_dir>/makefile.act for platform-specific examples. If your 
product includes shared objects, also review the section Build Considerations for Shared Objects.


Note • Set the environment variable CC before proceeding. (Use a command similar to setenv CC gcc.) Consult the 
“Detailed Platform Information” section of the FlexNet Publisher Release Notes for information about the compiler used for 
your platform.


To compile your application, issue a command similar to the following:


gcc -Imachind -I. -Imachind/activation/include $(CFLAGS) program.c


When you have successfully compiled your application, link with a command similar to the following:


For standard platforms:


gcc -o program program.o lm_new.o $(OBJS) $(AALIB) $(CLIENTLIB) \


$(XTRALIB) $(THREADLIB) $(ACT_LIBRARY)


For notr platforms:


gcc -o program program.o lm_new.o $(OBJS) $(AALIB) \


program_FNPLOAD.o \


$(CLIENTLIB) \


Table 6-1 • Command Description


Command Description


machind The machine-independent directory identified in Identifying the Toolkit Directories.


$(CFLAGS) Additional gcc flags required for your platform. Refer to the build rules for ezcalc in 
<platform_dir>/makefile.act for the flags specific to your platform.


program.c Your FlexEnabled application code.
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 $(XTRALIB) $(THREADLIB) $(ACT_LIBRARY)


Ensure that multithreaded system libraries are specified on the command line. Refer to your system’s documentation for 
details on linking with multithreaded libraries. See the Programming Reference for License File–Based Licensing for more 
details on implementing heartbeats. For standard platforms, continue with Prepping the Application. 


Building the Application With Secure Data Types


Note • Secure Data Types are supported on standard platforms only. Consult Identifying Security Functionality in Your Toolkit 
to determine the level of support on your platform.


Follow the build instructions in this section if you have implemented Secure Data Types (SDTs) into your code. This section 
demonstrates compiling an application written in C++, the recommended implementation language when you incorporate 
SDTs. When reviewing the instructions in this section, refer to the build rules for ezcalcsdtplus in 
<platform_dir>\makefile.act for examples specific to your platform. If your product includes shared objects, also review 
the section Build Considerations for Shared Objects.


Note • Set the environment variables CC to gcc or LD to g++ before proceeding. Use commands similar to setenv CC gcc  or 
setenv LD g++. The syntax might vary with the particular command line shell in use. (Consult the “Detailed Platform 
Information” section of the FlexNet Publisher Release Notes for information about the compiler used for your platform.)


Use commands similar to the following to compile sdtdefs.c, sdttype.cpp, and your application code:


gcc -Imachind -I. -Imachind/activation/include -Imachind/sdt/Include \


$(CFLAGS) sdtdefs.c


gcc -Imachind -I. -Imachind/activation/include -Imachind/sdt/Include \


$(CFLAGS) sdttype.cpp


gcc -Imachind -I. -Imachind/activation/include -Imachind/sdt/Include \


Table 6-2 • Command Descriptions


Command Description


program Your FlexEnabled application.


lm_new.o A security component generated each time you build your production Toolkit. It 
can be generated manually. 


See Security Considerations.


program_FNPLOAD.o (For notr platforms only) The activation library component.


$(OBJS) The list of the objects for your application. 


$(AALIB)


$(CLIENTLIB)


$(XTRALIB)


$(THREADLIB)


$(ACT_LIBRARY)


FlexNet Publisher and platform-specific libraries. Refer to these macros in 
<platform_dir>/makefile.act for the list specific to your platform.
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$(CFLAGS) program.cpp 


When you have successfully compiled your application, link with a command similar to the following:


g++ -o program program.o lm_new.o sdtdefs.o sdttype.o $(OBJS) \


$(AALIB) $(CLIENTLIB) $(XTRALIB) $(THREADLIB) $(ACT_LIBRARY)


To accommodate the automatic heartbeat feature, specify the multithreaded system libraries on the command line. Refer 
to your system’s documentation for details on linking with multithreaded libraries. See the Programming Reference for 
License File–Based Licensing for more details on implementing heartbeats.


Continue with Prepping the Application.


Table 6-3 • Command Descriptions


Command Description


machind The machine-independent directory identified in Identifying the Toolkit Directories.


$(CFLAGS) Additional gcc flags required for your platform: Refer to the build rules for ezcalc in 
<platform_dir>/makefile.act for the flags specific to your platform.


sdtdefs The name of your SDT feature implementation file. See Chapter 10, Implementing Secure 
Data Types (SDTs), for more information.


sdttype.cpp Component required when inserting SDTs in C++ code.


program.cpp Your FlexEnabled application code.


Table 6-4 • Command Descriptions


Command Description


program Your FlexEnabled application.


lm_new.o A security component generated each time you build your production Toolkit. It can be 
generated manually. 


See Security Considerations.


sdtdefs.o


sdttype.o


SDT object files.


$(OBJS) The list of the objects for your application. 


$(AALIB)


$(CLIENTLIB)


$(XTRALIB)


$(THREADLIB)


$(ACT_LIBRARY)


FlexNet Publisher and platform-specific libraries. Refer to these macros in 
<platform_dir>/makefile.act for the list specific to your platform.
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Building Mac Applications With FlexNet ID Dongle Support
Use these procedures when building Mac applications that support FlexID dongles.


Link to Appropriate Library
Like Linux applications, Mac applications must link to either the dongle library or the stub library, even if the application 
does not include dongle support. Make sure your application links to one of these libraries.


Task To include or omit dongle support


Perform one of the following:


• Link to liblmgr_dongle.a to include dongle support. 


• Link to liblmgr_dongle_stub.a to omit dongle support.


Create 32-Bit Applications
FlexNet ID dongles are not supported for 64-bit applications running on Mac 64-bit platforms. Products that use FlexNet ID 
dongles and that might be run on 64-bit platforms should be released as 32-bit applications only. 


Task To create a licensed application binary that contains only 32-bit versions


Build the licensing toolkit in the appropriate Mac development environment. (See the latest FlexNet Publisher Licensing 
Toolkit Release Notes for up-to-date environment requirements for your OS X Mac platform.) This toolkit can be used to 
build products for all the architectures that the toolkit supports including 64-bit. Ensure that your product build 
instructions build only 32-bit applications (select only 32-bit architectures within the SDK you are using).


Building Windows Applications
To build a FlexEnabled application on a Windows platform, you must use a supported Microsoft Visual Studio version, as 
listed in the latest FlexNet Publisher Licensing Toolkit Release Notes.


Two build scenarios are presented based on whether you are implementing Secure Data Types in your application:


• Building the Application Without Secure Data Types


• Building the Application With Secure Data Types


Note • Make sure that you have the command-line interface of the Microsoft Visual C++ development environment correctly 
configured. Consult the Visual C++ documentation for details about building from the command line.


These sections give instructions for the recommended options to use when building a FlexEnabled application that uses 
trusted storage. For information on alternative options, which are also available when using trusted storage, see Building 
Windows FlexEnabled Applications in Chapter 7.
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Building the Application Without Secure Data Types
Follow the instructions in this section if you do not have Secure Data Types (SDTs) implemented. These instructions refer to 
the sample application ezcalc.exe to demonstrate the build process. When reviewing these instructions, refer to the build 
rules for ezcalc.exe in <platform_dir>/makefile.act for a platform-specific example. (For implementations that include 
SDTs, use the instructions in Building the Application With Secure Data Types instead.)


To compile your application, issue a command similar to the following:


c1 /nologo /c /MT /01 /Imachind /I. /Imachind\activation\include ..\examples\ezcalc\ezcalc.c


Where 


FlexNet Publisher licensing requires a multithreaded run-time environment. The cl compiler /MT switch indicates the static 
multithreaded C library and the /MD switch indicates the multithreaded C DLL. One or the other must be used when 
compiling. Include /MT (or /MD) on the cl command line.


When you have successfully compiled your application, link with a command similar to the following:


LINK /nologo /NODEFAULTLIB /OPT:NOREF /out:ezcalc.exe ezcalc.obj \


$(LMNEW_OBJ_CLIENT) $(CLIENTLIB) $(ACTLIB) $(XTRALIB)


Where:


Table 6-5 • Command Descriptions


Command Description


machind The machine-independent directory identified in Identifying the Toolkit Directories.


ezcalc.c The code file for the sample application ezcalc.exe. Replace this value with the path and 
name of the file containing your FlexEnabled application code.


Table 6-6 • Command Descriptions


Command Description


ezcalc.exe The file name of the sample application ezcalc.exe. Replace this value with the file name 
of your FlexEnabled application.


$(LMNEW_OBJ_CLIENT) The lm_new.obj file. This is a security component generated each time you build your 
production Toolkit. It can be generated manually. 


$(CLIENTLIB) FlexNet Publisher client libraries:


• libcrvs.lib


• libsb.lib


• lmgr_trl.lib


Note • Use a non-TRL library (lmgr.lib) only if you have active legacy clients in production 
older than v10.8.6 that will be served by the same license server as your new clients.
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Continue with Prepping the Application.


Building the Application With Secure Data Types
Follow the build instructions in this section if you have implemented Secure Data Types (SDTs) into your code. These 
instructions refer to the sample application ezcalcsdtplus.exe to demonstrate the build process of an application written 
in C++, the recommended implementation language when you incorporate SDTs. When reviewing the instructions, refer to 
the build rules for ezcalcsdtplus.exe in <platform_dir>\makefile.act for examples specific to your platform. 


Use commands similar to the following to compile sdttype.cpp, your SDT implementation file, and your application code:


cl /DWIN32 $(CFLAGS) /Zm1000 /Imachind /I. /Imachind\activation\include \


/Imachind\sdt\Include ..machind\sdt\Source\sdttype.cpp


cl /DWIN32 $(CFLAGS) /Imachind /I. /Imachind\activation\include \


/Imachind\sdt\Include ..\examples\ezcalc\sdtdefs.c


cl $(CFLAGS) /EHsc /Imachind /Iplatform /Imachind\activation\include \


/Imachind/sdt\Include ..\examples\ezcalc\ezcalcsdtplus.cpp


$(ACTLIB) FlexNet Publisher activation libraries: 


• activation\lib\libact.lib


• libFNPload.lib for standard toolkits and libNFNPload_notr.lib for notr toolkits


• FNP_ACT_Installer.lib


$(XTRALIB) Additional dongle and Windows system libraries:


• lmgr_dongle.lib (for dongle usage) or lmgr_dongle_stub.lib (no dongle usage)


• Windows system libraries (view the contents of the platform_dir>/makefile.act  file 
for a complete list)


$(XTRALIB1) Additional system libraries:


• Ws2_32.lib - A system library for socket communication on Windows platform for 
32bit architecture.


• Psapi.lib - for enhanced license server diagnostics in debug log.


See Table 4 for the complete list of system libraries.


$(LMSTDREDIR_LIB) FlexNet Publisher client library: 


libredir_std.dir


Table 6-6 • Command Descriptions


Command Description
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Where 


When you have successfully compiled your application, link with a command similar to the following:


LINK /nologo /NODEFAULTLIB /OPT:NOREF /out:ezcalcstdplus.exe ezcalcstdplus.obj \


sdttype.obj sdtdefs.obj lm_new.obj $(LMNEW_OBJ_CLIENT) \


$(CLIENTLIB) $(DONGLELIB) $(ACTLIB) $(CPPXTRALIB)


The following table describes the command syntax:


Table 6-7 • Command Descriptions


Command Description


machind The machine independent directory identified in Identifying the Toolkit Directories.


sdttype.cpp Component required when inserting SDTs in C++ code.


sdtdefs The SDT implementation file for the sample application ezcalcsdtplus.exe. Replace this 
value with the path and name of your SDT implementation file. See Chapter 10, 
Implementing Secure Data Types (SDTs), for more information about the implementation 
file.


$(CFLAGS) /nologo /c /MT /01


ezcalcsdtplus.cpp The code file for the sample application ezcalcsdtplus.exe. Replace this value with the 
path and name of the file containing your FlexEnabled application code. 


Table 6-8 • Command Descriptions


Command Description


ezcalcstdplus.exe The file name of the sample application ezcalcsdtplus.exe, which uses SDTs. Replace this 
value with the file name of your FlexEnabled application containing SDTs.


sdtdefs.obj


sdttype.obj


SDT object files.


$(LMNEW_OBJ_CLIENT) The lm_new.obj file. This is a security component generated each time you build your 
production Toolkit. It can be generated manually. 


See Security Considerations.


$(CLIENTLIB) FlexNet Publisher client libraries:


• libcrvs.lib


• libsb.lib


• lmgr_trl.lib


Note • Use a non-TRL library (lmgr.lib) only if you have active legacy clients in production 
older than v10.8.6 that will be served by the same license server as your new clients.
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Continue with Prepping the Application.


Prepping the Application
Prepping the application involves the following:


• Creating a publisher- and product-specific activation library component


• Injecting the FlexEnabled application binary with publisher-specific public and private encryption keys in order to 
enable its communication with the activation library component


For this step you need your application binary that you just built and an application-specific preptool configuration file. 
Complete instructions for creating the configuration file and prepping the application are found in the Programming 
Reference for Trusted Storage–Based Licensing section which describes the preptool.


Note • The standard utility provided with FlexNet Publisher is called preptool. However, if a publisher-specific preptool is 
provided for your use, it may have a different name.


After prepping, there are two components that comprise the application: the executable and the application-specific 
activation library component. 


For Windows applications, these include:


• program.exe—The executable


• program_libFNP.dll—The application-specific activation library component


For UNIX applications, these include:


• program—The executable


$(DONGLELIB) Dongle libraries:


• lmgr_dongle.lib (for dongle usage)


• lmgr_dongle_stub.lib (no dongle usage)


$(ACTLIB) FlexNet Publisher activation libraries: 


• activation\lib\libact.lib


• libFNPload.lib for standard toolkits and libNFNPload_notr.lib for notr toolkits


• FNP_ACT_Installer.lib


$(CPPXTRALIB) View the contents of the <platform_dir>/makefile.act file for a complete list of required 
Windows system libraries.


$(LMSTDREDIR_LIB) FlexNet Publisher client library: 


libredir_std.lib


Table 6-8 • Command Descriptions


Command Description
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• program_libFNP.so—The application-specific activation library component


The executable locates the library component as per the operating system default behavior. This may be modified by 
configuration file settings used by the preptool (see Programming Reference for Trusted Storage–Based Licensing). If the 
location (or relative location) of the library component is not known at build-time, the full path to the application-specific 
activation library component may be overridden at run-time by setting the environment variable 
“FLEXNETPUBLISHER_RUN_TIME_PATH”.


Signing the Application
Mac OS X and Windows support the digital signing of executable code as well as other files. This enables both the operating 
system and the user to know the authenticity of files that are installed on the system. 


Files provided within the version of the production toolkit that is used on Mac OS X or Windows are signed unless they are 
recompiled during use. Files that you create when you are creating a licensed product, including the licensed application, 
you should sign yourself. The following Table 6-9 for Mac OS X platforms lists files and indicates which are provided as 
signed files and which you need to sign. See Table 1, FlexNet Publisher Licensing Toolkit files, on page 27, for information 
relevant for Microsoft platforms.


For detailed information on signing, read the relevant manufacturer’s documentation.


You must prep your licensed application using preptool, as described in the previous section, before you sign your 
licensed application. You should also sign the application-specific activation library component created by preptool.


Testing the Application
This section describes how to test your FlexEnabled application to ensure you built it to successfully access the license 
rights it needs. This testing procedure involves:


Table 6-9 • Code Signing on Mac OS X


File Name Description Code Signing


FlexEnabled application Recommended


Vendor daemon Recommended


FnpCommsSoap.dylib SOAP communications component for transactions with FlexNet 
Operations


Signed


lmadmin Web-based license server manager Signed


lmgrd Command-line license server manager Signed


lmrand1 Random number generator used to generate LM_SEEDS Signed


lmstrip Utility used to obfuscate and add security to FlexEnabled 
applications


Signed


lmutil Utilities used for license server management and administration Signed
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• Creating the ASR—You create a test activation specification record (ASR) using the components of your production 
toolkit. This ASR contains license rights for features that your application needs.


• Activating License Rights—You make the license rights available to the application by loading the test ASR into the 
application’s trusted storage.


• Checking Out a License—You run your FlexEnabled application to test that features are successfully checked out.


All steps take place from the <platform_dir> directory.


Creating the ASR
In the following example, an activation specification record is created with an expiration date of tomorrow. 


Task To create an activation specification record


1. Create a license file, template.lic, with appropriate template INCREMENT lines for your application. As an example, 
INCREMENT lines for the ezcalc application would look something like this:


SERVER this_host INTERNET=0.0.0.0


VENDOR myvendor


INCREMENT ADD myvendor 1.0 21-dec-2025 1 SIGN=


INCREMENT SUBTRACT myvendor 1.0 21-dec-2025 1 SIGN=


INCREMENT MULTIPLY myvendor 1.0 21-dec-2025 1 SIGN=


INCREMENT DIVIDE myvendor 1.0 21-dec-2025 1 SIGN=


In this example, myvendor is your vendor name, and the SIGN= values are left blank.


2. Create the ASR using the asrgen utility. From a command line, type the following:


asrgen -c template.lic -t 1 -i publisher/vendorTrustedConfigOut.xml \


-o test.asr


You receive the following confirmation:


ASR file test.asr generated 


This signs the license certificates in template.lic and inserts them in the fulfillment record in test.asr.


Note • When you create an ASR, best practice is always to include the -t switch to specify the trial ID.


3. Open test.asr with a text editor and modify it as appropriate to your business model. The following table shows what 
would be modified for the ezcalc application:


Table 6-10 • Test ASR Fulfillment Record Settings


Element in test.asr Replace Value with Notes


<Key>


PUBLISHER_DEFINED_DURATION


</Key>


<Value>86400</Value>


The duration of the license in 
seconds. 86400 seconds 
represents one day.


This value is used to set the duration of a 
fulfillment record when it is written to 
trusted storage. 
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4. Save and close test.asr.


5. Sign test.asr using the xmlsign utility. Type the following:


publisher/XMLSign \


-a ActivationSettings/publisher.xml \


-i test.asr \


-o test_signed.asr


You receive the confirmation message test_signed.asr signed. 


Activating License Rights
This section describes the steps necessary to activate the license rights you just created in test_signed.asr locally in the 
application machine’s trusted storage, making them available to your FlexEnabled application. 


If a trusted storage file for your vendor name does not exist, this procedure creates one; if one exists, it is modified. With 
this in mind, you can perform these steps either locally on the same machine where your production toolkit resides, or on a 
separate test machine. The following activation components need to reside on the machine on which the license rights are 
activated:


• The application activation utility—appcomptranutil.exe (Windows platforms) or appcomptranutil (UNIX platforms); 
and its activation library component, one of: 


• appcomptranutil_libFNP.dll (Windows platforms)


• appcomptranutil_libFNP.so (Standard UNIX platforms)


• appcomptranutil_libFNP_notr.so (notr UNIX platforms) 


• The signed test ASR created in the last section—test_signed.asr


If you test on a separate, clean test machine for which trusted storage has never been initialized, these additional 
components need to be installed on the clean machine. They must reside in the same directory with the activation utility 
and its components.


• For Windows platforms


• <platform_dir>\FNP_Act_Installer.dll


This component must have the name FNP_Act_Installer.dll.


• For OS X platforms and Linux platforms


<FulfillmentID>


FID-1120683846


</FulfillmentID>


FIL-test A test Fulfillment ID for the activation 
transaction


<Key>ProductId</Key>


<Value>EZCALC-A</Value>


PROD-test A test Product ID 


<Key>EntitlementId</Key>


<Value>ENTL-EZCALC-AS1


</Value>


ENTL-test A test Entitlement ID 


Table 6-10 • Test ASR Fulfillment Record Settings


Element in test.asr Replace Value with Notes
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• <platform_dir>/publisher/FNPLicensingService/FNPLicensingService


• <platform_dir>/publisher/install_fnp.sh


• All other UNIX platforms


• <platform_dir>/publisher/install_fnp.sh


Initializing the Trusted Storage Directory and Installing the FlexNet 
Licensing Service


Follow the instructions in this section only if you are testing your application on a separate, clean test machine for which 
trusted storage has never been initialized. Otherwise, proceed to Adding License Rights.


UNIX Hosts


Before trusted storage is accessed, its directory structure must be initialized. In addition, on OS X and Linux platforms, the 
FlexNet Licensing Service—an administrative proxy that runs on behalf of the user for certain types of interactions to and 
from trusted storage—needs to be installed. The steps below initialize the trusted storage directory and, on OS X and Linux 
platforms, install the FlexNet Licensing Service.


Important • You must either be logged in as root or have sudo privileges to perform these steps.


Initialize the trusted storage directory and install the FlexNet Licensing Service by running the following script:


sudo sh install_fnp.sh


At the end of the process, you should receive the following confirmation message:


Configuration completed successfully.


Important • On OS X and other UNIX platforms, the trusted storage directory is typically /usr/local/share/macrovision/
storage/FlexNet/. FlexNet Publisher does not support custom locations or symbolic links for the trusted storage directory.


Windows Hosts


Before trusted storage is created or accessed, the FlexNet Licensing Service must be installed. Run the example 
application, installanchorservice.exe, by entering the following:


installanchorservice Demo ezcalc


This installs the FlexNet Licensing Service and registers that it is being used by the product EZcalc supplied by the 
publisher Demo.


Note • You must have administrator permissions to install the FlexNet Licensing Service on Windows.
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Adding License Rights
Activate a license in trusted storage using the signed test ASR, test_signed.asr. From the <platform_dir> directory, 
enter the following:


appcomptranutil -local test_signed.asr 


You see the following confirmation messages: 


Local activation, ASR test_signed.asr


Local activation successful


Viewing Trusted Storage
View the contents of trusted storage to see exactly which licenses are activated. From the <platform_dir> directory, enter 
the following:


appcomptranutil -viewlong 


Output similar to the following is displayed:


--------------------------------------------------------------------


       Fulfillment Id : FIL-test


     Fulfillment Type : 1 Trial


          Trust Flags : 0x7 Fully Trusted


               Status : ENABLED


       Entitlement ID : ENTL-test


           Product ID : PROD-test


     Expiration date  : 12-aug-2017


      Feature line(s) :


INCREMENT ADD demo 1.0 21-dec-2025 1 SIGN="0080 1DDF C055 6D9E 0476 \


        F4FB A7AF 3200 681E 8C6F C2D9 81DB AF50 57B5 347E"


INCREMENT SUBTRACT demo 1.0 21-dec-2025 1 SIGN="00A6 4216 51AE 7A8B \


        19DE 7461 0478 5100 BA0C 4D70 6392 9F79 BF37 7080 9A6D"


INCREMENT MULTIPLY demo 1.0 21-dec-2025 1 SIGN="00F7 12C4 21F4 FDA2 \


        8B11 7C15 295C EA00 9080 6CBA 2CEB C8C2 F256 1C20 9930"


INCREMENT DIVIDE demo 1.0 21-dec-2025 1 SIGN="009B 56B5 FF2C EBEC \


        BB36 084B 8AA4 D900 B7A1 520C D5AE FCF2 1717 3A7C 36D8"


--------------------------------------------------------------------


Note that the value of the Expiration date field corresponds to the value set with the PUBLISHER_DEFINED_DURATION key 
element in the ASR. See Table 6-10 for details.


Checking Out a License
At this point, license rights have been activated and are available to your FlexEnabled application. The following 
application components need to reside on the machine on which the license rights are activated and must reside together 
in the same directory:


• The application binary—program.exe (Windows platforms) or program (UNIX platforms)


• The activation library component, one of


• program_libFNP.dll (Windows platforms)


• program_libFNP.so (Standard UNIX platforms)
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• program_libFNP_notr.so (notr UNIX platforms)


• The FlexNet Licensing Service installer (Windows platforms)


• <platform_dir>\FNP_Act_Installer.dll


This component must have the name FNP_Act_Installer.dll.


Start your application and perform a task that checks out a feature. Confirm that the expected feature is checked out.
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Distributing the FlexEnabled Application


for Trusted Storage–Based Licensing

This chapter is for publishers who provide trusted storage–based licensing for their FlexEnabled applications. It contains 
the following sections:


• FlexNet Publisher Components Your End User Requires


• Installer Considerations


• What to Tell Your End Users


To ensure that your end user can use your FlexEnabled product easily and successfully, use the information in this chapter 
as a guideline for distributing your FlexEnabled application.


Note • This chapter provides information pertinent to trusted storage–based licensing. If you provide license file–based 
licensing, see Chapter 9, Distributing the FlexEnabled Application for License File–Based Licensing.


Identifying Security Functionality in Your Toolkit
Before deploying your FlexEnabled application, you need to determine the level of security functionality your toolkit 
supports. Consult the deployed platform section of Release Notes for your specific platform to find out its security 
functionality. For the instructions in this chapter, the following nomenclature is used:


• notr platforms—Platforms with security functionality designated as tamper-resistant applications not supported in 
the Release Notes.


• standard platforms—Platforms with security functionality designated as tamper-resistant applications supported in 
the Release Notes.
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FlexNet Publisher Components Your End User 
Requires


When you ship your FlexEnabled application, you must include FlexNet Licensing Service components, application 
components, and license rights components in your software installation kit. This section discusses only those 
components necessary for trusted storage–based licensing. See Chapter 9, Distributing the FlexEnabled Application for 
License File–Based Licensing, for information about other FlexNet Publisher components.


FlexNet Licensing Service
The FlexNet Licensing Service is an administrative proxy that runs on behalf of the user to perform system tasks where 
elevated privilege is required. 


For trusted storage–based licensing, the FlexNet Licensing Service must be installed to enable the FlexEnabled application, 
the activation utilities, and the vendor daemon to operate correctly.


In addition, the FlexNet Licensing Service is required to enable the FlexEnabled application and the vendor daemon to 
access virtualization data (on Windows and Linux platforms only). The FlexNet Licensing Service regularly polls the system 
to update virtualization data. Therefore, the FlexNet Licensing Service runs continuously. The virtualization poll interval is 
not configurable.


Table 7-1 lists the location of the FlexNet Licensing Service component for each supported platform.


Two versions of the Windows component are available: 32-bit and 64-bit. You must ensure that the correct version of 
FNP_Act_Installer.dll is shipped to your end user: the 32-bit version for 32-bit platforms and the 64-bit version on 64-bit 
platforms. Each version has the same name, FNP_Act_Installer.dll. The 32-bit version is provided in toolkits for 32-bit 
Windows platforms and the 64-bit version is provided in toolkits for 64-bit platforms. Always ship the copy of 
FNP_Act_Installer.dll from the toolkit you used to create your FlexEnabled application.


To determine the version of FNP_Act_Installer.dll, examine the properties of the file (Properties|Version|Product 
Name). The Product Name field indicates whether it is a 32-bit or 64-bit binary.


Application Components
Application components include the following:


Table 7-1 • FlexNet Licensing Service Components


Platform FlexNet Licensing Service Component


Windows <platform_dir>\FNP_Act_Installer.dll


<platform_dir>\FNP_Act_Installer.lib


OS X <platform_dir>/publisher/FNPLicensingService/FNPLicensingService


Linux <platform_dir>/publisher/FNPLicensingService/FNPLicensingService


Solaris FlexNet Licensing Service is not required on this platform.
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• Application binary—program.exe (Windows platforms) or program (UNIX platforms)


• Its corresponding activation library component—One of the following:


• program_libFNP.dll (Windows platforms)


• program_libFNP.so (Standard UNIX (tr) platforms)


• program_client_libFNP_notr.so (notr UNIX platforms)


License Rights Components
License rights components provide the means by which license rights are delivered, installed, and activated at your end 
user’s enterprise. Depending on your license model and license lifecycle, you ship components used locally on the 
FlexEnabled client machine (where the end user’s FlexEnabled application resides) or used both on one or more license 
server machines and FlexEnabled client machines. 


FlexEnabled Client Components
Ship these components for installation on the FlexEnabled client machine.


For Activations From an Activation Server


If you support activation on the FlexEnabled client machine from a publisher’s activation server (such as FlexNet 
Operations), ship these components:


• An application activation utility and its activation library that support composite transactions— Create and ship 
your own version of the following sample components (available with your Toolkit):


• For Windows platforms, appcomptranutil.exe and the library appcomptranutil_libFNP.dll


• For standard (tr) UNIX platforms, appcomptranutil and the library appcomptranutil_libFNP.so 


• For notr UNIX platforms, appcomptranutil and the library appcomptranutil_libFNP_notr.so


For information on building your own application activation utility for composite transaction, see the chapter 
“Building an Activation Utility for Composite Transactions” in FlexNet Publisher’s Programming Reference for Trusted 
Storage–Based Licensing.


Note • Although activations from a publisher’s activation server still support single-action transactions, best practice is 
to use composite transactions to request and process activations from the activation server.


• SOAP communication component—For internet-based transactions (programmatic activation) with a FlexNet 
Operations server, include FnpCommsSoap.dll (Windows platforms) or FnpCommsSoap.so (UNIX platforms).


For Local Activations


If you support local activations, provide these components. 
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Note • Best practice is to have the installer for your FlexEnabled application lay down these components. This method 
provides for a self-contained activation mechanism local to the end-user machine without the need to access an activation 
server.


• One or more activation specification records (ASRs)—Create and ship one or more of these signed XML documents, 
each containing the license rights that get placed in local trusted storage on the FlexEnabled client machine. For more 
information, see the following in FlexNet Publisher’s Programming Reference for Trusted Storage–Based Licensing:


• The chapter “Implementing Trial Licenses and Trial Packs”


• The “asrgen” section in the chapter “Working with the Software Publisher Utilities”


• The “B_ActivationSpecificationRecord.xsd” section in the appendix “XML Schemas”


• An application activation utility and its activation library that support composite transactions—Create and ship 
your own version of the following sample components (available with your Toolkit):


• For Windows platforms, appcomptranutil.exe and the library appcomptranutil_libFNP.dll


• For standard (tr) UNIX platforms, appcomptranutil and the library appcomptranutil_libFNP.so 


• For notr UNIX platforms, appcomptranutil and the library appcomptranutil_libFNP_notr.so


For information on building your own application activation utility for composite transaction, see the chapter 
“Building an Activation Utility for Composite Transactions” in FlexNet Publisher’s Programming Reference for Trusted 
Storage–Based Licensing.


Note • Although activations from a license server still support single-action transactions, best practice is to use 
composite transactions to request and process activations from the license server.


For Short Code Transactions


If you support short code transactions, ship these components:


• One or more activation specification records for short codes (ASRs)—Create and ship one or more of these signed 
XML documents, each containing the license rights that get placed in local trusted storage on an end-user machine’s. 
For more information, see the appendix “XML Schemas” (specifically the “B_ActivationSpecificationRecord.xsd” 
section) in FlexNet Publisher’s Programming Reference for Trusted Storage–Based Licensing.


• An application activation utility and its activation library that support request- and response-code 
transactions—Create and ship your own version of the following sample components (available with your Toolkit): 


• For Windows platforms, appcomptranutil.exe and the library appcomptranutil_libFNP.dll


• For standard (tr) UNIX platforms, appcomptranutil and the library appcomptranutil_libFNP.so


• For notr UNIX platforms, appcomptranutil and the library appcomptranutil_libFNP_notr.so


For information on building your own application activation utility that supports transactions for request and 
response codes, see the chapter “Building an Application Activation Utility for Composite Transactions” (specifically 
the “Transactions Using Request and Response Codes” section) in FlexNet Publisher’s Programming Reference for 
Trusted Storage–Based Licensing.
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Note • Instead of shipping a stand-alone application activation utility, you can embed the utility’s functionality within the 
FlexEnabled application or have the application’s installer lay down the utility and library. 


License Server Machine Components
Ship these components if you support a served license model or if you require interaction with an activation server in order 
to manage license transactions in trusted storage. These components are installed on the license server and include the 
following:


• License server manager—Include lmadmin (lmadmin.exe on Windows) or lmgrd (lmgrd.exe on Windows).


• Minimal license file—Include a simple license file (with no license rights defined) used to inform the license server 
which vendor daemons to start up. The file must include the following basic information, where vendor is the name of 
your vendor daemon:


SERVER thishost ANY


VENDOR vendor


• Your vendor daemon—Include your vendor daemon vendor (vendor.exe on Windows) and its activation library 
component, which is one of the following:


• vendor_libFNP.dll (Windows platforms)


• vendor_libFNP.so (standard tr UNIX platforms)


• vendor_server_libFNP_notr.so (notr UNIX platforms)


• FlexNet Publisher utility programs—Include lmutil (lmutil.exe on Windows). These utilities are used for license 
server management and administration. 


Note • Some lmutil utilities are included as functionality in lmadmin. However, lmgrd uses all lmutil utilities. For more 
information, see the chapter “Migrating from lmgrd to lmadmin” in FlexNet Publisher’s License Administration Guide.


• A server activation utility and its activation library that support composite transactions—These components are 
used to activate licenses from a publisher’s activation server to trusted storage on the license server. Create and ship 
your own version of the following sample components (available with your Toolkit):


• For Windows platforms, servercomptranutil.exe and the library servercomptranutil_libFNP.dll


• For standard (tr) UNIX platforms, servercomptranutil and the library servercomptranutil_libFNP.so 


• For notr UNIX platforms, servercomptranutil and the library servercomptranutil_libFNP_notr.so


For information on building your own server activation utility for composite transactions, see the chapter “Building an 
Activation Utility for Composite Transactions” in FlexNet Publisher’s Programming Reference for Trusted Storage–
Based Licensing.


You must also ship the application activation utility and its library for installation on the FlexEnabled client, as 
described in the previous section FlexEnabled Client Components).
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Note • Although activations from a license server still support single-action transactions, best practice is to use 
composite transactions to request and process activations from the license server.


• One or more activation specification records (ASRs)—If you want to support local activation or short code 
activations, create and ship one or more of these signed XML documents, each containing the license rights that get 
placed in local trusted storage on the license server. For more information, see the following in FlexNet Publisher’s 
Programming Reference for Trusted Storage–Based Licensing:


• The chapter “Implementing Trial Licenses and Trial Packs”


• The “asrgen” section in the chapter “Working with the Software Publisher Utilities”


• The “B_ActivationSpecificationRecord.xsd” section in the appendix “XML Schemas”


• SOAP communication component—For internet-based transactions (programmatic activation) with a FlexNet 
Operations server, include FnpCommsSoap.dll (Windows platforms) or FnpCommsSoap.so (UNIX platforms).


• Entitlement and product ID information—The end user requires this information to initiate license rights 
transactions. This information can be provided at a later date.


• Instructions on how to perform activations—Provide the end user with instructions on how to use the server 
activation utility to perform license rights transactions, as applicable.


Installer Considerations
You must provide an installer and installation instructions to your end user. This section highlights the areas that need 
special consideration.


Installing the FlexNet Licensing Service
You can install the FlexNet Licensing Service component, as listed in Table 7-1, using the application installer or the 
application initialization script. The recommendation is to include the FlexNet Licensing Service installation as part of the 
FlexEnabled application installation to avoid issues with specific user privileges that the FlexNet Licensing Service 
installation might require.


Note • Make sure your end user is aware of the authorization requirements. On non-Windows platforms, the end user must 
have root privilege to install the FlexNet Licensing Service. On Windows, the end user must have administrator privileges. 


Table 7-2 • FlexNet Licensing Service Installers


Platform FlexNet Licensing Service Installer


Windows Install and uninstall functions provided in the FlexNet Licensing Service API.


OS X and Linux <platform_dir>/publisher/install_fnp.sh


This script both installs the FlexNet Licensing Service and initializes the trusted storage 
directory structure.

FlexNet Publisher 2020 R2 Development Environment Guide FNP-11170-DEV00 Company Confidential 91







Chapter 7 Distributing the FlexEnabled Application for Trusted Storage–Based Licensing
Installer Considerations

Important • On most UNIX platforms, the trusted storage directory is typically /usr/local/share/macrovision/storage/
FlexNet/. FlexNet Publisher does not support custom locations or symbolic links for the trusted storage directory. 


Trusted Storage Directory Initialization (UNIX Platforms)
For UNIX platforms on which trusted storage is accessed, you must provide a means to initialize the trusted storage 
directory structure. You must include logic similar to that provided in <platform_dir>/publisher/install_fnp.sh. Make 
sure your end user is aware they need to perform this initialization as root.


Installing the FlexEnabled Application
You must ensure that the activation library component—program_libFNP.dll (Windows platforms) or program_libFNP.so 
(standard UNIX platforms)—is installed in the correct location as specified in the preptool configuration file when the 
application was prepped. This is not an issue for notr platforms. Generally, this is the same location as the main executable 
file. See “Preptool Configuration File:Examples” in Programming Reference for Trusted Storage–Based Licensing for further 
details.


The FlexNet Licensing Service installer, FNP_Act_Installer.dll (Windows platforms) or install_fnp.sh (UNIX 
platforms), must be installed in the same folder as the FlexEnabled application. 


Installing the Activation Utilities
If you provide separate activation utilities, you must ensure that their activation library components are installed in the 
exact location specified in the preptool configuration file when the application was prepared. Generally, this is the same 
location as the main executable file. See the chapter “Working with the Software Publisher Utilities” in Programming 
Reference for Trusted Storage–Based Licensing for information about using preptool and for examples of preptool 
configuration files. 


SSL Certificates
If you have enabled client-side SSL certificate support for your transactions with the FlexNet Operations server and you are 
providing a certificate to your end user, you must ensure that you install your certificate in the location configured in your 
activation utility. See “flxActCommonHandleSetSSLDetails” in C/C++ Function Reference for further details.


All other UNIX 
platforms


<platform_dir>/publisher/install_fnp.sh


This script initializes the trusted storage directory structure. The FlexNet Licensing Service is 
not required on these platforms


See Trusted Storage Directory Initialization (UNIX Platforms) for further details.


Table 7-2 • FlexNet Licensing Service Installers


Platform FlexNet Licensing Service Installer
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Licenses from Trusted Storage
The default setting is for FlexEnabled applications to use licenses in the following order:


1. From trusted storage


2. From local license files


3. From license servers


Notify your end user if you have modified this order by:


• Using lc_set_attr with LM_A_SORT_TS_FIRST set to zero in the FlexEnabled application which turns off this default 
behavior. 


• Using the sort element in feature definition lines to change the order in which feature definition lines are searched.


• Setting the LM_A_LICENSE_DEFAULT attribute setting inside the application.


 For detailed information on these settings, see the Programming Reference for License File–Based Licensing.


Installing the License Server
If your license lifecycle requires a license server, you need to provide end users with an installer and instructions for 
installing the license server manager. For more information about installer types and installation considerations, see 
Chapter 11, Providing the License Server Installation Instructions.


What to Tell Your End Users
This section lists implementation decisions that you make that have a possible effect on end-user administration and the 
FlexEnabled product behavior relative to trusted storage–based licensing. The decisions presented here supplement those 
found in Programming Reference for License File–Based Licensing.


Licensing Agreements
Several of the FlexNet Publisher components for trusted storage that you install at your end-user site contain code and 
techniques derived from external third party products. For a list of copyright notices and licenses for these external 
libraries, see a supplementary document that accompanies this one. Forward the copyright information to your end user 
as designated by each third party. 


Up-to-date FlexNet Publisher Components
Make sure your end user uses the latest license server manager, lmadmin or lmgrd, and licensing utilities, which are 
available from www.flexerasoftware.com.


The following diagram summarizes the rules for Toolkit component compatibility.
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Figure 7-1: FlexNet Licensing Component Version Rules


License Server Need
Notify your end user of your requirement for licenses to be served by a license server. This requirement is dictated by your 
particular license model.


License Lifecycle Information
You need to supply information to your end user about your license lifecycle. Here are suggestions for the type of 
information you may want to include, as appropriate to your lifecycle:


• Instructions for using the application activation utility, as applicable


• Usage information for the server activation utility and instructions on performing license rights transactions, as 
applicable


• Repair transaction information


• Return transaction information


• Instructions for transferring license rights


• Local activation implementation details
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Part 3
For License File–Based Licensing

This part of the Development Environment Guide includes the following chapters:


• Building Your FlexEnabled Application for License File–Based Licensing


• Distributing the FlexEnabled Application for License File–Based Licensing
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Building Your FlexEnabled Application


for License File–Based Licensing

The procedures in this chapter assume you have built and tested the production Toolkit with your publisher-specific 
information as detailed in First Build of the Production Licensing Toolkit or Rebuilding the Production Licensing Toolkit. 


Before building your application as described in this chapter, add licensing functions to the application, as described in the 
Programming Reference for License File–Based Licensing. Read the important information in the next section, Security 
Considerations.


For further instructions see Building on UNIX or Building Windows FlexEnabled Applications as appropriate to your 
platform.


Security Considerations


Generating a New Version of lm_new for Each Build
Use a newly generated version of the lm_new object, lm_new.o (UNIX platforms) or lm_new.obj (Windows platforms), each 
time you link your application: This makes the product more secure. 


Task To generate the lm_new object


Do one of the following:


• Using the FlexNet Publisher toolkit makefile, change to the <platform_dir> directory, and enter the following 
commands:


rm lm_new.o


make lm_new.o


• Using the lmnewgen utility, change to the <platform_dir> directory, and enter the following commands:


lmnewgen vendor_daemon_name -o lm_new.c


cc -c lm_new.c -o lm_new.o
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It is recommended that each project be provided with a different version of the lm_new object file. There are two 
approaches to providing this file:


• A central authority can generate and distribute the object file.


• lmnewgen and the vendor daemon name can be distributed to each project so the object file can be generated as 
needed. This approach is less secure because lmnewgen leaves the central authority.


Tamper-Resistant Licensing: Using TRL-Only Libraries
The TRL-only libraries are by default linked to the Toolkit. The TRL-only libraries provide increased security when using TRL 
licenses, because they allow only TRL licenses and not a combination of TRL and non-TRL licenses, as is the case with 
lmgr.lib and liblmgr.a.


• Windows—lmgr_trl.lib


• UNIX—liblmgr_trl.a or libmgr_pic_trl.a.


If you using TRL-only libraries, you cannot use the following attribute settings (that are used to provide backward 
compatibility with non-TRL licenses) within FlexEnabled applications built with these libraries:


• LM_A_SIGN_LEVEL set to zero


• LM_A_STRENGTH_OVERRIDE set to LM_STRENGTH_LICENSE_KEY or STRENGTH_DEFAULT


When upgrading to TRL, you must reissue license rights. See the Programming Reference for License File–Based Licensing, 
chapter 9, “License Signature Configurations”, for more information.


Using Non-TRL Libraries
The Toolkit is linked to TRL-only libraries by default. Customers who cannot use TRL-strength keys (because they have 
clients older than v10.8.6 still in production which have to be supported by the same license server as new clients) should 
modify the toolkit makefile in order to be backward compatible.


• Windows—lmgr.lib


• UNIX—liblmgr.a or or libmgr_pic.a.


See the Programming Reference for License File–Based Licensing, chapter 9, “License Signature Configurations”, for more 
information.


Building on UNIX
A standard FlexEnabled application for UNIX platforms is built as a multithreaded executable. This is to accommodate the 
default automatic heartbeat scheme, which requires a multithreaded environment. 


When reviewing the instructions in this section, refer to the build rules for lmflex (without Secure Data Types) and 
lmflexsdt (with Secure Data Types) in <platform_dir>/makefile for an example specific to your platform. Two build 
scenarios are presented based on whether you are implementing Secure Data Types in your application:


• Building the Application Without Secure Data Types


• Building the Application With Secure Data Types
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Important • For Mac applications, use OS X 10.5, 10.6, or 10.7 as appropriate to develop and build your FlexEnabled 
application. If you are building applications that run on 64-bit and 32-bit Mac platforms and they use FlexNet ID dongles, see 
Building Mac Applications With FlexNet ID Dongle Support.


Note • To build a FlexEnabled application that must be Linux Standard Base (LSB) certified, you must follow the guidelines of 
the Linux Foundation. For more information about Linux Standard Base certification, see the Linux Foundation’s website: 
http://www.linuxfoundation.org. For details about LSB support in FlexNet Publisher, see your FlexNet Publisher Release Notes.


Build Considerations for Shared Objects
The information in this section is applicable to FlexEnabled products that include one or more shared library components: 


• On platforms where position independent code (PIC) is not the default build model, you must build as PIC and link 
with PIC libraries. These are distinguished with the _pic addition to the directory containing static libraries or static 
library name itself. This addition indicates the PIC variant. 


• It is recommended that an exports file be used when linking a shared object so that only the public interface of the 
shared object is exported. If this is not done, all global symbols will be exported, which can cause problems with 
duplicate symbols in applications where there are multiple protected components.


• Both the method used in a link command to produce a shared object and the compile and linker command line flags 
for the exports file are different for each platform and build tool. Refer to the relevant compiler and linker 
documentation for details.


Building the Application Without Secure Data Types
Follow the instructions in this section if you do not have Secure Data Types (SDTs) implemented. For implementations that 
include SDTs, see Building the Application With Secure Data Types.


These instructions are written for applications developed in the C programming language. When reviewing the 
instructions, refer to the build rules for lmflex in <platform_dir>\makefile for examples specific to your platform. If your 
product includes shared objects, also review the section Build Considerations for Shared Objects. Additionally, it is 
recommended that your application be linked with dynamic OS libraries.


Task To build the application without SDTs


1. Compile your application.


2. After you have successfully compiled your application, link with a command similar to the following:


cc -o <program> <program>.o $(OBJS) lm_new.o \


-L<platform_dir> $(LIBS) $(OSLIBS)


Note the following:


• <program> is your FlexEnabled application.


• $(OBJS) is the list of the objects for your application. 

98 Company Confidential FNP-11170-DEV00 FlexNet Publisher 2020 R2 Development Environment Guide



http://www.linuxfoundation.org





Chapter 8 Building Your FlexEnabled Application for License File–Based Licensing
Building on UNIX

• lm_new.o is generated as described in Generating a New Version of lm_new for Each Build.


• <platform_dir> is the platform directory in the production FlexNet Publisher toolkit that contains the necessary 
Licensing client libraries.


• $(LIBS) is a list of FlexNet Publisher client libraries. Consult the section UNIX Library Set for information about 
the library set.


• $(OSLIBS) is a list of platform-specific libraries. Refer to the rules for building the lmflex sample FlexEnabled 
application in <platform_dir>/makefile for the list specific to your platform.


To accommodate the automatic heartbeat feature, specify the multithreaded system libraries on the command line. 
Refer to your system’s documentation for details on linking with multithreaded libraries. See Programming Reference 
for License File–Based Licensing for more details on implementing heartbeats.


UNIX Library Set


Use the following library set for standard, multithreaded applications. 


• Object file: lm_new.o


• FlexNet Licensing client libraries:


• liblmgr_trl.a or liblmgr_pic_trl.a


• libcrvs.a or libcrvs_pic.a


• libsb.a or libsb_pic.a


• activation/lib/libnoact.a or activation/lib/libnoact_pic.a


• Either liblmgr_dongle.a or liblmgr_dongle_stub.a


Note • Keep these points in mind:


• Use a non-TRL library (liblmgr.a or liblmgr_pic.a) only if you have active legacy clients in production older than 
v10.8.6 that will be served by the same license server as your new clients.


• If you do not include lm_new.o to your link list, an unresolved reference to l_n36_buf occurs during link time.


Building the Application With Secure Data Types
Follow the build instructions in this section if you have implemented Secure Data Types (SDTs) into your code. These 
instructions refer to the sample application lmflexsdt to demonstrate the build process. When reviewing these 
instructions, refer to the build rules for lmflexsdt in <platform_dir>\makefile for examples specific to your platform. If 
your product includes shared objects, also review the section Build Considerations for Shared Objects.


Note • Set the environment variables CC to gcc or LD to g++ before proceeding. Use commands similar to setenv CC gcc or 
setenv LD g++. The syntax might vary with the particular command line shell in use. (Consult the “Detailed Platform 
Information” section of the FlexNet Publisher Release Notes for information about the compiler used for your platform.)
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Task To build the application with SDTs


1. Use commands similar to the following to compile the SDT implementation file, sdtdata.c, and your application 
code:


gcc -Imachind -I. -Imachind/activation/include -Imachind/sdt \


$(CFLAGS_COMMON) ../examples/sdt/lmflexsdtdefs.c


gcc -Imachind -I. -Imachind/activation/include -Imachind/sdt/Include \


$(CFLAGS_COMMON) ../machind/sdt/Source/sdtdata.c


gcc -Imachind -I. -Imachind/activation/include -Imachind/sdt \


$(CFLAGS_COMMON) ../examples/sdt/lmflexsdt.c 


2. When you have successfully compiled your application, link with a command similar to the following:


g++ $(CFLAGS_COMMON) $(LDFLAGS) -o lmflexsdt lmflexsdt.o sdtdata.o lmflexsdtdefs.o lm_new.o \


$(CLIENTLIB) $(FNPLOADLIB) $(XTRALIB) $(THREADLIB)


Command Description


machind The machine-independent directory as described in Identifying the Toolkit 
Directories.


$(CFLAGS_COMMON) Additional flags required for your platform. Refer to the build rules for lmflexsdt in 
<platform_dir>/makefile for the flags specific to your platform.


lmflexsdtdefs.c The SDT implementation file for the sample application lmflexsdt. Replace this value 
with the path and name of your SDT implementation file. See Chapter 10, 
Implementing Secure Data Types (SDTs), for more information about the 
implementation file.


sdtdata.c Component required when inserting SDTs in C code.


lmflexsdt.c The code file for the sample application lmflexsdt. Replace this value with the path 
and name of the file containing your FlexEnabled application code. 


Command Description


$(CFLAGS_COMMON) Additional gcc flags required for your platform. Refer to the build rules for 
lmflexsdt in <platform_dir>/makefile for the flags specific to your platform.


$(LDFLAGS) Required linker flags. Refer to the build rules for lmflexsdt in <platform_dir>/
makefile for the required flags.


lmflexsdt The file name of the sample application lmflexsdt, which uses SDTs. Replace this 
value with the file name of your FlexEnabled application containing SDTs.


lmflexsdtdefs.o


sdtdata.o


SDT object files. 


lmflexsdtdefs.o is the name of the object file generated for the sample 
implementation file lmflexsdtdefs.c. Replace this value with the name of your 
implementation object file.
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Make sure that multithreaded system libraries are specified on the command line. Refer to your system’s 
documentation for details on linking with these libraries. See the Programming Reference for License File–Based 
Licensing for more details on implementing heartbeats.


3. Prepare the application for SDT usage. See Running preptool on Applications with SDTs.


Building Mac Applications With FlexNet ID Dongle Support
Use these procedures when building Mac applications that support FlexID dongles.


Link to Appropriate Library
Like Linux applications, Mac applications must link to either the dongle library or the stub library, even if the application 
does not include dongle support. Make sure your application links to one of these libraries.


Task To include or omit dongle support


Perform one of the following:


• Link to liblmgr_dongle.a to include dongle support.


• Link to liblmgr_dongle_stub.a to omit dongle support.


Create 32-Bit Applications
FlexNet ID dongles are not supported for 64-bit applications running on Mac 64-bit platforms. Products that use FlexNet ID 
dongles and which may be run on 64-bit platforms should be released as 32-bit applications only. 


Task To create a licensed application binary that contains only 32-bit versions


Build the licensing toolkit in the appropriate Mac development environment. (See the latest FlexNet Publisher Release 
Notes for up-to-date environment requirements for your OS X Mac platform.) This toolkit can be used to build products for 
all the architectures that the toolkit supports including 64-bit. Ensure that your product build instructions build only 32-bit 
applications (select only 32-bit architectures within the SDK you are using).


lm_new.o A security component generated each time you build your production Toolkit 
Licensing toolkit. It can be generated manually. 


See Security Considerations.


$(CLIENTLIB)


$(FNPLOADLIB)


$(XTRALIB)


$(THREADLIB)


FlexNet Publisher and platform-specific libraries. Refer to these macros in 
<platform_dir>/makefile for the list specific to your platform.


Command Description
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Building Windows FlexEnabled Applications
To build a FlexEnabled application on a Windows platform, you must use a supported Microsoft Visual Studio version, as 
listed in the latest FlexNet Publisher Licensing Toolkit Release Notes.


Two build scenarios are presented based on whether you are implementing Secure Data Types in your application:


• Building the Application Without Secure Data Types


• Building the Application With Secure Data Types


Building the Application Without Secure Data Types
Follow the instructions in this section if you do not have Secure Data Types (SDTs) implemented. For implementations that 
include SDTs, proceed to Building the Application With Secure Data Types.


The procedure described in this section builds your FlexEnabled application for the recommended Microsoft Visual C++ 
environment. When reviewing these instructions, refer to the build rules for lmflex.exe in <platform_dir>\makefile for 
examples specific to your platform. 


For other development environments, you might need to make modifications. For more information, see Development 
Environments other than Microsoft Visual C++.


Note • Make sure that you have the command-line interface of the Microsoft Visual C++ development environment correctly 
configured. Consult the Visual C++ documentation for details about building from the command line.


Task To build the application without SDTs


1. Include the header files in the <install_dir>\machind directory.


2. Compile the application.


3. To build an application that has a static multithreading run-time, use the /MT switch. (See Using a Static or Dynamic 
Multithreaded Run-Time)


4. Statically link your application to FlexNet libraries and files as detailed in Table 8-1. (Static linking is recommended. 
See Dynamically Linking Your Application.)


5. Build the application.
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Example Build Instructions
This example is for applications developed in the Microsoft Visual C++ environment. General instructions are given. For 
specific details relating to the version of Visual Studio you are using, refer to Setting Up Microsoft Visual Studio for a 
FlexEnabled Application.


The example Win32 FlexEnabled application, lmflex.c, is used as an example throughout this section. This application is 
part of the FlexNet Publisher distribution. The source is located in the machind folder, <install_dir>\machind.


Instructions are given for:


• Compiling Your Application Using the Microsoft Visual C++ IDE


• Compiling Your Application Using the Microsoft Visual C++ Command Line


Compiling Your Application Using the Microsoft Visual C++ IDE


Task To compile your application with the Microsoft Visual C++ IDE


1. From within the IDE, create a Win32 Application project that includes the C source file, lmflex.c, found in the machind 
folder. 


2. Modify your build environment to include the path to the Licensing header file directory:


<install_dir>\machind 


Table 8-1 • Libraries and Files for Statically Linked Multithreaded Run-time


FlexNet Publisher Object 
File FlexNet Publisher Client Libraries


MSVC++


Libraries


lm_new.obj


(see Generating a New 
Version of lm_new for Each 
Build)


• lmgr_trl.lib


Note • Use a non-TRL library (lmgr.lib) only 
if you have active legacy clients in 
production older than v10.8.6 that will be 
served by the same license server as your 
new clients.


• libcrvs.lib


• libsb.lib


• activation\lib\libnoact.lib


• Either lmgr_dongle.lib (for dongle 
usage) or lmgr_dongle_stub.lib


• libredir_std.lib 


• libcmt.lib (for static 
multithreaded runtime) 


• Additional required libraries as 
listed in the <platform_dir>/
makefile file
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3. Compile lmflex.c using the build mechanism supplied by the IDE.


The following steps describe which libraries and object files are needed to be linked into your application. A static linking 
model is presented. 


Task To link your application with the IDE


1. Add the <platform_dir> folder to the global library search path.


2. Set the following link-time options and libraries:


• /nodefaultlib


• FlexNet Licensing and system libraries listed in Table 8-1


3. Link the application using the build mechanism supplied by the IDE.


Compiling Your Application Using the Microsoft Visual C++ Command Line


Task To compile your application from the Microsoft Visual C++ command line


1. Add /I "<install_dir>\machind" to your nmake makefile, batch file, or cl command line.


2. Compile the application. Add the following to your nmake makefile, batch file or enter it on the cl command line:


c:>cl /nologo /c /O1 /I../machind /MT  ../machind/lmflex.c


3. When you have successfully compiled your application, link with a command similar to the following:


LINK /nologo /NODEFAULTLIB /MT /out:lmflex.exe lmflex.obj


$(LIBS)


where $(LIBS) is a list of Licensing client libraries. Consult Table 8-1 for details of the libraries. Link the application 
with a newly generated version of lmnew.obj as described in Generating a New Version of lm_new for Each Build.


The lmflex linking command line for an /MT example looks like:


C:> LINK /nologo /NODEFAULTLIB /MT /out:lmflex.exe lmflex.obj lm_new.obj lmgr_trl.lib libcrvs.lib 


libsb.lib activation\lib\libnoact.lib libcmt.lib...(see the contents of the file <platform_dir>/makefile 
for a complete list of libraries to include) 


Using a Static or Dynamic Multithreaded Run-Time
FlexNet Licensing requires a multithreaded run-time environment. This can be provided in Visual C++ using either static or 
dynamic libraries and files. 


Important • Using static versions is recommended because the static libraries and files are more secure. 


Consider the following when making this decision:
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• Static libraries are more secure than dynamic libraries. A hacker can replace a DLL on the system to find out the library 
and system calls used by FlexNet Licensing.


• Applications using static libraries are larger than the same application using dynamic libraries.


• Dynamic libraries provide a quick method of applying Microsoft updates. An end user of an application that uses a 
dynamic library can download an updated DLL to update the application. Applications using static libraries must be 
rebuilt to apply the update.


• Applications using dynamic libraries will not run if the DLLs are not on the system.


If you must use dynamic libraries, include the /MD switch. Then link to the run-time libraries, as listed in Table 8-2. 


• Using the IDE—Modify the link-time command line to include the /MD switch.


• Using the command line—Include /MD on the cl command line.


Dynamically Linking Your Application
As an alternative to static linking, you can link your application using a DLL model. The recommended method of 
implementing dynamic linking is to use Microsoft Visual C++ to create your own DLL that links in the FlexNet Licensing 
client library, for example <platform_dir>/lmgr_trl.lib. This technique effectively creates a DLL wrapper around the 
Licensing static client library. 


Creating a DLL that Contains the Licensing Client Library
To create a DLL that contains the Licensing client library, you write a DLL that is statically linked to the Licensing client 
library and contains functions that call the Flexible API functions. The following are recommended when writing this DLL:


• Include several calls to Flexible API licensing functions within a single exported function within the DLL.


Table 8-2 • Files and Libraries for Dynamic Multithreaded Run-Time


FlexNet Publisher Object 
File FlexNet Publisher Client Libraries


MSVC++


Libraries


lm_new_md.obj


(see Generating a New 
Version of lm_new for 
Each Build)


• lmgr_trl.lib


Note • Use a non-TRL library (lmgr.lib) only if you have 
active legacy clients in production older than v10.8.6 
that will be served by the same license server as your 
new clients.


• libcrvs.lib


• libsb.lib


• activation\lib\libnoact.lib


• Either lmgr_dongle.lib (for dongle usage) or 
lmgr_dongle_stub.lib


• libredir_std.lib 


• msvcrt.lib (for dynamic 
multithreaded runtime) 


• Additional required 
libraries as listed in the 
<platform_dir>/makefile 
file
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• Use external function names that do not reflect the licensing functionality. This makes it harder for hackers to identify 
that licensing functions are being used.


• Include other (non-licensing) functions used by the application in the DLL. 


The following instructions outline this process.


Task To create a DLL that contains the Licensing client library


1. Write a DLL containing your own functions to implement the set of licensing functions that your applications require. 


2. Statically link your DLL to the appropriate Licensing client libraries. See Table 8-1.


Using a DLL that Contains the Licensing Client Library


Task To use a DLL that contains the Licensing client library


1. Define FLEXLM_DLL when compiling your FlexEnabled application - Define FLEXLM_DLL.


2. Set lc_new_job Arguments for Dynamic Linking and TRL (not required if you are not using TRL)  


3. Ship your DLL with your FlexEnabled application.


Define FLEXLM_DLL


When compiling your source code, you must make sure the FLEXLM_DLL compile-time switch is defined. 


Set lc_new_job Arguments for Dynamic Linking and TRL


The second argument to lc_new_job must be NULL, as in the following example. 


if (lc_new_job(0, NULL, &code, &lm_job))


{


lc_perror(lm_job, "lc_new_job failed"); 


exit(lc_get_errno(lm_job));


}


Use the string lc_new_job_arg2 as the second argument in non-DLL code. Then, you must statically link lm_new.obj into 
your application. 


Table 8-3 • Defining FLEXLM_DLL


Location Description


Command line cl /DFLEXLM_DLL


In the source code Add #define FLEXLM_DLL before any FlexNet Licensing headers are included.


In the IDE From the Project menu, choose Settings and click the C/C++ tab. Add FLEXLM_DLL to the 
Preprocessor Definitions.

106 Company Confidential FNP-11170-DEV00 FlexNet Publisher 2020 R2 Development Environment Guide







Chapter 8 Building Your FlexEnabled Application for License File–Based Licensing
Building Windows FlexEnabled Applications

Development Environments other than Microsoft Visual C++
All FlexNet Licensing client libraries and object files in the distribution are shipped in a format compatible with Microsoft 
Visual C++. For development environments other than Microsoft Visual C++ (for example Visual Basic, C#, or a different C 
development environment such as Borland), your application is dynamically linked to the Licensing client routines using a 
DLL. 


It is recommended that you create your own DLL as described in Creating a DLL that Contains the Licensing Client Library. 


Building the Application With Secure Data Types
Follow the build instructions in this section if you have implemented Secure Data Types (SDTs) into your code. The 
instructions refer to the sample application lmflexsdt.exe to demonstrate the build process. When reviewing the 
instructions, refer to the build rules for lmflexsdt.exe in <platform_dir>/makefile for examples specific to your 
platform. 


Task To build the application with SDTs


1. Use commands similar to the following to compile the SDT implementation file, sdtdata.c, and your application 
code:


cl /DWIN32 $(CFLAGS_NOOPT) /Imachind /I. /Imachind\activation\include \


/Imachind\sdt\Include ..\machind\sdt\Source\sdtdata.c


cl /DWIN32 $(CFLAGS_NOOPT) /Imachind /I. /Imachind\activation\include \


/Imachind\sdt ..\examples\sdt\lmflexsdtdefs.c


cl $(CFLAGS_NOOPT) /Imachind /Imachind\activation\include \


/Imachind\sdt ..\examples\sdt\lmflexsdt.c


2. When you have successfully compiled your application, link with a command similar to the following:


LINK /nologo /NODEFAULTLIB /OPT:NOREF /out:lmflexsdt.exe lmflexsdt.obj \


sdtdata.obj lmflexsdtdefs.obj $(LMNEW_OBJ_CLIENT) \


Command Description


$(CFLAGS_NOOPT) Additional compiler flags required for your platform. Refer to the build rules for 
lmflexsdt in <platform_dir>\makefile for the flags specific to your platform.


machind The machine independent directory, as described in Identifying the Toolkit 
Directories.


sdtdata.c Component required when inserting SDTs in C code.


lmflexsdtdefs.c The SDT implementation file for the sample application lmflexsdt.exe. Replace this 
value with the path and name of your SDT implementation file. See Chapter 10, 
Implementing Secure Data Types (SDTs), for more information about the 
implementation file.


lmflexsdt.c The code file for the sample application lmflexsdt.exe. Replace this value with the 
path and name of the file containing your FlexEnabled application code. 
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$(CLIENTLIB) $(FNPLOADLIB) $(XTRALIB)


3. Prepare the application for SDT usage. See Running preptool on Applications with SDTs.


Signing the Application
Mac OS X and Windows support the digital signing of executable code as well as other files. This enables both the operating 
system and the user to know the authenticity of files that are installed on the system. 


Command Description


lmflexsdt.exe The file name of the sample application lmflexsdt.exe, which uses SDTs. Replace 
this value with the file name of your FlexEnabled application containing SDTs.


lmflexsdtdefs.obj


sdtdata.obj


SDT object files.


lmflexsdtdefs.obj is the name of the object file generated for the sample 
implementation file lmflexsdtdefs.c. Replace this value with the name of your 
implementation object file.


$(LMNEW_OBJ_CLIENT) The lm_new.obj file. This is a security component generated each time you build 
your production toolkit. It can be generated manually.


See Security Considerations.


$(CLIENTLIB) FlexNet Publisher client libraries:


• libcrvs.lib


• libsb.lib


• lmgr_trl.lib


Note • Use a non-TRL library (lmgr.lib) only if you have active legacy clients in 
production older than v10.8.6 that will be served by the same license server as your new 
clients.


$(FNPLOADLIB) The libFNPload.lib used to load the library created using preptool.


$(XTRALIB) Additional dongle and Windows system libraries:


• lmgr_dongle.lib (for dongle usage) or lmgr_dongle_stub.lib (no dongle 
usage)


• Windows system libraries (view the contents of the <platform_dir>/makefile 
file for a complete list)


$(LMSTDREDIR_LIB) FlexNet Publisher client library: 


libredir_std.lib
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Files provided within the version of the production toolkit that is used on Mac OS X or Windows are signed unless they are 
recompiled during use. Files that you create when you are creating a licensed product, including the licensed application, 
you should sign yourself. The following Table 8-4 for Mac OS X platforms lists files and indicates which are provided as 
signed files and which you need to sign. See Table 1, FlexNet Publisher Licensing Toolkit files, on page 27, for information 
relevant for Microsoft platforms.


For detailed information on signing, read the relevant manufacturer’s documentation.


Testing the Application


Task To create a license file for your application


1. Using a text editor, open mycounted.lic from the <platform_dir> directory.


2. Modify the SERVER, VENDOR, and FEATURE lines to include server information and information for the features that your 
application checks out. In place of a signature on each FEATURE line, enter SIGN=0. See Programming Reference for 
License File–Based Licensing for information about the allowed fields and syntax of a license file.


3. Save mycounted.lic.


4. Run lmcrypt to calculate the signatures and create a valid license file.


lmcrypt mycounted.lic


5. Put your application’s license file where your application expects to find it. 


6. Start your application and perform a task that checks out one of your licenses.


Table 8-4 • Code Signing on Mac OS X


File Name Description Code Signing


FlexEnabled application Recommended


Vendor daemon Recommended


FnpCommsSoap.dylib SOAP communications component for transactions with FlexNet 
Operations


Signed


lmadmin Web-based license server manager Signed


lmgrd Command-line license server manager Signed


lmrand1 Random number generator used to generate LM_SEEDS Signed


lmstrip Utility used to obfuscate and add security to FlexEnabled 
applications


Signed


lmutil Utilities used for license server management and administration Signed
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Using lmstrip for Additional Security
The lmstrip utility obfuscates symbol names in compiled object files and executables—specifically targeting FlexNet 
Licensing external symbol names and internal symbol names. Obfuscating these symbol names has the following benefits: 


• Obfuscation provides a level of security against attempts to reverse engineer your product in order to remove 
licensing.


• Obfuscation avoids symbol conflict issues at link time when two or more FlexNet Enabled libraries are linked together 
into a single executable. This is especially beneficial if your end product is a linkable library object. (See Linking with a 
Library that Already Uses FlexNet Licensing.)


The lmstrip utility is located in the <platform_dir> directory of the Toolkit.


lmstrip Variants
The FlexNet Publisher Licensing Toolkit includes one of the following two variants of the lmstrip utility, depending on the 
platform: 


• lmstrip for Windows—This variant is included in all Windows platform toolkits. 


• lmstrip for UNIX (ELF Platforms)—This variant is included in the following UNIX platforms that support the 
Executable and Linking Format (ELF) object file format: 


• x86/x64 Linux


• Sun Sparc Solaris


• x86/x64 Solaris


Note • The lmstrip utility is not included in toolkits for other platforms.


lmstrip for Windows: Functionality and Usage
On Windows platforms, the static libraries included with the Toolkit are already processed with lmstrip to remove all the 
internal licensing symbols. Only the external symbols remain in those libraries to aid in object linking to generate an 
executable. 


Securing the Executable


Microsoft Visual Studio linkers do not typically preserve COFF symbols (unless the executable is linked with an option like /
DEBUG or similar). Therefore, the licensing symbol information will not be present in the final executable, and there is 
usually no need to run lmstrip on the executable program generated from linking with the licensing libraries.


Securing the Object Library


If your end product is an object library that includes FlexNet Publisher Licensing objects, you can run lmstrip on the object 
library to obfuscate the external licensing symbols. This process secures the object library against license-related hacks 
and avoids potential symbol conflict issues. (See Linking with a Library that Already Uses FlexNet Licensing.)
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Windows lmstrip Usage
lmstrip -t lmstrip-symbol-map.xml lmstrip-symbol-new.xml filename


• lmstrip-symbol-map.xml—Original symbol map file provided in the toolkit, containing all possible symbols for 
obfuscation across all supplied FlexNet Publisher libraries.


• lmstrip-symbol-new.xml—Updated symbol map file produced by lmstrip after operating on filename. Original 
symbol names from lmstrip-symbol-map.xml are retained, and obfuscated names are added.


• filename—Object file or static library to process.


Usage Example


If two third-party producers, producer1 and producer2 produce static libraries p1.lib and p2.lib, both of which have 
been linked to FlexNet Publisher's lmgr_trl.lib, and both link into the same destination executable, then at least one of 
the producers must run lmstrip. Assume producer1 runs lmstrip:


1. Compile producer1's source file p1.c to p1.obj. p1.c includes FlexNet Publisher's lmclient.h.


2. Link producer1's object file to FlexNet Publisher libraries, generating p1.lib (excluding Windows system libraries, for 
brevity).


lib p1.obj lm_new.obj lmgr_trl.lib lmgr_dongle_stub.lib libcrvs.lib libsb.lib libnoact.lib


/OUT:p1.lib


3. lmstrip p1.lib


lmstrip lmstrip-symbol-map.xml lmstrip-symbol-new.xml p1.lib


4. Retain lmstrip-symbol-new.xml for translating the stack trace if debugging is required.


Deprecated Windows lmstrip Usage


The following legacy usage of lmstrip has been deprecated and may be removed in a future release.


lmstrip [-e] [-i] [-v | -q] [-r]


[-m[rw] [mapfile]] [-o string_file] filename


Task To display a list of all licensing internal and external symbol names to be obfuscated


lmstrip -l
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Task To display a list of non-licensing symbol names in filename


lmstrip -p filename


Task To suppress obfuscation and create a mapfile


lmstrip -x mapfile


where:


Table 8-5 • lmstrip Windows inputs


Input Description


-e Do not obfuscate FlexNet Licensing external symbol names.


-i Do not obfuscate FlexNet Licensing internal symbol names.


-v Verbose mode. In addition to standard status information this option displays all symbol 
names, along with their new names, that have been obfuscated.


-q Quiet mode. All output is suppressed.


-mr [mapfile] Reads mapfile  mapfile. Forces randomized names to be the same across invocations. 
Default mapfile name is lmstrip.map.


-mw [mapfile] Writes mapfile mapfile. This file contains a lookup table of obfuscated symbol names that 
can be used in later invocations. Default mapfile name is lmstrip.map.


-mrw [mapfile] Reads and updates mapfile mapfile. Default mapfile name is lmstrip.map.


-o string_file A file containing one or more vendor-specified symbol names to obfuscate in filename.


One symbol name per line of the form:


• +symbol—Adds the symbol to the list of vendor-specified symbols to be obfuscated.


• -symbol—Removes the symbol as an obfuscation candidate. symbol can be either a 
FlexNet Licensing symbol name or a vendor-specified symbol name.


filename Name of the file to process.


-p Displays the list of non-FlexNet Licensing symbol names in filename. Used in conjunction 
with -mr mapfile, symbols that have already been obfuscated are suppressed from the list.


-x mapfile Do not obfuscate anything. This option just creates mapfile mapfile.


-l Displays a list of all FlexNet Licensing internal and external symbol names to be obfuscated.
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lmstrip for UNIX (ELF Platforms): Functionality and Usage
On ELF-based UNIX platforms that lmstrip supports, the static libraries included with the Toolkit are already processed 
with lmstrip to remove all the internal licensing symbols. Only the external symbols remain in those libraries to aid in 
object linking to generate an executable. 


Securing the Executable


It is not necessary to use the lmstrip command on an executable on which the strip command has been run. Instead, on 
ELF-based UNIX platforms, use the UNIX strip command to remove symbol table information from the final executable.


Securing the Object Library


If your end product is a static object library that includes FlexNet Publisher Licensing objects, you can run lmstrip on the 
object library to obfuscate the external licensing symbols. This process secures the object library against license-related 
hacks and avoids potential symbol conflict issues. (See Linking with a Library that Already Uses FlexNet Licensing.)


Note • On UNIX platforms, lmstrip is not currently supported for use with dynamically linked libraries.


lmstrip Command Line Options
lmstrip [options] objects...


where options represents optional command-line arguments and objects represents a required specification of one or 
more object files (.o) or library archives (.a). The table, Command Line Options for lmstrip, describes the available options. 


Table 8-6 • Command Line Options for lmstrip


Option Description


-h [--help] Prints help message.


--version Prints program version number and exits. 


-m [--map] arg Path to the symbol map file. Default: <current_dir>/lmstrip_symbol_map.xml. This file is 
updated unless the -o option is specified. 


-o [--output-map] arg Path to an alternative output map file to write. 
Default: <current_dir>/lmstrip_symbol_map.xml.


-l [--list] arg Path to a symbol list file to process. 
Default: <current_dir>/lmstrip_symbol_map.xml.


-p [--prefix] arg Specifies a unique prefix to strengthen the obfuscation process. Recommended value: Your 
assigned vendor daemon name. Default: 0x.


-s [--seed] arg Supplies a specific seed to prime the obfuscation algorithm. 
Default: <current time>.
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Usage Example: Basic
% lmstrip -m lmstrip_symbol_map.xml -o mysymbol_output_map.xml -l mysymbol_list.xml 


-p mycompany_ -s 20101231 mylibrary.a


Usage Example: Best Practice
% lmstrip mylibrary1.a mylibrary2.a


This example assumes the directory from which you invoke lmstrip contains the file lmstrip_symbol_map.xml that is 
included as part of the FlexNet Publisher Licensing Toolkit. 


The above usage can be repeatedly invoked on different object files (or archive libraries) and will result in a consistent 
obfuscation scheme across all object files. This is possible because, by default, lmstrip updates the symbol map file that it 
reads in as input. Additionally, because the contents of the map file dictate the symbol obfuscation, a consistent 
obfuscation scheme will be used for all the object files across multiple invocations of lmstrip.


lmstrip Usage Notes


• lmstrip modifies an object file in place. Be sure to make a backup of the object file before running lmstrip on it.


• Always safely archive a copy of the output map file, as lmstrip uses a one-way obfuscation algorithm that cannot be 
easily reversed. The output map file contains a mapping of the in-clear symbols and their corresponding obfuscated 
names. This file is useful in cases where you need to debug a crash report from the field that includes a stack trace. If 
you lose this map file, there is no way to regenerate it after the fact (unless you used the -s option, as described below).


• The -s option specifies a seed value that primes the obfuscation algorithm. By using a hard-to-guess but internally 
predictable seed value, you will be able to generate a predictable obfuscated symbol map. For example, you may use 
the date of your product build as a seed value which can help you recover the symbol map in the future, if need be.


• The -p option specifies a prefix to the obfuscated symbols. You can use the vendor daemon name assigned to your 
product by Flexera as a globally unique string. This option is especially useful if your end product is a static library.


• lmstrip on Linux platforms is not Linux Standards Base (LSB) compliant.


Table 8-7 • 


Element Description


lmstrip_symbol_map.xml The list of symbols to be obfuscated.


mysymbol_output_map.xml The symbol mapping between the original and obfuscated string.


mysymbol_list.xml The list of symbols present in the object file after obfuscation.


mycompany_ All obfuscated symbols will have the mycompany_ prefix.


20101231 Used to prime the obfuscation. (Date is used in YYYYDDMM format.)


mylibrary.a The static library archive file to be obfuscated.
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Linking with a Library that Already Uses FlexNet Licensing
You can protect against symbol name conflict among multiple client licensing libraries by using lmstrip on each individual 
licensing library. This technique obfuscates the FlexNet Licensing symbol names locally to each library, eliminating 
Licensing symbol name conflict when two or more such libraries are linked into an application binary.


The resulting object file or library can be linked with a library that already has references to Licensing symbol names, 
regardless of the Licensing version. Both coexist successfully.
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Distributing the FlexEnabled Application


for License File–Based Licensing

To ensure that your end user can use your FlexEnabled product easily and successfully, use the information in this chapter 
as a guideline for distributing your FlexEnabled application.


FlexNet Publisher Components Your End User 
Requires


When you ship your FlexEnabled application, you need to include Licensing end-user components in your software 
installation kit, in addition to the files that you normally ship. Table 9-1 lists these additional end-user components.


Table 9-1 • FlexNet Licensing Components for End-User Distribution 


Component Description


Components Required on all Platforms


• lmadmin (lmadmin.exe on Windows) or 
lmgrd (lmgrd.exe on Windows)


• vendor (vendor.exe on Windows)


The license server manager and vendor daemons. Include these if 
you distribute either counted or served uncounted licenses.


• lmutil.exe and lmtools.exe (Windows 
only)


• lmutil (other platforms)


The licensing toolkit utility programs. Used for management of 
lmadmin, lmgrd and license administration.


• installs.exe 


• lmtools - a windows GUI app


It is a command-line tool used for installing lmgrd as a Windows 
service, including setting up a dependency on the FlexNet 
Licensing Service if Trust Storage licensing is involved.


Any example utility built from source code supplied in the kit can 
be redistributed.
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In addition to the components in Table 9-1, your end users eventually need a license certificate. Depending on your 
internal policies, this can be shipped with your installation kit, or shipped separately.


Generating the License Certificate
The lmcrypt utility can be used to generate licenses for your end users. The source to lmcrypt is in the machind directory 
and can be used by you as the basis for your own license-generation utility


The lmcrypt utility generates the same signatures on all FlexNet Licensing-supported platforms for all Licensing versions, 
allowing you to create licenses for any supported platform on any other supported platform.


• MSI-compliant installer or a command-
line tool similar to 
installanchorservice.exe (Windows)


• install_fnp.sh (script provided with 
the toolkit) or an equivalent installer that 
performs the same actions (other 
platforms where present in the toolkit)


The FlexNet Licensing Service is a recommended component. If it 
is not included, TPM-related and virtualization features are not 
available.


Dongle driver installers Drivers required if you support FLEXID hostids for dongles. See 
the Driver Installation Guide for FlexNet ID Dongles for details 
about the driver installers for the different platforms. 


Additional Windows Components


• eventlogadd.reg


• eventlogremove.reg


Note • For lmadmin, these files are located in 
lmadmin\eventlog.


REGEDIT4 scripts for providing Windows event-logging support


For lmadmin, provide 
lmadmin\eventlog\FnplmLicenseServerMsgs


.dll


VendorLicenseServerMsgs.dll


For lmgrd, provide these files:


• VendorLicenseServerMsgs.dll


• FnplmLicenseServerMsgs.dll


Resource-only message file DLLs for Windows event-logging


FnplmLicenseServerMsgs.dll supports both lmgrd and 


lmamin error messages, with specific functionality.


VendorLicenseServerMsgs.dll is used for vendor daemon 


messages.


Table 9-1 • FlexNet Licensing Components for End-User Distribution 


Component Description
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When you know the format of the license certificate feature definition lines that you need for your license model, you 
create a license certificate template. lmcrypt replaces the signature in this template, which can be entered simply as 
SIGN=0, with the correct signature. The license certificate is then ready to ship to the end user. To use lmcrypt, you need to 
either create your own license template or base it on an example license certificate available in the examples/licenses 
directory.


lmcrypt Usage
lmcrypt [files][-i infile] [-o outfile] [-maxlen n] [-e errfile]


[-verfmt { 7_1 | 8_0 | 8_1 | 8_4 | 10_1 | 10_8 | 11_4 }] 


[-help]


If no input file is specified, or if specified as “-” or stdin, standard input is used. If no output file is specified, or if specified as 
“-” or stdout, standard output is used. files are read and written back in place. If no file arguments are specified, 
lmcrypt reads from stdin and writes to stdout. All signatures are recomputed. 


lmcrypt works only on lines that have a vendor name matching the vendor’s daemon name. If this is not possible, an error 
is produced, and the affected license line is left unaltered.


The maximum line length is controlled with the -maxlen argument. A value of 50 is commonly used to make shorter lines 
less subject to mailers inserting new lines. Licenses can be generated to be compatible with older versions by using the -
verfmt argument.


Task To demonstrate lmcrypt usage


1. Copy an existing good license file to another name, for example, newlicense.


2. Edit newlicense and make any desired changes, such as changing the feature name, the number of licenses, or adding 
new features.


3. Save the file.


4. Change the existing signature on each FEATURE line to SIGN=0.


5. Type the following: lmcrypt newlicense. newlicense is then filled with correct signatures and is usable by an end 
user. Comments are passed through unaltered.


lmcrypt Error Returns


Errors are printed to stderr, or as specified with -e. Most errors prevent generation of signatures and the text is output 
unchanged from the input. An example of error reporting: If -e is not used, the error messages also appear at the top of the 
output file.


Input


FEATURE f1 demo 1.a50 01-jan-2017 uncounted HOSTID=08002b32b161 \


SIGN=0
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Error Reported


stdin:line 1:Bad version number - must be floating point number, with no letter.


Delivering the License Certificate
It is recommended that the license certificate be delivered by email as an attachment. If delivered in the body of the email, 
the entire email message can be saved in the specified location; email headers and extraneous text are automatically 
ignored by FlexNet Licensing. Emailers can and do alter license certificates. We attempt to accommodate most emailer 
alterations, but not all are accommodated. 


Considerations when emailing your license certificate include:


• New line additions—Emailers often insert new lines into text, such as a license certificate. This does not cause a 
problem; however, it is important that comments that appear between license certificate lines are prefixed with “#.” 
Comments appearing before or after all lines do not require this (except the first line after the last feature definition 
line). Then, email messages can be saved with email headers intact, and this is a good way to recommend saving a 
license certificate.


• Inadvertent addition of .txt extension to the license certificate name—When saving a text file, either in the 
emailer, or with the various text editors on Windows, it is common that a .txt extension is appended, often with no 
warning to the user. The user needs to ensure that .txt is not appended to the license certificate name.


• Quotes—ASCII quotation marks are sometimes substituted with other special characters.


• Word Format, Rich Text, and so on—FlexNet Licensing recognizes license certificates saved as ASCII or UTF-8 
encoded text, only. Do not save it in Word Format, Rich Text Format, or any other similar encoding.


Single License Server vs. Redundant License 
Servers


You have to help your end user decide how many license server machines to use, as the signatures are partially derived 
from the list of license server machine hostids in a license file. See Programming Reference for License File–Based Licensing 
for guidelines about setting up license servers.


If a user configures a three-server redundant server system, a copy of lmadmin or lmgrd, your vendor daemon, and the 
license files should be placed on the disk of each license server node.


Enabling Support for Windows Event-Logging 
The FlexNet license server emits status and event information to the debug log at the end user’s site. If supported, selected 
events are additionally logged to the Windows event log. The messages logged to the event log are a subset of those logged 
to the Licensing debug log and correspond to significant license server events for which the end user’s license 
administrator may need to intervene. 


You have the option of providing support to your end user for the logging of FlexNet license server events to the Windows 
event log. Providing support involves:


• Shipping the Message File DLLs
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• Configuring the End User’s Registry


• Optionally, Localizing the Event-Logging Message Files


Shipping the Message File DLLs
Central to Windows event-logging are the message file DLLs. Event-logging message file DLLs contain the messages that 
are logged to the Windows Event Log. Messages can be localized as appropriate for your end user. 


Three message file DLLs are shipped in the licensing toolkit, and, as shipped, are in English:


• VendorLicenseServerMsgs.dll—Contains messages for vendor daemon–specific events.


• FnplmLicenseServerMsgs.dll—Contains messages for license server manager–specific events; supports lmgrd- and 
lmadmin-specific events .


Event-logging for vendor daemon–specific and license server manager–specific events can be controlled independently on 
the end user’s license server machine.


These resource-only DLLs are provided in the <platform_dir> folder of the licensing toolkit. Ship these files, as is, or ship 
your localized version of them. Provide your end user guidelines for installing these files according to your vendor-specific 
installation model. See Localizing the Event-Logging Message Files for further information on localizing message file DLLs.


Configuring the End User’s Registry
In order for the FlexNet license server (lmadmin or lmgrd) to log messages to the Windows event log, event-logging must be 
enabled via settings in the end user’s registry. For your convenience, the licensing toolkit contains sample REGEDIT4 
scripts that can be used for automating these registry entries. 


For details of the lmadmin scripts, see the License Administration Guide.


For lmgrd, these scripts are located in the <platform_dir> folder:


• eventlogadd.reg—Template for installing event-logging support via registry entries on the end-user’s license server 
machine. These registry entries are used for configuring event-logging.


• eventlogadd32on64.reg — Template for installing event-logging support via registry entries on the end-user’s license 
server machine. These registry entries are used for configuring event-logging. Most importantly this registry is used 
when you want to log 32 bit server and vendor daemon event logs running on 64 bit OS. 


• eventlogremove.reg—Template for uninstalling event-logging support.


• eventlogremove32on64.reg —Template for uninstalling event-logging support. Most importantly this registry is used 
when you want to remove the registry entries of 32 bit server and vendor daemon running on 64 bit OS.


These scripts, as shipped, are in a generic form. They reference the generic <vendorname> and <path> instead of real 
values. The following procedure suggests a way to incorporate the scripts into your installer.


Task To incorporate scripts into your installer


1. Parameterize all occurrences of <vendorname> and <path> in both files.


2. To enable license server manager–specific event-logging at installation time, in eventlogadd.reg locate the key:
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"LMGRD_EventLoggingMode"="DISABLE"


3. Set the mode to ENABLE. Alternatively, provide instructions to your end user for setting this registry key.


4. To enable vendor daemon–specific event-logging at installation time in eventlogadd.reg, locate the key:


"<vendorname>_EventLoggingMode"="DISABLE"


5. Set the mode to ENABLE. Alternatively, provide instructions to your end user for setting this registry key.


6. At installation time, substitute the parameterized <vendorname> and <path> occurrences with the actual values at 
your end user’s site.


7. Invoke the scripts as part of your installation to enable event-logging.


Localizing the Event-Logging Message Files
Event-logging message files contain description strings used when logging events to the Windows Event Log. Two message 
files are shipped in the licensing toolkit, and as shipped, are in English. Localize them as appropriate for your product 
requirements.


• VendorLicenseServerMsgs.mc—Contains description strings for vendor daemon-specific events. Localization 
recommended.


• fnplmLicenseServerMsgs.mc—Contains description strings for license server manager-specific events. Localization 
optional.


The structure of these files adheres to the syntax set up by Microsoft for Windows message files. Support for additional 
languages can be added. One message file can be localized to several languages. Consult Microsoft documentation for 
further details on organizing and localizing your message files.


After localizing the message files, you need to rebuild the current message file DLLs in order for your changes to take effect. 
The licensing toolkit provides a rule in i86_n3/makefile for building these files, using the standard Windows message file 
compiler, resource compiler, and linker. From the i86_n3 folder, type the following in a DOS command window:


nmake buildmsgfile


This command copies the current DLLs to files with the extension .dll_bak and generates new DLLs. Consult your 
Microsoft documentation for further details on compiling message files.


For more information, see the event-logging and message file documentation in the Microsoft MSDN Library 
(msdn.microsoft.com).


Installing the License File
The are several alternatives for the way in which the FlexEnabled product finds the license file containing the correct 
license certificate for the feature in question. Some considerations are provided in the following section. For a complete list 
of steps involved, see Locating the License File in Programming Reference for License File–Based Licensing.


Vendor Considerations
It is recommended that the product specify a default license file directory relative to the installed product hierarchy, for 
example—
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install_path/license_file_path


—where install_path is determined by the end user during installation and license_file_path is a directory. At run 
time, install_path is dynamically determined and the default license-file path is used by the checkout mechanism to find 
the right license. 


The license file should be installed with a .lic suffix so the product can find it. The product does not need to know the 
exact name of the file, only that it ends with .lic and exists in the specified directory. A useful practice is to name the file 
with the generation date, in yyyymmdd format. For example, if the license is generated on July 10, 2016, it can be installed 
as:


install_path/licenses/20160710.lic


The symbol @ should not be used in the path to the license file directory. Ensure that your end users have this information.


End User Considerations
Even though the FlexEnabled product specifies the location where it expects to find the license certificate, the end user can 
override this by setting the LM_LICENSE_FILE environment variable with a license_file_list, where license_file_list 
can consist of the following components:


• The full path to the license file


• A directory containing one or more license files with a .lic extension


• A port@host setting, where port and host are the TCP/IP port number and host name from the SERVER line in the 
license file. Alternatively, use the shortcut specification, @host, if the license file SERVER line uses a default TCP/IP port 
or specifies a port in the default port range (27000–27009).


Note • Those producers concerned about potential DoS attacks based on knowledge of common license server ports 
may want to consider specifying a server port outside the range 27000 to 27009.


• A comma-separated list of three port@host specifiers denoting a three-server redundant configuration. For example, 
port1@host1,port2@host2,port3@host3 specifies the three-server redundant configuration composed of host1, 
host2, and host3.


The product can also accept an environment variable named VENDOR_LICENSE_FILE, where VENDOR is the vendor 
daemon name, for example, DEMO_LICENSE_FILE. This environment variable’s scope is limited to just the product from 
vendor VENDOR.


Note • Some products do not recognize the LM_LICENSE_FILE environment variable. FlexEnabled Java products, in 
particular, do not recognize it.


Installing the License Server
If your license lifecycle requires a license server (for counted or served-uncounted license models), you need to provide 
end users with an installer and instructions for installing either lmgrd or lmadmin as the license server manager. For more 
information about installer types and installation considerations, see Providing the License Server Installation 
Instructions.
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What to Tell Your End Users
This section lists implementation decisions that you make which have a possible effect on end-user administration and the 
FlexEnabled product behavior. These decisions are presented in a worksheet format which can be used as a checklist when 
talking to your end user. Keywords are presented for each issue along with a references for additional information.


Up-to-date FlexNet Publisher Components
Make sure your end user uses the latest license server manager, lmadmin or lmgrd, and Licensing utilities, which are 
available from www.flexerasoftware.com. Additionally, new licensing toolkit enhancements may require your vendor 
daemon, product, or both to be rebuilt with a compatible version of the Licensing client library and distributed to your end 
users.


Figure 9-1 summarizes the rules for FlexNet Publisher component compatibility:


Figure 9-1: FlexNet Licensing Component Version Rules


Note • lmadmin can be used only with components with a version of 9.2 or higher.


License Server Need
Notify your end user of your requirement for licenses to be served by a license server. This requirement is dictated by your 
particular license model.
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Figure 9-2: License Server Query


See Also
Types of License Files in Programming Reference for License File–Based Licensing


Hostid Types
FlexNet Licensing supports architecture-specific hostids, special hostids, and vendor-defined hostids. Supply the end user 
with information as to which hostids you support for the feature and license server (as applicable) contexts, as well as the 
preferred method for determining the hostid. 


• Which hostids are supported for product features?


• Which hostids are supported for the license server?


• How are hostids determined?


See Also
Hostids in Programming Reference for License File–Based Licensing
lc_hostid in C/C++ Function Reference


Default License File Location
The product can have an internal default path where it expects to find its license file.


Figure 9-3: Default License File Location


See Also
lc_checkout in C/C++ Function Reference


License File Environment Variable Enabled
The end user can override the default license file location set internally in the product by setting the LM_LICENSE_FILE 
environment variable. However, you can configure the FlexEnabled product so it does not recognize this variable.


Figure 9-4: License File Environment Variable
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See Also
LM_A_DISABLE_ENV in C/C++ Function Reference
LM_LICENSE_FILE environment variable in the License Administration Guide


License File Location in Registry Enabled
By default, the registry is automatically updated with the location of the license file which contains the desired license. You 
can disable this automatic update.


See Also
LM_A_CKOUT_INSTALL_LIC in C/C++ Function Reference


Reading the Registry
By default, checkouts for features read the registry (Windows) or $HOME/.flexlmrc (UNIX), first, to determine the license 
file location. You can disable this behavior.


See Also
LM_A_APP_DISABLE_CACHE_READ in C/C++ Function Reference


License Finder (Windows Only)
On Windows platforms, if the product cannot find the license file, the user is presented with a dialog that asks for the 
license file location, the name of the system running the license server, or allows the user to fulfill the license through the 
internet. This functionality is enabled by default, but you can disable it.


See Also
LM_A_PROMPT_FOR_FILE (Windows Only) in C/C++ Function Reference
FLEXLM_BATCH environment variable in the License Administration Guide


License Denial/Checkout Failure
Several different scenarios exist for handling license request denials. You define the FlexEnabled product behavior in the 
event of a license request denial. Give the end user details specific to your FlexEnabled product.

FlexNet Publisher 2020 R2 Development Environment Guide FNP-11170-DEV00 Company Confidential 125







Chapter 9 Distributing the FlexEnabled Application for License File–Based Licensing
What to Tell Your End Users

See Also
lc_checkout in C/C++ Function Reference


License Timeout
This policy sets the time after which an inactive license is reclaimed by the vendor daemon. You set the minimum timeout 
value in the product and need to notify the end user of the value.


See Also
ls_minimum_user_timeout in C/C++ Function Reference
TIMEOUT options file keyword in the License Administration Guide


License Lingering
This policy sets the amount of time the vendor daemon holds on to the license after the product checks it in or exits. To 
enable this functionality, set the linger value in the product.


See Also
LM_A_LINGER in C/C++ Function Reference


Reconnection Strategy
In the event that daemon failure is detected, you need to implement a strategy in the FlexEnabled product for 
reconnection. Provide the end user with the details of this strategy.
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See Also
Heartbeats in Programming Reference for License File–Based Licensing
LM_A_RETRY_COUNT and LM_A_RETRY_INTERVAL in C/C++ Function Reference


License Borrowing Interface
If you support license borrowing using the BORROW keyword, then you may have implemented a proprietary borrowing 
interface in the FlexEnabled product. If this is the case, provide the end user with details of the interface.


See Also
License Borrowing using the BORROW Keyword in Programming Reference for License File–Based Licensing
LM_A_BORROW_EXPIRE in C/C++ Function Reference


Early Return of Borrowed Licenses
You need to tell your user if you support the early return of borrowed licenses.


See Also
License Borrowing using the BORROW Keyword in Programming Reference for License File–Based Licensing
ls_borrow_return_early in C/C++ Function Reference
lmborrow utility in the License Administration Guide

FlexNet Publisher 2020 R2 Development Environment Guide FNP-11170-DEV00 Company Confidential 127







Chapter 9 Distributing the FlexEnabled Application for License File–Based Licensing
What to Tell Your End Users

Duplicate Grouping
Duplicate grouping allows a vendor-defined combination of users, hosts, and displays to be considered in the same group 
such that license requests from any member only consume one license. You have the option of implementing this 
internally in the FlexEnabled product or on the feature definition line in the license certificate.


See Also
lc_checkout in C/C++ Function Reference
LM_A_CHECKOUT_DATA in C/C++ Function Reference
LM_A_MULTIPLE_CHECKOUT_DATA in C/C++ Function Reference
DUP_GROUP in Programming Reference for License File–Based Licensing


Host Naming Convention
The FlexEnabled application can refer to the local host name either by its relative distinguished name or its fully qualified 
domain name (FQDN). This name is sent to the license server for validating host name specifications in the end-user 
options file.


See Also
DUP_GROUP in Programming Reference for License File–Based Licensing
LM_A_HOST_OVERRIDE in C/C++ Function Reference
LM_A_USE_FQDN in C/C++ Function Reference


License Server Organization
Internal organization of license jobs within the FlexEnabled product affects the way the end user sets up license servers 
and the license files on those servers. For served licenses, all features checked out by a given license job need to be served 
by the same license server. You need to decide the organization of license jobs within the product. Provide your end user 
with the particulars of this organization before servers are set up at the end-user site.
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See Also
lc_new_job in C/C++ Function Reference
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Part 4
Other Development Tasks

This part of the Development Environment Guide includes the following chapters:


• Implementing Secure Data Types (SDTs)


• Providing the License Server Installation Instructions


• Setting Up Microsoft Visual Studio for a FlexEnabled Application
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Implementing Secure Data Types (SDTs)

This chapter describes a method of adding security to a FlexEnabled application by binding it more securely to a prepared 
run-time component. (A FlexEnabled application to which additional licensing security is implemented is called a tamper-
resistant application.) This binding uses Secure Data Types (SDTs) to encrypt strategic parameter values (usually constants 
or variables) within the code for a licensed feature in the application. The SDTs are linked to the licensed feature so that, if 
the feature’s license is properly checked out, the run-time component decrypts the SDTs, allowing them to behave like 
their normal underlying data types. However, if the checkout is somehow bypassed, the SDTs are not decrypted properly, 
producing unexpected and random results when their underlying types are involved in computations.


A product-specific run-time component is created and bound to the FlexEnabled application that contains the SDTs. This 
method provides a defense against static and dynamic patching of the application code. Static patching modifies the 
executable code when it is not executing (that is, on disc), while dynamic patching modifies the code while it is running.


The run-time component can provide additional security by using Anti-Debugger Technology (ADT). This technology helps 
prevent the use of debuggers and system-tracing facilities while the executable is running, thereby make dynamic analysis 
more difficult. ADT operates at the operating-system level and can be turned off when necessary (for example, when 
products require debuggers). ADT protection is platform-specific, and its level of security varies between platforms.


Note • SDT functionality described in this chapter is available for both trusted-storage and license file-based licensing. 
However, this functionality is not available in notr toolkits for either type of licensing.


Implementation Overview
Implementing SDTs in your application involves two stages:


• Modifying the application—Add calls to load and unload the run-time component; and define and use SDTs in the 
application. At this stage, the code runs normally and can be debugged.


• Processing the application—Run the preptool utility on the binary to enable the use of the run-time component and 
to implement the SDTs. At this stage, the code runs properly only if valid licenses and the required SDT and run-time 
components are available. 
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It is recommended that you modify the application as early as possible in its development. The SDTs should be defined at 
the time that you are inserting features into your application code (using the Flexible API to insert feature-based license 
checkout calls). The correct choice and use of SDTs requires careful planning: the level of security they provide depends on 
how strategic the values you encrypt are in obtaining results from a feature and how difficult these values are to trace in 
the processing.


FlexNet Publisher supports both C++ and C in creating and implementing SDTs. However, SDTs coded in C++ are easier to 
implement and provide greater security. For clarity, this chapter provides separate instructions for coding SDTs in C++ and 
in C. When a product is coded in both C++ and C, SDTs, once defined, can be used in both environments. Ensure that you 
use the correct implementation and usage for the environment.


Operation of SDTs
An SDT is decrypted only when the feature associated with the SDT has a valid license. If a valid license is not checked out 
for the feature, subsequent use of any SDTs linked to that feature results in an incorrect decryption.


SDTs operate independently per feature. Therefore, if a user attempts to use a feature without a valid license, only the 
SDTs for that feature result in breaks. SDTs linked to other features still operate correctly.


The following sections illustrate the operation of SDTs.


SDT Behavior During a Valid Checkout
The following sequence shows how, when a valid license is checked out for feature linked to SDTs, the feature produces 
expected values:


1. SDTs for a feature are currently not use (that is, the feature is not in use).


2. When the user accesses the feature, a valid license is successfully checked out. 


3. The run-time component correctly decrypts the SDTs linked to this feature, allowing the SDTs to run with expected 
values.


4. The feature license is checked back in.


5. SDTs return to a not-in-use state.


The sample application ezcalcsdtplus.exe demonstrates STD behavior when a valid license is checked out the - 
(subtract) feature:
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The following excerpt from ezcalcstdplus.cpp shows the application code that ensures license checkout for the 
feature (the CheckoutGuard class performs a valid checkout):


SDT Behavior in the Absence of a Valid Checkout
A license for a feature can be incorrectly or invalidly checked out. For example, an invalid checkout can occur when the 
instructions to perform a checkout are patched in the activation application. When such a checkout occurs, any SDT linked 
to that feature operates with incorrectly decrypted results, causing the SDT to return unexpected or random values. The 
following steps show this sequence: 


1. SDTs linked to a feature are currently not in use (that is, the feature is not in use).


2. The user successfully accesses the feature, bypassing license checkout.


3. SDTs linked to this feature do not decrypt correctly, resulting in incorrect or random values.


The sample application ezcalcsdtplus.exe demonstrates SDT behavior when license checkout for the feature is 
circumvented:
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The following excerpt from ezcalcstdplus.cpp shows the application code that bypasses license checkout:


Independence of Features
SDTs linked to different licensed features operate independently: breaking one SDT does not break SDTs linked to other 
features. Thus the following sequence produces the specified results:


1. Use of an SDT linked to feature “add”—no decrypt and undefined value for the SDT.


2. Successful checkout of licensed feature “add.”


3. SDTs that are linked to “add” feature do not decrypt and have undefined values.


4. Successful checkout of licensed feature “subtract.”


5. SDTs that are linked to “subtract” feature decrypt correctly.


6. Check-in of licensed feature “subtract.”

FlexNet Publisher 2020 R2 Development Environment Guide FNP-11170-DEV00 Company Confidential 135







Chapter 10 Implementing Secure Data Types (SDTs)
Mapping SDTs to Features

Mapping SDTs to Features
SDTs operate correctly only when there is a valid license for the matching feature. The mapping of SDTs to a feature 
requires the use of a feature identity and feature alias. The feature identity is an integer that identifies the feature within the 
SDT code. The feature alias is used within the application code to identify SDT types. The mapping of feature to a feature 
identity and feature alias is set up in a feature definition header file.


Feature identities:


• Must be unique within an executable.


• Must be within the range defined by the setting for SDT_ENCODER_USER_LIMIT in sdtconfig.h.


Choosing Constants and Variables as SDTs
The selection of constants and variables as SDTs is made primarily in relation to the function(s) within your application 
that you want to protect. Choose constants and variables that are critical to the correct operation of the function. You 
should ensure that the use of SDTs is not so trivial that the hacker can easily write machine code to replace the function or 
SDT operation.


The protection provided by SDTs operates in a different way for variables and constants. It is important that this difference 
is understood and that constants are used to obtain maximum security from using SDTs. 


When an SDT is used for a constant, the value of the constant is encrypted during the compilation of the source code of the 
application. When an SDT is used for a variable, the variable value is encrypted during runtime. This is a potential avenue of 
attack for the hacker as he can see these values in the clear and hence potentially make some deductions about the 
encryption process. So to improve security, initialize an SDT variable from an SDT constant and perform a minimum of 
encrypted to plain value conversions.


For similar reasons, SDTs should not be used to protect a value that can be changed by user input and is repeatedly 
displayed. This allows the hacker to observe the encryption and decryption. 


The implementation of SDTs in the code for the sample applications shipped with the your FlexNet Publisher toolkit (for 
example, ezcalcsdtplus.cpp for trusted-storage licensing or lmflexsdt.c for license file-based licensing) do not 
demonstrate effective security practices. They are included to demonstrate how to add SDTs, not to provide strategies for 
best SDT use cases. 


Building and Testing Code That Includes SDTs
This section contains a recommended sequence for building and testing code that includes SDTs. It is strongly 
recommended that all code that uses SDTs is thoroughly tested when the SDTs are operational to ensure that the 
functionality that is required is implemented correctly.


1. If this is a build for a new application or a new version of an existing application, update seeds in sdtconfig.h.


2. Add SDTs and the required function calls to your code. The following is a typical flow of functionality: 


• lc_flexinit_property_handle_create()


• lc_flexinit_property_handle_set()


• lc_flexinit()

136 Company Confidential FNP-11170-DEV00 FlexNet Publisher 2020 R2 Development Environment Guide







Chapter 10 Implementing Secure Data Types (SDTs)
Building and Testing Code That Includes SDTs

• lc_new_job()


• lc_set_att()


• lc_checkout()


• Insert SDT code (see SDTs for C++ or SDTs for C)


• lc_checkin()


• lc_free_job()


• lc_flexinit_cleanup


• lc_flexinit_property_handle_free()


3. Add the appropriate SDT components to your project and link to them (see Table 10-1).


4. Build your code with your debug libraries.


5. Use preptool to process your built code with <debuggable value="true" /> set in the <preferences> element of the 
preptool configuration file. This turns off ADT checks and enables you to use debugging tools while testing the 
operation of the functionality in your code.


For more information about running preptool, see Running preptool on Applications with SDTs. 


6. Test the debug version of your code to ensure that all functionality operates correctly. 


Note • Before commencing any tests in a trusted-storage licensing environment, ensure that the FlexNet Licensing 
Service has been installed on the system and is running.


7. Build your code with release libraries.


8. Use preptool to process your release code with <debuggable value="true" /> set in the <preferences> element of 
the preptool configuration file.


This turns off ADT checks so that debuggers can be used during the test cycle.


9. Test the release version of your code to ensure that all functionality operates correctly.


Important • When using SDTs, note the following:


• Ensure that any lc_checkout call is matched with one call to lc_checkin. If there are multiple calls to lc_checkin, then 
SDTs will fail to operate correctly.


• On Windows platforms, do not call flxActCommonLibraryCleanup or flxActCommonLibraryInit in DllMain. These 
APIs result in calls to the Microsoft Win32 FreeLibrary and LoadLibrary APIs. Calls to these Win32 APIs in DllMain are 
widely known to be associated with issues.


• The preptool utility, delivered with the FlexNet Publisher toolkit, is called as such. However, if a publisher provides its 
own utility, its name might be different.
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Guidelines for Using SDTs
The SDT system converts plain data types into objects, and as a result of this, there are a number of issues that the 
developer needs to be aware of.


Performance


The data values stored in SDT variables are encrypted, and each operation on the SDT value requires some level of 
processing of the encrypted data. This processing cycle incurs a performance impact when compared to performing 
operations on plain data types. Furthermore, the impact on performance increases when the product is protected (due to 
the greater level of encryption being applied), when compared to the unprotected product using SDTs. Therefore, avoid 
using SDTs in loops, which can cycle a high number of times.


Conversion Issues


Where unchecked or automatic-type conversions are used in a program (for example, within calls to functions that have 
variable argument counts such as printf), the change from plain type to secure-type object is not detected by the 
compiler. Therefore, if a variable is converted from a plain type to an SDT, and then used where such an automatic 
conversion can occur, such as printf, undefined behavior results.


Testing


Test SDT-protected variable usage (with the protection active) at regular intervals during development to ensure that 
performance overhead does not adversely affect the application behavior. For detailed instructions on testing, see 
Building and Testing Code That Includes SDTs.


Files Provided in the Toolkit for Implementing 
SDTs


The Table 10-1 lists the files that are provided in the toolkit and are used for implementing SDTs. This table is formatted so 
the files that you need to specify in your project or to edit are listed at the top of the table and highlighted in green. All other 
files are required but are included as required, without needing to be specified individually. All files are located in the 
machind/sdt folder.


Table 10-1 • FlexNet Publisher Licensing Toolkit Files for SDTs


File Description


fnpsdtapi.h Top-level header file that includes all the header files for SDTs.


sdtdata.c Component required when inserting SDTs in C code.


sdttype.cpp Component required when inserting SDTs in C++ code.


sdtconfig.h Configurable parameters for SDTs. The encoding seeds should 
be changed for each release of a product.


sdtfeature.h Functions used to define SDTs.

138 Company Confidential FNP-11170-DEV00 FlexNet Publisher 2020 R2 Development Environment Guide







Chapter 10 Implementing Secure Data Types (SDTs)
Additional Function Calls Needed

sdtconfig.h
This file contains the following configuration information required for SDTs:


• SDT seeds—Use unique SDT seeds for each product and product release to create product-specific encoding of the 
SDTs. Edit these seeds before each release build.


• Encoding—Use the default SDT_API_ENCODING_EXCLUDE_NONE.


• Plugin—Use the default Sdt::CDefaultPlugins.


• Encoder limit—Specifies the maximum number of feature identities that can be defined. The default value is 64. It can 
be increased by multiples of 64.


Additional Function Calls Needed
When you implement SDTs in your application, you require the minimum lc_new_job, lc_set_attr, lc_ checkout, 
lc_checkin, and lc_free_job APIs. However, the application must also call the following initialization functions to load and 
unload the run-time component.


Note • In a trusted-storage licensing environment, the run-time component is the same as the activation library. 


fnpstdtypes.h Standard types required for SDTs.


fnpplatformtypes.h Platform-specific standard types. 


sdtbase.h Required for SDTs.


sdtdata.h Required for SDTs.


sdtdefault.h Required for SDTs.


sdtmarker.h Required for SDTs.


sdtplatform.h Required for SDTs.


sdttype.h Required for SDTs.


Table 10-2 • Initialization Functions


Function Name Description


lc_flexinit Loads the prepared run-time component and initializes the FlexNet 
Publisher Licensing Toolkit.


Table 10-1 • FlexNet Publisher Licensing Toolkit Files for SDTs


File Description
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The lc_flexinit and lc_flexinit_cleanup calls must be synchronized with the following:


• Use of SDTs—The application must call lc_flexinit before any SDTs are used in the code. In C++, this call must be 
made before construction of SDTs. For example the following code sample will fail because the SDT, 
FeaturePrint_int32, is declared before the call to lc_flexinit:


FeaturePrint_int32 a(42);


lc_flexinit();


• License check-in—The application must check in licenses for all features before calling lc_flexinit_cleanup.


In multithreaded environments you must ensure synchronization between threads. The following are cases where 
particular care is needed.


• Executable exits—When the FlexEnabled executable exits, the FlexNet code, either in the license server or the 
FlexEnabled application, automatically causes a check-in of features. This automatic process cannot be used when 
SDTs are in use. Your code must ensure that the features are checked in and the activation library is unloaded before 
your code exits.


• Connection to license server breaks—When a concurrent license is in use and the connection to the license server 
breaks, the code using the activation library must check in the licenses.


Note • The functions performed by lc_flexinit and lc_flexinit_cleanup are also performed by the Activation API functions 
flxActCommonLibraryInit and flxActCommonLibraryCleanup. For more details see C/C++ Function Reference.


Product with Multiple Executables
In the Windows environment, a product with multiple executables is typically an executable (.exe) file and DLLs that 
contain functions called by the executable. On a Mac, a product with multiple executables is typically an executable and 
bundles or frameworks included within the product package. For UNIX, a product with multiple executables is typically an 
executable and shared objects. This section refers to a main executable and subsidiary executables, such as DLLs or shared 
objects.


lc_flexinit_cleanup Unloads the run-time component and performs any cleanup functions 
required.


lc_flexinit_property_handle_create Creates a property handle.


lc_flexinit_property_handle_free Frees an initialization property handle.


lc_flexinit_property_handle_set Sets a type and value into the initialization property handle.


lc_flexinit_property_handle_get Returns the value for a specified property.


Table 10-2 • Initialization Functions


Function Name Description
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Multiple-Executable Scenarios
When SDTs are used, functionality can be split between the executable and one or more subsidiary executables. The 
following scenarios are possible:


• The check-out and check-in functions are in the main executable, and the SDTs are in subsidiary executables.


• The check-out and check-in functions and some SDTs are in the main executable, and additional SDTs are in 
subsidiary executables.


• The check-out and check-in functions and SDTs are in the subsidiary executables. No functionality exists in the main 
executable.


Create a Single Run-Time Component for All Executables
When SDTs are used, the same run-time component must process the check-out and check-in functions and the SDTs. 
Therefore, if these functions are split among executables, all these executables must access the same run-time 
component.


Task To create a single run-time component for use by all executables


1. Add lc_checkout and lc_checkin functions to the appropriate executable.


2. Add SDTs to the appropriate executables.


3. Add lc_flexinit and lc_flexinit_cleanup to every executable that you modified in steps 1 and 2.


4. Run preptool to create a single run-time component for all the executables you modified in steps 1 and 2. (To do so, 
use a preptool configuration file that lists all the executables. For an example, see the Working with the Software 
Publisher Utilities in the Programming Reference for Trusted Storage–Based Licensing.) 


5. Add the run-time component created in step 4 to your product so that it is available to all the executables that require 
it.


Note • On Windows platforms, do not call flxActCommonLibraryCleanup or flxActCommonLibraryInit in DllMain. These 
APIs result in calls to the Microsoft Win32 FreeLibrary and LoadLibrary APIs. Calls to these Win32 APIs in DllMain are widely 
known to be associated with issues.


Running preptool on Applications with SDTs
After you build an application containing SDTs, you must run the preptool utility on the code to enable the run-time 
component and to implement the SDTs.


preptool is not backward compatible with older versions of preparchive*.yaa. Ensure the version of preptool matches 
the version of preparchive*.yaa that is included in the toolkit.
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Preparing Applications That Use Trusted-Storage Licensing
For more information about running preptool on applications that use trusted-storage licensing, see “Working with 
Software Publisher Utilities” in the Programming Reference for Trusted Storage–Based Licensing. For trusted storage 
licensing, preptool performs tasks in addition to preparing an application for SDT usage.


Preparing Applications That Use License File-Based Licensing
To enable the SDTs defined in an application that uses license file-based licensing, the preptool utility both prepares the 
application and generates a run-time component that handles the SDTs.


For more information about running preptool, see “Working with Software Publisher Utilities” in the Programming 
Reference for Trusted Storage–Based Licensing. 


Requirements
Before proceeding with the preptool process for applications using license file-based licensing, note the following:


• If lmstrip needs to be run, do so before running preptool.


• If the application needs to be digitally signed, do so after you run preptool.


Use Cases


Using Trusted-Storage Licensing Toolkits to Implement SDTs in Applications with License File-
Based Licensing


For publishers who have purchased a trusted-storage licensing toolkit but want to implement SDTs in an application that 
uses license file-based licensing, do the following:


1. In the preptool configuration file, specify publisher.xml as the activation settings file:


<activationsettings path=”ActivationSettings\publisher.xml” isserver=”false”/>


The file publisher.xml is a full-featured activation settings file issued with the trusted-storage licensing toolkit. 
However, it is used to prepare applications that use trusted-storage licensing and those that use license file-based 
licensing and contain SDTs.


2. Run preptool using the -sdtonly option in the command-line. (Refer to the makefile in your toolkit for an actual 
example of this command run for lmflexsdt.)


preptool -sdtonly -v <prepconfig>


or


preptool -t -v <prepconfig>


where 


• -sdtonly implements the SDTs. (You can substitute -t as the switch for -stdonly.) Use this option to implement 
SDTs in license file-based licensing only.
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• prepconfig is the name of the preptool configuration file that points to publisher.xml.


Note • You can also use the -p <preparchive_path> or -C <publisher_preptool> options with the preptool 
command. See the “Working with Software Publisher Utilities” chapter in the Programming Reference for Trusted 
Storage–Based Licensing for more information about these options.


Using Licence File-Based Licensing Toolkits to Implement SDTs in Applications
Publishers who have purchased rights to license file-based licensing only can create applications that use only license file-
based licensing. Do the following to run preptool on such an application that contains SDTs:


1. In the preptool configuration file, specify sdt_publisher.xml as the activation settings file:


<activationsettings path=”ActivationSettings\sdt_publisher.xml” isserver=”false”/>


The file sdt_publisher.xml is the activation settings file reserved for preparing SDTs in applications created with 
license file-based licensing toolkits only.


Note • You cannot use sdt_publisher.xml when preparing a file-based licensing application with a trusted-storage 
licensing toolkit. In this case, you must use publisher.xml.


2. Run preptool using the -sdtonly option in the command-line. (Refer to the makefile in your toolkit for an actual 
example of this command run for lmflexsdt.)


preptool -sdtonly -v <prepconfig>


or


preptool -t -v <prepconfig>


where 


• -sdtonly implements the SDTs. (You can substitute -t as the switch for -stdonly.) Use this option to implement 
SDTs in license file-based licensing only.


• prepconfig is the name of the preptool configuration file that points to sdt_publisher.xml.


Note • You can also use the -p <preparchive_path> or -C <publisher_preptool> options with the preptool 
command. See “Working with Software Publisher Utilities” in the Programming Reference for Trusted Storage–Based 
Licensing for more information about these options.


SDT Sample Files Included in Toolkits
FlexNet Publisher toolkits provide the following sample files to show how SDTs are built and used in applications.
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For Trusted Storage–Based Licensing
Trusted-storage licensing toolkits provide the following sample files to demonstrate how SDTs are built and used in 
applications that use trusted-storage licensing. The files are classified in two tables as C++- based or C-based examples.


Table 10-3 • Sample Files Using C++


Samples Toolkit Location Description


ezcalcsdtplus.exe (Windows)


ezcalcsdtplus (UNIX)


<platform_dir> Application that was created in C++ language and uses 
SDTs.


ezcalcsdtplus_libFNP.dll 
(Windows)


ezcalcsdtplus_libFNP.so 
(UNIX)


<platform_dir> Run-time component for ezcalcsdtplus created by 
preptool.


ezcalcsdtplus.cpp <install_dir>\examples


\ezcalc


Code for the ezcalcsdtplus application.


sdtdefs.c


sdtdefs.h


<install_dir>\examples


\ezcalc


SDT feature definition header and implementation 
files.


ezcalcsdtplus.xml


ezcalcsdtplus_unix.xml


ezcalcsdtplus_mac.xml


<install_dir>\examples


\ezcalc


preptool configuration files for the ezcalcsdtplus 
application for Windows, UNIX, and Mac platforms, 
respectively.


Table 10-4 • Sample Files Using C


Samples Toolkit Location Description


ezcalcsdt.exe (Windows)


ezcalcsdt (UNIX)


<install_dir>\examples


\ezcalc


Application that was created in C language and uses 
SDTs.


ezcalcsdt_libFNP.dll 
(Windows)


ezcalcsdt_libFNP.so (UNIX)


<platform_dir> Run-time component for ezcalcsdt created by 
preptool.


ezcalcsdt.c <install_dir>\examples


\ezcalc


Code for the ezcalcsdt application.


sdtdefs.c


sdtdefs.h


<install_dir>\examples


\ezcalc


SDT feature definition header and implementation 
files.
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For License File-Based Licensing
License file-based licensing toolkits provide the following sample files to show how SDTs are built and used in applications 
that use license file-based licensing.


ezcalcsdt.xml


ezcalcsdt_unix.xml


ezcalcsdt_mac.xml


<install_dir>\examples


\ezcalc


preptool configuration files for the ezcalcsdt 
application for Windows, UNIX, and Mac platforms, 
respectively.


Table 10-5 • Sample Files for License File-Based Licensing


Samples Toolkit Location Description


lmflexsdt.exe (Windows)


lmflexsdt (UNIX)


<platform_dir> Application that uses SDTs.


Note • In order to build and prepare this application, 
refer the makefile in your toolkit. Run the following 
command from <platform_dir>:


nmake SDT=1 (Windows)


make SDT=1 (UNIX)


lmflexsdt_libFNP.dll 
(Windows)


lmflexsdt_libFNP. so (UNIX)


<platform_dir> Run-time component for lmflexsdt created by 
preptool.


lmflexsdt.c <install_dir>\examples


\sdt


Code for the lmflexsdt application.


lmflexsdtdefs.c


lmflexsdtdefs.h


<install_dir>\examples


\sdt


SDT feature definition header and implementation 
files.


lmflexsdt_win.xml


lmflexsdt_unix.xml


lmflexsdt_mac.xml


<install_dir>\examples


\sdt


preptool configuration files for the lmflexsdt 
application for Windows, UNIX, and Mac platforms, 
respectively.


Table 10-4 • Sample Files Using C


Samples Toolkit Location Description
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SDTs for C++
SDTs used within C++ provide classes that behave like plain integers, but store the actual value of the integer in a coded 
form. These secure SDT classes behave like the corresponding plain types. The following code fragment, taken from the 
sample file ezcalcsdtplus.cpp, illustrates the use of SDTs within code. Note that it does not include the code required 
to define or implement the SDT FeatureDivide_int32.


Example Using a Plain Type
void divide( int value )


{


CheckoutGuard holder( m_job, "DIVIDE" );


int current( m_value );


int entered( value );


m_value = current / entered;


}


Example Using the SDT, FeatureDivide_int32
void divide( int value )


{


CheckoutGuard holder( m_job, "DIVIDE" );


FeatureDivide_int32 current( m_value );


FeatureDivide_int32 entered( value );


m_value = current / entered;


}


The process of adding SDTs to your code is in outline as follows:


• Create a feature definition header file that contains a define for each licensed feature that requires binding to the 
activation library.


• Create a feature implementation file and add it once to each module that uses SDTs.


• Use the SDTs within your code.


• Add sdttype.cpp to your project and link your executable to it.


Note • The activation library must be executing while SDTs are in use otherwise the SDTs do not operate correctly. See 
Additional Function Calls Needed for details.


Creating the Feature Definition Header File 
Each feature that you want to protect by binding it to the activation library must be defined in a header file. The following 
code fragment is an example taken from the feature definition header file, sdtdefs.h, included in the toolkit. This feature 
definition header file is used by the example FlexEnabled application ezcalcsdtplus.cpp.


#include "fnpsdtapi.h"


SDT_FEATURE_DEFINE( "ADD", 0, FeatureAdd );


SDT_FEATURE_DEFINE( "SUBTRACT", 1, FeatureSubtract );


SDT_FEATURE_DEFINE( "MULTIPLY", 2, FeatureMultiply );
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SDT_FEATURE_DEFINE( "DIVIDE", 3, FeatureDivide );


SDT_FEATURE_DEFINE( "POWER", 4, FeaturePower );


SDT_FEATUR_DEFINE( “AVG”, 5, FeatureAvg );


This defines a feature identity and feature alias for each of the six licensed features in the ezcalc application. These license 
features are in the application, for example the ADD feature is used in the add function as shown in this code fragment from 
ezcalcsdtplus.cpp:


void add( int value )


{


CheckoutGuard holder( m_job, "ADD" );


}


Note • The feature identity to feature mapping defined in a feature definition header file is specific to the modules that the 
feature definition header file is used with. Thus feature identities can be used in other feature definition header files to apply to 
other features. Also, different feature identities can be mapped to the same feature in separate feature definition header files.


Creating the Feature Implementation File
The SDTs defined in the header file created in the previous section must be implemented by being added to an 
implementation file. The following code is an example taken from the feature implementation file, sdtdefs.c, included in 
the toolkit. This feature implementation file is used by the example FlexEnabled application ezcalcsdtplus.cpp.


#include "sdtdefs.h"


SDT_FEATURE_IMPLEMENT_BEGIN()


    SDT_FEATURE_IMPLEMENT_C( FeatureAdd, "ADD" )


    SDT_FEATURE_IMPLEMENT_C( FeatureSubtract, "SUBTRACT" )


    SDT_FEATURE_IMPLEMENT_C( FeatureMultiply, "MULTIPLY" )


    SDT_FEATURE_IMPLEMENT_C( FeatureDivide, "DIVIDE" )


    SDT_FEATURE_IMPLEMENT_C( FeaturePower, "POWER" )


    SDT_FEATURE_IMPLEMENT_C( FeatureAvg, "AVG" )


SDT_FEATURE_IMPLEMENT_END()


Each of the license features is separately implemented using the feature alias and feature name as parameters. Note that 
this example file uses the C macro: it would be more common to use the C++ macro, SDT_FEATURE_IMPLEMENT.


SDTs operate independently in each executable or dynamic library to which they are added. Thus an implementation file 
must be added to each module in which they are used and each module must be separately processed using the preptool.


Using SDTs in Code


Task To use SDTs in your code: 


1. Modify your code:


a. Include the feature definition header file.


b. Include the feature implementation file. A feature implementation file must be added to each module that uses 
SDTs
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c. Insert a call to lc_flexinit in your code so that it loads the activation library before any code that constructs or 
uses SDTs is executed.


d. Use the secure SDT classes instead of plain types for crucial parameters.


e. Insert a call to lc_flexinit_cleanup in your code so that it unloads the activation library once SDTs are no longer 
being used.


2. Test your code.


You can use debuggers at this stage to test the operation of your code. The SDTs inserted in the code are not 
operational.


3. Process the compiled executable with the preptool.


You can only use debuggers at this stage if the your settings for the activation library allow them. The SDTs inserted in 
the code are operational.


For each feature defined in the feature definition header file a set of secure classes that use the following naming 
convention are available for use:


FeatureAlias_type


Thus the following feature definition and feature implement lines allow the use of the SDTs FeatureDivide_int32, 
FeatureDivide_uint32, and other SDTs:


SDT_FEATURE_DEFINE( "DIVIDE", 3, FeatureDivide );


SDT_FEATURE_IMPLEMENT_C( FeatureDivide, "DIVIDE" )


Table 10-6 lists all the types that are supported:


The following operations are supported on C++ SDTs: =, +=, -=, *=, /=, %=, &=,\=, ^=, ..=, ,,=, +, -, *, /, %, &, |, ^, <<, >>, <, <=, = 
=, >=, >, !=, ++ (pre-increment), -- (pre-decrement), ++ (post-increment), -- (post-decrement).


Table 10-6 • C++ Secure Types


Type Equivalent to


int8 8-bit signed integer


uint8 8-bit unsigned integer


int16 16-bit signed integer


uint16 16-bit unsigned integer


int32 32-bit signed integer


uint32 32-bit unsigned integer
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C++ SDT Macro Reference
The following describes the macros used to define SDTs in your code. For an example of SDTs within code, see 
ezcalcsdtplus.cpp in <install_dir>\examples\ezcalc.


SDT_FEATURE_DEFINE
This macro defines a set of C++ classes that can be used instead of the equivalent plain types.


SDT_FEATURE_DEFINE(Name, FeatureIdentity, FeatureAlias)


Parameters
Name


The feature name as used by the Flexible API, that is, lc_checkout(job, feature, version, num_lic, flag, code, 
dup_group).


FeatureIdentity


An integer identity used within the activation library to identify the feature to which this SDT is mapped. It must be 
unique within the executable and in the range 0 (zero) to one less than the maximum defined in sdtconfig.h 
(SDT_ENCODER_USER_LIMIT - 1).


FeatureAlias


An alias by which the SDTs for this feature are referenced when using the SDTs within the application code.


Discussion


To use this macro you must include the following header file:


machind/sdt/sdtfeature.h


This macro is used within the feature definition header file to define each feature that you want to bind to the activation 
library. It creates a set of C++ classes that can be used instead of the equivalent plain types for processes that are crucial to 
the operation of the feature. After the SDT implementation is completed, any process that uses the secure C++ classes 
completes successfully only when a valid license is available; that is, a checkout request for the feature has completed 
successfully and a check-in request has not occurred.


See Table 10-6 for a list of the C++ classes.


Note • This macro must be used in conjunction with other macros: for a code example that demonstrates this see SDTs for C.


SDT_FEATURE_DEFINE_CONST
This macro encrypts a literal constant value as an SDT. 


SDT_FEATURE_DEFINE_CONST(FeatureAlias, Value)


Parameters
FeatureAlias
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An alias by which the SDTs for this feature are referenced when using the SDTs within the application code.


Value


The literal constant value to be encrypted.


Discussion


To use this macro you must:


• Include sdtfeature.h.


• Define the SDT class used for this value (SDT_FEATURE_DEFINE).


This macro is used in the application code to encrypt critical constants and increase the security of the code in which it is 
used. SDT constants provide stronger security because the value is encrypted at compile time and the plain value is only 
decrypted when it is used at runtime.


Note • This macro must be used in conjunction with other macros: for a code example that demonstrates this see SDTs for C.


SDT_FEATURE_GET_NAME
This macro returns the feature name corresponding to the alias used when defining an SDT.


SDT_FEATURE_GET_NAME( FeatureAlias)


Parameters
FeatureAlias


An alias by which the SDTs for this feature are referenced when using the SDTs within the application code.


Discussion


Use this macro for diagnosing problems.


SDT_FEATURE_IMPLEMENT
This macro implements SDTs that are linked to a licensed feature.


SDT_FEATURE_IMPLEMENT( FeatureAlias)


Parameters
FeatureAlias


An alias by which the SDTs for this feature are referenced when using the SDTs within the application code.


Discussion


To use this macro you must:


• Declare the SDT in the feature definition header file (SDT_FEATURE_DEFINE).
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• Include the feature definition header file in the module where this macro is being used.


• Mark the ends of the list of declarations (SDT_FEATURE_IMPLEMENT_BEGIN and SDT_FEATURE_IMPLEMENT_END).


This macro is used within the feature implementation file to implement SDTs linked to a licensed feature. The licensed 
feature is identified by the alias used in the SDT declaration. Each declaration in the feature definition header file must 
have a matching implement feature macro in the feature implementation file. The implementation file must be added to 
each module in which the SDTs are used.


Note • This macro must be used in conjunction with other macros. For a code example that demonstrates this, see the file 
ezcalcsdtplus.cpp in <install_dir>\examples\ezcalc.


SDT_FEATURE_IMPLEMENT_BEGIN
This macro marks the beginning of a list of entries that implement SDT features.


SDT_FEATURE_IMPLEMENT_BEGIN( )


Discussion


This macro is used in the feature implementation file to mark the beginning of a list of entries that implement SDT features 
defined in feature definition header file.


Note • This macro must be used in conjunction with other macros: for a code example that demonstrates this see SDTs for C.


SDT_FEATURE_IMPLEMENT_END
This macro marks the end of a list of entries that implement SDT features.


SDT_FEATURE_IMPLEMENT_END( )


Discussion


This macro is used in the feature implementation file to mark the end of a list of entries that implement SDT features 
defined in an feature definition header file.


Note • This macro must be used in conjunction with other macros. For a code example that demonstrates this, see 
<install_dir>\examples\ezcalc\ezcalcsdtplus.cpp.


SDTs for C
SDTs used within C provide C developers with a sparse version of the automatic protection provided by the SDT classes 
available in C++. The use of SDT within C is more complex to implement than in C++: an alternative is to use C++ SDT classes 
and place C functions into C++ compilations units. 
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SDTs within C provide a data structure that contains the encrypted SDT information and a set of macros that operate on 
the SDT values.


The process of adding SDTs to your code is in outline as follows:


1. Create a header file that contains a define for each licensed feature that requires binding to the activation library.


2. Create an feature implementation file and add it once to each module.


3. Use the SDTs within your code.


4. Add sdtdata.c to your project and link your executable to it.


Note • The activation library (run-time component) must be executing while SDTs are in use otherwise the SDTs do not 
operate correctly. See Additional Function Calls Needed for details.


Creating a Feature Definition Header File
Each licensed feature that you want to protect by binding it to the activation library must be defined in a header file. 


Creating a Feature Implementation File
The SDTs defined in the header file created in the previous step must be implemented by being added to an 
implementation file. 


SDTs operate independently in each executable or dynamic library to which they are added. Thus, an implementation file 
must be added to each module in which they are used and each module must be separately processed using preptool. 


Using SDTs in Code


Task To use SDTs in your code: 


1. Modify your code:


a. Include the feature definition header file.


b. Include the feature implementation file.


c. Insert a call to lc_flexinit in your code so that it loads the activation library before any code that uses SDTs is run.


d. Use the secure SDT classes instead of plain types.


e. Insert a call to lc_flexinit_cleanup in your code so that it unloads the activation library once SDTs are no longer 
being used.


2. Test your code.


You can use a debugger at this stage to test the operation of your code. The SDTs inserted in the code are not 
operational.
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3. Process the compiled executable with the preptool. For more information about preptool, see Running preptool on 
Applications with SDTs.


You can only use a debugger at this stage if the your settings for the activation library allow them. The SDTs inserted in 
the code are operational.


C SDT Macro Reference


SDT_FEATURE_DECLARE_VAR
This macro declares a secure variable.


SDT_FEATURE_DECLARE_VAR( FeatureAlias, VariableName)


Parameters
FeatureAlias


An alias by which the SDTs for this feature are referenced when defining the SDT variables used within the application 
code.


VariableName


The variable name for the secure variable.


Discussion


Task To use this macro:


1. Include sdtfeature.h.


2. Define the feature alias and identity (SDT_FEATURE_DEFINE) in the feature definition header file


This macro is used within the feature definition header file to declare secure variables. 


Task To use a secure variable in your code you must:


1. Include the feature definition header file in your module.


2. Create an feature implementation file and include it in your module.


3. Insert a call in your code that loads the activation library.


4. Process the compiled executable with the preptool.


5. Use the following macros to manipulate the secure variables:


• SDT_FEATURE_SET


• SDT_FEATURE_GET


• SDT_FEATURE_SET_CONST
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• SDT_FEATURE_operator_name


After the implementation of the SDTs is completed, any process that uses a secure variable completes successfully only 
when a valid license is available, that is, a checkout request for the feature has completed successfully and a check-in 
request has not occurred).


SDT_FEATURE_DEFINE
This macro defines a secure variable that can be used instead of the equivalent plain type.


SDT_FEATURE_DEFINE( Name, FeatureIdentity, FeatureAlias)


Parameters
Name


The feature name as used by the Flexible API (for example, lc_checkout(job, feature, version, num_lic, flag, 
code, dup_group).


FeatureIdentity


An integer identity used within the activation library to identify the feature to which this SDT is mapped. It must be 
unique within the executable and in the range 0 (zero) to one less than the maximum defined in sdtconfig.h 
(SDT_ENCODER_USER_LIMIT - 1)


FeatureAlias


An alias by which the SDTs for this feature are referenced when using the SDTs within the application code.


Discussion


To use this macro, include sdtfeature.h.


This macro is used within the feature definition header file to define each licensed feature that you want to bind to the 
activation library. It is used in conjunction with SDT_FEATURE_DECLARE_VAR to declare secure variables that use the 
secure long type instead of an ordinary long type for processes that are crucial to the operation of the licensed feature. You 
must use the following macros to manipulate the secure variables:


• SDT_FEATURE_SET


• SDT_FEATURE_GET


• SDT_FEATURE_SET_CONST


• SDT_FEATURE_operator_name


After the implementation of the SDTs is completed (including the use of the preptool), any process that uses a secure 
variable completes successfully only when a valid license is available (a checkout request for the feature has completed 
successfully and a check-in has not occurred).


SDT_FEATURE_GET
This macro returns the plain (decrypted) value of a SDT.


SDT_FEATURE_SET( VariableName)
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Parameters
VariableName


The SDT variable name as defined using SDT_FEATURE_DECLARE_VAR.


Discussion


This macro can only be used with secure variables that have been declared using SDT_FEATURE_DECLARE_VAR.


SDT_FEATURE_IMPLEMENT_BEGIN
This macro marks the beginning of a list of entries that implement SDT features.


SDT_FEATURE_IMPLEMENT_BEGIN( )


Discussion


This macro is used in the feature implementation file to mark the beginning of a list of entries that implement SDT features 
defined in feature definition header file.


SDT_FEATURE_IMPLEMENT_C
This macro implements SDTs that are linked to a licensed feature.


SDT_FEATURE_IMPLEMENT_C( FeatureAlias, Name)


Parameters
FeatureAlias


An alias by which the SDTs for this feature are referenced when defining the SDT variables used within the application 
code.


Name


The feature name as used by the Flexible API, lc_checkout(job, feature, version, num_lic, flag, code, 
dup_group).


Discussion


Task To use this macro:


1. Declare the SDT in the feature definition header file (SDT_FEATURE_DEFINE).


2. Include the feature definition header file in the module where this macro is being used.


3. Mark the ends of the list of implemented features (SDT_FEATURE_IMPLEMENT_BEGIN and 
SDT_FEATURE_IMPLEMENT_END).
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This macro is used within the feature implementation file to implement SDTs linked to a licensed feature. The licensed 
feature is identified by the alias used in the SDT declaration. Each declaration in the feature definition header file must 
have a matching implement feature macro in the feature implementation file. The implementation file must be added to 
each module in which the SDTs are used.


SDT_FEATURE_IMPLEMENT_END
This macro marks the end of a list of entries that implement SDT features.


SDT_FEATURE_IMPLEMENT_END( )


Discussion


This macro is used in the feature implementation file to mark the end of a list of entries that implement SDT features 
defined in an feature definition header file.


SDT_FEATURE_operator_name
This set of macros are used to perform operations on secure variables.


SDT_FEATURE_operator_name( VariableName, ParameterName)


Parameters
operator_name


The name of the operation to be performed. It can be either a numeric operator or a logical operator.


Numeric operators: ADD, SUB, MUL, DIV, MOD, AND, OR, XOR, SHL, SHR
Logical operators: LT, LTE, EQ, GTE, GT


VariableName


The name of the secure variable that contains the data value operated on.


ParameterName


The name of the secure variable that contains the parameter used in the operation.


Discussion


These macros can only be used with secure variables. See SDT_FEATURE_DECLARE_VAR for details of how to declare and 
use secure variables.


SDT_FEATURE_SET
This macro sets the value of a secure variable.


SDT_FEATURE_SET( VariableName, Value)


Parameters
VariableName
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The SDT variable name as defined using SDT_FEATURE_DECLARE_VAR.


Value


The name of the plain data variable from which the value is obtained or the value itself.


Discussion


This macro can only be used with secure variables that have been declared using SDT_FEATURE_DECLARE_VAR.


SDT_FEATURE_SET_CONST
This macro sets a constant value for a secure variable.


SDT_FEATURE_SET( VariableName, Value)


Parameters
VariableName


The SDT variable name as defined using SDT_FEATURE_DECLARE_VAR.


Value


The name of the plain data variable from which the constant value is obtained or the constant value itself.


Discussion


This macro can only be used with secure variables that have been declared using SDT_FEATURE_DECLARE_VAR.
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Providing the License Server Installation


Instructions

If your license lifecycle requires a license server (for counted or served-uncounted license models), you need to supply 
instructions for installing the license server. You can have your end user install either lmadmin or lmgrd as their license 
server manager. The following chapter provides methods and considerations for this installation. 


This chapter is split into the following sections:


• Installing the License Server lmadmin


• Installing the License Server lmgrd


Installing the License Server lmadmin
Provide the end user with an lmadmin installer in one of these formats:


• Downloaded lmadmin Installer


• lmadmin Installer Wrapped in Your Own Installation Program


• Your Own lmadmin Installer


The following sections outline considerations for providing each of these lmadmin installer types. However, for details on 
how to start up and manage the lmadmin license server, refer to the License Administration Guide.


Important Notes About lmadmin Installation
Note the following: 


• The lmadmin installer is based on InstallAnywhere, which is a Java-based program. Therefore, to run the installer, a 
JRE must be installed. If the JRE is not already present on the machine, the end user must install it separately, because 
it is not bundled with the lmadmin installer. For the required minimum version, refer to the Release Notes, section 
System Requirements for lmadmin. 
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Note • InstallAnywhere is the leading multi-platform development solution that delivers a professional and consistent 
cross-platform installation experience for desktop and server applications. 


• To run lmadmin on Windows platforms, the relevant Microsoft Visual C++ Redistributable must be installed. The 
lmadmin installer provides the option to install this package during the installation process. For the required minimum 
version, refer to the Release Notes, section System Requirements for lmadmin.


• On Windows platforms, it is best practice to install lmadmin and the vendor daemon to a subdirectory of ProgramFiles 
(x86) for the 32-bit lmadmin or ProgramFiles for the 64-bit lmadmin . The default path is C:\Program Files 
(x86)\FlexNet Publisher License Server Manager for the 32-bit lmadmin and C:\Program Files\FlexNet 
Publisher 64-bit License Server Manager for the 64-bit lmadmin. This location is also referred to as 
<lmadmin_install_dir>. 


Data written by lmadmin at runtime should be written to a subdirectory of ProgramData (in folders cache, conf, 
licenses, and logs). The default path is C:\ProgramData\FLEXlm\lmadmin\. This location is also referred to as 
<lmadmin_runtimedata_dir>.


(Windows services typically have execute permissions only against applications in a Program Files subdirectory, and 
write access only to Program Data.) 


• On Linux platforms, users should not install lmadmin under root directories or run lmadmin as Root.


• Do not run the 32-bit lmadmin and the 64-bit lmadmin on the same system. If you are upgrading from the 32-bit 
lmadmin to the 64-bit lmadmin, you must stop and deinstall the 32-bit lmadmin first. 


Downloaded lmadmin Installer
The simplest method of providing an lmadmin installer is to have end users download and run the appropriate lmadmin 
installer from the FlexNet Publisher website. This program provides a user-interface configured with pre-filled defaults that 
the user can accept or modify as needed to meet their site’s requirements. However, the end user can also run this 
downloaded installer in console mode, described next.


Option to Run the Installer in Console Mode


On AIX, Linux, Solaris, or Windows platforms, end users can run the lmadmin installer in console mode. This mode enables 
them to install lmadmin from the command line, providing an alternative to the user-interface-based method. 


The following command runs the installer in console mode:


<lmadmin_installer> -i console


where <lmadmin_installer> is the name of the lmadmin installation program.


The console installation process prompts the user for information needed to complete the installation. 


lmadmin Installer Wrapped in Your Own Installation Program
Another option is to wrap the lmadmin installer within your own installation program, giving you some control over the 
installation. For example, you can run the installer in user-interface or in silent mode and customize installation options.
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Note • End users must have Java Runtime Environment installed to run your installation program. See the previous section, 
Important Notes About lmadmin Installation.


User-Interface-Based Installation
When you wrap the lmadmin installer in your own installation program, you can run the installer with the standard user-
interface defaults; or you can run it with a properties file or command-line variables that define your own user-interface 
defaults. While the end user can still modify the default values in the installer’s user interface, you can make the 
installation process easier for a specific user by providing defaults that the user is likely to accept.


Use a Properties File to Customize User-Interface Defaults 
If you have several lmadmin installer defaults to modify, run the installer with a properties file that defines these changes. 


Task To run the lmadmin installer with a properties file to customize user-interface defaults


1. Create a properties file as described in Properties File for the lmadmin Installer.


2. Edit the properties in the file as needed. 


3. Within your installation program, use a command similar to this example to run the lmadmin installer:


lmadmin-x64_n6-<version>.exe -f lmadmin_inst_<version>.properties


where


• lmadmin-x64_n6-<version>.exe (or appropriate platform-related name) is the installer name.


• -f is the switch that tells the installation to read from the specified properties file.


• lmadmin_inst_<version>.properties is the name of the properties file.


Use Variables to Customize User-Interface Defaults
If you have one or few installation defaults to modify, simply include the variables for those properties in the execution 
command line. For a description of useful command-line installation variables, see the later section, lmadmin Command-
Line Installation Variables.


To run the lmadmin installer with variables to customize pre-filled values in the user interface, use a command similar to 
this example:  


lmadmin-x64_n6-<version>.exe -DUSER_INSTALL_DIR="c:\Program Files\FlexNet Publisher 64-bit License 


Server Manager" 


where


• lmadmin-x64_n6-<version>.exe (or appropriate platform-related name) is the installer name.


• -DUSER_INSTALL_DIR="c:\Program Files\FlexNet Publisher 64-bit License Server Manager" is the variable 
that redefines an option value (in this case, the location of the installation directory on a Windows platform). You can 
specify multiple variables.  (Substitute "c:\Program Files (x86)” if you are using the 32-bit lmadmin installer.)
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Silent Installation
When you wrap the lmadmin installer in your own installation program, you have the option to run the installer in silent 
mode with or without a properties file or command-line variables that configure the installation. Because the silent-mode 
installation involves no user interaction, you are assured that installation options are set according to your specifications. 
However, having no user interaction can cause some problems as well. The following procedures and examples show you 
how to run the installer in silent mode, how to customize options during silent installations, and how to work around 
certain issues encountered in silent installations.


Use Standard Defaults in Silent Mode
To run the installer in silent mode, using standard FlexNet Publisher defaults, use a command similar to one of these 
examples:


lmadmin-x64_n6-<version>.exe -i silent (Windows 64-bit)
lmadmin-x64_lsb-<version>.bin -i silent (Linux 64-bit)
lmadmin-sun64_u10-<version>.bin -i silent (Sun 64-bit)


where


• lmadmin-x64_n6-<version>.exe (or appropriate platform-related name) is the installer name.


• -i silent is the switch that tells the installer to run in silent mode.


Use a Properties File to Customize Installation Options in Silent Mode 
If you have several lmadmin installer defaults to modify, run the installer with a properties file that defines these changes.


Task To run the lmadmin installer in silent mode with a properties file to customize user-interface defaults 


1. Create a properties file as described in Properties File for the lmadmin Installer.


2. Edit the properties in the file as needed. 


3. Within your installation program, use a command similar to this example to run the lmadmin installer:


lmadmin-x64_n6-<version>.exe -f lmadmin_inst_<version>.properties -i silent


where


• lmadmin-x64_n6-<version>.exe (or appropriate platform-related name) is the installer name.


• -f is the switch that tells the silent installation to read from the specified properties file.


• lmadmin_inst_<version>.properties is the name of the properties file.


• -i silent is the switch that tells the installer to run in silent mode.


Use Variables to Customize Installation Options in Silent Mode
If you have one or few installation options to modify, simply include the lmadmin installation variables for these options in 
the execution command line. For a description of useful command-line installation variables, see the later section, 
lmadmin Command-Line Installation Variables.
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To run the FlexNet lmadmin installer with variables to customize installation options, use a command similar to this 
example:  


lmadmin-x64_n6-<version>.exe -DUSER_INSTALL_DIR="c:\Program Files\FlexNet Publisher 64-bit License 


Server Manager" -i silent 


The following information is used in the command:


• lmadmin-x64_n6-<version>.exe (or appropriate platform-related name) is the installer name.


• -DUSER_INSTALL_DIR="c:\Program Files\FlexNet Publisher 64-bit License Server Manager" is the variable 
that redefines an option value (in this case, the location of the installation directory on a Windows platform). You can 
specify multiple variables. 


• -i silent is the switch that tells the installer to run in silent mode.


Ensure Availability of the Log File Should the Silent Installation Fail
A silent installation fails to complete if the end user does not have permissions to create a folder in the default or given 
path. However, because no files are installed in this situation, the user has no way to view the log file to determine the 
reason for the installation failure. Therefore, to ensure that you can always review the log file, change its default location to 
one to which the end user has access.


Important • The default location for the installation log file is in the /tmp/uninstall/Logs directory for non-Windows 
platforms and directly under C:\ on Windows platforms. (In releases prior to 11.10.1, the log file was created directly in the 
lmadmin installation directory.) Be sure to inform your end user of the exact location of the installation log file. 


To change the log-file location, use the -DINSTALL_LOG_DESTINATION variable in the command line, as in this example:


lmadmin-x64_n6-<version>.exe -DINSTALL_LOG_DESTINATION=c:\ -i silent 


You can also change the log-file name using the -DINSTALL_LOG_NAME variable in the command line, as in this example:


lmadmin-x64_n6-<version>.exe -DINSTALL_LOG_DESTINATION=c:\ 


-DINSTALL_LOG_NAME=installer_debug.txt -i silent


For a description of these variables and their default values, see the later section, lmadmin Command-Line Installation 
Variables.


Note • You can also update the INSTALL_LOG_DESTINATION and INSTALL_LOG_NAME options in the properties file; then run 
the silent installation with the properties file.


Ensure That Previous Installation Is Not Over-Written During Silent Installation
No user interaction occurs during a silent installation. Consequently, a silent installation provides no prompt that allows 
the end user to specify an alternate installation location should the silent-installation location already contain a previous 
version of lmadmin. The silent installation simply overwrites the existing files. If you do not want to overwrite a previous 
installation, use the -DUSER_INSTALL_DIR variable to change the location of the new installation, as shown in this 
example: 
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lmadmin-x64_n6-<version>.exe -DUSER_INSTALL_DIR="c:\Program Files\FlexNet Publisher 64-bit License 
Server Manager <version>" -i silent  


For a description of this variable and its default value, see the later section, lmadmin Command-Line Installation Variables.


Note • You can also update the USER_INSTALL_DIR option in the properties file; then run the silent installation with the 
properties file.


Your Own lmadmin Installer
The third option for providing an lmadmin installer is to create your own installer. When you do this, you can wrap 
command-line lmadmin options within your program to enable end users to customize the installation. For a description of 
common options to include in your lmadmin installer, see Command-Line lmadmin Options for Installers.


Properties File for the lmadmin Installer
The installation properties file contains the values for options in the lmadmin installer user interface. When installing 
lmadmin from the command line, you can use the properties file to set up new pre-filled defaults (which are user-
modifiable) in the installer user interface or, for a silent installation, to define the installation options.


To create a properties file, use a command similar to this example. This command installs lmadmin and saves the option 
values you specify in the installer user interface to a properties file whose path and name you define in the command:


lmadmin-x64_n6-<version>.exe -r c:\lmadmin_inst_properties\lmadmin_inst_<version>.properties


where


• lmadmin-x64_n6-<version>.exe (or appropriate platform-related name) is the installer name.


• -r is the switch that creates a properties file from the options you are about to specify in the user interface of the 
lmadmin user interface. 


• c:\lmadmin_inst_properties\lmadmin_inst_<version>.properties is the complete path and file name of the 
properties file.


Note • When creating the properties file, you must specify a complete path and file name for the file. Additionally, the 
extension must be .properties.


lmadmin Command-Line Installation Variables
When wrapping the lmadmin installer in your own installation program, you can use command-line variables (instead of 
creating or updating a properties file) to customize individual installation options. For the regular user-interface version of 
the installer, use these variables to define new pre-filled (but user-modifiable) values in the installer interface. For a silent 
installation, use these variables to define installation options.
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Format of Variables
In the execution command for the lmadmin installer, format each variable as VARIABLE=value, as shown in this example:


lmadmin-x64_n6-<version>.exe -DUSER_INSTALL_DIR="c:\Program Files\FlexNet Publisher 64-bit License 


Server Manager" -DINSTALL_LOG_DESTINATION=C:\  


Common Variables for the lmadmin Installer
The following tables lists the common variables that you can include in the command line for running the lmadmin installer:


Table 11-1 • Command-Line Variables for lmadmin Installer 


Variable Description


-DUSER_INSTALL_DIR Enter a new path in which to install the license server. 


On Windows, the default is C:\Program Files\FlexNet Publisher 64-bit License 
Server Manager (on 64-bit systems). 


Important • For a silent installation, you must enter an absolute path for this value.


Note • If a silent installation is laying down files in the same location as a previous 
installation, it automatically writes over existing files. To avoid overwritten files, use this 
variable to install the files in a different location.


-DUSER_RUN_TIME_
FOLDER_PATH


(For Windows only) Enter a new path in which to install the run-time folders.


By default, lmadmin folders that are updated during run time should be installed under 
ProgramData, to allow the lmadmin service, which has Local Service privileges and is of 
start-up type “Automatic”, to modify these files.


The default is C:\ProgramData\FLEXlm\lmadmin. 
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-DINSTALL_LOG_
DESTINATION


Enter a new path for the installation log file.


Non-Windows platforms


By default, the installation process generates this file in the /tmp/uninstall/Logs 
directory. 


Windows platforms


In a default Windows installation, the installation process generates this file directly under 
C:\.


Especially if you are providing a silent lmadmin installation, use this variable to place the 
log file in an administrator-accessible location different from the installation directory. In 
this way, the License Administrator always has access to the log to determine what went 
wrong with the installation.


Note • Prior to lmadmin 11.10.1, the installation log file was created directly under the 
lmadmin installation directory.


-DINSTALL_LOG_NAME Enter a new name for the log file. By default, the name is 
FlexNet_Publisher_License_Server_Manager_Install_MM_dd_yyyy_hh_mm_ss.log on 
non-Windows platforms and installer_debug.txt on Windows platforms.


-DPREVIOUS_
INSTALLATION_PATH


Enter the absolute path of the installation directory containing the data that you want to 
import to this installation. 


In non-Windows installations and default installations of lmadmin before release 11.14.1.1 
on Windows, this includes vendor daemons, license files, and configuration information. 


In default installation of lmadmin version 11.14.1.1 or later, this directory contains 
lmadmin.exe and its related DLLs, and vendor daemons. It does not contain data that is 
modifiable during run time (such as configuration information, licenses, or logs).


-DUSER_PREV_INSTL_
RUN_TIME_PATH


(For Windows only) Enter the absolute path of the run-time directory containing the files 
that are modifiable during run time (the cache, conf, logs, and licenses folders) you want 
to import to this installation.


-DRUN_SERVICE (For Windows only) Enter 1 to run the license server as a service. The default is 0 (to not run 
the server as a service).


-DSERVICE_NAME (For Windows only) Enter a new name for the service. The default name is lmadmin.


Table 11-1 • Command-Line Variables for lmadmin Installer 


Variable Description
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Other Command-Line Variables
For a list of other command-line variables, view the contents of the installvariables.properties file found in the 
uninstall directory of a current lmadmin installation. To create a command-line variable based on a property listed in this 
file, precede the property name with -D. For example, to create a variable from HTTP_PORT_NUMBER in the properties file, 
enter -DHTTP_PORT_NUMBER=value in the command line.


-DDELAY_SEC (For Windows only) Enter the number of seconds to delay between the time you start the 
service and the time it actually begins running. This delay is helpful when a FlexNet ID 
dongle is used to lock the license server to a machine (that is, when the FLEXID is used on 
the SERVER line). The license server can sometimes fail to start when a system reboots 
because the license server loads before the dongle device driver has a chance to load 
properly.


-DHTTP_PORT_NUMBER Enter the TCP/IP port that the Web server uses to listen for communication with clients 
who are connecting with the lmadmin interface. By default, this value is 8090.


-DLIC_PORT_NUMBER Provide the license server manager port. To have FlexNet Publisher assign a default port, 
enter -1 (reflected as 'Default Port' string in server.xml). The default port is always the first 
available value in the range of 27000 through 27009. 


Note • Those producers concerned about potential DoS attacks based on knowledge of 
common license server ports may want to consider specifying a server port outside the range 
27000 to 27009.


-DRESTART_RETRIES Specifies the maximum number of times that lmadmin attempts to restart the vendor 
daemon if the vendor daemon goes down. Default value is 10 times.


-DCACHE_TIMEOUT Specifies the time out value in seconds to update the count of activated licenses to be 
displayed on web UI dashboard. Default value is 600 (seconds). Allowed range is 30 to 5400 
seconds.


-DIMPORT_INSTALL_1=
”Import Installation files”


Specifies whether you want to import configuration from an existing lmadmin installation. 
If yes, specify “Import Installation files” for this command-line variable.


-DALERT_TIME_INTERVAL Specifies the time interval in seconds to update alerts on web UI dashboard. Default value 
is 600. Allowed range is 60 to 5400 seconds.


-DVCREDIST (For Windows only) In order for lmadmin to run, the Microsoft Visual C++ Redistributable 
Package must be installed. For the required minimum version, refer to the Release Notes, 
section System Requirements for lmadmin. Specify the value 1 to install the Redistributable 
Package in silent mode: -DVCREDIST=1 (default value: 0; the Redistributable Package will 
not be installed).


Table 11-1 • Command-Line Variables for lmadmin Installer 


Variable Description
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Command-Line lmadmin Options for Installers
If you are creating your own lmadmin installer from scratch (that is, you are not incorporating the lmadmin installer version 
in your custom installation), wrap lmadmin command-line options into your installer to configure how lmadmin will run. The 
following lmadmin options are specifically targeted for installer configuration. To view all available lmadmin options, run 
lmadmin -help from the command line. For a description of all available options, see the License Administration Guide.


Table 11-2 • Command-Line lmadmin Options for the Installer


Option Description


-importInstallation old 
installation directory


Imports configuration information from the specified existing lmadmin installation 
directory or from a specified location for the license server configuration files (optional 
use of -config and/or -configDir). This option does not start lmadmin. This argument 
can be combined with -config and -configDir.


–installService 
service_name


(For Windows only) Creates a Windows service (with the name you provide) to run the 
license server manager. 


Note • After executing the command to install the license server manager as a Windows 
service, it is not started automatically. You must start the service for the first time using the 
Windows Services Console.


–delay nn (For Windows only) Sets the number of seconds (nn) to delay between the time you start 
the service and the time it actually begins running. This delay is helpful when a FlexNet ID 
dongle is used to lock the license server to a machine (that is, when the FLEXID is used on 
the SERVER line). The license server can sometimes fail to start when a system reboots 
because the license server loads before the dongle device driver has a chance to load 
properly.


Note • Use this option with the -installService argument.


-removeService (For Windows only) Uninstalls the Windows service with the name you specified. Make 
sure you stop the service before removing it.


-config
configuration_file_name


Defines the name of the license server configuration file to use when starting the license 
server manager. By default, the path and file name is <lmadmin_install_dir>/conf/
server.xml on non-Windows platforms, and 
<lmadmin_runtimedata_dir>\conf\server.xml on Windows platforms. 
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-configDir
configuration_directory


Defines the directory where the license server configuration files are located. By default, 
this path is <lmadmin_install_dir>/conf on non-Windows platforms, and 
<lmadmin_runtimedata_dir>\conf on Windows platforms.


Note • In installations where the conf folder is not installed in the same location as 
lmadmin.exe, you must use the -configDir command for all operations that involve 
updates to files in the conf folder (for example, server.xml).


-licPort 
license_server_port


Configures the license server manager port. By default, this number is the first available 
value in the range of 27000 through 27009. To set a specific port, enter a positive integer. 
To have FlexNet Publisher assign a default port, enter -1 (reflected as 'Default Port' string 
in server.xml).


Note • Those producers concerned about potential DoS attacks based on knowledge of 
common license server ports may want to consider specifying a server port outside the 
range 27000 to 27009.


-webPort http_port Configures the TCP/IP port that the Web server uses to listen for communication with 
clients who are connecting with the lmadmin interface. By default, this value is 8090.


-webSecurePort 
https_port


Configures the TCP/IP port (five characters maximum) that the lmadmin web server uses 
to listen for HTTPS (HTTP-over-SSL) communication. If you change the port, you must 
stop and restart the license server. By default, this value is 0 (no HTTPS communication).


Note • Specify the -webSecurePort option only if you are configuring HTTPS 
communication with the lmadmin web server interface. 


Table 11-2 • Command-Line lmadmin Options for the Installer


Option Description
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Installing lmadmin as a Service (Windows Platforms)
On Windows platforms, lmadmin can be installed as a service which automatically starts up at system initialization time. 
This can be configured if the option Run as a service (in the installer) is selected.


When lmadmin is configured as a service, the process creates the key as follows: 


• 64-bit lmadmin: HKEY_LOCAL_MACHINE\SOFTWARE\FNPlm\License Manager\


• 32-bit lmadmin


• 32-bit OS: HKEY_LOCAL_MACHINE\SOFTWARE\FNPlm\License Manager\


• 64-bit OS: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\FNPlm\License Server\


-defaultAdminGroup (For Windows only) Adds the specified Windows Active Directory group as an lmadmin 
Administrator. The License Administrator can then log in to the lmadmin user interface 
initially using any Active Directory user ID (and its associated password) belonging to this 
group.  


To identify this group, use the format domain\groupname, where domain is a valid Active 
Directory domain to which the machine running lmadmin has a trusted relationship, and 
groupname identifies a valid account within that domain. This value is not case-sensitive 
and can include up to 32 characters.


Using the lmadmin user interface, you can change this account’s role as an lmadmin 
administrator or remove the account from the lmadmin user-interface user list. However, 
you cannot manage the account as an Active Directory account. 


Note • Use this argument sparingly. Its main purpose is to provide initial access to the 
lmadmin interface.


-defaultAdminUser (For Windows only) Adds the specified Windows Active Directory user as an lmadmin 
Administrator. The License Administrator can then log in to the lmadmin user interface 
initially using the Active Directory user ID and password.  


To identify this user, use the format domain\username, where domain is a valid Active 
Directory domain to which the machine running lmadmin has a trusted relationship, and 
username identifies a valid user within that domain. This value is not case-sensitive and 
can include up to 32 characters.


Using the lmadmin user interface, you can change this account’s role as an lmadmin 
administrator or remove the account from the lmadmin user-interface user list. However, 
you cannot manage the account as an Active Directory account. 


Note • Use this argument sparingly. Its main purpose is to provide initial access to the 
lmadmin interface.


Table 11-2 • Command-Line lmadmin Options for the Installer


Option Description
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Optionally, you can add the EventTimeout value to this key to configure how long the lmadmin service waits for the vendor 
daemon to start (without the EventTimeout registry value, lmadmin waits for 60 seconds.) For more information, see the 
later section, Configuring the Service Wait Time for Vendor Daemon Startup.


When lmadmin is installed as a service, the following best practices should be followed; otherwise, the service might not 
start:  


• lmadmin and the vendor daemon must be installed to a subdirectory of Program Files (x86) (32-bit lmadmin) or 
Program Files (64-bit lmadmin).


• Data written by lmadmin at runtime must be written to a subdirectory of ProgramData (in folders cache, conf, 
licenses, and logs).


(Windows services typically have execute permissions only against applications in a Program Files subdirectory, and write 
access only to Program Data.)


Installing the License Server lmgrd
The following sections outline some considerations when providing the end user with lmgrd as your license server 
manager.


Installing lmgrd and Vendor Daemons
Under Windows, best practice is to install lmgrd and the vendor daemon in a subdirectory of Program Files for a 64-bit 
license server or Program Files (x86) for a 32-bit license server. Data that is written by executables at runtime (the debug 
log and report log) should be written to a subdirectory of ProgramData. This helps to ensure that the license server has 
sufficient privileges, and to pass compliance tests, such as those run by the Microsoft Attack Surface Analyser tool. 
(Windows services typically have execute permissions only against applications in a Program Files subdirectory, and 
write access only to ProgramData.)


At run time, lmgrd automatically searches for the vendor daemon in prescribed locations according to the following 
sequence:


1. The vendor_daemon_path parameter from the license file’s VENDOR line.


2. The lmgrd process’ current directory.


3. The $PATH environment variable in the lmgrd process environment.


4. The directory where the lmgrd executable resides.


Note • For trusted-storage licensing on standard platforms, the vendor daemon’s activation library component, 
vendor_libFNP.dll (Windows platforms) or vendor_libFNP.so (UNIX platforms), must be installed in the correct location as 
specified in the vendor daemon’s preptool configuration file when the vendor daemon executable was prepped. Generally, this 
is the same location as the vendor daemon executable. See “Preptool Configuration File: Examples” in Programming 
Reference for Trusted Storage–Based Licensing for further details. For notr platforms, the activation library component, 
vendor_libFNP_notr.so, can be installed in any location consistent with platform-specific conventions for shared libraries.
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Starting lmgrd at System Startup Time (UNIX Platforms)
lmgrd can optionally be configured to automatically start up at system initialization time. See the License Administration 
Guide for more details.


Note • For trusted-storage licensing, the LD_LIBRARY_PATH environment variable in the lmgrd process environment must 
include the path to the vendor daemon’s activation library component, vendor_libFNP.so.


Installing lmgrd as a Service (Windows Platforms)
On Windows platforms, lmgrd can be installed as a service which automatically starts up at system initialization time. This 
can be configured in one of two ways:


• Manually, using LMTOOLS. This procedure is discussed in the License Administration Guide.


• Automatically, by your application installer using the installs.exe utility.


When lmgrd is configured as a service, the process creates the key in the HKEY_LOCAL_MACHINE\SOFTWARE\FNPlm\License 
Manager\ path for a 32-bit OS and in the HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\FNPlm\License Server path for a 
64-bit OS. Optionally, you can add the EventTimeout value to this key to configure how long the lmgrd service waits for the 
vendor daemon to start. (Without the EventTimeout registry value, lmgrd waits for 60 seconds.) For more information, see 
the section Configuring the Service Wait Time for Vendor Daemon Startup.


Installing lmgrd as a Service Using installs.exe
The installs.exe utility is provided by the licensing toolkit in the <platform_dir> directory. installs.exe can be used as 
a command-line utility to manually install the service, or it can be embedded in your end-user installation procedure to 
automatically install the service on behalf of the user at installation time.


The following shows the basic command syntax:


installs -c license_file_path \


-e lmgrd_location \


-l log_file_path \


-n service_name \


[-r service_name] \


[-k lmgrd parameters]


You provide the following:


Table 11-3 • installs.exe Inputs


Inputs Description


-c license_file_path Location of the license file. Path names with embedded spaces must be enclosed in double 
quotes.
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After installs.exe is run successfully, lmgrd is installed as a Windows service and will be started automatically each time 
the system is booted. If you want to customize the installs program, the source code is included in the file 
machind\installs.c.


Configuring the Service Wait Time for Vendor Daemon Startup
In situations where a local client itself is service, the client service should wait until the Windows Service Control Manager 
(SCM) indicates the lmgrd service is in the Running state before issuing a checkout request. To ensure the checkout request 
is successful, the lmgrd service waits until the vendor daemon has started and signaled a synchronization object, before 
the service itself signals to the SCM that it is in the Running state. While waiting to be signaled, the lmgrd service reports the 
Start Pending state to the SCM. The default amount of time the lmgrd service waits is 60 seconds, but this can be 
configured if you add the EventTimeout registry value to the HKEY_LOCAL_MACHINE\ SOFTWARE\FLEXlm License 


-e lmgrd_location Location of lmgrd.exe on your system. Path names with embedded spaces must be 
enclosed in double quotes.


It is best practice is to install lmgrd.exe in a subdirectory of Program Files (x86) (for a 32-
bit lmgrd) or Program Files (for a 64-bit lmgrd).  


-l log_file_path Location for the debug log file. Path names with embedded spaces must be enclosed in 
double quotes.


The default location for the debug log file, when lmgrd is started as a service, is the current 
working directory path. To specify a different location, specify a fully qualified path.


It is best practice to set the location of debug_log_path to a subdirectory of ProgramData, 
because this location has user-write permission by default, which is needed when the 
license server runs as a service with LocalService permission. 


-n service_name The service name. If not specified, ”FlexNet License Manager” is used by default. Service 
names with embedded spaces must be enclosed in double quotes.


-r service_name Remove service_name service. 


-k lmgrd parameters Used to pass additional command line arguments to lmgrd each time it is started as a 
service. A string of parameters with embedded spaces must be enclosed in double quotes. 
One or more of the following can be specified:


• -local—Restricts the lmdown command to be run only from the same machine where 
lmgrd is running.


• -x lmdown—Disables the lmdown command (no user can run lmdown).


• -x lmremove—Disables the lmremove command (no user can run lmremove).


See the lmgrd Command-Line Syntax section in Programming Reference for License File–
Based Licensing for more information on these three arguments. Other lmgrd parameters 
are not supported here.


Table 11-3 • installs.exe Inputs


Inputs Description
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Manager\<service name> key. The value is in milliseconds, meaning, for example, that you specify 400 seconds as 400000. 
Should the lmgrd service reach the EventTimeout time without being signaled by the vendor daemon, the service shuts 
down, and the SCM reports state of the lmgrd service as Stopped.


lmgrd Installation Examples


Task To install 64-bit lmgrd as a service


Enter a similar command: 


installs -e "C:\Program Files\FlexLM Licensing Server\lmgrd" \


-c "C:\Program Files\FlexLM Licensing Server\sample.lic \


-l C:\ProgramData\FNP_DIR\debug.log \


-n "Myvendor License Manager"


where:


• C:\Program Files\FlexLM Licensing Server\lmgrd is the location of the lmgrd executable.


• C:\Program Files\FlexLM Licensing Server\sample.lic is the full path name for the license file.


• C:\ProgramData\FNP_DIR\debug.log is the full path name for the debug log file.


• "Myvendor License Manager" is the service name.


Task To remove the service named “Myvendor License Manager” installed in the previous example


Enter a similar command:


installs -r -n "Myvendor License Manager"


Task To install 64-bit lmgrd as a service and to configure the lmgrd startup parameter -x lmremove


Enter a similar command: 


installs -e "C:\Program Files\FlexLM Licensing Server\lmgrd" \


-c "C:\Program Files\FlexLM Licensing Server\sample.lic \


-l C:\ProgramData\FNP_DIR\debug.log \


-n "Myvendor License Manager" \


-k "-x lmremove"


Now, each time lmgrd starts up, it is invoked with the –x lmremove parameter.


Starting lmgrd Manually
Before running lmgrd manually, ensure that either of the following is true:


• The vendor daemon is in the same directory as lmgrd or in one of the directories specified in the lmgrd process’s $PATH 
environment variable.
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• For license file–based licensing, the end user has edited the license file to include the path to the vendor daemon on 
the VENDOR line.


Additionally, for trusted storage–based licensing on UNIX platforms, the LD_LIBRARY_PATH environment variable must 
include the path to the vendor daemon’s activation library component, vendor_libFNP.so.


Unix Platforms


Task To start lmgrd manually on Unix platforms


Trusted storage–based licensing:


%setenv LD_LIBRARY_PATH vendor_daemon_so


%lmgrd -c license_file_list -l [+]debug_log_path


License file–based licensing:


lmgrd -c license_file_list -l [+]debug_log_path


Windows Platforms


Task To start lmgrd manually on Windows platforms


Use LMTOOLS or lmgrd -c license_file_list -l [+]debug_log_path 


where license_file_list is the full path to the license file or a delimited license search path and debug_log_path is the 
path to the debug log file. Prepending debug_log_path with the + character appends logging entries. Use the -l option 
before other options to log all debugging information to debug_log_path.


It is best practice to set the location of debug_log_path to a subdirectory of ProgramData, because this location has user-
write permission by default, which is needed when the license server runs as a service with LocalService permission. See 
the License Administration Guide for descriptions of the messages in the debug log file. 


lmgrd.exe must be located in a subdirectory of Program Files (x86) (for a 32-bit lmgrd) or Program Files (for a 64-bit 
lmgrd).  
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Setting Up Microsoft Visual Studio for a


FlexEnabled Application

As with many Microsoft Visual Studio projects, creating a FlexEnabled application requires particular project settings and 
additional header files and libraries. For a standard FlexEnabled C or C++ application, you need to specify the directories 
containing the FlexNet Publisher header files and libraries. 


Task To set up Microsoft Visual Studio for a FlexEnabled application:


1. Open Microsoft Visual Studio and change to the Solution Explorer view.


2. Right-click the project icon and select Properties (or select Properties from the Project menu). This displays your 
project’s Property Pages.


Note • To avoid having to repeat some steps, select All Configurations from the Configuration menu at the top of the 
panel.


3. Ensure that Character Set is set to Use Multi-Byte Character Set.


4. Specify the additional include directories where the FlexNet Publisher API headers files are found.


a. Expand the C/C++ category in the left pane and select the first sub-item, called General. 


b. In the Additional Include Directories setting, browse for the machind subdirectory in your FlexNet Publisher 
toolkit directory.


Note • These instructions are only for a FlexEnabled application project. Other project types require different 
directories and libraries: for example, if you are building an activation utility, you should also browse for 
machind\activation\include.


5. Specify the directories where the FlexNet Publisher libraries are found. 


a. Expand the Linker category in the left pane and select the first sub-item, again called General.
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b. In the Additional Library Directories setting, browse for the following directories, located in your FlexNet 
Publisher toolkit directory:


• i86_n3


• i86_n3\activation\lib


6. Set linker properties by selecting the Input item under the Linker category.


a. Set Ignore All Default Libraries to Yes.


b. In the Additional Dependencies setting, specify which libraries to include. For a complete list of required 
libraries and files, see the contents of the <platform_dir>\makefile or makefile.act. Note the following 
exceptions:


• Include msvcrt.lib in the debug build only.


• Include libcmt.lib in the release build only.


• If your application uses trusted storage, also include the following libraries for both debug and release 
builds: libFNPload.lib, FNP_Act_Installer.lib, and libact.lib (which replaces libnoact.lib).


Note • Because different builds use different libraries, if you selected All Configurations from the Configuration 
list, you should change the setting back to reflect the type of release you are building.


Additionally, refer to the <platform_dir>\makefile or makefile.act. file to verify which system library dependencies 
should display in the Inherited Values list.


Including the FlexNet Publisher Header Files
In your source code, the FlexNet Publisher header files you need to include are the following:


#include "lmclient.h"


#include "lm_attr.h"


Adding a preptool Build Step for Trusted Storage–
Based Applications


Any FlexEnabled application (or activation utility) that uses trusted storage must be processed with preptool in order to 
create the (vendor-specific and product-specific) activation library DLL.


The command is preptool prepconfig.xml, where prepconfig.xml is the name of a configuration file that describes the 
file being prepped, the name of the DLL to create, whether to turn on anti-debugger technology, and so on. The preptool 
executable also needs access to publisher.xml and the preparchive_version.yaa file. For several examples, see the XML 
files in the examples\activation directory of the toolkit directory.


Because preptool needs to be run after every build, it can be useful to define a post-build event that runs preptool. 
Assuming you've copied preptool.exe, its configuration file, the .yaa file, and publisher.xml to the build directory (or 
specified alternative locations for everything), use the following instructions to define the post-build step.
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Task To define the post-build event that runs preptool:


1. From the Project menu, select Properties to display your project’s Property Pages dialog.


2. In the Build Events category, select Post-Build Event.


3. In the Command Line field, type something similar to the following:


cd "$(TargetDir)"
preptool AppNameConfig.xml


4. In the Description field, type something similar to the following:


 Processing application with preptool... 


The description appears in the build output window when you build the project.


Building an MFC Application
An MFC project has its own required libraries and so on, so the build settings are a little different.


Task To build an MFC application:


1. Open Microsoft Visual Studio and change to the Solution Explorer view.


2. Right-click the project icon and select Properties (or select Properties from the Project menu). This displays your 
project’s Property Pages.


3. Expand the Linker category and select Input, leaving Ignore All Default Libraries with its default value No.


4. Depending on whether you are building a debug build or a release build, set the Ignore Specific Default Libraries 
setting to the appropriate library:


• For a debug build, libcmt.lib. 


• For a release build, msvcrt.lib.


5. In the Additional Dependencies setting, specify the additional libraries to include. For a complete list of required 
libraries and files, see the contents of the <platform_dir>/makefile or makefile.act. 


If your application uses trusted storage, be sure to include the following libraries for both debug and release builds: 
libFNPload.lib, FNP_Act_Installer.lib, and libact.lib (which replaces libnoact.lib).


Note • Because different builds use different libraries, if you selected All Configurations from the Configuration list, you 
should change the setting back to reflect the type of release you are building. 
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Setting Up Other Application Types


Activation Utilities
If you are creating an application activation utility or a server activation utility, you need to add 
machind\activation\include to the list of locations for header files.


As with a FlexEnabled application, the libraries are contained in the folders i86_n3 and i86_n3\activation\lib.


Activation utilities need to be processed with preptool, so you may want to set up a post-build event as described in the 
section, Adding a preptool Build Step for Trusted Storage–Based Applications.


Manual License Generator Applications
For a Manual License Generator application, point to the <installdir>\machind\activation\include\responsegen 
directory for responsegen header files, and <installdir>\examples\activation\responsegen\ for example usage of the 
responsegen API.


For the library files, point to the <installdir>\<platform_dir>\activation\lib\responsegen directory and include the 
responsegen.lib library.


You also need responsegen.dll in the application’s directory at run time.
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Term Meaning


activatable license A license right in trusted storage that can be activated to a FlexEnabled client. See also 
license group. 


activated feature line See feature definition line.


activation In the FlexNet Publisher Licensing Toolkit, this is a process used to load license rights into 
trusted storage. Different activation types include:


• programmatic activation


• manual activation


• short-code activation


• local activation


In FlexNet Operations, this is a process used to generate license rights in either trusted 
storage and in license files.


Activation API Functions available in the FlexNet Publisher Licensing Toolkit libraries that enable you to 
initiate transactions and manage license rights in trusted storage. The Activation API is 
used to develop the functionality in an activation utility.
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activation client The system that works with an activation server to receive license rights. This system can 
be either a license server or a FlexEnabled client. The activation client initiates an 
activation, repair, or return transaction with an activation server, using an activation 
utility. The following transaction types can be initiated by an activation client:


• activation transaction


• return transaction


• repair transaction


activation request A message sent by an activation utility to an activation server that initiates an activation 
transaction. 


activation response A message sent from an activation server to an activation client, in response to an 
activation request. This message defines the license rights.


activation server A system that responds to requests for license rights from an activation client. The 
activation server can be one of the following:


• a license server


• FlexNet Operations


• in a test environment, the Manual Response Generator (responsegen.exe)


An activation server can also perform repair and return transactions. 


activation specification 
record (ASR) 


A signed XML file used with local activation and short-code activation that contains 
information about license rights, configuration settings for the publisher’s trusted storage 
segment, and additional information required by the activation transaction.


activation transaction A sequence of activation request and activation response messages, and related actions 
that result in license rights being loaded into trusted storage.


activation utility A utility that initiates an activation transaction, repair transaction, or return transaction by 
sending a request to an activation server. This utility also processes the response received 
from the activation server. It uses the Activation API to perform these capabilities.


It is written by the software publisher to meet specific business process requirements. This 
application can be either separate from or embedded in the FlexEnabled application. 


anchor A link between the system and the trusted storage that is used to detect whether trusted 
storage has been tampered with, deleted, or restored. Anchors are also used to ensure that 
information in trusted storage about trial licenses persists beyond the expiration date. 


ASR file See activation specification record (ASR).


binding A capability used with trusted storage where one or more properties of a system, 
combined together into a unique identifier, are used to ensure that license rights held in 
trusted storage are not copied to another system.


Term Meaning
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borrowing A capability available in FlexEnabled applications that enables a user to temporarily obtain 
a license in such a way that the license can be used locally for a limited period of time while 
the user is disconnected from the local network.


bulk entitlement An entitlement created for an order of multiple copies of a single product or suite. Bulk 
entitlements are used for sales through reseller channels. 


checkin The transaction that a FlexEnabled application performs to return a license after it has 
been checked out. This operation is not the same as an activation transaction. FlexEnabled 
applications must perform a checkout and checkin transaction to use a license. 


checkout The transaction that a FlexEnabled application performs to request a license. This 
transaction is different than activating a license. FlexEnabled applications must perform a 
checkout and checkin transaction to use a license. 


client system A general term used to define any system that interacts with a server in a client-server 
relationship. When using the FlexNet Publisher Licensing Toolkit there are two types of 
clients: 


• activation client


• FlexEnabled client


composite transaction Available in FlexNet Publisher 11.8, composite transactions allow multiple actions to be 
combined into a single transaction with FlexNet Operations. Also called multi-action or V2 
transactions. From FlexNet Publisher 11.14.0, composite transactions are also supported 
for all license servers.


concurrent license A license that can be shared among users by allowing each user to check out and then 
return the license. These licenses are served to FlexEnabled applications from a license 
server. If all licenses are being used, an additional user cannot run the FlexEnabled 
application until one of the other users check in their license. When one user finishes using 
the license, another user can begin using it. Also called floating license or served license 
rights.


config response A response to any request from an activation client that contains information about how 
the publisher’s trusted storage segment must be configured (called the trusted storage 
segment configuration). This response is processed by the activation utility and results in a 
segment of trusted storage being created or re-configured for that publisher.


consumer An individual or small business who purchases a license for their individual use. Compare 
with enterprise.


counted A type of license right or license model that defines a multiple quantity of licenses and 
allows concurrent use of the licenses. This term is taken from the fact that the license 
server counts the number of licenses that are being used. 


debug log file A file used by the license server to record status and error messages that are useful for 
debugging the license server. Each license server can have one or more of these files.


Term Meaning
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demo license See trial license.


duplicate grouping A capability in the FlexNet Publisher Licensing Toolkit used to uniquely identify a single 
client (or client checkout request) for the purpose of counting the number of licenses that 
are used. Duplicate grouping defines a set of rules under which multiple checkout requests 
can share the same license(s).


embedded activation See local activation.


encryption seed A set of values defined by a software publisher that are used when creating a publisher-
specific vendor daemon. 


end-user A person who uses a FlexEnabled application. This role is not the same as a license 
administrator.


end-user system See client system. 


end-user license 
administrator


See license administrator.


enterprise An organization that purchases licenses on behalf of a number of individual users. 
Compare with consumer.


entitlement A representation of the license model and product that a customer has bought. It is a 
definition only. The customer will need to fulfill the entitlement so that the license rights 
can be populated to license files or trusted storage. 


In FlexNet Operations, there are two types of entitlements:


• bulk entitlement


• simple entitlement


Each entitlement is uniquely identified by an entitlement ID.


entitlement ID In the FlexNet Publisher Licensing Toolkit, an attribute in trusted storage that stores a 
value used to identify the customer’s entitlement.


In FlexNet Operations, a value that uniquely identifies the entitlement.


expiring license License rights granted to a customer for a limited duration. When the license rights have 
expired, the licenses can no longer be checked out.
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feature In the context of a software application, this is a single unit of capability. In the FlexNet 
Publisher Licensing Toolkit, this is an identifier used to associate a license model to a unit 
of capability in a software application. 


The software publisher defines which features in their software application map to a single 
feature in the FlexNet Publisher Licensing Toolkit. For example, a feature in the FlexNet 
Publisher Licensing Toolkit could represent any of the following:


• The entire software application.


• A subset of menu items.


• A specific set of data available from the software application.


• A process in the software application.


The software publisher also defines the license model for each FlexNet Publisher Licensing 
Toolkit feature. This gives software publishers the ability to define a different license 
model for each feature in the software application. 


feature bundle A collection of features in FlexNet Operations. It exists primarily to enable modularity and 
re-use. 


feature definition line An entry in a license file or fulfillment record that describes a feature. Each line begins with 
the keyword FEATURE, INCREMENT, or UPGRADE. In license files, feature definition lines 
are used with SERVER and VENDOR lines to define the license model. In trusted storage, 
feature definition lines are used with the fulfillment record properties to define the license 
model.


feature line See feature definition line.


file-based activation See manual activation.


FlexEnabled application A software application that uses the FlexNet Publisher Licensing Toolkit to implement its 
license models.


FlexEnabled client A client system where a FlexEnabled application is installed. 


Flexible API Functions available in the FlexNet Publisher Licensing Toolkit libraries that allow 
FlexEnabled clients to access license rights.


FlexNet Agent A utility that runs on a license server and allows communication between the license server 
and other FlexNet products.


FlexNet Manager This is a license server management and license management decision support solution in 
the FlexNet product family that allows companies to centrally manage license servers and 
license usage across the enterprise.


FlexNet Operations A product in the FlexNet family of products that manages entitlements and generates 
license rights.
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floating license A license that can be shared among users and is served to FlexEnabled applications from a 
license server. When a user finishes using the license, another user can begin using it. Also 
called concurrent license or served license rights.


fulfill The action of getting license rights.


fulfillment record In the FlexNet Publisher Licensing Toolkit, a data structure specific to trusted storage that 
defines license rights. 


heartbeat A type of message sent periodically between two systems (for example, a FlexEnabled 
application and a license server) to identify whether each is running and able to 
communicate with the other. 


hop count In the FlexNet Publisher Licensing Toolkit, the number of times that license rights in a 
single fulfillment record have been transferred from one license server to another.


hostid In the FlexNet Publisher Licensing Toolkit, the value of a specific system attribute that 
uniquely identifies the host. For example, if IP address is a hostid type, then the hostid 
might be 129.87.33.101. Hostids are used in node-locked license.


hostid type A type of attribute that is available to uniquely identify a system. For example, disk serial 
number, IP address, or MAC address.


hybrid license In the FlexNet Publisher Licensing Toolkit, a type of license right in the license group on 
trusted storage that can function as either a concurrent license or as an activatable license.


internet activation See programmatic activation.


keyboard activation See short-code activation.


license administrator A person in an enterprise who is responsible for installing the FlexEnabled application and 
administering the licenses and license servers.


license file A text file, usually with the .lic extension, that contains license certificates from one or 
more publishers.


license-file list See license search path.


license generator A general term used to describe any mechanism a software publisher uses to generate 
license rights for their customers. The following FlexNet capabilities and products can 
function as a license generator:


• FlexNet Operations: generates license rights for trusted storage and license files. 


• lmcrypt: generates license rights for license files. 
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license group A mechanism used to describe licenses rights held in server-side trusted storage. These 
groups are not used with license rights held in license files.


• activatable—A license right in trusted storage that can be activated to a FlexEnabled 
client.


• concurrent—license rights in this group can be shared among users by having a 
FlexEnabled client to check out, and then return the license. 


• hybrid—these license rights have the same characteristics as both the activatable 
license group and concurrent license group. They can be activated to client-side 
trusted storage on a FlexEnabled client or checked out by a FlexEnabled client. 


Although you see these group names used to describe license rights in client-side trusted 
storage, the capabilities of the license rights do not change. Once license rights are in 
client-side trusted storage, you cannot transfer, serve, or activate them to another system. 
The FlexEnabled application can only check out and check in these licenses.


The group names are used when a license right is returned to the license server, so that it is 
assigned to the correct license group on the license server. 


license model The set of characteristics that determine the conditions under which (for example, how, 
when, where, and by whom) a FlexEnabled application can be used.


license rights Information in trusted storage or license files that defines the license model and controls 
user access to a specific FlexEnabled application.


license search path A property that the FlexEnabled application uses to locate where license rights are stored. 
Sometimes known as a license-file list.


license server A set of files from the FlexNet Publisher Licensing Toolkit, that work together to manage 
and serve licenses to FlexEnabled applications. A license server is required to support a 
concurrent license model. The license server consists of a license server manager, one or 
more vendor daemons, zero or more options files, zero or more debug logs, and, 
optionally, a report log. These components are available in the FlexNet Publisher Licensing 
Toolkit.


If the license server supports license rights held in trusted storage, it also includes an 
activation utility. It may, optionally, act as an activation server.


license server system See license server.


license server manager 
(lmadmin or lmgrd)


A license server manager lmadmin or lmgrd executable that forwards connections from a 
FlexEnabled application to the correct vendor daemon. 


Because the vendor daemons are responsible for authenticating requests and serving 
licenses, a single license server manager can be used with multiple vendor daemons on the 
license server. 
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FlexNet Publisher 2020 R2 Development Environment Guide FNP-11170-DEV00 Company Confidential 185







Glossary

license sharing A capability available in the FlexNet Publisher Licensing Toolkit where multiple license 
requests from the same user, host, or display results in only one license being used. Also 
known as duplicate grouping.


licensing client See FlexEnabled client.


lmadmin The license server manager introduced in version 11.6 which includes a Web-based GUI.


lmgrd A command-line-based license server manager.


local license rights License rights that are stored on the same system where the FlexEnabled application is 
running, rather than on a license server.


local activation A type of activation where license rights are loaded using an ASR file. The ASR file must 
reside with the FlexEnabled application. This does not require user intervention.


machine ID A value, generated using attributes of the system, that is used to bind trusted storage to 
that system.


maintenance A maintenance represents a customer’s right to obtain updates and upgrades to a 
particular licensed product or suite for a specified duration. Used in FlexNet Operations.


manual activation An type of activation where license rights are transmitted from an activation server to 
another system using a set of request and response messages that are formatted as XML. 


These messages are saved to and read from physical XML files. An activation utility loads 
the license rights from an XML file into trusted storage. 


Manual Response 
Generator 
(responsegen.exe)


A tool included in the FlexNet Publisher Licensing Toolkit that enables software publishers 
to test the activation process offline using XML request and response messages stored as 
files. 


node-locked license A license that can be used only when the FlexEnabled application is run on a specific 
system or by a specific user (as defined by the hostid).


options file A configuration file available on the license server that license administrators can use to 
either change license server behavior or implement certain licensing policies. Each 
software publisher has its own separate options file that works with a specific vendor 
daemon.


orderable Anything that can be purchased by a customer. Orderables can include suites, products, 
documentation, and maintenances.


package In the FlexNet Publisher Licensing Toolkit, a set of features that can be grouped and 
licensed together.


part number A unique identifier, typically correlated with an order system, assigned by a publisher to a 
product.
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permanent license License rights granted to a customer that do not expire.


product Anything that can be sold by a publisher and can be licensed. 


product ID In the FlexNet Publisher Licensing Toolkit, one of the values that uniquely identifies the 
license rights in trusted storage. See also entitlement ID.


programmatic activation A type of activation where license rights are transmitted from one system to another across 
a network using a set of request and response messages that are formatted as XML. This 
process is the identical to manual activation, except that it does not generate a physical 
XML file. An activation utility loads the license rights from the XML message into trusted 
storage. This is an automated process and does not require user intervention.


publisher ID A value used by trusted storage to uniquely identify the software publisher’s logical and 
physical licensing components. Flexera distributes this identifier to software publishers. It 
is used to prepare certain FlexNet Publisher Licensing Toolkit files that access trusted 
storage. This value is not the same as the vendor daemon. 


quorum A condition specific to three-server redundancy that is met when at least two of the three 
license servers are running and can communicate with each other using heartbeats.


rehost The process of reissuing a license for a different system. This process requires software 
publishers to perform certain activities to redefine the license rights so that they will work 
properly on the new system.


repair request A message sent by an activation utility to an activation server that initiates a repair 
transaction. The activation server provides the information that repairs the license rights 
in trusted storage. An activation utility is an application that initiates the repair 
transaction.


repair response A message sent from an activation server to an activation client, in response to a repair 
request. This message contains information that is used to the repair the license rights.


repair transaction A sequence of repair request and repair response messages, and the related actions that 
result in license rights being repaired in trusted storage.


report log file A file that runs on a license server that contains data about the features used by a single 
vendor daemon. Report logs are encrypted and cannot be read by a person, but are used 
by FlexNet Manager to produce reports. 


responsegen See Manual Response Generator (responsegen.exe). 


return request A message sent by an activation utility to an activation server that initiates a return 
transaction. The activation server receives the license rights returned by an activation 
client. An activation utility is an application that initiates the return transaction.


return response A message sent from an activation server to an activation client, in response to a return 
request.
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return transaction A sequence of return request and return response messages, and the related actions, that 
result in license rights being returned from trusted storage to the activation server.


served license rights License rights that are stored on a license server and are checked out when needed by 
FlexEnabled applications that run on client systems. These license rights are used for 
concurrent licensing.


short code A multi-character code used with a short-code activation transaction, a repair transaction, 
or a return transaction.


short-code activation A type of activation where license rights are loaded from an ASR file using an activation 
transaction that requires a specific code (called a short code). Often the user enters this 
code into a prompt from the application. This is also is used for licensing via automated 
telephony. 


signature A secure multi-character string added to the license certificate that ensures it has not been 
modified.


simple entitlement An entitlement for a single, specific customer.


single-action transaction This is the default transaction type for FlexNet Publisher versions 11.7 and earlier. Each 
transaction can include only a single action. Also known as legacy or V1 transactions. From 
FlexNet Publisher version 11.14, single actions are deprecated.


suite A set products grouped together that are functionally complementary and associated with 
one or more license models.


supersede A capability in the FlexNet Publisher Licensing Toolkit, used to replace the characteristics 
of old license rights with new characteristics.


three-server redundancy A capability in the FlexNet Publisher Licensing Toolkit that enables license administrators 
to configure three license servers in a failover cluster. 


triad A set of three license servers which operate together to support three-server redundancy.


trial license License rights granted to a user for a limited duration so that the user can evaluate the 
software application.


trusted storage A tamper-proof area on the system that stores license rights. This storage location is 
different than license files and requires a different mechanism for loading and managing 
license rights. Compare with license file.


trusted configuration A set of attributes that define the security configuration of a segment of trusted storage. 
Each software publisher can configure their segments of trusted storage differently. This 
configuration defines the settings for binding, anchoring, and windback detection. 


trusted configuration file A file that stores the attributes that define a software publisher’s trusted storage segment 
configuration.
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trusted storage 
configuration


See trusted configuration.


uncounted A license right attribute that allows an unlimited number of concurrent uses of a 
FlexEnabled application. Compare with counted.


unserved license rights These are license rights that are not served from a license server. These license rights are 
located with the FlexEnabled application. Also known as local license rights.


upgrade A process where a user installs a newer version of a FlexEnabled application and also 
updates the license rights so that they can use this newer version. 


upsell The process of transitioning from a product of lesser functionality to one of greater 
functionality in the same product line.


vendor daemon One of the files that is a part of the license server. This executable is customized and built 
by the software publisher using files in the FlexNet Publisher Licensing Toolkit. The vendor 
daemon is responsible for communicating with the FlexEnabled application and issuing 
licenses.


Vendor Certificate 
Generator


A publisher-built component, that is a part of FlexNet Operations, that creates license 
certificates or signed feature lines in fulfillment records. This functions similarly to lmcrypt.


vendor name A value used to uniquely identify a software publisher’s logical and physical licensing 
components. It is used to prepare certain files in the FlexNet Publisher Licensing Toolkit 
that manage license rights in both trusted storage and license files. Flexera distributes this 
identifier to software publishers. This value is not the same as the publisher ID. 


windback A condition where the system clock has been set to an earlier date or time. One reason 
users change the system clock is to extend the license duration.


windback detection A capability in the FlexNet Publisher Licensing Toolkit that detects whether a user has reset 
the system clock. This prevents a user from extending the duration of the license. 


windback tolerance An acceptable amount of windback to a system clock that won't trigger windback 
detection. 


A certain tolerance is normally allowed to account for time zone differences or Daylight 
Saving Time.
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Server Activation Utility 56
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B
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resetting 58
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borrowing 181
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borrowing interface 127
license 127


building FlexEnabled application
UNIX 97
Windows 102


building production Licensing toolkit
UNIX 23
Windows 25


bulk entitlement 181


C
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UNIX 23
Windows 25


changing vendor daemon name 18, 64, 66
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checkout 181
client system 181
composite transaction 181
concurrent license 181
config response 181
configuration files, Licensing toolkit 32
configuring, Licensing toolkit 15
considerations
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vendor-side 121
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customizing


Licensing toolkit 14


D
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demo license, See trial license
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deployed FlexNet Licensing files
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dynamic linking 105
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enabled


license file environment variable 124
license file location in registry 125


encryption 15, 63, 64
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ENCRYPTION_SEEDs 63
end user 182
end-user license administrator, See license administrator
end-user machine, See client system
end-user-side considerations 122
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configuring registry 120
enabling support 119
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F
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feature bundle 183
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file


installing the license 121
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options 186
report log 187
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file-based activation, See manual activation
finder (Windows only), license 125
FlexEnabled application 183
FlexEnabled client 183
Flexible API 37, 133, 149, 183
FLEXLM_DLL 106
FlexNet Agent 183
FlexNet Licensing


client DLL 106
components 123


FlexNet Licensing Service 87, 92, 137
installing (Linux) 48
installing (OS X) 50


FlexNet Operations 183
floating license 184
fulfill 184
fulfillment fecord 81
fulfillment record 184


G
generated components, Licensing toolkit 33
generating licenses using lmcrypt 117
grouping duplicate license requests 128


H
heartbeats 184


automatic 71, 97
hop count 184
hostid 184


informing end-users about 124
hostid type 184
hybrid license 184


I
installing


FlexNet Licensing Service (Linux) 48
FlexNet Licensing Service (OS X) 50
license certificate 121
lmadmin as a service 169
lmgrd as service 171
vendor daemon 170


installs.exe 171
integration decisions


server configuration 119
interface, license borrowing 127
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K
keyboard activation, See short-code activation
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installing 93, 122
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configuration files 32
configuring 15
customizing 14
generated components 33
source code 43
standard components 36
testing 31
testing on UNIX 44


licensing utilities
asrgen 35
lmcrypt 35
tsreset 35


lingering, license 126
linking


dynamic 105
static 104


lm_code.h 14, 32, 63
editing 16, 63
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usage 16
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command-line options for installer 167
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silent installation 161
user-interface-based installation 160
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