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This document contains information which is considered by Flexera Software to be confidential 

and/or proprietary and as such should not be disseminated, in whole or in part, to third parties 

without the express written consent of Flexera Software. All use of the information contained in this 

document is “as is” and Flexera Software provides no warranty or representation, express or 

implied, or guidance as to any export laws or rules. The recipient is encouraged to seek its own 

counsel regarding applicable export laws. If you have questions, please contact 

contracts@flexerasoftware.com. 
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Overview 
As a software or hardware producer, your ability to export your product from your country, 

and your customers’ ability to import your product into their country may be restricted by local 

laws. Often, these restrictions can be avoided by you filing applications with the exporting 

country and/or the importing countries. 

These restrictions fall into two categories: (1) export limitations to embargoed countries and 

individuals, and (2) export or import limitations on products that are deemed to be a threat to 

the national security of the country imposing the limitation. Such security threats are deemed 

to come from products that apply certain types of cryptography technology to certain types of 

data. 

FlexNet Publisher uses cryptography only for the purposes of authentication and not to encrypt 

your customers’ data. Therefore, products using FlexNet Publisher have been subject to no 

known export or import limitations due to their use of FlexNet Publisher. While this has been 

true, Flexera Software does not warrant that your product’s application for export or import 

will be accepted. 

Ever-Changing Rules 
Different countries often have different export and import requirements. In addition, a given 

country almost always has one set of rules for exporting and a different set of rules for 

importing. 

Note that the export and import rules employed by a given country can change rapidly due to 

trade agreements and the ever-changing global political climate. You should review these rules 

on a regular basis since most countries do not proactively notify companies of rule changes. 

This document does not attempt to interpret the export/import rules of a given country; it only 

gives details to support your application for export or import. 

Who Files Export/Import Applications? 
FlexNet Publisher received the United States Export Control Classification Number (ECCN) 

5D992 and is eligible for export from the United States to any non-embargoed country or 

individual under No License Required (NLR) from the U.S. Department of Commerce. 

The export classification of FlexNet Publisher is only relevant to Flexera Software’s ability to 

export FlexNet Publisher. Its classification does not affect the classification of your products 

which use FlexNet Publisher; however, FlexNet Publisher’s classification can give you some 

assurance as to its use of cryptography. 
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An export or import application is filed on behalf of the product being exported or imported. 

Such a product may contain multiple components, some of these components are developed 

by you, and some might be licensed from component providers. 

You must file an export/import application on behalf of your product and all its components, 

regardless of who authored those components. 

As a component provider, Flexera Software is giving you this document which supplies 

information about FlexNet Publisher that can contribute to your export or import application. 

Embargoed Countries and Individuals 
Regardless of the technologies employed by your products, countries will not allow your 

products to be exported to an embargoed country or embargoed individual. Each country has 

its own embargo list, and those lists change. 

For products exported from the United States, here is the URL to the list of embargoed 

countries: http://www.ustreas.gov/offices/enforcement/ofac/programs/. 

For products exported from the United States, here is the URL to the list of embargoed 

individuals: http://www.treas.gov/offices/enforcement/ofac/sdn/t11sdn.pdf. 

If you export your product from outside of the United States, you should consult the 

embargoed countries and individuals lists from the Commerce Department of that country. 

Restrictions Resulting From the Use of 
Cryptography Technology 
Your product which uses FlexNet Publisher may also use its own cryptography technology in a 

manner unrelated to Flexera Software’s products. On export/import applications, you must list 

each use of cryptography separately. The following sections only address the cryptography 

used by FlexNet Publisher. 

Most export/import applications will ask you which types of cryptography technologies are 

used by your product. The answer to this question depends upon the choices you have made 

when deploying your product that uses FlexNet Publisher, but in general, FlexNet Publisher 

uses a combination of digital signature and encryption technology for the purposes of 

authenticating licenses and management data that is sent between various Flexera Software 

components. 

The spirit of the export/import laws were created to prevent anyone from using your product 

to hide messages which are deemed to be a national security threat. Even though digital 

signature technology does not hide the data being signed, most export/import applications still 

require disclosure of the use of digital signature technology. 

FlexNet Publisher does not encrypt any of your customers’ data that could contain messages 

which are threat to national security. 



 

Flexera Software, Inc. 4 

Clarifying that FlexNet Publisher only uses cryptography for the purposes of authentication is 

usually satisfactory for most export/import applications. In these cases, there is no need to 

detail what cryptography is used, just how it is used. 

However, there may be some countries whose laws require further scrutiny of the 

cryptography used by FlexNet Publisher. Sometimes the details that are required center on the 

strength of the cryptography algorithms used, sometimes on the standards-compliance of the 

cryptography algorithms used, and sometimes on the data to which to the cryptography 

algorithms are applied. The following sections detail the cryptography algorithms used by 

FlexNet Publisher and to what data they are applied. 

Certificate-Based Deployments 
There are two ways you can deploy FlexNet Publisher’s certificate-based licenses: without a 

license server (see 
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Figure A) and with a license server (see Figure B). 

This section describes the cryptography technology used in both of these deployments. Each 

numbered bullet below describes the cryptography used by the labeled arrows in the figures. 

Each FlexNet Publisher license library and license server determines whether 

it received an authentic license. Even though a license server authenticates 

each license it serves, a license library will not accept a license from a license 

server until the license library has authenticated the license itself. 

Each FlexNet Publisher license server determines whether it received an 

authentic request from a license library. Correspondingly, each FlexNet 

Publisher license library determines whether it received an authentic 

response from a license server. 

FlexNet Manager determines whether it received an authentic report log from 

a license server. 

The next sections describe each of these uses of cryptography in more detail. 
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Figure A 

 
Figure B 

 
 

1. Authenticating Licenses 
To authenticate licenses, FlexNet Publisher digitally signs them. The digital signature applied 

to a FlexNet Publisher license is calculated using one of two algorithms: Flexera Software’s 

proprietary digital signature algorithm or the Elliptical Curve Digital Signature Algorithm 

(ECDSA). 
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To use FlexNet Publisher in one of your products you must choose which of these two 

algorithms to use. Even though FlexNet Publisher offers these multiple algorithms, only the 

algorithm you choose is relevant to your export or import application. 

1a. Using Proprietary Digital Signatures 
FlexNet Publisher offers several implementations of its proprietary digital signature algorithm 

that you can choose from to digitally sign the licenses you send to your customers. Each of 

these implementations uses a symmetric key algorithm. 

See the description in Appendix B: Proprietary Implementations for a disclaimer.  

1b. Using ECDSA Digital Signatures 
FlexNet Publisher offers three different implementations of ECDSA that you can choose from to 

digitally sign the licenses you send to your customers. Each of these implementations uses an 

asymmetric key algorithm with a key size of 113-bit, 163-bit, or 239-bit. 

See Appendix A: ECDSA Implementations for more details. 

2. Authenticating Network Communication 
To authenticate the requests and responses between a license server and a license library or 

activation utility, FlexNet Publisher encrypts some of the management data passed between 

them using a proprietary encryption algorithm. 

See the description in Appendix B: Proprietary Implementations for a disclaimer. 

3. Authenticating Report Logs 
To authenticate the report logs received by FlexNet Manager, a FlexNet Publisher license 

server encrypts the report log it creates using a proprietary encryption algorithm. 

See the description in Appendix B: Proprietary Implementations for a disclaimer. 

Trusted Storage-Based Deployments 
There are five ways you can deploy FlexNet Publisher’s trusted storage-based licenses: 

• as a trial license (see 
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Figure C 

 
 

• Figure D), 

• without a license server and using XML requests and responses (see 

 

•  
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• Figure E), 

• with a license server (see 
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• Figure F), and 

• with a license server and volume activation (see Error! Reference source not found.), 

and 

• without a license server and using shortcode requests and responses (see 

 

•  

• Figure G) 

Trusted storage only contains licenses and data used to manage these licenses. Trusted 

storage does not contain any of your customers’ data. 

Trusted storage-based deployments use some of the same cryptography in some of the same 

ways that certificate-based deployments do. These commonalities are not re-described in this 

section. 

Each numbered bullet below describes the cryptography used by the labeled arrows in the 

figures that are unique to trusted storage-based deployments. 

A FlexNet Publisher activation utility determines whether it received an 

authentic XML response and authentic license within that response. Also, a 

license library determines whether it is processing an authentic XML trial 

from the file system or embedded within the licensed application. An XML 

request is not digitally signed, it is hashed and hashing is not a cryptography 

operation that needs to be disclosed. 



 

Flexera Software, Inc. 11 

Each FlexNet Publisher component that accesses trusted storage reads or 

writes only a segment of trusted storage at a time. When reading, these 

components determine whether the segment is authentic and hasn’t been 

tampered with since the segment was written. 

In addition to the authentication already provided for XML requests and 

responses, you can encrypt the communication channel between an 

activation utility and FlexNet Operations that carries those XML objects. 

A FlexNet Publisher activation utility determines whether it received an 

authentic shortcode response. A shortcode request is not digitally signed, it is 

hashed and hashing is not a cryptography operation that needs to be 

disclosed. 

The next sections describe each of these uses of cryptography in more detail. 
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Figure C 

 
 

Figure D 
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Figure E 
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Figure F 

 

 

Figure G 
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4. Authenticating XML Responses 
To authenticate XML responses, FlexNet Publisher digitally signs them. The digital signatures 

applied to FlexNet Publisher XML responses use the Elliptical Curve Digital Signature Algorithm 

(ECDSA) with a key size of 239-bit. 

See Appendix A: ECDSA Implementations for more details. 

5. Authenticating Trusted Storage Segments 
To authenticate trusted storage segments, the FlexNet Publisher components that write these 

segments encrypt them. Each segment is encrypted using the Cipher Feedback Mode with one 

of the following symmetric key algorithms: AES, DES, TEA, Blowfish, SaferSK, Shark, Square, 

TwoFish, or Cast128 each with a key size of 128-bit. When a trusted storage segment is 

written, and each time a segment is re-written, FlexNet Publisher randomly chooses one of the 

above algorithms using one of 16 different keys to encrypt the segment. FlexNet Publisher’s 

choice of algorithm and key is randomized to decrease the predictability of the encryption. 

6. Authenticating Shortcode Responses 
To authenticate shortcode responses, FlexNet Publisher encrypts, digitally signs, and 

compresses them. 

The encryption applied to FlexNet Publisher shortcode responses uses the Triple Data 

Encryption Standard (DES) algorithm, also known as Triple Data Encryption Algorithm (TDEA), 

with keying option 1 which uses three 56-bit keys and results in an effective key size of 112-

bit. 

The digital signatures applied to FlexNet Publisher shortcode responses use the Elliptical Curve 

Digital Signature Algorithm (ECDSA) with key sizes that can vary between 21-bit, 71-bit, 81-

bit, 91-bit, 101-bit, and 141-bit. The choice of which key size to use is made by the customer 

of FlexNet Publisher; the longer the key size, the more resistant it is to a brute-force attack, 

but the longer the shortcode; the shorter the key size, the shorter the shortcode, but the less 

resistant it is to a brute-force attack. See Appendix A: ECDSA Implementations for more 

details. 

The compression applied to FlexNet Publisher shortcode requests and responses does not use 

any form of cryptography. 

7. The Operations Communication Channel 
If your activation utility communicates with FlexNet Operations over a network, you can 

configure that activation utility to use a gSOAP client that in turn can be configured to use 

OpenSSL for HTTPS based communication between that activation utility and FlexNet 

Operations. If you choose this option, the default key management algorithms of the OpenSSL 

module are used. 
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Appendix A: ECDSA Implementations 
These implementations use an asymmetric key algorithm (that is, a private key is used to 

create the digital signature and a public key is used to authenticate the digital signature). 

These implementations are licensed by Flexera Software from Certicom (www.certicom.com) 

as part of Certicom’s Security Builder 2.4 software library. The mathematics of the ECDSA 

algorithms is described at http://en.wikipedia.org/wiki/ECDSA. 

Appendix B: Proprietary Implementations 
The proprietary digital signature and encryption algorithms used by Flexera Software are not 

published industry-standard algorithms and each uses a key size no more than 48-bit. 

Therefore, the relative strength or weakness of these proprietary implementations cannot be 

quantifiably related to published encryption standards. As such, these implementations can be 

characterized as using “weak cryptography”. The term “strong cryptography” characterizes 

algorithms that are based on published mathematical principles that have passed the scrutiny 

of academic, government, and industry experts. 

 


